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About the Cloud Security Alliance

ÅNot-for-profit organization

ÅInclusive membership, supporting broad spectrum of 
subject matter expertise: cloud experts, security, 
legal, compliance, virtualization, etc.

Å3,100 individual members, 18 corporate members, 5 
affiliate organizations (e.g. ISACA, ENISA, OWASP)

ÅWe believe in Cloud Computing, we want to make it 
better

ñTo promote the use of best practices for providing security assurance 
within Cloud Computing, and provide education on the uses of Cloud 

Computing to help secure all other forms of computing.ò

http://www.cloudsecurityalliance.org
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Getting Involved

ÅIndividual Membership (free)

ÅSubject matter experts for research

ÅInterested in learning about the topic

ÅAdministrative & organizational help

ÅCorporate Sponsorship

ÅHelp fund outreach, events

ÅAffiliated Organizations (free)

ÅJoint projects in the community interest

ÅContact information on website

http://www.cloudsecurityalliance.org
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Security Guidance for 
Critical Areas of Focus in 

Cloud Computing

Download at:

www.cloudsecurityalliance.org/guidance

http://www.cloudsecurityalliance.org


www.cloudsecurityalliance.orgCopyright © 2009 Cloud Security Alliance

Overview of Guidance

Governing in the Cloud

2. Governance & Risk Mgt

3. Legal

4. Electronic Discovery

5. Compliance & Audit

6. Information Lifecycle Mgt

7. Portability & 
Interoperability

Operating in the Cloud

8. Traditional, BCM, DR

9. Data Center Operations

10. Incident Response

11. Application Security

12. Encryption & Key Mgt

13. Identity & Access Mgt

14. Storage

15. Virtualization

1. Architecture & Framework

http://www.cloudsecurityalliance.org
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Assumptions & Objectives

ÅTrying to bridge the gap between cloud adopters and 

security practitioners

ÅBroad ñsecurity programò view of the problem

ÅSelected domains based on both strategic and 

tactical pain points

ÅFocused on differences caused by cloud models

http://www.cloudsecurityalliance.org
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Architecture Framework

Å Not ñOne Cloudò: Nuanced definition critical to 
understanding risks & mitigation

Å 5 principal characteristics (abstraction, sharing, SOA, 
elasticity, consumption/allocation)

Å 3 delivery models

Å Infrastructure as a Service (IaaS)

Å Platform as a Service (PaaS)

Å Software as a Service (SaaS)

Å 4 deployment models: Public, Private, Managed, Hybrid

http://www.cloudsecurityalliance.org

