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FP7 project RASEN (RASEN - 316853)

SEVENTH FRAMEWORK
PROGRAMME

Developing methods and
Compliance tools to support security
Assessment assessments for large-

scale networked
Infrastructures by
considering:

1.technical aspects

2.legal and regulatory
aspects

3.uncertainty and risk

Security
Testing

Security Risk
Assessment
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The RASEN method for security testing,
risk & compliance assessment

= Conforms to ISO/IEC 31000

* |ntegrates risk assess-
. Understanding the
ment, COmpllanCe business & regulatory environment

Establishing the context

assessment and security <« _ —
. . ) Requirements & process identification

testing in a meaningful

manner

* Addresses management
aspects as well as
assessment aspects

@ Security assessment @ xy

Identify & evaluate | |«
issues

\ 4
Monitoring & revie

Risk assessment

Communicate & consult

A

expert

jUdgment Treatment
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Serves with different instantiations ///

Risk-based

for dlfferent taSkS compliance assessment g™

Test execution &
evaluation

1
Compliance
assessment
__| .| Identify compliance
] issues
Establishing the context
Understanding the
business & regulatory environment
L \ s Evaluate
«—> : : . compliance issues
Requirements & process identification
|
Test-based risk @ Security assessment @
assessment )
Risk assessment Risk-based
@ > i security testin
Identify risks < > Identlfi);s&uis LB Y . &
1 : © Security testing
Estimate risks > = Test planning
Evaluate risks —> N Test design &
Treatment : implementation
O)
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Two main workstreams:

Risk assessment and security testing

SEVENTH FRAMEWORK

PROGRAMME

A test- based seeurlty rlsk assessment
process (1)

sstarts with the risk assessment

s is used to optimize seeurity risk
assessment with empirical data eeming
from test résults oF ccmphancg issues.

A risk-based method fer ecempliance and
security testing (2)

sstarts with the identifieation of issues by
§BEUFity testing oF eompliance assessment
sfoeus the eompliance and security testing
resourees en the areas that are mest likely
t6 €ause eoneern

sbuilding and prioritizing the eomplianee
measures or testing program around
these Fisks.

Establishing the Context

Understanding the
Business & Regulatory Environment

A\Communicate & Consult

<> : <>
Requirements & Process ldentification
Security Assessment @
Security Testing

Treatment

Monitoring & Review
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Workstream 1.
Test-based security risk assessment

Establishing the Context

1. Test-based risk

. . - . Understanding the
|dent|flcat| on Business & Reguljtory Environment
2 . TeSt-based r|Sk Dl Requirements & Process Identification )
estimation
= Security Assessment
g 3
= Basic idea: : e .
Improve risk : :
aS S e S S m e nt 8 Risk Estimation =
activities through

facts from testing

Treatment
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Test-based risk identification

SEVENTH FRAMEWORK
PROGRAMME

a) Test-based threat and threat scenario
identification

b) Test-based vulnerabillity identification

y

Threat and Threats and threat
threat scenario scenarios
Test Report identification |
Vulnerability [> Vulnerabilities
Test Incident —— P identification |
Unwanted Unwanted
incident (risk) E> incidents (risks)
identification
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Test-based risk estimation

SEVENTH FRAMEWORK
PROGRAMME

a) Test-based likelihood estimation
b) Test-based estimate validation

@ Likelihood Likelihoods
T T » estimation 1

Consequence
. . | Consequences
estimation |

i Validated
—————————— > Estimate _
validation estimates
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Workstream 2. Risk-based security
testing compliant to ISO 29119

1. Risk-based secu I’Ity Establishing the Context
test planning Business & Regulatory Environment
. . 1
2. RISk-baSGd SeCUI’Ity il Test Planning Nl
A

test design &
Implementation

3. Risk-based test
execution, analysis &

S
= Basic idea: focus
testing activities on Treatment

@ Security Assessment

Test Design &
Implementation
est Environment Se

Communicate & Consult
Monitoring & Review

high risk areas
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Risk-based security test
design and implementation

SEVENTH FRAMEWORK

PROGRAMME

Identify Feature

Sets & Potential T [:>

Vulnerabilities

e

Derive Test
Conditions

@

Test Design
Specification

B

®1

Threat and I

Coverage Items

Derive Test

Vulnerability
Assessment

Risk Evaluation
Results

H

|

a)

b)

Test Case
Specification

Derive Test
Cases

11

-

c)

d)

Risk-based identification
and prioritization of

features sets

Risk-based derivation of
test conditions and test
coverage items

Threat scenario based
derivation of test cases
Risk-based assembly of test

procedures

Assemble Test
Sets

_l[>

Test Procedure
Specification

Derive Test
Procedures

11

L — ®
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Activities are specified in detall to
provide guidance

SEVENTH FRAMEWORK
PROGRAMME

Name Risk-based identification and prioritization of features sets (a)
Actors Security Tester (ST), Security Risk Analyst (SRA)
Tools Test Specification Tool (STST), Security Risk Assessment Tool (SRAT)

Precondition

Security relevant features are documented and the security risk assessment is
available

Postcondition

Security relevant features to be tested are grouped with respect to potential
vulnerabilities and threat scenarios.

Scenario

1. The Security Tester should identify testable security relevant features that
need to be covered by security testing. The security tester classifies the security

relevant features by grouping them to form feature sets that each addresses
exactly one threat scenario and/or one vulnerability.

2. The Security Tester should prioritize the security relevant feature sets using
the risk levels that are associated with the threat scenario and/or vulnerabilities.

3. The Security Tester should document the relations between security relevant
feature sets and their associated threat scenarios and/or vulnerabilities (maintain

traceability).

Data exchanged/
processed

In:  Vulnerabilities, threat scenarios, unwanted incident, likelihoods,
consequences, risk level

Out: Prioritized list of testable security relevant features (security feature sets).
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Supported by the RASEN toolbox and

the RASEN exchange format

Establishing the Context

Understanding the
Business & Regulatory Environment

Security Assessment

unicate & Cons

ARIS&

Platform

Ealille|]
s RACOMAT
r‘ Risk As ent COMbined
with /ut oma rJT ting
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CertifylI

Accelerate Testmg

12



Perspectives

Mapping to System Lifecycle Phases

| —— —
SEVENTH FRAMEWORK

PROGRAMME

Design & Verification & Operation &
Implementation Validation Maintenance

Continuous Risk Management

Penetration Test

q System Security

. Provision of test results Test
System Security

Risk Analysis
System
perspective
Component refinemeny nt Security Regression
perspective Test

Provision of risk assessment results Component

Component :
Security Test

Security Risk Provision of test results
Analysis

RASEN - 316853

System Security Regression Test
isk assessment results R
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The RASEN method is itself in
standardization

SEVENTH FRAMEWORK
PROGRAMME

Case Studies: To assemble case study
experiences related to security testing.
Industrial experiences may cover but
are not restricted to the following
domains: Smart Cards, Industrial

Terminology: To collect the basic
terminology and ontology (relationship
between stake holder and application)
to be used for security testing_in order

Automation, Radio Protocols,
Transport/Automotive,
Telecommunication

TR 101583
Terminology

to have a common understanding in
MTS and related committees.

Security Assurance Life Cycle:
Guidance to the application
system designers in such a
way to maximise both
security assurance and the
verification and validation of
the capabilities offered by the
system's security measures.

EG 203 250

Security
Assurance
Lifecycle

Risk-based
Security

Testing
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Risk assessment and risk-
based security testing
methodologies: Describes a
set of methodologies that
combine risk assessment and
testing. The methododologies
are based on standards like
ISO 31000 and IEEE 29119




RASEN method summary 7
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= Covers the integration of security testing, risk &
compliance assessment

* |s concisely specified and supported by tools

= |s mature and powerful
= applied to all RASEN case studies

= Integrates with recent risk assessment and testing
standards

= constitutes standardization work item at ETSI
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THANK YOU!

Questions and Comments?
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