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Risk Assessment and Security Testing
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Introduction — Risk Assessment and Security Testing

Definition
*Risk assessment is a part of risk management and
means to identify, analyze and evaluate risks

*Security testing is one possibility to analyze risks

Why Risk Management is required

*In the real world, perfect security often cannot be
achieved

— There are residual risks for any complex ICT-
System

*Risk assessment and risk treatment can help to create
trust by:

— Communicating residual risks

— Help to implement safeguards and
treatments for to high risks in order to reduce
the risks
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Introduction — the Case Study

The RASEN Research Project @ A

*European project with 7 partners DD

in four countries .DD

S|E|IN]| compositional Risk

Assessment and Security

Testing of Networked Systems

*Three industrial case studies

The Software AG Case Study

eSoftware under analysis is called
Command Central

— Part of webMethods
tool suite by Software AG

Web User
Interface

Command
Line Interface

— Intended to manage Software AG product
installations throughout their lifecycles

— Uses SAG Common Platform
and OSGi framework

Command
Central Server

Platform
Management

Integration Server

Broker Server

Installation #1

My webMethods
Server

Installation #2

SEVENTH FRAMEWORK
PROGRAMME

Installation #3
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State of the Art — Risk Assessment and Security Testing

(Electric generator EGl\ —‘X\Ag

. . X: EG1 fails t6 7"
There are lots of methods, libraries and tools for Overheat produce power
. N—1100% load—> X while Y;
*Risk Assessment =2| 15 kw heat[1502]  [P(XnYa)]
- Standard: |SO 31000 50% load—> “"»Xl:Xoccursfirst, G_C
8 KW heat [100% | no Y7 [P(X1)] Transforme
— FMEA/FMECA, FTA, ETA,CORAS ... | ,L g —| No power |
— i |@D | input |1008
— Catalogues of common risk artifacts T —
- : 20
CWE, CAPEC (Mitre), BSI IT-Grundschutz S (EETFEET) e 4
Overheat X: E;SZ fails to /YN froommmmmmmmmomosmsosmeoee ;E
. . . roauce power
*Testing and security testing \ PP
\=2 100% Ioad%____> Y while X1
— Standard: ISO 29119 18 KW heat [100% |  [P(YnXq)]
. . 50% load—> Yi:Y first, |
— Automated testing, fuzz testing ... 3 KW heat Moo lnoféc[lg(svll;;
e >L» Up to 20 KW wnnnnnnn»nnnnunnnm
There is less literature and support for the combination ~

of Risk Assessment and Security testing [ storage battery )

Transforme
*Test-Based Risk Assessment (TBRA) G Not Anpower%% G_C

L used up Deficient | __

recharged |100% power input | 100

*Risk-Based Security Testing (RBST) L T e 1L .
eCombination of TBRA and RBST
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Problems and Challenges

Risk assessment might be difficult and expensive
— Hard for large scale systems

— Is highly dependent on the skills and
estimates of analysts

— We have to find ways to make risk assessment
more objective
»e.g. with security testing

Security testing might be difficult and expensive, too

— Testing for unwanted behavior — there is no
specification what to expect

— Even highly insecure system can produce
lots of correct test verdicts if the “wrong” test
cases have been created and executed

— Manual testing is error prone and infeasible
for large scale systems

— Automate security testing using risk assessment?
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Problems and Challenges — Combined Risk Assessment and Testing Process

// N )

1. Identification
What should be tested?

2. Prioritization

KSpend how much effort for which tests?

3. Generation

\Which test cases should be created?

4, Execution

\How to stimulate and observe? Where to stimulate and observe?

5. Feedback

\_What do the test results mean for the overall risk picture? y
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Problems and Challenges — Iterative Risk Assessment Process

Start with security
risk assessment

Test execution and

incident simulation

Security risk assessment

Identify and assess
threats and risks,
model incidents

Run and evaluate
tests as a part of the
incident simulation

Map test patterns to
the most uncertain
estimated parts

N

Generate test code
and test data

Test preparation

Final risk evaluation,

start risk treatment

uo133|as pue
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RBST
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Problems and Challenges — Iterative Risk Assessment Process
Start with security Final risk evaluation,

Fact based Risk based
risk assessment method management

104 SuijapoN

uoi3I3|as pue
uonedyIU3P! 3531
uone|nwis

analysis
uonesyiuapl
apod |eand)

Simulation execution
Test execution

Static analysis
preparation

Test preparation

Simulation preparation
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Problems and Challenges — The Case Study

Software AG wishes:

*Get a realistic picture of the overall risks associated
with Command Central and the other Software AG
products

— Command Central is used in many different
contexts for managing various systems

— There should not be an expensive complete
risks assessment required for each scenario

*Manual analysis methods are generally regarded to
be not feasible

— Software AG products are complex
— There is only a limited budget

» As much automation and reusability as possible!
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Initial Risk Assessment

Manual high level analysis

eEstablish the context

*|dentify risks

— Joint workshop of the Command Central product development team T
and security experts 6
— Product under investigation and potential vulnerabilities modelled in ]
ARIS tool [cwe|
— Used the existing Mitre CWE database
*Results: =
— Long lists of weaknesses for about 30 components w[r
Not analyzed if the weaknesses actually exist v
Not investigated how likely it is that the existing ones would actually Tmproper
be exploited or what the consequences might be S ot
—
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Refining the Initial Risk Picture

The initial risk identification contains not enough information to enable automated testing:

*Requires a low level risk assessment

— Connection between risk analysis artefacts and system components
Where to stimulate?
Where to observe?

» Create a model that has both system information and risk information
» Lots of manual work to create such a model?

We decided to develop a tool for this step and the entire combined TBRA and RBST process
in order to keep the manual effort as low as possible:

s RACOMAT

*The RACOMAT tool
— Stand alone application

— Also Visual Studio
plug-in Risk Assessment COMbined

with Automated Testing
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Refining the Initial Risk Picture with RACOMAT

Generate system models with low level risk information
Client

eAutomated static analysis of components

— Generate models for testable interfaces

HTML pages, source code, compiled libraries or
programs ...

— Threat interfaces with input and output ports

Suggests typically related risk artefacts (e.g.
vulnerabilities) for the identified interfaces

TLS/SSL?

*For Command Central static analysis fails
— Web interface has lots of scripts — hard to parse Proxy

— The user interfaces are generated dynamically server
based on the session state

»Dynamical interface analysis required

— Observe network traffic while the system is used
and generate thread interface models

—  Semi automated Backend
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Refining the Initial Risk Picture with RACOMAT

What RACOMAT dynamic analysis does

1%t page: login
*Analyzes data exchange
— Authentication

— Cookies !

— Parameters (Url, multipart, JSON, SOAP ...)

UserID, Password

*Generates state dependent threat interface models

— Input / output ports
Type information, Values
— Suggests lists of typically related weaknesses
for each port
From CWE database and type information
From initial risk assessment

*Models relations between threat interfaces
— How to get to a certain state
e.g. authenticate, set cookie 3" page: modify
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Automated Risk-Based Security Testing

RACOMAT - Microsoft Visual Studio ¥ G| Quick Launch
EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST  ARCHITECTURE  ANALYZE

Y- |B -2 |9 -0 - RebuildSolution | B Stat - - b [Debug | [Any
Basic ideas crcne - < R

[#] TestPatternAndTestMetrics '” ¥z NTestPatternAndTestMetrics. CCAPEC_92 v||li.‘l S Exec
using System.Reflection;

using System.Text;

*Security testing means attacking the SUT using Systen. Threading. Tasks;

-Inamespace NTestPatternAndTestMetrics

» Attack patterns describe exactly, how such an attack e
could be made /17 <csummary

IE:; ;z::s;nfE:c;:S:nf:;tE;;:egai::E?:rtg\’;:fizi of range. The integer var
» CWE weaknesses contain links to typically related e copec o
CAPEC a.tta.Ck patterns ] GenerateTestlases)

» Add CAPEC attack patterns to the system and N bregion ExccuteTests
risk model :

Summary >
This methed is applicable for projects with source code that can be b
Note that currently the first method with the given name for which <pz

. </ summary>
.PrObIem: AttaCk patterns are deSIQned for human param name="1i_tMethodName">The name of Fhe method that should be test
param name="1i_tNamespaceNameDotTypeName”>The namespace and the type r
param name="1_tProjectFileName">The project that should be tested. if

beings

param name="b_cProjectBuilderAndLoader”>Always create the new CProjec
<param name="b_oInstanceOrNullForStaticFunctions">For a non static met

— 1 1 <param name="1i_aObjectsParameters”:>These are the parameters for the fu
Implementlng them reqUIreS a' IOt Of manual <returns>True if an integer overflow was detected. False, if correct t
<exception cref="System.Exception">If there was an unexpected result.:

L
= public static bool 5_ExecuteTest( string i_tMethodName, string i_tNamespac

» Introduce reusable Security Test Patterns -

{
List<Tuple<string, string»> olistStringStringBuildOpticns = new L3

> Machine interpretable’ eXecutabIe olistStringStringBuildOptions.Add( new Tuple<string, string>("Chec

b_oProjectBuilderAndLoader.BuildIfRequiredAndInvoke( i_tMethodName
h

work

ystem.Diagnostics.DebuggerHidden] //Prevent breaking as scon as exceptic

» Attached to CAPEC attack patterns for minimal cote ( Exception aevceptionchecked )
instantiation effort if ( !({ oExceptionChecked is OverflowException ) && !( oExceptiond

throw;
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Automated Risk-Based Security Testing with RACOMAT

* RACOMAT uses the combined system and risk
model to instantiate test patterns

>

* Problem: There are only a few test pattern available

Attack patterns indicate which test patterns
should be used

Priority of tests can be calculated based on
likelihood and consequence values

Vulnerabilities indicate where to stimulate the
SUT

Unwanted Incidents can be introduced in
order to determine what should be observed
to get some verdict

Complete automation often achievable

Implementing generic reusable test pattern is
challenging

Currently not really saving manual effort

Vision: create an open security test pattern
library

q RACOMAT - Risk Assessment COMbined w
P DN - - - - P
———y 43 =5 o] |
% | 2 | B F & ¢
@ ¢ EJ N
File 4 || Select + Move | Draw Relation Delete Cut Copy 1 Paste | unde | Red
[ TStart basic risk gra[;;h @ [ [incident simulation @ | |Htp Interface & ”Testing @ I B
Web Interfac
i l 0SGI_CCE COMMON_MEMORY | .

--p Abstract

Submit

3 What might hap
What might happen

Cutput

Address: | h

Permissive
Whitelist

reat scenaris

Commai

NERV

Wah Sa

PUT http://”
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Test-Based Risk Assessment

There are basically two types of test based updates

tO th eris k m Od el Start with security Final risk evaluation,
risk assessment Security risk assessment start risk treatment

e|ntroduce new unwanted incidents and )
model incidents

vulnerabilities discovered while testing
*Update likelihood values based on test results re— \

» Use security testing metrics

dentify and assess

Run and evaluate Map test patterns to
tests as a part of the the most uncertain
incident simulation estimated parts

\ Generate test code /

and test data

uond33s pue
uoEIHIUBPI IS

Test execution and
incident simulation

»RACOMAT supports both in a semi-automated
fashion

— Problem: how to deal with test results that
did not find any unwanted incidents

— Problem: There are only a few good security
testing metrics available at the moment

Test preparation

\
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High Level Composition

Refining the risk picture and testing produce detailed risk
models

*Required to get more objective picture, but too much
information

*For risk management, typically more high level results
are wanted

*The same components and systems may be used in
different scenarios and contexts

» Aggregate risk analysis results

» RACOMAT uses simulations to calculate high
level risk values

> Model the different contexts

» Use CVE vulnerabilities database for common
software components

» Do compositional risk assessment
Requires manual modelling of relations?

\

~ Fraunhofer
FOKUS




Case Study Workflow

ARIS Tool 4 EaCHanT ARIS Tool
- Tool

Initial assessment. . Refined ARIS
based on experts Detailed assessment risk model
based on literature,
H security testing and
Final results are exported from eraidnetanln
the RACOMAT tool in two
RACOMAT
fO m atS: Web View

.ARIS eXChange format Different views at all
(JSON) at the same Ievel Of levels of detail

Start with security Final risk evaluation,
risk assessment start risk treatment

assessment provided

oXHTML format at different
level of details

Identify and assess
threats and risks,

- model incidents
— Risk graphs - y
=l ©
o s o »
—_ e ’ 3. <
TeSt reSUItS 2 E Run and evaluate Map test patterns to o
= — & o 3
oo tests as a part of the the most uncertain T =
- DaSh boardS % = incident simulation estimated parts ﬁ =
@ L o o
. . - T =
(basically intended to 83 >3

support management
decisions)

Generate test code
and test data

Test preparation
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Conclusion and Future Work

Global RACOM server

Observations

LN
»D <(e>

*Combined risk and system models are a good
base for automated security testing

RACOMAT user C Web browser user D
— Creating such models does not require p o ~
much manual work Local RACOM server A Local RACOM server B
— Automation highly depends und good y R I
reusable existing artefacts «- —

— Problem: No adequate databases of test
pattern and testing metrics available

euture work

— Complete the Software AG case study
W|th|n the neXt ﬁve monthS RACMAT Web browser RACOMAT Web browser

-
2
ﬁ*"""’"

— Development of RACOM server ﬁ @
Sharing test patterns, testing metrics === =
Sharing reusable threat interfaces for
entire Components or programs \ Intranet company A / \ Intranet company B /
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Questions, Remarks?

Thanks a lot for the attention!

Johannes Viehmann 2015
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System Quality Center SQC
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