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Situational awareness across
cyber/physical threats and risks

Cyber

Physical



What we need is an integrating framework

Terrorism 10T & Natural
Critical Disasters
Infrastructure
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Our reality today is thousands of
systems, interdependent

The problem is less building systems, it is the
interoperability and interdependence of
systems

« Ofdata

Welcome to
« Of processes the white
»  Of missions Space

The methods, processes and standards
developed for system building, are not
serving us well for this new reality.

But the information, processes and content
in “other systems” are critical for each
systems mission.

Our new reality is the white space between
systems — how they work together
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Conceptual Model Packages

Generic Concepts

Abilities

Actors

Assessment

Contact Information
Containment
Control

Credentials

Cyber

Enterprise

Entities

Events and Activities
Identifiers

Intent

Location

Objectives

Observations

Generic Concepts

Organizations
Patterns

Persons

Physical Entities
Places

Policies

Predictions
Processes

Quantities and Units
Resources
Responsible Performers
Rules

Situations

Time and Temporality

Vendors and Producers

OMG Operational Threat & Risk

Threat and Risk Specific
Concepts

Attack/Defense Trees

Campaigns
Danger
Danger
Danger Sources
Incider I
Indicators
Risk
Risk Treatm
Threat Actors
Undesirable Situati
Vulnerabilities

Weapons



Attack Defense Tree Example

Example: attacking and defending a bank account

attack node

defense node
disjunctive refinement
conjunctive refinement
countermeasure

Eavesdrop, 2nd auth.

memaorize

*

Barbara Kordy, UL ATREES project funded by MNational Research Fund CORE grant No. CO08/15/26
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Model Supporting Attack/Defense Scenarios
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Scenarios include fault trees
and attack-defense trees.
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How example is mapped to concepts

Object Diagram AttackDefenseTreeExample [ &) AttackDefenseTree with r.1urti—FscturU

enables Compromise enables : Enablement
Bank Account :
enabled by Goal State
Compromise likelinood = 0.157
Lompromise
ATM: enabled by
Disruptive Ste gnables| Compromise
iteali - online access @
likelinood = 0.12 ——
enables likelinood = 0.043
EHEHEBE”EHE:‘ by enabled by
- AND Condition [-120s Enables " AND Condition [Z122%S
enabled by enabled by enabled by enabled by
enables |  Obtain PIN : Obtain Card : enables Obtain negates Obtain user
Disruptive Step Disruptive Step password : name :
o likelihood = 0.2 Disruptive Step Disruptive Step
enables =0
enables likelihood = 0.7
enabled by enabled by
Eavesdrop : Find note : enabled by enabled by
Disruptive Step Disruptive Step Phish Use logger
- i = a password : : Disruptive Step
likelinood = 0.5 likelinood = 0.7 Disruptive Ste negated by
negates likelinood = 0.2 likelinood = 0.05 Use Znd auth. |negates
factor :
negated by enables | pefensive Step
memorize : enables
Defensive Step negated by
likelinood = 0.9 Use malware :
enabled by enabled by Disruptive Step
negates require key require pin pad enables enables
fobs : : Defensive
negated by Defensive Step Step
) likelihood = 0.9 likelihood = 0.9
E% enabled by | enabled by
isruptive Step -
e Exploit Exploit 05 :
likelihood = 0.2 browser : Disruptive Step
Disruptive Step | | jixglingod = 0.2
likelihood = 0.2
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Data to Intelligence

Federation
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Primary Use Cases




It takes a community!

A8,

Leadership

Information

http://www.ThreatRisk.org Sources

Threat & Risk Information
Sharing Community

Standards

Information Analysts
& Consumers
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