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Situational awareness across 
cyber/physical threats and risks 

System Analysis  
(Design Time) 
Architecture 
Design 
Assurance 
System Focus 
 
 

Situational Awareness  
(Real Time) 

Threat information sharing 
Threat information federation 

Real-time analytics 
Information focus 

 
 

• Externally 
visible 
subsystems  

• Vulnerabilities 
• Attack Vectors 

Integrations: 
UML, UAF, Etc. 

Integrations:  
NIEM, STIX, EDXL, OGC, SEI, Etc. 



IOT &  
Critical 

Infrastructure 

Terrorism Crime Cyber Natural 
Disasters 

Integrating Framework for Threats and Risks 

What we need is an integrating framework 
that supports automated data mapping 

Sharing & 
Analytics 

Sharing & 
Analytics 

Sharing & 
Analytics 

Sharing & 
Analytics 

Sharing & 
Analytics 

An integrating framework that helps us deal with all aspects of a risk or incident 

A federation of risk and threat information sharing and analytics capabilities 



The problem is less building systems, it is the 
interoperability and interdependence of 
systems 

• Of data 

• Of processes 

• Of missions 

The methods, processes and standards 
developed for system building, are not 
serving us well for this new reality. 

But the information, processes and content 
in “other systems” are critical for each 
systems mission. 

Our new reality is the white space between 
systems – how they work together 

  

Our reality today is thousands of 
systems, interdependent 

Welcome to 
the white 

space 



Conceptual Model Packages 
Generic Concepts 

Organizations 

Patterns 

Persons 

Physical Entities 

Places 

Policies 

Predictions 

Processes 

Quantities and Units 

Resources 

Responsible Performers 

Rules 

Situations 

Time and Temporality 

Vendors and Producers 

 

Threat and Risk Specific 
Concepts 

Attack/Defense Trees 

Campaigns 

Danger 

Danger Categories 

Danger Sources 

Incidents and Failures 

Indicators 

Risk 

Risk Treatment 

Threat Actors 

Undesirable Situations 

Vulnerabilities 

Weapons 

Generic Concepts 

Abilities 

Actors 

Assessment 

Contact Information 

Containment 

Control 

Credentials 

Cyber 

Enterprise 

Entities 

Events and Activities 

Identifiers 

Intent 

Location 

Objectives 

Observations 



Attack Defense Tree Example 



Model Supporting Attack/Defense Scenarios 



How example is mapped to concepts 



Data to Intelligence 
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Primary Use Cases 

Threat / Risk 
Data Broker 

Data Format 1 

Data Format 2 

Data Format 3 

Data Format 4 

Threat / Risk 
Federation / 

Analytics 

Data Format 1 

Data Format 2 Data Format 3 

Data Format 4 

New Knowledge 



11 #ThreatRisk 

http://www.ThreatRisk.org 
Threat & Risk Information 

Sharing Community 

It takes a community! 

Policy 

Information Analysts  
& Consumers 

Tools & 
Services 

Information  
Sources 

Leadership 

Standards 
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