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NATO Cooperative Cyber Defence Center of Excellence
(CCDCOE) Report

 Economic aspect of National Cyber Security Strategies (NCSS) project
launched in 2014;

— Goal: evaluate the underpinning economic elements for the drafting and adoption of
NCSS worldwide
— Tackled matters of economic cost such as
 measuring cost of cyber insecurity,
« assessing the economic efficiency of a NCSS and
« economic incentives for all stakeholders involved

* Report published in 2015
— Digital and knowledge-based economy: 10 % of the GDP in some countries
— Cyberspace accounted for 4% of the world’s GDP in 2010
— Cybercrime - the ‘largest transfer of wealth in human history’

— early estimates of losses were evaluated at $1 trillion every year, roughly 1.4% of the
World’'s GDP

The general conclusion: there is not enough data currently to measure such costs
unless appropriate identification of the roles and responsibilities are appointed within
structures, be it governments or private organizations
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 How is the economy of your organization affected by
cyber insecurity?

e At what cost your organization is ready to protect itself?

« At what cost you are ready to protect yourself?



Economics of Cybersecurity: Cost vs. Protection

MODERATOR: Djenana Campara, CEO, KDM Analytics;

Co-Chair, OMG Systems Assurance Task
Force

SPEAKERS:

 Dr. Ben Calloni, Lockheed Martin Fellow;
Co-chair, OMG's Systems Assurance Task Force

« Ron Townsen, Senior Lead Engineer, General Dynamics;
Co-chair, OMG's C4l Domain Task Force

« Dr. Bill Curtis, Executive Director, Consortium for IT Software Quality (CISQ);
SVP and Chief Scientist, CAST

« Joe Jarzombek, Global Manager, Software Supply Chain Solutions,
Synopsys Software Integrity Group
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