
1

7+(�,7�$5&+,7(&785(�352)(66,21$/6

0RGHO�'ULYHQ�6HFXULW\0RGHO�'ULYHQ�6HFXULW\
'U��0DUWLQ�%XFKKHLW

'U��%HUQKDUG�+ROOXQGHU
7RUVWHQ�/RGGHUVWHGW

��,QWHUDFWLYH�2EMHFWV�6RIWZDUH�± LQIR#LR�VRIWZDUH�FRP

22YHUYLHZ2YHUYLHZ
� &RPSDQ\�2YHUYLHZ
�0RGHO�'ULYHQ�$UFKLWHFWXUH��0'$�

f*RDOV�DQG�EHQHILWV
�0RGHO�'ULYHQ�6HFXULW\

f80/�PRGHOLQJ�VW\OH�IRU�UROH�EDVHG�DFFHVV�FRQWURO
f0DSSLQJ�80/�PRGHOV�WR�D�-�((�(-%�LQIUDVWUXFWXUH
f0RGHO�'ULYHQ�6HFXULW\�ZLWK�$UF6W\OHU

� )XWXUH�ZRUN



2

3,QWHUDFWLYH�2EMHFWV�6RIWZDUH�*PE+,QWHUDFWLYH�2EMHFWV�6RIWZDUH�*PE+
� ,QWHUDFWLYH�2EMHFWV�ZDV�IRXQGHG�����
� 6XFFHVVIXO�LQ�DSSOLHG�$UFKLWHFWXUDO�&RQVXOWLQJ

f ³&KLHI�$UFKLWHFW´�SRVLWLRQV�LQ�PDQ\�)RUWXQH�����FRPSDQLHV
� $FWLYH�SDUWLFLSDQW�LQ�WKH�0RGHO�'ULYHQ�$UFKLWHFWXUH��0'$��VWDQGDUGL]DWLRQ�LQLWLDWLYH
� /DXQFKHG�$UF6W\OHU 3URGXFW�/LQH�LQ�����

f%DVHG�RQ�D�GHFDGH�RI�UHDOLW\�VFDOH�FRQVXOWLQJ
f3URYHQ�52,�LQ�SURGXFWLRQ�HQYLURQPHQWV
f'HILQHV�VXEVWDQWLDWHV�D�QHZ�FODVV��WKH�$UFKLWHFWXUDO�,'(
f /HDGLQJ�0'$�WRRO

40RGHO�'ULYHQ�$UFKLWHFWXUH�RI�20*��7KH�,GHD0RGHO�'ULYHQ�$UFKLWHFWXUH�RI�20*��7KH�,GHD

:HE�6HUYHU8076�6HUYHU

6ZLQJ�$SS�
&OLHQW

:HE�6HUYLFH
50,�,,23
,,23

• 'HSOR\DEOH�&RPSRQHQWV
• %XLOG�	�WHVW�HQYLURQPHQW
• ����

secureIBank
<<EJBArchive>>

A B

• %XVLQHVV�2EMHFW�0RGHOV
• %XVLQHVV�8VH�&DVHV
• ���

A

B

%XVLQHVV�0RGHOLQJ

0RGHO
7UDQVIRUPDWLRQ



3

50RGHO�'ULYHQ�$UFKLWHFWXUH��ZZZ�RPJ�RUJ�PGD0RGHO�'ULYHQ�$UFKLWHFWXUH��ZZZ�RPJ�RUJ�PGD
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� 6HFXULW\�UHTXLUHPHQWV�DUH�H[SOLFLWO\�LQWURGXFHG�DW�WKH�80/�PRGHO�OHYHO�
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90HWDPRGHO�IRU�0RGHO�'ULYHQ�6HFXULW\0HWDPRGHO�IRU�0RGHO�'ULYHQ�6HFXULW\

GroupUser

0..*

+group

0..*

*URXS$VVLJQPHQW

MetamodelBinding

UMLType : string
Stereotype : string

ResourceType

1..*+binding 1..*

0..1

0..*

+contexttype
0..1 FRQWDLQPHQW

+contains

0..*

0..1

0..*

+supertype
0..1

LQKHULWDQFH

+subtype

0..*

Subject

ActionType

1..*

1

+actiontype 1..*

+resourcetype 1

Role

1..* 0..*

+acts_as

1..*

+assigned

0..*

5ROH$VVLJQPHQW

ResourceSet

ModelElement
(from UML)

0..*
+contains

0..*

3HUPLVVLRQ

1..*+action 1..*

$FWLRQ7\SH$VVLJQPHQW

1

+subject

1 1

+protected_resource

1

AuthorizationConstraint

0..*+context 0..*
0..*

+constraint

+constrainedPermission 0..*

1080/�0RGHOLQJ�6W\OH��$�6LPSOH�([DPSOH80/�0RGHOLQJ�6W\OH��$�6LPSOH�([DPSOH

perm1 : Read

<<Security.Permission>>

Account
(from secure_ibank)

CustomerRole
(from SecurityDomain)

<<Security.Role>> <<Security.Permission>>

6HFXULW\�UROH 5HVRXUFH$FWLRQ�V�

„A user acting in the security role „CustomerRole“ has read access 
to the resource account.“
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12-�((�(-%�6HFXULW\�$UFKLWHFWXUH-�((�(-%�6HFXULW\�$UFKLWHFWXUH
� %DVHG�RQ�D�UROH�EDVHG�DFFHVV�FRQWURO PRGHO�
� $ UROH�LV�GHILQHG�DV�ORJLFDO�SULYLOHJH WKDW�EXQGOHV�SHUPLVVLRQV�WR�
DFFHVV�UHVRXUFHV�DFFRUGLQJ�WR�DQ�DFFHVV�SURILOH�W\SH�

� 5ROHV�DUH�DVVLJQHG�WR�VSHFLILF�XVHUV RU�JURXSV LQ�WKH�RSHUDWLRQDO�
HQYLURQPHQW�

� -�((�XVHV�WZR�FRPSOHPHQWDU\�PHFKDQLVPV�IRU�DFFHVV�FRQWURO
f 'HFODUDWLYH�DFFHVV�FRQWURO�
Æ DFFHVV�FRQWURO�FDQ�EH�FRQILJXUHG�LQ�WKH�VR�FDOOHG�GHSOR\PHQW�
GHVFULSWRU��VHH�QH[W�SDJH��

f 3URJUDPPDWLF�DFFHVV�FRQWURO�
Æ XVHG�IRU�DUELWUDU\�DXWKRUL]DWLRQ�FRQVWUDLQWV�WKDW�FDQQRW�EH�H[SUHVVHG�
ZLWK�GHFODUDWLYH�DFFHVV�FRQWURO�
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