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| ntr oducti on/ Agenda

‘NII P

*Nati ond Industn d | rfar nmetion | frastrud ure
Praocds (NIl P CGonsartiun

‘Argeds

*NII P Rojed (1994 19998)
=C++ SOM DSOM X Wndows

*N || P SPARS (1998- 2001)
=Javal RM-1IOPF Java Qient

NIl P SPARS SC (2001- 2003)
»Java HTTPS DHT ML
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| NI P

-Ad Tech Rogram

-Broad aray d partia pants

(users, vendor s, un ver gti es)

-Focus on Eng neeri ng

‘UN X G+ X Wndows

D stri bued Ch ects- CORBA( SOM DSOM

-l nnted security focus, some DCE ealyPK and
secur e webservers (SHTTP)
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| NIl PLessons Lear ned

‘D stribued Oy eaasis aConplica ed Technd ogy
*Ol ect trust and aut herti cati oni ssues na addressed

‘No one (yet) worryi ng about firewdls

It eroperahlity (much | ess security) across
dfferert ORBS severdyli mted
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mm. hoditmbrid! fa-ohar hefrestuc ki e Probaco &

| SPARS

-Ded oyment Rogramint o producti on
U S Shpyards, Supdies
-Focus on Purchasa ng Gontrad Management

A dat: Wndows C++ CORBA (Co nmponernt
Br oker)

A end W ndows/ Javal Apdicaion Server (EIB

(RM/1lI CP)
-Security diven by US Navy ( NAVSEA)
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SPARS Security

-US Navylargest customer
*[rives security, encrytionrequrenmerns
i nnted dassficaion | evd s supparted (techncd
dat
-Large nunber of supdi ers (thousands)

-Java Apq &/ Applicai on deskt op
*|l OGP causes firewd| pan
*Secure Tunnd (APS 140-1) praedas RM/II CP
*Oh ect Security et erndized (LDAP)

Copyright 2002 NIIIP Consortium
All Rights Reserved



Secure Tunnd Detals

Oeaesawurtud Socks and ar xw ndows [roxy
spann ng as many astwo firewals

‘Both end "R oxes" are aut hertica edtoone
ana her us ng X509 certifica es.

-The end prox es connect to a ndd e proxy tha
can be reached by ba h parti es

-The end prox es negati &e a TLS sess on through
the nnddl e proxy.
*Oncethe TLS sesaonis estaldished the datais
never inthe d ear bet ween the end prox es.
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SPARS Lessons Lear ned

‘Every Supdi e has a dfferert firewal technd ogy

‘Every supdie runs a dffeert verson d

W ndows, € d

-Customer requred datacheck ng -> Fat App &
‘Fat Apdet -> Apdicaion, ddnbuted wth Tunnd
dient

-Joys d d gtn buing aninstdl &ion d skl process
‘Net: Worked wall bu a bear to support
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SPARS Thin Cient/ VES

Security

-Three Tier Achtecture
*Qut er Webserver - | ocked down parts
°|nner Apdicéti on Server

Separae Daa Server
fBackup, Physcd CGontrd o data access
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SPARS SC

-Ded oyment Rogram
-Shi pyards <> Supgdi e e-Bug ness
-US Navy Deta Security Requrements

*Secur e It eracti ons (transm sg on of det @)

Mulit-l evd da a dassficaions - addittond levd s
supparted ( NNA/NOFORN)

*Looooooong shdf life- howto mga & archve daa
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US Navy Data Qassificati ons

‘NNPA - Navd Nud ear Propu g on | rfar neti on

*Docunents (a screens) cortanng NNP 1 rfor neti on
must be mar ked

*No access by faragn nationd s per mtted
(NOFORN).

*Encrygion nmust be hand ed by A PS 140-1
approved a pher nodu es.

-The busness processes impl enertedinthe VES
address Und asafied NNA da a
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NIIIP SPARS_
SPARS SC Security

‘HTTPS

S andard OKfar |l on security daa
A PS 140-1fa NNA/ NOFORN
*Phys cd Security (locaion o servers) asissue

-Dat al nstances staed as Etity Beans
‘Ext erndized security (OB 2) per I nstance
*Supported ba h EIJB and non- EJB access

‘Externdized Wser/ Goupl Rd e strudwuein LDAP
wth separa e Wser Reg strylmnteface

-MOM based | egacy syste mi rnt egréti on
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SPARS SC Lessons Lear ned

-Th n Gient easer toi nstdl/support

-Th n Giernt functiond addti ons

*Dat a encrygtion & diert end

Dgtd 3gnawes
-Web Seruces/ MOMIi niti ng o oss- ert er pri se
Il OP use
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The Fut ure

-Web Servces
D stribu ed Functi ons
*Dynamcadly corfigured systens
-D stribued Security Modd s
-Enhanced focus on encrygti on

-Enhanced focus on Dgtd Jgnatues
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