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Overvew( Comnmon Techn ques)

J2EE as a Technd ogy Rafam(ga ng beyond as np e GO progranm ng
| anguage)

Mostly Gortaner BT aced Security Techn ques

JCE —Java Gy ogaphy Extens ons

JSSE — Java Secure Socke Extend ons

JAAS — Java Aut herti cati on and Aut hari zati on Servi ces

JBCV —JavaByte ode Weifie

JSM-—Java Scuity Manager

JAD —Java Apfdicdaion Desariga (aka Ded oynent Descripgar)



Overview( Comnon | ssues)

D sd osure of corfidertid 1 ifa nati on
Mod fication a destrudion o i nfa naion
Msappropri &i on d prdededresour ces
Gnpromse d accourtalality
Msappropri dionthat conpromnses aval aality
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J2EE Security PAta ns (o ron Mnzilio and Mrk Rothy

o (ass Soped Au hari zai on Patern where dl i nstances share comnon pdicy

o Ingtance Scoped Aut hari zeti on Pattens wherethepdicyis nodfied by athe the
daed thetaget indance o bythe agunents o theinvoceai on

o D singushed Gdla Patern — Brbeddedini ngance & i ndance credion a
olta nedfromcall agunerts

e Ddingushed Cdle —Fot Gontrd Paten— where ol yidertity carespond ngto
front cortrdle may operaeontarga dass

e Dgingushed Rde Patean—Ingance ddea mnesif cdle isinsded rde us ng
iIsGlainRd e

o Lazy Auhertication Gteway Pattean —where protedted “EIB’ conponert tig is
accessedthrough praeaed “ web’ tie conponerts

o Proadive Au herticaion Patan —Resertaion of unpraeded web resour cestha
provi deslinksto praeded web resourcestha can be vstedtoforce au herti cai an
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o Autherticdionisolyrequredfa ineaadionstha aossthe
boundari es d a pr d edi on donai n

Protection
Domain

Authenication
or Anonymous
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J2EE & Application Levd Security

For inbound cdls itisthe conta ner'sresponshilityto make an aut hentic represent aion o the cdler
identity avalad etothe conponent inthefar md acredentid. An X509 certificae and a Kerber os
serviceticket are exanp es o credentids

For out bound cdls theconta ner isrespons defar etaldish ngtheidentity o the cdli ng componernt.
Ingenerd, itisthejobof the conta ner to provide b-drectiond aut henticationfunctiondityto enforce

t he pratection doma n boundari es d the dep oyed appli cai ons

Callar Intermediate S aTwTer
= = - = = 0 Callaer P ropadga i
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Authenticaior NAuthenticalor
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« A Wb cortanerisleveragedtoerf ace praedi on dona n boundari es
fa Vb conponerts andthe enterprise beanstha they cdl.

e Authentication
Gontext




J2EE & Application Levd Security

o configuraion d method per mssons as ard aionsh p bat weenrdes and
met hodsis usedfa napp ng o cdl e secuity dtribuestordes and
thelink bat ween privil ege nanes enbeddedinthe apdicaionandrdes

Application 1 Application 2
Security Roles Allowed to Access Methods

EJE 1 Method
EJB 2 Method

Manager

Manager
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J2EE Secuity Gonpaii bility Tests

e J2EEsecueineopeaality Tests-enphas zethat dl j 2EE conpatild e corta ners
must passthe conf ar nancetes autes CTS toconfirmthat they areiteroperad e

e SVd ortane - HTITPand HTTPS wth Basc Auh Dgest Auh(is opiond),
and For m Based Log n whi ch can berun over an SSL securedtranspart. Aso
requre SSL muud auth

« Al EIB13cortanes aerequredtosuppat CIv2 levd O

« For EJBcortaners Sun has devd oped alogg ngirntecega, thea runasather the
dient athesave ddetovdidaethe behav our of apea. Logg ng gae SAS
praocd nessages and securitytokens recd ved and conparethem wt h exped ed
vd ues.



@Sun

microsystems

J2EE SECUItY -integaion o EEcontaner vith J2SE Security Modd

Thsisanewfeature bda ng devd opedinJCPfa EE 1 4 Gonta ners —theideais
wll berequredtousetheinafaces d the SEpdicy oljeasto perfa mthar access
ded 9 ons

This wll dlowred ace-alality and bridg ngtoextend pdicy vaSEs Rdicy

red ace-ablityinaface

This SH/ Gontract ddfi nes a pdi cy corfi guréi on subcortrad fa trand &ingthe
ded araive auhori zaionrdesin ded oy ment descrigasirto Rdicy daenens
wthnaRicy modd e

It dso ddfines aPdicy dedd onsubcortrad thet defi nes how corta ners shdl use
the SE pdicy dedgonintafaceto pafa mthar access ded 9 ons.

It dso wll irntegraethe corta ner defi ned access cortrd cortext assod ded wth a
cdl thread wththe SE naion d an access cortrd cortext, suchtha thecdla's
access cortrd cortext wll be apdiedin per nnsson checks nade fromconponens

It dso rov desthe opion fa cotanastosupdythe porangeastoacdl, a a
reerencetothetarga indancefar useinthe Rdicy dedson

JCPis warkingto nake suetha an XACML Pdicy Rov der nay d ugin under EE
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J2EE &CLnty for Vb Services

JCP(led by I BM) is worki ng on JSR 109 | npl enerting Eteprise (Java Véb
Servicestoi npl enent and ded oy web serMces onthe EEd afam

Integaed wththe WSDL ( web servi ces desari gionlanguage), DD, and SOAP
web seMi ces conputi ng parad gm

JAX- RPC(i.e ISR 101 Java APl fa XM_-based RPC -toddfineJava AH'sfa
invoki ngrentt e procedures utd ng an XML based praocd (i.e SOAP 1 levd uion
tol2. Bahthediat andthesaver 9des d therentte rocedu e ae defi ned

AR'saebang addedtothe JavaR afa mtosuppot XM. d gtd 9 gna ueJSR
105 and XL M Encrypti on JSR 106

JSR104 Trus Services wll integae XKMSintothe dafa msuchtha the barri e
to PKl rdiance can bereduced WRT rd yi ng parties.

JCPisdso warkingto oefine prafilesfa the useof XML Sgnauestopded daa
corntert abovethe ng work transport, tosupport end-to-endirtegity d nessages.

JSR 155 wll provide AR'stoirnterad wth SAML au haities toge thngslike
atri bu e asserti ans (i.eread dtri but e catifica es) whil etreati ngthe SAML au harity
a an dher JAX-RPC access d eweb service
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J2EE Security -rqed uBErTY

Frged Libety, wichinendstordy on SAML asitsfa mfa exchang ng
represerteions d i dertity.

SAML an XML based Franewor k fa exchang ng Security Ilrifar nation Is
leveraged fa SSQ D4dribued Transaction and Aut hari zati on Servi ces

Thelibaty autherticaionsavice prov darswil ad as SAML au haritiesto
thar rd yi ng parties

Net wor k | dertity R g ed announced by SM —a Rafa mthat i nd udes
sdtware hardware and servcestoesadish and vdi detei dertiti es
assod ded wth users (consunerd enpl oyees) and servers —to suppart
Li berty when the speaficai ons arefindi zed.

G toJAXR (JSR93) —htp//icpadjg/dgal/93]sp
Goto Etaprise Vb Sevices JSSR109 & hitp//jcpadjs/dadl/ 109 sp




microsystems

J2EE &CUlty ~Scuity Managenert

e JSR 77 defines aparad gm(based on JMX) fa wapp ng oy eds wth
mbeans.

« Contang vendas (eg BEA), have dready begunthe process o usa ngths
parad gmto nmanage EE security prov ders

e JSR77InMendstoevd veto nodd and dandard zethe nanagenent o EE
sysens.



J2EE and Appicdaioninfrasructure
Security Techn ques

o Locaiond Apdicaionlrfrastrudure X uions
o Communi caion How

« EDMZ/I DMZ/ DMZ rdes

o | npad on HA and Sd aality

o | npact on Saage Achtedue
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Applicaion s Functiond Architecture
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Application's Application Infrastructure Architecture

‘el Erging

External
Escrow
Services
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Applicaion Irfrastructure —\\eb Server & Web proxies
(JSSE ™and JCE ™components)
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Applicaion Irfrastructure —\\eb Server & Web proxies
(JSSE ™and JCE ™components)
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Applicaion Irfrastructure —Portd Gateways and Portd Servers
(JSSE™ JAAS ™and JCE ™components)
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Applicaion Irnfrastructure —\\&b proxies wthPortd Gateways
(JSSE™ JAAS ™and JCE ™components)




Applicaion Irfrastructure —\\eb Mail wthWeb Mal R oxy
(JavaMail AP’ s)

microsystems
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Applicaion Irfrastructure —\\¢b Mail wthWeb Mal Rroxy and MVI
(JavaMall API’s)
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Applicaion Irfrastructure —Appication Server wth Security Server
(EJB™ JSP ™and Servié conponents)
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Application Irfrastructure —Appicati on Server wth Security LDAP
(EJB™ JSP ™and Servié conponents)
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Applicaion Irfrastructure 4 ntegration Server B2B (+Proxy)
(JMS™ JTS™ XML ™ and JCA™ conponents)




S Sun

microsystems

Appliceation Irfrastructure - ntegration Server B2B (+Proxy+SS
(JMS™ JTS™ XML™ SOAP™ and JCA™ conponernts)
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Applicaion Irfrastructure 4 ntegration Server B28 & EA
(JMS™ JTS™ XML ™ SOAP™ and JCA™ conponents)




microsystems

Applicaion Irfrastructure —Drectory and AAA Server
(JND ™ JAAS ™ and SSO ™components)
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Applicaion Irfrastructure —Drectory and AAA Server
(JND ™ JAAS ™ and SSO ™components)
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Applicaion Infrastructure —Messag ng & Transacti on Server
(JTS ™and JMs ™components)
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Applicaion Infrastructure —CORBA & LDAP gat eways
(Javal DL and JND components)
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Applicaion Infrastructure —CORBA & LDAP gat eways
(Javal DL and JND components)




Applicaion Irfrastructure —Certifica e Server
(CMS conponents)




Applicaion Irfrastructure —Certifica e Server
(CMS conponents)
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Applicaion Irfrastructure —Addtiond Sd uions

J2ME M DR CLDC based nohil e apfdi cati on server's
Trans-cod ng Sxvers

SOAP hand es (outs defirend |)

SAMY Wb Sarvices Secuity Srvers



Pervasave Nmure d Secuity Requrenernts

Applicaion Secuity (praedion donai ns wthn and
bet ween applicaions apdicaionlevd intrus on
detedi o ded oy nent desaipgas JAD dc)

Applicaionlrfragrud ue Scuity (PK,
Certificaes SSL, Ldap S Htp dc)

Net wor k Security (Rrenalls DMZ, VLAN VPN
N D dc)

Conmpu e and Saage Scuity (G5 harden ng
zonng dc).



_ teittother 000000000 |
Syssemnc Quditiesi npad on Secuity

H gh Avaladlity — WAP gaeway as a SPOF

Scd allity — VWb Roxy Sxvers Scd aality
Conpati blity —Security Techn ques h nderi nginte-operaality
Adaptallity — Chang ng Secuity Requrenerts

Manage-allity— Secure Managenernt Environment

Adaptability

Rehability Reusability

Manageability
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Layered Approachto Addressng Sysemnc Qudities

VAL —
AL -
UL -
N L -
acL-

SL-

D stribued Conponent Architecture —

N Tier Achtecture -

Service Driven Architecture —

Net wor k Centric Architectures —

Adaptive GonputeArchitecture —

Sorage Network Archtecture —

INFRASTRUCTURE
LAYERLAYER -
ERVICE DRIVEN

ARCHITECTURE

ARCHITECTURE

DERIVIED FROM &

STAR

(STRATEGIC TECHNOLOGY

ARCHITECTURE ROADMAP)

NETWORK
INFRASTRUCTURE

RCHITECTUR

J2EE ™+ JAX pack

Sun ONE

SunTONE and Managed Servi ces
SDN

N1

S orage ONE

APPLICATION
INFRASTRUCTURE
LAYER -

N-TIER
ARCHITECTURE

b,

COMPUTE
INFRASTRUCTURE
LAYER _
ADAPTIVE
COMPUTE
ARCHITECTURE
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Layersof Security Techn ques

Application

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Application Layer

Application Infrastructure Layer

Management Infrastructure
Layer

Network Infrastructure Layer

Compute Server
Infrastructure Layer

Data Storage
Infrastructure Layer

J2EE™ Technology Platform (EJB™,
JSP™ Servlet, Applet, IMS, JTS, JCE,
JMX, JMF, etc.)

Application Infrastructure Technologies (app
server, integration server, database server,
CORBA server, media server)

Management Infrastructure Technologies
(change management tools, system
management tools, problem

management tools)

Networking Infrastructure (VLAN, DMZ,
IDMZ, EDMZ, HSRP, VRRP, and
switching/routing)

Compute Server Infrastructure (low-end
systems [4-way], high-end systems [64- way],
RSM, SSM, DSD, ADR, IDN)

Data Storage Technologies (NAS, DAS, SAN,
Solid State, HSM, SNDR, I1)




J2EE ™Vs . NET

Category

Secure Communication

Role based Access
Control and user
Authentication

Code containment and
execution

Code based Access
Control

Code and Data
Protection

Auditing and Tracking

J2EE™ Vs
NET

J2EE™

J2EE™

LSun.

microsystems

Comments

Javais the hands down winner
here

JAAS s better that what’s
avallablein .NET

App domains are less permeable

NET seemsto have learned alot
from J2EE™ Security

J2EE™ s moreflexible - NET
offers Windows features

Both are weak




Questions??

Enall: Rakesh Radhakri shnan@un com
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RADHAKR SHNAN
S. I T Arcchted

rakesh @ast.sun com




