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The Secure Virtual Enclaves (SVE) project is pursuing development of technology that enables multiple enterprises to engage in controlled collaborative computing using distributed applications and open networks. We define an enterprise as an organization that uses its IT system (or systems) to interact with other organizations, according to management decisions about appropriate interaction. An enterprise may be a single enclave, in the terminology of the SVE project, or it may consist of multiple enclaves. The key aspect of enterprises is that it is at the enterprise level that decisions about collaborations are made, or ratified, or delegated. 





Next we introduce the concepts of control and risk.  The goal of the SVE project is to enable collaborative computing by providing sufficient controls so that information and services can be shared with collaborators without undue risk. The required level of control can be achieved by the combination of two kinds of activities: technological, by the application of security technology to the mechanisms for sharing; administrative, by specifying exactly what is to be shared with who. Of course, the security technology needs to support the administrative activities, so that a suitably fine degree of control can be achieved. For example, a single application service in an enclave may manage a wide array of resources. All resources are available for use via the application within the enterprise, but only a subset is to be shared with collaborators in one particular SVE. Both the technology and the administration must be able to support the precise specification of subset, and also a clear definition of the SVE collaborators who are allowed access.





Central to these are the use of  open networks. The SVE project is focused on security for collaboration using Internet technology and practice. This focus includes collaboration via the Internet, where sharing with collaborators must be enabled without exposing assets to undue risk of access by the world at large. The focus also includes other IP-based networks which collaborators share with non-collaborators. Hence, the notion of open networks includes both the use of standard inter-networking technology, and also using networks which are open to use by other enterprises with which one does not wish to share with.





Finally,  we define the notion of  distributed applications. Standard inter-networking technology provides the foundation for collaborative computing, and other elements of Internet infrastructure and basic services (e.g. DNS, SMTP, FTP) provide basic building blocks. Many of an SVE’s shared assets will be built on top of this basis using a range of distributed application technologies, including combinations of them. These distributed application technologies include the World Wide Web, CORBA, Java, ActiveX/OLE/COM, and combinations with legacy applications that may be wrapped or front-ended by these technologies.  The SVE security infrastructure is being designed to work with COTS operating systems and middleware .  Other than the use of standard software hooks, such as ORB interceptors or OS device drivers, there is no attempt to introduce any software customization to a commercial OS or middleware component for SVE.  





Because of the breadth of technologies with which SVE techniques must be integrated, there are many potentially difficult issues of practical use and integration of SVE techniques across that broad range. SVE software to be integrated includes not only runtime software for enforcing security policy, but also remote security management functions that allow multiple SVE policy enforcers within an enterprise to be managed coherently. The full list of SVE technology elements includes: adaptation wrappers for each of several different authentication technologies; SVE policy run-time data repositories; SVE policy enforcement modules; SVE policy management tools. 
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