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AgendaAgenda

•• HistoryHistory
•• Summary of J2EE scope/featuresSummary of J2EE scope/features
•• FuturesFutures
•• DiscussionDiscussion
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Java, EJB, Java, EJB, ServletsServlets, etc., etc.

•• Java Platform isJava Platform is
very popular forvery popular for
writing writing middlewaremiddleware

•• ProgrammingProgramming
productivityproductivity

•• Easy distributedEasy distributed
Programming (RMI)Programming (RMI)

•• Many EnterpriseMany Enterprise
technologiestechnologies

•• JDBCJDBC
•• Java IDLJava IDL
•• RMI/IIOPRMI/IIOP
•• JTAJTA
•• JTSJTS
•• ServletsServlets
•• EJBEJB
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What’s the problemWhat’s the problem

•• Divergence in application serversDivergence in application servers
•• Difficulty in deploymentDifficulty in deployment

–– Are all the required services available?Are all the required services available?
–– Complex installation instructionsComplex installation instructions

•• Security embedded in applicationsSecurity embedded in applications
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Enter the EnterpriseEnter the Enterprise
PlatformPlatform
•• Standard set of services/Standard set of services/api’sapi’s
•• XML deployment descriptorXML deployment descriptor

–– Relates componentsRelates components
–– communicates intentions of thecommunicates intentions of the

programmer or assemblerprogrammer or assembler
•• Transactional needsTransactional needs
•• Environment needsEnvironment needs
•• Security NeedsSecurity Needs

•• Security handled by the platformSecurity handled by the platform
(mostly)(mostly)
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EJB FoundationEJB Foundation

•• Java ComponentJava Component
ModelModel

•• Container takes careContainer takes care
ofof
–– transactionstransactions
–– securitysecurity
–– environmentenvironment

•• Session BeansSession Beans
•• Entity beansEntity beans

(container managed(container managed
persistence)persistence)

•• DistributedDistributed
transaction supporttransaction support

•• DeploymentDeployment
descriptorsdescriptors

•• Small Role API forSmall Role API for
fine grained accessfine grained access
control/behaviorcontrol/behavior
modification.modification.
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J2EE 1.2J2EE 1.2

•• Extends EJB 1.1 deployment model toExtends EJB 1.1 deployment model to
web, application components.web, application components.

•• Login to web server managed by theLogin to web server managed by the
platformplatform

•• Communicating the Security ModelCommunicating the Security Model
–– Platform specPlatform spec
–– Application Programming modelApplication Programming model
–– Security Security whitepaperwhitepaper..
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SecuritySecurity

•• Declarative securityDeclarative security
•• Container requirementsContainer requirements

–– Deployment Descriptor interpretationDeployment Descriptor interpretation
–– authorizationauthorization
–– identity propagationidentity propagation

•• Proxy authentication for browsersProxy authentication for browsers
–– Login session managementLogin session management
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RolesRoles

•• Functional decomposition based onFunctional decomposition based on
logical roleslogical roles

•• Roles assigned to method permissionsRoles assigned to method permissions
•• May also be referenced in codeMay also be referenced in code

–– isCallerInRoleisCallerInRole(String role)(String role)

•• Roles are mapped at deployment timeRoles are mapped at deployment time
•• Authorization based on roleAuthorization based on role

determination done by containerdetermination done by container
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Login sessionsLogin sessions

•• Maintained by serverMaintained by server
•• New New Servlet api Servlet api (2.2) for interaction(2.2) for interaction

–– logoutlogout
–– getCallerPrincipalgetCallerPrincipal()()
–– isCallerInRoleisCallerInRole()()

•• Span multiple applicationsSpan multiple applications
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Form based loginForm based login

•• GUI control for logging inGUI control for logging in
•• Login still handled by server, notLogin still handled by server, not

applicationapplication
•• Associated with content in deploymentAssociated with content in deployment

descriptordescriptor
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FuturesFutures

•• Additional service contractsAdditional service contracts
•• UserUser
•• AdministratorAdministrator
•• developer/assemblerdeveloper/assembler

•• JAAS integrationJAAS integration
–– authenticationauthentication
–– code authorizationcode authorization

•• InteroperabilityInteroperability
–– Mandated trust boundaries?Mandated trust boundaries?
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Declarative securityDeclarative security

•• Extension of EJB declarative modelExtension of EJB declarative model
•• First appearance in Web DDFirst appearance in Web DD
•• Constraints (inbound/outbound)Constraints (inbound/outbound)

–– AuthenticationAuthentication
–– AuditingAuditing
–– ConfidentialityConfidentiality
–– IntegrityIntegrity
–– DelegationDelegation
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The CORBA ConnectionThe CORBA Connection

•• Sun is OMG participantSun is OMG participant
•• Many EJB implementations rely onMany EJB implementations rely on

RMI/IIOPRMI/IIOP
•• RMI/IIOP required for platform vendorsRMI/IIOP required for platform vendors

to support CORBA connectivityto support CORBA connectivity
•• JTA  and distributed transactionsJTA  and distributed transactions

mostly supported with OTS (JTS)mostly supported with OTS (JTS)
•• IIOP required EJB protocol forIIOP required EJB protocol for

interoperablity interoperablity in next version.in next version.
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Work with me peopleWork with me people

•• What is the sweet spot for portableWhat is the sweet spot for portable
interoperable distributed components?interoperable distributed components?

•• How important is security serviceHow important is security service
replace-abilityreplace-ability

•• Email:Email:
–– kevinkevin..osbornosborn@east.sun.com@east.sun.com

•• Web: http://Web: http://javajava.sun.com/products/j2ee.sun.com/products/j2ee


