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This presentation will summarize my experiences with integrating CORBA and SSL in a large distributed banking environment with several pre-existing security infrastructures. The presented exemplary infrastructure will consist of a client-side Java application (not applet!) launched from a browser and a stock information server. Clients and servers are in different technological and organizational domains. The CORBA communications are SLL-encrypted using the certificates managed by the browser. 

One of the major difficulties of such an infrastructure is the fact that IIOP will not be allowed through most (client-side and server-side) firewalls. The matter gets even more complicated when one of the business requirements is that the client-side (i.e. customer) firewalls only use COTS products in standard configurations. And on top of that, SSL-encrypted IIOP traffic (SSLIOP) cannot be handled by the CORBA firewall products currently available in such a way that end-to-end security is preserved.

The most sensible way to solve this dilemma is to provide filtering of the CORBA traffic on the TCP level. On this level, the firewall can handle SSL-encrypted traffic, and there are various standard products (e.g. SOCKS) which are supported by some commercially available firewall products to proxify and filter TCP traffic. Of course, the drawback is that no information from the application level protocol, i.e. IIOP, is available for filtering. However, end-to-end security is preserved, which is one of the prime requirements of electronic commerce environments. Some proxying tools such as SOCKSv5 and the TIS FWTK will be looked at during the presentation. In addition, some refinements to the infrastructure (e.g. full transparency) will be presented.

The presentation will then try to identify the fundamental dilemma between end-to-end security (as provided by the CORBA security service specification) and current firewall technology (e.g. VPNs or application level filtering). The conclusion will that application firewalls break end-to-end security and therefore the CORBA security is often not suitable for large (internet-based) applications where traffic goes though several firewalls. Several potential solutions, e.g. the ones proposed in the OMG CORBA Firewalls RFP will be looked at.

Finally, the presentation will conclude with an attempt to predict the future trends of CORBA-style security infrastructures in large-scale internet based environments.

