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Unmanageable IT infrastructure creates security problems
Increasing complexity of IT, e.g.

Growing, interconnected distributed systems (also between organizations)
Growing legacy infrastructure
Growing reliability on IT
Growing user requirements (data fusion, information at your fingertips…)
Growing regulatory requirements for accounting and assurance

Problem definition
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Growing regulatory requirements for accounting and assurance
Software:

Point-to-point ad-hoc system integration becomes unmanageable with size
Software reuse hindered by legacy and incompatible technologies
Software engineering is extremely complex because of many “moving targets”
Correctness of system cannot be assured due to complexity and lack of “holistic” understanding

Hardware complexity…
IT staff are overwhelmed with complexity

Both for security and software in general

Security complexity causes human errors & vulnerabilities:
No idea what policy is enforced because of many underlying security 
technologies (redundancies, conflicts, omissions etc.)
Access policy management and enforcement complex because many 
different technologies and systems
User management in incompatible, large, distributed systems is a 
challenge (-> single sign-on helps somewhat)

Problem definition (2)
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Strong security requirements because of information sharing in distributed 
systems (esp. when cross-organization)
Hard to define and maintain consistent policy
Hard to define and maintain correct policy
Hard to provide evidence for correctness
Hard to show that every aspect has been covered by policy
Hard to enforce policy consistently
Hard to provide level of assurance due to lack of ”holistic” understanding of 
system and security policy

ObjectSecurity Ltd.
Security policy management + secure information sharing 

in complex, heterogeneous, networked environments
Products & services/consulting/training/support/R&D

Founded 2000 (Cambridge + San Jose, CA), 2 owners, no VC,
3 staff + partners + subcontractors

Sin-out from PhD research at  Security Group, 
Computer Lab, University of Cambridge

World-leading “Model Driven Security”
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Technology/patents/expertise
Listed vendor on ascending slope of 

Gartner Hype Cycle
Strategic partners: US/UK/Germany
Many success stories & endorsements

… in-depth technical knowledge and industrial 
experience in the design and development of 
‘secure systems…

-- Dr. Ramesh Bharadwaj, U.S. Naval Research Lab

… rapid, one-to-one support from a highly knowledgeable 
technical specialist.

--- David Carter-Hitchin, Royal Bank of Scotland
“…analysis of Service Oriented  Architectures by providing 

a thorough and enlightening overview of the industry's 
history and best practice.“ 

--- Dr. Mark O'Dell, QinetiQ

What is it? 
Model security requirements at an intuitive, undistorted level of abstraction, and automatically transform them 

into enforceable security rules.

Why use it? Core Benefits
• Simplifies security policy (e.g. authorization) management in complex, heterogeneous, connected  IT 

environments
• Low-maintenance security management for agile systems (e.g. SOA)

Improved security (consistency correctness)

Model Driven
Security TM
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• Improved security (consistency, correctness)
• Increased usability (flexibility, intuitiveness etc.)

Existing Technology: 

ObjectSecurity OpenPMF 2.0
first generic model driven security technology in the market
www.openpmf.com

Blog:

www.modeldrivensecurity.org

Gartner Hype Cycle
for Information Security 2007,

see www.gartner.com for 
information how to purchase

<copyrighted image removed>

Model Driven
Security TM

“Model driven security (MDS) is the tool supported process of modelling 
security requirements at a high level of abstraction, and using other information 
sources available about the system (produced by other stakeholders). These 
inputs, which are expressed in Domain Specific Languages (DSL), are then 
transformed into enforceable security rules with as little human intervention as 
possible. MDS explicitly also includes the run-time security management (e.g. 
entitlements/authorisations), i.e. run-time enforcement of the policy on the 
protected IT systems dynamic policy updates and the monitoring of policy
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protected IT systems, dynamic policy updates and the monitoring of policy 
violations.” – ObjectSecurity, OpenPMF 2.0 vendor

ObjectSecurity’s definition, see:
www.modeldrivensecurity.org

<Gartner also has their own, similar definition, see www.gartner.com article 
“Model-Driven Security: Enabling a Real-Time, Adaptive Security Infrastructure”> 



3/20/2008

2

Specify abstract intent…

Simplified security management for a connected world™

Customizable, 
fine-grained,  
low-maintenance, 
model driven 
authorization management. 
TrustedSOA™ agile SOA security
SecureMDA™ policy auto-
generation

Open
TM

PMF2.0
PATENTS PENDING
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Fine-tune enforceable rules…

Monitor compliance…

OpenPMF 2.0 TrustedSOA™ 
Low-maintenance security management 

for agile (e.g. SOA) environments

OpenPMF 2.0 SecureMDA™ 
• Security policy auto-generation within the 

Model Driven Architecture (MDA) software 
development process

Open
TM

PMF2.0
PATENTS PENDING
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Services

Studies/papers, training courses/workshops, R&D, design, roadmap consulting, 
build secure systems, technical support

Unique expertise
SOA security

Security management for agile SOA
Selection of security portfolio

Model driven security Other products
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Model driven security 
World-leader in this emerging field, 5 years of experience

Authorization management (entitlement management)
Also a world-leader, 9 yrs of experience

Middleware security 
SOA, Webservices, J2EE, DDS, CORBA/CCM etc.

Secure information sharing infrastructure 
Sector specific expertise: ATM, MIL, HS, ITS etc.

Application layer firewalls

Ensure low maintenance, maximum flexibility, 
appropriate security

Other products
• SecureMiddleware open source CCM 
• SecureMICO open source CORBA
• ObjectWall IIOP firewall
• SimulateWorld ATC 4D virtual reality 

simulation/prototyping/testing system

Model security requirements at an intuitive, 
undistorted level of abstraction, and 
automatically transform them into 
enforceable security rules.

Core Benefits
• Simplifies security policy (e.g. 

authorization) management in complex, 
h t t d IT

What is it? Why buy it? OpenPMF 2.0 Benefits

ObjectSecurity OpenPMF 2.0

OpenPMF 2.0 Overview

Summary
Model Driven Security

www.objectsecurity.com
Simplifying security 
management for a connected world.

• Most flexible, fine-grained, intuitive policies (incl. 
governance/compliance)

• Unique automatic policy generation 
• Most flexible integration - on-demand plug-in 
• development
• Intuitive, model-based usage
• No lock-in through modelling standards
• Low-maintenance security support for agile/ad-
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heterogeneous, connected  IT 
environments

• Low-maintenance security management 
for agile systems (e.g. SOA)

• Improved security (consistency, 
correctness)

• Increased usability (flexibility, 
intuitiveness etc.)

Existing Applications: 
ObjectSecurity OpenPMF 2.0 –first generic 
model driven security technology in the 
market

• Simplify security policy management
• Improve security
• Manage security for agile IT environments (eg SOA)
• Seamlessly manage entire IT environment
• Potential approach for SOA security accreditation

hoc/adaptive SOA environments
• No vendor lock-in
• No cost hurdle, no risk
• Fail-safeness, robustness
• support of organisational structures
• Development tool support 

Opportunities for companies

customizable, fine-grained,
low-maintenance, model driven 
authorization management 

TrustedSOA™ agile SOA security
SecureMDA™ policy auto-generation

www.objectsecurity.com
info@objectsecurity.com
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ObjectSecurity Ltd.
St John's Innovation Centre
Cowley Road
Cambridge CB4 0WS
United Kingdom

Tel:   +44 (0) 1223 420252 
Fax:  +44 (0) 1223 420844

www.objectsecurity.com
info@objectsecurity.com

ObjectSecurity LLC
2910 Stevens Creek Boulevard
Suite 109-764
San Jose, CA 95128-2015 
USA

Tel:   1-800-898-9148 
Fax:  1-360-933-9591

Terms & Conditions
© 2000-2008 ObjectSecurity Ltd. All rights reserved. 
This entire document is copyright protected and may not be published in any form in other works without expressly written permission from 

ObjectSecurity Ltd. This document (and previously delivered outline) contains commercially confidential information (a non-disclosure agreement 
has been specified in the contract) and therefore this document does not constitute public disclosure (for patenting reasons). This is not a public 
document. Any distribution or exploitation outside the scope of the non-disclosure agreement will be considered breach of contract. 

No re-selling permitted without prior explicit permission. 
Intellectual property: This document (and the previously delivered outline) describes internals of OpenPMF, which are the intellectual property (background IPR) of 

ObjectSecurity Ltd., for which patents are pending. ObjectSecurity is the inventor of several of the described concepts, and any exploitation of these without 
permission will be considered as infringement of ObjectSecurity’s legal rights. No R&D or any inventions have been done as part of this project (i.e. no 
foreground IPR generated), it merely reports on the subject area.

Copyright, author rights, trademarks and other intellectual property rights: Some names are protected by trademarks which are the property of ObjectSecurity Ltd. or 
other third parties whether a specific mention in that respect is made or not. In particular (but not limited to): The ObjectSecurity logo, ObjectSecurity, the 
OpenPMF logo, OpenPMF, the ObjectWall logo, ObjectWall, SecureMDA, the SecureMDA logo, TrustedSOA, the TrustedSOA logo, SecureMiddleware, the 
SecureMiddleware logo, Security Management Ecosystem, SimulateWorld, and the SimulateWorld logo are trademarks or registered trademarks of 
ObjectSecurity. 

This document and its contents are protected by copyright, author rights and/or other intellectual property rights which are the property of OBJECTSECURITY or third 
parties. Reproduction and use of the materials (or any information incorporated thereto such as but not limited to articles, graphical images, pictures, diagrams, 
video materials…) published in this document are hereby authorized provided that :
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(a) reproduction and use are solely for informational and non commercial use within your organisation in support of your better knowledge of Model Driven Security; 
and 

(b) any reproduction retains all original notices including proprietary or copyright notices ; and 
(c) materials are not modified, in whole or in part, in any way whatsoever. 
No other use of the materials and of any information incorporated thereto is hereby authorized.
All concepts described may be protected by one or more patents or pending applications. 
No part of this document may be reproduced in any form by any means without prior written authorisation of ObjectSecurity Ltd. 
Disclaimers
This document is provided for general information only and should not be relied upon or used as the basis for making any transactions of any kind whatsoever.
All the information and any part thereof provided in this document are provided « AS IS » without warranty of any kind either expressed or implied including, without 

limitation, warranties of merchantability, fitness for a particular purpose or non infringement of intellectual property rights.
OBJECTSECURITY makes no representations or warranties as to the accuracy or completeness of any materials and information incorporated thereto and contained 

in this document.
OBJECTSECURITY makes no representations or warranties that this document will be free of harmful components.
The use of the materials (or any information incorporated thereto), in whole or in part, contained in this document is your sole responsibility. OBJECTSECURITY 

disclaims any liability for any damages whatsoever including without limitation direct, indirect, incidental and/or consequential damages resulting from access 
to the document and use of the materials provided therein.

This document may contain links to third party sites. The links are provided to you only as a convenience and the inclusion of any link does not imply neither an 
endorsement by OBJECTSECURITY of the linked sites nor any warranty from OBJECTSECURITY on said sites. Access to said linked sites is at your own 
risk.

THIS DOCUMENT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. 

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


