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The Cloud Standards Customer Council
THE Customer’s Voice for Cloud Standards!
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Council

2017 Deliverables

= BDA Ref. Architecture, V2

= Hybrid Cloud Considerations for BDA

® Prac. Guide to Cloud Management Platforms
= Hybrid Integration Ref. Architecture

= APl Management Ref. Architecture

= Security for Cloud Services Ref. Architecture
= Data Residency discussion paper

= Blockchain Ref. Architecture

= And more!

2016 Deliverables
= Prac Guide to Hybrid Cloud Computing

= Public Cloud Service Agreements, V2

= Cloud Security Standards, V2

= |oT Ref. Architecture

= e-Commerce Ref. Architecture

= Impact of Cloud Computing on Healthcare, V2

= Enterprise Social Collaboration Ref. Architecture

2015 Deliverables

= Web App Hosting Ref. Architecture

= Mobile Ref. Architecture

= Big Data & Analytics Ref. Architecture
= Security for Cloud Computing, V2

= Practical Guide to Cloud SLAs, V2

= Practical Guide to PaaS

2013/2014 Deliverables

= Convergence of Social, Mobile, Cloud

= Analysis of Public Cloud SLAs

= Cloud Security Standards

= Migrating Apps to Public Cloud Services
= Social Business in the Cloud

= Deploying Big Data in the Cloud

= Practical Guide to Cloud Computing, V2
= Migrating Apps: Performance Rgmnts

= Cloud Interoperability/Portability
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* Provide customer-led guidance to multiple cloud
standards-defining bodies

* Establishing criteria for open
standards based cloud computing

675+

@Ahold  SAFEWAY(Y ‘erreee wern? e [
_ m Né%ﬂé Bt 6 software~
. EMC'  jompese @
pwc Nationarnstinute [[2) Ameritrade Astrazeneca
e P’R _& STAIESTREET
’ &l soene By @ Fidelity 5
F2Y
BOSTON cet_?we Walmart @ ARe
UNIVERSITY — g‘mﬁg DEf FENLE&SPACE
Chevron 4 N\arriott KAISER PERMANENTE
Scnberger [ AP oo Cosrco (o |
fsymante: o ‘ @ @ e
‘ ’%\‘ Hmim - = m
rediar o2 C€15€0 = ONMm:  SIEMENS -
aetna T SOLUTIONS
BlueCross - . NOUF
@@ BlueShield FUT?TSU @ Deloitte ;@:
= MITRE 25 USDA
Time ity ) A 174 — orange” ===
e ESCIY CLTER . &= atat =
D]SA_ citigroup!
i _ ORACLE
%S CenturyLink —apPT ERICSSON Z FAMILYD
=SPRIT = o
~ Hewlett Packard
@  iaE Enterprise B i m)
I L ASON  vucaancn valspar ki .ﬁu.Hqueu

Organizations
participating

tyco

http://cloud-council.org



Speakers

Berardi Cloud Standards Customer Council
tracie@omg.org @Cloud_Council

Moura IBM Hybrid Cloud

IBM Hybrid Cloud

Ouyang
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= What is Hybrid Cloud?

= Why Hybrid Cloud?

= Hybrid Cloud for Big Data & Analytics

= |mplementation Considerations for Hybrid Cloud

= Hybrid Cloud Big Data & Analytics Use Cases
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What is Hybrid Cloud?

The connection of on-premises environments and/or dedicated cloud
with public cloud.

=EEE

ON-PREMISES

DEDICATED

PRIVATE
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The Integrated Digital Enterprise is Hybrid

@ Q e e ﬁ " Public Cloud
[ |
! 7 [ Dedicated Cloud

Developer Data Data Owner Data Business
Engineers CDO Scientists Analyst - On-Premises [
Local Cloud

Self-Service

Private

Public Cloud Dedicated Cloud

Enterprise

Metadata
Catalog
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= What is Hybrid Cloud?

= Why Hybrid Cloud?

= Hybrid Cloud for Big Data & Analytics

= |mplementation Considerations for Hybrid Cloud

= Hybrid Cloud Big Data & Analytics Use Cases
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Why Hybrid Cloud for Big Data & Analytics?

* Provides the ability for different personas to tap
into data and analytics where it makes the most
sense (localization wise)

e Allows the analytics to run where the data is
stored (data gravity)

* Provides better management of legal and
regulatory requirements in terms of privacy
regulation associated with data sovereignty and
regulatory requirements such as HIPAA, PCl, and
SOX

* Provides an agile platform for
developing/deploying new applications

* Allows workload portability and cost
optimization
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Hybrid Cloud Enables Multi-speed IT

« Composable environments to rapidly build and deploy new cloud-native and
mobile solutions

« Flexibility to move apps to the cloud as-is or build cloud native solutions

- Leverage existing investments by connecting them to cloud services

Cloud Enabled Cloud Native Traditional Projects: The New Projects: The speed
Solutions Solutions capabilities to capitalize on and agility to drive
your institutional innovation and growth

Info  Process Interaction knowledge

LYory |

ﬁ%{} ' ' Multi-Speed IT
Partners Apps  Access b
Core Multi-speed IT Digital Core Digital
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Hybrid Cloud Enables Organizations to Redefine Customer Service

Private

On-premises Off-premises

Dedicated Public

Transactional architecture: Customer-facing architecture:
Optimized for availability and stability Optimized for speed and agility
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Four Primary Drivers of Hybrid Cloud

Integration Workload / Resource Optimization

R ”
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Process " Results
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OPTIMIZATION

Compliance
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= What is Hybrid Cloud?

= Why Hybrid Cloud?

= Hybrid Cloud for Big Data & Analytics
= |mplementation Considerations for Hybrid Cloud

= Hybrid Cloud Big Data & Analytics Use Cases
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The Future of Hybrid Cloud for Big Data and Analytics

e Extend the private environment to cloud
e Exposing the private environment data to the cloud
e Migrating/modernizing some of the private environment

applications to the cloud
e Integrating some of the workloads & data across the private

environment and public cloud

* Provide a seamless & consistent experience for all workloads
across all environments of hybrid cloud
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= What is Hybrid Cloud?

= Why Hybrid Cloud?

= Hybrid Cloud for Big Data & Analytics
= Implementation Considerations for Hybrid Cloud

= Hybrid Cloud Big Data & Analytics Use Cases
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How to Implement a Hybrid Cloud Strategy?

Varying Levels of
Cultural Shift Hybrid Sophistication

Skills, Operational Roadmap, etc...
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Hybrid Cloud Scenarios

£\

Next Gen Hybrid Workloads

SOE/SOAu — SOI/SOR
Integration

Independent Workloads Portability & Optimization

Private 1 Private
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Private

Public I
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Capacity Access

Private

On-Premises /
Local Cloud

Hybrid Infrastructure Scale Out

Backup & Archive

e | (B

Disaster & Recovery

(Comz ]

( Public ]

(Cowa ]

e | b

- Dedicated Cloud

Public Cloud

Hybrid Cloud
Brokerage &
Management

Private 1

Systems of record on
private environment and
systems of engagement &
systems of automation on
public cloud, and system
of insights across all
environments

Application and data are
portable and can go from
on-premises / local to
dedicated or public cloud
for improved optimization

Choose on-premises / local,
dedicated or public cloud
based on independent data
& workload requirements

The use of public or
dedicated cloud as
additional resources for on-
premises / local large
private jobs / applications

Leverage off-premises
resources for backup &
archive of on-premises /

local resources

Setup and make available a
parallel on-premises / local
environment using the
public or dedicated cloud

Planned or policy based
management and sourcing
across multiple
environments of the hybrid
cloud

© 2017 Cloud Standards Customer Council www.cloud-council.org

16



Big Data & Analytics on Hybrid Cloud

Today the most important considerations for Data & Analytics
on the Hybrid Cloud strategy are:

Data Gravity Localization Wise Data Topology
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Big Data & Analytics on Hybrid Cloud

The future of the hybrid cloud strategy for the best-in-class traditional organizations will
be based on exposing/extending private environment to the cloud. On the other hand,
the internet born organizations are using an 80/20 rule by moving 80% of their data to
the cloud with only 20% retained on-premises under the following three categories of
data:

1. Data that the organization wants to share publicly (public cloud) — ex(s): Software
as a Service (SaaS) online office applications churn or fraud detection

2. Data that the organization wants to share across the enterprise (dedicated cloud)
— ex(s): metadata catalog, master customer data, activity data hub, asset hub,
statistical models hub, and content hub

3. Data that is highly sensitive data (on-premises) — ex(s): high-confidential customer
data, revenue data, and intellectual property
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Analytics Lifecycle on Hybrid Cloud

Business Analyst /
Data Scientist /

Business
Developer

Analyst

Data Discovery,
Data Exploration,
Data Prediction,
Statistical

Modeling &
Application
Development
Legend
- Putdic |

On-Pramisas

Self Service &
Collaboration

Hybrid Cloud

- IT ope rations

Applications, a
Saas, . &

and Workflows

Applications and Data
DeprecationfArchiving
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Data Topology on Hybrid Cloud

Data Sources Hybrid Cloud Data Lake
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Trusted, Highly Governed,

Less Secure

Highly Secured

Visualization, Data
Mining &
Exploration

Analytical or
Predictive Models

User Reports &
Dashboards

User Guided,
Advanced
Analytics &
Visualization
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Cloud Customer Architecture for Big Data & Analytics

Hybrid cloud

PUBLIC CLOUD PROVIDER CLOUD ﬁ ENTERPRISE METWORK

TRANSFORMATION &
CONNECTITY

SAAS COGHITIVEANALYTICS DATA COGHITIVE
APPLICATIONS DISCOVERY & EXPLORATION REPOSITORIES ACTIONABLE

I I B

O>-@o o

DATA °
SOURCES STREAMING
l:l:ll?.lmﬂ ENTERFRISE
DATA
COGNITIVE ASSISTED
DATA INTEGRATION
[1o] .
ENTERPRISE
USER DIRECTORY
SECURITY INFORMATION INFORMATION
GOVERNANCE GOVERNANCE
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Data Movement on Hybrid Cloud

One of the biggest challenges for a hybrid cloud strategy

Top 5 considerations to reduce latency and maintain performance

. Dedicated
Location Connections Cloud Cache
LQ'E’:HIDH

Workload Optimization

OPTIMIZATION
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Data Preparation & Integration on Hybrid Cloud

Data prep isn’t just for data pros.

The four phases of overcoming hybrid cloud data integration

Exposing on-premises Real-time analytics with
data to SaaS apps streaming data Hybrid Cloud Data Hub

Real-Time Analytics

B —
L 1

Cognitive and machine learning for personalized app experiences
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Security on Hybrid Cloud

Security has been and continues to be the #1 concern with the adoption of
public cloud, and the same challenges are also present in a hybrid cloud
scenario.

Some key considerations for security on a hybrid cloud strategy include:

Mind the Gap Deal with Data Get Compliant
\"Sﬁa{ j 6 REGUL p,T'.G-N
NAEF *3%*1’*“?'*““3;"?“
CALM B -

S e

HANDLING
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Hybrid Cloud Performance

Network Latency Cloud Services to access
On-premises — Cloud on-premises

VPN
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= What is Hybrid Cloud?

= Why Hybrid Cloud?

= Hybrid Cloud for Big Data & Analytics
= |mplementation Considerations for Hybrid Cloud

= Hybrid Cloud Big Data & Analytics Use Cases
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Cyber Threat Intelligence
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Another Great BDA Resource! ¢ Cloud
Standards

Cloud Customer Architecture for l}'ll's‘t,nmqr
Big Data and Analytics Version 2.0 Council

Read the paper: http://www.cloud-council.org/deliverables/cloud-
customer-architecture-for-big-data-and-analytics.htm

View the August 8" webinar on-demand: www.cloud-
council.org/events
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Call to Action ~ Cloud

@aj’iﬁrﬂs
ustomer
= Join the CSCC Now! Council

To have an impact on customer use case based standards requirements
To learn about all Cloud Standards within one organization
To help define the CSCC’s future roadmap

Membership is free & easy: http://www.cloud-council.org/become-a-
member

m Get Involved!

— Join one or more of the CSCC Working Groups

http://www.cloud-council.org/workinggroups

= [everage CSCC Collateral

— Visit http://www.cloud-council.org/resource-hub
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Additional Resources from the CSCC

=  Cloud Customer Architecture for Big Data and Analytics v2.0
http://www.cloud-council.org/deliverables/cloud-customer-architecture-for-big-data-and-analytics.htm

=  Practical Guide to Hybrid Cloud Computing
http://www.cloud-council.org/deliverables/practical-guide-to-hybrid-cloud-computing.htm

=  Cloud Customer Architecture for Hybrid Integration
http://www.cloud-council.org/deliverables/cloud-customer-architecture-for-hybrid-integration.htm

=  Security for Cloud Computing: 10 Steps to Ensure Success
http://www.cloud-council.org/deliverables/security-for-cloud-computing-10-steps-to-ensure-
success.htm

®»  Cloud Security Standards: What to Expect and What to Negotiate
http://www.cloud-council.org/deliverables/cloud-security-standards-what-to-expect-and-what-to-
negotiate.htm

=  Practical Guide to Cloud Service Agreements
http://www.cloud-council.org/deliverables/practical-guide-to-cloud-service-agreements.htm

=  Migrating Applications to Public Cloud Services: Roadmap for Success
http://www.cloud-council.org/deliverables/migrating-applications-to-public-cloud-services-roadmap-
for-success.htm
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https://www.linkedin.com/groups/3841459
https://twitter.com/cloud_council
https://www.facebook.com/CloudStandardsCustomerCouncil
https://www.slideshare.net/CloudStandardsCustomerCouncil
http://www.cloud-council.org/
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