-
| [ Formatted: Different first page header

An OMG® Command and Control Message Specification™ (C2MS™) Publication

OIRIG]

OBJECT MANAGEMENT GROUP

Command and Control Message
Specification™ (C2MS™)

Version 1.10 |

OMG Document Number: dicfermal/2419-0611-0023
Release Date: MayNevermber 202449|
Normative Reference: https://www.omg.org/spec/C2MS/

Commented [MA1]: The final version of this document needs
document number and date.

Associated Normative Machine Consumable Files:




Commented [MA2]: c2MS11-249

Commented [MA3]: The final version of this document will
need to update Version number/name and link of xmi file.

https://www.omg.org/spec/C2MS/20192405018619/C2M S19-06-67.xmi \ - f

‘| Commented [MA4]: C2MS11-191

{ Field Code Changed

{ Formatted: Check spelling and grammar

[ Formatted: Font: 9 pt

{ Formatted: Font: 9 pt

i Command and Control Message Specification™ (C2MS™), v1.1,



https://www.omg.org/spec/C2MS/20240501/C2MS.xmi
https://www.omg.org/spec/C2MS/20240501/C2MS.xmi

Copyright © 2019-2024, Object Management Group |
Copyright © 2019, United States Government as represented by the Administrator of the National Aeronautics and Space
Administration. All Rights Reserved.

USE OF SPECIFICATION - TERMS, CONDITIONS & NOTICES

The material in this document details an Object Management Group specification in accordance with the terms, conditions
and notices set forth below. This document does not represent a commitment to implement any portion of this specification
in any company's products. The information contained in this document is subject to change without notice.

PERMISSIONS

The Organization(s) listed above have granted to the Object Management Group, Inc. (OMG) a nonexclusive, royalty -free,
paid up, worldwide permission to copy and distribute this document and to modify this document and distribute copies of
the modified version. Each of the copyright holders listed above has agreed that no person shall be deemed to have
infringed the copyright in the included material of any such copyright holder by reason of having used the specification set
forth herein or having conformed any computer software to the specification.

Subject to all of the terms and conditions below, the owners of the copyright in this specification hereby grant you fully -
paid up, non-exclusive, nontransferable, perpetual, worldwide permission (without the right to sublicense), to use this
specification to create and distribute software and special purpose specifications that are based upon this specification, and
to use, copy, and distribute this specification as provided under the Copyright Act; provided that: (1) both the copyright
notice identified above and this permission notice appear on any copies of this specification; (2) the use of the
specifications is for informational purposes and will not be copied or posted on any network computer or broadcast in any
media and will not be otherwise resold or transferred for commercial purposes; and (3) no modifications are made to this
specification. This limited permission automatically terminates without notice if you breach any of these terms or
conditions. Upon termination, you will destroy immediately any copies of the specifications in your possession or control.

PATENTS

The attention of adopters is directed to the possibility that compliance with or adoption of OMG specifications may require
use of an invention covered by patent rights. OMG shall not be responsible for identifying patents for which a license may
be required by any OMG specification, or for conducting legal inquiries into the legal validity or scope of those patents that
are brought to its attention. OMG specifications are prospective and advisory only. Prospective users are responsible for
protecting themselves against liability for infringement of patents.

GENERAL USE RESTRICTIONS

Any unauthorized use of this specification may violate copyright laws, trademark laws, and communications regulations
and statutes. This document contains information which is protected by copyright. All Rights Reserved. No part of this
work covered by copyright herein may be reproduced or used in any form or by any means--graphic, electronic, or
mechanical, including photocopying, recording, taping, or information storage and retrieval systems--without permission of
the copyright owner.

Command and Control Message Specification™ (C2MS™), v1.1 _||_L

Formatted:

Check spelling and grammar

Formatted:

Font: 9 pt

Formatted:

Font: 9 pt

Formatted:

Font: 9 pt

[
[
[
[
[

Formatted:

Font: 9 pt

(D N D




DISCLAIMER OF WARRANTY

WHILE THIS PUBLICATION IS BELIEVED TO BE ACCURATE, IT IS PROVIDED "AS IS" AND MAY CONTAIN
ERRORS OR MISPRINTS. THE OBJECT MANAGEMENT GROUP AND THE ORGANIZATION(S) LISTED
ABOVE MAKE NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO THIS
PUBLICATION, INCLUDING BUT NOT LIMITED TO ANY WARRANTY OF TITLE OR OWNERSHIP, IMPLIED
WARRANTY OF MERCHANTABILITY OR WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE OR USE.

IN NO EVENT SHALL THE OBJECT MANAGEMENT GROUP OR ANY OF THE ORGANIZATION(S) LISTED
ABOVE BE LIABLE FOR ERRORS CONTAINED HEREIN OR FOR DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
CONSEQUENTIAL, RELIANCE OR COVER DAMAGES, INCLUDING LOSS OF PROFITS, REVENUE, DATA OR
USE, INCURRED BY ANY USER OR ANY THIRD PARTY IN CONNECTION WITH THE FURNISHING,
PERFORMANCE, OR USE OF THIS MATERIAL, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

The entire risk as to the quality and performance of software developed using this specification is borne by you. This
disclaimer of warranty constitutes an essential part of the license granted to you to use this specification.

RESTRICTED RIGHTS LEGEND

Use, duplication or disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c) (1) (ii) of
The Rights in Technical Data and Computer Software Clause at DFARS 252.227-7013 or in subparagraph (c)(1) and (2) of
the Commercial Computer Software - Restricted Rights clauses at 48 C.F.R. 52.227-19 or as specified in 48 C.F.R. 227-
7202-2 of the DoD F.A.R. Supplement and its successors, or as specified in 48 C.F.R. 12.212 of the Federal Acquisition
Regulations and its successors, as applicable. The specification copyright owners are as indicated above and may be
contacted through the Object Management Group, 109 Highland Avenue, Needham, MA 02494, U.S.A.

TRADEMARKS

CORBA®, CORBA logos®, FIBO®, Financial Industry Business Ontology®, FINANCIAL INSTRUMENT GLOBAL
IDENTIFIER®, IIOP®, IMM®, Model Driven Architecture®, MDA®, Object Management Group®, OMG®, OMG
Logo®, SoaML®, SOAML®, SysML®, UAF®, Unified Modeling Language®, UML®, UML Cube Logo®, VSIPL®,
and XMI® are registered trademarks of the Object Management Group, Inc.

For a complete list of trademarks, see: http://www.omg.org/legal/tm_list.htm. All other products or company names
mentioned are used for identification purposes only, and may be trademarks of their respective owners.

COMPLIANCE

The copyright holders listed above acknowledge that the Object Management Group (acting itself or through its designees)
is and shall at all times be the sole entity that may authorize developers, suppliers and sellers of computer software to use
certification marks, trademarks or other special designations to indicate compliance with these materials. Software
developed under the terms of this license may claim compliance or conformance with this specification if and only if the
software compliance is of a nature fully matching the applicable compliance points as stated in the specification. Software
developed only partially matching the applicable compliance points may claim only that the software was based on this
specification, but may not claim compliance or conformance with this specification. In the event that testing suites are
implemented or approved by Object Management Group, Inc., software developed using this specification may claim
compliance or conformance with the specification only if the software satisfactorily completes the testing suites.

v Command and Control Message Specification™ (C2MS™), v1.1;

[ Formatted: Check spelling and grammar

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt




OMG’s Issue Reporting Procedure
All OMG specifications are subject to continuous review and improvement. As part of this process we encourage
readers to report any ambiguities, inconsistencies, or inaccuracies they may find by completing the Issue Reporting
Form listed on the main web: OMG Specifications, report an issue.

LCommand and Control Message Specification™ (C2MS™), v1.1-

Formatted:

Check spelling and grammar

Formatted:

Font: 9 pt

Formatted:

Font: 9 pt

Formatted:

Font: 9 pt

[
[
[
[
[

Formatted:

Font: 9 pt

(D N D







Table of Contents

(D N

TADIES oot )li
Pl A L. ittt it it itiiiiiiiiiiiiiiiiiiisisssiiiiiiiiieissssessssssseiiisiiiisisssssssessssssssiiiiiiiisisssierseses inIi
About the Object Management GroUD .. ...ttt eeiieieseseeeeeereerereeeereraeas inIi
OMG SpecificationsS......covviii i inIi
Issue RePOMiNG .ooveeeiiiiiiie e xlifi
Introduction to Specification .........covocveiveeiiiiiiseeiieeee e xliy
T S COPE tiiiii i
2  CONfOrMANCE . uuiiiiiiiiiiiieieii ettt
3 REfErENCES ..ocuoiiiiiiiiiiiiiiiii i
3.1 Normative REfErENCeS ......c.ooeiuiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee
3.2 Non-Normative REfErences .........cccoovieiviiiiiiiiiiiiiiiiiiiiiieieieeeeee p
3.21  NASA GMSEC DOCUMENES ..ooeieeiieeiieeiiieeieeeieeeeeeeeeeee e p
Terms and DefinitionS......oveeveeiiiiiiiiiiiiiiiiiiiiiesesc e p
Additional Information ..........cooeeeieiniiiiieiiiiii i
5.1 AcknowledgementsS. ........oooueiiiiiiiiiiiiiiiiiee e 4
6 PIM— C2MS Subject Names and Message Composition..........ccooviiiiiiiiiiiiiiiiieiins b
B.1  OVEIVIBW...eioiiiieeiseiiiiieieiiieiiesise i e e eeesesr e e ieseesei e riee e b
6.2 Subject Names i
6.2.1  Characteristics of Subject Names ..........c.oooieieieiiiiiiiiiiiieieieeeeeeeee i
6.2.2 Format of C2MS Subject Names........c.occeeeeeeeiiiiiiieeeiiiiiieee i
6.2.3 C2MS Subject Name Standard ..........ccocceeoeieeeiiiiiiiiceiiiiisecee D
6.3 Message FieldS........oooveeiiiiniiiiiiiiieieeeeeeeeeee e 14
6.3.1  Field NAMES ...oocuoiiiiiiiiiiiieiieiieeieeee e 14
6.3.2 Required, Optional and Dependent Fields............ccocoooeeeiiiiiininnne... 1p
6.3.3  Series Fields........ooooooeiiiiiiiiiiiiiiiiie e 1
6.34 Tracking FieldS ........cccooveviiiieiiieiiiieeieieieeeeeeeeee 17
6.35 Value....ooooooviiiiiiiiiiiiiiiiiiiiiiiiii 17
B.3.8  TYDE ioiiiiiiiiisiiiiiiiii it 17
6.3.7 STREAM-MODE Usage Caution .......ccceeoviieieiiiiiiiiiiiiiiiieie 19
6.4 C2MS Messages: Their Characteristics and Interactions ..............ccoceeeeveee... 20 /{ Formatted: Font: 9 pt
6.4.1 C2MS Message TYPE OVEIVIEW ....c.ocociiieiiiiiiiicecee, 20 //{{ :::::::: ::: Z z:
Command and Control Message Specification™ (C2MS™) V1.10 il




6.4.2 C2MS MSG Message Type Details......ccovvviieieiiiiiiiiiiiiiiiiiiiiiieieeeenns 20

7 PIM - Message Exchange Patterns .............cooooeeeiiiiiiiieiiiieieieeeeeeeeee 25
T PUBNSH it 29
7.2  Request/Acknowledgement ..........oeoveeeiiiiiiiiiiiiiiiiieeeee 31
7.3 ReqUest/RESPONSE ....cceoiiiiiiiiiiiiie e 31
7.4 Request/Acknowledgement/ReSPONSEe .....cveeviiiiiiiiiiiiiiiiiiiiieee 33
7.5 Request/Acknowledgement/Interim Status/Response .........ocoeevvieiiiieiinnn.. 34
7.6 Request/Interim Status/ReSPONSE ...cccveviciiiieiiiiiiiiiiiiiiiiiiiiiiiiiieeen 36
7.7 Request/Response/PUbliSh...........ccooccoiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiiieen 37
7.8  Publish/Request/RESPONSE........cccueiiieiiiieiiieiieeeeeeieeieeeeeeee 39
7.9 SUbSCrIPON oottt 41

8 PIM—Message Definitions ........ooovveiiieiiiiiiiee 43
8.1 C2MS Message ENVEIOPE ......ccveaeiiiiiiiiiiiiisiiieeeaeiiie 49

8.1.1 Message Security Support in Message ENvelope ...........coccoceeeeeeee.. 49
8.1.2 Message Envelope Subject ........cccocovvieieieiiiiiieiiiiiiieieieea 51
8.1.3 Message Envelope Contents........coocevevieeiiiiiieiseiiiiiieicccciiiinne 51
8.2 C2MS Message Header. .....ooivveeiseiiieiii et 53
8.2.1 Fields for Subject Names ..........ooooieeeeiiiiiieieee e 56
8.2.2 Fields for Message UNIQUENESS .......ccoooevviiiiiiiiiiiieiiieiieeeee 57
8.2.3 Middleware Tracking Information ...............ooooovieeiiiiiiiiiiie 57
8.24 Component Information — Locationand ID ...........coocoeeeieiiiiiiiienn.. 57
8.2.5 Component Information — Logical..........ooovoeveiiiieiiiiiiiieiiiiee 58
8.3 Control and Monitor Level MeSSages. ....oueoweeieiiiiiiiieeciceeieee 58
8.3.1  LOGMESSAQE ...uuiiiiiiiiiiiiiiiie e 58
8.4  Archive Message Retrieval MESSAQEeS ......oeeeviiiieiiiiiiiiiiiiiiiiiiiiiiene 68
8.4.1 Archive Message Retrieval Request ............oocovveeviiiiiiiiiiiiieiiinnn. 68
8.4.2 Archive Message Retrieval ReSpoNnSe..........ccccceveveiceiceiiiiiee 76
8.5 Directive MESSAGES ...ooouuuieiiiiiiiiiiciie e 81
8.5.1 Directive Request MeSSage.......cccooeeeieieeiiiiieeiieieeeee, 81
8.5.2 Directive Response MeSsSage.......ccuueeeiiiiiiiieiiiiiiiieeiiiiiieeee 86
8.6 Component-to-Component Transfer (C2CX) Messages.......ccveveeveiiiiiieenne. 90
8.6.1  Configuration Status MesSSage ...........ccccceeeiiiiiiiciiiiiiiiieiiiiiieecee. 90
8.6.2 Control MESSAUE ...ocvvviiiiiiiiiiiiiiiiciieiieeieee e 96

i

Command and Control M ge Specification™ (C2MS™) V1.01,

/,{ Formatted: Font: 9 pt

//{ Formatted: Font: 9 pt

//{ Formatted: Font: 9 pt

1/

V4

4
/4



8.6.3  Device MeSSage . .oouii ittt e e 100

8.6.4 Heartbeal MESSAUE ....oovvveeeeiiiiiiiiieiiiiiiiiiiiiiiiiiii 104

8.65 Resource MeSSage ........oocooiiiiiiiiiiiiiiiiiiiiiii i 109

8.7 Real-time Telemetry Data Messages.........ccocooeeiiiiiiiieiiiiiiiciiiiiiiiiiicieene 1P

8.7.1 Telemetry CCSDS Packet MeSSaQe ....cooeeevvvveeeiceiiiiiiceieiiaeee. 11p

8.7.2 Telemetry CCSDS Frame Message (DEPRECATED) ................... 121

A D

8.7.4 Telemetry CCSDS Transfer Frame Messade..........cocveiiivvieinennns.. 131-

8.7.5 Telemetry TDM Frame MeSSage .....couviaeriiiienieiiiiiiiiiiiiiiiiiieee, 136

8.7.6  Telemetry Processed Frame MeSSage..........ccceeuvvvvnveieeereieieeenn... 140

8.8 Replay Telemetry Data MeSSages ...uueeeveeiieieiiiiiiiiiiieiiiiiiieiieiiiieeieeeee 145

8.8.1 Replay Telemetry Data Request Messade.........occooveviieeeiiiiiennne. 145

8.8.2 Replay Telemetry Data Response MesSsSage ..........cccceceeeeiennnee... 159

8.9 Real-time Mnemonic Value MeSsages .............ocooeevieiiivieieiiiiiiiiicinennn 156

8.9.1  Mnemonic Value Request MeSSage ...........ccoeeeeueiiiieieiieiiieiee. 156

8.9.2 Mnemonic Value Response Message .............coceeveiiiiiiiiieiniene... 164

8.9.3 Mnemonic Value Data Message.........c.coceevieieisceiiiciiiiicieiciiecee 171

8.10 Archive Mnemonic Value MeSSages...........ccoceiiiiiiiiiiiiiiiiciiiiiiiieie 178

8.10.1 Archive Mnemonic Value Request Message........coooveeeeveeeeeeeeennn.. 178

8.10.2 Archive Mnemonic Value Response Message ..........coeevveeieeeenee.... 186

8.10.3 _Archive Mnemonic Value Data MeSsage..........covveeeeeeeeieeee 198

8.11 Satellite Command MESSAQES ........ooooueieiuiiiiieieeeieeeeeeeeeeeeeeen 202

8.11.1 Command Request MESSage . ..uuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiaiaienen 202

8.11.2 Command Response MeSSage ......coeceeeieiieiiiiiiiieiiiiiieeee 207

8.11.3 Command Echo MEeSSaQE .....oooiiiueeeiiieiiiee e 21P

8.12  Product MESSa0ES .o e ieeie et e et e e e e e eeiteeeiesee it s eeersreeennesineeeinreeinnes 219

8.12.1 Product Request MeSSage ........ocooeveeieiiiiiiiiiiieiiieeieieiee 219

8.12.2 Product Response MeSSade .....coeeeveveieiiieieieiiiiiieieieieiiieeeene, 225

8.12.3 Product MEeSSA0E .. .oceviiiiiiiiiie et e e 230

8.13 Simple Service MeSSAUES. ..oovvviviiiieiiiiiiiiieiiiiiiieseii e 237

8.13.1 Simple Service Request MesSSage........occeeeeveveieivecieeeieciieeeene 237

8.13.2 Simple Service Response MesSSage .......c..cccevvveeeeeeieeeieeiiseieene. 2438

8.14 Navigation Data MeSSa0ES .. ..uuiiieiiiiiiiiiiiii e ieiieeeeeiseieeeeiaiaeeeeeeinnns 248
8.14.1 Attitude Parameter MeSSage ......o.oooooveeiiiiiiiiiiiiieiie 251 % :::::::: ::: Z z:
8.14.2 Attitude Ephemeris MeSSage.......ooooiiiiiiiiiiiiiiiee, 259 //{ Formattod: Fort. 9 -

Command and Control Message Specification™ (C2MS™) V1.10 Jii 2




8.14.3 Orbit Parameter Message ...........o.ovvvveeess

8.14.4 Orbit Mean-Elements Message.................

8.14.5 Orbit Ephemeris Message ........................

8.14.6 Tracking Data MesSsage.........cocooiiiiiiviensnes

8.14.7 SUBJECTS and HEADER for Navigation Data Messages.............263

Appendix A — Cateqorization ..........ccooviviiiiiiiiiiiiie e

Tahlac

"
Fables— Y
Hras V2t
DS e
Praface sz
LT ——e————,—s—s—s—, st i l_.ai stii=”tt  tyqA-k>iooo sDn vt
About the Object Management Group XV

MENE GIOUP oo XV
OMG-Specifications "
................................................................................................. s
tssue-Reporting *
.......................................................................................................
tntroduction-to-Specification i
A e e e it

1 Scobe 1
S0P 1
2 Conformance 1
2 B e 1
3—Ref 1
3 oA o S i }
tiva Rafarancac 1

; wveRelerarees !
3.2— Non-Normative Relerences 2
; fErENGES < 2
32— NASA GM2=C Documents 2
2+ NASA GMSES Documerts e 2
— .
4 Terms and Definitions. ... 2
5 Additienal-niormation 4
5 o 4
54— Ackaawlesgerrents 4
. T R R L Llit i 4
6—PIM—G2MS-Subject-Names-and-Message-Gompesition 5
8 osilieH 5
Qvarviow 5
B+ Ovepdew—— oo 5
lamac [
: Mames e 8
T=3 3} et MNames 7z

621 Characteristics of Subject Names ... 7

6:2.2 —Formatof C2ZMS Subjeet Names s -
i d Q
= e — - WL L 9

e Fialds 14
. Y A P L L 14
6.3.1—Field-Names 14
Al Feldhames 1
6-3.2—Required-Optionaland DependentFields 4
=3 WS 14
Searies Fields 15
633 Series Flelds...oi 15
Fialde 16

= Felds oo !

A Command and Control Message

Specification™ (C2MS™) V1.01,

/{ Formatted: Font: 9 pt
/

/{ Formatted: Font: 9 pt

/;/{ Formatted: Font: 9 pt
///



a Tunae-Ovendow. 1
6—44—@%“995%. = ey pe-IHVePrHeW e Hp

7.2 RequestiAcknowledgement

valona
- NMEIBPE

g ;g ( ;;EI\IQ Mecscane Haader
T o Ticssage e abe——————————=—

/{ Formatted: Font: 9 pt
/

Command and Control Message Specification™ (C2MS™) V1.10

/{ Formatted: Font: 9 pt

/;/{ Formatted: Font: 9 pt

(D N

1/




845 Telometry TOM-Frame-Message———————rrrrrrrmrrrmrrrrerrrees 122
878 Telemetry-Processed-Frame-Message 126
7. B 12

8.8 —Replay Telemetry Bata-Mescages +32
. 5 132
8-8-1 Replay-TelemetryData-Request-Message 132
8- B 32

;'
N

.._\.
© © go
& O dn

f

E
(7]
8]
o
i)

f
S
=
o

206

f
~

/{ Formatted: Font: 9 pt
/

/{ Formatted: Font: 9 pt

Command and Control M ge Specification™ (C2MS™) V1.01,

/;/{ Formatted: Font: 9 pt

(D N

1/



Eliables .................................................................................................................................. i | Formatted: Default Paragraph Font
Fawes— At | Formatted: Default Paragraph Font
Preface Xl | Formatted: Default Paragraph Font
Abeutthe ObjactManagemantSredp— Xy | Formatted: Default Paragraph Font
OMG-Soeclcalioss *iy | Formatted: Default Paragraph Font
A!1".5‘;!..'3 f \epcrting ....................................................................................................... e | Formatted: Default Paragraph Font
Jatroductionto-Specification———m—— oo Sy | Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

(
(
(
(
(
(
(
- Formatted: Default Paragraph Font
(
(
(
(
(
(
(
(

Default Paragraph Font

Default Paragraph Font

: Default Paragraph Font

o JC A A JC A A L L L L L L J L J 0 J 0 J 0 J0 0 )0 )L JUL

B4 O B TV WY oo e e b { Formatted: Default Paragraph Font
‘6.—2 < "‘jCCt Names o yZ { Formatted: Default Paragraph Font
{ Formatted: Default Paragraph Font
{Formatted: Default Paragraph Font

[ Formatted: Font: 9 pt

/{ Formatted: Font: 9 pt

/ /{ Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) vV1.10 vii |




pEY
B

: i 1eti ractione
B g RGO

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

{
651
(i3]
o
]
s
g
T
b
@
...-L
o

Formatted:

Default Paragraph Font

&
[\®)
X

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

amant/Rasnonse 27
a= et eSpoRSe—rmr e e e =1

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
{
{

Formatted:

Default Paragraph Font

(

Formatted:

Default Paragraph Font

[

Formatted:

Default Paragraph Font

(

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Viii, Command and Control Message Specification™ (C2MS™) V1.01,

Formatted:

Default Paragraph Font

Font: 9 pt

Font: 9 pt

: Font: 9 pt

o JC A U JC A A U JC G JL J L J JL JL JL J e J e J L ) J 0 J 0 J 0 )0 J0 J0C 0 )0 0L JL UL




Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

o

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

=T

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

o

Formatted: Default Paragraph Font

[

Formatted: Default Paragraph Font

oo

Formatted: Default Paragraph Font

®
L
o B

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

(
(
(
(
(
(
(
(
(
(
(
(
[Formatted: Default Paragraph Font
(
(
(
(
(
(
(
(
(
(
(
(

Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

Default Paragraph Font

g3 Navization Data-Messages Default Paragraph Font
& .

: Default Paragraph Font

.......................................................... Vv, : Default Paragraph Font

: Default Paragraph Font

: Default Paragraph Font

{ Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

[Formatted: Font: 9 pt
/ /[ Formatted: Font: 9 pt

o JC A U JC A U JC A JUL L J J J L L JL JL L JUL JL J L JUL L L JU UL JU LU

/ { Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) vV1.10 x|




Appendix A— Categonizalion ... 221 [Formatted: Default Paragraph Font

[Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

X Command and Control Message Specification™ (C2MS™) V1.01,




Tables

Table 4-1. Acronyms and ABDIeViations .........oeeeeeiiiieiiiiiiiiiiiiiiiiiieee i 4
Table 4-2. GlOSSANY ..ttt L
Table 6-1. Sample Subject Filtering Items in Addition to Type and Subtype............. b
Table 6-2. Asterisk, Greater Than, and Plus Sign Wildcard Syntax Examples......... B
Table 6-3. Subject Name Matching EXamples ........ccoeveeiiieiiiiiiiiiiiiiiiiiiiiiiiiee D
Table 6-4. C2MS Subject Name Definition .........oceeeieeiiiiiiiiiciiiiciiiiiiieiciei 10
Table 6-5. Descriptions of the Mission Elements of the C2MS Subject Name........ 11
Table 6-6. Descriptions of the Message Elements of the C2MS Subject Name .....12
Table 6-7. Message Type Determines Content of the Miscellaneous Elements.....138
Table 6-8. Field Type DefinitionS ......cccveeeiiiiiiiiiiiiiiiciiieiiiiieiieeeiisiiei iy
Table 6-9. Ordinal Date and Time Field Type Definition ..........ccoccveiiiiiiiiiiiiiiinnne 18
Table 6-10. Response Status SUDSIrUCIUIe .........vevieeeiiiiiiiiiiiiiiiccieiciciiiei 21
Table 6-11. Sequence of Response Status .......ecuceieiieiiiiiiiiiciiiiiiiiieieei 28
Table 7-1. C2MS Message Exchange Pattern 1 (Publish)..........cccoeveeiiiiiiiiinnnneee, 27
Table 7-2. C2MS Message Exchange Patterns 2 — 6 (Request / Response Theme)
............................................................................................................... 2y
Table 7-3. C2MS Message Exchange Patterns 7 — 8 (Triad Theme Patterns)....... 28
Table 7-4. C2MS Message Exchange Pattern 9 (Subscription Pattern) ................. 28
Table 7-5. Legend for Table 7-1, Table 7-2, Table 7-3, and Table 7-4 ................... 29
Table 8-1. Message Envelope Additional Information...........c.cceeeiiviiiiiiiiiiiiiiiene 5P
Table 8-2. Message Header Additional Information...........ccceeeeeeisciiiiiciiiiiiiiieene 54
Table 8-3. Mapping of Message Header Fields to the C2MS Subject Name........... 57
Table 8-4. LOQ MESSAJE SUMMAIY ..eeiveieiiiiiiiiiiiiiiiiii it i it eaeeenee 58
Table 8-5. Log Message Subject NamiNg .......cvuiiieiiiiiiiiiiiiiiiiiiiiiiiiisiiei 60
Table 8-6. Properties of the Miscellaneous Elements for the Log Message............ 61
Table 8-7. Log Message Header Field ValuesS............ccouuiieiiiiciiiiiciiiiiiiiiiiieiie 61
Command and Control Message Specification™ (C2MS™) vV1.10 x|

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt



Table 8-8. Log Message Additional INnformation...........cceeeeiiiiiiiiciiiiiiiiiiiieiieene 62
Table 8-9. Pass-Related OCCUITeNCe TYPES ....vvveiueieiiiiiiiiiiiiiiiieiiisees 64
Table 8-10. Telemetry Limit Violation Occurrence TYPEeS .....covveviiiiiiiiiiiiiiiiiiiieneee, 64
Table 8-11. Command Verification Occurrence TYPES ....oveeeievviiiieiiiiiiiiiiiiieienene, 65
Table 8-12. Miscellaneous OCCUITENCE TYPES ...uuuiiiueiiiiiiiiiiiiiiiiiiiiiitiii e 65
Table 8-13. Log Message to Echo a Directive Request Message ...............ceeeeene.n. 66
Table 8-14. Product Message to Echo a Directive Request Message....................... 66
Table 8-15. Archive Message Retrieval Request Summary...........cceeeeeeeiiicieiinenee, 68
Table 8-16. Archive Message Retrieval Request Subject Naming..........ccccveeiieveennee. 71
Table 8-17. Properties of the Miscellaneous Elements for Archive Message Retrieval
REQUESE ..ottt 72
Table 8-18. Archive Message Retrieval Request Message Header Field Values.....72
Table 8-19. Archive Message Retrieval Request Additional Information................... 73
Table 8-20. Examples of Start and Stop TIMEeS ......cceeviiiiiiiiiiiiiiiciiiiciiiiiiieiieene 75
Table 8-21. Archive Message Retrieval Response SUMmary .........cccoccveiieveeiieeennee, 76
Table 8-22. Archive Message Retrieval Response Subject Naming..........ccoceceeeee.. 77
Table 8-23. Properties of the Miscellaneous Elements for the Archive Message
Retrieval RESPONSE .....vuiiiiiiiiiiiiiiiiiiciisieiie e 78
Table 8-24. Archive Message Retrieval Response Message Header Field Values ..78
Table 8-25. Archive Message Retrieval Response Additional Information................ 79
Table 8-26. Meaning of Response Status and Return Value with Recommended
ACHONS et 80
Table 8-27. Directive Request MesSsage SUMMAIY.......ccuiiieiiiiiiiiiiiiiiiiiiiiieiiieene 81
Table 8-28. Directive Request Message Subject NamiNg.........cceeeeciiiiciiiiciiiiennne 83
Table 8-29. Properties of the Miscellaneous Elements for the Directive Request
MESSATE ..ttt 84
Table 8-30. Directive Request Message Header Field Values...............ccccceeinennens 84
Table 8-31. Directive Request Message Additional Information ............c.cc.cceeeennenn. 85
Table 8-32. Directive Response Message SUMMAarY ........cocceiiiiiiiiiiiiiiiiiiiiiisiieene 86

Xii,

Command and Control Message Specification™ (C2MS™) V1.01,

a

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt



Table 8-33.

Directive Response Message Subject Naming ........cocvveeeviivvieiiiiinnn.n. 8

Table 8-34.

Properties of the Miscellaneous Elements for the Directive Response

MESSAUE ...ttt 88
Table 8-35. Directive Response Message Header Field Values............ccccocceveienenn. 88
Table 8-36. Directive Response Message Additional Information..............cceeeennenns 89
Table 8-37. Group Hierarchical ASSOCIAtIONS ......ccvviiieiiiiiiiiiiiiiiiiiesiieie 91
Table 8-38. Configuration Status Message SUMMANY........coieiiiiiiiiiiiiiiiiiiieieenee, 9P
Table 8-39. Configuration Status Message Subject Naming..........ccceeeeveiicvierinennee.. 98

Table 8-40.

Properties of the Miscellaneous Elements for the Configuration Status

MESSAUE ..ttt 94
Table 8-41. Configuration Status Message Header Field Values ............................. 94
Table 8-42. Configuration Status Message Additional Information ...............c........... 9b
Table 8-43. Control MesSSage SUMMATY ....euiiiiiiiiiiiiiiiiiiiiiiiiiiie it 96
Table 8-44. Control Message Subject Naming ........oceceviiieieiiiiiiiciiiiiiiiiiiieie, 9y
Table 8-45. Properties of the Miscellaneous Elements for the Control Message......98
Table 8-46. Control Message Header Field Values ...........ccccoceeiiiceiiiiiiiiiiiiine, 98
Table 8-47. Control Message Additional Information ...........cc.ccceeiiciiiiciiiiiiiiiiinee, 99
Table 8-48. Device MeSSage SUMMAIY ....cccviiiiiiiiiiiiiiiiiiiiiiiieiiieiiieieeeeneen 100
Table 8-49. Device Message Subject Naming ......c.coveevicveiiiiiiiiiiiiiiiiiiciiiiiie 101

Table 8-50.

Properties of the Miscellaneous Elements for the Device Message ....10

(D N

Table 8-51. Device Message Header Field Values...........cccoeieieiiiiiiiiiiie 10p

Table 8-52. Device Message Additional INnformation............cceeieeeiiieiiiiciiiiienenee, 108

Table 8-53. Heartbeat Message SUMMANY .....ccovvieiiiiiiiiiiiiiiiiiiieieiieiee 105

Table 8-54. Heartbeat Message Subject Naming .........ooeeeieeiiieiiiiiiiiiiiiiiiieenee, 106

Table 8-55. Properties of the Miscellaneous Elements for the Heartbeat Message 10}

Table 8-56. Heartbeat Message Header Field Values ...........cocoveiiciiiiciiiienennnn, 10y

Table 8-57. Heartbeat Message Additional Information.............cceeveeiiiciiiicenennee, 108

Table 8-58. Resource Message SUMMAIY......cuouuiiiiiiiiiiiiiiiiiiiieieiiiiiie, 110 ( Formatted: Font: 9 pt
_ _ / [ Formatted: Font: 9 pt

Table 8-59. Resource Message Subject Naming.........ocooveeveviviiiiiiieiiin, 111 /[ Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) vV1.10 Xiii,




Table 8-60.

Properties of the Miscellaneous Elements for the Resource Message 112

Table 8-61. Resource Message Header Field Values..........c.cocoveiiieiiiciinienennne. 112
Table 8-62. Resource Message Additional Information ...........c..cccevieeiiiiiiiiennnee, 113
Table 8-63. Telemetry MESSAQES ....oucieeiiiiiiiiiiiiiiiiiiiisii it 115
Table 8-64. Telemetry CCSDS Packet Message SUMmMary........coceeeiceviiicieieiennns 115
Table 8-65. Telemetry CCSDS Packet Message Subject Naming.............cceeeveee.... 118
Table 8-66. Properties of the Miscellaneous Elements for the Telemetry CCSDS
Packet MESSAQE ....vuvieiiiiiiiiiiiiiieiieiie i 119
Table 8-67. Telemetry CCSDS Packet Message Header Field Values .................. 119
Table 8-68. Telemetry CCSDS Packet Message Additional Information................. 120
Table 8-69. Telemetry CCSDS Frame Message SUMMAY .....c.eeeicviiiiiiiiiiieiiiiennns 121
Table 8-70. Telemetry CCSDS Frame Message Subject Naming .............cceeeveeee... 122
Table 8-71. Properties of the Miscellaneous Elements for the Telemetry CCSDS
Frame MeSSa0€. .. ..uuuuuiiiiiiiiiiiiiiii i 123
Table 8-72. Telemetry CCSDS Frame Message Header Field Values................... 123
Table 8-73. Telemetry CCSDS Frame Message Additional Information................. 124
Table 8-74. Telemetry CCSDS CADU Frame Message SUMMary .........cccceeveee.. 125
Table 8-75. Telemetry CCSDS CADU Frame Message Subject Naming................ 127
Table 8-76. Properties of the Miscellaneous Elements for the Telemetry CCSDS
CADU Frame MESSAQE. ......uuuuiiiiiiiiiiiiiiiiiiiiiee i 128
Table 8-77. Telemetry CCSDS CADU Frame Message Header Field Values........ 128
Table 8-78. Telemetry CCSDS CADU Frame Message Additional Information...... 129
Table 8-79. Telemetry CCSDS Transfer Frame Message Summary...................... 131
Table 8-80. Telemetry CCSDS Transfer Frame Message Subject Naming............. 132
Table 8-81. Properties of the Miscellaneous Elements for the Telemetry CCSDS
Transfer Frame MeSSage ......cuevvveeiiiiiiiiiiiiiiiiieiiiiieeiiee 133
Table 8-82. Telemetry CCSDS Transfer Frame Message Header Field Values.....133
Table 8-83. Telemetry CCSDS Transfer Frame Message Additional Information...134
Table 8-84. Telemetry TDM Frame Message SUMMANY .......ccvcveiiiiiiiiiiiiiiiiiiiieeenns 136

Command and Control Message Specification™ (C2MS™) V1.01,

[Formatted: Font: 9 pt

/[ Formatted: Font: 9 pt

(D N

/) ,,/{ Formatted: Font: 9 pt

a



Table 8-85.

Telemetry TDM Frame Message Subject Naming .......oovevveieeiiiieeienenes 13

Table 8-86. Properties of the Miscellaneous Elements for the Telemetry TDM Frame
MESSAUE ...ttt 13
Table 8-87. Telemetry TDM Frame Message Header Field Values........................ 13
Table 8-88. Telemetry TDM Frame Message Additional Information...................... 13
Table 8-89. Telemetry Processed Frame Message SUMMArY.......cccevecvierieeenneeeen. 14
Table 8-90. Telemetry Processed Frame Message Subject Naming...................... 14
Table 8-91. Properties of the Miscellaneous Elements for the Telemetry Processed
Frame MeSSa0€. ... .uuuuiiiiiiiiiiiiiiiii it 142
Table 8-92. Telemetry Processed Frame Message Header Field Values............... 14
Table 8-93. Telemetry Processed Frame Message Additional Information............. 14
Table 8-94. Replay Telemetry Data Request Message SUMMArY ..........c.occceeeeneee.. 14
Table 8-95. Replay Telemetry Data Request Message Subject Naming................ 14
Table 8-96. Properties of the Miscellaneous Elements for the Replay Telemetry Datg
Request MESSAE......uuuiiieiiiiiiiieiie i 14
Table 8-97. Replay Telemetry Data Request Message Header Field Values......... 14
Table 8-98. Replay Telemetry Data Request Message Additional Information....... 14
Table 8-99. Replay Telemetry Data Response Message SUmMmMary ....................... 159
Table 8-100. Replay Telemetry Data Response Message Subject Naming............. 15
Table 8-101. Properties of the Miscellaneous Elements for the Replay Telemetry Datg
RESPONSE MESSAUE ....cueeiiiiiiiiiii i 15
Table 8-102. Replay Telemetry Data Response Message Header Field Values...... 15
Table 8-103. Replay Telemetry Data Response Message Additional Information....15%
Table 8-104. Mnemonic Value Request Message SUMMArY .......ccccuvceeiiceiiiceeeenene.. 15
Table 8-105. Mnemonic Value Request Message Subject Naming............c.coeeeen... 15
Table 8-106. Properties of the Miscellaneous Elements for the Mnemonic Value
Request MESSAUE.....uuuuiiiriiiiiiiieiie i 16
Table 8-107. Mnemonic Value Request Message Header Field Values................... 16
Table 8-108. Mnemonic Value Request Message Additional Information................. 16
Table 8-109. Mnemonic Value Response Message SUMmMary ..........ccceeeceeieiceeeenenee. 16

Command and Control Message Specification™ (C2MS™) vV1.10 x|

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

(D N

/ { Formatted: Font: 9 pt



Table 8-110. Mnemonic Value Response Message Subject Naming ...........c.ocee..e.. 166
Table 8-111. Properties of the Miscellaneous Elements for the Mnemonic Value
RESPONSE MESSAUE ...ttt 167
Table 8-112. Mnemonic Value Response Message Header Field Values................ 167
Table 8-113. Mnemonic Value Response Message Additional Information.............. 168
Table 8-114. Mnemonic Value Data Message SUMMary........cccoceeiiciiiiciiiiieieneneen 172
Table 8-115. Mnemonic Value Data Message Subject Naming...........oceeevveiieiiennnn.. 173
Table 8-116. Properties of the Miscellaneous Elements for the Mnemonic Value Data
MESSAUE ...t 174
Table 8-117. Mnemonic Value Data Message Header Field Values......................... 174
Table 8-118. Mnemonic Value Data Message Additional Information ...................... 175
Table 8-119. Archive Mnemonic Value Request Message Summary ...........c........... 179
Table 8-120. Archive Mnemonic Value Request Message Subject Naming.............. 180
Table 8-121. Properties of the Miscellaneous Elements for the Archive Mnemonic
Value ReqUESt MESSAQE. .. ccuvviiiiiiiiiiiiiiiiiiiiiiiiiiii i 181
Table 8-122. Archive Mnemonic Value Request Message Header Field Values...... 181
Table 8-123. Archive Mnemonic Value Request Message Additional Information....182
Table 8-124. Archive Mnemonic Value Response Message Summary .................... 186
Table 8-125. Archive Mnemonic Value Response Message Subject Naming.......... 188
Table 8-126. Properties of the Miscellaneous Elements for the Archive Mnemonic
Value ReSPONSe MESSAQE .....vvieieiiiiiiiiiiiiiiiiiiiiiiii e 189
Table 8-127. Archive Mnemonic Value Response Message Header Field Values...189
Table 8-128. Archive Mnemonic Value Response Message Additional Information.190
Table 8-129. Relationship between RESPONSE-STATUS and Dependent Fields ..192
Table 8-130. Interpretation of the RESPONSE-STATUS and RETURN-VALUE Fields
............................................................................................................. 193
Table 8-131. Archive Mnemonic Value Data Message SUummalry..........oceeveeeeeieneeen. 195
Table 8-132. Archive Mnemonic Value Data Message Subject Naming................... 197
Table 8-133. Properties of the Miscellaneous Elements for the Archive Mnemonic
Value Data MESSAQE ....cccueiiiiiiiiiiiiiiiiiiiiiiiiiieeeie i 198

XVi

Command and Control Message Specification™ (C2MS™) V1.01,

a

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt



Table 8-134.

Archive Mnemonic Value Data Message Header Field Values............ 19

Table 8-135. Archive Mnemonic Value Data Message Additional Information.......... 19
Table 8-136. Command Request Message SUMMArY ........ccciieeeiiiiiiiiiiiiiiiiiiennee, 209
Table 8-137. Command Request Message Subject Naming ........coceeeieeeiiieienennenee, 20
Table 8-138. Properties of the Miscellaneous Elements for the Command Request
MESSAQE ..ttt 20%
Table 8-139. Command Request Message Header Field Values...............cccceeveeenee. 205
Table 8-140. Command Request Message Additional Information........................... 20
Table 8-141. Command Response Message SUMMANY ......oocvieiiiiiiiiiiiiiiiiiiiiennee, 20
Table 8-142. Command Response Message Subject Naming ...........occeeeveeieneeennnee 20
Table 8-143. Properties of the Miscellaneous Elements for the Command Response
MESSAQE ..ttt 21
Table 8-144. Command Response Message Header Field Values ...............c.......... 21
Table 8-145. Command Response Message Additional Information........................ 219
Table 8-146. Command Echo Message SUMMAIY ......c.eeeiieiiiiiiiiiiiiiiiiiiiiiiesiieees 21
Table 8-147. Command Echo Message Subject Naming ........cccceeeeiiiciniiieieinnnee, 21
Table 8-148. Properties of the Miscellaneous Elements for the Command Echo
MESSAUE ..ttt 215
Table 8-149. Command Echo Message Header Field Values .............cccccvoveeeieennnne.. 21
Table 8-150. Command Echo Message Additional Information ............ccceeeeeeiennnnne. 21
Table 8-151. Uses of the Product MeSSage.......cccuviiiiiiiiiiiiiiiiiiiiiiiiiiieiin 21
Table 8-152. Product Request Message Subject Naming ..........occeeeveeeiiciiiiceeeee.. 22
Table 8-153. Properties of the Miscellaneous Elements for the Product Request
MESSAUE ..ttt 229
Table 8-154. Product Request Message Header Field Values .............cccccvevieeennne.. 229
Table 8-155. Product Request Message Additional Information................cccecvveee... 22
Table 8-156. Product Response Message Subject Naming.........ocevieveiiiiiiiiiieiinnnen, 22
Table 8-157. Properties of the Miscellaneous Elements for the Product Response
MESSAQE ...ttt 22
Table 8-158. Product Response Message Header Field Values ..................cco........ 22

Command and Control Message Specification™ (C2MS™) vV1.10 Xvii,

[Formatted: Font: 9 pt

/[ Formatted: Font: 9 pt

(D N

/) ,,/{ Formatted: Font: 9 pt



Table 8-159. Product Response Message Additional Information ................cceeeeeee.. 228
Table 8-160. Meaning of RESPONSE-STATUS and RETURN-VALUE with
Recommended ACHIONS. . .uuuuiuiiiiiiiiiiiiiiii i 230
Table 8-161. Example Scenarios Using the Set of Product Messages..................... 230
Table 8-162. Product Message Subject Naming........ocuuieeiiiiiiiiiiiiiiiiiiiiiiiiee, 232
Table 8-163. Properties of the Miscellaneous Elements for the Product Message...233
Table 8-164. Product Message Header Field Values ............cooeveiiiiciiiiciiiiiiene, 234
Table 8-165. Product Message Additional Information ..........cccccocceeiiceiiiiiiiinenee, 235
Table 8-166. Simple Service Request Message Subject Naming...........ceeeveeeeeenene. 239
Table 8-167. Properties of the Miscellaneous Elements for the Simple Service
Request MESSAUE......uuuiiriiiiiiiiii i 240
Table 8-168. Simple Service Request Message Header Field Values...................... 241
Table 8-169. Simple Service Request Message Additional Information.................... 242
Table 8-170. Simple Service Response Message Subject Naming ...........ccceeeeveenee. 244
Table 8-171. Properties of the Miscellaneous Elements for the Simple Service
RESPONSE MESSAUE ...ttt 245
Table 8-172. Simple Service Response Message Header Field Values................... 245
Table 8-173. Simple Service Response Message Additional Information................. 246
Table 8-174. CCSDS Navigation Data MESSAQES .......cceeiiviiiiiiiiiiiiiiiiiiiiiiiiieenes 249
Table 8-175. Attitude Parameter Message Additional Information...............cc..c........ 252
Table 8-176. Attitude Ephemeris Message Additional Information ............c..c.cco.e..... 254
Table 8-177. Orbit Parameter Message Additional Information .................ccceeeeveeene. 255
Table 8-178. Orbital Mean-Elements Message Additional Information ..................... 257
Table 8-179. Orbit Ephemeris Message Additional Information............c.c..coceeveeenenne. 259
Table 8-180. Tracking Data Message Additional Information ............ccccceiiiieiiinennns 261
Table 8-181. Navigation Data Message Subject Naming.........ccoocveviceiiiciiiiienennnne, 263
Table 8-182. Properties of the Miscellaneous Elements for the Navigation Data
MESSAUE ...t 264
Table 8-183. Header Field Values for Navigation Data Messages .......................... 264

XViil,

Command and Control Message Specification™ (C2MS™) V1.01,

a

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt



Table A-1. Software Class and Subclass Categories. .....uuueviiieicciiiiiiiiiiiiiieee, 266

Table A-2. Product CateQONES ..uuuuuuueeiieeeeiieieiisiiiieeeaseeeeeessssesessseaeaaeeeaeaseeeaeeeens 267

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

(D N

/ { Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) vV1.10 xix |




N
fiky

~
N

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt
XX

e
Command and Control Message Specification™ (C2MS™) V1.01,



Command and Control Message Specification™ (C2MS™) vV1.10

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt



XXiy

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt
/ { Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) V1.01,




E
i |
N
O

[Formatted: Font: 9 pt

Pocoopooplessris e e 154l [ Formatted: Font: 9 pt

{Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) vV1.10 x|




XXiV,

Command and Control Message Specification™ (C2MS™) V1.01,

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

{Formatted: Font: 9 pt




Font: 9 pt

[ Formatted

/A

Font: 9 pt
Font: 9 pt

Formatted

{ Formatted

188

Massage

e Summars

COuUH Y s s s e e ey

1

Massage

208
2

a Summans

RGO OO A CHONS s e e e

Recommended-Actions

Massage
Massage

Command and Control Message Specification™ (C2MS™) vV1.10



: Default Paragraph Font

: Default Paragraph Font

: Font: 9 pt

XXV

Command and Control Message Specification™ (C2MS™) V1.01,

: Font: 9 pt

: Font: 9 pt

o )




Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

[
[
(
[
(
[
(
[
(
[

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Command and Control Message Specification™ (C2MS™) vV1.10

-| Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

| Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Font: 9 pt

(
(
(
(
(
(
(
(
(
(
[ Formatted:
(
(
(
(
(
(
(
(

/| Formatted:

Font: 9 pt

Font: 9 pt

o J A A JC A ) L) ) L) L) L) ) L) L) L) LU

{ Formatted:



[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted

: Default Paragraph Font

Formatted:

Default Paragraph Font

(
(
( Formatted:
(
(
 Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

(
(
 Formatted:
(
(

Formatted:

Default Paragraph Font

) J UJ UJ U

(
A
{ Formatted:
(
(
(

XXVii

Command and Control Message Specification™ (C2MS™) V1.01,

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted

: Default Paragraph Font

Formatted:

Font: 9 pt

/| Formatted:

Font: 9 pt

Font: 9 pt

O L)

{ Formatted:



[ Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Command and Control Message Specification™ (C2MS™) vV1.10

XXiX,

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Font: 9 pt

(
(
(
(
(
(
(
(
(
(
(
(
(
 Formatted:
(
(
(
(
(
(
(
(
(
(
(
(
(

/| Formatted:

Font: 9 pt

Font: 9 pt

{ Formatted:



Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted

: Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

) J UJ J U

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

) U UJ J U

Formatted:

Default Paragraph Font

Formatted

: Default Paragraph Font

XXX

Command and Control Message Specification™ (C2MS™) V1.01,

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Font: 9 pt

(
[
(
) [ Formatted:
(
(

/| Formatted:

Font: 9 pt

Font: 9 pt

o L ) U

{ Formatted:



Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted

: Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

) J UJ J U

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
( Formatted:
(
(

Default Paragraph Font

) U UJ J U

Formatted:

Default Paragraph Font

Formatted

: Default Paragraph Font

Command and Control Message Specification™ (C2MS™) vV1.10

XXX

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Font: 9 pt

(
[
(
) [ Formatted:
(
(

/| Formatted:

Font: 9 pt

Font: 9 pt

o L ) U

{ Formatted:



Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

(
(
( Formatted:
(

Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

(
(
 Formatted:
(
(

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

(
(
 Formatted:
(
 Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

XXXk

Command and Control Message Specification™ (C2MS™) V1.01,

‘| Formatted:

Default Paragraph Font

Formatted

: Default Paragraph Font

Formatted:

Font: 9 pt

(
(
(
(
[ Formatted:
(
(
(
(

/| Formatted:

Font: 9 pt

Font: 9 pt

o G A J ) ) L) L) UL

{ Formatted:



[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

(
(
 Formatted:
(

Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

(
(
(
 Formatted:
(
(
(

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

(
(
 Formatted:
(

Formatted:

Default Paragraph Font

(
A
{ Formatted:
(
(
(

Command and Control Message Specification™ (C2MS™) vV1.10

XXXl

Formatted:

Default Paragraph Font

| Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted

: Default Paragraph Font

Formatted:

Font: 9 pt

/| Formatted:

Font: 9 pt

Font: 9 pt

O L)

{ Formatted:



Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

[
[
(
[
(
[

Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

[ Formatted:

Default Paragraph Font

XXXiV,

Command and Control Message Specification™ (C2MS™) V1.01,

[ Formatted:

Font: 9 pt

[ Formatted:

Font: 9 pt

Font: 9 pt

{ Formatted:



Figures

Figure 6-1. C2MS Defined MeSSA0E ...cceiieiiiiiiiiiiieiiiiee it b
Figure 6-2. Message Field MUtipliCIty .......oeviseeiiieiiiiiiiiiiiiiiieiisieeeeieie e 15
Figure 6-3. Message Series FIeldS .....couueiiiiiiiiiiiiiiiiiiiiiiieien 16
Figure 7-1. C2MS Message Exchange Patterns Diagram..........coceveiieiiiiiiiiieienee, 25
Figure 7-2. Sequence Diagram of PUBliSh ........veeveeiiiiiiiiiiiiiiiiiiiie 30
Figure 7-3. Sequence Diagram of ReqUESt/ACK ......coiveveiiiiiiiiiiiiiiiiiiiieiiiiiieeee 31
Figure 7-4. Sequence Diagram of Request/Response Message Exchange Pattern 32
Figure 7-5. Sequence Diagram of Request/ACK/Response Message Exchange
Pattern .ooeeeeeeiiiiiii it 38
Figure 7-6. Sequence Diagram of Request/ACK/Interim Status/Response Message
Exchange Pattern ...........ceeeeeiiiieiiiiiiiiiiiiiiiiiee e 3b
Figure 7-7. Sequence Diagram of Request/Interim Status/Response Message
Exchange Pattern ..........cceeeeiiiiiiiiiiiiiiiieeisieeeee e 36
Figure 7-8. Sequence Diagram of Triad 1: Request/Response/Publish Message
Exchange Pattern ..........coeeeeeiiiiiiiiiiiiiiiiieiisieee e 38
Figure 7-9. Sequence Diagram of Triad 2: Publish/Request/Response Message
Exchange Pattern .........oeoueeeeiiiiiiiiiiiiiiiee it 40
Figure 7-10. Sequence Diagram of Subscription Message Exchange Pattern........... 42
Figure 8-1. Message Envelope Diagram.......cveeeeeiieeeiiiiiiiiiieiiiiiieeiiiiie e 51
Figure 8-2. Message Header Diagram .......euueeeeeiieiiiiiiiiiiiiiiieiiiee e 54
Figure 8-3. Log Message Diagram. ... .c.eeeeeei i 62
Figure 8-4. Archive Message Retrieval Request Diagram ...........cccoeeceveiiiiiiiieennnne 78
Figure 8-5. Archive Message Retrieval Response Diagram...........ccccceeeeiiiiiieeeennnes 79
Figure 8-6. Directive Request Diagram ... ....ceeveeiieiiiiiiiiiiiciiiii i 8b
Figure 8-7. Directive Response Diagram .........eeeeeiiceeiiiiiiiiiiieiiiiiieeeiiiiieeeei 389
Figure 8-8. Configuration Status Message Diagram ...........cevveceeiiiiiiiiiiiiiiiiiieeenee 9b
Figure 8-9. Control Message DIiagram .......eeeeeeeiiieeiiieiiiieii ettt 99
Figure 8-10. Device Message Diagram .........cceeeeeiieiieeiiiiiiiiieiiesiiiee i 108
Command and Control Message Specification™ (C2MS™) vV1.10 XXXV,

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt




Figure 8-11. Heartbeat Message Diagram ..........ceeeieiiiieieiiiiiiiiiiiiiiiiiiiiee, 108
Figure 8-12. Resource Message Diagram .........cceeeeiceiiiieiiiiiiiiciiiiieiiicieieeee 113
Figure 8-13. Telemetry CCSDS Packet Message Diagram .........c.ccceevceiiiieeieiennns 120
Figure 8-14. Telemetry CCSDS Frame Message Diagram .......cceeeeeeeiiceiiiceiennnenns 124
Figure 8-15. Telemetry CCSDS CADU Frame Message Diagram........................... 129
Figure 8-16. Telemetry CCSDS Transfer Frame Message Diagram........................ 134
Figure 8-17. Telemetry TDM Frame Message Diagram........cccoceeeiiiiiiiiiiiiieiiieennns 139
Figure 8-18. Telemetry Processed Frame Message Diagram.........ccceeeeviiicveeeiennnnns 143
Figure 8-19. Replay Telemetry Data Request Message Diagram............................ 149
Figure 8-20. Replay Telemetry Data Response Message Diagram ......................... 155
Figure 8-21. Mnemonic Value Message Sequence Diagram .........ccceveeeseiiiiceenenene.. 157
Figure 8-22. Mnemonic Value Request Message Diagram.........cceuieveeiiciiiieeeienenee, 161
Figure 8-23. Mnemonic Value Response Message Diagram ...........oceeeeseeiiieeeenene.. 168
Figure 8-24. Mnemonic Value Data Message Diagram.........ccceeeveiiiiiiiciiiieienenee, 175
Figure 8-25. Archive Mnemonic Value Request Message Diagram......................... 182
Figure 8-26. Archive Mnemonic Value Response Message Diagram ...................... 190
Figure 8-27. Archive Mnemonic Value Message Sequence Diagram ...................... 194
Figure 8-28. Archive Mnemonic Value Data Message Diagram.........cc..ceeeeeeeenene. 199
Figure 8-29. Command Request Message Contents Diagram..........ccceeeeiieieaeeennnee 206
Figure 8-30. Command Response Message Diagram ........ccoceeeiieiiiiiiiiiiiiiiiennee, 211
Figure 8-31. Command Echo Message Diagram .........c.cceceeviiiieiiiiiiiiiiiiiciiiieienes 216
Figure 8-32. Product Request Message Diagram ..........ccccucciiiieiiiieiiiiiiiiiiiienen, 223
Figure 8-33. Product Response Message Diagram ..........ccccceieieieiiieiiiciiiieeenene, 228
Figure 8-34. Product Message Diagram .............cuiuiceiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeen 234
Figure 8-35. Simple Service Request Message Diagram........c..cecceeiicieiiiiieienennne 241
Figure 8-36. Simple Service Response Message Diagram.........ccceeeieeiiiiiieiennee, 246
Figure 8-37. Attitude Parameter Message Diagram .........ceeeeiiieiiiiiiiiiiiiiiiieniiens 251
Figure 8-38. Attitude Ephemeris Message Diagram ........c..cccuevceiiiieiiisiiiiiiieiiiinnns 253

XXXV

Command and Control Message Specification™ (C2MS™) V1.01,

a

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

/ { Formatted: Font: 9 pt



Figure 8-39. Orbit Parameter Message Diagram ...........ceeevvveeiiiiiiiieeiieiiiieiieiiiiniennnn, 2556

Figure 8-40. Orbit Mean-Elements Message Diagram..........ccceeeeeeeeeeeeeeiieeveeeisiinnnnnn. 25Y
Figure 8-41. Orbit Ephemeris Message Diagram ... .....oovveveeeeeeiiiiiieeiieeiiiieeeeseeeennnnns 259
Figure 8-42. Tracking Data Message Diagram ............eeeeeeeieiiieeiiiiiieeiisiiiiiiieeaaeaeeeeas 261

[Formatted: Font: Not Bold

Command and Control Message Specification™ (C2MS™) vV1.10 i |

[Formatted: Font: 9 pt

/ /[ Formatted: Font: 9 pt

(D N

/ { Formatted: Font: 9 pt



XXXViil

Command and Control Message Specification™ (C2MS™) V1.01,

{ Formatted:

Font: Not Bold

{ Formatted:

Font: Not Bold

[ Formatted:

Font: 9 pt

/ /[ Formatted:

Font: 9 pt

{ Formatted:

Font: 9 pt

o )




Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Formatted: Font: Not Bold

(
(
( Formatted: Font: Not Bold
(
[
(

Formatted: Font: Not Bold

Commented [MA5]: The Figures table needs to be recreated,
but it has some oddities. I'll let Michelle resolve this when doing

final edits.

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

(
(
(
( Formatted: Default Paragraph Font
(
(
(
(

Formatted: Default Paragraph Font

[Formatted: Default Paragraph Font

[Formatted: Default Paragraph Font

[Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Command and Control Message Specification™ (C2MS™) vV1.10

Formatted: Default Paragraph Font

/| Formatted: Default Paragraph Font

Formatted: Font: 9 pt

(

(

A
7 [Formatted: Default Paragraph Font

(

(

/| Formatted: Font: 9 pt

o JC ) U

{ Formatted: Font: 9 pt



Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

XL

Command and Control Message Specification™ (C2MS™) V1.01,

Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

| Formatted:

Default Paragraph Font

Formatted:

Default Paragraph Font

4 | Formatted:

Default Paragraph Font

Formatted:

Font: 9 pt

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
 Formatted:
(
(
(
(
(
(
(
(
(
(
(
(
(
(

/| Formatted:

Font: 9 pt

Font: 9 pt

o JC A A JC  Je ) ) ) ) L J e ) ) ) ) ) ) ) ) ) J ) ) uJuJ L)L)

{ Formatted:



Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

Formatted: Default Paragraph Font

(
(
(
(
(
( Formatted: Default Paragraph Font
(
(
(
(

Formatted: Default Paragraph Font

Command and Control Message Specification™ (C2MS™) vV1.10

PN

[ Formatted: Font: 9 pt

[Formatted: Font: 9 pt

{ Formatted: Font: 9 pt




Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membership, not-for-profit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies and academia.

OMG member companies write, adopt, and maintain its specifications following a mature, open process. OMG's
specifications implement the Model Driven Architecture® (MDA®), maximizing ROI through a full-lifecycle approach
to enterprise integration that covers multiple operating systems, programming languages, middleware and networking
infrastructures, and software development environments. OMG’s specifications include: UML® (Unified Modeling
Language™); CORBA® (Common Object Request Broker Architecture); CWM™ (Common Warehouse Metamodel);
and industry-specific standards for dozens of vertical markets.

More information on the OMG is available at https://www.omg.org/.

OMG Specifications

As noted, OMG specifications address middleware, modeling and vertical domain frameworks. All OMG Formal
Specifications are available from this URL:

https://www.omg.org/spec

All of OMG’s formal specifications may be downloaded without charge from our website. (Products implementing
OMG specifications are available from individual suppliers.) Copies of specifications, available in PostScript and PDF
format, may be obtained from the Specifications Catalog cited above or by contacting the Object Management Group,
Inc. at:

OMG Headquarters
109 Highland Avenue
Needham, MA 02494
USA

Tel: +1-781-444-0404
Fax: +1-781-444-0320
Email: pubs@omg.org

Certain OMG specifications are also available as 1ISO standards. Please consult http://www.iso.org

Issue Reporting

The reader is encouraged to report any technical or editing issues/problems with this specification find by completing the
Issue Reporting Form listed on the main web: OMG Specifications, report an issue.
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Introduction to Specification

The objective of this C2MS (Command and Control Message Specification) standard is to establish common format
specifications to allow for common data exchange interfaces for integrating satellite mission ground data system
products from multiple vendors and system developers. The formats may be of benefit for system-internal interface
definitions and for communications between systems.

This C2MS standard was originally created as part of a National Aeronautics and Space Administration (NASA) project
(called the Goddard Mission Services Evolution Center, or “GMSEC”) whose mission is to provide a framework to
enable flexible and cost-effective means to meet the operational needs of current and future missions. This includes
single satellite missions, satellite fleets, and future constellation missions. In order to provide rapid and flexible mission
development and continued operations throughout a mission’s lifecycle, the GMSEC project architecture incorporates a
concept that supports simplified component integration and system communications. (see Figure I-1 Original GMSEC
API/Bus Features and Figure 1-2 GMSEC Architecture Ground System Software Categories, Notional). The GMSEC
architecture is a middleware-based system architecture using standardized messages, the GMSEC application
programming interface, and Commercial off the shelf (COTS) and Government off the shelf (GOTS) middleware and
functional components. The GMSEC Application Programming Interface (API) enables components to have a uniform
interface to the underlying middleware and isolates the components from the middleware (see Figure -3 GMSEC |
Middleware Abstraction Layers). Using the standard messages along with the GMSEC API allows a component to be
GMSEC compliant and helps it achieve plug and configure compatibility. For a component to be considered GMSEC
compliant, it must use the standard set of messages and the GMSEC API.

This document defines the standardized messages developed as part of the GMSEC architecture as well as interaction
patterns for their effective usage. The actual GMSEC architecture and software are not part of this OMG standard.

?e

Legacy
Intercennection

Software Bus
Middleware
§ Message Mussage
(=Tl Filtering Fouting

raplementing |
Sedtware Bus
|

Figure I-1. Original GMSEC API/Bus Features
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Front-Ends, Planning & TLM/CMD Flight Analysis &

Simulators Scheduling Systems Dynamics Trending
| Message Bus via API |
Test Monitoring Situational Automation
Tools Tools Tools Tools

Figure I-2. GMSEC Architecture Ground System Software Categories, Notional

Publisher Subscriber
l
GMSEC API GMSEC API
| ]
M/W Adaptors M/W Adaptors
l [
M/W Client M/W Client
Library Library

l [

GMSEC Middleware

Figure I-3. GMSEC Middleware Abstraction Layers

Applications communicate with one another through the GMSEC API (via the underlying middleware) using standard
messages. Each of these messages includes a specific subject that identifies which message standard defines both the
content and meaning of the message. This “subject” is sometimes referred to as the “subject name”, “routing header”, or
“header 0”. Applications send messages by providing the message and message subject to the GMSEC API, which in
turn provides it to the middleware.

The middleware takes the responsibility of routing a copy of any message with that subject that appears on the software
bus to the requesting application(s). Applications receive messages by providing the requested message subject via the

GMSEC API to the middleware — this is also referred to as “subscribing to a particular subject.” This subject-based [ Formatted: Font: 9 pt

message addressing promotes loose coupling: message producers need not know the location, quantity, or platform of

: Formatted: Font: 9 pt
message consumers; and message consumers need not know the details of message producers. [ P
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The NASA GMSEC Architecture Document (see Section 3.2 Non-Normative References) provides a detailed description
of the concepts, high-level design, and application of the GMSEC reference architecture. Other development efforts
could result in non-C2MS-compatible systems.
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1 Scope

This document, the Command and Control Message Specification (C2MS), is the definition of the standardized
messages along with interaction patterns for their use for common interfaces found in typical satellite ground data
systems. This promotes platform independence that allows easy plug and play intercommunication among
components. The Platform Independent Model (PIM) simply describes the messages and interactions necessary to
communicate between components.

Note that NASA has developed a Platform Specific Model (PSM) referred to as GMSEC. The GMSEC API
software, selected components, and documentation are distributed by NASA. Others are free to develop alternative
PSMs.

2 Conformance

The primary point of conformance is support of the PIM. Conformance to any defined PSM is optional, but if a
defined platform is used, such as eXtensible Markup Language (XML) or JavaScript Object Notation (JSON), the
implementation must conform to the appropriate PSM. In the event that a PSM does not exist for a specific protocol,
implementers are encouraged to define a PSM and submit it for standardization to the OMG.

3 References

3.1 Normative References

The following normative documents contain provisions that, through reference in this text, constitute provisions of
this specification. For dated references, subsequent amendments to, or revisions of, any of these publications do not
apply.

XML Tim Bray, Jean Paoli, C.M. Sperberg-McQueen, and Eve Maler, editors. Extensible Markup Language (XML)
1.0 (Fourth Edition). World Wide Web Consortium, 2000. (See http://www.w3.0org/TR/2006/REC-xmI-20060816.)

ECMA —404 The JSON Data Interchange Format, 1% Edition / October 2013, ECMA International (See
http://www.ecma-international.org/publications/standards/Ecma-404.htm)

CCSDS - In relation to telemetry data formats, particularly the Consultative Committee for Space Data Systems
(CCSDS) frames and packets and the contents of the C2MS navigation messages, the CCSDS Recommendations
and Reports should be referenced (See http://www.ccsds.org). For navigation data messages, see the following
specifications:

e Attitude Data Messages 504.0-B-1
e Orbit Data Messages 502.0-B-2
e  Tracking Data Message 503.0.B-1

XTCE - XML Telemetric and Command Exchange (XTCE) - The XML Telemetric and Command Exchange

(XTCE) data specification provides an information model for telemetry and command data. This OMG specification [ Formatted: Font: 9 pt

defines a standard exchange format for telemetry and commanding that will support the exchange of data through all [ ; tted: Font: 9 pt
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phases of the satellite, payload, and ground segment lifecycle: system design, development, test, validation, and

mission operations (see https://www.omg.org/space/xtce/).

3.2 Non-Normative References

3.2.1 NASA GMSEC Documents

The following GMSEC documents set forth the NASA GMSEC Architecture and the GMSEC Applications
Programming Interface User’s Guide. Documents for specific GMSEC-compliant software components should be

consulted on an individual basis.

e GMSEC Architecture Document, Release 2.8.1, February 2014

e GMSEC API 4.3 User’s Guide, May 2017

4 Terms and Definitions

he following table lists terms and descriptions for selected acronyms and abbreviations used in

this document.

Table 4-1. Acronyms and Abbreviations

Term Description
ACK Acknowledge or Acknowledgement
ANL Analysis
AOS Acquisition of Signal
API Application Programming Interface
APID-or APID CCSDS Application Process Identifier]
ARC Archive
AST Assessment
C2CX Component-to-Component Transfer
C2MS Command and Control Message Specification
CCSDS Consultative Committee for Space Data Systems
CFG Configuration
CFG Configuration Control and Management
CNTL Control
COTS Commercial off the shelf
CRYPT Encryption
cvcbu Coded Virtual Channel Data Unit
CVT Current Value Table
DEV Device
EPH Ephemeris
EU Engineering Units
EUI Extended Unique Identifier
FEP Front End Processor
GMSEC Goddard Mission Services Evolution Center
GOTS Government off the shelf
GSFC Goddard Space Flight Center
GUI Graphical User Interface
HB Heartbeat
ID Identifier
IEEE Institute of Electrical and Electronics Engineers

Command and Control Message Specification™ (C2MS™) V1.01,
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Term Description
IP Internet Protocol
JSON JavaScript Object Notation
LOS Loss of Signal
LRV Last Received (or recorded) Value
MAC Media Access Control
MAN Maneuver Planning
ME Miscellaneous Element
MEP Message Exchange Pattern
MON Monitor
MSG Message
NAC Navigation and Control
NASA National Aeronautics and Space Administration
oD Orbit Determination
OMG Object Management Group
0s Operating System or Systems
PAGE Paging
PIM Platform Independent Model
PSM Platform Specific Model
PTA Plotting, Trending and Analysis
REQ Request or Required
RESP Response
RPY Replay
RSRC Resource
RT Real-tFime
RTTOM Real-Time Telemetry Data Messages [Commented [MA8]: C2M511-238
RULE Rule-Action
SCH Schedule or Scheduling
SCID CCSDS Spacecraft Identifier |
SDTF Space Domain Task Force I
SIM Simulation or Simulator
SQL Structured Query Language
T&C Telemetry and Command
TDM Time Division Multiplexing
or Tracking Data Message| [Commented [MA9]: C2M511-238
TLM Telemetry
UML Unified Modeling Language
URI Uniform Resource Identifier
UuTCc Coordinated Universal Time
VCID CCSDS Virtual Channel Identifier] [ Commented [MA10]: C2Ms11-217
VER Verify
Wrt With respect to
XML eXtensible Markup Language
XTCE XML Telemetric and Command Exchange
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Table 4-2. Glossary

Term

Description

c2ms

A Command and Control Message Specification standard to establish common format
specifications to allow for common data exchange interfaces for integrating satellite
mission ground data system products from multiple vendors and system developers.

Message Exchange Pattern

A description of how C2MS messages can be sent between components.

Message Type

Three fundamental C2MS message types (message, request, and response) are defined
in C2MS and can be used in various combinations with one another to create an infinite
number of message exchange patterns. In turn, these message exchange patterns can
be used in the description of the interfaces for any number of services.

Miscellaneous Elements

Application programs should be able to define their own set of unique elements of the
subject name in order to create their own unique subject names. Therefore, a C2MS-
defined subject name contains a fixed portion and a variable portion of miscellaneous
elements.

OMG

An open membership, not-for-profit computer industry standards consortium that
produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments.

Subject Name

Also known as subject, topic, routing header, and header 0; this is routing information
used by the middleware/transport layer and provides for the publish/subscribe
architecture.

Tracking

Tracking, one of the message classes composed of aggregated UML classes, is reserved
for Application Programming Interface usage. Message classes are composed of
aggregated UML classes that show whether the fields are required, optional, tracking, or
dependent.

5 Additional Information

5.1 Acknowledgements

The OMG would like to thank the following organization for creating this specification:

N ASA Goddard Space Flight Center (GSFC)

€
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6 PIM — C2MS Subject Names and Message

’S”l retureCompositio n‘ | Commented [MA11]: c2ms11-260

6.1 Overview

The C2MS defines a standard, platform independent model (PIM) for communication among various components.
The C2MS model does not presume or try to define a specific system level architecture. Instead, it defines generic
concepts such as messages and parameters that are relatively simple to implement; this provides system integrators
common ways to connect heterogeneous suites of space related software. The C2MS PIM consists of message
classes that define the messages’ contents so that the user can create, send, and receive messages.

Each C2MS defined message is composed of three pieces: A C2MS Subject Name that identifies a message, the
C2MS Message Header that is common to all messages and a C2MS Message Body Content portion that is unique

for each message. In common pub/sub systems, the Subject Namesubject name fis used for routing purposes. [Commented [MA12]: C2Ms11-49

C2MS Subject Name

C2MS Message Header

C2MS Message Body

Content

Figure 6-16-1. C2MS Defined Message

The Message Header and Message Body Content portions are comprised of fields. One of the fields in both message
portions is a version number. The version number identifies the iteration of the message definition and is shown
below in expanded format.
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6.2 Subject Names

Subject names are constructed to provide the subscribing application(s) efficient flexibility to filter messages.

Filtering may occur at two levels: the middleware level and the application level. Filtering takes place at the
middleware level based solely upon the subject name. The middleware typically does not extract information from
the message contents - it routes messages based solely on the subject contents.

Filtering at the application level takes place based upon the message contents. Applications should be built and
subjects defined so as to maximize filtering at the subject level by the middleware. Filtering of messages at the
application level may be necessary for some applications, but should be minimized to maximize system efficiency.

The following table suggests some subject name elements (in addition to the message type and
subtype) to which a subscribing application could subscribe in order to limit the number of messages that it receives.
Not every message or possibility is listed.

Table 6-1. Sample Subject Filtering Items in Addition to Type and Subtype

Message Subiject Filtering ltems
e  Mission
e Constellation
) o Satellite
Real-tFime Log Message «  Publisher
e  Occurrence type
e Severity
Archive Message Retrieval : EZ:ﬁZg?:rr
Request and Response e Response Status (ACK, Working, Success, Failure, Invalid, Final)
Directive Request and e Requestor
Response e Response Status (ACK, Working, Success, Failure)
e  Mission
e  Constellation
o Satellite
Telemetry Messages e Publisher
o Telemetry format
e  Stream mode
e Channel or AP-ID
e  Mission
e Constellation
e Satellite
[Replay Telemetry Message e Publisher
e Telemetry format
e  Stream mode
e Channel or AP-ID|
Mnemonic Value Data Message, | ¢  Mnemonic
Request, and Response e Requestor
Archive Mnemonic Value Data : ?)/l;ss“t):llation
Message, Request, and . Satelite
Response e  Requestor

P
o
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Message Subject Filtering Items

e  Mission
Product, Product Request, and : g;)tne s"ti(ta;latlon
Product Response e Publisher
e Product Type and Subtype

6.2.1 Characteristics of Subject Names

1. C2MS messages must be easily distinguishable by subject; short elements are encouraged for fast parsing and
efficient throughput.

2. In order for the middleware to distinguish standard C2MS messages from other routable messages, an indicator
or element should be present in the subject name. Thus, C2MS standardized messages can be filtered and routed
apart from other non-C2MS messages.

3. Most applications will filter messages by subject so a common set of filtering parameters would be beneficial.
But a common set of parameters may not be applicable to all messages’ subject names. Therefore, applications
will use the common set of parameters, but also be able to expand upon these common filtering parameters with
their own unique filtering parameters.

Examples of the common filtering parameters include: constellation and/or satellite, message type and subtype.
A subject name should contain elements with these common distinguishing characteristics.

4. A means of distinguishing telemetry data streams (or other data/messages streams) is needed at the subject
name level so that an application can subscribe to one or more data/message streams.

An application may want to subscribe to a telemetry data stream (or a subset of data streams):

e That has not started flowing yet; that has a single telemetry format or a subset of telemetry formats; that is
from a single satellite or a constellation of satellites;

e That contains real-time or playback data;
or

e Thatis a subset of mnemonics from a single satellite.

A configuration table of active or future (expected) data streams could assign a unique Stream Identifier (ID) to each
data stream that the publisher would then include in the subject name. A subscriber could look up the Stream ID in
the table and subscribe to the subject that includes that unique 1D.

Furthermore, the publisher of the data may (request to) update the data stream table with the subject by which the

data will be published. (This could also be used to distinguish a real-time stream from a playback stream.
Subscribers must also determine if they need to unsubscribe once the data stream has ceased.)

6.2.2 Format of C2MS Subject Names

Based on the characteristics of the C2MS Subject Names and on existing subject (topic) conventions, the following
subject name format rules are used:

Subject names follow the format of a string of characters separated by the dot (. ) character. The character strings
separated by the dots are called elements.

e THIS.IS.A.VALID.SUBJECT (This subject has 5 elements)

Command and Control Message Specification™ (C2MS™) V1.61 %
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\Only alphanumeric (uppercase or lowercase), underscore (“_”), and dash (“-”) characters are

valid. No invisible or control type characters are used. No element is empty. If an element is required but not
applicable for that mission or to that type of message, the publisher inserts “FILL” (no quotes) for that element. For
example, most but not all messages are satellite related, so a “Satellite ID” is part of all message’s subject names. If
a message is not satellite specific, the publisher inserts “FILL” into that portion of the subject name.

THIS.IS.NOT.A.VALID.SUBJECT. (missing element at the end)
.THIS.IS.NOT.A.VALID.SUBJECT (empty element at beginning)
THIS.IS..NOT.A.VALID.SUBJECT (empty element in middle)
C2MS.FILL.VALID.SUBJECT (valid C2MS subject)

Subject names are case-sensitive, so "sat1" is not equal to "SAT1" and neither is equal to "Sat1". Subject names

must be at least one character in length.

A C2MS subject is distinguished from other subjects by the first element, which contains the capitalized text
“C2MS” (no quotes). Otherwise uppercase or lowercase are valid.

C2MS.VALID.SUBJECT (valid C2MS subject)

C2ms.not.valid.subject (invalid C2MS

subject name, not uppercase "C2MS")

C2MS.valid.subject (valid C2MS subject, uppercase and lowercase both valid)|

An application can subscribe to subjects using various wildcards. Wildcard characters are not used by publishing

applications. The wildcard rules are as follows:

An asterisk (*) can take the place of exactly one whole element but not a substring of an element. The asterisk

DOES NOT have to be the right-most character.

THIS.*.VALID (valid wildcard substitution)
THIS.IS*.NOT.VALID (invalid wildcard substitution)

A greater-than (>) character can appear ONLY as the right-most character of a subject immediately after the element
delimiter (“.”) and will match any subject with one or more elements to the right.

THIS.IS.VALID.> (valid wildcard substitution)
THIS.IS.>.NOT.VALID (invalid wildcard substitution)

A plus (+) character can appear ONLY as the right-most character of a subject immediately after the element
delimiter (“.”) and will match any subject with zero or more elements to the right.

THIS.IS.VALID.+ (valid wildcard substitution)
THIS.IS.+.NOT.VALID (invalid wildcard substitution)

The following examples illustrate the use of the “*”, “>”, and “+” wildcard syntax and the matching semantics.

Table 6-2.

Asterisk, Greater Than, and Plus Sign Wildcard Syntax Examples

Example

Comments

THIS.IS.VALID.*

Match the first three elements and any fourth element. Here, subjects with more than 4 elements

will not match.

8
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Example Comments

THIS.IS.VALID.> | Aslong as the first three elements match, will match any subject of any greater length. Subjects of
three elements will not match.

THIS.IS.VALID.+ | Aslong as the first three elements match, will match any subject of any greater or equal length.

Subjects of three elements will match.

Table 6-3. Subject Name Matching Examples

Subject Matching Subjects Non-Matching Subjects Non-Matching Reason
ONE.TWO.* | ONE.TWO.THREE ONE.TWO.THREE.FOUR | Extra element

ONE.TWO.SEVEN ONE.TWO Missing element
ONE.TWO.TWO ONE.TWOTHREE.FOUR | Non-matching second element

ONE.> ONE.TWO TWO.ONE Position mismatch
ONE.TWO.THREE ONE Missing element
ONE.TWO.XYZ.FIVE | ONEZ.TWO Non-matching first element

ONE. + ONE TWO.ONE Position mismatch
ONE.TWO ONEZ.TWO Non-matching first element
ONE.TWO.XYZ.FIVE

NOTE: As guidance, in order to maximize speed and throughput rates, subject names should be short and not use an
extraordinary number of elements.

. [The length of an element should not exceed 2512 characters., except when it represents a GUID.| | [Commented [MA15]: C2mS11-49 ]

e  The length of a subject is dependent on the number of elements.

Commented [MA16]: C2MS11-214, but cleaned up the working
to avoid redundancy ("it" instead of "subject element").

6.2.3 C2MS Subject Name Standard

A few common elements of the subject can be identified that would (nearly) always be included in the subject name.
They are:

Subject standard

Domainl and Domain2

Mission, Constellation, and Satellite IDs
Message type

Message subtype

Additionally, application programs should be able to define their own set of unique elements of the subject name in
order to create their own unique subject names. Therefore, a C2MS-defined subject name contains a fixed portion
and a variable portion of elements, and is defined as follows:

[ Formatted: Font: 9 pt ]
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Table 6-4. C2MS Subject Name Definition

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Specification | DOMAIN1 | DOMAIN2 | missiON | CONST | SAT | TYP | SUBTYP ME! | ME2 | ME3 | ME4 | ME5 | ME6

\ J | )

Fixed portion Variable portion
P . Each message definition determines whether a Miscellaneous
All elements required . : .
Element is required or optional

In text format the subject would appear as:

SPECIFICATION.DOMAIN1.DOMAINZ2 .MISSION.CONST.SAT.TYPE.SUBTYPE.MEI.ME2.MES3....

The first eight subject elements, the Specification, Domainl, Domain2, Mission, Const, Sat, Type, and Subtype are fixed. These elements are always defined
the same and are required to be filled in by the publisher/sender of a message.

The elements to the right of the fixed portion of the C2MS subject are the Miscellaneous Elements and are the variable portion of the subject. The Miscellaneous
Elements are message and subscriber specific. That is, the publisher/subscriber (sender/receiver) would predefine or even dynamically create as many
Miscellaneous Elements as needed according to their filtering needs. Thus, depending on the message definition, they can have different meanings, can vary in
number, and can be either required or optional.

If an element is required but not applicable for that mission or to that type of message, the publisher inserts “FILL” (no quotes) for that element. For example,
most, but not all messages are satellite related, so a “Satellite ID” would be part of all message’s subject names. If a message were not satellite specific, the
publisher would insert “FILL” into that portion of the subject name.
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6.2.3.1 Subject Standard Element of the C2MS Subject Name

The Subject Standard element of the subject name identifies the specification used. This interface specification
document is the standard by which the C2MS subject-rameSubject Name is defined and interpreted. For C2MS |
defined subject names, the first element is always “C2MS”.

A C2MS Subject Namesubjeet-name will be distinguished from other subject names by the first element, which shall
contain the capitalized text “C2MS” (no quotes). For example:

e C2MS.VALID.SUBJECT (valid C2MS subject)

o Cl2ms—not-valid-subieect{invalid-C2MSsubjecttowercase) C2ms.not.valid.subject (invalid

C2MS subject name, not uppercase "C2MS" )\ [Commented [MA17]: c2ms11-49

6.2.3.2 Domain Elements of the C2MS Subject Name

The two domain elements, Domainl and Domain2, in the subject name allow logical separation of messages and
access control rules to mission-specific messages based on physical or logical domains within a mission or
enterprise’s architecture. This may include instances of the same mission system operating in different modes, e.g.,
operations and backup operations. Missions should coordinate their use for messages outside of specific areas as
allowed for situational awareness, testing, etc.

6.2.3.3 Mission Elements of the C2MS Subject Name
[Three elements comprise the fixed Mission Elements. They are described in Fable-6-5the table below.-below-

Table 6-5. Descriptions of the Mission Elements of the C2MS Subject Name

Element Name Value Description

Mission [Name of mission] Name of a mission. E.g., MyMissionMY-MISSION-(in UPPERCASE}

Const [Name of constellation] | Name of constellation, e.g. MyConst1MY-CONSTH-{in UPPERCASE)

Sat [Name of satellite] Name of a satellite-for-that-mission-or-within-the-constellation-of satellites. E.g.,
MY-PRIMEMySatiMY-SATY - {in UPPERCASE)

For single satellite missions, the mission identifier, constellation, and satellite ID may be different, or may be
identical. Or the mission may choose to name the satellite by adding “1” to the mission name. For example:

C2MS.D1.D2.Suné¥.C1.HELIO.MSG.LOG.. |

or,
C2MS.D1.D2.SunbN.C1.SUN.MSG.LOG.. |

or,
C2MS.D1.D2.Sunb.SUNL.SUN1.MSG.LOG..

Some missions may consist of a fleet or a constellation of satellites or multiple constellations and can be
distinguished in the following manner similar to a product manufacturer’s model and serial number identification:

C2MS.D1.D2.MoonooN.ConstoNSTl . LUNARL

C2MS.D1.D2.Moon&oN.ConstoNST1 . LUNAR2 [Formatted: Font: 9 pt
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C2MS.D1.D2.Mars.Cl.11
C2MS.D1.D2.Mars.Cl.12
C2MS.D1.D2.Mars.C1.13

C2MS.D1.D2.MSN1.CONST-A.Satl
C2MS.D1.D2.MSN1.CONST-B.Satl
C2MS.D1.D2.MSN1.CONST-A.Satz2
C2MS.D1.D2.MSN1.CONST-B.Sat2
C2MS.D1.D2.MSN1.CONST-A.Sat3

C2MS.D1.D2.MSN1.CONST-B.Sat3 ( Commented [MA18]: C2vs11-49

It is important to note that the subject naming convention for the “Sat” element of the subject does not have to refer
to a single physical satellite, though that may be a common way of using the “Sat” element. “Sat” could refer to the
physical satellite (perhaps by flight model number), to a logical satellite name such as “CONTROLLER”, “PRIME”,
“EAST”, “RING-A1", and “SPARE2”.

Creative use of the “Mission”, “Const”, and “Sat” elements to refer to a physical, logical, group (subset), or entire
constellation of satellites is possible and permits great latitude for categorization and unique identification of assets.

In generic terms, the Mission Elements are simply the taxonomy of classifying groups (or sets) and group members
(elements of the sets).

For services not associated with a constellation or a satellite, place the service name in the "Sat" element.

6.2.3.4 Message Elements of the C2MS Subject Name

Two elements comprise the fixed Message Elements.

The Type element is used to describe the kind of message communication used within C2MS. The available values
are Request, Response, and Message. A Message is published without a required or expected response, though it
may cause an action when received. A Request message is used to request a specific action or information from a
data provider or product generator. A Request message may or may not require a Response message. Message
types are discussed in detail in Section 6.4 C2MS Messages: Their Characteristics and Interactions.

The Subtype element contains the ID or name of the message definition. The Message Elements are summarized in
the table below.

Table 6-6. Descriptions of the Message Elements of the C2MS Subject Name

Element Name Value Description - [ Formatted Table
Type MSG Message

Kind or intention of REQ Request

communication RESP Response
AMSG Archive Message Retrieval

Subtype AMVAL Archive Mnemonic Value Retrieval

Name or ID of C2MS Defined CMD Command

Message CMDECHO Command Echo [ Formatted: Font: 9 pt
CFG Configurtion Status | Formatted: Font: 9 pt
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Element Name Value Description < [ Formatted Table

CNTL Control
DEV Device
DIR Directive
HB Heartbeat
LOG Log (or event)
NDM Navigation Data Message
MVAL Mnemonic Value
PROD Product
RSRC Resource
RTLM Replay Telemetry
SERV Simple Service
TLMPKT Telemetry CCSDS Packet
DEPRECATED TLMFRAME Telemetry CCSDS Frame
TLMCCSDS-CADUFRAME Telemetry CCSDS CADU Frame
[TLMCCSDS-TRANSFERFRAME | Telemetry CCSDS Transfer Frame| Commented [MA19]: C2MS11-249 A note about this
TLTm Teemety TOM Frane s
TLMPROC Telemetry Processed Frame C2Ms11-163.

6.2.3.5 Miscellaneous Elements of the C2MS Subject Name

Each individual message definition in Section 8 specifies whether a Miscellaneous Element is required or optional

and how those fields should be populated. Some typical uses of the miscellaneous elements are shown in

Zthe table below-below and following text, [Commented [MA20]: Improved text at time of editing

Table 6-7. Message Type Determines Content of the Miscellaneous Elements

Miscellaneous Elements
Message Type | Meaning ME1 ME2 | ME3 | ME4..
REQ Request | Responder Undefined
RESP Response | Requestor | Status | Undefined | Undefined
MSG Message | Publisher Message specific
If TYPE = REQ, then MEL1 = component (or group or service) name of responder
ME2, MES3, ... undefined
If TYPE = RESP then MEL1 = component (or group) name of requestor

ME?2 = status of the request
ME3, ME4, ... undefined
If TYPE = MSG, then MEL1 = component (or group) name of publisher
ME2, ME3, ... message specific
The other primary factor that determines the value of the Miscellaneous Elements is the Message Subtype — the

abbreviated name of the message. The Miscellaneous Elements are further defined in Section 8 PIM — Message [ Formatted: Font: 9 pt

DefinitionsPHVi—Message-Definitions, where the C2MS messages are defined.
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For the ME1 variable element, group names can also apply. Components may organize themselves into logical
associations or groups (pre-defined or dynamically formed) for more creative forms of communication. For
example, any one member of a group may need to send or receive a message to/from all members of the group.
Using group names will make message subscribing much simpler. This concept is nearly identical to that described
in Section 6.2.3.2 Domain Elements of the C2MS Subject Name, where the “Sat” element could be used to refer to a
physical, logical, group, or constellation of satellites.

6.3 Message Fields|

6.3.1 [Field Names

Field names represent the name of an item contained in a C2MS Message. A generalized field-
naming convention has been implemented that adheres to the following rules:

e For each message, all field names are unique.

e Field names consist of alphanumeric characters, dashes (“-”), and dots/periods (“.”).
e Alpha characters are capitalized.

N 1 ) ith1”
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6.3.2 Required, Optional and Dependent Fields

Fields are classified as Required, Optional, or Dependent. The required fields must be present in order
to be compliant with C2MS.

An optional field may or may not be included in a message. Optional fields may be useful to the Receiver and may
be implemented as necessary. Software components, missions, or interface definitions may determine if these fields

are required for their particular needs and applications.

Dependent fields are
optional fields that become required based on the presence or values of other fields in the message. This
information will be documented in the specific Message section where applicable.

Field information tables for each message include a column, "Presence" that will indicate a R, O, or D as appropriatg
for the given field.

UML diagrams throughout this document use multiplicity designators to indicate if a field is required or optional.
Default multiplicity is '1" if not shown and indicates a required field. In the figure below, EVENT-TIME is a
required field, using default multiplicity of '1', while SPACECRAFT-TIME is optional, as shown by a multiplicity

of either '0' or '1' Commented [MA22]: C2MS11-14... however, note that the SVG
from that issue was not clear when placed in this document, so this
is a redo of that image.

Log Message [Commented [MA23]: c2ms11-14

{Message Header. MESSAGE-TY PE == MSG,
Message Header MESSAGE-SUBTY PE == LOG}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID  : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETALS : String [0..1]
-SPECIAL-INFO : Binary [0..1] This diagram illustrates a
subset of the Log Message
with some attributes elided.

Figure 6-2. Message Field Multiplicity

6.3.3 [Series Fields

Some fields
contain a series of items. In this case another preceding field designates the number of items in the series, as shown
in the following example:

NUM-OF-MNEMONICS
MNEMONIC.n.NAME
MNEMONIC.n.NUM-OF-SAMPLES
MNEMONIC.n.NUM-OF-SAMPLES
MNEMONIC.n.SAMPLE.m.TIME-STAMP
MNEMONIC.n.SAMPLE.m.RAW-VALUE

n
n
n
n

Where “NUM-OF-“ is the standard prefix of the field name. The two suffixes in this example, [ Formatted: Font: 9 pt

“MNEMONICS” and “SAMPLES”, are then used in the singular form to describe the series of field nameg
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that follows. In the above example, if NUM-OF-MNEMONICS = 2 and MNEMONIC.n.NUM-OF-
SAMPLES = 3, the actual message would contain the field names as follows:

NUM-OF-MNEMONICS
MNEMONIC.1.NAME

MNEMONIC.1.NUM-OF-SAMPLES
MNEMONIC.1.SAMPLE.1l.TIME-STAMP
MNEMONIC.1.SAMPLE.1l.RAW-VALUE
MNEMONIC.1.SAMPLE.2.TIME-STAMP
MNEMONIC.1.SAMPLE. 2 .RAW-VALUE
MNEMONIC.1.SAMPLE.3.TIME-STAMP
MNEMONIC.1.SAMPLE. 3.RAW-VALUE
MNEMONIC. 2 .NAME
MNEMONIC.2.NUM-OF-SAMPLES
MNEMONIC.2.SAMPLE.1.TIME-STAMP
MNEMONIC.2.SAMPLE.1l.RAW-VALUE
MNEMONIC.2.SAMPLE.2.TIME-STAMP
MNEMONIC.2.SAMPLE. 2.RAW-VALUE
MNEMONIC.2.SAMPLE. 3.TIME-STAMP
MNEMONIC.?2.SAMPLE. 3.RAW-VALUE

Note that “n” starts with “1”.

Finally, note that this could have been represented using array notation, such as
MNEMONIC[1].SAMPLE[2].RAW-VALUE, but is represented throughout this document in the notation described
in this section for continuity with earlier iterations of this specification.

In UML diagrams throughout this document, each series is represented as shown in the figure below [Commented [MA24]: c2ms11-14
Commented [MA25]: C2MS11-14... however, note that the SVG
Telemetry Processed Frame Message from that issue was not clear when placed in this document, so this
{Message Header. MESSAGE-TY PE == MSG, /| is aredo of that image. Additionally, some of the class names

Message Header. MESSAGE-SUBTY PE == TLMPROC}
-NUM-OF-MNEMONICS  : U16

changed after that image was originally created, so this image had
to be redone, in any case, to match the Telemetry Processed Frame
Diagram names found elsewhere in this document.

This diagramillustrates a
subset of the Telemetry

Processed Frame Message
with some altributes elided.

-MNEMONIC |0.."

Mnemonic

-n.NAME : String
-n.UNITS : String [0..1]
-n.NUM-OF-SAMPLES : U16

-SAMPLE |0.."
Sample

-mTIME-STAMP : Time [0..1]
-mRAW-VALUE : 132 [0..1]

Figure 6-3. Message Series Fields

Here, the Telemetry Processed Frame Message contains a series of MNEMONIC items, each one starting with the

'n' notation, so that the full name resolves to "MNEMONIC.n.", such as "MNEMONIC.n.NAME. Note that as [Formatteth Font: 9 pt
shown in this diagram, each Telemetry Processed Frame Messages contains a series of 0 or more MNEMONICS, [ Formatted: Font: 9 pt

making this series optional, and in turn, each MNEMONIC optionally contains a series of SAMPLES.
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6.3.4 Tracking Fields

All messages contain tracking fields that are reserved for use by the implementing

software and thus any user supplied data in these fields may be overwritten. Tracking field information will be
documented in the specific Message section where applicable.|

6.3.5 Value

Some fields must contain specific values to be C2MS compliant. If no value is specified, the value of the Field

Name is variable; however, it must conform to the specified Type. See the Type description in the next section.

6.3.6 Type
The Field Type is the data type. Cross-platform compatibility is achieved using the defined field types listed below.

The intention is for the client application to not have to deal with byte-swapping or other number format changes.

Type definitions are based on the Institute of Electrical and Electronics Engineers (IEEE) standards. Time field

types are based on the ISO 8601 standards.

Following each message diagram, additional information is presented for each field in the message in the format of o
table that adds information about the values and any important notes about the field.

Table 6-8. Field Type Definitions

[Commented [MA26]: c2ms11-14 ]

identifies an item from all others

Field Type Definition Range/Comments
Binary [Blob] 0 or more of any combination of bytes, integers, | Its structure may be dependent upon message type,
floating points, doubles, time, and strings. message subtype, or application generating the messade.
Boolean (1 False/true, nolyes 0.1
Character Native single ASCII character representation [0, 127]
F32
32-bit single precision floating point 32 bits composed of 23 bits for the fraction, 8 bits for thq
Float (3) representation exponent, and 1 sign bit. (See IEEE 754)
Fo4
64-bit double precision (extended) floating point | 64 bits composed of 52 bits for the fraction, 11 bits for tie
Double (3) representation exponent, and 1 sign bit. (See IEEE 754)
[C2MS recommendation is to use the format specified in
RFC 4122, which will likely be the required format in a
GUID Globally Unique ID. A String that uniquely future version of C2MS]. Values of this type must compl

with Subject Token String restrictions as GUIDs are
sometimes used in Message Subject Elements. C2MS

treats GUIDs as case sensitive for GUID lookup/matchirig.

Subject Token

Any combination of uppercase or lower case

C ted [MA27]: c2MS11-16, then more with C2MS11-214
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Field Type Definition Range/Comments
Time String representation of time See Table 8-2 Ordinal Date and Time Field Type Definition
%\o t(3) 16-bit unsigned integer representation %ﬁ sign bit
%m 3) 32-bit unsigned integer representation %‘%} sign bit
%ﬂqlonq (3) 64-bit unsigned integer representation 6‘—2‘%]9 n bit
Vole | oty el e e
Notes:

1. “Boolean” - The C2MS defines the value of the Boolean field to be O (zero) or 1. The description or
meaning of the value can take various forms, such as no/yes, false/true, disabled/enabled, in-limits/out-of-
limits, active/static, and so on. It is important to take into account that some programming and scripting
languages (e.qg., Java), schemas, commercial products, and custom software will only interpret the value of
a Boolean field to be false/true.

2. _Field types larger than 32 bits may not be available on 32-bit architecture platforms.

3. In support of both 32-bit and 64-bit architecture platforms for various equipment manufacturers, these
ambiguous terms are targeted for future deprecation.

The following table describes some of the commonly used time formats. The “Time” format is the only data type
specified in C2MS messages. Other formats are included for reference. Time formats generally are based on
Coordinated Universal Time (UTC).

Table 6-92. Ordinal Date and Time Field Type Definition

Field Type Definition Range
Note: This time type can represent either an absolute
or relative time.
Time in the form:

[+, -1 YYYY-DDD-hh:mm:ss[.ff...
Where:
“+” and “-* are leading signs used for relative (duration)
times. If the sign is omitted, absolute time is indicated.
Time Relative (duration) times are given in the same format, but
leading fields may be omitted rather than being set to
zeros. For example, +0000-000-00:12:21 may be
abbreviated +12:21
Absolute times are UTC based.
Applications need to convert from the string format to
native system representations.
"YYYY"is the year. 0000 to 9999
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Field Type Definition Range
I'DDD" is the day number of the year as 001-365/366 in
absolute time or as the number of days offset in relative
time as 000-364. The following examples illustrate the
extreme values of DDD for absolute time:

2031-001:09.00.00

2031-365:12.30.00 (non Leap Year) 001 to 365/366 (absolute
time)
2032-366:04.15.00 (Leap Year) or 0-364 (relative time)

and relative time:

+0001-000:12.00.00 (1 yrs 12 hrs)

+0000-364:08.00.00 (364 days, 8 hrs)

"hh" is hours of day on a 24-hour clock. 00 to 23

"mm" is the minutes of hour. 00 to 59

"ss" is the seconds of minute. 00 to 60 (allowing for leap
seconds)

"ff..." is the base-ten fractional seconds. Fractional
seconds are considered optional. If present, the number of | 0 to 999999
digits can vary in length from 1 to 6.

6.3.7 STREAM-MODE Usage Caution -«

Several messages in this specification support a STREAM-MODE field that is used to indicate whether the messagg
is to be interpreted as a Real-time (RT), Replay (RPY), Simulated (SIM) or Test (TEST) message.

The use of STREAM-MODE for anything other than Real-time (RT) may be appropriate for small-scale or
experimental satellite operations but is strongly discouraged in a large formal enterprise.

It is recommended to use environmental separation for performing replay, test, and simulation and to avoid flowing
replay, test or simulation messages in the operational enterprise, where they might be misinterpreted by message
recipients as real-world.

It is further recommended to enforce Real-time (RT) as the only valid STREAM-MODE value in such enterprises
through enterprise logic.

Finally, note that when using environmental separation to perform, for example, simulation, it is preferred to mark
all messages that flow in the simulation environment as Real-time (RT). In an enterprise simulation environment,

marking messages with a STREAM-MODE of Simulation (SIM) likely will not exercise the system in exactly the
same way as the operational system due to differences in message subject element values and probable differences

in message handling.
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6.36.4 C2MS Messages: Their Characteristics and Interactions

6.3.16.4.1 C2MS Message Type Overview

Three types or classes of messages have been defined within the C2MS. The type of the message identifies the kind
of communication for which the actual message is being used. The three types of messages are as follows:

e Message (MSG) or generic message
e Request (REQ) message
e Response (RESP) message

Typically, the generic Message is published without a required or expected response (though it may cause an action
when received). The Request message is used to request a specific action or information from a service or data
provider, or product generator. The Request message may or may not require a reply message. If so, the Response
message is used.

In the C2MS Subject Name Definition (see Section 6.2.3 C2MS Subject Name Standard), the type of message
(MSG, REQ, and RESP) is specified in the Type element.

These three fundamental C2MS message types can be used in various combinations with one another to create an
infinite number of message exchange patterns. In turn, these message exchange patterns can be used in the
description of the interfaces for any number of services. A basic set of C2MS Message Exchange Patterns (MEPS) is
described in Section 7 PIM — Message Exchange Patterns.

In the C2MS message type discussion that immediately follows, the terms REQ, RESP, and MSG will be used in
reference to the type of message. The terms message, request, and response will refer to actual messages.

6.3.26.4.2 C2MS MSG Message Type Details

The MSG message type is the basic message type used to convey any kind of information. This information can be
normative or critical. It can be used by itself or in combination with the other message types of REQ and RESP.
When used by itself as a single message it is commonly sent for informational purposes.

Perhaps the two most common uses of the MSG type are the C2MS Log message and the Component-to-Component
Transfer (C2CX) Heartbeat message. The Log message is primarily informational. It is typically published / sent by
all components with no further regard or accounting by the sender. Other components will subscribe to the Log
messages; some without regard to their source. No requests are made for the messages and no direct linkage exists
between the publishers and subscribers.

Likewise, the C2CX Heartbeat message is pumped out periodically with no regard for its destination or subscriber.
Other components will subscribe to the Heartbeat messages and use them to monitor the active status of the
publishers. Again, there is no request made for the messages, no direct linkage exists between the senders and
subscribers, and no interest on the part of the sender to receive a response or feedback.

A final example of the uncoupled use of the MSG message type is as a stream of data messages, most typically for a
telemetry data stream. In this circumstance, one message follows another in a continuous stream of MSG messages.
The stream of MSG messages can be solicited or unsolicited. An example of unsolicited MSG messages is a real-
time telemetry data provider that automatically publishes CCSDS formatted frames or packets onto the network
upon receiving them from a front-end provider. A solicited MSG data stream can occur following a
Request/Response message exchange for a replay of stored telemetry data.

When the MSG type is used in conjunction with the other message types of REQ and RESP, it will either precede [ Formatted: Font: 9 pt
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e MSG-REQ-RESP
e REQ-RESP-MSG

The details of these Message Exchange Patterns are discussed in later sections.

6.3.2.16.4.2.1 C2MS REQ Message Type Details

The REQ message type is typically used to make a request of another component. The request could be for data, a
product, service, or to take some action. The request may or may not require a response. For example, one
component may request another component take some action and does not need to know immediately if the action
was successful or not, as it may not care or it may discover the result by other means; or it may take a considerable
amount of time for the action to be completed.

A common use of the REQ message type will be in conjunction with the Directive Request message. The Directive
Request message typically asks another component (in its own language syntax, or perhaps an operations language
meta-model) to perform some action. If a response is required, it is specified within the content of the Directive
Request message.

6.3.2.26.4.2.2 C2MS RESP Message Type Details

The RESP message type is used in response to a REQ message type. It is never used in the initiation of a message
exchange, only in response. For example, when sending a Directive Response message, the TYPE and SUBT YPE
elements of the subject name will be RESP and DIR, respectively.

Within all response messages is a “Response Status” substructure to provide status information on the request.
Depending on the status code (in the RESPONSE-STATUS field) within the structure, the response message can
take on a number of different meanings. Further information on the status of the request can be found in the optional
RETURN-VALUE field of the structure. This structure and the possible status codes are shown in the following ‘
table.

Table 6-10. Response Status Substructure

STRUCTURE: Response Status
Value Description
1 Acknowledgement
RESPONSE- 2 Working / Keep A|IVIe -
3 Successful Completion Identifies the status of the Request Message that was processed.
STATUS - -
4 Failed Completion
5 Invalid Request
6 Final Message
TIME- Time application completed processing the request
COMPLETED PP pietedp gfereq
Return value or status based on the RESPONSE-STATUS. Used
RETURN- . ' - )
to provide function call status or error code in the case of failed
VALUE .
completion

Depending on the type of messages and the service/data the responder is providing, there may be a need for more
than one Response message to be returned to the requestor.

For example, the responder may initially return a Response message with a RESPONSE-STATUS of [ Formatted: Font: 9 pt
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being processed but is not yet complete. The responder may periodically return this same status until the processing
has been completed.

At this point a Response message is returned with a status of either “Successful” or “Failed” in the RESPONSE-
STATUS field. Thus, a series of Response messages may be returned to the requestor. Each return status is

explained in greater detail below. Due to the uncertain amount of time required to process requests, there is no
defined interval between the Request and (multiple) Response messages. Discussion of each status code follows.

Acknowledgement
e Meaning - The Request Message was received. No action has yet been taken on the Request Message.
e Sequencing - This could be the first of a series of Response messages, or be the one and only final message

in the case where the message exchange pattern is Request/Acknowledgement (ACK). Only 1 ACK status
would normally be returned.

Working/Keep Alive
e Meaning - The request has been received and is actively being processed.

e Sequencing - This status could initially be returned or could be the second, following an ACK status. This
status could be returned a multiple number of times. It should not be the last response message returned.

Successful Completion
e Meaning - The request was valid and has been processed in a successful manner.
e Sequencing - This status could be initially returned, or it could follow either of the two statuses above. It
will also be the last status returned. If initially returned, the responder was able to complete the request in a

timely manner and immediately return a response. In other cases, the responder required a lengthier time
period to complete the request.

Failed Completion

e Meaning - The request was valid, processing was initiated, but the responder was unable for any number of
reasons to fully and successfully complete the request.

e  Sequencing - This status could initially be returned (the 1% and only status), or could follow an ACK or
Working/Keep Alive status. It will not follow a Successful status. It will be the last status returned.

Invalid Request

e Meaning - The request message was unable to be fully interpreted for processing. There could be missing
parameters, inconsistencies, or incorrect values.

e Sequencing - This status could be the first and only one returned. It could also follow an ACK. It will be
the last status returned.

Final Message

[ Formatted: Font: 9 pt
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e Sequencing - This status will never be the first one returned and will always follow previous Response
messages, either a series of data value messages, or other Response messages.

A summary of the sequencing of the statuses is shown in the following table.

Table 6-11. Sequence of Response Status

Sequence
Status Code Initial Status Intermediate Status Final Status
1 Acknowledge Yes No Yes
2 WorquglKeep Yes Yes No
Alive

3 Success_ful Yes No Yes

Completion
4 Falled_ Yes No Yes

Completion
5 | Invalid Request Yes No Yes
6 Final Message No No Yes
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7 PIM — Message Exchange Patterns

C2MS message exchange patterns define common interactions and activities associated with creating and using
C2MS messages. Figure7-1-The following figure below-shows a UML use case diagram of these message exchangé

d Publish

Rlﬁunslnr

— ~

Rss’;:nndsr
‘.f' Request/ACK/Interim N J

el B
7 Request/Response/Pu ™
\

T “
/PublishﬂanuusURssp ™
\ onse )

e

patterns.

Subscribe

Figure 7-17-1. C2MS Message Exchange Patterns Diagram

Actors

Requestor — The component initiating the exchange of messages.

Responder — The component responding to the initial message from the requestor
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Message Exchange Pattern Sequence Diagrams

Section 6 described some specific ways in which the three C2MS message types of REQ, RESP, and MSG can be
used. In fact, these three message types can be combined to create an endless number of message exchange patterns
(MEPs). Fortunately, a limited number of MEPs can be identified to satisfy practically all interaction requirements
of software applications involving service consumers and providers.

Each MEP is detailed in its own section that includes a description, a usage, and a sequence diagram depicting the
interactions.

Table 7-1, Table 7-2, Table 7-3, and Table 7-4 below show the currently defined C2MS message exchange patterns.
For the legend for these tables, see Table 7-5.

26, Command and Control Message Specification™ (C2MS™) V1.01,

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt




The following table Fable-7-1-describes the Publish message exchange pattern, the simplest. For legend, see Table 7-5Fable-7-5 below. Note that the “#” columr1 [ Formatted: Check spelling and grammar
corresponds to the sub-sections that follow. For example, Publish (#1) is described in section 7.1.

Table 7-1. C2MS Message Exchange Pattern 1 (Publish)

MSG Sequence Direction (Wrt

e r Fault
Pattern Description / Use Initiator) and — Examples
Message Types Used Message
1. Send a Log or Heartbeat message
Publish Publish a single message, for any out: MSG or REQ None 2. Send a Directive to a component for

purpose, with no follow up required

execution; no response is necessary

The following table Fable-7-2-describes the currently defined Request / Response Theme message exchange patterns. For legend, see Table 7-5Fable7-5 below.

Table 7-2. C2MS Message Exchange Patterns 2 — 6 (Request / Response Theme)

[ Formatted: Check spelling and grammar

MSG Sequence Direction (Wrt

- r Fault
Pattern Description / Use Initiator) and — Examples
Message Types Used Message
1. A component sends a request and needs
Request / Publish a message and receive an Out: REQ None o know if it was repewed.
ACK acknowledgement In: RESP (ACK) 2. One component p|ngs other components
to test their responsiveness
For Requests that can be fulfilled witha | Out: REQ Response Request a product, data, or a sefvice from_
Request/ Response . ) another component and receive the result in
single Response message In: RESP (Status) (Status) .
the single RESP message.
Request/ The requestor requires an Out: REQ Tt_]e initial Request message |slresponded t?
. Response with a Response message having a status =
ACK/ acknowledgement to the Request, then | In: RESP (ACK) ) .
: (Status) ACK; then the Response message (with
Response a Response. In: RESP (Status) . .
appropriate status) will follow.
A request for a product is responded to with
Request/ Eor reque sts thatltake an extended Out: REQ an ACK, then any number of “working”
ACK/ time, initially provide an ACK to the . Response ) .
. o In: RESP (ACK) messages as the product is generated, ending
Interim Status/ Request, then periodic status updates, : (Status) B S
R In... RESP (Working)... with a final Response message containing the ;
esponse and then the final response message. In: [ Formatted: Font: 9 pt
n: RESP (Status) product. [ . tted: Fort: 9 or
ormatted: ront: 9 p
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MSG Sequence Direction (Wrt Fault
Pattern Description / Use Initiator) and Message Examples
Message Types Used ressage

Request/ Identical to the Request/ ACK /Interim . Arequest for a“p WC‘ 'S responded to with

. . Out: REQ Response any number of “working” messages as the

Interim Status/ Status/Response pattern but with no . . . S i
Resnonse ACK message In-in...  RESP (Working ...) (Status) product is generated, ending with a final
P ge. In: RESP (Status) RESP message containing the product.

Table-7-3The following table -describes the currently defined Triad Theme Patterns message exchange patterns. For legend, see Table 7-5TFable-7-5 below.

Table 7-3. C2MS Message Exchange Patterns 7 — 8 (Triad Theme Patterns)

MSG Sequence Direction (Wrt Fault
Pattern Description / Use Initiator) and Message Examples
Message Types Used ressage
For requests that either take a long A request for a product is responded to with
TRIAD 1 time, or that require a subsequent Out: REQ Response the RESP message. Later, when the product
Request/ Response/ message, and no interim status updates | In: RESP(Working or Status) (Sta?us) is generated or made available, it is sent with
Publish are required. (Combination of In: RESP or MSG a RESP or MSG type. The requestor does not
Request/Response and Publish). require any interim status messages.
TRIAD 2 Send notification that Requests can be Provider sends message announcing
Publish/ Request/ accepted. Then apcept requlest(ls) for Out; MSG Response availability of produgt. Cons‘umers use the
Response that product/service. (Combination of In: REQ (Status) Request/Response interaction pattern to then
Publish and Request/Response). Out: RESP (Status) request and receive the product.

Fable-7-4The following table -describes the currently defined Subscription message exchange pattern. For legend, see Table 7-5Fable-7-5 below.

Table 7-4. C2MS Message Exchange Pattern 9 (Subscription Pattern)

MSG Sequence Direction (Wrt

_ v Fault
Pattern Description / Use Initiator) and — Examples
Message Types Used Message
Subscription Subscribe and unsubscribe to data Use Request/Response to subscribe to a
e  Subscribe ' Out-In:  REQ - RESP (Status) series of messages such as a telemetry data
products, or message streams. Response ’ )
e Data stream (Combination of Request/Response In... MSG ... (Status) stream or mnemonic set. The stream is
e Unsubscribe ' Out-in:  REQ - RESP (Status) subscribed to and ingested. Later,

Publish and Request/Response.)

unsubscribe to the messages.
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A
For terms and meanings, see Table 7-5Fable-7-5 belowbelow,

o= L

Table 7-5. Legend for Table 7-1Fable7-1, Table 7-2Fable7-2, Table 7-3Fable 7-3, and Table 7-4Fable 7-4

Term Meaning

Wrt With respect to

REQ, RESP, and MSG | Are message types

Indicates any number of these messages from 0 to n

of “ACK” in the RESPONSE-STATUS field.

status code of “Working” in the RESPONSE-STATUS field.
e RESP (Status): indicates a final Response message in the message exchange pattern.

RESPONSE-STATUS field.

STATUS field.

ACK, Working, Status | e  RESP (ACK): indicates an ACK message in the form of a Response message with a status code

e  RESP (Working): indicates an interim status message in the form of a Response message with a

o For successful exchanges, the status code is either “Success” or “Final Message” in the

o For fault messages, the status code is either “Failure” or “Invalid” in the RESPONSE-

7.1 Publish

DESCRIPTION

The simplest message exchange pattern involves no obvious exchange with the sender. The sender publishes a

message, and from the perspective of the sender, the exchange is complete. The publisher has no more interest in the

message and has no need to follow up on its progress. Some other component will subscribe to the message and
process it according to the subscriber’s requirements.

Either of two C2MS message types can be used for this pattern; either a C2MS MSG type or REQ type message. In

the case of a REQ message type, the sender may request an action but not require knowledge of the result via a
Response message, which will be indicated in the Request message.

USAGE

Most typically, this pattern is seen when a software component publishes a C2MS Log message using the MSG
message type. The Log message and this exchange pattern provide a simple, one-way means of information
distribution.

Also, data streams of telemetry will be published using the C2MS MSG type. Again, the data is published
unidirectional with subscribers ingesting the messages and processing them as programmed.

A second message type, REQ, can also be used for this one-way pattern. In this case, a component will send a

Request message but has no need for follow up. No acknowledgement or response is required. An indicator is
present in the Request message on whether or not a response is required.
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SEQUENCE DIAGRAM
The following figure shows a UML sequence diagram for the Publish message exchange pattern.

Subscriber

1: MSG Message

2! REQ Message

Figure 7-2. Sequence Diagram of Publish
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7.2 Request/Acknowledgement

DESCRIPTION

The Request/ACK message exchange pattern consists of a published Request message and a returned Response
message. The RESPONSE-STATUS field of the Response message contains a value of “Acknowledgement”. No
further messages will be returned to the sender.

USAGE

A component sends a Request message and needs to know if it was received. No further information is necessary.
Most likely, the sender of the request will need to take subsequent action if the message was not received. Therefore,
the Request/ACK pattern can provide confirmation the message was received when no other information is
necessary.

Another possible usage is to “ping” other components. One component may need to take a roll call of members in its
group. This could be accomplished with a Request message (e.g., Directive Request) that requires all recipients to
return a Response message with the status of ACK.

SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/ACK message exchange
pattern.

Requestor Responder

1: REQ Message

2: RESP [ACK) Message

Figure 7-3. Sequence Diagram of Request/ACK |

7.3 Request/Response

DESCRIPTION

The Request/Response message exchange pattern is a common one-for-one message exchange. This MEP takes the
previously described Request/ACK one step further. In this case the Response message will contain an informative
status code on the results of the request. See Section 6.4.2.26.3.2.2 C2MS RESP Message Type Details for a discussion oh
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the possible status codes for a Response message. The Response message may also contain the resultant data and
information, either within the message or via reference. Many C2MS message definitions are paired in the
Request/Response fashion.

USAGE

Components that need to know the results and/or require information from a request will use the Request/Response
MEP. Requests can be made for almost anything, including the following:

Telemetry and Command
e Replay Telemetry Request/Response
e Mnemonic Value Request/Response

e Archive Mnemonic Value Request/Response
e Command Request/Response

Product and Services

e  Product Request/Response

Function Specific

e Directive Request/Response

SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/Response message
exchange pattern.

Producer Consumer

1: REQ Message

2! RESP Message

Figure 7-4. Sequence Diagram of Request/Response Message Exchange Pattern
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7.4 Request/Acknowledgement/Response

DESCRIPTION

The Request/ACK/Response message exchange pattern is a combination of the Request/ACK and the

Request/Response MEPs. In this case, the requestor requires confirmation that the request was received, final status

information on the results of the request, and most likely information generated from processing the request.

USAGE

Usage is similar to the Request/Response MEP.

SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/ACK/Response message

exchange pattern.

Reqguestor

1: REQ Message

Responder

2. RESP (ACK) Message

3 RESP [Status) Message

Figure 7-5. Sequence Diagram of Request/ACK/Response Message Exchange Pattern
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7.5 Request/Acknowledgement/Interim Status/Response

DESCRIPTION

For some requests, an extended period of time may be required to complete the action or task. Additionally, the
requestor may want to be kept abreast of the progress of such a request. In this case, the Request/ACK/Interim
Status/Response message exchange pattern is appropriate. This pattern provides for the following responses:

e Initial Response message with an Acknowledgement (ACK) status

e Any number of interim Response messages with a status of “Working/Keep Alive”

e A final Response message with the status of the request and possibly information generated from
processing the request.

The number and frequency of the interim Response messages are left up to the interacting components to be
determined prior to execution.

For example, depending on the request and the resources required by the responder, it could take seconds, minutes,
hours, or even days to complete a request. The requestor may want to be kept informed with periodic Response
messages (with a status of “Working”) to be assured that the request has not been lost, dropped, or forgotten.

Thus, the requestor can be kept informed over an extended period of time that a final response is forthcoming. If the
interim status Response messages cease, the requestor can determine what subsequent action to take.

USAGE

A component may request a telemetry data product — for example, an archived data set or a data plot. The provider
of this data product may need to first validate the request, and then request the necessary data from another data
provider. This could take the form of another Request/Response MEP with another component. Once the data set
has been retrieved, the data plot can be generated and finally provided back to the original requestor. In this
instance, seconds may transpire while the original request ripples through a system generating other product and
service requests.

A second, longer-duration example is a request made for a product that is not yet available and requires ancillary
data that won’t be available for some time.

For example, a request may be issued for a satellite contact schedule, tracking data, an activity plan, or for the set of
available resources. These products may be generated on a scheduled, periodic basis, after the completion of a pass,
or only after some other product has been generated in the future.

The provider to the original request may store or queue the request to later be acted upon when other data products
become available. In the meantime, the responder will issue a “Working/Keep Alive” status in interim Response
messages periodically until the request can be satisfied. If some link in the sequence chain of dependent product
generation is broken — for example a necessary product is not forthcoming — then a fault Response message can be
issued. In either case, whether the request can be satisfied or not, a final Response message can be issued and the
requestor can determine appropriate actions.
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SEQUENCE DIAGRAM
The

Figure-7-6following figure -belew-shows a UML sequence diagram for the Request/ACK/Interim Status/Response
message exchange pattern.

Requestor Responder

1. REQ Message

2: RESP (ACK) Message

3: RESP (Working) Message

Any number of interim status
messages.

4: RESP (Working) Message

5: final RESP (Status) Message

Figure 7-6. Sequence Diagram of Request/ACK/Interim Status/Response Message Exchange Pattern
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7.6 Request/Interim Status/Response

DESCRIPTION

The Request/Interim Status/Response message exchange pattern is an abbreviated form of the Request/ACK/Interim
Status/Response MEP. No ACK Response message is provided in the sequence, only interim status messages and a
final Response message.

USAGE
Usage is similar to the previous Request/ACK/Interim Status/Response MEP.

SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/Interim Status/Response
message exchange pattern.

oo

]
]
: 1: REQ Message

2: RESP (Working) Message

Any number of interim status
3: RESP (Working) Message MEessages.

4: final RESP (Status) Message

Figure 7-7. Sequence Diagram of Request/Interim Status/Response Message Exchange Pattern
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7.7 Request/Response/Publish

DESCRIPTION

The message exchange pattern of Request/Response/Publish will typically be used where requests could take a long
time to fulfill, or require a subsequent message after the Request/Response interaction. They also do not require any
interim status messages. The Request/Response/Publish MEP can be thought of as a combination of the
Request/Response and Publish MEPs.

The Request/Response/Publish MEP will be used where the provider of a service or product can respond fairly
quickly with an indication that the request can be satisfied, but cannot provide the results within the Response
message itself.

If the request can be satisfied, by indicating a “Successful” or “Working” status within the Response message, the
requestor knows a subsequent message will follow. The subsequent message will contain information about the
results of the request.

The subsequent message could be a Log message, one of the aforementioned data messages, a Product message, or
another Response message that is better suited to contain the requested information. In some cases, only one
subsequent message will follow. In other cases, a stream of messages (RESP or MSG) may be required to complete
the data request.

Note that this MEP differs from a subscription MEP. A subscription MEP remains open and messages will be
published until the subscription is cancelled. The Request/Response/Publish MEP is a one-time request for
information, data, service, or product that may take one or more messages to fulfill.

USAGE

A user requests a data product from a product provider. The provider is able to satisfy the request and this is
conveyed through the Product Request/Product Response interaction. When the requested product is generated or
available, it will be published with the Product Message.

A set of historical mnemonic values is requested from a data provider. The Archive Mnemonic Value Request
message allows a number of delivery options, including the option to receive archived mnemonic data as a stream of
messages. The subscriber may prefer to receive and process archived data in the same manner as real-time data, i.e.,
as a stream of messages.
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SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/Response/Publish message
exchange pattern.

Reguestor Responder

1: REQ Message

2: RESP Message Amy amount of time

3: MSG or RESP Message

Any number of messages to
satisfy the request.

Figure 7-8. Sequence Diagram of Triad 1: Request/Response/Publish Message Exchange Pattern
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7.8 Publish/Request/Response

DESCRIPTION

The Publish/Request/Response message exchange pattern is a combination of a Publish MEP and a
Request/Response MEP. The initial Publish of a MSG message will instigate a follow up Request/Response
interaction. This Publish/Request/Response MEP will typically be initiated by a service or product provider. The
data or product provider will publish a MSG message to notify interested subscribers that a product, service or data
is now available. Subscribers to the MSG message can then request and receive the product through the
Request/Response interaction.

USAGE

A schedule product producer has just completed the compilation of an operational schedule for the next day. The
producer issues a Log message that contains information on the type of product and how/where to acquire it. The
schedule execution component has previously subscribed for this particular message.

When the message is received and parsed, the schedule execution component issues a Product Request message to
the producer for the operational schedule product. The product is received within the Response message and readied
for the next day’s operations.

Note that an alternate methodology for this interaction could be accomplished with a Subscription MEP discussed in
Section 7.9. In this case, the producer of the schedule product would provide a subscription service. Parties
interested in knowing when a schedule has been generated and is available could subscribe with the producer. The
producer would automatically provide the product when available for any subscriber.

A second scenario could involve a mnemonic data provider. In this example, the data provider has just completed

“scrubbing” the data (merging, gap filling, and correcting) and publishes a message to that effect. Users interested in
clean data can then initiate the Request/Response interaction for the scrubbed archived mnemonic data.

Command and Control Message Specification™ (C2MS™) V1.61

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt




SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Publish/Request/Response message
exchange pattern.

Subscribes to notification

I I
I I
1 1
—.] | | j
| 1: MSG Message | |Notification of availabil

- Receives nofification
- Requests product or service

2: REQ Message

- Receives product request
- Provides product or service

3 RESP Message
Receives product
e T

Figure 7-9. Sequence Diagram of Triad 2: Publish/Request/Response Message Exchange Pattern
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7.9 Subscription

DESCRIPTION

The subscription message exchange pattern is used to provide a continuous data or product delivery service. The
data or product can take the form of one or a series of messages. The steps for a subscription will typically be:

Request/Response — REQ/RESP message pairs are used to request the data or product that is desired
Publish - the MSG type messages are used by the publisher to distribute the specified data
Request/Response - REQ/RESP message pairs are used to unsubscribe from the data

The subscription will remain active until the subscriber cancels it. There is no restriction on the timing of the MSG
messages, nor on the number of messages. The subscription could result in one MSG message or a set of MSG
messages. Additionally, the set of MSG messages could be periodically repeated.

The subscriber is free to cancel the subscription at any time; however, the provider can also terminate the
subscription for its own reasons.

USAGE

A subscriber requests a specific set of real-time mnemonic data values from a data provider. The provider will
respond with a Response message indicating success or failure of the request. If the request was successful,
mnemonic data values will be published. The subscription will remain open and on the next pass the requestor will
again receive the specified real-time mnemonic data. The data will continue to be published for each pass until the
requestor unsubscribes from the data. The subscriber can request the termination of the data values at any time.

In other scenarios, the subscriber may subscribe to previously known or predefined data sets already being
published, rather than request specific data sets. Or, if enough information about a data set is made known and
available, a consumer may simply read or ingest the data stream messages without even subscribing. There can be
multiple subscribers for the data sets and products.
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SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the subscription message exchange

pattern.

Subscribe to data or mmic‘ﬁ

Updated values

Provider

]

]
1: REQ Message :

vaidas,datafpmducﬂsawin‘%]

2: RESP Message
3: MSG Message
4: MSG Message «

5: MSG Message

Un-Subscribe to
data or service

&: REQ Message

Teminates service
T: RESP Message I

Figure 7-10. Sequence Diagram of Subscription Message Exchange Pattern
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8 PIM — Message Definitions

This C2 Message Specification Document contains the standard set of defined messages. Each standard message is
composed of a C2MS Message Header section and a Message Contents section. Additionally, each message defines
the subject names associated with the message.

Message Header

|Archhrn Message Retrieval anunsi| |Gnnﬂnurlﬁun Status Message Log Message
|Arl:hhrl Message mnl_ﬁnpunn|
Device Message Directive Request Message

|Archhrn M ic Value R it M | Heartbeat Message Directive Response Message
[ e e )

|An:hivl Mnemonic Value Data Mnmu| |'I'uhmdh'y CCSDS Frame er|

| Value £ M | |'|'lhmﬂry C©CSDS Packet Mna_ana|

Product Request Message | Value | | y F Frame ‘

Product Response Message

|'I'llnn|lry TDM Frame Message |

Product Message

Attitude Ephemeris Message |Elmpll Service Request M.sa_ngn‘

|M||an|unl: Value Data Message |
|Rnp|ay v Data ‘ Attitude Parameter Message
|mp|ay y Data : | Orbit Ephemeris Message
|Drb|l Mean-Elements Message |
Tracking Data Message

|Elmpll Service Response Mnsngn|

Command Request Message Orbit Parameter Message

Command Echo Message

C ted [MA33]: C2MS11-130

['_I'Eaeh@#these messageselasses are described in detail in the following sections. For the diagrams of the messages,
UML classes are used. e5-are€o 0 gated UM es that Showw he field
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8.1 _C2MS Message Envelope
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C2MS Messages may be contained within a C2MS Message Envelope. This Envelope includes fields used for
tracking, meta information about the user sending the message, encryption information about the message and a
digital signature or message authentication code.

The purpose of the C2MS Message Envelope is to separate fields out from the message that are not part of C2, but
related to message handling. In earlier versions of C2MS and its predecessors, these fields were part of the message
itself. At this time, all the fields that exist in the C2MS Message related to these message-handling aspects are
preserved within the C2MS Messages for backward compatibility. This means that many fields exist both in the
C2MS Message and in the C2MS Message Envelope. This has the benefit of making the Envelope an entirely
optional construct. However, in a future release, C2MS will make C2MS Message Envelope required for sending
messages and may deprecate and/or remove overlapping fields from the C2MS Messages. With this in mind, it is
advised to begin using C2MS Message Envelope at the earliest opportunity in order to aid future migration.

8.1.1 Message Security Support in Message Envelope

The Message Envelope includes fields that allow mission enterprises to utilize their own established and already -
approved policies and procedures to handle data in a secure manner outside of C2MS and the transport layer
implementation (PSM). In this way, a sender and receiver(s) are not dependent upon the third-party capabilities of
the transport layer to protect their data. Additionally, this approach ensures that the message can be protected from
access and/or modification by non-authorized entities throughout the entire transport of the message from the sender
to each authorized recipient.

For example, a message producer may decide to encrypt a C2MS Message using mission policies and procedures
and package the encrypted message into a Message Envelope along with optional information regarding how the
message was encrypted (such as the possible inclusion of a SEC-ENCRYPT-KEY-ID). The message producer then
sends the C2MS Message Envelope via the transport layer implementation (PSM) to one or more recipients. Any
recipient of the Message Envelope can read the information in the provided fields to assist in performance of
message decryption, if authorized by the same mission policies and procedures. In this example, C2MS and the
transport layer do not encrypt or decrypt the message but are used to deliver the encrypted message from a sender to

recipients.

These Message Envelope security fields fall into three areas: message encryption, message authentication, and user
credentials. Each area provides a distinct security aspect of messages.

8.1.1.1 Message Encryption

The C2MS Message Envelope contains a C2MS Message. The contained Message may be in the clear or may be
encrypted. As described above, the particular manner and method for encryption are independent of C2MS and
assumed to be a matter for the C2MS Message sender and receiver. However, the C2MS Message Envelope contains
a field called MESSAGE-SECURITY.SEC-ENCRYPT-KEY-ID that may be used to convey information about

48, Command and Control Message Specification™ (C2MS™) V1.91, /

Commented [MA39]: This entire section, including table and
figure, added with C2MS11-130. Minor modification with C2MS11-
238, as noted.

[ Formatted: Keep lines together

[ Formatted: Font: 9 pt

/ [ Formatted: Font: 9 pt

// { Formatted: Font: 9 pt

L



what encryption key is used to encrypt/decrypt the message. In this way, the sender can convey this information to
the receiver. MESSAGE-SECURITY.SEC-ENCRYPT-KEY-ID is not interpreted by C2MS. It may, for example
contain the ID of a key, either symmetric or asymmetric that should be used to decrypt the message. This is entirely

at the discretion of the sender/receiver.

C2MS provides the facility for C2 Systems to supply an encrypted C2MS Message but retain tracking information
within the unencrypted C2MS Message Envelope, so that the message can be properly routed. With this approach, a
sender can send a C2MS Message to a recipient and be assured that only that authorized recipient can decrypt the
message; in this case, the C2MS Message remains encrypted throughout the entirety of message handling process.

Note that this encryption of the C2MS Message is apart from and not related to connection encryption (TLS)
between the sending/receiving component and the transport layer. While TLS is good for protecting the connection,

it does nothing to encrypt the message as it traverses a message bus or once it has been delivered to a recipient.
Encryption of the C2MS Message prior to transport is a way to guarantee that only valid recipients can decrypt the
message to view its contents.

8.1.1.2 Message Authentication

Because the Message Envelope is separate from the contained C2MS Message, the Envelope may be used to conve

a digital signature or message authentication code (MAC) over the entirety of the enclosed C2MS Message. This
information may be contained within the message authentication fields of the Message Envelope. The purpose of
this is to provide proof of the message origin and assurance that the message has not been modified since it
originated.

As with encryption, the particular manner and method for generating or evaluating these message authentication
fields are left to the C2 System sender and receiver(s), though two common and expected forms are a Digital
Signature (using asymmetric keys) and Message Authentication Code, or MAC (using symmetric keys).

C2MS itself does not examine or attempt to use the message authentication fields but conveys the information for
the benefit and use of the sender/receiver to authenticate the C2MS Message.

Finally, as a note, a Digital Signature or MAC may be used on a C2MS Message whether or not that message has
been encrypted. The two functions and purposes are separate from each other.

8.1.1.3 Sender Credentials Tracking in Message Envelope

The USER-NAME field from the C2MS Message Header has been brought into the C2MS Message Envelope for
compatibility reasons. This field may be used to hold the "account name or owner of the account that started the
component - reserved for use by implementation (PSM). API-generated tracking field." Note, though, that this is fo

informational purposes and should not be confused with providing user-based authentication or authorization.

Instead, the C2MS Message [Envelope hdds new fields: MESSAGE-SECURITY.SENDER-IDENTITY and

MESSAGE-SECURITY.SENDER-ACCESS, which may be used for more secure user-based credentials. Note that
SENDER, in this case could be human (user) or non-human (component). It could also refer to a group rather than
an individual. This is all according to mission policy.

SENDER-IDENTITY is a Binary field that may be used to hold token-like data used by the mission enterprise
policies and procedures for passing authentication credentials, usually the result from an authentication service,
rather than the identity to be authenticated. This could be, for example, a SAML Token or an OpenID Connect ID
Token.
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Similarly, SENDER-ACCESS is a Binary field that may be used to hold token-like data used by the mission
enterprise policies and procedures for passing authorization credentials. This could be, for example, an OAuth2
Access Token.

Each of these fields has a corresponding type indicator to convey within the enterprise the type of data contained in
the field: SENDER-IDENTITY-TYPE and SENDER-ACCESS-TYPE. For example, these fields would convey if
the corresponding field contains a SAML Token or OAuth2 Access Token.

Together, these fields allow the mission enterprise to utilize its own established policies and procedures to convey
authentication and authorization information for a C2MS Message within the C2MS Message Envelope. Any
individual mission enterprise may choose to use neither, either or both IDENTITY and ACCESS fields. These fields
are not evaluated by C2MS. Note that it is often the case and may be required according to mission polices and
procedures to sign and/or encrypt the SENDER-IDENTITY and SENDER-ACCESS fields. In practice these fields
are often represented as String types, but because they may be encrypted and because C2MS does not proscribe any
particular implementation for mission use of identity or authorization management, C2MS employs Binary types for
these fields.

8.1.2 Message Envelope Subject

The C2MS Message Envelope does not define any particular Subject. It is assumed that the Message Subject is that
of the contained C2MS Message itself and should be established by the sender at the time of creating the message
and inserting it into the message envelope.

8.1.3 Message Envelope Contents
The C2MS Message Envelope contains fields as described in the figure and table below.

tracking fields.

C2MS Message Envelope

-ENVELOPE-VERSION  : F32 =2024.0
-Si

PECIFICATION : Subject Token String = C2MS

-UNKQUE-D _ : GUD

"PUBLEH-TIVE - Time -MESSAGE-SECURITY Message Security
-SEC-ENCRYPT - Boolean 0.1 |-SENDER-DENTITY _: Binary [0..1]
TIME-TO-LIVE : U84 [0..1] -SENDER-IDENTITY-TYPE  : String [0..1]
MW-INFO : String [0..1] -SENDER-ACCESS _: Binary [0..1
CONNECTION-D _ : U32 [0..1] -SENDER-ACCESS-TYPE String [0..1]
NODE : Subject Token String [0..1] -SEC-ENCRYPT-KEY-ID : UB4 [0..1]
PROCESS-ID : U32[0..1] -SECURITY-CONTROL-INFO  : String [0..1]

-USER-NAME : String [0..1]

Asymmetric Key Authentication
-ASYM-KEY-AUTH | _DiGTAL-SIGNATURE  : Binary
-MESSAGE-BODY 0.1 |-SIGNER-PUBLIG-KEY - Binary [0..1]
C2MS Message Abstractiol
Is Abstract
T Symmetric Key Authentication
01 | MESSAGEAUTHENTICATION-CODE - Binary

_SYM-KEY-AUTH |-AUTHENTICATION-KEY-ID - UB4 [0..1]

Encrypted C2MS Message ‘ ‘ C2MS Message

Figure 8-1. [Message Envelope Diagram\

The following table describes additional field names, values, and notes for the Message Envelope.
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it readable. This new images is the same content, but made
narrower.
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rTabIe 8-1. Message Envelope Additional Information\ [l‘ ted [MA43]: C2MS11-130 and C2MS11-187
Field Name Type Presence Value Description <+ [ Formatted Table
HEADER-VERSION F32 R 2024 Version number for this envelope description
Subject
SPECIFICATION Token R C2MS Name of Specification Document used to define this header
String
Globally unique ID — reserved for use by implementation
UNIQUE-ID GUID 0 ETI D < | [ Formatted Table
PUBLISH-TIME Time 0 Tlme the message was published - reserved for use by
— - implementation (PSM)
SEC-ENCRYPT Boolean R Indicates whether the MESSAGE-BODY is encrypted [« [ Formatted: Centered
Duration in seconds starting with the PUBLISH-TIME tha it
is valid for the message to be delivered. Note, howeverjﬁt
this is considered a suggestion. If not specified the transdort
layer implementation (PSM) should use its default duratign
and if a TIME-TO-LIVE is specified here, the
A implementation (PSM) may choose how to and whether tp - N :
TIME-TO-LIVE b4 o In Seconds | | onor it based on policy. It is assumed that the polices of ( Formatted: Centered
the transport layer implementation (PSM) will be understgod
by the message sender. Note that after a message has
expired, the implementation (PSM) should not deliver it t
any additional recipients and should scramble the securiff
information (keys, key IDs, and signatures).
. Container for information on the underlying middleware - e
MW=INFO String 0 reserved for use by implementation (PSM)  Formatted: Centered
Unique ID for each connection per process. Reserved fo . N
CONNECTION-ID us2 ¢} use by implementation (PSM) [Formatted: Centered
) Actual device (host) generating the message. Reserved fpr N
NODE String 0 use by implementation (PSM) ( Formatted: Centered
Application ID for onboard events or Process ID for grourd, N
PROCESS-ID Y32 0 events - reserved for use by implementation (PSM) ( Formatted: Centered
. Account name or owner of the account that started the
USER-NAVE String o component - reserved for use by implementation (PSM) [ Formatted: Centered
May be used to hold token-like data used by the mission
enterprise policies and procedures for passing
MESSAGE- P -

SECURITY.SENDER- |  Binary 0 authentication credentials. usually the result from an (Formatted: Centered
IDEN;rITY = authentication service, rather than the identity to be L :
e authenticated. This could be, for example, a SAML Toker or

an OpenID Connect ID Token.
MESSAGE- A discreet string defined by the mission enterprise to
SECURITY.SENDER- Strin 0 convey the type of SENDER-IDENTITY used, suchasa | _ [ ;
AT =ting = defined string indicating that a SAML token is held in the Formatted: Centered
—_— SENDER-IDENTITY field.
May be used to hold token-like data used by the mission
MESSAGE- enterprise policies and procedures for passing authorizatfon

SECURITY.SENDER- Binary 0 credentials. This could be, for example, an OAuth2 Acceds [ Formatted: Centered
ACCESS Token
MESSAGE- A discreet string defined by the mission enterprise to

BTV N . convey the type of SENDER-ACCESS used, such as a [ Formatted: Centered

SECURITY.SENDER- String 0 . e )

defined string indicating that an OAuth2 Access Token is [ Formatted: Font: 9 pt
ACCESS-TYPE n - : 19p
— held in the SENDER-ACCESS field. [Formatted- Font: 9 pt
[ Formatted: Font: 9 pt
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8-18.2 C2MS Message Header

<

The Message HeaderC2MS Message class is a super-class for all C2MS messages and any extensions. All C2MS
Messages comprise a Message Header along with message-defined fields. in-the-sense-thatTherefore, all fields in the

Message Header appear in all-ef-the C2MS messages. However, the values of the Message Header fields may vary
between messages. The specifics of the Message Header field values for each message are included in its

corresponding message section,|

o2

Command and Control Message Specification™ (C2MS™) V1.01,

Field Name Type Presence Value Description <« [ Formatted Table
MESSAGE- An ID used to look up the encryption or decryption key from
SECURITY.SEC- ue4 0 an external key storage service, such as a Key - [ Formatted: Centered
ENCRYPT-KEY-ID Management Service, as defined by the mission enterprise.
The mission enterprise may define and pass string values
MESSAGE- as a way to communicate expected processing of security
SECURITY.SECURIT String [0} information. For example, how a signer's public key is to ba- [ Formatted: Centered
Y-CONTROL-INFO found. These are to be non-executable discreet reference
string values defined outside of C2MS.
MESSAGE-
SECURITY.ASYM- Bi 0 The digital signature of the MESSAGE-BODY generated - N
KEY-AUTH.DIGITAL- binary = before the message envelope was sent. ( Formatted: Centered
SIGNATURE
MESSAGE- The public key of the entity that digitally signed the
SECURITY.ASYM- Binar 0 MESSAGE-BODY. Note that this is not required to N
KEY-AUTH.SIGNER- Sinary = accompany a digital signature, but may, if desired under ( Formatted: Centered
PUBLIC-KEY mission enterprise policies.
MESSAGE- -« [ Formatted Table
SECURITY.SYM-
KEY- Binar 0 The Message Authentication Code, or MAC (using ( .
AUTH.MESSAGE- Sinary = symmetric keys).  Formatted: Centered
AUTHENTICATION-
CODE
SEiigSgISTA:(GSE\-(M An ID used to look up the symmetric key used in generating
—KEY- Us4 0 the MAC from an exterpal key stolraqe service, .Su‘.:h asa [ Formatted: Centered
AUTH.AUTHENTICA - = Key Mgnaqement Service, as defined by the mission
TION-KEY-ID enterprise.
C2MS The contained C2MS Message. This may be an in-the-clear
MESSAGE-BODY Message R message (type C2MS Message) or an encrypted message+ [ Formatted: Centered
Abstraction (type Encrypted C2MS Message).

( Formatted Table

[ Formatted: Body Text

[Commented [MA44]: c2ms11-18

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

{ Formatted: Font: 9 pt
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The following figure shows a UML object diagram of the of the Message Header with its required,
optional, and tracking fields.

C2MS Message

Figure 8-2. |Message Header Diagram|

Message Header

-HEADER-VERSION
-SPECIFICATION
DOMAINT : Subject Token String
DOMAINZ : Subject Token String

-MESSAGE-TYPE : Subject Token String = {REQ, RESP, MSG}
-MESSAGE-SUBTYPE : Subject Token String
-MESSAGE-CLASS : Subject Token String [0..1]

-MSG-VERSION : String [0..1]

1 F32 =2024.0
: Subject Token String = C2MS

-MISSION-ID : Subject Token String
-CONSTELLATION-ID
-SAT-ID-PHY SICAL : Subject Token String
-SAT-ID-LOGICAL : Subject Token String
-FACLLITY : Subject Token String

-CLASS : Subject Token String [0..1]
-COMPONENT : Subject Token String

: Subject Token String

-SUBCOMPONENT1
-SUBCOMPONENT2
-ROLE : 16 [0..1]
-DESTINATION-COMPONENT
-DESTINATION-NODE
-DESTINATION-FACILITY
-UNIQUE-ID : GUID[0..1]
-PUBLISH-TIME : Time [0..1]
-MW-INFO : String [0..1]
-CONNECTION-ID  : U32 [0..1]
-NODE : String [0..1]
-PROCESS-ID :U32[0..1]
-USER-NAME : String [0..1]

: Subject Token String [0..1]
: Subject Token String [0..1]

: Subject Token String [0..1]
: Subject Token String [0..1]
: Subject Token String [0..1]

The following table describes additional field names, values, and notes for the Message Header.

Table 8-2. [Message Header Additional Information]

[Commented [MA45]: c2mS11-187

Commented [MA46]: C2MS11-187. Note that some fields have
been moved from previous location to the end of the table. In

o JC U L ) L )

Field Name Type Presence Value DescriptionNetes those cases, the old row has been shown as deleted. In those cases,
Version-Nurmber i see the same field listed later in the table.
HEADER-VERSION F32 R 202449 #Version number for this
message description
SPECIFICATION Sub) ectl R COMS Nar_ne of_Specmcatlon Document used to
Token String define this header
DOMAIN{ Subject R Additional field to allow for more filteriflg
Token String
DOMAIN2 Subject R Additional field to allow for more fitering
Token String
Value Description
MESSAGE-TYPE Subject R REQ Request Message type identifier: REQ, RESP, pr  Formatted: Centered
Token Strin - RESP Response MSG [ Formatted Table
MSG Message
See Table 6-6Table 68-6 [ Formatted: Font: Arial Narrow, 10 pt
Descriptions of the Message F tted: Font: Arial N 10 ot
MESSAGE-SURTYPE Subject R Elements of the C2MS Unique message subtype identifier, fixed [ ormattec: Tont: Arial Namow, 20P
Token String = Subject NameDBeseriptions-of | for C2MS Standard Messages [ Formatted: Centered
the-Message Elements-of  Formatted: Font: 9 pt
the CIMS Subject Name [ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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Field Name Type Presence Value DescriptionNeotes
MESSAGE-CLASS Subject 0 Generic field for missions to classify their [ Formatted: Centered
Token String = message set to aid message disposition.
MSG-VERSION String [¢] Version information for the message < [Formatted: Centered
UNIQUE-ID . yURig PSM) % [ Formatted: Centered
T -
e s B =t S [ Formatted: Centered
(PSM
omainerTor] -
MW-INFO underlying-middieware—reserved-foruse [ Formatted: Centered
; on (DS
Unigue-ID-foreach-connection-per
CONNECTION-ID process. Reserved for use by « [ Formatted: Centered
implementation{(PSM)
Subject Unique mission name, e.g., MOONMAP [ Formatted: Centered
MISSION-ID Token String R SUNSCAN, TEMPTRACK, etc.
CONSTELLATION-ID Subject R Used for constellations or satellite “ [ Formatted: Centered
Token String - groupings
SAT-ID-PHYSICAL Subject R An ID for the satellite that is fixed for its < [ Formatted: Centered
Token String - mission life
Subiect An ID for a satellite or group of satellites, [ ;
SAT-ID-LOGICAL Tomn R that can change during its mission life Formatted: Centered
~oKen otring (ex., a positional reference)
A physical source (i.e. ACS Lab,
FACILITY Subject R CandDH String, etc.) generating the <« ( Formatted: Centered
Token String - message, e.g., spacecraft, remote site,
etc.
- -
NOBE message-Reserved-foruseby -  Formatted: Centered
implementation {PSM}
Application ID for onboard events or
Lo B e [ Formatted: Centered
, ! on (DS
Subiect See Jable A-1Table-A-4, Software Class ( Formatted: Font: Arial Narrow, 10 pt
CLASS Toﬁl;ken Strin 0 and Subclass Categor!esSeﬂwaFeQLass [ Formatted: Font: Arial Narrow, 10 pt
Subject Name of software application, ex. APP1s [ Formatted: Centered
COMPONENT | Tokenstring | B CLIENT2, TAC3 [ Formatted: Centered
SUBCOMPONENTA Subject 0 First subsystem level within the « [ Formatted: Centered
Token String = component that produced the message
SUBCOMPONENT2 Subject 0 Second subsystem level within the < [ Formatted: Centered
Token String = component that produced the message
Account name or owner of the-account
USER-NAME that starled-the-component—reserved-for | | Formatted: Centered
X ion (PS
Value Description
1 Primary, Role the component is assigned in the
Master configuration (Primary, Backup, Hot
ROLE 116 0] 9 Secondary, Backup, Secondary, Spare ...). Roles are [ Formatted: Font: Not Bold
Backup dependent on the operational concepts [ Formatted: Font: 9 pt
3 Tertiary being employed in the configuration.
Spare, . [ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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Field Name Type Presence Value DescriptionNetes
DESTINATION- Subject 0 Intended component recipient of the
COMPONENT Token String = message (if any).
DESTINATION-NODE Sub'ect 0 Intended node recipient of the messade
———— | Token String if any).
DESTINATION- Subject 0 Intended facility recipient of the message
FACILITY Token String = (if any)] = ted [MA47]: C2Ms11-25
Tracking Field - Globally unique ID -
[UNIQU E-ID ml 9] reserved for use by implementation | « [Commented [MA48]: c2Ms11-143
(PSM)
Tracking Field - Time the message was [ Formatted Table
PUBLISH-TIME Time 0 published - reserved for use by
implementation (PSM)
Tracking Field - Container for
) information on the underlying middleware
MW-INFO String o - reserved for use by implyen?entation ) ( Formatted Table
(PSM)
Tracking Field - Unique ID for each
CONNECTION-ID uU32 [0} connection per process. Reserved for
use by implementation (PSM)
Tracking Field - Actual device (host)
\NODE m\ 0 generating the message. Reserved fol [Commented [MA49]: c2ms11-29
4se b)f |mplfamentat|or? (P.SM) C ted [MA50R49]: The type of the fields (NODE and
wApphcatlon ID for USER-NAME changed from Header String to just String. In C2MS
PROCESS-ID U32 0 onboard events or Process ID for ground 1.0, types were only shown in the diagrams, not in the tables. So,
- = events - reserved for use by the only change to 1.0 is the diagram, but the effect in 1.1 s to list
L, e WL Tt e il
Tracking Field - Account name or owfier these tables was introduced in C2MS11-178 and\::‘::)mpleted in
[USER-N AME String | 0 of the accc{unt that stfr‘ted the § C2MS11-187.
CUMPUINICTIT=TESCIVEU 10T UsT DYy
implementation (PSM) [COmmented [MA51]: c2mS11-29

Commented [MA52R51]: See note above regarding C2MS11-
29 for NODE.

8.1.18.2.1 _ Fields for Subject Names

SPECIFICATION, DOMAIN1, DOMAIN2, MISSION-ID, CONSTELLATION-ID, SAT-ID-
PHYSICAL, SAT-ID-LOGICAL, MESSAGE-TYPE, MESSAGE-SUBTYPE

IAs discussed in Section 6.2.3 C2MS Subject Name StandardC2MS-Subject Name-Standard, the first set of elementg
of the C2MS subject are fixed. Please refer to this section for important information on the format of subject names
and their content. All of the elements of the C2MS Subject Namesubjeet-name can be made up from required fields|

in the C2MS Message Header. Recall that the definition of the subject follows the following format:] [Commented [MA53]: C2Ms11-49

SPECIFICATION.DOMAIN1.DOMAIN2.MISSION.CONST.SAT.MSGTYPE.MSGSUBTYPE.MEI.ME2.ME
3.

The following table Fable-8-4-below-shows how fields from the C2MS Message Header can be directly used as |
elements of a C2MS Subject Name.

Commented [MA54]: C2MS11-49

. " . . " " . . F : Font:
so if a field’s value is extracted from the Message Header and used in the Subject-Naresubject name, it must be in ormatted: Font: 9 pt

Subject Token String formatJPPERCASE. ] Formatted: Font: 9 pt

It is important to remember that a C2MS Subject Name is text that is in Subject Token String formatUPPERCASE, %

Formatted: Font: 9 pt

o )
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Table 8-3. Mapping of Message Header Fields to the C2MS Subject Name

Subject Name Element | Possible Fields Used from the Message Header Field
Specification SPECIFICATION
Domain1 DOMAINT1
Domain2 DOMAIN2
Mission MISSION-ID
Const CONSTELLATION-ID
SAT SAT-ID-PHYSICAL or SAT-ID-LOGICAL
Type MESSAGE-TYPE
Subtype MESSAGE-SUBTYPE

8.1.28.2.2 Fields for Message Uniqueness
UNIQUE-ID, PUBLISH-TIME

The UNIQUE-ID is a globally unique ID reserved for use by the implementing software. It will make each message
uniquely identifiable from all others. The implementing software likewise may supply the PUBLISH-TIME at the
time of publication of the message. These fields are valuable for identification and tracking purposes.

8.4.38.2.3  Middleware Tracking Information
MW-INFO, CONNECTION-ID

These fields are reserved for use by the implementing software. The implementing software may fill in these
Message Header fields prior to sending the message. They serve to identify the connection and/or path of the
message with the underlying middleware.

81.48.2.4 Component Information — Location and ID
FACILITY, NODE, PROCESS-ID

These fields refer to physical locations, equipment, or identifiers. For example, facility might refer to a city,
building, LAN, satellite control center, room, or whatever is used to uniquely identify the physical location. NODE
will normally be used to identify a single piece of equipment - commonly a computer. It could also refer to a larger
entity such as a satellite tracking station. Typically, the node is found within the facility. Another example usage is
the computers (nodes) found on a LAN (facility).

PROCESS-ID is the unique ID of an executing task or process on a NODE and is usually assigned by the host
operating system. The combination of these three fields serves to uniquely identify the executing software process
within an enterprise. The implementing software will optionally supply the NODE and PROCESS-ID information
on which the process is executing in the Message Header.
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8.1.58.2.5 Component Information — Logical

CLASS, COMPONENT, SUBCOMPONENT1, SUBCOMPONENT2, USER-NAME,
ROLE, DESTINATION-COMPONENT

These fields provide for source traceability of a message. A C2MS Class is a high-level category of functionality. A
C2MS Subclass is defined as a subset genre of a Class. A Class is composed of one or more subclasses. A C2MS
Component is defined as the name of the executing software application that fulfills, in part or in whole, an instance
of a C2MS Class or Subclass. Class and Subclass are sometimes used interchangeably to refer to a type of system,
whereas component always refers to an actual piece of software. The component generates C2MS messages and
identifies in the Message Header the Class and/or Subclass to which it belongs. It has the option to further delineate
the source of a message by using the SUBCOMPONENT1 and SUBCOMPONENT?2 fields. The relationship
between the C2MS Classes and Subclasses is shown in Table A-1, Product Categories.

The implementing software will optionally supply the USER-NAME field, which is the name or owner of the
account that started the component. The ROLE of the component is optionally supplied to indicate what function the
component is assigned to play in the overall concept of operations. Components will perform different functions
depending on their roles and responsibilities. The DESTINATION-COMPONENT field is the intended recipient of
the message and also appears in the subject name of many messages.

8.28.3 Control and Monitor Level Messages

8.2.18.3.1___lLog Message

A Log Message is time-tagged text generated by an application to notify the operator that a ground system or
satellite event has occurred. Log Messages can be as trivial as those giving user confirmations but also used to
convey the severity of a situation.

An example of a trivial type of Log Message is one that notifies the user that a display page request is complete. Log
Messages can also provide error information such as device failures or operator input errors.

Another type of Log Message is one that identifies a certain occurrence or event has happened; for example, Loss-
of-Signal is detected for a satellite data stream.

If Log Messages are saved in an archive, they can provide a wealth of data as well as a chronological history of the
ground system activities. This audit trail can be very useful in troubleshooting and reporting.

Table 8-4. Log Message Summary

Sender Any C2MS compliant application

Senders Intended Usage Publish

Receiver Expert Subclass, Alert Subclass, and Assessment Subclass that uses Log
Messages

Receivers Intended Usage Subscribe

What Log action or event for display, archive, data mining, reporting, etc.

When As needed

Examples

1. Any component needing to disseminate information should publish a Log Message.

2. A Message Logger application may subscribe to all messages to place in an archive.

Command and Control Message Specification™ (C2MS™) V1.61
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3. Aflight dynamics application may subscribe to Flight Dynamics Notification event type.

4. |A display application may subscribe to Critical (Level 4) Severity messages.|
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[Table 8-56. Log Message Subject Naming [Commented [MA57]: C2M511-222 and C2MS11-249
S Domain El Mission EI M El Miscell El
Standard omain Elements ission Elements essage Elements iscellaneous Elements
il Speci- | nowaint | pomaiN2 | mission | const | saT | Tvp | susTve ME1 ME2 ME3 ME4 | ME5 | | MEG Formatted Table
Element fication
[Severity: 1-
[Occur- routineNor
o - [E:qul\ézgge E;gclass: Kegge: mal 2I-NFO, [ -
. lomain 1 - lomain 2 — ENT! / [ . user, ref D,
(S:Ubled C2Ms system system mission [C°'.‘S‘e” [sat] | MSG LOG -nent-name e 0 STl optionfal | optional
ontent . o ation] CMD, ...REDCRIT | g, WARN,
specific] specific] of DIR CAL ]
publisher] LM ] “WARNIN | [Commented [MA56]: C2Ms11-35
GYEL] ertCritical,
FATAL]
Example for
Publisher/ | coms DOM1 poM2 | MSSN | cNst | saTt | Mse | Lo TLM3 T | REPERITC 4 wsy | 794
Sender —
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG LOG TLM3 CMD CMDV 4 ws5 123
Sender
Example for
Subscriber / C2mS DOM1 DOM2 MSSN i i MSG LOG i i i i >
Receiver
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8.2.1.18.3.1.1 Log Message Subject Names

Table 8-67. Properties of the Miscellaneous Elements for the Log Message

Miscellaneous Required / e - . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of publisher COMPONENT from header
ME2 Required The subclass of the log message | SUBCLASS
ME3 Required The occurrence type of the event | OCCURRENCE-TYPE
ME4 Required The severity of the log message SEVERITY
VE5 Optional Thel user or work-position USER
originating the log message
MES Optional A reference ID assigned to the log | REFERENCE-ID
message

Examples for Publisher / Sender

Appl, TLM2, and TLM3 each send a Log Message.
[c2MS.DOML . DOM2 . MSSN.CNS1.SAT1.MSG.LOG.APP1.TLM.RESWARNING. 4
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.LOG.APP1.CMD.CMDV.4.WS3.794

C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.LOG.TLM2.TLM.REBCRITICAL.4.DECOM1.456

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.LOG.TLM3.SCH.1. NORMALR@Q%I—N—Q [ Commented [MA58]: C2MS11-222 plus C2MS11-249

Examples for Subscriber / Receiver
C2MS.*.* % % * MSG.LOG. >
C2MS.*.* .MSSN.*.* .MSG.LOG. >
C2MS.*.*.* . * SAT1.MSG.LOG.TLM2. >
C2MS.*.* MSSN.*.* .MSG.LOG.*.*.*.4. >

Note that since some elements are optional, it is best to subscribe with the “>” character to ensure capturing all
messages.

8.2.1.28.3.1.2 Log Message Header

The abbreviated Fable-8-8table below below-shows the required values of the MESSAGE-TYPE and MESSAGE-
SUBTYPE fields for the Log Message.

Table 8-78. Log Message Header NotesField Values [Commented [MA59]: c2Ms11-193
[ Formatted Table
Header Field Name Value « [Formatted: Font: 9 pt
HEADER-VERSION 2019
MESSAGE-TYPE MSG [Formatted: Font: 9 pt
MESSAGE-SUBTYPE LOG ( Formatted: Font: 9 pt
[Formatted: Font: 9 pt

(D D Y W D
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Header Field Name Value

8-2.138.3.1.3

Log Message Contents

Figure-8-3The following figure below-shows a UML object diagram of the Log Message with its required and optional|

fields.

Message Header|

C2MS Message

Log Message
{Message Header. MESSAGE-TY PE == MSG,
Message Header. MESSAGE-SUBTY PE == LOG}

-CONTENT-VERSION  : F32 = 2024.0
-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE  : Subject Token String
-SEVERITY :116 ={0, 1,2, 3,4}

-USER : Subject Token String [0..1]
-SPACECRAFT-TIME  : Time [0..1]
-EVENT-TME : Time

-REFERENCE-ID  : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETALLS : String [0..1]
-SPECIAL-INFO : Binary [0..1]

Figure 8-38-3. Log Message Diagram|

Table-8-9The following table -below-describes additional field names, values, and notes for the Log Message.

AN

SEVERITY
0=Standby, DEBUG,
1=Normal, INFO,

- — 2=Warning, WARN,

- 3=Distress, ERROR,
4=Severe, FATAL

[ Formatted Table

[Commented [MA60]: C2MS11-187

( Commented [MA63]: Cavis11-187

[Formatted: Font: Arial Narrow, 10 pt

[Formatted: Font: Arial Narrow, 10 pt

[ Formatted: Centered

( Formatted: Font: Arial Narrow, 10 pt

[ Formatted: Centered

Formatted Table

jormatted: Font: 9 pt

iormatted: Font: 9 pt
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Field Name Type Presence Value DescriptionNetes
CONTENT-VERSION F32 R 202449 Version-NumberVersion number for|this
message
See Table A-1Fable-A-4 Software Jo-(or
Subject Class and Subclass . . <
SUBCLASS Token Strin R CatedoriesSoftware.C applicable subsystem of which the Ipg
~oxen Sting Zaeqories ) message belongs)
See tables in Section . "
OCCURRENCE- Subject 8.3148.2 44 Log Message [ GRERE i UE Ca e e i
TYPE Token Strin R O e of activity or event that happened, tfiggering [
~oKen Sting —YL; T Eegidess the log message (
Value Description Indicates the severity of the Log Mepsage. [
[SEVERITY 116 R 0 DebugStandby Scale traditionally applied to message based
DEBUG on requirements and characteristics) of the [
{
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U

Field Name Type Presence Value DescriptionNetes
1 NominalNormal INFO | component or ground system. The severity
- may be used to alert the operator in some way
2 —W\T , such as visual or audible notification. Debug-is
3 HighDistress, ERROR [Commented [MA61]: C2MS11-222 and C2MS11-249
4 Critical, FATAL |
USER Subject 0 Which user/work position/proc the message [ Formatted: Centered
Token String = has to do with |
- . Time event happened (may be earlier than -
SPACECRAFT-TIME Time 0] actual posted time) [Formatted. Centered
< | Formatted Table
( Formatted: Centered
T ; Time event happened (may be earlier, than ! -
EVENT-TIVE Time R oublished time) ( Formatted: Centered
Subiject A local index or map to a table of additional | Commented [MA62]: Had to add this row and delete the row
REFERENCE-ID Token String Q information . abTve thalt it ulijedI to bf Zn :jl;el tokstLar;tge formatéi\;ls’.\;_rtl';iliﬂ\/\éas the
MSG-TEXT String R Text for display (typically about 60 characters :Ir:'eya‘g;yexi?t):d o;if"e';bol:e'mcx S Deter now: )
One or more paragraphs that includes more -
MSG-TEXT-DETAILS String 0 detail. Suggested corrective action. Suggest [ Formatted: Centered
specifying 4HURL in this field [ Formatted: Centered
SPECIAL-INFO Binary 0 application use < [ Formatted: Centered
[ Formatted: Centered
8.2.14.48.31.4 Log Message Occurrence Types

The following tables, starting with Table 8-9Fable-8-10, list suggested Log Message occurrence types. The
OCCURENCE-TYPE field is a required field. The tables contain lists of ground system occurrences that could be used
to identify the event that triggered the generation of the Log Message.

The component is not required to put out a Log Message for each type of occurrence or state change. But if the Log
Message is issued, the suggested format is strongly recommended. By implementing common Log Message occurrence
types along with the recommended formats, the following goals can be achieved for Log Messages, developers, and
mission operations:

Decipherable — Notifications through Log Messages should be readable, self-explanatory, and easily recognizable
whether in a display or hardcopy report.

Discernable — Log Messages should be easy to parse or extract information from, particularly the MSG-TEXT
field, or any field for that matter (such as the OCCURRENCE-TYPE). Putting form to the MSG-TEXT field for
common or important Log Messages will make them understandable and the situation more apparent and thus,
easier to act upon.

Deterministic — Once a Log Message has been recognized and information extracted from it (and others to provide
context), making a decision and taking action becomes more perceptible. It also becomes easier to pre-define the
actions and program them into clear, unambiguous rules.
A final benefit to standard looking Log Messages is that the combined C2MS compliant components provide more
uniform look-and-feel to the users making it easier for multi-system training across mission operation centers and even
enterprise centers.

This is not a complete list of occurrence types. Additional values can be added as necessary.
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8.2.1.4.18.3.1.4.1 Pass Related Occurrence Types

Table 8-9. Pass-Related Occurrence Types

Value Occurrence Type Occurrence Description
Period of time prior to start of a pass. Allows for allocation,
setup, and check out of resources, communication

PREPASS Pre-Pass pathways, and general preparation. Could be ~5-10 minutes
in length.
PASSSTART EI::Sned Start Time of Time the pass is scheduled to start. (Scheduled AOS time).

Actual time of the AOS when ground (antenna) receives the
AOS Acquisition of Signal signal; or could be the time in mission operation center when
first data is received.

LOS Loss of Signal Actual time the data drops out or ceases transmission.

PASSEND E?:sned End Time of Time the pass is scheduled to end. (Scheduled LOS time).
Period of time immediately after the LOS to wrap up the
pass activities. Could include deallocation of resources,

POSTPASS Post-Pass producing pass summary reports, initiation of offline data

processing, and so on. Could last a few minutes or until next
Pre-Pass.

For pass-related occurrences, it is recommended that the MSG-TEXT portion of the Log Message contain the

Occurrence Type value and the EVENT-TIME value in the format of:

[OCCURRENCE-TYPE] Time: [EVENT-TIME]

Examples

PREPASS Time: 2014-74-16:18:15
PASSSTART Time: 2014-74-16:28:15
AOS Time: 2014-74-16:28:16
PASSEND Time: 2014-74-16:46:30
LOS Time: 2014-74-16:46:40
POSTPASS Time: 2014-74-16:47:20

8:2:1-4.28.3.1.4.2 Telemetry Limit Violation Occurrence Types
|Tab|e 8-1011. Telemetry Limit Violation Occurrence Types

Value Occurrence Type Occurrence Description
DEPRECATED RED Red Limit Reports mnemonic entering or exiting red limit condition
DEPRECATED YEL Yellow Limit Reports mnemonic entering or exiting yellow limit condition
DEPRECATED NORM Normal Range Reports mnemonic returning to a normal (-e+within range); condition.
NORMAL Normal Range | Reports mnemonic returning to a Normal (within range) condition.
WARNING Warning Limit Reports mnemonic entering or exiting Warning limit condition
DISTRESS Distress Limit Reports mnemonic entering or exiting Distress limit condition
CRITICAL Critical Limit Reports mnemonic entering or exiting Critical limit condition

For telemetry limit violation notices, it is recommended that the MSG-TEXT portion of the Log message contain the

following information.
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[term for value] [tIm word #] [mnemonic] [violation description] “the” [limit description] “Limit of”
[threshold value] “with a wvalue of” [mnemonic value] [mnemonic units]

Examples

ﬂRV #102 BATVOLT1 exceeded the Lower Warning limit of -12 with

a value of -13 volts

TLM #156 BATVOLT2 is above the Upper Distress limit of 15 with a value
of 15.75 volts

CVT #156 BATVOLT3 is within the Normal limit of 16 with a value of
14.75 volts

Note:
LRV - Last Received (or recorded) Value
TLM — Telemetry

CVT — Current Value Table

8.2.1.4.38.3.1.4.3 Command Verification Occurrence Types

Table 8-11. Command Verification Occurrence Types

Value Occurrence Type Occurrence Description
The network that connects the ground system to the spacecraft
XFRD transferredToRange has received the command. (Comes from something other than

the spacecratft.)
The command has been transmitted to the spacecraft by the

SENT sentFromRange network that connects the ground system to the spacecraft.
(Verifier comes from something other than the spacecraft.)

RCVD Received The SpaceSystem has received the command.

ACPT Accepted The SpaceSystem has accepted the command.

QUED Queued The SpaceSystem has scheduled the command for execution.

EXEC Executing The command is being executed.

COMP Complete Command is considered complete.

FAIL Failed The command failed.

Time expired for the command to complete. A specific instance

TIMEOUT | Timeout of failed.

The values in the table above were taken from the master schema for the OMG Space Domain Task Force XML
Telemetric and Command Exchange (XTCE) format. This document is found at https://www.omg.org/space/xtce.

No recommended format has been defined for this occurrence type.

8.2.1-4-48.3.1.4.4 Miscellaneous Occurrence Types

Table 8-1213. Miscellaneous Occurrence Types

Value Occurrence Type Occurrence Description

Reports that the physical or logical configuration of the
equipment and/or software has changed.

The echo of a directive message issued by the operator,

CFG Configuration Change

DIR Directive command procedure, command schedule, or automated
process
FDN Flight Dynamics Notification Reports completion of flight dynamics process or product
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https://www.omg.org/space/xtce

Value Occurrence Type Occurrence Description

OPER Operator Information Operator entered log message

ORB Orbital Event Report§ calculated grbltal event §uch as orbit number,
ascending/descending node, eclipse state

PROD Product Available and/or Reports that a product has been generated and is available

generated to access

SAT Satellite Indicates/reports activity occurred on the satellite

sYs System/Software Repqﬁs detected system/software error or unexpected
condition

DIR

It is recommended to follow Fable-8-14the table below below-when a Log Message is used to echo a Directive Reques|

Message.

Table 8-1314. Log Message to Echo a Directive Request Message

Retrieve From Here And Insert Into Here
Message Directive Request Message Log Message
Field DIRECTIVE-STRING MSG-TEXT
PROD

It is recommended to follow Fable-8-15the table below below-when a Log Message is used to echo a Product Message |

Table 8-1415. Product Message to Echo a Directive Request Message

Retrieve From Here

And Insert Into Here

Message Product Message Log Message
Field TIME-COMPLETED EVENT-TIME
Field PROD-NAME MSG-TEXT
PROD-TYPE
PROD-SUBTYPE

PROD-DIST-METHOD
URI

The MSG-TEXT format of the Log Message would be in the following format:

“Product Type/Subtype:” [PROD-TYPE] / [[PROD-SUBTYPE], “Created:” [TIME-COMPLETED],

“Available By:” [PROD-DIST-METHOD] {- URI}
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Examples

Product Type/Subtype: PAS /
Created: 2014-123-14:32:25,

Facility.Node.Computer.Disk.

Product Type/Subtype: PAS /

123-14:32:25,

Available By:

Contact Schedule, Prod ID: WhiteSandsl24,
Available By: URI -
directory.filename

Schedule, Prod ID: SCHED124, Created: 2014-
PROD REQ
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8.38.4 Archive Message Retrieval Messages

Archive Message Retrieval Messages provide access to messages, excluding telemetry data, stored in a C2MS message
archive. The Archive Message Retrieval Request is used to request messages from the message archive by either:

1. Providing a specific query-like statement to be used directly by the responder to access the underlying data
storage mechanism. These statements could be in the form of a Structured Query Language (SQL) statement
for a database, a grep statement to search for strings inside a file, or Perl script statement.

2. Providing a time range and pairs of message types/subtypes for a coarse description and gathering of
messages.

The Archive Message Retrieval Response returns the status of the Request and the location of the output product.
Although telemetry messages could be archived and retrieved, they are categorized and treated separately since their
data requires specialized processing.

Any number of C2MS messages may be archived by any number of components. For example, one component may
only archive C2MS Log messages. Another component may archive Log Messages and all Directive Request Messages.
Also, components that archive messages do not necessarily have to provide a service to other components to extract
those messages. The messages may be for that component’s internal use only. How the C2MS messages are archived
and organized is left up to the mission. Lastly, as inferred from above, the method of storing the messages is not
defined. A database, flat text files, or any other means could be used.

8.3.18.4.1 __ Archive Message Retrieval Request

The Archive Message Retrieval Request is a service request issued when an application desires messages from a
message archive. The component issues an Archive Message Retrieval Request to an archive provider component that
has access to a message archive. The request specifies the time range and message typesL

Table 8-15. Archive Message Retrieval Request Summary

Sender Any C2MS compliant application
Senders Intended Usage Request
Receiver Any C2MS compliant application that provides access to a message
archive, e.g., GREAT
Receivers Intended Usage Subscribe
What C2MS messages
When As needed
Examples

1. An Archive and Assessment component may request archived messages, such as Log Messages for limit
violations, in order to generate a report.

2. APlanning and Scheduling component may request archived messages for the re-planning of a schedule, or
may even request future event messages that have been archived.

3. An analyst may want all archived messages in a specific time window for further problem analysis.
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The jnethod for identifying, matching, and extracting messages from the archive is to specify a few key fields in [commented [MA67]: C2Ms11-43

the messages. This method will result in a coarse selection of messages for perusal. It is not meant to identify a specific
value of a specific field of a specific message - though that is possible in some circumstances. Typically, a group of
associated messages will be located, extracted, and returned.

The Archive Message Retrieval Request Message Header identifies the message as a C2MS Archive Message Retrieval
Request. The message contents specify the parameters for extraction out of an archive. The parameters are:

Time range

e Type of time: spacecraft or a C2MS standard format
e  Start and stop times of messages from which to retrieve

Messages to examine

e  Type and Subtype pairing
e Name of field in the messages that contains the time to use for the time range

Fields in messages to pattern match
e Other fields in the message to extract the contents and pattern match
Other fields in the message content specify the output. They are:
Location of the one output file for the product

e Uniform Resource ldentifier (URI) location to store the output file
e File name of the output file

File description

e  Maximum size of the output file
e Format of the output file

e Version number of the format Formatted: Font: 9 pt

Formatted: Font: 9 pt

Formatted: Font: 9 pt

Only one file is expected for the output product. The requestor of archived messages has the option of getting the [
resulting product file in either or both of the following ways: [
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e By reference within the response message
¢ Included within the response message

The C2MS standard messages that may be archived contain different time fields. Some are spacecraft time and some
are in the C2MS standard time format. Also, times in messages can be the actual occurrence time of an event, the
requested execution time, or the publish time of a message. These times are naturally named differently. Therefore, the
Request Message must specify the name of the time field in the message to use for the boundaries of the time range.

IA previous version of C2MS supported what was called “shorthand" queries in which the requestor could send in a
REQ-STRING rather than enumerating a set of MSGs, specified by NUM-OF-MSGS, to formulate the query. This
REQ-STRING contains "a database query, a script expression, Unix statement, or some other statement" to be executed
within the responding service on behalf of the requestor. REQ-STRING and the "shorthand™ method have been
deprecated over security concerns.

What was previously termed the "longhand" method, enumerating a set of MSGs, specified by NUM-OF-MSGS, has
been retained and is now the only non-deprecated method for performing this request.

Note that while REQ-STRING is retained in the C2MS Message definition with DEPRECATED designation, a service|

implemer‘lter may choose not to allow REQ-STRING to be used for "shorthand" queries due to those same security
concerns,
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83-118.4.11
Table 8-1617. Archive Message Retrieval Request Subject Naming

Archive Message Retrieval Request Subjects

ted [MA69]: C2MS11-35

sS;ubject Domain Elements Mission Elements Message Elements Miscellaneous Elements
andard

:I"b’ect Speci- | nomaNt | DoMAIN2 | MissioN | consT | saT | TYP | susTvp ME1 ME2 | ME3 | ME4 | ME5 | ME6
ement fication

[DESTINATION-

. [domain 1 | [domain 2 COMPONENTGempenent

gubject C2MS —system | —system [ [mission] [copstell [saf] | REQ AMSG name-of responder:

ontent o o ation]

specific] specific] ARCHIVER, ANALYZER,
= =

Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMSG ARCHIVER

Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMSG ANALYZER

Sender
Example for
Subscriber / C2MS DOM1 DOM2 * * * REQ AMSG ANALYZER

Receiver
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Table 8-1718. Properties of the Miscellaneous Elements for Archive Message Retrieval Request

Miscellaneous Required / Description Field in Msg, if
Element Optional applicable
ME1 Required Component name of Responder | DESTINATION-
COMPONENT
from header
ME2 Not used
ME3 Not used
Examples

Two components, ANALYZER and ARCHIVER, interact with the Archive Message Retrieval Request.

ANALYZER subject name to send the Archive Message Retrieval Request to ARCHIVER:
C2MS.FILL.FILL.FILL.FILL.FILL.REQ.AMSG.ARCHIVER

ARCHIVER subject name to receive its own Archive Message Retrieval Request:

C2MS.*.* * * * REQ.AMSG.ARCHIVER

8.3.1.28.4.1.2 Archive Message Retrieval Request Message Header

The abbreviated following Fable-8-19table below-shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Archive Message Retrieval Request Message header.

[Table 8-1819. Archive Message Retrieval Request Message Header NotesField Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE REQ

MESSAGE-SUBTYPE AMSG
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Message Header

83.1.78.4.1.3

Archive Message Retrieval Request Contents

The following figure Figure-8-4-below-shows a UML object diagram of the Archive Message Retrieval Request with

its required, optional, and dependent fields.

[ C2Ms Message|

Archive Message Retrieval Request

{Message Header MESSAGE-TY PE == REQ,
Message Header. MESSAGE-SUBTY PE == AMSG}

-PROD-SUBTY PE-SUBCATEGORY Prgdu:l Subtype subqategor!

-CONTENT-VERSION  : F32 =2024.0

-START-TME : Time

-REQUEST-D : GUD

-STOP-TIME : Time [0..1]
-DELVER-VIA-REFERENCE  : Boolean [0..1] = false
-DELVER-VIA-INCLUDE : Boolean [0..1] =true
-PROD-NAME : String [0..1]

PROD-TYPE

AAA=Archive and Assessment ‘

0.r ‘-n.NAME : String

TIVE-TYPE
0=Spacecraft Time

Formatted: Font: 9 pt

-PROD-DESCRIPTION  : String [0..1] —~ 1=C2MS std. Time
-PROD-TYPE : String [0..1] = AAA r Requested Message —_—
-PROD-SUBTYPE : S ..1] = MSG [ 4
MR S s, YUiB MG [IVIXEESTng -
-URI : String (0..1] 0. :?:‘V.ET:ELEDNSJ{RE  String [0..1] 4
:%NE‘F’AWERN: s(f;g?g_[?]1l NTMETYPE :U16(0.1] =1
_FORWCR"T ‘0': s“m”g oo -n.NUM-OF-FIELDS :U16
-VERSION : String [0..1]
-SEZE : U32[0..1]
-REQ-STRING : String [0..1] &
-NUM-OF-MSGS : U16 i -FIELD |0.*
Message Field
REQ-STRNG is |-mNAME : String [0..1)
»DBRECATED -m.CONTENT : String [0..1]
< [ Formatted: Body Text
\Figure 8-48-4. Archive Message Retrieval Request Diagram\ [Commented [MA71]: C2MS11-187
The following table describes additional field names, values, and notes for the Archive Message
Retrieval Request.
Table 8-19. Archive Message Retrieval Request Additional Information [Commented [MA78]: c2Ms11-187
Field Name Type Presence Value/Description DescriptionNotes - [ Formatted: Left
CONTENT-VERSION F32 R 202419 Version-NumberVersion number for this message [ Formatted Table
- Requested start time of the messages to be | |
START-TIME Time R retreved from the Message Archive « ( Formatted: Centered
ID to identify the request message—ifdifferent
F : Cent
REQUEST-D GUID R : [ Formatted: Centered
: - ) [Commented [MA72]: c2msS11-55
Requested stop time of the messages to be [ Formatted: Centered
STOP-TIME Time (0] retrieved from the Message Archive. Defaultstto [Formatted- Font: 9 pt
the end of the Message Archive. [
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Field Name Type Presence Value/Description DescriptionNotes - [ Formatted: Left
Value [ Formatted Table
DELIVER-VIA- T 0 8 Indicates if the data will be referenced by a UR| in : -
REFERENCE A = Ne--False the single response message. Defaults to FalsgNo. | Formatted: Font: Not Bold
1 [ Formatted: Centered
e
DELIVER-VIA- BoolEan 0 &} Indicates if the data is to be included in the s|ngle
INCLUDE = No-False response message. Defaults to TrueYes.
PROD-NAME String 0 Name of the product being requested h [ Formatted: Centered
PROD-DESCRIPTION Strin 0 Description of the product in text or xml < [ Formatted: Centered
Value Description
PROD-TYPE String 0] AAA Archive and | Product type and subtype being requested. (See [ Formatted: Centered
Mgs(;sessment Jable A—lZI;able-A-z, Product CategoriesProdyet [ Formatted: Font: Arial Narrow, 10 pt
PROD-SUBTYPE String 0 " welegories - ( Formatted: Font: Arial Narrow, 10 pt
-OF- i F tted: Centered
% Number of further delineations / categories [ orma entere
SRR beyond the product subtype. Also, used as msg, :
%’w e R subject elements MES5, MES, etc. in the Product | Formatted: Centered
SURTYPES Message.
First subcategory of the product subtype. (Subject
elements MES, MES, etc. of the Product
SU% Strin D Message) - “n” starts at “1”. This field is required [ ;
“sugveennave | o a for each PROD-SUBTYPE-SUBCATEGORY Formatted: Centered
o specified by NUM-OF-PROD-SUBTYPE-
SUBCATEGORIES.
Location where the requesting component is
URI Strin 0 asking for the product file(s) to be stored. Could, [ ;
=ting a be a web address, directory, or folder Formatted: Centered
specification
NAME-PATTERN String 0] Describes the name of the output file h [ Formatted: Centered
DESCRIPTION String 0 Description of the file in text or xml « [ Formatted: Centered
For application use. This field describes the file
- format as agreed upon between the producer@g_q :
FORMAT String 0] WQD%GM&M [ Formatted: Centered
format [Commented [MA73]: c2ms11-3
VERSION String 0 Identifies the version of the file h [ Formatted: Centered
- Maximum size of the file acceptable to the
SIZE u32 6] Kilobytes requester. Size specified in KB. [ Formatted: Centered
Note that is field has been [deprecated and will be [commented [MA74]: C2MS11-249
removed in a future release of C2MS. Depredated
description: Specific to the responder / provider of -
STRING String ¢] the requested information. The string will define a | Formatted: Font: Bold
database query, a script expression, Unix [ Formatted: Centered
statgment, qr some other stgtem’ent for gxtracting [Commented [MA75]: C2Ms11-43
the information from the provider's repository.
I Indicates the number of different message tipe / %F"mam": Centered
NUM-OF-MSGS u16 R 9 subtype pairs requested from the Message Formatted: Centered
— - longhand-query:1+ -
Archive. [ Formatted: Font: 9 pt
; Message Type/Subtype pairing to identify| the [ Formatted: Font: 9 pt
L L L "g ane "!.' message to be retrieved from the archive | “n” [Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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Field Name

g

Presence

DescriptionNetes <

MSG.n.SUBTYPE String

Value/Bescription

starts at “1”. This field is required for each message
specified by NUM-OF-MSGS.

MSG.n.TIME-FIELD-

Name of field in the message that contains the time

String 0] to examine. Will default to PUBLISH-TIME<in
NAME o
ge Header.
Value | Description

0 Spacecraft Indicates the format of the time to examine in the
MSG.n.TIME-TYPE 16 0 Time retrieved messages. Defaults to C2MS standard

’ C2MS std. time format. «

Time

MSG.n.NUM-OF-
FIELDS

Number of message fields to examine and match
for retrieval from the archive. This field is required
for each message specified by NUM-OF-MSGS.

Name of the message field to match for retrieval

HSEWEEDIMNENE | Sibg g from the archive - both “n” and "m" start at *1".
MSG.n.FIELD.m.CONT Strin 0 Contents of the message field used in matching the
ENT =tind = messages for retrieval from the archive

START-TIME and STOP-TIME

The requestor could specify the START and STOP times in the ways shown in the following tableTable-8-21 below.
At least one of the start and stop times must be absolute.

Table 8-2021. Examples of Start and Stop Times

Start Time Stop Time Example Description
Absolute Absolute START: 2014-123-14:30:00 Boundaries of the Start and Stop time
STOP: 2014-123-14:30:10 have been exactly specified.
Absolute Relative (duration) START: 2014-123-14:30:00 Time window has an abso!ute start
STOP: +10:00 time and extends for 10 minutes.
. Time window will end at a specified
Relative (duration) Absolute gg';TZQJ%O?ZM 4:30:00 tsr:gi) time and start 10 minutes prior to
Unless there has been some
previously established baseline time
Relative Relative Not Applicable upon which to offset the duration
times (such as “now”), this
combination is ambiguous.
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8.3.28.4.2  Archive Message Retrieval Response

An archive message provider responds to an Archive Message Retrieval Request by sending an Archive Message
Retrieval Response. The archive message provider must return the status of the action completed along with the

location of the Archive Retrieval Message file product.

A series of Archive Message Retrieval Responses may be required. In this case, an initial acknowledgement
response message is issued, followed by interim or interactive “working” response type messages to let the
requesting application know that the request is still being processed, and finally by a completion response type

message.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these

types of messages.

Table 8-21. Archive Message Retrieval Response Summary

Sender

Application that received the Archive Message Retrieval Request

Senders Intended Usage

Publish or Reply

Receiver

Application that issued the Archive Message Retrieval Request

Receivers Intended Usage

Subscribe

What

Provide success/failure response to the service that was requested and the
knowledge to access the extracted messages

When

Upon receipt of the Archive Message Retrieval Request, on an interval for
those services that are time-consuming, and on completion.

Examples

1. Acknowledge receipt of an Archive Message Retrieval Request.

2. Indicate the Archive Message Retrieval Request is still being processed.

3. Indicate the Archive Message Retrieval Request has successfully completed.
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8.3.2.18.4.2.1

Table 8-2223. Archive Message Retrieval Response Subject Naming

Archive Message Retrieval Response Subjects

[ c ted [MA79]: C2Ms11-35

Sst:rtl)ijz(:-td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject §pe_c|- DOMAIN1 | DOMAIN2 | MISSION | CONST SAT TYP SUBTYP VE1 ME2 wes | wes | wes | wes
Element fication
[DESTINATION- | [Response
Subject [domain 1 | [domain 2 o [constell COMPONENTGe | Status: 1-
Content C2MS —system | -system | [mission] ation] [sat] | RESP AMSG mponentname-of | acknowledge
specific] specific] requestor-APP1; ment, ...4-
ARCVR ] failed]
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMSG ARCVR 1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMSG ARCVR 3
Sender
Example for
Subscriber / C2MS DOM1 DOM2 * * * RESP AMSG APP1 *
Receiver
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Table 8-2324. Properties of the Miscellaneous Elements for the Archive Message Retrieval Response

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor Efa%-glr'\lATlo'\l'COMPONENT from
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, APP1 and ARCVR, interact with the Archive Message Retrieval Response.

1. ARCVR subject to send the Archive Message Retrieval Response to APP1:

C2MS.FILL.FILL.FILL.FILL.FILL.RESP.AMSG.APP1.3
2. APP1 subject to receive its own Archive Message Retrieval Responses:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMSG.APP1.* or
C2MS.* . * * * * RESP.AMSG.APPl.>

83.2.28.4.2.2

Archive Message Retrieval Response Message Header

The abbreviated table below Fable-8-25-below-shows the required values of the MESSAGE-TYPE and MESSAGE]
SUBTYPE fields for the Archive Message Retrieval Response Message header.

fTabIe 8-2425. Archive Message Retrieval Response Message Header NetesField Values

Header Field Name

Value

HEADER-VERSION

2019

MESSAGE-TYPE

RESP

MESSAGE-SUBTYPE

AMSG

8.3.2.38.4.23

The following figureFigure-8-5 belew-shows a UML object diagram of the Archive Message Retrieval Response
with its required and optional fields.
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’—. C2MS Message,

Message Header

Archive Message Retrieval Response
{Message Header MESSAGE-TY PE == RESP,
Message Header. MESSAGE-SUBTY PE == AMSG}

-CONTENT-VERSION  : F32 =2024.0
-RESPONSE-STATUS  : 16 ={1, 2, 3,4, 5, 6}
-REQUEST-D : GUD

-TIME-COMPLETED - Time [0..1]
-RETURN-VALUE :132[0..1]

-PROD-NAME : String [0..1]
-PROD-DESCRIPTION : String [0..1]
-PROD-TYPE : String [0..1] = AAA
-PROD-SUBTYPE : String [0..1] = MSG

-URI : String [0..1]
-NAME-PATTERN  : String [0..1]
-DESCRIPTION  : String [0..1]
-FORMAT : String [0..1]
-VERSION : String [0..1]

-SIZE : U16 [0..1]

-DATA : Binary [0..1]

-NUM-OF-PROD-SUBTY PE-SUBCATEGORIES u1é

-PROD-SUBTY PE-SUBCATEGORY ‘ Product Subtype Subcategory

G N

Figure 8-5. Archive Message Retrieval Response Diagram|

0.+ |-N.NAME : String

- RESPONSE-STATUS
= — — __|1=acknow ledgment,
2=w orking/keep alive,
| 3=successful completion,
4=failed completion,
5=invalid request,
6=final message

~
& 2
~ N
RETURN-VALUE l
1=Product file placed in URI |
specified by requestor, 2=Product!
file placed in URI specified by l
responder, Other=Error code of a |
failed completion |
N\
N\
PROD-TYPE

AAA=Archive and Assessment;

The following table describes additional field names, values, and notes for the Archive Message

Retrieval Response.

Table 8-25. Archive Message Retrieval Response Additional Information

[Commented [MA81]: c2mS11-187

[Commented [MA82]: c2mS11-187
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Field Name Type | Presence Value NotesDescription < [ Formatted Table
CONTENT-VERSION | F32 R 202449 Yersion number for ths
message content description
Value Description
1 Acknowledgement
2 Working/keep alive
Successful Identifies the status of the Archive retrieval
eSSt | M i i completion message Request being processed | Formatted: Font: Not Bold
4 Failed completion
5 Invalid Request
6 Final Response
This field’s value is to be the same as the [F°rmaﬂed: Centered
REQUEST-ID GUID R REQUEST-ID in the associated REQ [ Formatted: Font: Not Bold
IMeSsages : [ Formatted: Font: Not Bold
TIME-COMPLETED Time 0 :’;g:e:?pllcatlon completed processing the _ [ Formatted: Font: 9 pt
RETURN-VALUE 132, 0, Value | Description | Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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A product consisting of a single file is returned in the response message. The file contains the messages that satisfied
the criteria specified in the Archive Message Retrieval Request Message.

Table 8-2627. Meaning of Response Status and Return Value with Recommended Actions |

User Specified | RESPONSE- RETURN- URI Action
the URI STATUS VALUE
(Thezonly Product was generated and Requestor should retrieve
N Successful meaningful placed in URI chosen by file at responder’s URI
responder location
value)
Product was generated and Requestor should retrieve
Y Successful 1 placed in URI specified by file at the specified URI
requestor

Command and Control Message Specification™ (C2MS™) V1.0-1

Field Name Type | Presence Value NotesDescription < [ Formatted Table
Product file placed in “ [ Formatted: Left
1 iih:’::rmed by Return value or status based onlthg
ProdUct i placadin RESPONSE-STATUS. Used to indicate [ Formatted: Left
2 URI specified b product URI as requestor or responder. Also, :
pecified by . .
responder can be usefi to provide fungtlon call sta.tu or
: error code in the case of failed completion
Other Error co‘de of a failed “ [ Formatted: Left
completion
PROD-NAME String 0 Name of the product being returned
PROD-DESCRIPTION | String 0 Description of the product in text or xml | < [ Formatted: Centered
- Value Description -
PROD-TYPE String, [0} — — - Product type and subtype being requesteq. [ Formatted: Font: Not Bold
— Hlbuvseem (See Table A-2Table-A-2 Product [ Formatted: Font: Not Bold
-, i i odust ;EtEgE fes). h
RRODLSSOIREE String - Message bl ) [ Formatted: Font: Arial Narrow, 10 pt
% Number of further delineations / categorie: [ Formatted: Font: Arial Narrow, 10 pt
SUBCATEGORESS | Uts | & o | [ o
Pro%uct Jl\/lessage ! T [ Formatted: Centered
SUBTYPES '
First subcategory of the product subtype.
PROD-SUBTYPE- (Subject elements MES, MES, etc. of the
SUBCATEGORY.n.NA Sti D Product Message) - “n” starts at *1". This fleld :
MEPROD- =ting 2 is required for each PROD-SUBTYPE- | Formatted: Centered
SUBTYPE A.NAME SUBCATEGORY specified by NUM-OF-
PROD-SUBTYPE-SUBCATEGORIES.
URI String 0 gg!jﬁztegzltg?etge location where the file | [ Formatted: Centered
NAME-PATTERN String 0 Describes the name of the file < [ Formatted: Centered
DESCRIPTION String 0 Description of the file contents in text or ximk [ Formatted: Centered
For application use. This field describes thie
. file format as agreed upon between the
FORMAT String = producer and consumer of this [ Formatted: Centered
message.Beseribes-the-file-formatof the flle
VERSION Strin 0 Indicates the version of the file « [ Formatted: Centered
SIZE u16 0 KB Actual size of the file h [ Formatted: Centered
DATA Bina 0 The file content <

[ Formatted: Centered
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Product was generated but Requestor should retrieve
Y Successful 2 placed in alternate URI chosen | file at responder’s URI
by responder location
Product exceed maximum
YorN Failed 3 requested file size or the default
maximum file size

8.48.5 Directive Messages

Directives (which are instructions directing a component to action) may originate from a Graphical User Interface
(GUI), command line, schedule, procedure, or virtually anywhere within a space-ground system.

The Directive Request Message is the mechanism to send a directive to a component.

The Directive Response Message is used to return an acknowledgement and status of the directive action to the
originator.

Please see Section 6.3.76-:3 C2MS Messages: Their Characteristics and InteractionsG2MS-Messages—TFheir
Characteristics-and-Interactions for a general discussion about these types of messages.

8.418.5.1 _ Directive Request Message

A Directive Request Message is the means for one application to request a service from, or an action to be taken by,
another application. Directives themselves can be input from a user through a GUI or command line, or as part of
the internal logic of a component. They can also be grouped together with logic in a file as a procedure (or proc).

Directives can also be found in a command schedule organized by time for automatic execution. Typically, as
automation increases, more and more Directive Request Messages are generated internally as certain data conditions
are detected.

The Directive Request Message is primarily used for requests that are also to be visible to the operations staff and
are directly related to the overall mission of the system. For example, a Directive Request would normally be used to
page a Flight Operations Team member. Directive Messages will typically include a text string the receiver will
parse to determine the function is being requested.

Table 8-2728. Directive Request Message Summary

Sender Any C2MS compliant application
Senders Intended Usage Request a service or function
Receiver Application providing a service, or an application collecting directives for audit trail purposes
Receivers Intended Usage | Subscribe
What Action or service request initiated by user, software, procedure, command schedule, etc.
When Upon detection of data condition, upon scheduled time, upon entry

Examples

1. An operator input issuing a satellite command.
2. An operator input requesting a display page.

3. A request to start, pause, stop, or resume a schedule.
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4. A request to initiate pre-pass setup.

5. Any request issued from a procedure.
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8.4118.5.11

Directive Request Subjects

Table 8-2829. Directive Request Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | hoyaINt | DOMAIN2 | MissioN | coNsT | saT | TYP | suBTYp ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
[DESTINATIO
N-
[domain 1 | [domain 2 e
Subject o [constell DIR TComponent | [DIRECTIVE-
Content C2M$ ‘S:gzm ;;é’zlt]ﬁfc”]‘ [mission] | " ion | (580 | REQ name-of KEYWORD]
responder:
APP1, TLM2,
TEM3.] [ commented [MA83]: C2Ms11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ DIR APP1 [DO_ABC]
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ DIR APP2 [DO-XYZ]
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | REQ * APP4 [DO_ABC]
Receiver
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Table 8-2930. Properties of the Miscellaneous Elements for the Directive Request Message

Miscellaneous Required / L S . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Responder DESTINATION-COMPONENT
from header
ME2 Optional | A keyword the receiving process |y oe oy e kEYWORD
could use for filtering
MES3 ... Not used
Examples

Two components, APP1 and APP4, interact with the Directive Request Message.
APP1 subject to send the Directive Request to APP4:

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.DIR.APP4
APP4 subject to receive its own Directive Request Messages:

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.DIR.APP4.>
APP4 subject to receive any APP4 Request Message:

C2MS.* . * . * * % REQ.*.APP4.>
APP4 subject to receive a specific Directive Request Message:

C2MS.*.* . * * * REQ.DIR.APP4.DO_ABC

8.4.1.28.5.1.2 Directive Request Message Header

The abbreviated table below Table 8-31-below-shows the required values of the MESSAGE-TYPE and MESSAGE]
SUBTYPE fields for the Directive Request Message header.

fTabIe 8-3031. Directive Request Message Header Field Values [Commented [MA84]: c2Ms11-193
Header Field Name Value « [ Formatted Table
HEADER-VERSION 2019
MESSAGE-TYPE REQ
MESSAGE-SUBTYPE DIR
More . =
Please refer to Table
8-3 Message Header
I : :
foracomplete
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8.4.1.38.5.1.3 Directive Request Contents

The following figure shows a UML object diagram of the Directive Request Message with its
required and optional fields.

Message Header

Directive Request Message

{Message Header MESSAGE-TY PE == REQ,
Message Header. MESSAGE-SUBTY PE == DIR}

-CONTENT-VERSION  : F32 =2024.0

-USER : String [0..1]

-DIRECTIVE-KEYWORD  : Subject Token String [0..1]
-DIRECTIVE-STRING  : String

-SPECIAL-INFO : Binary [0..1]

-PRIORITY :116[0..1] ={1, 2, 3} : — =
-RESPONSE : Boolean

-REQUEST-ID : GUID
-REQUESTED-EXECUTION-TIME : Time [0..1]
-REQUESTED-EXPIRATION-TIME : Time [0..1]

Figure 8-6. Directive Request Diagram|

The following table describes additional field names, values, and notes for the Directive Request
Message.

Table 8-31. Directive Request Message Additional Information

[Commented [MAS85]: C2MS11-187

[COmmented [MA89]: c2ms11-187

Value | Description

PRIORITY 116 0 1| NowinalLow

Indicates processing priority, if applicable

= 2 Medium
3 High
Uelue
Deserinti
RESPONSE Boolean, R | Eal X Indicates if a response is required.
— s€ 0r No response
1
True or mustrespond
\ID to identify the request message—if-differentrequest
REQUEST-ID GUID R messages-have the same value, the requestis-a
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CONTENT- Version-Number\Version number for this message
VERSION — g el content description
- Which user/work position/proc/schedule the message
USER String [0} is coming from [ Formatted: Centered
DIRECTIVE- Subject Keyword extracted from the directive string. Useful for
KEYWORD Token String g P&ppe#ease] routing/processing [Commented (DL EAYELS
Dlgﬁ%ng' String R Full directive string that includes the keyword - [ Formatted: Centered
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Formatted: Font: Not Bold

Formatted: Font: Not Bold

Commented [MA88]: C2MS11-55

Formatted: Font: 9 pt

Formatted: Font: 9 pt

(
(
[
[ Formatted: Font: 9 pt
(
(
(

Formatted: Font: 9 pt

o U U




Field Name Type Presence Value NotesDescription

REQUESTED-

EXECUTION- Time 0 Absolute or relative time can apply.
TIME

REQUESTED-

EXPIRATION- Time 0 Absolute or relative time can apply.

TIME

For an explanation on how the REQUESTED-EXECUTION-TIME and REQUESTED-EXPIRATION-TIME could
operate, see Table 8-20Fable-8-21 Examples of Start and Stop Times.

8.4.28.5.2  Directive Response Message

A Directive Response Message is sent by an application in response to a Directive Request Message. The Directive
Response Message will provide acknowledgment of the Directive Request Message and a status of the action
completed. A series of Directive Response Messages may be required in the case where the processing of the action
is not immediate.

An example of this would be an archive retrieval, a plot, or an orbit determination calculation. In this event, an

interim or interactive “working” type message would be issued to let the requesting application know that the action
is still being processed.

Please see Section 6.3.76:3 C2MS Messages: Their Characteristics and InteractionsG2MS-Messages:—TFheir
Charaeteristics-and-Interactions for a general discussion on these types of messages.

Table 8-3233. Directive Response Message Summary

Application that received the Directive Request Message corresponding to the Directive

Sender Response Message

Senders Intended Usage Reply

Application that issued the Directive Request Message or an application collecting Directive

Receiver Response Messages for audit trail purposes

Receivers Intended Usage | Subscribe

What Provide successi/failure response to the service that was requested
When Upon receipt of Directive Request Message or at intervals for those services that are time-
consuming
Examples

1. Acknowledge receipt of a directive.
2. Indicate the directive is still being processed.

3. Indicate the directive has successfully completed.
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8.4.2.18.5.2.1

Directive Response Subjects

Table 8-3334. Directive Response Message Subject Naming

Sst:rl:fji;td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaINt | DOMAINZ | MISSION | CONST | sAT TYP | SUBTYP ME1 ME2 | ME3 | ME4 | ME5 ME6
Element fication
[DESTINATIO
N-
[domain 1 | [domain 2 el
Subject . [constell DIR GComponent
Content C2MS —S :élzt;g —S ;Zzlt;(r; [mission] ation] [sat] RESP B g [Status]
requestor:
APP1,
TiM2.] Commented [MA90]: C2M511-35
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | RESP DIR APP1 1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP DIR APP4 4
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | RESP DIR APP4 *
Receiver
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Table 8-3435. Properties of the Miscellaneous Elements for the Directive Response Message

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor DESTINATION-COMPONENT
from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, APP4 and APP1, interact with the Directive Response message.
APP1 subject to send the Directive Response to APP4:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.DIR.APP4.3
APP4 subscribes to receive its own Directive Response Messages:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.DIR.APP4 . * or

C2MS.*.* . * * * RESP.DIR.APP4.>

8.4.2.28.5.2.2 Directive Response Message Header

The abbreviated Fable-8-36table below -below-shows the required values of the MESSAGE-TYPE and MESSAGE]
SUBTYPE fields for the Directive Response Message header.

Table 8-3536. Directive Response Message Header Field Values [Commented [MA91]: C2Ms11-193
Header Field Name Value “ [ Formatted Table
HEADER-VERSION 2019

MESSAGE-TYPE RESP
MESSAGE-SUBTYPE DIR
More . -
Please referto-Table
8-3 Message Header
for a complete
8.4.2.78.5.2.3 Directive Response Contents

Figure-8-7The following figure below-shows a UML object diagram of the Directive Response Message, with its |
required and optional fields.
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C2MS Message

Message Header

RESPONSE-STATUS
1=acknow ledgment,

2=w orking/keep alive,
3=successful completion,
4=failed completion, 5=invalid
request,

Directive Response Message

{Message Header. MESSAGE-TY PE == RESP, — | &=final
Message Header.MESSAGE-SUBTY FE == DIR} _ - Ll =g
-CONTENT-VERSION F32 =2024.0 - -

-RESPONSE-STATUS :116 ={1, 2, 3, 4, 5, 6}
-REQUEST-ID : GUID

-TIME-COMPLETED  : Time [0..1]
-RETURN-VALUE :182[0..1]

-DATA : Binary [0..1]

Figure 8-7. Directive Response Diagram| [Commented [MA92]: C2Ms11-187
The following table describes additional field names, values, and notes for the Directive Response
Message.
fTabIe 8-36. Directive Response Message Additional Informationl [Commented [MA93]: c2Ms11-187
Field Name Type | Presence Value DescriptionNetes « [ Formatted Table
CONTENT-VERSION | F32 | R 202419 Version number for this
message content description
Value Description
1 Acknowledgement
2 Working/keep alive . _— .
RESPONSE-STATUS | 16 R 3 Successful completion Identifies the status of the Directive being [ Formatted: Font: Not Bold
- - processed
4 Failed completion
5 Invalid Request
6 Final Message
This field's value is to be the same as the
REQUEST-ID GUID R REQUEST-ID in the associated REQ [ Formatted: Centered
message.
TIME-COMPLETED | Time 0 g;:zgtﬁlip"ca"(’” completed processing e | atted: Centered
Return value or status based on the
RESPONSE-STATUS. Useful to provide _
Al 132 0 function call status or error code in the case of | Formatted: Centered
failed completion
. Additional data that may be desired along with
DATA Binary o the completion status [Commented [MA94]: C2Ms11-14
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8.58.6 Component-to-Component Transfer (C2CX) Messages

The Component-to-Component Transfer (C2CX) Messages provide the ability to transfer control and status
information between components. The messages are used for sending status, control, setup, initialization, heartbeat,
security, a handshake, etc. from one component to another (one-to-one) or to multiple components (one-to-many).

The C2CX messages are typically unidirectional. If components need back and forth interaction or confirmation, it
is recommended that the Directive Request and Response messages be used. Also, if it is desirable to know the
progress or status of a C2CX message, the receiver of the message can issue a Log message at noteworthy points
within its processing cycle. This means the C2CX messages act at a layer below general system knowledge that is
accomplished through other messages such as the Log message and Directive messages. The C2CX messages seek
to provide a communication mechanism just under the radar of the general system, but also easily viewable, as
necessary.

8.5.18.6.1 __ Configuration Status Message

The CFG - Configuration Status C2CX message is used by software components to report their configuration
information. (The DEV — Device C2CX message is used to report the status of devices.) Note that the Message
Header already contains information about the component:

e Support of mission and satellites
e Name and location (facility and node)
e  Class of capabilities provided

The additional information to be passed or reported is non-standard. The components reporting the configuration
information and the components monitoring the configuration will need to establish:

e  What configuration information is to be reported (and name the fields)
e Whenitis to be reported (upon change or periodically)
e What format to report the configuration information

A monitoring agent would collect Heartbeat messages and Configuration Status messages and possibly the Device
messages to maintain a picture of what software is operating where, in what capacity, in what state, and with what
physical and/or logical associations. The collected information can be:

e Presented in a graphical colored display depicting the operating environment and the logical associations of
the components.
e  Used to determine what pre-determined actions to take in the event of a failure or degraded operations.
As an example, a front-end telemetry and command processor would publish a CFG message whenever it is first run
and thereafter when it associates (or disassociates) itself with another cooperating component. In addition to the
information already provided in the Message Header, it would also report the following configuration information:

e The role of the reporting component (PRIMARY, BACKUP)
e Number of associations

Name of component or port associated with, such as:

e  Telemetry and command processor (decommutation and command verification).

e  External telemetry and command link / port.

e Planner and Scheduler - to direct the setup and operation of a pass. | Formatted: Font: 9 pt

e  Flight dynamics component - to exchange downlink or other information. [ Formatted: Font: 9 pt
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Node of the associated component, if known
Role of the associated component (PRIMARY, BACKUP)

If the monitoring agent is also a configuration manager, it can establish the present operating configuration and also
prepare a contingent configuration. In the event of a component failure or processor failure, the configuration
manager will know if it has the required and sufficient number of components to sustain operations. If not, it can
also determine if it has the required and necessary numbers of components should a failover or restart procedure be
invoked, and if so, automatically initiate that procedure.

The minimum and sometimes maximum configuration information a component can report is its own role. A single
component with no associations would normally report its role as PRIMARY. Some configuration information may
already be known and available if the components used a pre-registration or registration mechanism to disclose such
information as:

o Nodes where they can execute.
e If they are standalone or redundant, and if redundant, on what nodes could the redundant component
operate.

Furthermore, the Configuration Status Message may be used to report group associations. That is, to what group
does this component belong, and is it a member and/or a manager of the group. Some groups of components may
operate in a peer only association where other groups may require a group manager for organization, control, and
direction.

Groups can be used for a number of purposes. These include, but are not limited to:

Message Exchange - groups can be formed to pass messages in a number of relationships and locations that
include:

e  Peer-to-Peer

e Client-Server

e Manager-Member

e Local and Distributed

Configuration Management - equipment can be logically associated to form groups (or suites or strings)
that must operate together, failover together, have a minimum configuration (quorum), be addressed as a
group, or other operating constraints or configurations.

Group formation can be pre-defined or dynamic. If dynamic, then additional group functions may be required, such
as Create / Disband and Join / Leave.

Groups can also be hierarchical, as shown in the following table.

Table 8-37. Group Hierarchical Associations

Grouping Level Space Ground
Software Software Application Software Application
Processor Computer
Hardware | Equipment Bus Bus/LAN/WAN/Web
Satellite Facility/Center
Constellation Enterprise
Business Mission
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The above discussion and illustrations provide a sampling of the ways groups may be employed within the

messaging framework.

Table 8-38. Configuration Status Message Summary

Sender

Any C2MS compliant application

Senders Intended Usage Publish
Receiver Any C2MS compliant application
Receivers Intended Usage | Subscribe

What

Status and Control type information

When

As needed and depends upon the type of information being transferred

Example

1. A component needs information about another component’s software configuration information from a

logical or relational perspective.
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8.5-118.6.1.1

Table 8-3940. Configuration Status Message Subject Naming

Configuration Status Message Subjects

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | nomaNt | DOMAIN2 | MissioN | consT | saT | TYP | suBTYP ME1 ME2 ME3 ME4 “MEs | Formatted Table
Element fication
DESTINATI
ON- -
. . COMPONE | =~ FacilityDE
. domain 1 | [domain 2 [ COMPONE S
Subject [ - [constell NTCompone [NedeDESTINA | STINATIO
Content C2MS —s;é/(s:ltﬁg _s;élzrf?cn; [mission] ation] [sat] | MSG CFG ¢ gsempene TION-NODE] | N-
publisher] | FACILITY] | Commented [MA96]: C2Ms11-25
recipient(s)] [ commented [MA95]: c2Ms11-35
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG CFG APP1
Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG CFG CFGMGR AGENT3
Sender
Example for
Subscriber / C2Ms DOM1 DOM2 MSSN * SAT1 | MSG CFG * >
Receiver
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fTabIe 8-4041. Properties of the Miscellaneous Elements for the Configuration Status Message

Miscellaneous Required / s o - .
A Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header

ME2 Optional Component name of destination B e PO REEE
from header

Component destination:

The two miscellaneous elements may be

used to direct the message to a specific

destination, as necessary, in |Subject DESTINATION-NODE
ME3 Optional Token StringHeader String format DESTINATION-
ME ME3 = destination nodeDESTINATION- | EACILITY

NODE

ME4 = destination-facilityDESTINATION-

FACILITY

Configuration status messages may be published for general consumption or they may be targeted to a central

collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing / Sending Configuration Status messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1l.COMPONENT or

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1.COMPONENT.DESTINATION-

or

NODE . DESTINATION-

Subscribe to / receive a Configuration Status message:

C2MS.*.* . * * * MSG.CFG.MYAGENT.CFGMGR.> or

C2MS.*.*.*.*.*.MSG.CFG.CFGMGR.>]

8.-5-1-28.6.1.2

SUBTYPE fields for the Configuration Status Message header.

rTabIe 8-4142. Configuration Status Message Header Field Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE CFG

Command and Control Message Specification™ (C2MS™) V1.0-1
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Header Field Name Value « [ Formatted Table

8.51.38.6.1.3 Configuration Status Message Contents

The following figure Figure-8-8-below-shows a UML object diagram of the Configuration Status Message with its [ Formatted: Font: Not Bold

required and optional fields. [ Formatted: Font: Not Bold

C2MS Message

Configuration Status Message
{Message Header.MESSAGE-TY PE == MSG,
Message Header. MESSAGE-SUBTY PE == CFG} -ASSOC Association
-CONTENT-VERSION : F32 =2024.0 0.* [-n.GROUP : String
-MY-ROLE : String -n.NODE : String
-NUM-OF-ASSOCS : U16 -n.ROLE : String
Figure 8-88-8. Configuration Status Message Diagram)| [Commented [MA100]: C2MS11-135 and C2MS11-187

The following table Table-8-43-below-describes additional field names, values, and notes for the Configuration
Status Message.

Table 8-4243. Configuration Status Message Additional Information [r ted [MA102]: C2MS11-187
- Value/D - [Commented [MA103]: C2MS11-178
Field Name Type | Presence e | | DescrlgtlonNe.tes - [ Formatted Table
CONTENT-VERSION F32 R 202419 Ve.ts&gnj&lamberVersmn number for this message content
description [ Formatted: Centered
: Role the reporting component has in the configuration. E.g. Formatted: Centered
MY-ROLE String R PRIMARY, BACKUP, AGENT, SERVER, MEMBER, MGR, ... [ d d
T . [Formatted: Centered
NUM-OF-ASSOCS u16 R g The number of associations to be reported. « [ Formatted: Centered
ASSOC.n.GROUP String 0 Name of component or group associated with - “n” starts at “1* [r ted [MA101]: C2MS11-14
ASSOC.n.NODE Strin 0 Location of associated component or group « [ Formatted: Centered
) Role the associated component has, if known. E.g. PRIMARY, -
asSGRTROS | Bl o BACKUP. AGENT, SERVER MEMBER, MGR, . | Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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8.5.28.6.2 _ Control Message

The Control messages are those that are typically used to request “under the hood” functions that, while essential for
operations, are not of general interest.

The Control message is used to start, restart, reinitialize, or otherwise control another component. As an example,
components may determine that they will not proceed with their processing until they have received a Control
message with a CNTL-STRING of “INIT” or “START”. Other components may require additional information in
CNTL-STRING to begin processing. Still other components that have been performing their processing may allow
themselves to be re-directed in their processing. Upon the reception of a Control message, a component will re-
direct itself according to the supplied string of parameters.

For instance, a component could request another component to change its rate of publishing a Heartbeat message.
The requesting component would send a Control message with a known decipherable command string in the CNTL-
STRING field; for example: “SET HB 15”.

Missions may want to have different processing modes or signals when the course of events changes what standard
actions are to follow. For example, a system wide indicator may be sent using the CNTL messages with a value for
the CNTL-STRING to signify that a pass has begun and the processing mode is ‘PASS’. Or, the processing mode is
‘PRE-PASS’, ‘POST-PASS’, ‘LIGHTS-OUT’, ‘LIGHTS-ON’. ‘AUTONOMOUS’, ‘SIMULATION’, ‘LAUNCH’,
‘ECLIPSE-PERIOD’, ‘MANEUVER’, ‘SAFE-MODE’, or any such state that could affect some components and
result in conditional processing or decision making.

In these examples, a monitoring agent, criteria action agent, decision making component, script controller, or
processing manager would monitor the events for state changes and then issue the CNTL message for all or a subset
of the components.

A further example could involve distributed simulations. A key factor in these simulations is to know the simulated
time. A CNTL message can be defined to set, distribute, or synchronize components to a simulated time. The CNTL
message might be used to set the time or advance the simulated time by a delta time. This includes training,
development, integration, and pre-launch / operations simulations. If necessary, a separate C2CX message may be
developed with a called SETTIME with associated parameters.

Finally, a simple application could be a PING function. “PING” placed in the CNTL-STRING field would simply
require the receiver to publish the same type of message but with “PING-ACK” in the CNTL-STRING field.
Alternately, separate C2CX messages could be defined for the PING and PING-ACK functionality.

Table 8-43. Control Message Summary

Sender Any C2MS compliant application

Senders Intended Usage Publish

Receiver Any C2MS compliant application

Receivers Intended Usage | Subscribe

What Status and Control type information

When As needed and depends upon the type of information being transferred
Example:

1. A component can request another component to action with the CNTL message.
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8.5:2.18.6.2.1

Table 8-4445. Control Message Subject Naming

Control Message Subjects

sS;ubject Domain Elements Mission Elements Message Elements Miscellaneous Elements

andard

;”b‘ec‘ Speci- | homaINt | DOMAIN2 | MissioN | coNsT | saT | TYp | suTYP ME1 ME2 ME3 ME4 “MEs | Formatted Table

ement fication
DESTINATI

) . [COMPONE B [DESTINAT
. [domain 1 | [domain 2 COMPONE
ggg{gfft ComMs | —system | -system | [mission] [C;’t?;t]?” et [mse | oNtL | NTSOTROR | reomone i% %MYE
specific] | specific] publisher] At acility] [ (¢ ;

Rame-of ¢ ommented [MA105]: C2mMS11-25
recipient(s)] [ commented [MA104]: C2Ms11-35

Example for

Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CNTL APP1

Sender

Example for

Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CNTL CFGMGR AGENT3

Sender

Example for

Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | MSG CNTL * >

Receiver
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fTabIe 8-4546. Properties of the Miscellaneous Elements for the Control Message

Mlsgleel::g:?us Rg;:;g:;lll Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ME2 Optional Component name of destination ?ESTINATION"COMPONENT

rom header
Component destination:
The two miscellaneous elements may be
used to direct the message to a specific
destination, as necessary, in Subject
ME3 Optional Token StringHeader-String format, DESTINATION-NODE [Commented [MA106]: C2MS11-49
ME4 DESTINATION-FACILITYr/a
ME3 = DESTINATION-NODEdestinration
node
ME4 = DESTINATION-
FACILITYdestination-facility
VES5 Optional A keywqrd the receiving process could “CNTL-KEYWORD” from msg
use for filtering content

Control messages may be published for general consumption or they may be targeted to a central collector
component. The second element, ME2 (component of recipient), is used if necessary.

Examples
Publishing / Sending Control messages:

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CNTL.APP1 or
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CNTL.APP1.COMPONENT or

C2MS.DOM1 . DOM2 . MSSN.CNS1.SAT1 .MSG.CNTL.APP1 .COMPONENT . DESTINATION-  Formatted: Font: Italic
NODE . DESTINATION-FACILITY or
C2MS.DOM1 . DOM2 . MSSN.CNS1.SAT1 .MSG.CNTL.APP1.COMPONENT . DESTINATION- ( Formatted: Font: Italic

NODE . DESTINATION-FACILITY. KEYWORJ

MSPBOMIBOM2MSSN-CNSE P1MS NT

| Commented [MA107]: C2mis11-25

o
o

OMPONENT_NOD.

H

ACTITT =

n
gt

i iy

MSPOMIBOM2MSSN-CNSE P1MS NT

WORD

o
o

OMPONENT_NOD.

H

ACTITTY &

Subscribe to / receive a Control message:
C2MS.* . * * * _ * MSG.CNTL.MYAGENT.CFGMGR.> or

C2MS.*.* * * * MSG.CNTL.CFGMGR.>

8.5.2.28.6.2.2 Control Message Header

The abbreviated table Fable-8-47-below below-shows the required values of the MESSAGE-TYPE and MESSAGE]
SUBTYPE fields for the Control Message header.

fTabIe 8-4647. Control Message Header Field Values [Commented [MA108]: C2MS11-193
Header Field Name Value .| Formatted Table
HEADER-VERSION 2019 [ Formatted: Font: 9 pt
MESSAGE-TYPE MSG [ Formatted: Font: 9 pt
MESSAGE-SUBTYPE CNTL [ Formatted: Font: 9 pt

(D D )
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Header Field Name Value

8.5.2.38.6.2.3

Control Message Contents

The following figure Figure-8-9-below-shows a UML object diagram of the Control Message with its required and

optional fields.

C2MS Message

Message Header

Control Message

{Message Header.MESSAGE-TY PE == MSG,
Message Header. MESSAGE-SUBTY PE == CNTL}

-CNTL-STRING : String
-SPECIAL-INFO : Binary [0..1]

-CONTENT-VERSION : F32 =2024.0
-CNTL-KEYWORD : Subject Token String [0..1]

Figure 8-98-9. Control Message Diagram|

The following table Fable-8-48-below-describes additional field names, values, and notes for the Control Message.

Table 8-4748. Control Message Additional Information

[ Formatted Table

[Commented [MA109]: C2MS11-187

( Commented [MA111]: C2Ms11-187

provided here.
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Field Name L L VaI_uel_Des NotesDescription “ [ Formatted Table
CONTENT-VERSION F32 R 202449 Ve.ts&enNuml?erersmn number for this message
content description
CNTL-KEYWORD - Eub gtct 0 Kg)gyo;d extraclteq from the CNTL-STRING. Useful for < [ Formatted: Centered
oken string IORRNEIPIOEessing] ( Commented [MA110]: C2Vis11-49

Parameters to guide the component on further

CNTL-STRING String R processing. E.g., INIT, Stop, Shutdown, Restart, Do X, <« [ Formatted: Centered
Y, and Z.

SPECIAL-INFO Binar 0 For application use. Any additional information can be Formatted: Centered
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8.5.38.6.3 Device Message

The Device C2CX message is used to report the status of devices, physical or virtual. (The Heartbeat message and
the Configuration Status message are used to report status on software components.) The Device message would
typically be used to report the status of devices that would not be capable of reporting themselves. For example, a
software component may interact with a specialized device or merely have access to the status of devices operating
in the same environment. A designated software component would gather the status of the device(s) and publish the
information with the Device C2CX message. This message is not intended to communicate with the device.

Thus, in conjunction with the Configuration Status and Heartbeat messages, a full story on the configuration can be
gathered for reporting and subsequent actions when a system-wide re-configuration is implemented.

Of course, this message does not need to be restricted to physical devices. Virtual devices may be constructed and
reported on as well. A physical device may be logically partitioned, or a logical device may be spread over a number
of physical devices. Or, a virtual (or pseudo) device could be constructed or defined with no relation to any physical
device. For example, a set of parameters, somehow related, could be grouped as a “device” and reported on for
display and monitoring. A single reporting agent could be responsible for a virtual device and report on it. Or, a
number of agents could report on separate parameters and the collector of the Device messages could effectively
construct a virtual device from the disparate information. A set of key or critical parameters could be constructed
and reported on using this method.

A hypothetical example for a communications data path could consist of a ground antenna, a ground station
processor/controller, a data link, and a front-end processor. Together these devices could constitute a virtual data
link device whose individual device statuses are collected (and logically ANDed together) to provide a GO/NOGO

or rollup Normal, Warning, Distress or Critical status on the data Iink.] | [Commented [MA112]: C2MS11-249

Table 8-48. Device Message Summary

Sender Any C2MS compliant application

Senders Intended Usage Publish

Receiver Any C2MS compliant application

Receivers Intended Usage | Subscribe

What Status and Control type information

When As needed and depends upon the type of information being transferred
Example

1. A component reports its status, physical or virtual, or any collection of data.
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8.5-3-18.6.3.1

Table 8-4950. Device Message Subject Naming

Device Message Subjects

sS;ubject Domain Elements Mission Elements Message Elements Miscellaneous Elements

andard

;”b‘ec‘ Speci- | hoyaINt | DOMAIN2 | MissioN | coNsT | saT | TYp | suBTYP ME1 ME2 ME3 ME4 | mes | Formatted Table

ement fication
DESTINATI
ON-

. . COMPONE | =~ DESTINATI
. [domain 1 | [domain 2 COMPONE
Subject o [constell NTCompone [DESTINATION— ON-
Content | CHMO | oeem | e | e | Taiony | Fo2 [ MSG  DEV Y pnamecr | TTCMPO% | TNODENede] | FACILITYFs [ Commented [MAL13]: Caws113s
pblisher] name-of 94%‘]] [Commented [MA114]: C2M5S11-25

fecipient(s)]

Example for

Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG DEV APP1

Sender

Example for

Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG DEV CFGMGR AGENT3

Sender

Example for

Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | MSG DEV * >

Receiver

400,
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fTabIe 8-5051. Properties of the Miscellaneous Elements for the Device Message

M'SEIZ’::Z::US Rg:tl;::;/ Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ME2 Optional Component name of destination ?ESTINATlON"COMPONENT

rom header

Component destination:

The two miscellaneous elements may be

used to direct the message to a specific

destination, as necessary, in Subject
VE3 Optional Token StringHeaderString format DESTINATION-NODE
ME4 DESTINATION-FACILITYr/a

ME3 = DESTINATION-NODEdestination

node

ME4 = DESTINATION-

FACILITYdestination-faeility

Device messages may be published for general consumption or they may be targeted to a central collector

component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing / Sending Device messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1 or

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1l.COMPONENT or

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT.DESTINATION-

NODE . DESTINATION-

Subscribe to / receive a Device message:

C2MS.* . * . * * * MSG.DEV.MYAGENT.CFGMGR.> or

C2MS.* . * * * * MSG.DEV.CFGMGR.>

8.56-3-28.6.3.2

Device Message Header
The abbreviated table below -Fable-8-52-shows the required values of the MESSAGE-TYPE and MESSAGE-

SUBTYPE fields for the Device Message header.

Table 8-5152. Device Message Header Field Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE DEV

Command and Control Message Specification™ (C2MS™) V1.0-1
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Header Field Name Value « [ Formatted Table

8.5.3.78.6.3.3 Device Message Contents

The following figure Figure-8-10-below-shows a UML object diagram of the Device Message with its required and
optional fields.

Message Header

Device Message F STATUS
{Message Header MESSAGE-TY PE == MSG, -DEVICE Device 0=Standby,
= A .
Message Header MESSAGE-SUBTY PE == DEV} 0. |-n.NANE - String ;:VN\;’afrﬂ:nlg
-CONTENT-VERSION  : F32 =2024.0 -n.NUMBER : 116 [0.1] 3=Distress.
-NUM-OF-DEVICES  : 16 -n.MODEL : String [0..1] ~ |t=severs
-n.SERIAL : String [0..1] - -
-n.VERSION : String [0..1] -
-n.GROUP : String [0..1) -
-n.ROLE : String [0..1] ~
-n.STATUS : 16 ={0,1,2,3,4} o
-n.INFO : 16 [0.1]
-n.NUM-OF-PARAMS - U16
-PARAM (0.
Device Parameter
-mNAME : String [0..1]
-mTME : Time [0..1]
-mVALUE : Variable [0..1]
\Figure 8-108-10. Device Message Diagram\ [Commented [MA118]: C2M511-187

Fable-8-53The following table -below-describes additional field names, values, and notes for the Device Message.

f‘l’able 8-5253. Device Message Additional Information [Commented [MA121]: C2Ms11-187
Field Name Type Presence Value/Description DescriptionNetes < [ Formatted Table
CONTENT- Version-NumberVersion number for this message
VERSION - i RN content description
NUM-OF-DEVICES Ut6 R m Number of devices being reported in this
message
Name of the device - “n” starts at "1". This field is
DDEVICE.n.NAME String R ‘" starts-at-4 required for each device specified by NUM-OF- || Commented [MA119]: c2vis11-249
REVEES- Toted e v [ Formatted: Font: 9 pt
umber assigned to the device to distinguish i —
DEVICE.n.NUMBER 116 6] e s [Formatted. Font: 9 pt
DEVICEnMODEL | String 0 Model number of the device ( Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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8.5.48.6.4  Heartbeat Message

The Heartbeat message is used to notify other components that the sending / publishing component is alive or active.
Other components monitoring the Heartbeat messages can determine what action to take, if any, when a Heartbeat
message fails to appear as scheduled, or if the COMPONENT-STATUS is not normal/green. If the component does
not publish the heartbeat at the default rate, it can supply the publishing rate (PUB-RATE field) and a counter
(COUNTER field) for a monitor to calculate when a heartbeat is expected or might be missing or late. Each
component or system or mission can determine its own preferred heartbeat rate.

Not Using the COMPONENT-STATUS Field

If the COMPONENT-STATUS field is not to be used, then if the component is running but not 100%, then a
component should cease publishing its Heartbeat message. The termination of the Heartbeat message will then make
auto/re-configuration options possible. Which is to say, if the component is either 100% or 0%, or those are the only
two states the component can report, then using the COMPONENT-STATUS field is not necessary, as long as the
component can cease publishing the Heartbeat message in circumstances when it knows it is not 100%.

Command and Control Message Specification™ (C2MS™) V1.0-1

‘1_0F

Field Name Type Presence Value/Description DescriptionNetes < [ Formatted Table
DEVICE.n.SERIAL String 0] Serial number of the device
DEVICE.N.VERSION | strin 0 :j/:\;is(izn of the firmware operating within the
DEVICE.n.GROUP String 0 Name of group with which device is associgted
Role of the device, if known. E.g. PRIMARY,
DEVICE.n.ROLE String 0 BACKUP, AGENT, SERVER, MEMBER, MGR,
Value | Description
0 StandbyPeb
Condition of the device being reported. The
1 Normal-+ criteria for selecting the DEVICE.n.STATUS
DEVICE.n.STATUS 116 D G lee description is left to the reporting component. [Formatted: Font: Not Bold
o | Wamning¥el ™| This field is required for each device speciﬁ[gd by
- NUM-OF-DEVICES.
3 DistressOra
hge
4 CriticalRed] (c ted [MA120]: C2MS11-222 and C2Ms11-249
An additional status code that can be supplled
D i - § that is specific to that device
Number of additional parameters being repprted
DEVICE.n.NUM-OF- . that are associated with the device. This figld is
PARAMS L i required for each device specified by NUM-{OF- | Formatted: Centered
DEVICES.
DEVIﬁENrk;éRAM' String 0] Name of the additional parameter « [ Formatted: Centered
DEV'%E'T"l',&’é hd Time 0 Time of parameter sampling “ ( Formatted: Centered
DEVICE.n.PARAM. ’ :
m.VRLUE Variable ] Value of the named parameter being reporth [ Formatted: Centered
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Using the COMPONENT-STATUS Field

A component may typically only supply the COMPONENT-STATUS of 1 — Normal/Green. However, when the
status of the component is less than normal / green (100%), say yellow (75%), indicating a less than optimal
operating state, it may also supply a status code in the COMPONENT-INFO field. This code would only have
context within that component. A component may also issue a Log Message in conjunction with a change in
COMPONENT-STATUS. The component would include the COMPONENT-INFO value in the subsequent Log
Message so the Heartbeat message and the Log Message could be cross-referenced. Components can self-determine
what constitutes a Normal, Warning, Distress, or Critical state of processing. A component

that ceases to send a heartbeat message will be presumed to be absent and in a Critical condition. If applicable, a]
component will then be susceptible to a pre-determined recovery action, including failover and restart. A monitoring
agent can use the COMPONENT-STATUS value to color code a display of the component’s status.

|Tab|e 8-53. Heartbeat Message Summary

Table 8-5354. Heartbeat Message Summary

Sender Any C2MS compliant application

Senders Intended Usage Publish

Receiver Any C2MS compliant application

Receivers Intended Usage | Subscribe

What Status and Control type information

When As needed and depends upon the type of information being transferred
Example

1. All active components publish a heartbeat (aka keep-alive); a monitoring component checks on the ongoing
presence of the components and detects their absence.
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8.5.4.18.6.4.1 Heartbeat Message Subjects

Table 8-5455. Heartbeat Message Subject Naming
Subject Domai - .
Standard omain Elements Mission Elements Message Elements Miscellaneous Elements
. . M
;”b‘“‘ Speci- | pomaNt | DOMAIN2 | MissioN | consT | saT | TYP | suBTYP ME1 ME2 MEs | ME4 |* | gl Formatted Table
ement fication 5
[DESTINATION-
Subject [domain 1 | [domain 2 fconstel [COMPONENTG | COMPONENTE “DESOTN”_“AT'  am
c C2MS —system | -system | [mission] ) [sat] | MSG HB omponentname | omponent e =
ontent specific] specific] ation] ; isher] f NODE]{Ned FACl)I.LI YN
ivient(s)] ¢} Facility) [Commented [MA125]: C2MS11-25 and C2MS11-249

Example for | Commented [MA124]: C2M511-35
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG HB APP1

Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG HB CFGMGR AGENT3

Sender
Example for
Subscriber / C2Ms DOM1 DOM2 MSSN * SAT1 | MSG HB * >

Receiver

[Formatted: Font: 9 pt
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[Formatted: Font: 9 pt

Command and Control Message Specification™ (C2MS™) V1.0-1 Al,,QFL,



fTabIe 8-5556. Properties of the Miscellaneous Elements for the Heartbeat Message

M'SEIZ’::Z::US Rg:tl;::;/ Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ME2 Optional Component name of destination ?ESTINATlON"COMPONENT

rom header

Component destination:

The two miscellaneous elements may be

used to direct the message to a specific

destination, as necessary, in Subject
ME3 Optional Token StringHeader-String format.\ DESTINATION-NODE [Commented [MA126]: C2Ms11-49
ME4 DESTINATION-FACILITYr/a

ME3 = DESTINATION-NODEdestination

node

ME4 = DESTINATION-

FACILITYdestination-faeility

Heartbeat messages may be published for general consumption or they may be targeted to a central collector
component. The second element, ME2 (component of recipient), is used if necessary.

Examples
Publishing / Sending Heartbeat messages:

C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1 or
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1.COMPONENT or

C2MS.DOM1 .DOM2 . MSSN.CNS1.SAT1.MSG.HB.APP1 .COMPONENT . DESTINATION~-  Formatted: Font: Italic

NODE . DESTINATION-

[ Commented [MA127]: C2MS11-25 and C2MS11-249

Subscribe to / receive a Heartbeat message:
C2MS.* . * . * * _* MSG.HB.MYAGENT.CFGMGR.> or

C2MS.* . * * * * MSG.HB.CFGMGR.>

8.5.4.28.6.4.2 Heartbeat Message Header

| The abbreviated Fable-8-57table -below belew-shows the required values of the MESSAGE-TYPE and MESSAGE-
SUBTYPE fields for the Heartbeat Message header.

fTabIe 8-5657. Heartbeat Message Header Field Values [Commented [MA128]: C2MS11-193
Header Field Name Value « [ Formatted Table
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE HB
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Formatted: Font: 9 pt

(
[ Formatted: Font: 9 pt
(
(

Formatted: Font: 9 pt

L

106, Command and Control Message Specification™ (C2MS™) V1.01,,




Header Field Name Value « [ Formatted Table

8.5.4.38.6.4.3 Heartbeat Message Contents

Figure-8-11The following figure -below-shows a UML object diagram of the Heartbeat Message with its required, |
optional, and tracking fields.

Message Header
COMPOENT-STATUS

0=Standby, 1=Normal,

2=Warning,
3=Distress,
4=Severe
-
Heartbeat Message - -
{Message Header. MESSAGE-TY PE == MSG, - -
Message Header MESSAGE-SUBTY PE == HB} -
-

-CONTENT-VERSION : F32 =2024.0 -

-COUNTER :U16[0.1] Phe

-PUB-RATE :U16 [0..1] -~

-COMPONENT-STATUS  : 116 [0.1] ={0,1,2,3,4} o
-COMPONENT-INFO  : 116 [0..1]
-COMPONENT-INFO-DETAILS  : String [0..1] R PTIO Heartbeat Subscription Data
-SW-VERSION : Variable [0..1] SUBSCRS N 1. SUBJECT-PATTERN - Sirin

-MW-CONNECTION-ENDPOINT  : String [0..1] 0.* i . 9
-NUM-OF-SUBSCRIPTIONS  : U16 [0..1]

Commented [MA129]: Figure updated with C2MS11-135,
C2MS11-187 and C2MS11-249

Figure 8-118-11. [Heartbeat Message Diagram|

TFable-8-58The following table -below-describes additional field names, values, and notes for the Heartbeat Message.

Table 8-5758. Heartbeat Message Additional Information [Commented [MA134]: c2MS11-14 and C2MS11-187
Field Name Type Presence Value/Description DescriptionNetes
CONTENT- Version-Number\ersion number for this message content Formatted Table
VERSION - i EIERE description trﬂ [
. Indicates the number of times that the C2CX heartbea
COUNTER aE B fis message has been published, including this message.I | Formatted: Centered
Indicates the rate, in number of seconds, which the C2CX
heartbeat message is being published by the component. A
rate of zero or less indicates that this C2CX message is not
R L B repeatedly published by the component. The default r | Formatted: Centered
publishing rate of the C2CX heartbeat message is 30 [ Formatted: Font: Not Bold
— seconds. [ Formatted: Font: 9 pt
L ) | Mokl | Besehlfion ! [ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt

o L L
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* Note: At a rate of two messages per minute, this counter will overflow after 22 days.

8.5.568.6.5 Resource Message

The C2CX Resource message is used to publish computer performance data. Resource data is organized per CPU,
disk, and network port. It is intended that the data be a snapshot of the resources at the time of collection and not a
cumulative summary. The snapshot of the resources can be paired with the time of publication of the message to
produce a data point. After the collection of a number of data points, a trend /plot of the resources can be

established.

108
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Field Name Type Presence Value/Description DescriptionNetes
0 Standbybeb
ug
1 NgormaH Indicates the condition of the component being monitored,
[COMPONENT- WaminaYeh typically itself, although it may be a proxy for a remote
STATUS] 2 —ng component. The component may choose the condition level [ Commented [MA130]: C2MS11-222 and C2MS11-249
- based on its own criteria.
3 DistressOra
hge
4 CriticalRed
COMPONENT- 1 0 An additional status code the component can supply that is
INFO — = specific to that component.
COMPONENT- Strin 0 Allows a component to detail its status in a verbose
INFO-DETAILS | ="M 2 message
Version number identifier of the reporting component.
SW-VERSION | Variable 0 Component must ascertain the data type before accessing [ Formatted: Centered
the value (e.g. with a function call).
MW- JTracking field - Broker(s) to which the client application is [ Formatted: Font: Bold
CONNECTION- String 0 currently connected - reserved for use by implementation
ENDPOINT (PSM)
GPY-MEM In-megabytes « [ Formatted: Centered
CRUUT Percentage-of CPU being utilized . [Commented [MA131]: C2Ms11-2
F tted: Centered
NUM-OF- Tracking field - The number of active subscriptions set up [ orma entere
SUBSCRIPTIO [m Q] we across all connections held by the running application - < Commented [MA132]: C2MS11-135, but superseded by
NS reserved for use by implementation (PSM) C2MS11-249
SUBS,\?RIPTIO ;I;]rackingl field .I'Thte'} nih syt%siripttiontijk)ject patte;jrr; held by [ Formatted: Centered
. . . e running application - “n” starts at *1"- reserved for use ;
SUBJECT- String i g by implementation (PSM)_.. This field is required for each | Formatted: Centered
PATTERN subscription when NUM-OF-SUBSCRIPTIONS > 0.
Brekerishe
which-the
client
m eurrently - .
GONNECTION- String [ Formatted: Centered
ENDPOINT ;
use by ;
implementati
9“‘('93“4')‘ [Commented [MA133]: c2ms11-14
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All resource information has been marked as optional so that a component may provide any or all of the resource
information as necessary. For example, an agent collecting and publishing data may determine to publish the CPU
resources at a difference rate than the disk resources. Resource messages for CPUs might be published every 60
seconds, while disk Resource messages might be published every 300 seconds.

If a component is to be controlled or directed as to the frequency of resource publishing, it could use the CNTL

message with a CNTL-STRING of “SET RSRC CPU 60 to set the CPU resources publication rate at 60 seconds,
or disk resources at 300 seconds with “SET RSRC DISK 300”.

Table 8-58. Resource Message Summary

Sender Any C2MS compliant application
Senders Intended Usage Publish

Receiver Any C2MS compliant application
Receivers Intended Usage | Subscribe

What

Status and Control type information

When

As needed and depends upon the type of information being transferred

Example

1. This message is used to report a snapshot of computer performance data (CPU, memory, disk, and network

usage).

Command and Control Message Specification™ (C2MS™) V1.0-1
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8.5.5.18.6.5.1 Resource Message Subjects
Table 8-5960. Resource Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homaint | poman2 | mission | consT | sat | Tve | susTyp ME1 ME2 ME3 ME4 | MES Formatted Table
Element fication
[domain 1 | [domain 2 [COMPONEN | [DESTINATION- [DESTINATI | [DESTINA
Subject a - o [constell TComponent | COMPONENTCe ON- TION-
Content C2MS ssgzltﬁg‘ Ssé’zltﬁgf mission] | “oon) | 580 | MSG | RSRC | o e ot mponentaameof | NODENod | FACILITY]
P P publisher] | recipient(s)] e | [Faciit] | Commented [MA135]: C2s11.35
Example for [ Commented [MA136]: C2MS11-25 and C2MS11-249
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 MSG RSRC APP1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG RSRC CFGMGR AGENT3
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | MSG RSRC * >
Receiver
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fTabIe 8-6061. Properties of the Miscellaneous Elements for the Resource Message

M'SEIZ’::Z::US Rg:tl;::;/ Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ME2 Optional Component name of destination ?ESTINATlON"COMPONENT

rom header

Component destination:

The two miscellaneous elements may be

used to direct the message to a specific

destination, as necessary, in Subject
ME3 i Token StringHeader-String format DESTINATION-NOBE
ME4 e DESTINATION-FACILITYr/a

ME2 = destination component or group e —

ME3 = DESTINATION-NODEdestiration

pedds

ME4 = DESTINATION-

FACILITYdestination-facility

Resource messages may be published for general consumption or they may be targeted to a central collector
component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing / Sending Resource messages:

C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSRC.APP1 or
C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSRC.APP1.COMPONENT or
C2MS .DOM1 . DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT . DESTINATION-

NODE . DESTINATION-

PR1

TN AT oo

[Commented [MA137]: c2mMS11-49

[ Formatted: Font: Italic

FACILITYE2MS M1 MO MEON NGl CATL MO R
LIFY

Subscribe to / receive a Resource message:
C2MS.*.* . * *_ * MSG.RSRC.MYAGENT.CFGMGR.> or

C2MS.* . * * * * MSG.RSRC.CFGMGR.>

8.5.5.28.6.5.2 Resource Message Header

The abbreviated Fable-8-62table -below shows the required values of the MESSAGE-TYPE and MESSAGE-

SUBTYPE fields for the Resource Message header.

Table 8-6162. Resource Message Header Field Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE RSRC

Command and Control Message Specification™ (C2MS™) V1.16,
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[ Commented [MA139]: C2MS11-193
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Header Field Name

Value

8.5.5-38.6.5.3

Resource Message Contents

The following figure Figure-8-12-below-shows a UML object diagram of the Resource Message with its required

and optional fields.

Message Header

{Message Header MESSAGE-TY PE == MSG,
Message Header MESSAGE-SUBTY PE == RSRC}

Resource Message

CPU

-n.MEM : U32 [0..1]
-CPU |-n.MEM-UTIL : F32 [0..1]

-MEM.UTIL

-CONTENT-VERSION  : F32 = 2024.0
-COUNTER : U16[0..1]

-PUB-RATE : U16 [0..1]

-OPER-SYS : String [0..1]
-NUM-OF-CPUS - U16
-NUM-OF-DISKS - U16

- F32[0.1]
-MEMPHYSICAL TOTAL - Us4 [0_.1]
-MEMPHYSICALAVAIL : UB4 [0..1]
-MEMVIRTUAL.TOTAL : U64 [0.1]
“MEMVIRTUALAVALL : U4 [0..1]
-MEMSWAP-UTLL : F32 [0..1]
-PROC.ZOMBIES : U32[0..1]
-PROCTOTAL - U32[0.1]
-NUM-OF-NET-PORTS  : U16

0 |-n.UTL :F32[0.1]
" |-nPAGE-FAULTS :U32[0.1]

-DISK. Disk

0.* |-n.NAME : Siring [0..1]
-n.SZE : U32[0.1]
-n.UTL : F32[0.1]

Network Port
-NET-PORT |_ NAME : String [0..1]

Figure 8-128-12. Resource Message Diagram

0.* |-n.EULADR : String [0..1]
-n.IP-ADR : String [0..1]
-n.TOTAL-BANDWIDTH :U32[0..1]
-n.UTLL : F32[0..1]
-n.BYTES-SENT : U64 [0..1]
-n.BYTES-RECEVED : U64 [0..1]
-n.ERRORS : U32[0..1]

Fable-8-63The following table -below-describes additional field names, values, and notes for the Resource Message.

Table 8-6263. |Resource Message Additional Information|

[ Formatted Table

ted [MA140]: C2MS11-254

Field Name Type Presence | Value/Description DescriptionNetes <
CONTENT-VERSION 32 R 202449 Verien—Num?erersion number for this message
content description
Indicates the number of times that the C2CX
COUNTER' u16 0 1+ Resource message has been published, including
this message.

112
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Field Name Type Presence | Value/Description DescriptionNetes < [ Formatted Table
Rate the data is being collected and publishgd.
The default publishing rate is 30 seconds. A fate
PUB-RATE L | EEEN of zero indicates this message is not being | - | Formatted: Centered
repeatedly published.
OPER-SYS String 0] Operating system component is using « [ Formatted: Centered
NUM-OF-CPUS U16 R 1+ Number of CPUs being monitored b [ Formatted: Centered
CPU.n.MEM u32 0] lileogt el Amount of memory for this CPU - “n” starts dt41". [ Formatted: Centered
CPU.nMEM-UTIL F32 0 0-100 e ( Formatted: Centered
CPU.n.UTIL F32 0 0-100 CPU utilization. Percentage of CPU utilized | « [ Formatted: Centered
CPU.n.PAGE-FAULTS U32 0 1+ Number of page faults b [ Formatted: Centered
NUM-OF-DISKS 0+ Number of disks being monitored < [ F tted: Centered
DISK.n.NAME String 0 ‘¥ starisat't’” | Name of the disk - 'n’ starts at “1". < ormatiec: “entere
DISK.n.SIZE U2 0 In megabytes | Absolute size of the disk < % Formatted: Centered
A ilicati i Formatted: Centered
DISK.n.UTIL 32 0 0-100 D|§k space utilization. Percentage of Disk space
utilized. [ Formatted: Centered
MEM.UTIL F32 0 0-100 Percent of main memory utilized i [ Formatted: Centered
MEMPHYSICALTOTAL |  Usd 0 1+ | of physical memory présent, i . | " ormatted: Centered
MEM.PHYSICALAVAIL |  Us4 0 0+ g;’tt:'sam"“m ofphysical memory avallable. 1, | ("¢ormatted: Contered
MEM.VIRTUAL.TOTAL u64 0 1+ Total amount of virtual memory present, in bytes [ Formatted: Centered
MEM.VIRTUAL.AVAIL ue4 0 0+ Total amount of virtual memory available, in pytes [ Formatted: Centered
MEM.SWAP-UTIL F32 0 0-100 Percent of swap space used < [ F 4 C ,
PROC.ZOMBIES U32 0 0+ Number of Zombie processes < ormatted: Centere
PROC.TOTAL U32 0 0+ Number of total processes - | Formatted: Centered
NUM-OF-NET-PORTS u16 R 1+ Number of network ports < [ Formatted: Centered
NET-PORT.n.NAME Strin 0 = —= Name of the network port - “n” starts at “1”. | < [ Formatted: Centered
0 1_222[;'1_?7?;9_“ Media Access Control (MAC) or Extended Upique [ Formatted: Centered
NET-PORT.n.EUI-ADR String 0 o Ldsem:'ﬁlgb (lEGLiI)f prr;i/s;cal address. MAC-48, EUt- [ Formatted: Centered
01:23:45:67:89:ap | *° O =-or format,
208.77.188.166 or
- 2001:0db8:8523:08 | Internet Protocol (IP) logical address. IPv4 ($2-bit)
NET-PORT.n.P-ADR | Sting O | 43:1319:822e:0370: | or IPv6 (128-bif) format, | Formatted: Centered
7334
NETéi%%{,{,TJ%TAL' u32 (9] 0+ Bandwidth of the port in Kbps “  Formatted: Centered
NET-PORT.n.UTIL F32 0] 0-100 Percentage of Network port utilization “ [ Formatted: Centered
NET'PO?EN?BYTES' Ue4 0 0+ Number of bytes sent over the port « [ Formatted: Centered
NET-PORT.n.BYTES- .
RgCE&],ED s Ue4 0 0+ Number of bytes received over the port .  Formatted: Centered
NET-PORT.n.ERRORS u32 0 0+ Number of errors encountered on the port | < [ Formatted: Centered
* Note: At a rate of 2 messages per minute, this counter will overflow after 22 days.
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8.68.7 Real-time Telemetry Data Messages

Telemetry Messages are data packages that contain spacecraft health and safety data. In most ground systems, a
Telemetry Message is packaged by the spacecraft and sent to the ground station. The ground station performs air-to-
ground quality checking, adds ground station information, and routes the data to the ground system. Archive
retrieval systems, simulators, and data generators can also provide Telemetry Messages in replay, simulation, and
test modes.

Additionally, the data can be published “as is” (Raw), or after a degree or level of processing (Processed). The latter
could involve a number of data scrubbing techniques plus conversion from binary values to engineering units (EU).
The following table lists the messages that have been defined to transport the various kinds of

telemetry data.

Table 8-63. Telemetry Messages

Processed Telemetry Data Processed (Converted) Data samples for one frame organized by mnemonic

The CCSDS CADU Frame, CCSDS Transfer Frame, and CCSDS Packet are industry standard formats. Time
Division Multiplexing (TDM) is the method and format for sending multiple digital signals along a single
telecommunications transmission. Specific decommutation instructions for the frames and packets are documented \
in other resources.

Note: Additional telemetry message contents may be added as necessary.

8.6-18.7.1  Telemetry CCSDS Packet Message

The Telemetry CCSDS Packet Message is used for transferring CCSDS telemetry packets.[lh&E@RMA;LﬁeleLef
the Telemetry Message Contents is-set-to CCSDSPKT-The Telemetry Message Contents consists of the raw
CCSDS telemetry packet, the time of the packet and the quality of the data. ield-i

Table 8-6465. Telemetry CCSDS Packet Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor
Senders Intended Usage Publish
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Receivers Intended Usage Subscribe
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system

114 — Command and Control Message Specification™ (C2MS™) V1.01,,

Telemetry Message Data Form (Level) Data Format
Telemetry CCSDS Packet Raw CCSDS Packet
[DEPRECATED| Telemetry CCSDS Frame | Raw CCSDS Frame [Commented [MA142]: C2MS11-249
Telemetry CCSDS CADU Frame Raw CCSDS Channel Access Data Unit (CADU) Frame
— F tted: Font: Bold
Telemetry CCSDS Transfer Frame Raw CCSDS Transfer Frame [ ormattec: "ont: 50
Telemetry TDM Frame Raw TDM Frame

( commented [MA143]: C2ms11-163

| commented [MA144]: C2ms11-249

[ Commented [MA145]: C2MS11-90
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8.6.1.28.7.1.1 Telemetry CCSDS Packet Message Subjects

[Table 8-6566. Telemetry CCSDS Packet Message Subject Naming [Commented [MA148]: C2MS11-163
sst::iizcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements : | Formatted Table
Eileos Speci- | homaint | DomaN2 | mission | consT | sat | Tve | sueTye | wer ME2 ME3 | ME4 MES5 MES
Element fication
COMPO
. [domain 1 | [domain 2 NENTIE Virtual -
oublect | coms | —system | —system | mission] | P! | fsay | s | TLMPKT | ompone | SU°a™ | Chamnel | Apip | SOteeton | BoEcdell | eommented MALa7]: comsinany
ontent o . ation] mode Point ID-(S¢ID)
specific] specific] ntof ID
publisher [r. ted [MA146]: C2Ms11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG TLMPKT SATSIM SIM 2 1 GEP1 fl[ « [ Formatted: Centered
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG TLMPKT TFEP RT 1 2 | % « [ Formatted: Centered
Sender
Example for
Subscriber / C2MS DOM1 DOM2 i i SAT1 | MSG TLMPKT | RT i [ ] % « [ Formatted: Centered
Receiver
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Table 8-6667. Properties of the Miscellaneous Elements for the Telemetry CCSDS Packet Message

Miscellaneous | Required / « [ Formatted Table
Element Optional Description Field in Msg, if applicable

ME1 Required Component name of Publisher COMPONENT from header
[STREAM-MODE_ The use of STREAM-MODE to

ME2 Requi Identifies stream as real-time, designate a message as anything other than Real-time

equired . " . - -
playback, simulator, or test. (RT) is strongly discouraged in a large formal enterprise.

See STREAM-MODE Usage Caution in Section 6.3.7, [r. ted [MA149]: C2MS11-90

VE3 Required Virtual Channel ID. VCID from msg content; or from header portion of [ Formatted: Font: Arial Narrow, 10 pt

CCSDS frame

IAP-ID - identifies a particular

ME4 Required subsystem on the spacecraft\ From header portion of data stream [Commented [MA150]: Cams11.217
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured
- SCID from msg content or from header portion of
IME! tional ft ID
e Optional Spacecrat 1 CCSDS packef [Commented [MA151]: C2MS11-163

Example for Publisher / Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPKT.SATSIM.SIM.2.1

Example for Subscriber / Receiver of Telemetry Messages
C2MS.*.* .MSSN.*.*.MSG.TLMPKT.TFEP.RT.>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPKT.TFEP.RT.2.1

8.6.1.38.7.1.2 Telemetry CCSDS Packet Message Header ( commented [MA152]: c2ms11-193

The abbreviated table Fable-8-68.—Telemetry- CCSDS-Packet-Message-Header-belowbelow shows the required
values of the MESSAGE-TYPE and MESSAGE-SUBTYPE fields for Telemetry CCSDS Packet Message header.

Table 8-6768. Telemetry CCSDS Packet Message Header Field Values

Header Field Name Value “ [ Formatted Table

HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE TLMPKT

Formatted: Font: 9 pt

Formatted: Font: 9 pt

(
(
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt

L

118 Command and Control Message Specification™ (C2MS™) V1.16,,




8.6.1.48.7.1.3

Telemetry CCSDS Packet Message Contents

The following figure shows a UML object diagram of the Telemetry CCSDS Packet Message
with its required and optional fields.

‘ Message Header

C2MS Message

Telemetry CCSDS Packet Message

{Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTY PE == TLMPKT}

-CONTENT-VERSION
-COLLECTION-POINT

1 F32 =2024.0
: String [0..1]

-STREAM-MODE : String = {RT, RPY, SIM, TEST}
-FINAL-MESSAGE : Boolean [0..1]

“TIME : Time [0..1]
-PHY-CHAN : String
-SCID : U32[0..1]
-VCID : U16 [0.1]
-APD : U16 [0..1]

-QUALITY-CHECK : 16 [0.1]

-QUALITY : 116 [0..1]
-DATA : Binary

\Figure 8-13. Telemetry CCSDS Packet Message Diagram]

The following table describes

additional field names, values, and notes for the Telemetry CCSDS Packet Message.

Table 8-68. Telemetry CCSDS Packet Message Additional Information|

STREAM-MODE

RT=real time,

RPY =replay/playback,
SiM=simulator,
TEST=tesl/dala generator

— | The use of STREAM-MODE to designate a message

as anything other than Real-time (RT) is strongly
discouraged in a large formal enterprise.

Commented [MA153]: Figure updated with C2MS11-187 and
C2MS11-249

|

ted [MA154]: C2Ms11-254

[r
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Field Name Type | Presence Value DescriptionNetes | Commented [MA156]: 21187
CONTENT-VERSION | F32 R 202419 Version number for this
message content description
Receiver, device, point, path, etc. where data
) was received. Used to distinguish data .
ESFRCElBINEEN | E5iM R simultaneously received at multiple coIIectio}m | Formatted: Centered
points.
Value Description | |dentifies the mode of the stream of telemetry
RT | Real-time as either Real-time, Replay, Simulator, or Tést. ( Formatted: Font: Not Bold
RPY | Replay The use of STREAM-MODE to designate a [ Formatted: Font: Not Bold
STREAM-MODE String R SIM Simulator message as anything other than Real-time [ Formatted: Font: Arial Narrow, 10 pt
(RT) is strongly discouraged in a large forml . 4
TEST gestlData enterprise. See STREAM-MODE Usage [Commented [MA155]: C2MS11-90
EIETA Caution in Section 6.3.7} [ Formatted: Font: Arial Narrow, 10 pt
” When true (and known, especially for repla [ Formatted: Font: Not Bold
FINAL-MESSAGE Boolean, 0, D . data), indicates the last message in the [ Formatted: Font: Not Bold
stream. : .
0 No/False [ Formatted: Centered
4 YesfTrue [ Formatted: Centered
TIME Time 0] Time of packet, usually ground receipt time | < [ Formatted: Font: 9 pt
PHY-CHAN String R Physical channel on which data is received | « [ Formateed: Font: 9 pt
[ Formatted: Font: 9 pt

o U A U U U




Field Name Type Presence Value DescriptionNetes
CCSDS Spacecraft Identifier (SCID). This field
SCID u32 0 originates from the CCSDS Transfer Frame
and is not part of the CCSDS Packet.
CCSDS Virtual Channel |dentifier (VCID). This
VCID u16 0] field originates from the CCSDS Transfer < [ Formatted: Centered
Frame and is not part of the CCSDS Packet.\B
APID U16 0 CCSDS Application Process Identifier (APID)
Y Value Description | Indicates quality checking was performed for « [ Formatted: Centered
QUANNCELECK 18 = Bit0 | Partial Packet reason indicated. [ Formatted: Font: Not Bold
QUALITY 116, 0 Va_lue Dgscrlptlon Indicates quality state if checking was « [ Formatted: Centered
DATA Binary R Raw telemetry data < | Formatted: Font: Not Bold
[ Formatted: Font: Not Bold
[ Formatted: Centered

o U U )

8.6.28.7.2 Telemetry CCSDS Frame Message (DEPRECATED)

The Telemetry CCSDS Frame Message has been deprecated and will be removed in a future release of C2MS. The
new CCSDS Frame Messages, Telemetry CCSDS CADU Frame Message and Telemetry CCSDS Transfer Frame

Message, should be used instead.] [Commented [MA157]: C2MS11-163

The Telemetry CCSDS Frame Message is used to transfer CCSDS telemetry frames. [Fhe FORMAT field-of the

—IThe Telemetry Message Contents consists of the raw [Commented [MA158]: C2Ms11-249

CCSDS telemetry frame, the time of the frame, quality checking performed, and the resulting quality of the data.
\/ 1ald i H aYa) nd-o a) an he CCSD a

| Commented [MA159]: C2Vis11-90

A frame with a Frame Sync pattern at the front that includes Reed-Solomon check symbols is called a Coded Virtual
Channel Data Unit (CVCDU) in the CCSDS documentation.

Table 8-6970. Telemetry CCSDS Frame Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor
Senders Intended Usage Publish
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Receivers Intended Usage Subscribe
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system

Formatted: Font: 9 pt

Formatted: Font: 9 pt

(
(
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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8.6.2.18.7.2.1

Table 8-707%. Telemetry CCSDS Frame Message Subject Naming

Telemetry CCSDS Frame Message Subjects

Sst:rl:fji;td Domain Elements Mission Elements Message Elements Miscellaneous Elements

;”bjec‘ Speci- | homaINt | DOMAIN2 | MissioN | cONsT | saT | TYp | suBTYP ME1 ME2 ME3 ME4 Wies | Formatted Table

ement fication

. [domain 1 | [domain 2 ICOMPONENT ) .
Sublect coms | - system | -system | mission] | 7S®! | psay | MG | TLMFRAME | Componenter | STEAM- | Vitual gy | Collgclion e nted [MAL61]: Cams11217
ontent " - ation] 1 mode Channel ID Poin

specific] _|_specific] publisher Commented [MA160]: C2Ms11-35

Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMFRAME SATSIM SIM 2 1
Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMFRAME TFEP RT 1 2

Sender
Example for
Subscriber / C2MSs DOM1 DOM2 * * SAT1 | MSG | TLMFRAME * RT * *
Receiver
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Table 8-7172. Properties of the Miscellaneous Elements for the Telemetry CCSDS Frame Message

Miscellaneous Required /
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
'STREAM-MODE. The use of STREAN-
MODE to designate a message as
ME2 Requi Identifies stream as real-time, anything other than Real-time (RT) is
equired ) " ;
playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7]
ME3 Required Virtual Channel ID Xf&%gg}“&%’?ﬁ:& oF from header
ME4 Optional APD - identifes a particular From header portion of data stream
subsystem on the spacecraft\
. Point on ground system where data
ME5 Optional was captured COLLECTION-POINT

Example for Publisher / Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMFRAME.SATSIM.SIM.2.1

Example for Subscriber / Receiver of Telemetry Messages
C2MS.*.* .MSSN.*.* MSG.TLMFRAME.TFEP.RT.>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMFRAME.TFEP.RT.2.1

8.6.2.28.7.2.2 Telemetry CCSDS Frame Message Header

The abbreviated table below Fable-8-73—Telemetry-CCSDS-Frame-Message-Header-below-shows the required
values of the MESSAGE-TYPE and MESSAGE-SUBTYPE fields for Telemetry CCSDS Frame Message header.

[Table 8-7273. Telemetry CCSDS Frame Message Header Field Values

Header Field Name Value

HEADER-VERSION 2019

MESSAGE-TYPE MSG
MESSAGE-SUBTYPE TLMFRAME

122 Command and Control Message Specification™ (C2MS™) V1.01,,
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8.6.2.38.7.2.3 Telemetry CCSDS Frame Message Contents

The following figure shows a UML object diagram of the Telemetry CCSDS Frame Message with
its required and optional fields.

Telemetry CCSDS
Frame Message has

— been DEPRECATED
Message Header

7 STREAM-MODE
7 RT=real time,
RPY =replay/playback,
SM=simulator
Telemetry CCSDS Frame Message -
{Message Header. MESSAGE-TYPE == MSG, TESTts8t/data gensrator
Header MESSAGE-SUBTY PE == TLMFRAME}

— | The use of STREAM-MODE to designate a

-CONTENT-VERSION : F32 =2019.0 - message as anything other than Real-time (RT) is
-COLLECTION-POINT  : String [0..1] _ - strongly discouraged in a large formal enterprise.
-STREAM-MODE  : String = {RT, RPY, SIM, TEST} o

-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32[0..1]

-TIME : Time [0.1]

-PHY-CHAN : String

-VCID : 16
-FRAMESYNC-STATUS : 16 [0.1] ={1,2, 3, 4} + — — — _ - — _ ::eg::z:msmms
-RS-PRESENT : Boolean [0..1] 2=Verify '
-DATA : B\ﬁary [O::1] 4=Check
Figure 8-14. Telemetry CCSDS Frame Message Diagram| [Commented [MA165]: C2Ms11-187
The following table describes
additional field names, values, and notes for the Telemetry CCSDS Frame Message.
Table 8-73. Telemetry CCSDS Frame Message Additional Information| [r ted [MA166]: C2MS11-254
Field Name Type Presence Value/Description NotesDescription - [Commented [MA168]: C2Ms11-187
Version—NumberVersi i F tted Tabl
CONTENT-VERSION |  F32 R 2019 Version nuber for s | [ Formatted Table
message content description
Receiver, device, point, path, etc. whefe
- data was received. Used to distinguisl| _
COLLECTION-POINT | String 0 data simultaneously received at multiple | Formatted: Centered
collection points.
Value Description Identifies the kind or source of the strTm [ Formatted: Font: Not Bold
RT Real-time of telemetry as either Real-time, Replay, - -
RPY Replay Simulator, or Test. The use of STREAM- % Formatted: Font: No_t Bold
. - i Formatted: Font: Arial Narrow, 10 pt
STREAM-MODE Strin R SIM Simulator MODE to designate a message as
— anythingrother than-Real-time(RT) s — [ commented [MA167]: cams11-90
Test/Data strongly discouraged in a large formal R
TEST Generator enterprise. See STREAM-MODE Usage [ Formatted: Font: Not Bold
Caution in Section 6.3.7. [ Formatted: Centered
0 When true (and known, espegcially for [ Formatted: Centered
FINAL-MESSAGE Boolean 0] o replay data), indicates the last message in Formatted: Font: 9 pt
e the stream. %F tred: F t:9pt
LENGTH U32 0 Bytes Length of frame B ormatted: Tont: 0P
TIME Time 0 Time of frame, usually ground receipt {ime | Formatted: Font: 9 pt
I [ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt

o 0 0 U U
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Field Name Type Presence Value/Description NotesDescription < [ Formatted Table
PHY-CHAN String R :2:{:/?{; CiEI gl < [ Formatted: Centered
CCSDS Virtual Channel |dentifi
VCID 116 R ﬁgl ual Channel Identifier “ [Formatted: Centered
Value Description
FRAMESYNC- e 8 ; \S/ea_rch State of frame synchronization from  Formatted: Left
STATUS L o) : ng';y equipment when frame s ingested | | Formatted: Font: Not Bold
2 Check - % Formatted: Font: Not Bold
i i H Formatted: Left
RS-PRESENT Boolea o _ Value Indlcate_s if the Reed-Solomon codes are [ S
Value Description [ Formatted: Left
il gs;%ﬁ!x;he(:k Indicates quality checking performed, if [ Formatted: Font: Not Bold
QUALITY-CHECK 116, [ Bit 1 T applicable. If the bit is set the particular [F : .
Quality Check P ‘'ormatted: Font: Not Bold
— quality check was performed.
gtz | Turbo Code Quality ( Formatted: Font: Not Bold
Check — [ Formatted: Font: Not Bold
Value Description
Eild (R)E;%%Tg:z;tate Indicates quality state if checking is
QUALITY 116, (o} Bit 1 - performed. If the bit is set the particular [ Formatted: Font: Not Bold
LT DElL) quality check failed.
) Turbo Code Quality [ Formatted: Font: Not Bold
Bit 2
State
DATA Binary 0 Raw telemetry data I { Formatted: Centered

8.7.3 Telemetry CCSDS CADU Frame Message
The Telemetry CCSDS CADU Frame Message is used to transport CCSDS Channel Access Data Units (CADU).

The CCSDS CADU Message consists of varying information depending on how the data source generated the
CADU. In some cases the CADU will consist of only the Attached Sync Marker (ASM) and CCSDS Transfer
Frame. In other cases the CADU will consist of the ASM, CCSDS Transfer Frame, and Forward Error Correction
(FEC) parity data known as codeblocks or codewords, e.g. Reed-Solomon codeblocks.

The intent of this CADU message is not only to transport the data, but also to carry critical metadata describing both
the contents of the CADU as well as the results of various CADU processing functions. Content metadata includes
timestamp, physical channel from which the CADU originated, ASM presence and length, Inverted Data, and FEC
Parity Length. Processing metadata includes Frame Synchronization Status, Derandomization, ASM Bit Errors
detected, and FEC Decode results.

In a satellite ground system, the CADU Frame is typically produced by a Frame Synchronizer and FEC Decoder,
which is then transferred to a CCSDS Data Link Processor that translates and produces CCSDS Transfer Frames
from the CADUs.

Table 8-7470. Telemetry CCSDS CADU Frame Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component
or front-end processor

Senders Intended Usage Publish

Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System

Receivers Intended Usage Subscribe

Commented [MA169]: The entirety of this message added in

{C2M511—163

|
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What

Spacecraft health and safety data to be decommutated and/ or archived

When

As needed but usually dependent on data rate and/or replay rate

A
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Example

Spacecraft health and safety data sent from ground station to ground system

8.7.3.1 Telemetry CCSDS CADU Frame Message Subjects

Table 8-7571. Telemetry CCSDS CADU Frame Message Subject Naming

Sst:_::iea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
I%an—i f?c%\ DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 MES5
. domain 1 domain 2 .
Subject ~ ~ . constel TLMCCSDS- i Collection
Contert C2MS system system | [mission] | . safl | MSG | capUFRAME [COMPONENT] | Stream-mode Point—
— specific] specific] _— —
Example for TLMCCSDS-
Publisher / C2mS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | ~rnrean o SATSIM SIM
Sender — | — | CADUFRAME —
Example for
Publisher/ | CaMs pomi | pom2 | mssn | const | sati | msg | ILMCCSDS- TFEP RT
Sender CADUFRAME
Example for
- . . TLMCCSDS- .
Sl:zllscc;ril‘lla:rrl C2mS DOM1 DOM2 * * SAT1 | MSG CADUFRAME * RT

426,
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Table 8-767%. Properties of the Miscellaneous Elements for the Telemetry CCSDS CADU Frame Message

Miscellaneous Required /
Element Optional Description Field in Msq, if applicable

ME1 Required Component name of Publisher COMPONENT from header
ISTREAM-MODE. The use of STREAM-
MODE to designate a message as

VE2 Required Identifies stream as real-time anything other than Real-time (RT) is

— nequired playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage |
Caution in Section 6.3.7.

. Point on ground system where data
ME3 Optional was captured COLLECTION-POINT

( Formatted: width: 8.5", Height: 11"

[ Formatted: Font: Arial Narrow, 10 pt

[Commented [MA171]: c2MS11-90

Example for Publisher / Sender of Telemetry Messages

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-CADUFRAME . SATSIM.SIM

Example for Subscriber / Receiver of Telemetry Messages

C2MS.*.* .MSSN. *.* . MSG.TLMCCSDS-CADUFRAME.TFEP.>

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-CADUFRAME. TFEP.RT

8.7.3.2 Telemetry CCSDS CADU Frame Message Header

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPE fields

for Telemetry CCSDS CADU Frame Message header.

h’able 8-7773. Telemetry CCSDS CADU Frame Message Header Field Values

[ Formatted: Normal

Commented [MA172]: C2MS11-163 used examples with .1. .2
and RT.> at the end of the example text. However, as | insert this
text (these were copied from another message and insufficiently
modified), | note that these aren't correct for the definition of the
message and I'm removing .1, .2 and RT.> (replacing with .>) so that

these examples will be valid.

[Commented [MA173]: c2mS11-193

Header Field Name Value
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE | TLMCCSDS-CADUFRAME
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8.7.3.3 Telemetry CCSDS CADU Frame Message Contents

The following figure shows a UML object diagram of the Telemetry CCSDS CADU Frame Message with its

required and optional fields.

= C2MS Message

Message Header

STREAM-MODE

RT=real time,

RPY =replay/playback,
SM=simulator,
TEST=test/data generator

The use of STREAM-MODE fo designate a
message as anything other than Real-time (RT) Is
-~ strongly discouraged in a large formal enterprise

|

Telemetry CCSDS CADU Frame Message - -
{Message Header. MESSAGE-TYPE == MSG, -7
| Message Header MESSAGE-SUBTY PE == TLMCCSDS-CADUFRAME} P
-CONTENT-VERSION :F32 =2024.0 -
~COLLECTION-POINT  : String [0..1] -7 AN
-STREAM-MODE : String = {RT, RPY, SIM, TEST} FRAMESYNC-STATUS
-FINAL-MESSAGE : Boolean [0.1] 1=Search,
-LENGTH :U32 2=Verify,
-TIME : Time [0..1] _ — — — 7 |3=Lock,
-PHY-CHAN : String Y _- - 4=Check
-FRAMESYNC-STATUS :16[0..1] ={1,2, 3,4} -
-ASM-LENGTH : U16
-ASM-BIT-ERRORS : U16 [0..1]
-INVERTED-DATA - Boolean [0..1]
-DERANDOMEE-ALG : 16
“FEC-ALG : U16 @ -
-FEC-PARITY-LENGTH : U32[0..1 = - -
-FEC-INTERLEAVE :U16 [0. 1[] ] o SES;:\I;G
-FEC-UNCORRECTABLE : Boolean [0..1] -~
-FEC- BITS :U16(0..1] 1=Reed-Solomon,
-DATA : Binary [0..1] 2=Turbo-Code,
3=LDPC
Figure 8-158-1514. Telemetry CCSDS CADU Frame Message Diagram| {r d [MA175]: Figure added with C2MS11-163 and J
C2MS11-249
The following table describes additional field names, values, and notes for the Telemetry CCSDS CADU Frame
Message.
Table 8-7874. [Telemetry CCSDS CADU Frame Message Additional Information| C d [MA176]: Table added in C2Ms11-163, updated
in C2MS11-187
Field Name Type Presence Value Description [‘. ted [MA177]: CaMs11-254
CONTENT-VERSION F32 R 2024 Versul)n.number for this message content
i description
Receiver, device, point, path, etc. where [
i istinaui Formatted: Centered
COLLECTION-POINT Strin 0 data was received. Used .to dlstlnqwgh
e lring data simultaneously received at multiple [ Formatted: Centered
collection points.
= - Formatted: Centered
Value Description Identifies the kind or source of the stream {
RT | Real-time of telemetry as either Real-time, Replays ( Formatted: Centered
RPY | Replay Simulator, or Test. The use of STREAM« [ Formatted: Font: Arial Narrow, 10 pt
! - SIM | Simulator MODE to designate amessageas < Commented [MA178]: C2M511-90
STREAN-MODE String R anything other than Real-time (RT) is [
1E8T | Testata G strongly discouraged in a large formal _ ( Formatted: Font: 9 pt
TEST | TestData Generalor | gterprise. See STREAM-MODE Usagé' /| / [ Formatted: Font: 9 pt
Caution in Section 6.3.7. (Formatted: Font: 9 pt
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Symbols when FEC-PARITY-LENGTH

non-zero

Command and Control Message Specification™ (C2MS™) V1.01,

Azlla
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Field Name Type Presence Value Description
When true (and known, especially for
FINAL-MESSAGE Boolean 0 replay data), indicates the last messade<in [ Formatted Table
the stream.
Length of frame in bits, including the
LENGTH us2 R Bits Attached Sync Marker (ASM) and any| < [ Formatted: Centered
FEC Parity/Check-Symbols
TIME Time 0 Time of frame, usually ground receipt fime | [ Formatted: Centered
) Physical ch | hich data i
PHY-CHAN String R rec\ési\ll‘fd — “mim [ Formatted: Centered
Value Description
FRAMESYNC- 1 6\ % \S/th[Ch State of frame synchronization from [ Formatted: Left
STATUS - g my Cuuiplllcll: when f:ame'is'inqested """ 4 : [Commented [MA179]: C2MS11-187
Z Check - [ Formatted: Left
Length of the Attached Sync Marker [ Formatted: Left
ASM-LENGTH Ute R Bits (ASM) in bits. A length of zero indicatds [ Formatted: Left
e the ASM was removed, e.g. by the
FrameSync
ASM-BIT-ERRORS U16 0 Number of bit errors detected in the ASM
INVERTED-DATA Boolean 0 Trug if data inversion was required to
- I = achieve lock on the frame
Value Description . )
eapowzeas | ws | 8 0T e
1 CCSDS-131.0-B -
Value Description
0 None The Forward Error Correction (FEC)
FEC-ALG u16 R 1 Reed-Solomon algorithm used to decode/error-correc{ the
2 Turbo-Code frame data
3 LDPC
Length of the FEC Parity/Check-Symbol
in bits. Zero indicates the data was neyer
FECRAR uz2 0 FEC-encoded (when FEC-ALG=Nonel,
—— the FEC-ALG decoded the data and
removed the check-symbols
The block decoder’s Interleave Depth
FEC-INTERLEAVE u16 0 used by FEC-ALG
Value Description
False Any identified errors Indicates the result of error correction
FEC- Boolean 0 were corrected processing for this CADU (if no errors
UNCORRECTABLE | = - Errors found that were identified, this is set to FALSE)
True could not be
corrected
FEC-CORRECTED- U16 0 The number of error bits corrected by
BITS — - FEC-ALG
CADU telemetry containing the user data
DATA Binar 0 followed by the FEC Parity/Check-
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8.7.4 [Telemetry CCSDS Transfer Frame Messagel

The Telemetry CCSDS Transfer Frame Message is used to transport CCSDS Transfer Frames (TF). A TF is

typically extracted from a CCSDS CADU Frame, then parsed and processed per one or more “Services” as

described in the various CCSDS Data Link Protocol specifications.

The CCSDS TF Message consists of varying information depending on how the data source generated the TF. In

some cases the TF will consist of only the CCSDS TF Primary Header and User Data. In other cases the TF will

consist of the CCSDS TF Primary Header, Header Error Control Field (HECF), Insert Zone, User Data, Operational

Control Field (OCF), and CRC known as Frame Error Control Field (FECF).

The intent of this TF message is not only to transfer the user data, but also to carry critical metadata describing both

the contents of the TF as well as the results of various TF processing functions. Content metadata includes

timestamp, physical channel from which the TF originated, TF Version, Spacecraft ID, Virtual Channel ID, Insert

Zone Presence and Length, and FECF/HECF/OCF Presence and usage. Processing metadata includes Sequence

Errors, Parse Errors, and HECF Decode results.

Table 8-79. Telemetry CCSDS Transfer Frame Message Summary

Sender

A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor

Senders Intended Usage

Publish

Receiver

Telemetry Decommutation System, Archive System, Trending System, Expert System

Receivers Intended Usage

Subscribe

What

Spacecraft health and safety data to be decommutated and/ or archived

When As needed but usually dependent on data rate and/or replay rate
Example
e Spacecraft health and safety data sent from ground station to ground system
130, Command and Control Message Specification™ (C2MS™) V1.01,,
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8.7.4.1 TTelelemetry CCSDS Transfer Frame Message Subiects\

Table 8-8071. Telemetry CCSDS Transfer Frame Message Subject Naming

Commented [MA181]: FOR MICHELLE - empty page, Title of
Telemetry has had the heading type removed and the 'T' removed.

Commented [MS182R181]: | removed the empty page and

Command and Control Message Specification™ (C2MS™) V1.01,
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Subject after looking back at the formal version of C2MS 1.0 | made
Stﬁ];a_crd Domain Elements Mission Elements Message Elements Miscellaneous Elements Telemetry. . . a heading4.
I?I_l:r)rj12_‘r:1tt fi%%l DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 ME5
Subject COMS % % [mission] constel [saf] | MsG TLMCCSDS- [COMPON | Stream- | Spacecraft %el Callection
Content spgcific] spgcific] ation —— | TRANSFERFRAME ENT] mode ID (SCIDY D (VCID) Pqint Commented [MA183]: C2MS11-35 ]
Example for TLMCCSDS Commented [MA184]: C2MS11-35 }
Pusk;I'Lsdheerr/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG TRANSFERFRAME SATSIM SIM 4 2
Example for TLMCCSDS-
Pusk:ijh;rl C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG TRANSFERFRAME FEP RT 5 1
Example for
- . TLMCCSDS- B .
Slélzsc(;ril\l,a:rrl C2MS DOM1 DOM2 * * SAT1 | MSG TRANSFERFRAME * RT 6 i
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Table 8-8176. Properties of the Miscellaneous Elements for the Telemetry CCSDS Transfer Frame Message

Miscellaneous Required /
Element Optional Description Field in Msq, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ISTREAM-MODE. The use of STREAM-
MODE to designate a message as
VE2 Required Identifies stream as real-time anything other than Real-time (RT) is
— nequired playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
) SCID from msg content or from header
ME3 SCID (Spacecraft ID) :
MES Required SCID (Spacecraft 1D portion of CCSDS transfer frame
. , VCID from msg content or from header
Required VCID (Virtual Channel ID) -
ME4 Required VCID (Virtual Channel ID portion of CCSDS transfer frame
) Point on ground system where data
MES Optional was captured COLLECTION-POINT

[Example for Publisher / Sender of Telemetry Messages

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-TRANSFERFRAME.SATSIM.SIM.2.1

Example for Subscriber / Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.*.MSG.TLMCCSDS—-TRANSFERFRAME.TFEP.RT.>

C2MS.DOMI1 . DOM2 .MSSN.CNS1.SAT1 .MSG.TLMCCSDS-TRANSFERFRAME . TFEP.RT.2.1]

[ Formatted: Font: Arial Narrow, 10 pt

: [Commented [MA185]: c2mMS11-90

Ci ted [MA186]: C2MS11-163 used examples with .1 and

8.7.4.2 Telemetry CCSDS Transfer Frame Message Header

he abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPE fields

for Telemetry CCSDS Transfer Frame Message header.

Table 8-8273. Telemetry CCSDS Transfer Frame Message Header Field Values

Header Field Name Value
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE | TLMCCSDS-TRANSFERFRAME
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8.7.4.3 Telemetry CCSDS Transfer Frame Message Contents

The following figure shows a UML object diagram of the Telemetry CCSDS Transfer Frame Message with its

required and optional fields.

C2MS Message

Message Headeﬂ

Telemetry CCSDS Transfer Frame Message
{Message Header MESSAGE-TY PE == MSG,
Message Header. MESSAGE-SUBTY PE == TLMCCSDS-TRANSFERFRAME}

-FINAL-MESSAGE : Boolean [0..1]

-LENGTH :U32[0..1]

-TIME : Time [0..1]

-PHY-CHAN : String

-FRAME-VERSION :U16

-SCD : U32

-VCD : U16

-SEQUENCE-COUNT  : U32 [0..1]

-INSERT-ZONE-LENGTH  : U32

-OCF-PRESENT  : Boolean

-FECF-USAGE :U16

-HECF-USAGE :U16

: Boolean [0..1]

E : Boolean [0..1]
0.1]

-DATA : Binary [0..1]

\Figure 8-16. Telemetry CCSDS Transfer Frame Message Diagram|

-CONTENT-VERSION : F32 =2024.0 2
-COLLECTION-POINT  : String [0..1] i 2
-STREAM-MODE : String = {RT, RPY, SIM, TEST} o

STREAM-MODE

RT=real time,

RPY =replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to designate a

strongly discouraged in a large formal enterpri

7

_|message as anything other than Real-time (RT) is

ise.

The following table describes additional field names, values, and notes for the Telemetry CCSDS Transfer Frame

Message.

rTabIe 8-83. Telemetry CCSDS Transfer Frame Message Additional Information|

Ci ted [MA190]: Figure added with C2MS11-163 and
C2MS11-249

|

Field Name Type Presence Value

Description

CONTENT-VERSION F32 R

2024

Version number for this message coptent

description

COLLECTION-POINT

(e}

String

Receiver, device, point, path, etc. whe

e

data was received. Used to distinguis
data simultaneously received at multip)

e

collection points.

Description

RT Real-time

Replay

(]
2
=

STREAM-MODE Simulator

String

Test/Data Generator

Identifies the kind or source of the strelam
of telemetry as either Real-time Replj%

Simulator, or Test. The use of STREA|

M-

MODE to designate a message as
anything other than Real-time (RT) is
strongly discouraged in a large formal

enterprise. See STREAM-MODE Usade

Caution in Section 6.3.7.

FINAL-MESSAGE Boolean

(e}

When true (and known, especially for

replay data), indicates the last messade<in

the stream.

(

A
' [ Formatted Table

(

(
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Field Name

Presence

Description

LENGTH

Length of the transfer frame in bytes <

[ Formatted: Centered

TIME

IO|170

Time of frame, usually ground receipt time

PHY-CHAN

10

Physical channel on which data is
received

FRAME-VERSION

1=

The CCSDS Transfer Frame Version of
this frame

. [ Formatted: Centered

[ Formatted: Centered

SCID

=0

CCSDS Spacecraft Identifier (SCID)

VCID

1=

CCSDS Virtual Channel Identifier (VCID)

SEQUENCE-COUNT

(o]

Current value of the CCSDS Virtual
Channel Frame Count

INSERT-ZONE-
LENGTH

The length in Bytes of the CCSDS AOS
Insert Zone of this frame

OCF-PRESENT

Boolean

120

Indicates whether the CCSDS Operational
Control Field (OCF) is present in this
frame

FECF-USAGE

C
=
o

1=

<
N
=
@

Description

Not Present

Is Present, Not Used

N f—jo

Is Present, Is Used

Indicates presence and usage of the
CCSDS Frame Error Control Field (i.e.
CRC). “Is Present Not Used” means the
FECF field exists in the DATA, but the
CRC was not performed

HECF-USAGE

(e
=
(o]

1=

<
N
=
3

Description

Not Present

Is Present, Not Used

(LS el (=} ‘

Is Present, Is Used

Indicates presence and usage of the
CCSDS Header Error Control Field (i.e.
Reed-Solomon 10,6). “Is Present Not
Used” means the HECF field exists in the
DATA, but the Reed-Solomon (10,6)
Decoding was not performed

FECF-ERROR

Boolean

(e}

Value

Description

False

FECF/CRC detected
no error(s) in frame

True

FECF/CRC detected

Indicates whether FECF/CRC detected
any errors in this frame; these are
uncorrectable

error(s) in frame

HECF-ERROR-
UNCORRECTABLE

Boolean

(o]

True indicates that the HECF/Reed-
Solomon(10,6) detected an uncorrectable
error in this frame

HECF-CORRECTED-
BITS

(e
=
[e>]

(e

The number of header error bits corrected
by the HECF/Reed-Solomon(10,6)
algorithm

PARSE-ERRORS

C
=
{o>]

(o]

[The combined number of parse errors
relative to this frame, includes:
Uncorrectable FEC Error received from
the FrameSync, FECF/CRC Etrror,
Uncorrectable HECF/Reed-Solomon(10,6)
error, Invalid Transfer Frame Version
received, Invalid Length.

(c ted [MA193]: C2Ms11-187

C d [MA194]: C2MS11-163 had this text in the last

column, but only showed four columns instead of five. It does
belong in the last (fifth) column, so putting that here in the
document edit.

Indicates the number of Virtual Channel

SEQUENCE-ERRORS Frame Count sequence errors relative to

[
135}
IS}
(]

this frame, e.g. frame gaps/missed frames

CCSDS Transfer Frame telemetry Formatted: Font: 9 pt

containing the Transfer Frame Primary Formatted: Font: 9 pt

DATA Binary

(o]

Header, the optional InsertZone (for AOS),
the Transfer Frame Data Field, and the
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Field Name Type Presence Value Description

optional Transfer Frame Trailer (with
optional OCF and FECF fields)

8.6.38.7.5 Telemetry TDM Frame Message

The Telemetry Time-Division Multiplexing (TDM) Frame Message is used to transfer TDM frames. The Telemetry
Message Contents simply consists of the raw TDM frame, length of the frame, and the time of the frame. The

Table 8-8475. Telemetry TDM Frame Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor
Senders Intended Usage Publish
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Receivers Intended Usage Subscribe
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e  Spacecraft health and safety data sent from ground station to ground system
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8.6.3.18.7.5.1 Telemetry TDM Frame Message Subjects
Table 8-8576. Telemetry TDM Frame Message Subject Naming

Sst::ii(;iil Domain Elements Mission Elements Message Elements Miscellaneous Elements
;”b‘e“ Speci- | homaiNt | DomAIN2 | mission | consT | sat | Tve | susTye ME1 ME2 ME3 ME4 MEs | Formatted Table
ement fication
Subiect [domain 1 | [domain 2 nstell COMPONENT Stream [ e APIDNot | Collection
an{zf‘t caMs | -system | —system | [mission] [C:ﬁjn‘]* (saf] | MSG | TLMTDM | Cempenentof m(’)zae u% Nt | Use d]_o Pgin"f"’ c rd AL
specific] specific] . l Usa used ommented [ ]: c2ms11-163
— Commented [MA196]: C2MS11-35
Example for
Publisher / Cc2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG TLMTDM SATSIM SIM FILL2 FILL4 GEP1 Formatted: Centered
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMTDM TFEP RT FILL4 FILL2 GEP2 Formatted: Centered
Sender
Example for
Subscriber / C2MS DOM1 DOM2 i i SAT1 | MSG | TLMTDM | RT g 4
Receiver
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[ Formatted: Font: Arial Narrow, 10 pt

(c d [MA198]: C2Ms11-90

[Commented [MA199]: c2mS11-54

Table 8-8677. Properties of the Miscellaneous Elements for the Telemetry TDM Frame Message
Miscellaneous Required / . ( Formatted Table
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
[STREAM-MODE. The use of STREAM-MODE
. . to designate a message as anything other than
ME2 Required g::;g:g; sstirrzi?;tzf r;’ftl:;':]e’ Real-time (RT) is strongly discouraged in a
’ ! ' large formal enterprise. See STREAM-MODH
Usage Caution in Section .3.7.
VE3 ReguiredHoral . c D YCIB-fram-msg-content-or-rem-headerportipr
CCSBSNot used ol CCShSframe
[ME4 CCSDS Packet © Sape ; From header portion-of data-stream|
ontyNot used
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured

\Example for Publisher / Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMTDM. SATSIM.SIM.FILL2.FILLY.GEP1 ’

Example for Subscriber / Receiver of Telemetry Messages
C2MS.*.* ,MSSN.*.*.MSG.TLMTDM.TFEP.RT.>

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMTDM. TFEP.RT.FILL2.2FILL.GEP2)| |

8.6.3.28.7.5.2

The abbreviated table Fable-8-78 Telemetry TOM Erame Message Header-below shows the required values of the |
MESSAGE-TYPE and MESSAGE-SUBTYPE fields for Telemetry TDM Frame Message header.

Telemetry TDM Frame Message Header

Table 8-8778. Telemetry TDM Frame Message Header Field Values
Header Field Name Value «
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE TLMTDM
More— -
Please refer to-Table 8-
3 Message Header
fora-complete
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8.6.3.38.7.5.3

Telemetry TDM Frame Message Contents

The following figure shows a UML object diagram of the Telemetry TDM Frame Message with
its required and optional fields.

C2MS Message

[ Message Header|

Telemetry TDM Frame Message

{Message Header MESSAGE-TY PE == MSG,
Message Header. MESSAGE-SUBTY PE == TLMTDM}

-CONTENT-VERSION : F32 =2019.0

-COLLECTION-POINT

String [0..1]

-STREAM-MODE  : String = {RT, RPY, SIM, TEST}
-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32[0..1]

-TIME : Time [0..1

1
-FRAMESYNC-STATUS

-DATA : Binary [0..1]

TM6[0.1] ={1,2,3,4}

Figure 8-17. Telemetry TDM Frame Message Diagram|

The following table describes additional
field names, values, and notes for the Telemetry TDM Frame Message.

STREAM-MODE

RT=real time,

RPY =replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to designate a
message as anything other than Real-time (RT) is
strongly discouraged in a large formal enterprise

AN

3=Lock, 4=Check

[Commented [MA204]: c2mMS11-187

Table 8-88. [Telemetry TDM Frame Message Additional Information| [r. d [MA205]: C2MS11-254 ]
Field Name Type | Presence Value/Deseription DescriptionNetes -« %cm“'“e"ted (124101 p YR )
Version—NumberVersion number for this Formatted Table
EERENT=ECTE = i enls message content description
Receiver, device, point, path, etc. where data
- was received. Used to distinguish data
EOMEENRTSRE | EEES s simultaneously received at multiple collection | Formatted: Centered
points.
Value Description Identifies the kind or source of the stream of
RT Real-time telemetry as either Real-time, Replay,
RPY Replay Simulator, or Test. The use of STREAM-
y : SIM__| Simulator MODE to designate a message as anything Formatted: Font: Not Bold
STREAM-MODE String R other than Real-time (RT) is strongly % F tted: Fort: Arial N o0t
Test/Data discouraged in a large formal enterprise. See ormatted: Font: Arial Narrow, 10 p
UESHH Generator STREAM-MODE Usage Caution in Section [Commented [MA206]: c2Ms11-90
SV?j ik e ] [ Formatted: Font: Not Bold
en true (and known, especially for replay -
FINAL-MESSAGE | Boolean 0 i data), indicates the last message in the | Formatted: Centered
Descriptior stream. [ Formatted: Centered
LENGTH u32 0] Bytes Length of frame_in bytes « [ Formatted: Font: Not Bold
TIME Time 0 Time of frame, usually ground receipt time= [ Formatted: Left
Value Description .
FRAMESYNC- 116 0 1 Search 2 State of frame synchronization from ( Formatted: Left
STATUS = 2 Verlly equipment when frame is ingested [ Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNetes <
3 Lock “
4 Check «

DATA Binary 0] Raw telemetry data

8.6.48.7.6 _ Telemetry Processed Frame Message

The Telemetry Processed Frame Message is a hybrid between the unprocessed (raw) Telemetry Message and the
Mnemonic Value Data Message. It contains both raw and converted data for a frame of telemetry data that is
organized in the message by mnemonic. Thus, it is frame-based as are the telemetry messages, but mnemonic-
organized as are the Mnemonic Value Data Messages. It serves to provide all the telemetry data in a raw and
processed format. Therefore, many consumers could be provided with a substantial amount of data without needing
to specifically request a custom selected mnemonic data set.

When this message is published is to be determined by the mission or data provider. It could be published
“alongside” or in accordance with the raw telemetry data messages or by itself. Also, it could be published
automatically or only by request, as a replay.

Table 8-8980. Telemetry Processed Frame Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor
Senders Intended Usage Publish
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Receivers Intended Usage Subscribe
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.6.4.18.7.6.1

Table 8-9081. Telemetry Processed Frame Message Subject Naming

Telemetry Processed Frame Message Subjects

Sst:rt:fji;td Domain Elements Mission Elements Message Elements Miscellaneous Elements
;”blec‘ Speci- | homaINt | DOMAIN2 | MissioN | cONsT | saT | TYp | suBTYP ME1 ME2 ME3 ME4 MEs | Formatted Table
ement fication
. ) Virtual
. domain 1 | [domain 2 COMPONENT Not .
(S;Ubjed C2MS [— system [— system | [mission] [cor_lstell [satf] | MSG | TLMPROC [[—IGempeneﬂ%ef Stream- Channel UsedAP Co_IIectlon
ontent - - ation] . mode {BNot Point
specific] specific] pabhshe#] Used D Commented [MA209]: C2Ms11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMPROC SATSIM SIM FILL2 AFILL GEP1
Sender
Example for
Publisher / C2MmS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMPROC TFEP RT 4FILL 2FILL | GEP2
Sender
Example for
Subscriber / C2MS DOM1 DOM2 * * SAT1 | MSG | TLMPROC * RT E 4 Commented [MA210]: C2MS11-163
Receiver

440,
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Table 8-9182. Properties of the Miscellaneous Elements for the Telemetry Processed Frame Message

Miscellaneous Required /
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
'STREAM-MODE The use of STREAM-
MODE to designate a message as
ME2 Required |dentifies stream as real-time, anything other than Real-time (RT) is
playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7,
ME3 Not UsedOptional | Virtual-ChanneHB VCID from msg content
ME4 Not UsedOati AP-ID—identifies-a-particular E ionof |
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured

\Example for Publisher / Sender of Telemetry Messages

C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPROC.SATSIM.SIM.FILL.FILL.GEP12+%+ |

Example for Subscriber / Receiver of Telemetry Messages
C2MS.*.* .MSSN.*.*.MSG.TLMPROC.TFEP.RT.>

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMPROC.TFEP.RT.FILL.FILL. GEP2QTH |

8.6.4.28.7.6.2

The abbreviated Fable-8-83TelemetryProcessed-Frame-Message-Headertable -below shows the required values of|
the MESSAGE-TYPE and MESSAGE-SUBTYPE fields for Telemetry Processed Frame Message header.

Telemetry Processed Frame Message Header

rTabIe 8-9283. Telemetry Processed Frame Message Header Field Values

Header Field Name Value <
HEADER-VERSION 2019
MESSAGE-TYPE MSG

MESSAGE-SUBTYPE TLMPROC
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8.6.4.78.7.6.3

Telemetry Processed Frame Message Contents

Figure-8-16-belewThe following figure shows a UML object diagram of the Telemetry Processed Frame Message

with its required, optional, and dependent fields.

Message Header

Telemetry Processed Frame Message

STREAM-MODE

RT=real fime,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to designate a
message as anything other than Real-time (RT) is
strongly discouraged in a large formal enterprise

- FRAMESYNC-STATUS |

(c d [MA215]: C2Ms11-254

( commented [MA217]: C2Ms11-187

{Message Header. MESSAGE-TY PE == MSG, -
| Message Header. MESSAGE-SUBTY PE == TLMPROC} - 1=Sea.rch.
_CONTENT-VERSION : F32 = 2024.0 - |2 Verlfy,
-COLLECTION-POINT  : String [0..1] - - Satock,
-STREAM-MODE _: String = {RT, RPY, SIM, TEST} - i
-FINAL-MESSAGE : Boolean [0..1] _ -
-LENGTH : U32[0..1] -
-TME : Time [0..1] -
-FRAMESYNC-STATUS :H6[0..1] ={1, 2, 3, 4} -
-NUM-OF-FORMAT-IDENTIFIERS U1
-NUM-OF-MNEMONICS  : 16
STATUS B |
o LMT-ENABLE-DISABLE |
o 0=Disabled
> 1=Enabled
-FORMAT-DENTIFER  |0.* -MNEMONIC |0.. Vs 7
Format Identifier Mnemonic e /
-n.VALUE : String -n.]NANE : String ’ Sample /
-nSTATUS : 116 ={1,2,3) _SAMPLE |-mTIME-STAMP : Time [0..1]
-n.UNITS : String [0..1] o mRAW-VALUE :132[0..1] /
-n.NUM-OF-SAMPLES  : U16 * |-mBEU-VALUE :F84 [0..1] /
——————————— -m.TEXT-VALUE : String [0..1]
-mLIMT-ENABLE-DISABLE  : Boolean ¢
Figure 8-18. Telemetry Processed Frame Message Diagram
The following table describes additional
field names, values, and notes for the Telemetry Processed Frame Message Additional Information
Table 8-93. [Telemetry Processed Frame Message Additional Information|
Field Name Type Presence Value/Description DescriptionNotes «
Version-NumberVersion number for this message Formatted Table
CONTENT-VERSION F32 R 202449 e g [
— - - content description
Receiver, device, point, path, etc. where data was
COLLECTION-POINT String 0] received. Used to distinguish data simultaneously Formatted: Centered

received at multiple collection points.

Formatted: Font: Not Bold
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Value | Description | Identifies the kind or source of the stream of % F tted: Fort: Arial N 100t
RT | Real-time telemetry as either Real-time, Replay, Simulator, ormattec: Font: Arial arrow, 79 p
RPY | Replay or Test. [The use of STREAM-MODE to designate [Commented [MA216]: C2MS11-90
STREAM-MODE String R SIM_ | Simulator amessage as anything other than Real-time (RT) [ Formatted: Font: Not Bold
is strongly discouraged in a large formal [ = tted: Centered
TEsT | TestData | opierprise See STREAM-MODE Usage Caution ormatted: Centere
Generator in Section 6.3.7. [ Formatted: Font: 9 pt
1 Val L When true (and known, especially for replay [ Formatted: Font: 9 pt
RS =nn e L B data); indicates the last message in the stream. [ Formatted: Font: 9 pt
LENGTH u32 0 Bytes Length of frame_in bytes “ [

Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNetes < [ Formatted Table
TIME Time 9] Time of frame, usually ground receipt time | < [ Formatted: Centered
Value | Description
OFRAME 1 Search State of f hronization f ) t‘ [ Formatted: Left
FRAMESYNC-STATUS 6 SYNG 2 Verffy ate of frame synchronization from equipment, [ Formatted: Loft
—_— STATUS 3 Look when frame is ingested .
1 = . [ Formatted: Left
Number of fields used to identify the frames (g.g. [ Formatted: Left
NUM-OF-FORMAT- U16 R 0+ TDM major/minor fra_meg would ha_ve a vglue pf, [ Formatted: Centered
IDENTIFERS - = 2). Zero is only permissible for vehicles with ope :

J U A J UL

telemetry format with a single type of frame.
Value of the nth field used to identify the telemetry

)

-‘n’” starts at “1”. If the message is used with

FORMAT- Strin XTCE, this is the nth comparison in a comparison
IDENTIFIER.n.VALUE =1ing list in the restriction criteria in an XTCE contaiper.

o

[ Formatted: Centered

This field is required for each format identifier
when NUM-OF-FORMAT-IDENTIFIERS >0 .

NUM-OF-MNEMONICS u16 R 1+ Total number of mnemonics in this message | < [ Formatted: Centered
Name of the ‘n'"” mnemonic - “n” starts at “1”. [This
MNEMONIC.n.NAME String D field is required for each mnemonic when NUIM« [ Formatted: Centered
OF-MNEMONICS > 0.
Value | Description | Status of the ‘n"” mnemonic: valid mnemonic,{or
1 Valid lid mnemonic with no data, or invali
MNEMONIC.nSTATUS | 116, o) — i e [ Formatted: Font: Not Bold
Z \' y rernome, s e s TeyuincUuTur©ault
3 Invalid mnemonic when NUM-OF-MNEMONICS > 0. [ Formatted: Font: Not Bold
: Units associated with the raw value converted to
MNEMONIC.n.UNITS String 0 engineering unis forthe T mnemonic  Formatted: Centered

Number of data samples for the ‘nt"” mnemonic.
This value should equal the number of times the

MNEMONIC.n.NUM- mnemonic appears in the telemetry frame (e.g.

OF-SAMPLES - i will be greater than 1 for super-commutated | Formatted: Centered
telemetry points. This field is required for eacl]
mnemonic when NUM-OF-MNEMONICS > 0.
MNEMONIC.n.SAMPLE Time 0 Time stamp for the ‘n™" data sample of the ‘ntf :
m.TIME-STAMP -me = mnemonic - both “n’ and "m" start at “1”. | Formatted: Centered
MNEMONIC.n.SAMPLE 132 0 Raw value for the ‘n'"" data sample of the ‘n'"'| _ ;
.mRAW-VALUE = - mnemonic | Formatted: Centered
MNEMONIC.n.SAMPLE Ravy valqe conyerted to Epglqeerlng Units if _J
F64 0 engineering units conversion is present for the n® [ Formatted: Centered
.m.EU-VALUE 0 .
data sample of the ‘n®” mnemonic
MNEMONIC.n.SAMPLE . Raw valye gonverted toa texF strlng if text
String 0] conversion is present for the ‘nt"” data sample|of [ Formatted: Centered
.m.TEXT-VALUE " :
the ‘nt” mnemonic
Value | Description | Indicates the limit checking state for the ‘n’ dpta
MNEMONIC.n.SAMPLE 0 Disabled sample of the ‘n'” mnemonic. This field is reqjiired
.m.LIMIT-ENABLE- Boolean, D, for each mnemonic with samples, in other woids, [ Formatted: Font: Not Bold
DISABLE 1 Enabled when NUM-OF-MNEMONICS > 0 and NUM-QF-

[ Formatted: Font: Not Bold

SAMPLES > 0 for a given mnemonic.
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8.78.8 Replay Telemetry Data Messages

The Replay (Request and Response) Telemetry Data Messages are for historical, archived data. However, these messages
can also be used to request real-time data or even future data. Because not all downlinked data is automatically forwarded
(published) in real-time, these messages also provide the means to request the publication of a current or future data
stream in real-time.

The Replay Telemetry Data Messages provide access to streams of raw telemetry data (packets, frames, etc.) and also
processed (converted) data. This data can be real-time, replayed from a data archive, from a simulator or data generator,
or for a future flow of data. A request for future data occurs before the satellite has downlinked the data, and ensures that
once the data is collected on the ground it will be forwarded in real-time.

The Replay Telemetry Data Messages are an example of the Request-Response-Message Triad. That is, the Replay
Telemetry Data Request Message is followed by the Replay Telemetry Data Response Message followed by a series or
stream of Telemetry Data messages.

A common use of the Replay Telemetry Data Messages is when a decommutation component needs to process raw
archived telemetry data. The decommutation component builds a Replay Telemetry Data Request, specifying the source
of telemetry data, range of data, and the playback speed.

The component sends the request to a Telemetry Archive component. The Telemetry Archive component processes the
request by locating the requested telemetry data from the archive and returning the status of the request in a Replay
Telemetry Data Response Message. The Telemetry Archive component will then retrieve the telemetry data from the
archive and publish it in Replay Telemetry Data Messages at the requested speed. The requesting component that has
subscribed to the Telemetry Data Messages receives and processes the requested telemetry data. The decommutation
component may in turn provide processed telemetry messages or archived mnemonic data value messages.

As stated above, requests for real-time data can be for current streaming data or for a future data stream, one not yet
received at a ground station. Requests for real-time data present some new ways of thinking in light of present-day
technology.

Though not applicable in the past, some present-day recording devices can pause and resume real-time data streams, and
even step through them. Traditionally, these features were only available or associated with playback data streams, but
more sophisticated recording devices have merged these playback capabilities with real-time data streams. This has led to
some new terms and concepts such as a “paused real-time data stream”, a “resumed real-time data stream”, and a “real-
time data stream playing at half speed”.

Therefore, depending on the sophistication of the data provider and recording mechanism, some features traditionally
associated with a playback data stream may be available with a real-time data stream. However, if the data provider does
not provide such features, it must return an appropriate status to the requestor in the Response message.

8.718.8.1 _ Replay Telemetry Data Request Message

A Replay Telemetry Data Request Message is a service request that is issued to a telemetry data provider by an
application to receive telemetry data. The request could be for archived or real-time data.

For an archived data request, every field in the Replay Telemetry Data Request Message will be valid. That is, any field
can be used. However, since some fields are mutually exclusive, not all fields will be used. The Replay Telemetry
Response Message returns the status of the request. Please see Section 6.3.76.3 C2MS Messages: Their Characteristics
and InteractionsC2MsS-Messages:-TFheir-Characteristics-and-Interactions for a general discussion on these types of

messages.
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For all requests, the mission and satellite identification is found in the message header and associated subject name. Other

data selection parameters include:

e Data stream characteristics (flow control, speed, data type)
e Broad data selection parameters (time window, orbit no., or data file name)
o Refined data selection parameters (data format and data specific)

For a real-time data stream request, the following fields of the Request message are not valid:

e PLAYBACK-RATIO*

e DATA-RATE*
e File name fields

* However, as mentioned in the previous section, a more sophisticated data provider may be able to stream real-

time data at rates slower than real-time.

Table 8-94. Replay Telemetry Data Request Message Summary|

Sender

Any C2MS compliant application requesting archived telemetry data

Senders Intended Usage

Request

Receiver

Any C2MS compliant application with access to a telemetry archive

Receivers Intended Usage

Subscribe

What

Telemetry data as Telemetry Message:

When

As needed

Examples

1. Archived telemetry data replayed to a Telemetry and Command (T&C) component.

2. “Register” to receive a future real-time telemetry data stream.

Command and Control Message Specification™ (C2MS™) vV1.01,
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8.7118.8.1.1

[Table 8-9586. Replay Telemetry Data Request Message Subject Naming]

Replay Telemetry Data Request Message Subjects

| Commented [MA219]: cavis11-219

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements

Standard
Subject Speci- | homaint | pomaN2 | mission | consT | sat | Tve | sueTve ME1 ME2 WE3 | ME4 |MES | g | Formatted Table
Element fication
Subject [domain 1} [domain 2 [constell [CD(EI\%I(,)\‘QS\JOTN{
Con{ent C2MS —system | -system | [mission] ation] [sat] | REQ RTLM c !

specific] specific] TLM3 TLM2. 1 [ ce ted [MA220]: C2Ms11-35

Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ RTLM TLM2
Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ RTLM TLM3
Sender
Example for
Subscriber / C2Ms DOM1 DOM2 * * SAT1 | REQ RTLM TLM3
Receiver
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f‘l’able 8-9687. Properties of the Miscellaneous Elements for the Replay Telemetry Data Request Message] [Commented [MA221]: C2M511-219

Miscellaneous Required / Field in Msg, if
Element Optional Description applicable
ME1 Required Component name of Responder DESTINATION-
COMPONENT
from header
ME2 Not used
ME3 Not used
Examples

Two components, ARCHIVER and TLM3, interact with the Replay Telemetry Request Message.
TLMS3 sends a message with the following subject to request a Replay of Telemetry.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.RTLM.ARCHIVER
ARCHIVER subscribes to receive the Replay Telemetry Request Message.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.RTLM.ARCHIVER or

C2MS.*.* . * * * REQ.RTLM.ARCHIVER

8.7-1.28.8.1.2 Replay Telemetry Data Request Message Header | Commented [MA223]: c2vis11-193

The abbreviated table below -Fable-8-88-shows the required values of the MESSAGE-TYPE and MESSAGE- |
SUBTYPE fields for the Replay Telemetry Data Request Message header.

Table 8-9788. Replay [Telemetry Data Request Message Header Field Values [Commented [MA222]: c2mMs11-219
Header Field Name Value “ [ Formatted Table
HEADER-VERSION 2019

MESSAGE-TYPE REQ
MESSAGE-SUBTYPE RTLM
More— -
Please referto-Table
8-3 Message Header
for a complete
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8.7.1.38.8.1.3 Replay Telemetry Data |Request Message Contents ( commented [MA224]: C2ms11-219

The Replay Telemetry Data Request is used for real-time and archived data.

Figure-8-17The following figure -below-shows a UML object diagram of the Replay Telemetry Data Request
Message with its required and optional fields.

C2MS Message

ACTION
1=start, 2=slop, 3=pause,

Message Header 4=continue, 5=step

s

s
e
Replay Telemetry Data Request Message <
{Message Header MESSAGETY PE == REQ, ’ R
Mescage FEaierMESSAGESLBTY FE== FILM Y ~ RPY =replay/playback,
-CONTENT-VERSION : F32 = 2024.0 SMesimulator,
-ACTION : 16 ={1,2, 3 4, 5} q TEST=test/data generator
-STREAMMODE _: String = {RT, RPY, SM, TEST) 4+ - - - =
-PLAYBACK-RATIO :F32[0.1] The use of STREAM-MODE to
-DATA-RATE : U16[0..1] designate a message as anything
-START-TME : Time [0..1] other than Real-time (RT) is
-STOP-TVE : Time [0..1] strongly discouraged in a large
-ﬁ%ﬁﬁg ﬂuﬂs formal enterprise.
-FORMAT : String = {ALL, CCSDSPKT, CCSDSFRAME, CCSDSCADUFRAME, CCSDSTRANSFERFRAME, TOM, PROCESSED)} T+
L ECTONEONT : String [0.14] = Commented [MA225]: Figure updated with C2MS11-187 and
Ve : Srg (0.1 CCSDSFRAME Format has been | ALY
LS [0 mmmﬁégﬁfg;ﬁg Commented [MA225]: Figure updated with C2MS11-187 and
OCSDSTRANSFERFRAME Formats. C2MS11-249
| commented [MA226]: C2ms11-219
- Telemetry File [ Commented [MA226]: c2mS11-219
' IEN ey ( Commented [MA227]: c2vis11-219
\Figure 8-19. Replay Telemetry Data Request Message Diagram\ [Commented [MA228]: C2MS11-254
\Figure 8-198-1917. Replay Telemetry Data Request Message Diagraml [Commented LY EEI B CREHHEY
[ Formatted: Centered
The following table describes additional field names, values, and notes for the Replay Telemetry [ Formatted: Font: Not Bold
Data Request.
[ Formatted: Centered
Table 8-98. [Replay Telemetry Data Request Message Additional Information| [Formatted: Font: Not Bold
5 — Formatted: Centered
Field Name Type | Presence Value DescriptionNetes %
Version Number i i Formatted Table
CONTENT-VERSION | F32 R 202449 L B il o
message content description / [ Formatted: Font: Not Bold
Value Description “/1 [ Formatted: Centered
4 Bl : [ Formatted: Font: Not Bold
ACTION 16 R 2 Stop Identifies the desired action to perform </ r : :
— = 3 Pause on the telemetry data stream. < [ Formatted: Centered
4 Continue - [ Formatted: Font: Not Bold
V{; Step b [ Formatted: Centered
alue o
String Description Identifies the type of data to be [ Formatted: Centered
RT | RealTime published. The use of STREAM- MOD [ Formatted: Font: Not Bold
STREAM-MODE String R RPY | Replay / Playback to designate a message as anything [ F tted: Fort: 9 ot
SIM S?r:ulator Y other than Real-time (RT) is strongly [ ormatted: font: 5 p
discouraged in a large formal enterprise. Formatted: Font: 9 pt
TEST | Test/Data Generator . . 2 [ v tted: Font: 9 ot
ormatted: Font: 9 p

o JC U 0 A U 0 U U JC JC . L
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Field Name Type | Presence Value DescriptionNetes
SeeAlSTREAM—MODE Usage Caution |n [ Formatted: Font: Arial Narrow, 10 pt ]
BT ——— Section 637/ (c ted [MA229]: C2Ms11-90 )
an 15 S;‘Q’:r Aniiealzime Speed of playback as a ratio of playbgck
PLAYBACK-RATIO F32 0] = 1is equal to the real-time rate rate to real-time rate. This is the defaylt« [ Formatted: Centered ]
> 1 is faster than real-time rate metien G
DATA-RATE u16 [0} >0 Data rate in Kilobits per second - [ Formatted: Centered ]
START-TIME Time 0 Time of first telemet.ry data. Defaults to _ [ Formatted Table ]
- = the start of the archive | [ Formatted: Centered ]
STOP-TIME Time 0 Time of last telemetry data. Defaults to _ -
= the end of the archive | Formatted: Centered )
Orbit |uti ber of the vehig!
ORBIT U3z 0 0+ ( pra slt glr_ ;ﬁ;’l?rg)fon number ofthe venidie [Formatted: Centered ]
NUM-OF-FILES u16 R 1+ Number of Telemetry files to replay | « [ Formatted: Centered ]
FILE.n NAME- Name of the Telemetry file to replaylagt
) AﬁERN String D file - “n” starts at “1”. This field is requifed [ Formatted: Centered ]
for each file when NUM-OF-FILES > (.
Value Description
ALL All message
types
D
CCSDSPKT ;c);fci etg Telemetry Message types to playback
Note: A provider may not be capable ¢f : -
ng;gggs;a% fcrfnfgss providing'all'types;'e;g;;'only'rawor'o:tly [F‘"matted' Font: Bold ]
FORMAT Sting | R |ICCSDSCADUFR | CCSDS processed data, CCSDSFRAME has |, |~ Commented [MA230]: Cawsi.4s )
AME‘ CADU frames been deprecated. Use [ Formatted: Font: Not Bold ]
— CCSDS CCSDSCADUFRAME and [ r 4: Font: Not Bold J
CCSDSTRANSF | 2222 CCSDSTRANSFERFRAME formats ormatted: Font: Not Bo
ERFRAME frames instead. [ Formatted: Centered ]
DM mames [ Commented [MA231]: C2MS11-249 ]
Converted
PROCESSED TLM
ID to identify the request message. If {he
REQUEST-ID is used here for the firs{
time, ACTION must be "Start". Howevgr,
specifying the same REQUEST-ID from
a previous request is used to perform p
REQUEST-ID L i subsequent ACTION against an [ Formatted: Centered ]
established telemetry replay stream. -1
B
same-valuetherequestisa
-else; C ted [MA232]: C2MS11-55, then modified by C2MS11-
Receiver, device, point, path, etc. where 139
- data was received. Used to distinguish _
COLLECTION-POINT | String | O ot smlaneously receved st mjé | | Formatted: Centered )
collection points.
CCSDS Spacecraft Identifier (SCIDs)]
SCID String [0} comma delimited SCIDs with *-* for Sﬂ@
ranges. Example: 1,2,6-9,10 [Formatted: Centered ]
CCSDS Virtual Channel |dentifier [Formatted- Font: 9 ot ]
Ve Strin ) (VCIDs)!Bs: comma delimited : 0P
=ting = IDsVCIDs with *-* for charneHDVCID [ Formatted: Font: 9 pt ]
ranges. Example: 1,2,6-9,10 [ Formatted: Font: 9 pt ]




Field Name Type | Presence Value DescriptionNetes

[CCSDS Application Process Identifier
(APIDs)AR-IDs: comma delimited
APIDsAP-1Ds with ‘-* for channeHDAPID
ranges. Example: 1,2,6-9,10. The APID
field is only applicable when requested
FORMAT is CCSDSPKT or
PROCESSED. APID does not apply to
CADUs, Transfer Frames, or TDM.

(e}

APID String

[ Formatted: Centered

(c d [MA233]: C2Ms11-211

For an explanation on how the START-TIME and STOP-TIME fields could be used, see Table 8-20Fable-8-21
Examples of Start and Stop Times.

Field Name Usage
ACTION

This field controls the flow of the data from the provider. Once a telemetry data stream has begun, the requestor may
Pause, Continue, Step though (frame-by-frame or Packet-by-packet), or Stop. If a data provider does not provide all
the options of the data flow, it should respond with the appropriate status in a Replay Telemetry Data Response
Message.

REQUEST-ID
This field may be used to submit an ACTION related to a previous request designated by the same REQUEST-ID.

For example, a new REQUEST-ID is used to start a telemetry stream and a later request with the same REQUEST -
1D can be used to pause, continue or stop the stream based on the specified ACTION.

The first time a REQUEST-ID value is used in a request, the ACTION must be "Start". It is invalid for any
subsequent requests using that same REQUEST-ID to specify an ACTION value of "Stzﬁ".[

\
STREAM-MODE

nmmwmw } i i i g

Data Stream Speed

The requestor has two methods of specifying the replay speed of the selected telemetry data in the fields
PLAYBACK-RATIO and DATA-RATE. Either method can be used, but not both.

If both methods are specified in the request, the PLAYBACK-RATIO should default. DATA-RATE is the rate the
data will be replayed in kilobits per second. PLAYBACK-RATIO is a ratio of the playback speed to the real-time
speed.

If the rate of the replay is to be the same as the real-time rate, the ratio would be REPLAY: REAL-TIME or 1. If the
replay speed is to be twice as fast as the real-time rate, the ratio would be 2. If the replay speed is to be one-tenth the
speed of the real-time rate, the ratio would be 0.1. Thus, the PLAYBACK-RATIO must be greater than 0.

No upper bound is placed on the PLAYBACK-RATIO, however, the responder/publisher of the data may self-
impose their own replay limit.
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COLLECTION-POINT

Some satellites may be in contact with more than one ground station or receiver at a time, with each simultaneously
collecting the downlinked data stream. If a requestor desires a data stream from a specific collection point, this field
can be used to specify that site.

Broad Data Selection Parameters

The requestor of a telemetry data replay (or playback) can select the limits or range of the data to be replayed by
specifying a time window or orbit number, or by naming specific files of data.

Any method can be used to limit the data, but not more than one. If Start and Stop times are present in the request
message, this method will take precedence over any other provided information. Specifying specific data files will
take precedence over orbit number.

\Refined Data Selection Parameters (data format and data specific)

Requestors are required to specify the data format (FORMAT). More specific data selection can be accomplished
with the CCSDS Virtual Channel Identifier (VCID) and CCSDS Application Process Identifier (APID)

fields, ( commented [MA238]: c2ms11-217

8.7.28.8.2  Replay Telemetry Data Response Message

A Replay Telemetry Data Response Message is sent by a telemetry data stream provider in response to a Replay
Telemetry Data Request Message. The primary purpose of the Replay Telemetry Data Response Message is to
provide acknowledgment of the Replay Telemetry Data Request Message and a status of the action completed.

Multiple Replay Telemetry Data Response Messages may be used by the requestor if the processing and completion
of the request is lengthy. In this event, an interim or interactive “working” type message would be issued to let the
original application know that the action is still being processed.

Table 8-99. Replay [Telemetry Data Response Message Summary | [Commented [MA239]: C2MS11-219
Sender Application that received the Replay Telemetry Request Message
Senders Intended Usage Reply
Receiver Application that issued the Replay Telemetry Request Message and an application collecting

Messages for audit trail purposes

Receivers Intended Usage | Subscribe

What Provide successi/failure response to the service that was requested

When Upon receipt of Replay Telemetry Request Message or on an interval for those services that
are time-consuming

Example

e Previously recorded spacecraft health and safety data retrieved from an archive and sent to a Telemetry
and Command System.

[ Formatted: Font: 9 pt
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8.7.218.8.2.1 Replay Telemetry Data Response Message Subjects

Table 8-1009%. Replay Telemetry[ Data Response Message Subject Naming [Commented [MA240]: C2Ms11-219
Subject 1 pomain EI Mission EI M El Miscell El
Standard omain Elements ission Elements essage Elements iscellaneous Elements
;‘;mf“t f::?:l(:)ln DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 | ME4 | ME5 | ME6 | Formatted Table
DESTINATION [Response- Formatted: Font: Arial Narrow, 10 pt
. [domain 1 | [domain 2 - .
Subject 1 coms | - system | -system | mission] | M€ | psaq | Resp | KM | Gomponenty | SEUS:
Content o o ation] , ack, working,
specific] specific] Component: success, failure]
TEM3 M2 ' Cc ted [MA241]: C2M511-35
Example for Formatted: Font: Arial Narrow
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP RTLM TLM2 1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 RESP RTLM TLM3 3
Sender
Example for
Subscriber / C2MS DOM1 DOM2 * * SAT1 | RESP RTLM TLM3 *
Receiver

[Formatted: Font: 9 pt

[Formatted: Font: 9 pt

[Formatted: Font: 9 pt
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Table 8-10192. Properties of the Miscellaneous Elements for the Replay Telemetry\ Data Response Message

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor Efa%-glr'\lATlo'\l'COMPONENT from
ME2 Requied | Stalus ype supplied by RESPONSE-STATUS
Responder
Examples

Two components, ARCHIVER and TLM3 interact with the Replay Telemetry Response Message.

ARCHIVER sends a Replay Telemetry Response Message back to the requestor.
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.RESP.RTLM.TLM3.1

The original requestor subscribes to the Replay Telemetry Response Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.RTLM.TLM3.>

8.7.2.28.8.2.2 Replay Telemetry Data Response Message Header

The abbreviated table belowTable-8-93-below shows the required values of the MESSAGE-TYPE and MESSAGE-|
SUBTYPE fields for the Replay Telemetry Data Response Message Header.

[Commented [MA242]: c2ms11-219

(cc ted [MA243]: C2M511-219

Table 8-10293. Replay Telemetry Data Response Message Header Field Values

Header Field Name Value “
HEADER-VERSION 2019

MESSAGE-TYPE RESP
MESSAGE-SUBTYPE RTLM

More—— =
Please refer to-Table
8-3 Message Header
foracomplete
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8.7.2.38.8.2.3 Replay Telemetry Data Response Message Contents

Figure-8-18The following figure -belew-shows a UML object diagram of the Replay Telemetry Data Response
Message with its required and optional fields.

o C2MS Message

Message Header

RESPONSE-STATUS
1=acknow ledgment,
2=w orking/keep alive,

Replay Telemetry Data Response Message

{Message Header. MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTY PE == RTLM}

-CONTENT-VERSION : F32 =2024.0

3=successful completion,
4=failed completion,
S=invalid request,

6=final message

-RESPONSE-STATUS  : 116 ={1, 2, 3,4, 5, 6} s
-REQUEST-ID : GUID
-TIME-COMPLETED  : Time [0..1]
-RETURN-VALUE :132[0..1]
-DATA : Binary [0..1]

\Figure 8-20. Replay Telemetry Data Response Message Diagram| [r d [MA245]: C2MS11-187

Figure 8-208-2018. Replay Telemetry Data Response Message Diagram| [Commented [MA245]: c2ms11-187

The following table describes additional field names, values, and notes for the Replay Telemetry
Data Response Message.

[Table 8-103. Replay Telemetry Data Response Message Additional Information\ [Commented [MA246]: C2Ms11-187

Field Name Type Presence Value DescriptionNetes « [ Formatted Table
CONTENT-VERSION F32 R 202419 Versm nlumber for this
message content description
Value Description
1 Acknowledgement
2 Working/Keep Alive - )
RESPONSE-STATUS 116, R 3 Successful completion l‘fﬁigﬂiiéhe status of the request being [ Formatted: Font: Not Bold
4 Failed completion g [ Formatted: Font: Not Bold
5 Invalid Request
6 Final Message
This field’s value is to be the same as the
REQUEST-ID GUID R REQUEST-ID in the associated REQ [ Formatted: Centered
message.
TIME-COMPLETED Time 0o ;22‘592{) plication completed processing the [ Formatted: Centered
Return value or status based on the
RETURN-VALUE 132 0 RESFONSE-STATUS. Useful to lprOVIde< [ Formatted: Centered
function call status or error code in the case [ Formatted: Centered
of failed completion
DATA Binar o Additional data that may be desired along [ Formatted: Font: 9 pt
" - with the completion status [ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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8.88.9 Real-time Mnemonic Value Messages

The Mnemonic Value Messages provide the mechanism for requesting and sending mnemonic data that has been
processed from a data stream.

A requesting component, such as a trending system, may request a set of mnemonics from a data stream. The
request may be for a single set of values or for a continual stream of values based upon a sampling rate or upon
change. The responding component, such as a Telemetry and Command system, extracts the set of requested
mnemonics from the data stream and sends them to the requesting component.

The Mnemonic Value Messages remove the burden from the requesting component of having to process
(decommutate) the data and therefore having to know the specifics of the telemetry database. The three specific
Real-time Mnemonic Value messages are:

e Mnemonic Value Request Message
e Mnemonic Value Response Message
e Mnemonic Value Data Message

8.8.18.9.1 __ Mnemonic Value Request Message

The Mnemonic Value Request Message is used when an application is to receive real-time mnemonic data from
another application.

A common use of the Mnemonic Value Request Message is when a Flight Dynamics application is to producing a
flight dynamics product, such as ephemeris, orbit, and attitude products. The Flight Dynamics application builds a
request of the mnemonic values to be collected and sends this request to the telemetry subsystem. The telemetry
subsystem would package the decommutated values and flags for all the requested mnemonics into a Mnemonic
Value Data Message and publish it for use.

The Mnemonic Value Request Message is used to subscribe to real-time mnemonics, while the Mnemonic Value
Response and Mnemonic Value Data Message are used to publish mnemonics.

The Mnemonic Value Request Message is used to request current mnemonic values and optionally a subscription to
ongoing mnemonic updates as a stream. This messages has the following specific uses:

e Oneshot - the mnemonic values are returned in the response message.

e Start - the mnemonic values are returned in the response message and a subscription is established
resulting in a series of mnemonic value messages that flow until stopped or expired.

e Stop - the mnemonic values are returned in the response message and the subscription to mnemonic
values established via Start is ended.|

Table 8-104. Mnemonic Value Request Message Summary |

| commented [MA247]: C2ms11-141

Command and Control Message Specification™ (C2MS™) V1.01, asb

Sender A C2MS compliant application such as a GUI Subsystem, Command Verification process,

Expert Subsystem, FDS Process
Senders Intended Usage Request | Formatted: Font: 9 pt
Receiver Any mnemonic processor such as a Telemetry Decommutation process or data archiver [ Formatted: Font: 9 pt
Receivers Intended Usage | Subscribe [ Formatted: Font: 9 pt




What Spacecraft health and safety data and configuration data values
When As needed

Example

1. Command verification process requests telemetry value to check if spacecraft command executed as
expected.

2. Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.

Figure-8-19The following figure -below-shows a UML sequence diagram for the different Mnemonic Value
Messages exchanged between the requestor and data provider.

Data Requestor Data Provider

1: Mnemonic Value Request Message

AN
Response to Start

ZM ic Value F
[,
Initial Values
loop
[Send Data Values]
[ lues] N
Data Values
3 M ic Value Data M
L -

Request to Stop

4: Mnemenic Value Request Message

A
Response to Stop

5 M ic Value F

Figure 8-218-2119. Mnemonic Value Message Sequence Diagram
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number of mnemonics being requested, the type of request, the data sampling criteria, the rate the messages should
be published, and the mnemonic names.

It is recommended that the data requestor and data provider use a point-to-point method for data exchange rather
than a publish/subscribe approach.

The data requestor (client) would issue a Request to send the Mnemonic Value Request Message (with a Request-
Type of Start or Oneshot) and the data provider (server/publisher) would issue a Reply to send the Mnemonic Value
Response Message back to the requestor. If the Request-Type was to “Start”, the data provider/publisher/server
would publish the Mnemonic Value Data Messages until it was determined they were no longer needed.

To conclude the scenario, the data requestor would then again issue a Request to send the Mnemonic Value Request
Message to the data provider with a Request-Type of “Stop”, and the data provider would use the Reply to send the
final message in the sequence, the Mnemonic Value Response Message.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these
types of messages.
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8.8-118.9.11

Mnemonic Value Request Message Subjects

Table 8-10596. Mnemonic Value Request Message Subject Naming

sS;ub]ect Domain Elements Mission Elements Message Elements Miscellaneous Elements
andard
;”b‘e“ Speci- | hoyaINt | DOMAIN2 | MissioN | coNsT | saT | TYP | susTYp ME1 ME2 | ME3 | ME4 | ME5 fiEg | Formatted Table
ement fication
[DESTINATION-
. [domain 1 | [domain 2 COMPONENTIf
ggm:ztt C2MS —system | -system | [mission] [c;?jrt]?” [sat] | REQ MVAL Component:
specific] specific] TEM3, TLM2,
-] [ c ted [MA248]: C2MS11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ MVAL TLM3
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 REQ MVAL TLM2
Sender
Example for
Subscriber / C2MS DOM1 DOM2 * * SAT1 | REQ MVAL TLM3
Receiver
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Table 8-10697. Properties of the Miscellaneous Elements for the Mnemonic Value Request Message

Miscellaneous Required / Description Field in Msg, if
Element Optional applicable
ME1 Required Component name of Responder DESTINATION-
COMPONENT
from header
ME2 Not used
Examples

Two components, APP5 and TLM3 interact with the Mnemonic Value Request Message.
TLM3 subscribes to receive the Mnemonic Value Request Message.
C2MS.* . * * * % REQ.MVAL.TLM3
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.*.TLM3 (TLM3 will receive any REQ msg)
APP5 (Data Requestor/Subscriber/Client) sends a request to TLM3, the (Data Provider/Publisher/Server).

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.MVAL.TLM3

8.8.1.28.9.1.2 Mnemonic Value Request Message Header ( Commented [MA249]: C2ms11-193

The abbreviated table belowbelows shows the required value$
of the MESSAGE-TYPE and MESSAGE SUBTYPE flelds for the Mnemonic Value Request Message.

Table 8-10798. Mnemonic Value Request Message Header Field Values

Header Field Name Value “ ( Formatted Table
HEADER-VERSION 2019

MESSAGE-TYPE REQ
MESSAGE-SUBTYPE MVAL

More— -
Please referto-Table
8-3 Message Header
for a complete

[ Formatted: Font: 9 pt
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8.8.1.38.9.1.3 Mnemonic Value Request Message Contents

Figure-8-20The following figure -below-shows a UML object diagram of the Mnemonic Value Request Message
with its required, optional, and dependent fields.

C2MS MassauaJ

‘ Message Header|
REQUEST-TYPE

1=0Oneshot,
2=Start,
3=Stop

s
Mnemonic Value Request Message ~
{Message Header MESSAGE-TYPE == REQ, s
Message Header MESSAGE-SUBTY PE == MVAL} Ve
-CONTENT-VERSION : F32 =2024.0 -
-REQUEST-TYPE : 16 ={1, 2, 3}
-PUBLISH-RATE :U16[0..1]
START-TME : Time [0..1]
-STOP-TIME : Time [0..1]
-DURATION : U16[0..1]
-COLLECTION-POINT  : String [0..1]
-REQUEST-D : GUID
-NUM-OF-MNEMONICS  : U16
DATA-TYPE
1=Raw,
2=Converted,
3=Both
-MNEMONIC 0.r p
= -
Mnemonic -
-n.NANE : String STATEATTRBUTES N
-N.DATA-TYPE 116 [0 ﬂ, ={1,2, 3’7 __ _— —1=No (do not return state attributes),
pL ST EATTTBUTESIEENE 0] = {1, 2 2=Yes (return state attributes)
-n.CRITERIA :N6[0.1] ={1, 2, 3}
-n.SAMPLE-RATE : U16 [0..1] ~ .
~
CRITERIA
1=0n Change,
2=Every Sample,
3=Sample Rate

\Figure 8-22. Mnemonic Value Request Message Diagram| Commented [MA250]: C2MS11-187. Note, though that this
SVG has been redone as a result of editing this document, in order
to shift some of the boxes around and make it less wide. This

enabled the image to be zoomed to make it more readable.

Figure 8-228-2220. Mnemonic Value Request Message Diagram\

The following table describes additional field names, values, and notes for the Mnemonic Value

Commented [MA250]: C2MS11-187. Note, though that this
Request Message.

SVG has been redone as a result of editing this document, in order
to shift some of the boxes around and make it less wide. This

Table 8-108.[Mnemonic Value Request Message Additional Information| enabled the image to be zoomed to make it more readable.

Version-NumberVersion number for this message [C°mme“ted [MA254]: C2ms11-187

means the server should publish the data as fast as Formatted: Font: 9 pt

possible. Default rate = 5 seconds.

C ted : -
Field Name Type | Presence Value/Deseription DescriptionNetes < [MA251]: Cams11-254
CONTENT-VERSION F32 R 202449 s
content description C ted [MA255]: C2mMs11-14
¥ilhe | Bessription " . Commented [MA256]: C2MS11-55, then modified by C2MS11-
REQUEST-TYPE 116 R 1 Oneshot Identifies the type of mnemonic value request 139
— 2 Start message [ F tted Tabl
3 StOp ormatte: able
Identifies the rate, in number of seconds, which the [ Formatted: Font: Not Bold
PUBLISH-RATE U16 0 0+ Mnemonic Value Data messages are published. Zero % Formatted: Font: 9 pt

Formatted: Font: 9 pt
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U U

Field Name Type | Presence Value/Description DescriptionNetes b [ Formatted Table
START-TIME Time 0 Requested start time of the mnemonic values. « [ Formatted: Centered
STOP-TIME Time 0 Requested stop time of the mnemonic values. < -
Value Length of time from “now”, in seconds, for the request [ Formatted: Centered
DURATION u16 ol Locedeiion to be active, after which the data messages will [ Formatted: Font: Not Bold
1+ automatically cease.
Receiver, device, point, path, etc. where data was
COLLECTION-POINT | String [0} received. Used to distinguish data simultaneously | « [ Formatted: Centered
received at multiple collection points.
ID to identify the request message. If the REQUES[T-
ID is used here for the first time, REQUEST-TYPE
must be "Start" or "Oneshot". However, specifying the
same REQUEST-ID from a previous request is usgd
=L L i to perform a subsequent "Stop" the previously- | Formatted: Centered
established Mnemonic Value subscription.—if
i b ey s
NUM-OF- U16 R 1+ for Oneshot and | Total nNumber of mnemonics being requested.
MNEMONICS = 2 Start, 0 for Stop j ! | Formatted: Centered
Name of the mnemonic - “n” starts at “1". This field|is
q g - required for each mnemonic when NUM-OF- .
MNEMONIC.n.NAME | String D “A-starts-at=4" MNEMONICS > 0.- Required-only-for Oneshot-and [ Formatted: Centered
Start:
Value | Description : -
MNEMONIC.n.DATA- 1 Raw Indicates the data type to be return_ed, e_nher the raw
TYPE ’ 116 el 2 Converted value, or the converted value (Engineering Units ol [ Formatted: Font: Not Bold
3 Both Text converted), or both. Defaults to both.
MNEMONIC.STATE | . 3 Va:”e ﬁ:sc""“" Indicates if State Attributes (flags, limits, static flag ( ——
-ATTRIBUTES = = e and data quality) are to be retumed. Defaults to Nef Formatted: Font: Not Bold
Value | Description
1 ?h?”geﬂ Identification of how the data is to be gatheredwhep
value, 11ags, | data should-be-provided for the mnemonic. Includes
MNEMO’;Q&”'CR”E 116 0 status) either upon change of data (value, flags or status), or [ Formatted: Font: Not Bold
2 Every every sample, or at a specified sampling rate. The
Sample default Criteria is “Change” only data.
3 Sample Rate
If CRITERIA is specified as “Sample Rate”, this field
will specify the data sampling rate in milliseconds for
MNEMONIC.n SAMPL | ;| D i the mnemonic. SAVPLE-RATE does notaffect |+ | | Formatted: Centered
ki l PUBLISH-RATE but may cause multiple- samplestp
be included each time the data is published. [commented [MA252}: Cams11-249

[Commented [MA253]: C2mMS11-56

Oneshot Request

A REQUEST-TYPE of “Oneshot” will result in one set of mnemonic data being returned - the most recent value.
No further updates will occur. For a “Oneshot” request the following fields or options are not meaningful:

PUBLISH-RATE
DURATION
MNEMONIC.n.CRITERIA

MNEMONIC.n.SAMPLE-RATE [Formatted: Font: 9 pt

[ Formatted: Font: 9 pt
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Start Request

A REQUEST-TYPE of “Start” will result in an initial set of mnemonic data being returned - the most recent
value - in the Mnemonic Value Response Message followed by data streaming in a series of Mnemonic Value Data
Messages.

Stop Request

A REQUEST-TYPE of “Stop” is used to end a subscription for streaming mnemonic value in the form of Mnemonic

Value Data Messages. It will result in a final set of mnemonic data being returned - the most recent value - in the
Mnemonic Value Response Message. Note that it is invalid to request a "Stop" where there was no earlier
corresponding "Start" request.

REQUEST-ID

This field may be used to submit a "Stop" related to a previous request designated by the same REQUEST -ID. For
example, a new REQUEST-ID is used to start a Mnemonic Value subscription and a later request with the same
REQUEST-ID can be used to stop the subscription. Issuing a stop in this way stops the flow of all data associated
with the original start request, regardless of any information in other fields in the stop request. Once stopped, the
flow may not be restarted using the same REQUEST-ID.

It is invalid to reuse the same REQUEST-ID from an earlier request to issue a new request with REQUEST-TYPE
"Start" or "Oneshot". Similarly, it is invalid to send a REQUEST-TYPE "Stop" that does not correspond through
REQUEST-ID to a REQUEST-TYPE "Start" message.

MNEMONIC.n.CRITERIA

If the MNEMONIC.n.CRITERIA are not specified in the Mnemonic Value Request Message, then the criteria will
default to a value of 1 for Change only data.

PUBLISH-RATE

1f the publish rate is not specified a default publish rate of 5 seconds will be used. A specified publish

rate of zero is a request for the data to be published at the fastest rate possible by the data server/provider. The data
provider may have a predetermined maximum publish rate, for example, no faster than 1 message per second, or it
may decide to make an on-the-spot calculation of its capabilities based upon its current publishing responsibilities. \

For example, the data provider may know that it is limited to an output rate of 1 megabyte per second. If it is
currently near its maximum output rate and after calculating the additional load of the request it would exceed that
rate, the data provider may reject the Mnemonic Value Request with a “Failed Completion” status in the
RESPONSE-STATUS field, and an optional status of “Unable to meet demand” in the RETURN-VALUE field.

START-TIME and STOP-TIME

For some real-time mnemonic data requests, the requestor will need to know the time period of the desired data. As
an example, a data requestor of a satellite with a 12-hour pass or even a satellite in constant ground contact will need
a means to selectively limit the data it receives, rather than take all the data from the pass. To specify data with a
time window, the START-TIME and STOP-TIME parameters are to be used.

DURATION

When a data requestor does not specify any START-TIME or STOP-TIME parameters, a potential issue with the
Mnemonic Request, Response, and Value Messages is how to halt the endless publication of messages when the
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requestor fails to request the cessation of Mnemonic Value Data Messages. This could occur by poor design or
through equipment failure where the requestor disappears and is no longer alive to request that publication be halted.

One option is to have the requestor specify the DURATION of time that the Mnemonics Value Messages should be
published (the length of a pass in seconds, for example). At the conclusion of this time period the publisher would
automatically cease publication. The advantage to this approach is that no matter what the reason for the requestor
failing to request a halt to the publication of messages, they will automatically and eventually stop.

Or, the data provider may self-impose a default maximum duration. That is, the provider will only publish
mnemonic values for, say a maximum of 30 minutes, or until a stop request is received. (Note that this may not be a
good option for non-GUI types of processes.) If a data provider does self-impose a maximum duration, the FINAL-
MESSAGE field should be set appropriately in the last message sent.

[PUBLISH-RATE, MNEMONIC.n.CRITERIA and MNEMONIC.n.SAMPLE-RATE

There are two concepts of 'rates' in the Mnemonic Value Request Message. The PUBLISH-RATE determines how
often the Mnemonic Value Data Message will be created/sent. Independently, the data associated with each
mnemonic is gathered at different intervals, including on change, per sample or at a given SAMPLE-RATE.
However the data for each mnemonic is gathered, it does not affect the PUBLISH-RATE of the Mnemonic Value
Data Message. Rather, there may be multiple samples present for each mnemonic in each published Mnemonic

Value Data Message., [Commented [MA259]: C2MS11-56

8.8.28.9.2 Mnemonic Value Response Message

The Mnemonic Value Response Message is used to return the most current mnemonic values requested and to |
acknowledge receipt of and provide status for a Mnemonic Value Request Message. The Response Status in the
Mnemonic Value Response Message indicates the success or failure of the component to process the Mnemonic
Value Request Message.

The ordering of the mnemonics in the Mnemonic Value Response shall be the same as the receiving order specified
in the Mnemonic Value Request Message. When an invalid mnemonic is detected in the Mnemonic Value Request
Message the following shall apply to the Mnemonic Value Response Message:

e Set the RESPONSE-STATUS field to “5 Invalid Request”

e  Set the MNEMONIC.n.STATUS field of the invalid mnemonic(s) to “3 Invalid”

e  Set the MNEMONIC.n.STATUS field of all other valid mnemonics to “2 Valid, Nodata”
e  Setthe MNEMONIC.n.NUM-OF-SAMPLES to zero for all mnemonics

e The Mnemonic Value Data Messages shall not be published

The Mnemonic Value Response Message also provides a message time-stamp and the values of the requested
mnemonics.

Regardless of the REQUEST-TYPE of the corresponding Mnemonic Value Request Message, the Mnemonic Valug

Response Message contains current values of the requested mnemonics.| [Commented [MA260]: C2Ms11-141
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Regardless of the REQUEST-TYPE of the corresponding Mnemonic Value Request Message, the Mnemonic Value

Response Message contains current values of the requested mnemonics.| [Commented [MA260]: C2MS11-141

The Number of Samples for a mnemonic can be either zero or one.

e Inthe case of an invalid mnemonic or a valid mnemonic with no data, the Number of Samples shall be set
to zero.

e Inthe case of a valid mnemonic with a good data sample, the Number of Samples shall be set to one.

o If there is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with
a no data condition and the subsequent data value fields will not be provided for this mnemonic.

|Tab|e 8-109. Mnemonic Value Response Message Summary [Commented [MA261]: C2MS11-222

|

Table 8-109166. Mnemonic Value Response Message Summary

Sender A C2MS compliant application such as a telemetry decommutation process

Senders Intended Usage Reply

Receiver GUI Subsystem, Command Verification process, Expert Subsystem, Analysis subsystem
Receivers Intended Usage | Subscribe

What Acknowledgment and status of Mnemonic Value Request Message

When Upon receipt of a Mnemonic Value Request Message

Example

1. Command verification process requests telemetry value to check if spacecraft command executed as
expected.

2. Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.
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8.8.2.18.9.21

Table 8-11016%1. Mnemonic Value Response Message Subject Naming

Mnemonic Value Response Message Subjects

o A L

Sst:rt:fji;td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaINt | DOMAIN2 | MissioN | consT | saT | TYP | susTyp ME1 ME2 | ME3 | ME4 |ME5 ||Mgg | Formatted Table
Element fication
[DESTINATION-
Subject CoMs [domain 1 | [domain 2 o [constell COMPONENT{
Content - sysltelzm - sysltgm [mission] ation] [sat] | RESP MVAL Component: [Status]
specific] specific] TEM3, TLM2,
4‘ Cc ted [MA262]: C2MS11-351
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP MVAL TLM3 1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 RESP MVAL APP5 1
Sender
Example for
Subscriber / C2MmS DOM1 DOM2 * * SAT1 | RESP MVAL TLM3 *
Receiver
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
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Table 8-111102. Properties of the Miscellaneous Elements for the Mnemonic Value Response Message

Miscellaneous Required / L . AP . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components FD (the Data Requestor/Subscriber/Client) and TLM3 (the Data Provider/Publisher/Server)
interact with the Mnemonic Value Response Message.

FD subscribe subject to receive the Mnemonic Value Response Message.

C2MS.*.* MSSN.*.* RESP.MVAL.FD.> or
C2MS.* . * *x * _* RESP.MVAL.FD.>
TLM3 sends a response message to FD.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.MVAL.FD.2 or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.MVAL.FD. 4

8.8.2.28.9.2.2 Mnemonic Value Response Message Header

The abbreviated table below Fable-8-103-belew-shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Mnemonic Value Response Message.

[Table 8-112103. Mnemonic Value Response Message Header Field Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE MVAL
More ... -
Please refer to Table 8-3 Message
. : or
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8.8.2.38.9.2.3 Mnemonic Value Response Message Contents

Figure-8-24The following figure -below-shows a UML object diagram of the Mnemonic Value Response Message |
with its required and optional fields.

C2ZMS Message

Message Header
STATUS
i 1=Vaid,
Mnemonic Value Response Message MNEMONG Mnem onic _ i A
[Message Header MESSAGE-TY PE == RESP, 0. '“g“;‘;ﬁﬂs"”‘%} Aand - 3=invalid
Message Header MESSAGE-SUBTY PE == MVAL) -n 1o = (1.2.3)
-CONTENT-VERSION - F32 = 2024.0 % wumnsorss‘gmoss] uts
R ST/ H6 = (1,3, 4, 5}
AR B o — — _ _ |RESFONSESTATUS
“TME.COMPLETED - Time [0..1] 1=Acknow ledgement,
-SUPPORTED-STOP-TME - Time [0..1] 3=Successful Completion,
-RETURN-VALUE - B2 [0.1] 4=Failed Completion
-NUM.OF_MNEMONICS - U6 5=lnvaid Request

RED-HIGH, RED-LOW, Y ELLOW-HIGH and
YELLOW-LOW have been DEPRECATED.

_SAMPLE [0.* Use ALARVLSTATE instead.
=
Sample _ -

M TVE-STAMP - Time [0..1] -
-mRAW-VALUE : B2 [0..1] -
-mELLVALUE : F84[0..1] LIMT-ENABLE-DISABLE
-mTEXT-VALUE - String [0..1] 0=Disabled,
-mFLAGS . 12 [0..1] = = = 1t

-mLMT-ENABLE-DISABLE  : Boolean [0..1] -
-mRED-HIGH - Boolean [0..1]

-mRED-LOW - Boolean [0. 1]

-mYELLOW-HIGH : Boolean [0..1]

-mYELLOW-LOW : Boolean [0..1]

-MALARM-STATE : 8 [0.1] STATIC

-mSTATIC : Boolean [0..1] — — — — — — {0=Acive,

-mQUALITY : Boalean [0..1] - 1=Static
QUALITY
0=Good qual

ity,
1=Questionable quality

Figure 8-23. Mnemonic Value Response Message Diagram
Figure 8-238-2321. Mnemonic Value Response Message Diagram

The following table describes additional field names, values, and notes for the Mnemonic Value
Response Message.

Table 8-113. Mnemonic Value Response Message Additional Information

Commented [MA266]: C2MS11-187 with C2MS11-222 and

C2MS11-249.
Field Name Type Presence Value/Bescription DescriptionNetes | < [ Formatted Table
Version-NumberVersion numpber
CONTENT-VERSION F32 R 202449 for this message content
description
Value Description

1 Acknowledgement | Identifies the status of the
Mnemonic Value Request

RESPONSE-STATUS 116 R 3 Successful Message that was processed. [ Formatted: Font: Not Bold
Completion (“2" is not a valid value and has
4 | Failed Completion | no meaning.) ( Formatted: Centered
5 Invalid Request
This field’s value is to be the] | Formatted: Font: 9 pt
REQUEST-ID GUID R same as the REQUEST-ID in« [ Formatted: Font: 9 pt
the associated REQ messaJe. [ Formatted: Font: 9 pt
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Field Name

3

Presence

Value/Description

DescriptionNetes <

TIME-COMPLETED

=l
=l
5}

0

Time application completed _
processing the request

ISUPPORTED-STOP-TIME

Time

10

The service's calculated stop
time. This is based on the
DURATION or STOP-TIME
specified in the request, but may
be limited to what the service
can support. For example, if the
REQUEST specified a STOP-
TIME a year in the future or a
DURATION of 100 vears, the

service may calculate a
reasonable SUPPORTED-

STOP-TIME and return that
value in this field. Reasonability
is as determined by the service.
This alerts the requestor that
Mnemonic Value Data

Messages will not be sent after
the SUPPORTED-STOP-TIME)]

[ Formatted

Table

[ Formatted

: Centered

[ Formatted

: Centered

RETURN-VALUE

N

(e}

Return value or status based on
the RESPONSE-STATUS.
Useful to provide function call«
status or error code in the case
of failed completion

NUM-OF-MNEMONICS

=
(o)

170

Total number of mnemonics
returned. Should echothe
“NUM-OF-MNEMONICS’ field in
the request message.

MNEMONIC.n.NAME

String

lw)

Name of the ‘n Mnemonic - “n”
starts at “1". This field is required

for each mnemonic when NUM-
OF-MNEMONICS > 0.

MNEMONIC.n.STATUS

=

o

Value

Description

Valid

Valid, Nodata

Status of the ‘nth” mnemonic:
valid mnemonic or valid
mnemonic with no data or invalid

Invalid

H Thie fiald i H
mernome-_ s 1ieiuTs IU\_.’LIIIU
for each mnemonic when NUM-

(c

d [MA264]: C2Ms11-83

[ Formatted

: Centered

[ Formatted:

Centered

[ Formatted:

Centered

[ Formatted:

Font: Not Bold

[ Formatted:

Font: Not Bold

OF-MNEMONICS > 0.

MNEMONIC.n.UNITS

String

(@]

Units associated with the value
converted to engineering units:
for the ‘n'" mnemonic

MNEMONIC.n.NUM-OF-SAMPLES

=
(o)

|l

Number of data samples for the
‘n" mnemonic. This field is
required for each mnemonic «
when NUM-OF-MNEMONICS >
0.

MNEMONIC.n.SAMPLE.m.TIME-STAMP

=l
3
@

(@]

Time stamp for the first data
sample of the ‘nt"” mnemonic =
both “n” and "'m" start at “1".

[ Formatted:

Centered

Formatted:

Centered

Formatted:

Centered

Formatted:

Centered

Font: 9 pt

MNEMONIC.n.SAMPLE.m.RAW-VALUE

(@]

Raw value for the first data
sample of the ‘n™” mnemonic
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Field Name Type Presence Value/Description DescriptionNetes | « [ Formatted Table
Raw value converted to
Engineering Units if engineering
MNEMONIC.n.SAMPLE.m.EU-VALUE F64 0 units conversion is present fi)r' [ Formatted: Centered
the first data sample of the ‘ath’
mnemonic
Raw value converted to a tekt [ Formatted: Centered
MNEMONIC.n.SAMPLE.m TEXT-VALUE String 0 string if text conversionis | _ [ Formatted: Centered
present for the first data sanple [ Formatted: Font: Not Bold
ol E 1 e  Formatted: Font: Not Bold
Flags native to the T&C . .
MNEMONIC.n.SAMPLE.m.FLAGS 132 0 component for the first data | < [ Formatted: Centered
sample of the ‘n'"” mnemonic [ Formatted: Font: Bold
Value Description Indicates the limit checking r\1tate : Font:
MNEM?ENIIS\:BTEII\J'\IA; A‘SL'E'LIMIT' Boolean, [oX 0 Disabled for the first data sample of the |, % :ormattEd_ Font. Not Bold
1 Enabled ‘Nt mnemonic ormatted: Font: Not Bold
Value Description Indicates the Red High limit | < [ Formatted: Centered
0 [ Inlimits status of the first data samplp of /| / [ Formatted: Font: Not Bold
DEPRECATED the ‘nt” mnemonic. This field has
MNEMONIC.n.SAMPLEMRED-HIGH | 200 | O - beendeprecated:Use—— | | | |Formated: Font: Not Boid
i | BiEoRWE MNEMONIC.n.SAMPLEmALA /| [ Formatted: centered
RM-STATE, instead. [ Formatted: Font: Not Bold
Value Description Indicates the Red Low limit | « [ Formatted: Font: Not Bold
0 In-limits status of the first data sample of
DEPRECATED Boolean 0 the ‘™™ mnemonic. This field has ( Formatted: Centered
MNEMONIC.n.SAMPLE.m.RED-LOW e = 1 Outeofimits been-d - [ Formatted: Font: Not Bold
MNEMONIC.n. SAMPLE m.ALA [ Formatted: Font: Not Bold
RM-STATE, instead. [ F tted: Contered
Value Description Indicates the Yellow High IirrEt' ormatied: “entere
DEPRECATED 0 In-limits statys;hf)f the ﬂrstldata sampl of [ Formatted: Font: Not Bold
MNEMONIC.n.SAMPLE.m.YELLOW- | Boolean o\ tuh:,.r.]u mnemonic. This fieldhas | | Formatted: Font: Not Bold
HIGH 1 Out-of-limits VINEMONIC n. SAMPLE.m ALA [ Formatted: Font: Not Bold
RM-STATE, instead. [ Formatted: Font: Not Bold
Value Description Indicates the Yellow Low limjt« [ Formatted: Font: Not Bold
DEPRECATED 0 In-limits status 9f the firstldata §ampl3 of [ Formatted: Font: Not Bold
MNEMONIC.n.SAMPLE.m.YELLOW- | Boolean 0 2l el | il | Formatted: Fort: Not Bold
Low - 1| Outotimits been deprecated. Use e E O
MNEMONIC.n.SAMPLE. m.ALA [ Formatted: Font: Not Bold
RM-STATE, instead. (c ted [MA265]: C2M511-222 and C2Ms11-249
Value Description « [ F ; -
0 TIEEEEE . o | ormatted: Font: Not Bold
MNEMONIC.n.SAMPLE m.ALARM- i 5 1| Norma | R e | Formatted: Font: Not Bold
STATE - = 2 Warning, E——— [ [ Formatted: Centered
% gl'stt'reslg ( Formatted: Font: Not Bold
A ritical - -
Value Description Indicates the static (stale) | < [Formaued' Font: Not Bold
MNEMONIC.n.SAMPLE.m.STATIC Boolean, [} 0 Active condition of the first data sample [ Formatted: Centered
1 Static of the ‘n'” mnemonic [Formatted: Font: Not Bold
Va(l)ue Gogfgﬁ;ﬁyon Indicates the Quality of the th ( Formatted: Font: Not Bold
MNEMONIC.n.SAMPLE.m.QUALITY Boolean, (X = ; data sample of the ‘nt"’ [ Formatted: Font: 9 pt
[ | e mnemonic ("Formatted: Font: 9 pt
quallty ormatted: ront: 9 pi
[ Formatted: Font: 9 pt
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The following data attributes are not included in the Mnemonic Value Response or Mnemonic Value Data
messages: Delta Limits, Rail Limits, Inverted Limits, and Foreground / Background colors for text values.

8.8.38.9.3 Mnemonic Value Data Message

The Mnemonic Value Data Message provides the telemetry or configuration mnemonic data that was requested in
the Mnemonic Value Request Message.

The message is generated in response to receiving a Mnemonic Value Request Message to “start” publishing the
Mnemonic values for one or more mnemonics and following the generation of a Mnemonic Value Response
Message with successful completion status.

The Mnemonic Value Data Messages shall not be published if the Mnemonic Value Request Message contained any
invalid mnemonics.

The Mnemonic Value Data Message will continue to be published at the requested distribution rate until a “Stop”
Mnemonic Value Request Message is received, or the DURATION specified in the Mnemonic Value Request
Message has expired.

The ordering of the mnemonics in the Mnemonic Value Data Message shall be the same as the receiving order
specified in the Mnemonic Value Request Message.

The Mnemonic Value Data Message will contain one or more mnemonics and one or more data samples per
mnemonic.

|If there is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with a no data
condition and the subsequent data value fields will not be provided for this mnemonic.
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If there is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with a no data
condition and the subsequent data value fields will not be provided for this mnemonic.

Table 8-114. Mnemonic Value Data Message Summary

Sender

A C2MS compliant application such as a telemetry decommutation process

Senders Intended Usage

Publish

Receiver

GUI Subsystem, Command Subsystem, Schedule Execution process, Expert Subsystem

Receivers Intended Usage

Subscribe

What

Spacecraft health and safety data or configuration data values

When

Upon interval requested at a minimum and dependent on data rate and/or replay rate and/or
change rate

Example

1. Telemetry data to be displayed on a GUI page

2. Telemetry data for an analysis plot
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8.8.3.18.9.3.1 Mnemonic Value Data Message Subjects

Table 8-115106. Mnemonic Value Data Message Subject Naming

Ss;::ii?rtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
SUbisst Speci- | boyaINt | DOMAIN2 | MissioN | consT | saT | TYp | suBTYp ME1 ME2 ME3 | ME4 | ME5 [ mEg \Formatted Table
Element fication F ;
ormatted: Centered
. [domain 1 | [domain 2 COMPONENTJS
Subject CoMS o [constell M MVAL - .
Content - sys_tgm - sysltem [mission] ation] [sat] SG omponent-TLM3; | [request id]
specific] specific] M2 Commented [MA268]: C2MS11-35

Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG MVAL TLM3 GUID]3

Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG MVAL TLM2 GUIDI5

Sender
Example for
Subscriber / C2Ms DOM1 DOM2 i i SAT1 | MSG MVAL TLM3 GUID]3

Receiver

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957c-

1a29ec4c7d50" or similar.|
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Table 8-116107. Properties of the Miscellaneous Elements for the Mnemonic Value Data Message

Miscellaneous Required /
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ME2 Optional ID associated with original request REQUEST-ID
ME3 Not used
Examples

After the successful exchange of the Mnemonic Value Request and Response Messages, the Mnemonic Value Data

Message is published.

The Requestor/Subscriber/Client subscribes to receive the intended Mnemonic Value Data Messages.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL. *

The Data Provider/Publisher/Server sends out the Mnemonic Value Data Message with the following subject:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL.TLM3

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL.TLM2

8.8.3.28.9.3.2 Mnemonic Value Data Message Header
The abbreviated Fable-8-108table below -below-shows the required values of the MESSAGE-TYPE and

MESSAGE-SUBTYPE fields for the Mnemonic Value Data Message.

fTabIe 8-117108. Mnemonic Value Data Message Header Field Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE MVAL
More— -
Please refer to Table 8-3 Message
o : on
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8.8.3.38.9.3.3

Mnemonic Value Data Message Contents

The following figure Figure-8-22-below-shows a UML object diagram of the Mnemonic Value Data Message with

its required and optional fields.

c2Ms Msssage.

Message Header

Mnemonic Value Data Message

{Message Header. MESSAGE-TY PE == MSG,
Message Header. MESSAGE-SUBTY PE == MVAL}

-CONTENT-VERSION  : F32 = 2024.0
-FINAL-MESSAGE : Boolean [0..1]
-NUM-OF-MNEMONICS - 16
-REQUEST-ID :GUD

\Figure 8-24. Mnemonic Value Data Message Diagram|

Mnemonic

-n.NAME : String [0..1]
-n.STATUS : 116 [0.1] ={1,2
=n.UNITS : String [0..1]
-n.NUM-OF-SAMPLES : U16

-MNEMONIC
o

£

-SAMPLE |0.."
Sample

-MTME-STAMP : Time [0..1]
-m.RAW-VALUE : 132 [0..1]
-MELLVALUE : F84 [0..1]
-MTEXT-VALUE : String [0..1]
-MFLAGS :B2[0..1
-mLIMIT-ENABLE-DISABLE : Boolean [0..1] ¢~
-mRED-HIGH : Boolean [0..1]
-m.RED-LOW : Boolean [0..1]
-m.YELLOW-HIGH : Boolean [0..1]
-m.YELLOW-LOW : Boolean [0..1]
-MALARM-STATE [0..1]
“mSTATIC : Boolean [0..1] o
-MQUALITY : Boolean [0..1] 4

-
-

RED-HIGH, RED-LOW, YELLOW-HIGH and ]

YELLOW-LOW have been DEPRECATED.

Use ALARM-STATE instead.

>
-
-
- \
LIMIT-ENABLE-DISABLE
D=Disabled,
| 1=Enabled

STATIC
O=Active,
- {1=Static

— — |QUALITY
0=Good quality,
1=Questionable quality

Ci ted [MA271]: Figure updated with C2MS11-187 and

Figure 8-248-2422. Mnemonic Value Data Message Diagram)

The following table describes additional field names, values, and notes for the Mnemonic Value

Data Message.

Table 8-118. Mnemonic Value Data Message Additional Information

C2MS11-249

|

Commented [MA271]: Figure updated with C2MS11-187 and
C2MsS11-249

|

Commented [MA273]: C2MS11-187 with C2MS11-222 and
C2MS11-249
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Field Name Type Presence Value/Desecription DescriptionNetes < [ Formatted Table
Version-NumberVersion number
CONTENT-VERSION F32 R 202419 for this message content [Fo matted: Font: Not Bold
description r : ront:
Value When true, indicates last message [ Formatted: Centered
— Boolean 9 Beseription in the series. — [ Formatted: Centered
NUM-OF-MNEMONICS ute R Tk aneer ofmnemoncsin IS | | cormatted: Centred
This field's value /s 1o b6 he same | | Formatted: Font: Not Bold
REQUEST-ID D R as the REQUEST-IDinthe < [ Formatted: Font: Not Bold
associated REQ message. [ Formatted: Font: 9 pt
‘nth? ic-“n’
MNEMONIC.n.NAME String 0 Name of e " mnemonic-—. | Formatteds Font:  pt
MNEMONIC n.STATUS 116, O | Value [ Descripion | ( Formatted: Font: 9 pt

Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNetes | < [ Formatted Table
1 Valid Status of the ‘nth” mnemonic: yalid
2 Valid, Nodata | mnemonic, or valid mnemonig with
3 Invalid no data, or invalid mnemonic
Units associated with the raw|value
MNEMONIC.n.UNITS String 0 converted to engineering unitT for [ Formatted: Centered
the ‘n” mnemonic
Number of data samples for the
‘nt"” mnemonic. This field is
M@ NE D REoAh S s L 2 required for each mnemonic When | Formatted: Centered
NUM-OF-MNEMONICS > 0.
MNEMONICn SAMPLEmTIME- | 5 [ILEEE D Sl ) e R
STAMP L = §a”mpe? d e n n]n?monlc_i [Formatted: Centered
n” and "'m" start at “1”.
MNEMONIC.n.SAMPLE.m.RAW- 32 0 Raw value for the ‘n'"" data sgmple ;
VALUE == = of the ‘nt” mnemonic | Formatted: Centered
Raw value converted to
Engineering Units, if engineering
MNEMONIC.n.SAMPLE.m.EU-VALUE F64 0 units conversion is present fof the [ Formatted: Centered
‘nt” data sample of the ‘nt
mnemonic
Raw value converted to a texi
MNEMONIC.n.SAMPLE.m.TEXT- Strin 0 string if text conversion is present ;
VALUE =ling = for the ‘" data sample of the ‘nt’ | Formatted: Centered
mnemonic
Flags native to the T&C component
MNEMONIC.n.SAMPLE.m.FLAGS @ Q for the ‘nth” data sample of the| ‘ath’ [ Formatted: Centered
mnemonic
MNEMONIC SAMPLE mLMIT- | o . Va(l)ue Dpest;rigtion ][ndiiat?s( htyh; limit chelckinfg ;tla‘tem’
ENABLE-DISABLE Boolean, 9 isablet or the 'n"" data sample of the 'n ( Formatted: Font: Not Bold
1 Enabled MNEMONic [ Formatted: Font: Not Bold
Value | Description | Indicates the Red High limit s{atus
0 | In-limits for the ‘n®” data sample of the ‘nt” [ Formatted: Centered
DEPRECATED T 0 mnemonic. This field has beep : ;
MNEMONIC.n.SAMPLE.m.RED-HIGH | =°2€dL = | -deprecated. Use | Formatted: Font: Not Bold
1 | Outoflimits |\ EvIONIC.n. SAMPLE mAIARM | | Formatted: Font: Not Bold
-STATE, instead.
Value | Description | Indicates the Red Low limit status [ Formatted: Centered
0 In-limits for the ‘n*" data sample of the ‘nt’
DEPRECATED T 0 mnemonic. This field has beep [F tted: Font: Not Bold
MNEMONIC.n.SAMPLE.mRED-LOW | == = 1 | Outoflimits | Georecated. Use ormatted: Font: Mot Bo
-0t MNEMONIC.n.SAMPLE.mAI[ARM | { Formatted: Font: Not Bold
-STATE, instead.
Value | Description | Indicates the Yellow High limif < [ Formatted: Centered
0 In-limits status for the ‘n®’ data sample of [Formamd: Font: Not Bold
DEPRECATED o . e
MNEMONIC.n.SAMPLE.m.YELLOW- | Boolean 0, the ‘nf" mnemonic, This fleld has ( Formatted: Font: Not Bold
HIGH 1 | Outoflimits | Trorionis s aat
MNEMONIC.n.SAMPLE.m.ALARM [ Formatted: Centered
-STATE, instead. [ Formatted: Font: Not Bold
DEPRECATED Value | Description | Indcates the Velo Lowlimi * | | Formatted: Font: Not Bold
MNEMONIC.n SAMPLE.m.YELLOW- | Boolean ) 0| [l e e samP | [Formatted: Forts 9 pt
LOW 1 Out-of—limits uie i mnemomec,. s T1eid
been deprecated. Use ( Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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Formatted: Font: Not Bold

Field Name Type Presence Value/Description DescriptionNetes < [ Formatted Table
MNEMONIC.n.SAMPLE.m.ALARM
-STATE, instead.
Value | Description <« [ Formatted: Centered
0 Unavailable
MNEMONIC.n.SAMPLE.m.ALARM- 16 0 1 Normal Indicates the limit state of the ‘mth’
STATE - = 2 Warning data sample of the ‘nth’ mnemonic
3 Distress
A Critical [l‘ ted [MA272]: C2MS11-222 and C2MS11-249
Value | Description | Indicates the static (stale) condition [ Formatted: Centered
MNEMONIC.n.SAMPLE.m.STATIC Boolean, o) 0 Active for the ‘nt” data sample of the ‘nt’
1 Static mnemonic [ Formatted: Font: Not Bold
Value Descripﬁon < [ Formatted: Font: Not Bold
MNEMONIC.n.SAMPLE.m.QUALITY | Boolean, 0, 0 Eood guality Indicates the Qualit}/ f(?r the 'n™" [ Formatted: Centered
1 Questionable | datarsample-of the BTG [Formatted: Font: Not Bold
quality [

o JU L

Formatted: Font: 9 pt

Formatted: Font: 9 pt

(
(
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt

L




8.98.10 __ Archive Mnemonic Value Messages

The Archive Mnemonic Value Messages provide a mechanism for requesting and delivering mnemonic data that has
been stored in an archive.

A requesting component, such as a trending system, may request a set of mnemonics from the data archive. The
request is generally for a set of values over an interval of time and at a desired data-sampling rate.

The responding component, such as an Archive system, extracts the set of requested mnemonics from the data
archive and provides them to the requesting component via a variety of available delivery methods.

The Archive Mnemonic Value Messages remove the burden from the requesting component of having to process
(decommutate) the data from the archive and therefore having to know the specifics of the telemetry database and
the structure of the data archive. The Archive Mnemonic Value Messages also remove the burden from the
requesting component from hardware and software associated with the creation, management, and maintenance of a
data archive.

The three specific Archive Mnemonic Value messages are:
e  Archive Mnemonic Value Request Message

e Archive Mnemonic Value Response Message
e  Archive Mnemonic Value Data Message

8.9.18.10.1 __Archive Mnemonic Value Request Message

The Archive Mnemonic Value Request Message is used when an application requires mnemonic data from
previously recorded data that has been stored in the Telemetry Archive.

A common use of the Archive Mnemonic Value Request Message is when an analysis component produces a
trending product, such as Battery charge/discharge, or a propellant graph. The analysis component builds a request
of the mnemonics to be retrieved from the telemetry archive and sends this request to an Archive Management
component. The Archive Management Component may be a stand-alone component or it may be part of another
subsystem, such as a T&C subsystem.

The Archive Management component will package the decommutated values and their associated attributes (if
desired) for all the requested mnemonics over the time frame requested.

A number of extraction options and delivery methods are available. These include:
Time interval

e The requestor is required to specify the time span of the desired data.
Data selection

e The requested can be for raw, converted, or both types of data.

e Attributes (flags, limits, static, quality) can be included or not.

e Data sampling can specify all, upon change, or at a periodic sample rate.

Data delivery method

e  One single response message, or
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e Asastream of messages similar to a real-time mnemonic data value. If this delivery method is selected, the
requestor can also select the speed of the data delivery, either as kilobits per second or as a ratio of the real -
time rate.

Actual data or by reference
e The data can be within the response message or a URI can reference the location of a data file.

If the requestor has asked for a data file, the attributes of the file can be further specified.

e Using product specifications, and
e File specifications

In summary, a variety of data selection criteria and data delivery mechanisms are available to customize and best
match the needs of the requestor.

Many of the fields in the Archive Mnemonic Value Request Message are optional and dependent on other fields, but
they also have specified default values so that only a minimal number of fields need be actually specified to extract
and deliver the data.

Of course, the more specific and customized the data request, the more fields that will need to be specified.

Table 8-119. Archive Mnemonic Value Request Message Summary

Sender A C2MS compliant application such as an Analysis and Assessment component

Senders Intended Usage Request

Receiver Any Archive mnemonic processor such as an Archive Management component or a T&C
component

Receivers Intended Usage | Subscribe

What Spacecraft health and safety data, ground configuration data, or any data stored with a mnemonic
name

When As needed

Example

1. An Analysis process requests telemetry values to create a graph of a spacecraft instrument’s performance.
2. A Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.
The Archive Mnemonic Value Request Message consists of a Message Header and the message content.
The Message Header identifies the message as a C2MS Archive Mnemonic Value Request Message.

The message content specifies the time range, the data sampling criteria, and the mnemonic names. The message
content also provides for the specification of the delivery method of the data.
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8.9.1.18.10.1.1 Archive Mnemonic Value Request Message Subjects
Table 8-12011%. Archive Mnemonic Value Request Message Subject Naming
Subject 1 b omain El Mission EI M El Miscell El
Standard omain Elements ission Elements essage Elements iscellaneous Elements
Subject Speci- | hoyaINt | DOMAIN2 | MissioN | coNsT | AT | TYp | suBTYP ME1 ME2 | ME3 | ME4 |ME5 |MEs |FormattedTable
Element fication
DESTINATION-
. [domain 1 | [domain 2 COMPONENTIF
Subject C2MS —system | —system | [mission] [copstell [sat] | REQ AMVAL | Cempenent:
Content e ) ation]
specific] specific] TLM3, TLM2
| (e ted [MA274]: C2M511-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMVAL TLM3
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMVAL TLM2
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | REQ AMVAL >
Receiver
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
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Table 8-121112. Properties of the Miscellaneous Elements for the Archive Mnemonic Value Request
Message

Miscellaneous Required / Field in Msg, if
Element Optional Description applicable
ME1 Required Component name of Responder DESTINATION-
COMPONENT
from header
ME2 Not used
Examples

Two components, FD (Data Requestor/Subscriber/Client) and TLM3 (Data Provider/Publisher/Server), interact with
the Archive Mnemonic Value Request Message.

FD sends the Archive Mnemonic Value Request Message to TLM3.
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.AMVAL. TLM3

TLM3 subscribes to receive the Archive Mnemonic Value Request Message from FD.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.AMVAL. TLM3 or

C2MS.*.* . * * * REQ.AMVAL.>

8.9.1.28.10.1.2 Archive Mnemonic Value Request Message Header

The abbreviated table belowTable-8-113-below shows the required values of the MESSAGE-TYPE and MESSAGE-
SUBTYPE fields for the Archive Mnemonic Value Request Message header.

fTabIe 8-122113. Archive Mnemonic Value Request Message Header Field Values

Header Field Name Value “
HEADER-VERSION 2019
MESSAGE-TYPE REQ

MESSAGE-SUBTYPE | AMVAL
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8.9.1.38.10.1.3

Archive Mnemonic Value Request Message Contents

The following figure Figure-8-23-below-shows a UML object diagram of the Archive Mnemonic Value Request |
Message with its required, optional, and dependent fields.

c2ms Messauel

| Message Header]

Archive Mnemonic Value Request Message
{Message Header MESSAGE-TY PE == REQ,
Message Header MESSAGE-SUBTY FE == AMVAL}
-CONTENT-VERSION  : F32 = 2024.0
-START-TME - Time:

-RESFOND-VIA-MSG : String = {MSGAMVAL RESPAMVAL}
-REQUEST-D : GUID

-DELVERVIA-REFERENCE - Bookean [0..1]
-DELVER-VIA-INCLUDE - Boolean [0. 1]

B [0.1

-PROD-NAME ‘%lmq [0.1]
PROD-DESCCRPTION - String [0..1]
-PROD-TYFE - String [0.1] = AAA
-PROD-SUBTYFE * String [0. 1] = DATA

-PROD-SUBTY PE-SUBCATEGORY

[ Product Subtype Subcategory

0.*

-nNANE : String A
: 1=Raw
2= Cnnverted
-MNEMONIC _ —|3=Bot
0" T NAME Sing -
-n.DATA-TYPE “HE[0.1] ={1, 2, 3}
STATE-ATTRIBUTES
nSTATEATIRBUTES “HB[0.1] ={1,2) & — — — — — | L T }
n.CRITERIA <16 [0.1] ={1, 2, 3} 1=No (don't return state aftributes),

-n.SAMPLE-RATE . U16 [0.1] ~ - 2=Yes (relurn slate alirbutes)

CRITERIA
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-NUM-OF-FROD-SUBTY PE-SUBCATEGORIES H6 - ) 1=0On Changa,
-UR - String [0..1] 2=Every Sample,
-NAME-PATTERN String [0..1] PROD-TY PE 3=Sanple Rale
-DESCRPTION - String [0..1] AAA=Archive and Assessment —
-FORMAT : String [0..1]
VERSION  String [0. 1]
-SZE - U32 [0 1]
-NUM-OF| S ute
\Figure 8-25. Archive Mnemonic Value Request Message Diagram\
Figure 8-258-2523. Archive Mnemonic Value Request Message Diagram]
The following table describes additional field names, values, and notes for the Archive
Mnemonic Value Request Message.
Table 8-123. |archive Mnemonic Value Request Message Additional Information|
Field Name Type Presence Value/Description DescriptionNetes
Version-NumberVersion number for
CONTENIRIERSIDN 2 8 eiEeE this message content description
Requested start time of the mnemonic
START-TIME Time R values to be retrieved from the | <  Formatted: Centered
telemetry archive.
Requested stop time of the mnemonic
) values to be retrieved from the
SlRiIIME L 2 telemetry archive. Defaults to thelend | Formatted: Centered
of the telemetry archive
Project Datab-Base version to befused
by the responder when processing the :
PDB-VERSION String 0 archived data. Defaults to the PD | Formatted: Centered
version used when the data was [ Formatted: Centered
archived. [
Receiver, device, point, path, etc. [ Formatted: Centered
. where data was received. Used t -
EOFIEEICITIONN | Sae L distinguish data simultaneously T [
received at multiple collection points. / [
RESPOND-VIA-MSG String R Value | Description < [
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Field Name

g

Presence

Value/Beseription

DescriptionNetes

‘MSG.AMVAL” | AMVAL Message

AMVAL

“RESP.AMVAL" | Response

Indicates the message to use to
deliver the mnemonic data. MSG will
be a stream of messages; RESP will

M e
J

be a single response message.

REQUEST-ID

@
=
&}

170

[ID to identify the request message—if
different-request-messages—have_the

same—ualue,—the—mquest—ig—a

[ Formatted:

Centered

(c ted [MA278]: C2M511-55

DELIVER-VIA-
REFERENCE

Boolean

lw)

This parameter is used only if
“RESP.AMVAL” is selected above.
Indicates if the data will be referenced
by a URI in the single response
message. Defaults to FalseNe.

DELIVER-VIA-
INCLUDE

Boolean

1o

No/False

Yes/True

This parameter is used only if
“RESP.AMVAL” is selected above.
Indicates if the data is to be included in
the single response message. Defaults
to TrueYes.

PLAYBACK-RATIO

E32

|l

>0 and < 1 is slower than real-time
rate
= 1is equal to the real-time rate
> 1 is faster than real-time rate

If “MSG.AMVAL" is selected above,
specifies the speed of data delivery, as
a ratio of playback rate to real-time
rate.

DATA-RATE

1o

>0

If “MSG.AMVAL” is selected above,
specifies the speed of data deliveryin
Kilobits per second

PROD-NAME

|l

The “PROD-" fields are optionally used
when the “RESP.AMVAL” has been
specified above. Name of the product
being requested.

PROD-DESCRIPTION

(@]

Description of the product in text or,
xml

PROD-TYPE

o

Value Description

Archive and
Assessment

Product type and subtype being
requested. (See Table A-2Fable-A-2
Product CategoriesProduet

PROD-SUBTYPE

o

DATA

Categeries.) <

NUM-OF-PROD-
SUBTYPE-
SUBCATEGORIESNY
M-OF-PROD-
SUBTYPES

170

Number of further delineations /
categories beyond the product
subtype. Also, used as msg subject
elements ME5, MEB, etc. in Product
Message.

PROD-SUBTYPE-
SUBCATEGORYPRO
D-SUBTYPE.n.NAME

String

lw]

First subcategory of the product
subtype. (Subject elements ME5, MEG,
etc. of the Product Message) - ‘n”
starts at “1”. This field is required fgr
each PROD-SUBTYPE-
SUBCATEGORY specified by NUM-
OF-PROD-SUBTYPE-
SUBCATEGORIES.

URI

String

lw]

Location where the requesting
component is asking for the product
file(s) to be stored. Could be a webr
address, directory, or folder
specification

182,
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Field Name Type Presence Value/Description DescriptionNetes
NAME-PATTERN Strin D Describes the name of the outpuffile | | Formatted: Centered
DESCRIPTION Str!ng D Descr!ptlon of the file in text or xnjl< [ Formatted: Centered
FORMAT String D Describes the file format < -
VERSION Strin D Identifies the version of the file | < | Formatted: Centered
i i i F tted: Centered
SIZE U32 D Kilobytes Maximum size of the file acceptable to [ ormatted: Centere
the requester. [ Formatted: Centered
NUM-OF- 16 R Total nNumber of mnemonics being [ :
MNEMONICS Jlo o requested Formatted: Centered
Name of the mnemonic - “n” starfp at
MNEMONICANAME | Sting | D) ‘A starsat 4 - This fecs equted reach) .| commented [MA279]: cawsii ads
MNEMONICS > 0. [ Formatted: Centered
Value Description Indicates the data type to be returned,
MNEMONIC.n.DATA- 16 0 1 Raw either the raw value, or the converted [ : )
TYPE = = 2 Converted value (Engineering Units or Text Formatted: Font: Not Bold
3 Both converted), or both. Defaults to both.
Value Description Indicates if the State Attributes (flags,
MNEMONIC.n.STATE- 116 0 1 No limits, static flag, and data quality) of [ : - |
ATTRIBUTES — = 5 - the mnemonic are to be returned Formatted: Font: Not Bold
€3 Defaults to No.
Value Description Identification of how data should be
1 Change (value, sampled for the mnemonic. Includes
MNEMONIC.n.CRITE flags, status) either upon change of data (valug, —
RIA B 0 Every Sample | flags. or status), or every samplel] orat | | Formatted: Font: Not Bold
a specified sampling rate. Defaults to
3 Sample Rate “Change” only data.
If CRITERIA is specified as “Sample [ Formatted: Centered
MNEMONIC.n.SAMPL 1+ Rate”, this field will specify the data I
E-RATE L i milliseconds sampling rate for the mnemonit.in [ Formatted Table
milliseconds

For an explanation on how the START-TIME and STOP-TIME could operate, see Table 8-20Fable-8-21 Examples|
of Start and Stop Times.

The archived mnemonic data can be delivered in a stream of messages (as described below in “Stream of Messages
Data Delivery”), akin to the stream of real-time mnemonic data value messages; or a single response message (as
described below in “Single Response Message Data Delivery”).

STREAM OF MESSAGES DATA DELIVERY

The advantage of delivering the archived mnemonic data as a stream of messages is that the processing can be
similar if not identical to the procedure used with the real-time Mnemonic Value Data Messages. To use this
delivery mechanism, specify the following:

o Set the field RESPOND-VIA-MSG to the value “MSG.AMVAL”.

e Optionally, specify the speed of data delivery with either of the fields “PLAYBACK-RATIO” or “DATA-
RATE”.

e Identify the number and names of the mnemonics along with their extraction criteria.
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SINGLE RESPONSE MESSAGE DATA DELIVERY
The advantage of delivering the archived mnemonic data in a single response message is that the data is entirely
contained within one location and can be processed in bulk. When using this data delivery mechanism, the requestor
has a few options on how and where the data is to be delivered. The requested data will be delivered all at once. The
requestor can ask for the data:

1. Within the single response message

2. By reference, using a URI within the single response message

3. Both methods
To accomplish the desired result, each of these options is explained below.
FIRST, for all the above options using a single response message:

e  Set the field RESPOND-VIA-MSG to the value “RESP.AMVAL”

SECOND, choose one of the three following data delivery options:

1. INCLUDE WITHIN MESSAGE: To include only the data within the single response message (with no
URI reference), the requestor should do the following:

e Nothing. The “DELIVER-VIA-“ fields will default to include the data within the single response
message with no URI reference. No other field under the Product Distribution Options section is
required to be specified.

2. BY REFERENCE: To only have the data file specified by reference and NOT be included in the single
response message, the requestor should do the following:

e Set the field DELIVER-VIA-REFERENCE to the value “Yes/True”.
o  Set the field DELIVER-VIA-INCLUDE to the value “No/False”.

3. BOTH: To have both the data included in the single response message AND specified as a reference the
requestor should do the following:

e Set the field DELIVER-VIA-REFERENCE to the value “Yes/True” (The field DELIVER-VIA-
INCLUDE will default to the value “Yes/True”).

THIRD, for all the options above, the requestor must do the following:

o—I|dentify the number and names of the mnemonics along with their extraction criteria.

Other features of note for this request message are:

184 Command and Control Message Specification™ (C2MS™) V1.01,,
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e When specifying the mnemonics, if the MNEMONIC.n.CRITERIA is not specified in the Archive
Mnemonic Value Request Message, then the criteria will default to a value of 1 for Change only
data.

e If a URI has been specified in the request, it is assumed that the DELIVER-VIA-REFERENCE
field was set to “Yes/True”. If the URI was specified, the resulting archive mnemonic value
product will be “pushed” to the location specified by the URI.

e [f the URI has not been specified in the request, but the DELIVER-VIA-REFERENCE field was
set to “Yes/True”, then the resulting archive mnemonic value product will be copied to a URI
location designated by the provider of the data. This URI location must also be included in the
Archive Mnemonic Value Response Message. The requestor of the data file can “pull” the file
using the provided URI.

e If the component servicing the Archive Mnemonic Value Request Message supports several
formats or versions of a product, then the requesting component can specify the format or version
of the resulting product in the FORMAT and VERSION fields. If the FORMAT and/or VERSION
fields are not specified, then the component servicing the Archive Mnemonic Value Request
message shall default to the latest format or version of its product.

8.9.28.10.2 Archive Mnemonic Value Response Message

An Archive Provider in response to an Archive Mnemonic Value Request Message sends an Archive Mnemonic
Value Response Message.

The job of the Archive Mnemonic VValue Response Message is to provide acknowledgment of the Archive
Mnemonic Value Request Message, the overall status of the completed action, the specific status of each requested
mnemonic, and optionally, the resulting data and associated attributes.

A series of Archive Mnemonic Value Response Messages may be required. In this case, an initial acknowledgement
response message is issued, followed by interim or interactive “working” response type messages to let the
requesting application know that the request is still being processed, and finally a completion response type
message.

If an audit trail or operator notification is required, the requesting application is responsible for generating a Log
Message indicating the result of the Archive Mnemonic Value Request Message.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these |
types of messages.

Table 8-124. Archive Mnemonic Value Response Message Summary |

Sender A C2MS compliant application that has access to a telemetry archive such
as a T&C component

Senders Intended Usage Reply

Receiver Assessment and Analysis component

Receivers Intended Usage Subscribe

What Acknowledgment and status of Archive Mnemonic Value Request Message

When Upon receipt of an Archive Mnemonic Value Request Message and/or
completion of the Request

Examples
1. An Archive Manager responds to a component in the Assessment and Analysis subsystem that requested
battery telemetry values to check the spacecraft battery rate of charge/discharge.

Command and Control Message Specification™ (C2MS™) V1.0-1, asb
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2. The Archive Manager responds to a component in the Flight Dynamics subsystem that requested telemetry
values to be used in the generation of a Flight Dynamics product.
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8.9.2.18.10.2.1 Archive Mnemonic Value Response Message Subjects
Table 8-125116. Archive Mnemonic Value Response Message Subject Naming
Subject . - .
Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homaint | poman2 | mission | consT | sat | Tve | susTve ME1 ME2 ME3 | ME4 | ME5 ME6
Element fication
DESTINATIO | [Response
. . N- Status: 1-
. [domain 1 | [domain 2 = ]
gubject C2MS —system | —system | [mission] [corjstell [sat] | RESP AMVAL CliFon agk, 4
ontent specific] specific] ation] TliCemponent | failed]
ILMQ—}\ (Commented [MA282]: c2mS11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMVAL FD 1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMVAL FD 1
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | RESP AMVAL * >
Receiver
[Formatted: Font: 9 pt
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Table 8-126117. Properties of the Miscellaneous Elements for the Archive Mnemonic Value Response
Message

Miscellaneous Required / L . AP . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, TLM2 (Data Provider/Publisher/Server) and FD (Data Requestor/Subscriber/Client), interact with
the Archive Mnemonic Value Response Message.

TLM2 subject name to send two Archive Mnemonic Value Response Messages to FD.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.2
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.3

FD subscribes to receive the Archive Mnemonic Value Response Message from TLM2.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.>

8.9.2.28.10.2.2 Archive Mnemonic Value Response Message Header

The abbreviated Fable-8-118table below -belew-shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Archive Mnemonic Value Response Message.

hable 8-127418. Archive Mnemonic Value Response Message Header Field Values

Header Field Name Value

HEADER-VERSION 2019

MESSAGE-TYPE RESP
MESSAGE-SUBTYPE | AMVAL

( Commented [MA283]: C2ms11-193

b [ Formatted Table
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8.9.2.38.10.2.3 Archive Mnemonic Value Response Message Contents

Figure-8-24The following figure -below-shows a UML object diagram of the Archive Mnemonic Value Request |
Message with its required, optional, and dependent fields.

C2MS Message

Message Header|

RESPONSE-STATUS
1=Acknow ledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion,
5=Invalid Request,
6=Final Message

Archive Mnemonic Value Response Message
{Message Header MESSAGE-TY PE == RESP, -
Message Header. MESSAGE-SUBTY PE == AMVAL] P

-CONTENT-VERSION  : F32 =2024.0 ~
-RESPONSE-STATUS  : 116 ={1,2, 3, 4, 5,6} o
-REQUEST-ID : GUD
-TIME-COMPLETED _: Time [0..1]
-SUPPORTED-STOP-TIVE ~ : Time [0..1]
-RETURN-VALUE : 132 [0..1] -
-PROD-NAME : String [0..1] -
-PROD-DESCCRIPTION  : String [0..1] -

-PROD-TYPE : String [0..1] = AAA s
-PROD-SUBTYPE  : String [0..1] = DATA N Product Subtype Subcate gor'
-NUM-OF-PROD-SUBTY PE-SUBCATEGORES ~ : U16 PROD-SUBTY PE-SUBCATEGORY e gory

-URI : String [0..1] 0.* |-n.NAME : String

PROD-TYPE
AAA=Archive and Assessment|

-NAME-PATTERN  : String [0..1]
-DESCRIPTION _ : String [0.-1] e STATUS
-FORMAT : String [0..1] Mnemonic b A
8 - Stril 1=Valid,
ZEES !%’;2'[3‘2?9 L2 -MNEMONIC. | \NEMONIC.n NAVE  String - —2=V2I:d, Nodata,
-DATA : Binary [0..1] 0.* |[-MNEMONIC.n.STATUS :116 ={1,2, 3} &~ 3=lhvalid
-NUM-OF-MNEMONICS - U16
\Figure 8-26. Archive Mnemonic Value Response Message Diagram| [r d [MA284]: C2MS11-187
Figure 8-268-2624. Archive Mnemonic Value Response Message Diagram| [Commented [MA284]: cams11-187
The following table describes additional field names, values, and notes for the Archive
Mnemonic Value Response Message.
fTabIe 8-128. Ll-\rchive Mnemonic Value Response Message Additional Information\ [r. ted [MA285]: C2MS11-254
Field Name Type | Presence Value/Description DescriptionNetes | < | Commented [MA287]: Cawsi1-157
Version-NumberVersi i F tted Tabl
CONTENT-VERSION | F32 R 202419 Version number i tis | [ Formatted Table
message content description
Value Description
1 Acknowledgement
2 Working / Keep Alive Identifies the status of the Archive
RESPONSE-STATUS 116, R 3 Successful Completion Mnemonic Value Request Messagp that [ Formatted: Font: Not Bold
4 Failed Completion was processed. [ Formatted: Font: Not Bold
5 Invalid Request
6 Final Message [ Formatted: Centered
This field’s value is to be the samelas [ Formatted: Centered
REQUEST-ID GUID R the REQUEST-ID in the associated « [ F tted: Centered
REQ message. [ ormatted: Centere
i icati i Formatted: Font: 9 pt
TIME-COMPLETED Time 0 Time application completed procesislng
Ame the request ( Formatted: Font: 9 pt
SUPPORTED-STOP- . The service's calculated stop time.| This .
~ F tted: Font: 9 pt
TIME Time 9 5 basod o the DURATION or STOB. | Fermatted: Font: 9 p
[ Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNetes < [ Formatted Table
TIME specified in the request, but may
support. For example, if the REQUEST
specified a STOP-TIME a year in the
future or a DURATION of 100 years, the
service may calculate a reasonable
SUPPORTED-STOP-TIME and return
that value in this field. Reasonability is
as determined by the service. This
alerts the requestor that Archive
Mnemonic Value Data Messages will
not be sent after the SUPPORTED-
STOP-TIME,] (c ted [MA286]: C2Ms11-83
Return value or status based on the
RESPONSE-STATUS. Useful to
SELLL = i provide function call status or error code | Formatted: Centered
in the case of failed completion
PROD-NAME String 0 Name of the product < [ Formatted: Centered
PROD-DESCRIPTION | String 0 Description of the product in text or xml [ Formatted: Centered
PROD-TYPE String, o \;‘arﬂl‘l;\e = Lhiv‘lt)escnptlon Product type and subtypc_a being [ Formatted: Font: Not Bold
PROD-SUBTYPE String 0 DATA Product CategoriesProduet Categories). [ Formatted: Font: Not Bold
NUM-OF-PROD- Number of further delineations / [ Formatted: Font: Arial Narrow, 10 pt
SUBTYPE- categories beyond the product subtype. . An
SUBCATEGORIESNUM | 116 B AIso,gused asymsg subject eIementsy‘D [ Formatted: Font: Arial Narrow, 10 pt
-OF-PROB-SUBTYPES MES5, MES, etc. in Product Message. | Formatted: Centered
First subcategory of the product [ Formatted: Centered
subtype. (Subject elements ME5, MEG,
PROD-SUBTYPE- etc. of the Product Message) - “n” starts
SUBCATEGORYPROB- | String D at “1”. This field is required for each+ [ Formatted: Centered
SUBTYPE.n.NAME PROD-SUBTYPE-SUBCATEGORY
specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.
. URI specifying the location where the
— s i (single) output file product s stored | Formatted: Centered
NAME-PATTERN String [0} Describes the name of the output file [ Formatted: Centered
DESCRIPTION Strin 0 Description of the file in text or xml « [Formatted: Centered
For application use. This field describes
- the file format as agreed upon between
RBRAIE Ll = the producer and consumer of this | Formatted: Centered
message.Deseribes-the fileformat
VERSION String 0 Identifies the version of the file < | Formatted: Centered
SIZE U32 0 Kilobytes Actual size of the file < [ Formatted: Centered
DATA Binar 9] The file content < [ Formatted: Centered
NUM-OF-MNEMONICS u16 R Total number of mnemonics returned [ Formatted: Centered
N?T"? ] Fhe- ‘nm’- Mnempnic_— g [ Formatted: Centered
WNENONCANAVE | Siins | O weaen | AT e | oo
MNEMONICS > 0. [ Formatted: Font: Not Bold
Value __Description Status of the '™ mnemonic: valid [ Formatted: Font: 9 pt
MNEMONIC.n.STATUS 116, D, 1 Valid mnemonic or valid mnemonic with no
2 | Valid, Nodata data or invalid mnemonic-. This field is % Formatted: Font: 9 pt
Formatted: Font: 9 pt

o U A U L (D
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Field Name Type Presence Value/Description DescriptionNetes <
3 Invalid required for each mnemonic when
NUM-OF-MNEMONICS > 0.

The RESPONSE-STATUS field in the Archive Mnemonic Value Response Message indicates the success or failure
of the component to process the Archive Mnemonic Value Request Message.

The values returned in the RESPONSE-STATUS field indicate if the request message was received, valid, invalid, |
able to be successfully and completely processed, or if the processing failed.

The ordering of the mnemonics in the Archive Mnemonic Value Response shall be the same as the receiving order
specified in the Archive Mnemonic Value Request Message.

If any of the requested mnemonics in the Archive Mnemonic Value Request Message are invalid, the following are
to occur:

e  Set the RESPONSE-STATUS field to “5” or “Invalid Request”.

e Set the status field of the invalid mnemonic(s) to “3” or “Invalid” (MNEMONIC.n.STATUS).
e Set the status field of all other valid mnemonics to “2” or “Valid, Nodata”.

e The Archive Mnemonic Value product shall not be generated.

The MNEMONIC.n.STATUS field provides the status of each requested mnemonic. These dependent fields
indicate:

e Valid — mnemonic was validated and data was located that met the criteria in the Archive Mnemonic
Request Message.

e Valid, nodata — mnemonic was validated, but no data met the criteria in the corresponding request message.
e Invalid — mnemonic was not found in the database or list of mnemonics.
TFable-8-120The following table -below-indicates when the dependent fields in the response message are required.

Table 8-129120. Relationship between RESPONSE-STATUS and Dependent Fields

Value Description Dependent Fields Required?
1 Acknowledgement

Working/Keep Alive

Successful Completion

Failed Completion

Invalid Request

Final Message

oo |w|N
Z|<|Z|<|Z|Z

If a request is invalid (RESPONSE-STATUS field = “Invalid Request”) it could be because one or more of the
requested mnemonics was invalid. For this return status, the responder should provide all the requested mnemonics
and the status of each.

The requestor has the option of specifying the URI where the responder should place the product file. If the URI is

not specified, the responder will place the product file in its own designated location and return that location in the
URI field of the response message. If the requestor specifies the URI, the responder will place the product file in that

Command and Control Message Specification™ (C2MS™) V1.0-1, aoh,
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location, if possible, and return that same URI from the request message in the response message along with the
corresponding RESPONSE-STATUS and RETURN-VALUE values.

If the responder is unable to place the product file in the specified URI location, the responder will place the file in
an alternate URI location and return the URI in the response message along with the corresponding RESPONSE -
STATUS and RETURN-VALUE values.
It is possible that the responder cannot access (write to) the URI specified by the requestor, and neither can the
requestor access (read from) the alternate URI chosen by the responder in which case they will need to work out
access and protection issues.
When the RESPONSE-STATUS is successful, the RETURN-VALUE can have the following status indicators:

1 — Product file was placed in requestor’s designated location

2 — Product file was placed in provider’s designated location

3 — Product file was generated in format other than that requested

The following table shows the relationship between the URI, RESPONSE-STATUS, and the
RETURN-VALUE.

Table 8-130. Interpretation of the RESPONSE-STATUS and RETURN-VALUE Fields

User Specified | RESPONSE- RETURN- URI Action
the URI STATUS VALUE

Product was generated and Requestor should retrieve
N Successful 2 placed in URI chosen by file at responder’s URI

responder location

Product was generated and Requestor should retrieve
Y Successful 1 placed in URI specified by file at the specified URI

requestor

Product was generated but Requestor should retrieve
Y Successful 2 placed in alternate URI chosen | file at responder’s URI

by responder location

Requestor should retrieve

n/a Successful J n/a file at the specified UR.

The requestor also has the option of specifying the format and version of the product file.

If the FORMAT and VERSION are not specified, the responder will use the latest file format and version to build
the product.

If the requestor specified the FORMAT and VERSION, the responder will generate the product in the desired
format and version, if possible.

If the responder is unable to generate the product in the format and version requested, the responder will generate

the product in the latest format and version along with the corresponding RESPONSE-STATUS and RETURN-
VALUE.

8.9:38.10.3 Archive Mnemonic Value Data Message
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The messages are generated in response to receiving an Archive Mnemonic Value Request Message to publish the
requested Mnemonic values in a stream of messages. In this case, the Archive Mnemonic Value Request Message
specified the delivery mechanism to be a stream of messages — similar to the real-time Mnemonic Value Data
Messages.

The following figure shows a UML sequence diagram for the different Archive Mnemonic Value |
Messages and how the message protocol between the data requestor and data provider would occur.
Data Requastor Data Provider

|

]

]

|

|

|

]

1: Archive Mnemonic Request

2: Archive Mnemonic Response

3: Archive Mnemonic Value Data Messages (initial values)

4: Archive Mnemonic Value Data Messages (stream of values)

5: Archive Mnemonic Value Data Messages (final values)

6: Final Archive Mnemonic Response Message

Figure 8-27. Archive Mnemonic Value Message Sequence Diagram

The previous diagram shows an initial exchange of the Archive Mnemonic Value Request Message and Archive
Mnemonic Value Response Message. This is followed by a stream of Archive Mnemonic Value Data Messages. A
final Archive Mnemonic Value Response Message is optional.

The stream of Archive Mnemonic Value Data Messages follows the successful exchange of the Archive Mnemonic
Value Request and Response Messages. The Archive Mnemonic Value Data Messages shall not be published if the
Archive Mnemonic Value Request Message contained any invalid mnemonics. The Archive Mnemonic Value Data
Messages will continue to be published at the specified rate until all requested data has been published. The ordering
of the mnemonics in the Archive Mnemonic Value Data Message shall be the same as the order specified in the
Archive Mnemonic Value Request Message.

The Archive Mnemonic Value Data Message will contain one to many mnemonics and one to many data samples
per mnemonic. |
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s Mnemonic name «
o Mnemonic status
o——Numberolsamples -

-

o Dataqualityindicator -

If there is no data available for a mnemonic, the MNEMONIC.n.STATUS field will indicate a “Valid, Nodata”
condition exists and the subsequent associated data value fields will not be provided for this mnemonic.

Table 8-131. Archive Mnemonic Value Data Message Summary

A C2MS compliant application that has access to a telemetry archive such as a T&C

Sender
component

Senders Intended Usage Publish

GUI Subsystem, Command Subsystem, Schedule Execution process, Expert Subsystem,

Receiver .
Assessment and Analysis

Receivers Intended Usage | Subscribe

What Spacecraft health and safety data, configuration data values, any mnemonic data value

When After sending successful Archive Mnemonic Value Response Message. Then, at specified
interval or requested rate.

Examples

1. Telemetry data to be displayed on a GUI page
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2. Telemetry data for an analysis plot

Command and Control Message Specification™ (C2MS™) V1.0-1,

.19|B.

Formatted: Font: 9 pt

Formatted: Font: 9 pt

(
[ Formatted: Font: 9 pt
(
(

Formatted: Font: 9 pt

L




8.9.3.18.10.3.1 Archive Mnemonic Value Data Message Subjects
[Table 8-132123. Archive Mnemonic Value Data Message Subject Naming

o

sst::iizcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
giiset Speci- | boyaINt | DOMAIN2 | MissioN | consT | saT | TYp | suBTYp ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
Subject Eoreiy | Eemam [constell AMVAL %m : « Formatted: Centered
Content C2MS —system | —system | [mission] ation] [saf] | MSG Il:M%—ﬂ:M% [request id] « :
specific] specific] 1 ' ’ Formatted Table
Example for Formatted: Centered
| Publisher / Cc2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG AMVAL TLM3 GUIDI3 Commented [MA289]: C2MS11-35
Sender
Example for
| Publisher / Cc2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG AMVAL TLM2 5[GUID
Sender
Example for
| Subscriber / Cc2MS DOM1 DOM2 i | SAT1 | MSG AMVAL TLM3 GUIDI3
Receiver

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957c-

1a29ec4c7d50" or similar.| [Commented [MA290]: c2mS11-214

[Formatted: Font: 9 pt
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Table 8-133124. Properties of the Miscellaneous Elements for the Archive Mnemonic Value Data Message

Miscellaneous Required /
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
ME2 Optional ID associated with original request REQUEST-ID
Examples

After the successful exchange of the Archive Mnemonic Value Request and Response Messages, the Archive
Mnemonic Value Data Messages are published.

Two different Data Provider/Publisher/Servers send out the Archive Mnemonic Value Data Messages with the
following subjects:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL.TLM3
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL.TLM2

The Requestor/Subscriber/Client subscribes to receive the intended Archive Mnemonic Value Data Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL. *

8.9.3.28.10.3.2 Archive Mnemonic Value Data Message Header

The abbreviated Fable-8-125table below -belew-shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Archive Mnemonic Value Data Message header.

fTabIe 8-134125. Archive Mnemonic Value Data Message Header Field Values

Header Field Name Value

HEADER-VERSION 2019

MESSAGE-TYPE MSG
MESSAGE-SUBTYPE | AMVAL
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8.9.3.38.10.3.3 Archive Mnemonic Value Data Message Contents

The following figure Figure-8-26-below-shows a UML object diagram of the Archive Mnemonic Value Data
Message with its required and optional fields.

————= C2MS Message|

Message Header|
STATUS

1=Valid,

2=Valid Nodata,
3=lnvalid
rd
Archive Mnemonic Value Data Message Mnemonic s
{Message Header. MESSAGE TY PE == MSG, “MMEMONIC | -n.NAME : String [0..1] 7
Message Header MESSAGE-SUBTY PE == AMVALY “nSTATUS - 16 [0.1] ={1, 2,3} 4 e ey B Low 4 and )
CONTENT-VERSION - F32 = 2024.0 0.7 |-nUNITS string [0. 1) YELLOW-LOW have bean DEPRECATED
. X ave been
-REQUEST-ID : GUID RENRCCESAMLESE- L6 Use ALARM-STATE instead.
-FINAL-MESSAGE  Boolean [0..1)
NUNFOF-MNEMONICS U168 -

P

-
-
- - LIMT-ENABLE-DISABLE
-SAMPLE |0..* ~ O=Disabled,
- 1=Enabled
Sample ys
-mTIME-STAMP - Time [0.1] - -
-mRAW-VALUE :132 [0.1] -
-mEU-VALUE - F64 [0 1] ~
-m.TEXT-VALUE : String [0..1] P STATIC
-mFLAGS : 132 [0..1] - O=Actve,
-m LIMIT-ENABLE-DISABLE Boolean [0..1] 9 1=Static
-mRED-HIGH : Boolean [0..1] P
-mRED-LOW : Boolean [0..1] -
-mYELLOW-HIGH : Boolean [0..1] -
-mYELLOW-LOW : Boolean [0..1] -
mALARM-STATE [0.1] - QUALITY
-mSTATIC : Boolean [0_1] q _ _ — — —{0=Good qualiy,
-mQUALITY - Boolean [0.1] g - = 1=Questionable quality
Figure 8-28. Archive Mnemonic Value Data Message Diagram| C ted [MA292]: Figure updated with C2M$11-187 and
C2MS11-249
\Figure 8-288-2826. Archive Mnemonic Value Data Message Diagraml
Commented [MA292]: Figure updated with C2MS11-187 and
The following table describes additional field names, values, and notes for the Archive GRENEY
Mnemonic Value Data Message.
fTabIe 8-135. Archive Mnemonic Value Data Message Additional Information Commented [MA293]: C2MS11-187 with C2MS11-222 and
C2MS11-249
- — — »
Field Name Type Presence Value/Description . \[;:;g;;palon:;l;t?:r — [ Formatted Table
Version-NumberVersion nu
CONTENT-VERSION F32 202449 e g
— - content description
This field's value is to be the same as the
REQUEST-ID uiD " X Formatted: Font: Not Bold
Q — REQUEST-ID in the associated REQ message. 4 "
FINAL-MESSAGE Boolean Value When true, indicates the last message in the Formatted: Font: Not Bo
| Desecription | stream: Formatted: Centered

NUM-OF-MNEMONICS 16 Total number of mnemonics in this message <«

Formatted Table

MNEMONIC.n.NAME String Name of the ‘n'" mnemonic - “n” starts at “1”. <

Value | Description
1 Valid Status of the ‘nth” mne|

monic: valid mnemonic, or

MNEMONIC.n.STATUS 116,

ot
Valid,
Invalid

w(rno

Formatted: Centered

Formatted: Font: Not Bold

Formatted: Centered

Units associated with the raw value converted to
engineering units for the ‘n" mnemonic

o ) o170 F = | I

MNEMONIC.n.UNITS String
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Field Name Type Presence Value/Description DescriptionNotes < [ Formatted Table
Number of data samples for the ‘nth” mnemonic.
gggﬂﬁg&gNUM u16 D This field is required for each mnemonic wher] « [ Formatted: Centered
NUM-OF-MNEMONICS > 0.
MNEMONIC.n.SAMPLE Time 0 Time stamp for the ‘n™’ data sample of the ‘n'| _ :
.m.TIME-STAMP —_ = mnemonic - both “n” and "m" start at “1”, | Formatted: Centered
MNEMONIC.n.SAMPLE 32 0 Raw value for the ‘n'"" data sample of the ‘™| _ :
.m.RAW-VALUE = u mnemonic | Formatted: Centered
MNEMONIC.n.SAMPLE Ravy valqe conyerted to Epglgeenng Units if _l
F64 0 engineering units conversion is present for the ™ [ Formatted: Centered
.m.EU-VALUE p i
data sample of the ‘nth” mnemonic
MNEMONIC.n.SAMPLE . Raw va[ue gonverted toa tex} st’rlng if text
String 0] conversion is present for the ‘nt” data sample|of [ Formatted: Centered
.m.TEXT-VALUE b :
the ‘nt” mnemonic
MNEMONIC.n.SAMPLE 3 0 Flags native to the T&C component for the ‘nf’ [ :
.m.FLAGS =L = data sample of the ‘n'" mnemonic Formatted: Centered
MNEMONIC.n.SAMPLE Value | Description - — - e
mLIMIT-ENABLE- | Boolean 0, 0 | Disabled IS fthe fmi checking state for the " dpta | "¢ 1 -tted: Font: Not Bold
DISABLE 1 Enabled i [ Formatted: Font: Not Bold
Value | Description | Indicates the Red High limit status for the ‘n'’|data [ ;
DEPRECATED ) 0 | Indimits sample of the 'n mnemonic. This field has bgen Formatted: Centered
MNEMONIC.n.SAMPLE | Boolearn, [OX deprecated. Use [Formatted: Font: Bold
.m.RED-HIGH 1 Out-of-limits MNEMONIC.n.SAMPLE.m.ALARM-STATE, [Formatted: Font: Not Bold
instead.
Value | Description | Indicates the Red Low limit status for the ‘nt" fata [ Formatted: Font: Not Bold
DEPRECATED 0 In-limits sample of the ‘nt” mnemonic. This field has bgen [ Formatted: Centered
MNEMONIC.n.SAMPLE | Boolean, O, deprecated. Use [Formatted: Font: Not Bold
.m.RED-LOW 1 Out-of-limits :\r/]IL\ItEaI\ZONIC.n.SAMPLE.m.ALARM-STATE [Formatte d: Font: Not Bold
Value | Description | Indicates the Yellow High limit status for the ‘nt¥ [ Formatted: Centered
DEPRECATED 0 In-limits data sample of the ‘nt” mnemonic. This field Has
MNEMONIC.n.SAMPLE | Boolean, 0, been deprecated. Use [ Formatted: Font: Not Bold
.m.YELLOW-HIGH 1 Out-of-limits MNEMONIC.n.SAMPLE.m.ALARM-STATE [Formatted, Font: Not Bold
instead. —
Value | Description | Indicates the Yellow Low limit status for the ‘nf [ Formatted: Centered
DEPRECATED 0 In-limits data sample of the ‘nt” mnemonic. This field Has
MNEMONIC.n.SAMPLE | Boolean, 0, been deprecated. Use [ Formatted: Font: Not Bold
.m.YELLOW-LOW 1 Out-of-limits MNEMONIC.n.SAMPLE.m.ALARM-STATE, [Formatte d: Font: Not Bold
instead. —
Value | Description “ [ Formatted: Centered
0 Unavailable
MNEMONIC.n.SAMPLE 16 0 1 Normal Indicates the limit state of the ‘mth’ data sample of
.m.ALARM-STATE - = 2 Warning the ‘nth” mnemonic [
3 Distress Formatted: Centered
4 Critical [ Formatted: Font: Not Bold
MNEMONIC.n.SAMPLE Value | Description | |, jcates the static (tale) condiion for the ‘n Gata | | Formatted: Font: Not Bold
Boolean, [OX 0 Active o 5 »
.m.STATIC 1 Static sample-of the-‘n"mnemonic ————| [ Formatted: Centered
Value | Description < [ Formatted: Font: Not Bold
MNEMONIC.n.SAMPLE Sl 0 0 Good quality | Indicates the Quality for the ‘n"" data sample ¢f the [ Formatted: Font: Not Bold
.m.QUALITY I = 1 Qub'.SﬁOﬂa‘bie ‘At-mnemonic [ Formatted: Font: 9 pt
il [ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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8.108.11 __ Satellite Command Messages

The Command Request, Command Response, and Command Echo Messages are used to send satellite commands
and return status among components within the space-ground system.

Command Messages, which originate within a mission’s operation center, transport satellite or spacecraft commands
over the ground network for transmission to the satellite.

Due to bandwidth narrowing on the uplink that may be considerably less than what is available on the ground, the
Command Messages may not be uplinked to the satellite in the same exact format. It is possible that the message as
transported through the ground network may be stripped, compacted, or otherwise reduced in volume for
transmission to the satellite.

Similarly, but in reverse, downlinked data may be expanded or converted from binary or a compacted format into
more verbose or descriptive standard message formats. Thus, a bridge task may serve as a middleman / interpreter /
converter between messages and data transferred between the ground and satellites.

8.10.18.11.1 Command Request Message

The Command Request Message is the mechanism to send a satellite command from one component to another
within the space-ground system. A satellite command may pass through a number of evolutionary steps that include
scheduling, building, creating, validating, transporting, execution, and verification.

A satellite command can be input by a flight operations team member through a GUI or command line, or as part of
the internal logic of a component. They may be grouped together with processing or execution logic in a file,
procedure, or command schedule.

The Command Request Message is used to package a command in whatever circumstance it is found and transport it
to the next component for processing.

Thus, a Command Request Messages may originate from a number of sources such as a GUI / work position, a
command line, a schedule, procedure, or any number of places within a space-ground system. It may be used by and
pass through a number of components before arriving at its satellite destination.

Table 8-136. Command Request Message Summary

Sender A C2MS compliant application responsible for generating or processing a satellite command
Senders Intended Usage Request processing of a satellite command
Receiver Application providing a satellite command service such as building, executing, verifying, or
transporting
Receivers Intended Usage | Subscribe
What Action request initiated by user, software, procedure, command schedule, etc.
When Normally, at scheduled time, or as circumstances warrant
Examples

1. An operator input issuing a satellite command.
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2. A command schedule execution component.

3. Arequest issued from a procedure.
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8-10-1+18.11.11

Table 8-137128. Command Request Message Subject Naming

Command Request Message Subjects

sS;ubject Domain Elements Mission Elements Message Elements Miscellaneous Elements
andard
;”b‘e“ Speci- | hoyaINt | DOMAIN2 | MissioN | consT | saT | TYP | susTyp ME1 ME2 | ME3 | ME4 |MEs | Es | Formatted Table
ement fication
DESTINATION-
. [domain 1 | [domain 2 COMPONENTI]E
(S:gﬁ{i,ﬁtt C2MS —system | -system | [mission] [C:t?jrt]?” [sat] REQ CMD Component:
specific] specific] APP1, TLM2,
APP4. TLM3 ] e ted [MA294]: C2MS11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ CMD COMMOUT
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ CMD ANTENNA5
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | REQ CMD COMMOUT
Receiver
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Table 8-138129. Properties of the Miscellaneous Elements for the Command Request Message

Miscellaneous Required / Field in Msg, if
Element Optional Description applicable
ME1 Required Component name of Responder DESTINATION-
COMPONENT
from header
ME2 ... Not used
Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Request Message.
CMDEXEC subject to send the Command Request to CMDOUT:
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CMD.CMDOUT
CMDOUT subject to receive its own Command Request Messages:
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CMD.CMDOUT
CMDOUT subject to receive any CMDOUT Request Message:
C2MS.*.* . * * * REQ.*.CMDOUT
CMDOUT subject to receive any kind (REQ or RESP) of Command messages:

C2MS.* . * * * * * CMD.CMDOUT

8.10.1.28.11.1.2 Command Request Message Header

The abbreviated Fable-8-130table below -belew-shows the required values of the MESSAGE-TYPE and |
MESSAGE-SUBTYPE fields for the Command Request Message header.

Table 8-139130. |C0mmand Request Message Header Field Values [Commented [MA295]: C2MS11-193

Header Field Name | Value « [ Formatted Table

HEADER-VERSION 2019

MESSAGE-TYPE REQ

MESSAGE-SUBTYPE | CMD
More . -
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8.10.1.38.11.1.3

Command Request Message Contents

Figure-8-27The following figure-belew shows a UML object diagram of the Command Request Message with its
required, optional, and dependent fields.

Message Header

Command Request Message

{Message Header. MESSAGE-TY PE == REQ,
Message Header MESSAGE-SUBTY PE == CND}

-CMD-SOURCE : String [0..1]

-CMD-DATA : Binary
-SCID : U32 [0..1)

-FRAME-COUNTER - U32 [0.

-RELEASE-TME - Time [0..1]

-SPACECRAFT-EX|
-CMD-ECHO : Boolean [0..1]
-RESPONSE : Boolean
-REQUEST-ID : GUID

-CONTENT-VERSION : F32 =2024.0

-PACKET-COUNTER  :U32[0..1]
-CMD-TYPE : String [0..1] = {REALTIME, FUTURE}

-EARLIEST-UPLINK-TIVE  : Time [0..1]
~LATEST-UPLINK-TIME  : Time [0..1]
ECUTION-TI

-CMD-FORMAT  : String = {CCSDSPACKET, CCSDSFRAME, CCSDSTRANSFERFRAME, CLTU, MNEMONIC, RAW, TDM} a

— |favor of

\Figure 8-29. Command Request Message Contents Diagram|

CCSDSFRAME
Format has been
DEPRECATED in

- CCSDSTRANSFER
| FRAME Format.

(

C ted [MA296]: C2MS11-187

\Figure 8-298-2927. Command Request Message Contents Diagram]

The following table describes additional field names, values, and notes for the Command

Request Message.

Table 8-140. Command Request Message Additional Information|

[COmmented [MA296]: c2mS11-187

C ted [MA297]: C2MS11-254
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Field Name Type | Presence Value DescriptionNetes -« | Commented [MA302]: caisi1-187
CONTENT-VERSION F32 R 202419 Version-NumberVersion number for this [ Formatted Table
message content description
- Which user/work position/proc/schedule | .
CMD-SOURCE String ] the message originated from [ Formatted: Centered
| [CCSDSPACKET, L Type of command. CCSDSFRAME has
v ) (DEPRECATED) CCSDSFRAME, | been deprecated. Use Commented [MA298]: C2MS11-249
o Clull 2 CCSDSTRANSFERFRAME, | CCSDSTRANSFERFRAME format Lormam o g
CLTU, MNEMONIC, RAW, TDM] | instead. - .
CMD-DATA Binary R Command data - ( Formatted: Centered
CCSDS Spacecraft Identifier. SCID [ Formatted: Centered
applies to CCSDSPACKET,
SCID u32 0] CCSDSFRAME
CCSDSTRANSFERFRAME, and CLTU
CMD-FORMAT.
VCID Ut6, 0. CCSDS Virtual Channel ID | Formatted: Font: Not Bold
CCSDS Application Process Identifier . [ Formatted: Font: Not Bold
APID u16 0] APID specifically applies to the [ Formatted: Font: 9 pt
CCSDSPACKET CMD-FORMAT. [ Formatted: Font: 9 pt
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Field Name Type Presence Value DescriptionNotes « [ Formatted Table
CCSDS COP-1 flag for “Bypass of
BYPASS Boolean, 0, Acggpta_nce Check’, i.e. without [ Formatted: Font: Not Bold
\IlReerg(Ie(;atgo:ext expected command [Formaued: Font: Not Bold
FRAME-COUNTER | U32, o) e P [ Formatted: Font: Not Bold
icati if « Formatted: Font: Not Bold
PACKET-COUNTER U32 0 i [t‘- ted [MA299]: C2Ms11-211
If REALTIME, execute upon receipt. |f [Fo matted: Centered
CMD-TYPE String 0] [REALTIME, FUTURE] FUTURE, execute at SPACECRAFT{ « r y i
EXECTION-TIME. [ Formatted: Centered
Time the command should begin being [ Formatted: Centered
RELEASE-TIME Time 0 released from the front-end processof to [ Formatted: Centered
the remote tracking station. :
EARLIE.?IIA'E REINK: Time 0] Absolute or relative time can apply. |« [ Formatted: Centered
LATES;;,‘\;": LINK- Time 0] Absolute or relative time can apply. |« [ Formatted: Centered
SPACECRAFT- Time D Required if CMD-TYPE = ‘FUTURE". [ : -
EXECUTION-TIME — = Absolute or relative time can apply. | Formatted: Font: Not Bold
Indicate if an ECHO should be sent & | Formatted: Font: Not Bold
CMD-ECHO Boolean [o) any configured point(s) along the grolind [ Formatted: Font: Not Bold
chain as the command is transmitted]] [ Formatted: Font: Not Bold
( Commented [MA300]: C2Vis11-87
RESPONSE Indicates if a response is required. - [ Formatted: Centered
RESPONSE Boolean R Indicates if a response is required. | « [ Formatted: Centered
ID to identify the request message—|f
REQUEST-ID GUID R : «  Formatted: Centered
replacement:else; itis-a-hew-request [r‘ ted [MA301]: C2MS11-55

8.10.28.11.2 Command Response Message

A Command Response Message is sent by an application in response to a Command Request Message. The
Command Response Message provides acknowledgement of the Command Request Message and a status of the
action completed. Since the building, transmission, execution, and verification of a satellite command may involve a
number of components, the status that is returned may be for any one of these steps in the process.

Table 8-141132. Command Response Message Summary

Sender

A C2MS application that received the Command Request Message

Senders Intended Usage

Reply to the Command Request Message

Command and Control Message Specification™ (C2MS™) V1.0-1,

20

b
|

Receiver Application that issued the Command Request Message, or an application collecting
Command Response Messages for audit trail purposes
Receivers Intended Usage | Subscribe
What Provide success, failure, or interim status of the progress of the satellite command that was
issued/requested Formatted: Font: 9 pt
When Upon receipt of the Command Request Message, or completion of this step of processing
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Examples
1. Acknowledge receipt of the satellite command.

2. Return status of this step in the sequence of sending a satellite command.
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810.2.18.11.2.1

Table 8-142133. Command Response Message Subject Naming

Command Response Message Subjects

U

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homaint | Doman2 | mission | consT | sat | Tve SUBTYP ME1 WE2 | ME3 | ME4 | MES ||ilEs | Formatted Table
Element fication
Subject [domain 1} [domain 2 [constell [CD(EI\%E)\IQS\IOTN{
Con{ent C2MS —system | -system | [mission] ation] [sat] | RESP CMD c . [Status]
speciiic] | - specific] TLM3 M2 ] [cc ted [MA303]: C2Ms11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP CMD CMDOUT 1
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP CMD CMDEXEC 4
Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN * SAT1 | RESP CMD CMDEXEC *
Receiver
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
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Table 8-143134. Properties of the Miscellaneous Elements for the Command Response Message

Miscellaneous Required / Field Origination in Msg, if
Element Optional Description applicable
ME1 Required Component name of Requestor DESTINATION-COMPONENT

from header

Status type supplied by
ME2 Required Responder RESPONSE-STATUS

Examples
Two components, CMDEXEC and CMDOUT, interact with the Command Response message.
CMDOUT subject to send the Command Response to CMDEXEC:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.CMD.CMDEXEC. 3

CMDEXEC subscribes to receive its own Command Response Messages:

C2MS.* . * * * * RESP.CMD.CMDEXEC.>
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8.10.2.28.11.2.2 Command Response Message Header

The abbreviated table below shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Command Response Message header.

Table 8-144./Command Response Message Header Field Values [Commented [MA304]: c2Ms11-193

Header Field Name Value « [ Formatted Table

HEADER-VERSION 2019
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE | CMD

8.10.2.38.11.2.3 Command Response Message Contents

Figure-8-28The following figure -below-shows a UML object diagram of the Command Response Message with its|
required and optional fields.

C2MS Message
RESPONSE-STATUS
1=acknow ledgment,
Message Header 2=w orking/keep alive,
3=successful completion, 4=fail
completion,
5=invalid request,
_ 7 |6=final message
Command Response Message _
{Message Header. MESSAGE TYPE == RESP, -
Message Header. MESSAGE-SUBTY PE == CMD} - \
-

-CONTENT-VERSION : F32 =2024.0 —

‘RESPONSE-STATUS  : 16 = (1,2,3,4,5.6) o N0 6 nperrons

-REQUEST-ID _: GUD h :
2=Invalid,

:RErULERJ\I-C% ALEED . 521;(?31 ][0' 1 3=TransferredToRange,

"RELEASETVE : Time [0..1] o g:gz;“F.mzﬂa"Q"'

-XTCE-STATUS :16[0.1] ={1,2,3456,789,10} & — — — — - G:ACCZ';Q

-RETURN-DATA. : Binary [0..1] T
8=Executing,
9=Complete,
10=Failed

Figure 8-308-3028. Command Response Message Diagram| | ( commented [MA305]: C2ms11-187
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The following table describes additional field names, values, and notes for the Command

Response Message.

[Table 8-145. Command Response Message Additional Information

( commented [MA306]: C2ms11-187

8.10.38.11.3 Command Echo Message

A Command Echo Message is sent by an application that receives echo data, such as ground station equipment that
collects data from the antenna (either looped back at the ground site or the spacecraft itself). This message is
nominally sent after a Command Request is processed by the final destination (e.g., antenna or spacecraft). The
Command Echo Message can also be generated without a prior Command Request Message being sent; this is
known as an “unsolicited echo”, and can be generated by ground station equipment as a result of the antenna
receiving noise or interference. The purpose of this message is to carry the actual command data that was received
by the final destination, and supply it to the spacecraft operations center for comparison to the original command to
ensure integrity of the command bits received at the destination.
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Field Name Type | Presence Value DescriptionNetes « [ Formatted Table
CONTENT-VERSION F32 R 202419 Ve#&en—NumbeFVersm n_umber for this
message content description
Value Description .  Formatted: Centered
1 Acknowledgement
2 Working/Keep alive — -
RESPONSE-STATUS 116, R 3 Successful completion |dent|f|ethhe el SRR el [ Formatted: Font: Not Bold
4 Failed completion T [ Formatted: Font: Not Bold
5 Invalid request
6 Final Message
This field's value is to be the same as the
REQUEST-ID GUID R REQUEST-ID in the associated REQ [ Formatted: Centered
message.
TIME-COMPLETED | Time o g;"rfn?;’ﬁgca""“ completed processing e | "¢ watted: Centered
Return value or status based on the
RESPONSE-STATUS. Useful to provide
EECRREE L 2 function call status or error code iFr)1 the case | Formatted: Centered
of failed completion
Time command finished being released
RELEASE-TIME Time, [} from the front-end processor to the remote [Formaued: Font: Not Bold
— fracking station. [Formatted: Font: Not Bold
Value Description “
1 Acknowledgement [ Formatted: Centered
2 Invalid
3 TransferredToRange
4 SentFromRange Status codes from the OMG XML
XTCE-STATUS 116, [oX 5 Received Telemetric and Command data Exchange [ Formatted: Font: Not Bold
6 | Accepted data specification. ( Formatted: Font: Not Bold
7 Queued
8 Executing
9 Complete
10 Failed
) Additional data that may be desired alon
RETURN-DATA Binary 0 with e completon e 4  Formatted: Centered
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Table 8-146. Command Echo Message Summary

Sender

A C2MS application that (may have) received the Command Request Message

Senders Intended Usage

Reply to the Command Request Message or send unsolicited

Receiver

Application that issued the Command Request Message, or an application collecting
Command Echo Messages for audit trail purposes

Receivers Intended Usage

Subscribe

What

Provide success, failure, or interim status of the progress of the satellite command that was
issued/requested

When

Upon receipt of the Command Request Message, or completion of this step of processing or
unsolicited (see description)

Examples

1. Acknowledge receipt of the satellite command.

2. Return status of this step in the sequence of sending a satellite command.
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810-3-18.11.3.1

[Table 8-147138. Command Echo Message Subject Naming

Command Echo Message Subjects

Sst::ﬁcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements : | Formatted Table
;”b‘ect Speci- | homaint | DomanN2 | mission | consT | sat | Tve SUBTYP ME1 ME2 ME3 ME4 | ME5 | ME6
ement fication
Subject [domain 1 | [domain 2 [constell [IWI{
Content C2M8 -system | -system | [mission] ation)] [saf] | MSG | CMDECHO Component: | [Status] | [request id] <  Formatted: Centered
specific] | _specific] * = | Commented [MA307]: C2Ms11-25

Example for
Publisher / Cc2MS DOM1 DOM2 MSSN CNS1 SAT1 MSG CMDECHO CMDOUT 1 3[GUID

Sender
Example for
Publisher / Cc2MS DOM1 DOM2 MSSN CNS1 SAT1 MSG CMDECHO CMDEXEC 4 5[GUID

Sender
Example for
Subscriber / C2MS DOM1 DOM2 MSSN i SAT1 MSG CMDECHO CMDEXEC i 5[GUID

Receiver

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957c-

1a29ec4c7d50" or similar.|
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Table 8-148139. Properties of the Miscellaneous Elements for the Command Echo Message

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable

ME1 Required Component name of Publisher | COMPONENT from header
Status type supplied by

ME2 Required Responder CMD-ECHO-RESULT
ID associated with original

ME3 Optional request REQUEST-ID

Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Echo message.

CMDOUT subject to send the Command Echo to CMDEXEC:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CMDECHO.CMDEXEC.GOOD

CMDEXEC subscribes to receive its own Command Echo Messages:

Command and Control Message Specification™ (C2MS™) V1.01,

C2MS.* . * * * * MSG.CMDECHO.CMDEXEC.>

21|B

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt




8.10.3.28.11.3.2 Command Echo Message Header

The abbreviated table below shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Command Echo Message header.

Table 8-149. [Command Echo Message Header Field Values
Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE | CMDECHO
More—— -
Please referto-Table
8-3 Message Header
o : .
for a complete

8.10.3.28.11.3.3 Command Echo Message Contents
Figure-8-29The following figure -below-shows a UML object diagram of the Command Echo Message with its

required and optional fields.

C2MS Message
Message I'badsﬂ

Command Echo Message

{Message Header MESSAGE-TY PE == MSG,

Message Header MESSAGE-SUBTY FE == CMDECHO}

-CONTENT-VERSION  : F32 =2024.0
-REQUEST-D_: GUD
-CMD-ECHO-RESULT

-ECHOED-RECEVE-TME - Time [0..1]
-ECHOED-CMD-FRAME-COUNTER  : U32[0..1]
-ECHOED-CMD-SOURCE  : String [0..1]

: String = {NOTC, GOOD, MSC, TOUT, UNEX}

ENCODING  : String [0..1] = (BINARY, DBIT, TRB
-ECHOED-CMD-DATA.  : Binary [0..1]

ECHOED-CMD-SCID - UB2 [0..1]

-ECHOED-CMD-VCD - U16 [0..1)

-ECHOED-CVMD-APD : U18[0..1]

-ECHOED-CMD-BYPASS _ : Boolean [0..1]
-ECHOED-CVD-PACKET-COUNTER ~ : 32
-ECHOED-CMD-TYPE _ : String [0..1) = {REALTIVE, FUTURE}
-ECHOED-RELEASE-TVE  : Time [0..1]
-ECHOED-EARLIEST-UPLINK-TME - Time [0..1]
-ECHOED-LATEST-UPLNK-TVE - Time [0..1]
-ECHOED-SPACECRAFT-EXECUTION-TME - Time [0..1]

-ECHOED-CMD-FORMAT _ : String [0..1] = {CCSDSPACKET, CCSDSFRAME, CCSDSTRANSFERFRAME, GLTU, MNEMONIC, RAW, TDM)
-ECHOED-CMD- m

Figure 8-318-3129. Command Echo Message Diagram

[Commented [MA309]: c2mMS11-193

“ [ Formatted Table

CCSDSFRAME
Format has ngen
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The following table describes additional field names, values, and notes for the Command Echo |

) J U JJ U U

U JC U U )

Message.
Table 8-150./Command Echo Message Additional Information| [r ted [MA310]: C2Ms11-254
Field Name Type | Presence Value DescriptionNetes | « | Commented [MA314]: C2vis11-187
Versien-Number\Version numbgr [ Formatted Table
CONTENT-VERSION E32 R 202449 for this message content
description
This field’s value is to be the same
REQUEST-ID GUID R as the REQUEST-ID in | +the [ Formatted: Centered
associated REQ message.
Value Description « [ Formatted: Centered
NOTC | Not Compared
CMD-ECHO-RESULT | String, R ©o0D. | Gooe Lompare The cGommand eEcho rResulf | Formatted: Font: 10 pt
WIS T WISCOMEAIE [ Formatted: Font: Not Bold
TOUT | Timed out waiting for echo [ : -
UNEX | Unexpected echo received Formatted: Font: Not Bold
ECHOED-RECEIVE- Time 0 Time the echo was received or] _ .
TIME — = when the timeout occurred | Formatted: Centered
ECHOED-CMD- U32 0 The echoed command counter| _ [ :
FRAME-COUNTER i = i.e., the command id Formatted: Centered
Which
EgEgEE-CMD- String, Q user/workpositiqn/proc/schedulle ( Formatted: Font: Not Bold
the message originated from [ Formatted: Font: Not Bold
[CCSDSPACKET, Type of command. CCSDSFRAME
[ECHOED-CMD- = g (DEPRECATED) CCSDSFRAME] | has been deprecated. Use | Formatted: Centered
FORMAT =ling = CCSDSTRANSFERFRAME, CCSDSTRANSFERFRAME fofmat [Commented [MA311]: C2MS11-249
CLTU, MNEMONIC, RAW, TDM] 1;_1steadf.\ — ( Formatted: Font: Bold
v 1 ype of command encoding; -
EOEr Gl String 0 [BINARY, DIBIT, TRIBIT] required if ECHOED-CMD-DATA s | | Commented [MA312]: cawis1-211
ENCODING .
present [ Formatted: Centered
Received command echo data
ECHOED-CMD-DATA | Binary 0 used to compare with uplinked| « [ Formatted: Centered
CMD-DATA
CCSDS Spacecraft Identifier. $CID
applies to CSDSPACKET
ECHOED-CMD-SCID u32 0 CCSDSFRAME h [ Formatted: Centered
CCSDSTRANSFERFRAME, apd
CLTU ECHOED-CMD-FORMAT.
ECHOED-CMD-VCID U16 0 CCSDS Virtual Channel ID | « [ Formatted: Centered
CCSDS Application Process
Identifier. APID specifically apglies
ECHOED-CMD-APID u16 0 to the CCSDSPACKET ECHOED- [ Formatted: Centered
g'C\;AgDFSOggAF‘AIﬂ P r [ Formatted: Centered
g N -1 flag for “Bypasp o N i
Egs,SSESD CMD Boolean 0] Acceptance Check’, i.e., withoFk %cm‘me"ted [LLEFETE GMBI-21
verification Formatted: Centered
| ApplicationProcessldentified | <7 [ Formatted: Centered
ECHOED-CMD- -
F Tabl
PACKET-COUNTER | 2% g Formatted Table
[ Formatted: Font: 9 pt
[ Formatted: Font: 9 pt
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Field Name Type Presence Value DescriptionNotes <
If REALTIME, execute upon
: receipt; if FUTURE, execute at
ECHOED-CMD-TYPE | String 0 [REALTIME, FUTURE] ECHOED-SPACEGRAFT- «
EXECUTION-TIME
Time the command should begin
ECHOED-RELEASE- Time 0 being released from the front end
TIME — = processor to the remote tracking
station
ECHOED-EARLIEST- . o
UPLINK-TIME Time 0 Absolute or relative time can apply
ECHOED-LATEST- ) o
UPLINK-TIME Time 0 Absolute or relative time can apply
ECHOED- Required if ECHOED-CMD-
SPACECRAFT- Time 0 TYPE="FUTURE”; absolute or <
EXECUTION-TIME relative time can apply
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8.118.12 _Product Messages

8.11.18.12.1 Product Request Message
C2MS has defined the following messages to facilitate the needs of product producers and consumers.

Product Request Message — used to request a product.
Product Response Message — used to return status of the request, and optionally to provide the product.
Product Message — used to:
1. Announce the availability of a generated product
2. Announce a product is accessible by providing the location with a Uniform Resource Identifier (URI), or

3. Provide the Product in the message or as an attachment.

Table 8-151. Uses of the Product Message

Usage User Required Action

Available Must request the product

Accessible | Use the URI to get the product
Attachment | Extract the product from the message

The Product Message is published either:

1. After the exchange of the Product Request and Product Response Messages, or

2. Unsolicited
The Product Response Message and the Product Message are used to distribute products. These messages are used
for a single product that may contain a multiple number of files. Generally, the contents of the different messages

are as follows:

Product Request Message

Requests the distribution of product(s) — might require the producer to generate

Specifies attributes to describe the requested product(s)

e Provides information to direct the means of distribution and/or target the distribution location
Optionally, includes precursor products (files) that are used to generate the requested product

Product Response Message

e Return Status of the Product Request
e Optionally, contains the actual product or product location information and the product attributes

Product Message

e  Contains the actual product or product location information
e  Contains product attributes

. L - . [ Formatted: Font: 9 pt
The C2MS Product Request Message effectively requests the distribution of a product. It may incidentally require

the generation of that product by the producer if it does not already exist. | Formatted: Font: 9 pt
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The C2MS Product Response Message and the Product Message incorporate a framework to identify the number of
files per product. The messages also allow for determining the location of the distribution. The requestor could
specify the location or allow the producer to specify the location. Of course, these locations are dependent on the
granted access and authorization of components to these designated locations.

218

Command and Control Message Specification™ (C2MS™) V1.01,,

Formatted: Font: 9 pt

Formatted: Font: 9 pt

(
[ Formatted: Font: 9 pt
(
(

Formatted: Font: 9 pt

L




811-1148.12.1.1

Table 8-152143. Product Request Message Subject Naming

Product Request Message Subjects

U

Sst:rt:fji;td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Seeci- | nomaiNt | DomaN2 | mission | consT | saT | TvP | sueTyp ME1 ME2 | ME3 | ME4 | ME5 Ee | Formatted Table
Element fication
[DESTINATION-
. [domain 1 | [domain 2 COMPONENTIf
gg:{iﬁtt C2MS —-system | —system [ [mission] [c;?::]all [sat] REQ PROD Component:
specific] specific] TEM3, TLM2,
4‘ Cc ted [MA315]: C2MS11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 REQ PROD USER10
Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 REQ PROD APP5
Sender
Example for
Subscriber / C2MmS DOM1 DOM2 * SAT1 REQ PROD PLOTGEN
Receiver
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
[Formatted: Font: 9 pt
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Table 8-153144. Properties of the Miscellaneous Elements for the Product Request Message

Miscellaneous Required / Description Field in Msg, if
Element Optional applicable
ME1 Required Component name of Responder DESTINATION-
COMPONENT
from header
ME2 Not used
Examples

Two components, USER10 and PLOTGEN interact with the Product Request Message.

USER10 (Data Requestor/Subscriber/Client) sends a request to PLOTGEN the product
Provider/Publisher/Server.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.PROD.PLOTGEN
PLOTGEN subscribe subject to receive the Product Request Message.

C2MS.*.* % *_* REQ.PROD.PLOTGEN

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ. * . PLOTGEN (PLOTGEN will receive any

REQ message)

8.11.1.28.12.1.2 Product Request Message Header

The abbreviated Fable-8-145table below -belew-shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Product Request Message header.

Table 8-154145. [Prod uct Request Message Header Field Values [cammented [MA316]: C2Ms11-193

Header Field Name Value - ( Formatted Table
e s

MESSAGE-TYPE REQ
MESSAGE-SUBTYPE PROD

Fler— | ]
O
8-3-Message Header
for a complete

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt
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8.11.1.38.12.1.3 Product Request Message Contents

Figure-8-30The following figure -below-shows a UML object diagram of the Product Request Message with its |
required and optional fields.

= C2MS Message

Message Header| f
\
\

PROD-TYPE
AAA=Archive and Assessment,
AUTO=Automation,

FD=Flight Dynamics,
Product Request Message MAS=Modeling and Simulation,
{Message Header MESSAGE-TY PE == REQ, PAS=Ranning and Scheduling,
Message Header MESSAGE-SUBTY PE == PROD} SC=Scripting Control,
_CONTENT-VERSION : F32 = 2024.0 - RSy and Commeand
-START-TIME : Time [0..1] -
-STOP-TIME : Time [0..1] P
-REQ-STRING : String [0..1] -
-NUM-OF-INPUT-FILES ~ : U16 -
-PROD-NAME : String [0..1] -
O e G TON . oo 1011 - Product Subtype Subcategory]|
-PROD-TYPE : String = {AAA, AUTO, FD, MAS, PAS, SC, TAC} [
“PROD-SUBTYPE : Siring -PROD-SUBTYPE-SUBCATEGORY |- "o
-NUM-OF-PROD-SUBTY PE-SUBCATEGORIES U186 0.
-RESPOND-VIA-MSG : String = {MSG.PROD, RESP.PROD} N
-REQUEST-ID : GUID Input File
-DELVER-VIA-REFERENCE  : Boolean [0..1]
-DELIVER-VIA-INCLUDE : Boolean [0..1] -n.URI : String [0..1]
-URI : String [0..1] -INPUT-FILE  |-n.NAME-PATTERN  : String [0..1

-NAME-PATTERN - String [0.1] -n.DESCRIFTION  : String [0..1]

FORMAT : String [0..1] 0-* | nFORMAT : String [0..1]

VERSION : String [0..1] -n.VERSION : String [0..1]

-SIZE : U32 [0..1) n.SZE : U32[0..1]

-n.DATA : Binary [0..1]
Figure 8:32. [Product Request Message Diagram | Cc d [MA317]: Figure updated with C2MS11-187 and
_ C2M511-249
Figure 8-328-3230. [Product Request Message Diagram |
{ Commented [MA317]: Figure updated with C2MS11-187 and }

The following table describes additional field names, values, and notes for the Product Request S

Message.

Table 8-155. [Product Request Message Additional Information| ted [MA318]: C2Ms11-254

Field Name Type Presence Value/Description DescriptionNetes [ Commented THIAS 2N e ]

Version-NumberVersion number for this
CONTENT-VERSION F32 R 202449 message content description [ Formatted Table ]
START-TIVE i 0 Eeg;::rted start time for the scope of the pfoduct [ Formatted: Centered ]
STOP-TIME Tia 0 Eeg;:esrt.ed stop time for the scope of the product [ Formatted: Centered ]
For application use as defined bySpeeific-fo the [Formatted Centered ]
REQ-STRING Strin 0 product provider. The string W'" gs::thNZ [COmmented [MA319]: c2MS11-120 ]
B string, or some other keyword syntax made [ Formatted: Centered ]
known by the provider.  Formatted: Centered )
NUM-OF-INPUT-FILES |  U16 R 0+ Indicates the number of files included in th|b< [ Formatted: Font: 9 pt ]
request message. [ Formatted: Font: 9 pt ]

x . URI specifying the location where the file of the :

INPUT-FILE.n.URI String 0 product is stored - “n” starts at “1". ) [ Formatted: Font: 9 pt ]
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Field Name Type Presence Value/Description DescriptionNetes
INPUT-FILE.n.NAME- . -
PATTERN String 0] Describes the file name « [ Formatted: Centered
FILE.n.Il_)'\IIEPS%.Il-?-IPﬂON String 0 Description of the file in text or xml “«  Formatted: Centered
For application use. This field describes the file
INPUT- Strin 0 format as agreed upon between the produce‘r :
FILE.n.FORMAT =ling = and consumer of this message.Beseribes-the | Formatted: Centered
file format:
. St 0 Identifies the version D of the fil
FILE.n.VERSION String 0 entifies the version ID of the file -«  Formatted: Centered
INPUT-FILE.n.SIZE us2 0] KB Size of the included file “ [ Formatted: Centered
INPUT-FILE.n.DATA Binary 0] The file content « [ Formatted: Centered
PROD-NAME String 0 Name of the product « [ Formatted: Centered
PROD-DESCRIPTION String 0 Description of the product in text or xml < [ Formatted: Centered
Value Description
AAA Archive and
Assessment
AUTO | Automation
FD Flight Dynamics -
. Wi (?d e"né and Product type being requested. (See Table A- [ Formatted: Font: Arial Narrow, 10 pt
PROD-TYPE String R MAS Simulation glableA-Z) Product CategoriesProduet < [Formatted: Font: Not Bold
PAS Planning and ' [ Formatted: Font: Not Bold
Schedullng [ Formatted: Font: Arial Narrow, 10 pt
SC Scripting Control
Telemetry and [ Formatted: Centered
TAC
Command
Product type and subtype
being requested. (See Product subtype being requested. (See Table A- [ Formatted: Font: Arial Narrow, 10 pt
PROD-SUBTYPE String R hbl% ;—31;;?;&;#2 Product glableA-Q),.Product CategoriesProduct < [ Formatted: Font: Ar?al Narrow, 10 pt
GCategories.) [ Formatted: Font: Arfal Narrow, 10 pt
7NUQAUS-'FY'T:REOD Number of further delineations / categories [ Formatted: Font: Arial Narrow, 10 pt
SUBCATEGORIESNU U16 R = beyond the product subtype. Also, used as msg [ Formatted: Centered
b = = subject elements MES, MES, etc. in Product [ Formatted: Centered
SUBTYPES Message.
First subcategory of the product subtype.
PROD-SUBTYPE- (Subject elements MES, MES, etc. of the
SUBCATEGORYPROB | Strin D Product Message) - “n” starts at *1". This field is [ :
TN =tind 2 required for each PROD-SUBTYPE- Formatted: Centered
o SUBCATEGORY specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.
Value Description
“MSGP | Product ( Formatted: Font: Not Bold
RESPOND-VIAMSG | Strin R ROD" | Message Indifates the message to use to deliver the _ [ Formatted: Font: Not Bold
“RESP. Euuuu R [ Formatted: Centered
pROD® | Reésponse
Message _ [ Formatted: Centered
ID to identify the request message—if different [Commented [MA320]: C2Ms11-55
REQUEST-ID GUID R [

Formatted: Font: 9 pt
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Field Name Type | Presence Value/Description DescriptionNetes
DELIVER-VIA- Boolean 0 Indicates if the product will be referenced by a [ o "
REFERENCE = = URI in the message specified above. Formatted: Centere
DELIVER-VIA- Basican 0 Indicates if the product is to be included in rhp :
INCLUDE = = message specified above. | Formatted: Centered
Location where the requesting component is
URI String 0 asking for the produc_:t file(s) to be stored. (1Quld [ Formatted: Centered
= be a web address, directory, or folder :
specification
NAME-PATTERN String 0 Describes the file name < [ Formatted: Centered
For application use. This field describes thg file
. format as agreed upon between the produder
RPN i 2 and consumer of this message.DeseFibes—tqé [ Formatted: Centered
file-format
VERSION String 0 Identifies the version ID of the file « [ Formatted: Centered
Maximum size of the file acceptable to the
SizE us2 e KB requester. Size specified in Kg. ) [ Formatted: Centered

For an explanation on how the START-TIME and STOP-TIME could operate, see Table 8-20Fable-8-21 Examples
of Start and Stop Times.

[The Product service provider should take care not to allow a database query, script expression, or other [ Formatted: Font: Bold

executable string in REQ-STRING as this would create an exploitable security concern. Specifically, the service
requestor would thereby be able to provide an expression to be executed directly on the service provider at the
service provider's level of privilege. Instead, REQ-STRING should only be used to convey some keyword to the

service provider to indicate the type of action to be performed.| [Commented [MA322]: C2MS11-120

8.114.28.12.2 Product Response Message
A thorough description of this message is given in Section 8.128-1% Product MessagesProduet-Messages.
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8-11.2.18.12.2.1

Table 8-156147. Product Response Message Subject Naming

Product Response Message Subjects

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements

Standard
Subject Speci- | homaint | poman2 | mission | consT | sat | Tve | susTve ME1 ME2 | ME3 | ME4 | MES |fiEs | Formatted Table
Element fication
Subject [domain 1} [domain 2 [constell PROD ggnsngg\‘rﬁg\ﬂ\ll{ée
Con{ent C2MS —system | -system | [mission] ation] [sat] | RESP _SER [Status]

specific] specific] TAPS ..] (e ted [MA323]: C2MS11-35

Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP PROD USER1 1
Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | RESP PROD SCHED 1
Sender
Example for
Subscriber / C2Ms DOM1 DOM2 * * SAT1 | RESP PROD JOE *
Receiver
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Table 8-157148. Properties of the Miscellaneous Elements for the Product Response Message

Miscellaneous Required / - . AP . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, the Scheduler (SCHED) (the Data Requestor/Subscriber/Client) and FD (the Data
Provider/Publisher/Server) interact with the Product Response Message.

FD sends a response message to the Scheduler (SCHED)
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED. 1 or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED. 4
SCHED subscribes to receive the Product Response Message.
C2MS.*.* .MSSN.*.* RESP.PROD.SCHED. > 0r

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED.>

8.11.2.28.12.2.2 Product Response Message Header

The abbreviated Fable-8-149table below -belew-shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Product Response Message.

Table 8-158149. |Product Response Message Header Field Values

Header Field Name Value
HEADER-VERSION 2019
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE PROD

Command and Control Message Specification™ (C2MS™) V1.0-1,

[Commented [MA324]: c2mMS11-193

[ Formatted Table

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt

[ Formatted: Font: 9 pt




8.11.2.78.12.2.3

Figure-8-31The following figure -below-shows a UML object diagram of the Product Response Message with its
required and optional fields.

HI c2mMs Messngel

Message Header

Product Response Message
{Message Header MESSAGE-TY PE == RESP,
Message Header MESSAGE-SUBTY PE == PROD}

-CONTENT-VERSION  : F32 =2024.0
-RESPONSE-STATUS  : 116 ={1,2,3,4,56}
-TME-COMPLETED : Time [0..1]

-RETURN-VALLE : 132 [0..1]

-PROD-NAME : String [0..1]

-PROD-DESCRIFTION  : Siring [0..1]

-PROD-TYFE : String = {AAA AUTO,FDMAS,PAS,SC,TAC)
-PROD-SUBTYPE : Siring

-REQUEST-ID : GUD

-NUM-OF-PROD-SUBTY PE-SUBCATEGORES ~ : U16
-PROD-MSGS-TO-SEND  : L1E[0..1]

Product Response Message Contents

RESPONSE-STATUS
1=acknow ledgment,

o
3
c

=w orking/keep alive,
=successful completion, 4=falil
orrpletion,

S=invalid request,
6=final message
A

-
-
P
-

Product Subtype Subcategory N
-PROD-SUBTY PE-SUBCATEGORY PROD-TYFE

-NUMLOF-FLES : LHE

Figure 8-33. Product Response Message Diagram

Figure 8-338-333%1. Product Response Message Diagram

o0- =n.NAME : Siring

-FLE| 2
0.+ |-nURI : String [0..1)
-n.NAME-PA]

ME-RATTERN : String [0..1

AAA=Archive and Assessment,
AUTO=Automation,

__| FD=Flight Dynamics,
MAS=NMbdeling and Simulation,
PAS=Fanning and Scheduling,
SC=Scripting Control,
TAC=Telemetry and Command

-n.DESCRIPTION - Siring [0..1]

-n.FORMAT : String [0..1]
-N.VERSION : String (0..1]

-n.SEE : U3Z [0..1]
-n.DATA : Binary [0..1]

The following table describes additional field names, values, and notes for the Product Response

Message.

Table 8-159. [Product Response Message Additional Information| [r. ted [MA325]: C2Ms11-254
Field Name Type Presence Value/Deseription DescriptionNetes < | Commented [MA326]: Caws11-187
Version-NumberVersion number [ Formatted Table
CONTENT-VERSION E32 R 202449 for this message content
description
Value Description “«  Formatted: Centered
1 Acknowledgement
2 Working / Keep Alive Identifies the status of the Product
RESPONSE-STATUS 116, R 3 Successful Completion | Request Message that was [Formatted: Font: Not Bold
g ::a"?% %omplettlon processed. [ Formatted: Font: Not Bold
nvalid Reques!
6 Final Message
y ) Time application completed _ :
TIME-COMPLETED Time 0 processing the request [ Formatted: Centered
Return value or status based on
the RESPONSE-STATUS. Used [ Formatted: Centered
RETURN-VALUE 132 0] to provide function call status or [ Formatted: Centered
error code in the case of failed ormattec: ~entere
completion [ Formatted: Centered
PROD-NAME String 0 Name of the product « ( Formatted: Font: 9 pt
PROD- ) Description of the product in text F tted: Font: 9 pt
DESCRIPTION String g or xml % ormaect ot 0P
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Field Name Type Presence Value/Description DescriptionNotes | « [ Formatted Table
Value Description
AAA [ Archive and Analysis
AUTO | Automation
FD Flight Dynamics
MAS Modeling and Echo of the PROD-TYPE fieJd
PROD-TYPE String R Simulation from the Product Request | < [Formatted: Font: Not Bold
PAS Plannlng and message: [ Formatted: Font: Not Bold
Scheduling [ :
SC Scripting Control Formatted: Centered
TAC éelemetry and
ommand
Product type and subtype being Product type and subtype bging [
g ’ requested. (See Table A-2Fable-A- | requested. (See,Table A—ZIibkﬁ Formatted: Font: Arial Narrow, 10 pt
PROD-SUBTYPE String B 2, Product CategoriesProduct A-2, Product CategoriesProduect [ F d: Font: Arial N 10
Categories). = ormatted: Font: Arial Narrow, 10 pt
This field’s value is to be the] ( Formatted: Centered
REQUEST-ID GUID R same as the REQUEST-ID ilnhe [ Formatted: Font: Arial Narrow, 10 pt
associated REQ message. [ Formatted: Font: Arial Narrow, 10 pt
NUM-OF-PROD- Number of further delineatios / [ F tted: Centered
SUBTYPE- categories beyond the prodyct ormafted: Lentere
SUBCATEGORIESN u16 R 0+ subtype. Also, used as msg | « [ Formatted: Centered
UM-OF-PROD- subject elements ME5, MEG| etc.
SUBTYPES in Product Message.
First subcategory of the proquct
subtype. (Subject elements MES5,
PROD-SUBTYPE- MES, e e P -
SUBCATEGORYPRG | String D TR P ( Formatted: Centered
D-SUBTYPE n.NAME field is required for each PRPD-
o SUBTYPE-SUBCATEGOR
specified by NUM-OF-PROL)-
SUBTYPE-SUBCATEGORIES.
Indicates the number of Product
Messages that will be published
PROD-MSGS-TO- u16 0 0+ to satisfy the PROD REQ. A|value [ Formatted: Centered
SEND “qn .
of “-1” can be used to indicate
“Unknown”.
Indicates the number of files|
NUM-OF-FILES u16 R 0+ included in this response | « [ Formatted: Centered
message.
- URI specifying the location Where :
FILE.n.URI String 6] the file of the product s storéd [ Formatted: Centered
FI;&%’E@'KI,E' String 0 Describes the file name | « ( Formatted: Centered
FILE.n.DESCRIPTIO ' Description of the file in text jor
N String 6] ol h [ Formatted: Centered
For application use. This fielft
describes the file format as % Formatted: Centered
’ agreed upon between the | Formatted: Centered
FILE.n.FORMAT String 0 ﬁ:g:s:eé and consumer of this [ Formatted: Centered
JeBossritos el o
format. [ Formatted: Font: 9 pt
FILE.n.VERSION Strin 9] Identifies the version ID of the<file [ Formatted: Font: 9 pt
FILE.n.SIZE U32 0 KB Size of the included file ! < [ Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNetes <
FILE.n.DATA Binary 0 The file content <

Note: The C2MS Product Message and Product Response Messages are used for a single product, that is, one
product per message. The Product Response and Product Messages allow for multiple files per product.

Table 8-16015%. Meaning of RESPONSE-STATUS and RETURN-VALUE with Recommended Actions

User
Specified RESSTZ?ﬂgE' RETURN-VALUE URI Action
the URI
N Successful (Th§only Product was generated and placed Requestor’ should retr!eve file at
. in URI chosen by responder responder’s URI location
meaningful value)
v Successful 1 Product was generated and placed Requestor should retrieve file at
in URI specified by requestor the specified URI
v Successful 2 Product was generated but placed in | Requestor should retrieve file at
alternate URI chosen by responder | responder’s URI location
Product exceeded maximum
YorN Failed 3 requested file size or the default
maximum file size

8.11.38.12.3 Product Message

The Product Message can be used by itself or in conjunction with the Product Request and Product Response
Messages. When the Product Message is used by itself, it can contain a notification of product availability or contain
the product itself. This is dependent upon the system design and mechanism chosen for product delivery.

The Product Message can also be used with the Product Request and Product Response Messages in one of the two
Triad sequences. Some examples of the use of the set of Product Messages are provided in Fable-8-152the following

table-below.

Table 8-161152. Example Scenarios Using the Set of Product Messages

Message
Service Exchange Step 1 Message Step 2 Message Step 3 Message
Pattern
Announce Product Publish
Availability Product Message: Option 1: Consumer can
retrieve product
Contains information about | Option 2: Consumer must
new product request product
Deliver Product Publish
Automatically Product Message:
Contains product
Deliver Available Request
Product Upon Response Product Request: Product Response:
Request c ;
Onsumer requests Producer delivers product
product
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Message

Service Exchange Step 1 Message Step 2 Message Step 3 Message
Pattern
Generate and Triad 1
Deliver Product (Req/ Resp/ Product Request: Product Response: Product Message:
Upon Request Msg)
Consumer requests Producer responds with .
A ; Producer delivers
product generation and status, begins product enerated product
delivery generation g P
Announce and Triad 2
Deliver Product (Msg/ Req/ Product Message: Product Request: Product Response:
Upon Request Resp)

Producer announces
product availability

Consumer requests
product

Producer delivers product
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811.3.18.12.3.1 Product Message Subjects
Table 8-162153. [Product Message Subject Naming

SibEE Domain Elements Mission Elements 1 R Miscellaneous Elements : Formatted Table
Standard Elements
Subject Speci- ¥ ¥
Element fication DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP | SUBTYP ME1 ME2 ME3 ME4 E | E | ME7
516
Subject —_ [f"sr;;g‘nj [f"sr;‘;gf mission] | €581 | an | s | PROD “—W ' | PROD- | [PROD- | [PROD- [request | Formatted: Centered
Content o ) ation] . NAME] TYPE] SUBTYPE] id]
specific] | specific] publisher] Cc ted [MA327]: C2M511-35
Example for
| Publisher / Cc2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG PROD FD DAY304 FD ORBEVT 3[GUID
Sender
Example for
|| Publisher/ C2mS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | PROD FD MAN55 FD MAN GUID]2
Sender
Example for
|| Subscriber/ C2MmS DOM1 DOM2 i i SAT1 | MSG | PROD FD i FD ORBEVT GUIDJ4
Receiver
Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957c-
1a29ec4c7d50" or similar.| [Commented [MA328]: c2mMs11-214

[Formatted: Font: 9 pt
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Table 8-163154. Properties of the Miscellaneous Elements for the Product Message

Miscellaneous Required / . Field in Msg, if
Element Optional Used For Description applicable
ME1 Required Publishing Component name of Publisher COMPONENT from
Component header
ME2 Required Product Name The Name of the product PROD-NAME
Categorization of the Product
) Product Type or type. (See Table A-2Fable-A-2, g
ME3 Required Class Product CategoriesProduct PROD-TYPE
ME4 Required Product Subtype Sub-categorization of the Product PROD-SUBTYPE
or Subclass Type. See above.
VES5 As necessa Product Subtype Sub-categorization of the PROD- | See “ME5 and ME6" note
"V | Subcategory 1 SUBTYPE below.
ME6 As necessary Product Subtype Sub-categorization of the above See “MES and MG note
Subcategory 2 below.
ME7 Opfional | Request D ID associated with original REQUEST-ID
request

MES and MES6 note: The subject elements ME5, ME6S, ME7 and so on are used to categorize and sub-delineate the
products. As many subject elements as necessary can be used to categorize the variety and potentially voluminous
number of products. The subscriber may not always know the ME2 element (PROD-NAME) or the number of
subject elements used beyond the basic categorization of product type (ME3) and product subtype (ME4). In this
case, the subscriber should wildcard (*) the ME2 element and open end (>) the subject elements beyond MEA4.

Examples

The Data Provider/Publisher/Server sends out the unsolicited Product Message with the following subject:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD. FD.ORBEVT.FD.OE

The Requestor/Subscriber/Client subscribes to receive a Product Message categorized with a product type and
subtype. It wildcard’s the ME1 and ME2 fields of component and product name (PROD-NAME), respectively.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.*.* . FD.OE.>

or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.FD.ORBEVT.FD.OE.PERAPTIME. >

FD — Component name of product publisher
ORBEVT -PROD-NAME of the product
FD - Product Type (FD = Flight Dynamics)

OE — Product Subtype (OE = Orbital Event)

PERAPTIME - A subtype of OE. PERAPTIME refers to a product that contains the perigee and apogee

times of the orbit.
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8.11.3.28.12.3.2  Product Message Header

The abbreviated table below shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPE fields for the Product Message header.

Table 8-164. Product Message Header Field Values [Commented [MA330]: C2Ms11-193
Header Field Name Value “ [ Formatted Table
HEADER-VERSION 2019

MESSAGE-TYPE MSG
MESSAGE-SUBTYPE PROD
More -
Please refer to- Table
8-3-Message Header
o ; .
for a complete

8.11.3.28.12.3.3 __ Product Message Contents

Figure-8-32The following figure -below-shows a UML object diagram of the Product Message with its required and
optional fields.

E C2Ms Message )

Message Header| RESPONSE-STATUS
1=acknow ledgment,

2=w orking/keep alive,
3=successful completion, 4=falil

completion,
S=invalid request,
Product Message . 6=final message
{Message Header MESSAGE-TY FE == MSG, -
Message Header MESSA GE-SUBTY FE == PROD) -
-
-CONTENT-VERSION * F32 =2024.0 -
-FINAL-MESSAGE - Boolean [0..1] -
-RESPONSE-STATUS - 116 ={1,2,3,4,56) 1
-TME-COMPLETED  : Time [0..1] — \
-RETURN-VALUE : 132 [0.1] -PROD-SUBTY PE-SUBCATEGORY | Product Subtype Subcategory o o
i%%?&imfpf.gﬁm Euu&:ﬁ‘?g”,? L 0.* |-n.NAME : String AAA=Archive and Assessment,
-PROD-MSGS-TO-SEND - L6 [0.1] -:gg:aulonﬂmn,
-PROD-SEQ-NUM - U16 [0..1] B ight Dynamics,
-PROD-NAME : String [0..1] - == MAS=Modeling and Simulation,
-PROD-DESCRIFTION  : String [0..1] e === T 7 FAS=Planning and Scheduling,
-PROD-TYPE - String = {AAA AUTO FDMAS PAS SCTAC) o — — SC=Scripting Conlrol,
-PROD-SUBTYPE - String TAC=Telemetry and Command
-REQUEST-D _: GUD FLE
~NUN-OF-PROD- SUBTY PE-SUBCATEGORIES  © U16 e e A s 10
-NUM-OF-FILES - U16 0  String [0..1
-n.DESCRIPTION - Siring [0..1]

-n.FORMAT : String [0..1]
-nVERSION  String [0.1]
-nSEZE - U32 [0.1]

n.DATA : Binary [0..1]

Figure 8-348-3432. Product Message Diagram
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The following table describes additional field names, values, and notes for the Product Message.

Table 8-165. [Product Message Additional Information| [r d [MA331]: C2Ms11-254
Field Name Type Presence Value/Description DescriptionNetes - %c"’mme"te" [MA332]: cams11-187
CONTENT- Version-NumberVersion number for thjs Formatted Table

VERSION - i ERE2 message content description
FINAL-MESSAGE | Boolean 0 - Value When truelz, indicates the last messageyin [Formatted: Font: Not Bold
Value Description Identifies the status of the Product Megsage [ Formatted: Font: Not Bold
1 Acknowledgement that was processed. Note: Even though a [ Formatted: Centered
2 Working / Keep Alive Request is valid, a product may not be able
RESPONSE- 16, R 3 Successful Completion to be sucgessfully generated. In this c: ie [ Formatted: Fort: Not Bold
STATUS 4| Failed Completion | the | ,
5 Invalid Request indicate a Failed Completion. [ Formatted: Font: Not Bold
6 Final Message Only required for RESP
COI\./IFII:”\ﬂIIEE:I'ED Time [0} Time application created the product |« [ Formatted: Centered
Return value or status based on the
RESPONSE-STATUS. Used to provide .
RERCRARACIE = i function call status or error code in thel case | Formatted: Centered
of failed completion.
Indicates the product is referenced by ja
% Boolean 0 URI. A product can be includedina |« [ Formatted: Centered
- message, referenced by a URI, or botl.
Value
DELIVER-VIA- 0 HEHETLIDEEET serencec
REFERENCE R No/.False YRL-A-productean-be-included-inras  Formatted: Font: Not Bold
4 message,feferenced by a-URk-er-bpth- [ Formatted: Centered
Yes/True h [ Formatted: Centered
— 2 Indlicates the productis ncluded in |sjs | | Formatted: Centered
INCLUDE 1 essage-A-product-can-be-inc uded;;a [ Formatted: Centered
Yes{+True - [ Formatted: Centered
DELIVER-VIA- Indicates the product is |nclqded in th!
INCLUDE Boolean 9] message. A product can be included i &  Formatted: Centered
- message, referenced by a URI, or both.
Indicates the number of Product Messages .
PROD;\QESS'TO' U6 0 0+ that will be published to satisfy the PRF)D | Formatted: Centered
REQ [ Formatted: Centered
Indicates which message this is in the [ Formatted: Centered
PROD-SEQ-NUM u16 [0} 1+ sequence of Product Messages that | « [Formatte d: Centered
constitutes a product
PROD-NAME String 0 Name of the product « | Formatted: Font: Not Bold
PROD- St 0 Descriotion of th ductin text | [Formatted: Font: Not Bold
DESCRIPTION | =9 2 escription o the procuctin fextorxm  Formatted: Centered
A\Z:ue At Des;’"Apt"l’". [ Formatted: Font: 9 pt
AUTO A[Jctoxe;t?;n nayss Category of product. Could be echo offthe/ [ Formatted: Font: 9 pt
PROD-TYPE String R = SN - PROD-TYPE field from the Product | « [Formatted- Font: 9 pt
rD rlight Dynamics Request message ' P
MAS | Modeling and Simulation ( Formatted: Font: 9 pt
PAS Planning and Scheduling [ Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNotes < [ Formatted Table
SC Scripting Control
TAC Telemetry and Command
Product type and subtype being
Subcategory of the product. Could be echo ; —
PROD-SUBTYPE |  String R 2 Product C tT ble Aémmabe A | ot the PROD-SUBTYPE field of the Product | | Formatted: Font: Arial Narrow, 10 pt
Lol eqlorlt)es Request Message [ Formatted: Centered
This field’s value is to be the same as the | Formatted: Font: Arial Narrow, 10 pt
REQUEST-ID GUID R REQUEST-ID in the associated REQ < [Formatted: Centered
message.
% Number of further delineations / categories
SAATEAAT beyond the product subtype. Also, used as :
88753&% i i i msg subject elements ME5, MES, etc. in | Formatted: Centered
~ SUBTYPES Product Message.
. y First subcategory of the product subtype.
m% (Subject elements MES, MES, etc.) — “n’
e e b starts at “1”. This field is required for each [ & ”
STt =tind = PROD-SUBTYPE-SUBCATEGORY Formatted: Centere
E o specified by NUM-OF-PROD-SUBTYPE-
SUBCATEGORIES.
Indicates the number of files included in this
NUM-OF-FILES u16 R 0+ response message. « [Formatted: Centered
- URI specifying the location where the file of :
RIFEQTR] String n the product is stored — “n” starts at “1”. | Formatted: Centered
F";i#émlz' String 0 Describes the file name -  Formatted: Centered
FILE'”'%E'\IS ERIEN String [0} Description of the file in text or xml <« [ Formatted: Centered
For application use. This field describes the
- file format as agreed upon between the
FILE.n.FORMAT String 0] producer and consumer of this [ Formatted: Centered
message.Beseribes-thefile format:
FILE.n.VERSION String 0] Identifies the version ID of the file < [ Formatted: Centered
FILE.n.SIZE U32 0 KB Size of the included file < [ Formatted: Centered
FILE.n.DATA Binar [0} The file content <

[ Formatted: Centered
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8.128.13 _Simple Service Messages

[C2MS intends to rework this set of messages in a future release, deprecating the current set and replacing them with
a completely new set of messages. This is for the purpose of moving away from some constructs such as the dual-
use of the DESTINATION-COMPONENT field as well as the dual-use of the Simple Service Request Message as
either a service request or a completely unrelated publish. At present, these messages are retained as-is in C2MS fo
backward compatibility. Meanwhile, C2MS encourages limiting the use of Simple Service Messages to early-entry
service providing components that have not yet had an opportunity to define their own component-specific

interfaces.l [Commented [MA333]: c2MS11-169

In many service-oriented designs, a one-to-one message exchange will occur between the consumer and producer of
a service. That is, the consumer will make a request of the producer of the product or service, and the producer will,
in turn, reply with a response. Many such message exchanges are possible using a complementary pair of Request
and Response type messages. The pair of Simple Service Messages is a general mechanism for the invocation of a
service from one component to another. Software components wishing to expose or make certain services available
to other components can utilize this general mechanism for that purpose.

The Simple Service Messages are similar in nature and function to the Directive Messages. Where the Directive
Request Message will use a keyword or text string to request some functionality of a component, the Simple Service
Request Message will make a service request by name, number, and/or operation. It will also pass in any parameters
that are required. The Simple Service Messages do not provide for files to be included in the messages though a
block of data can be returned in the Simple Service Response message. Also, it is expected that the number of
services offered by a component will be small enough that name or number can easily identify them.

[The intention of the Simple Service Messages is to allow a component to offer a small number of simple services to
other components and the system in general. They are not meant to provide a comprehensive service framework.
Simple Service Messages are not intended to provide permanent access to service capabilities, but rather, to provide|
a way for onboarding new service capabilities quickly. The process of maturing service-providing components
should include establishing their own component-specific interfaces, leaving behind the use of Simple Service
Messages. Services are expected to be provided locally and not across domains, thereby allowing (or requiring) for
all provided services to be uniquely named within the immediate service area. Thus, any component could request
any service, by name, offered by another component, if authorized, within the local domain. Because a service name

may be used as a subject name element (ME1) it must follow the same syntax as elements in a message subject. ] [Commented [MA334]: c2Ms11-169

8.12.18.13.1 Simple Service Request Message

A Simple Service Request Message is a service request that is issued to one application from another. A service
request may also be input from a user through a GUI or command line, or as part of the internal logic of a
component. Services could also be grouped together in a procedure (or proc), an executable schedule, or other such
orchestration techniques. As components become less coupled, they may tend to offer or provide more services and
thus enable more rapid software development with orchestrated modules. The Simple Service Request Message will
request the invocation of a single service from a single component.

8.12.1.18.13.1.1 Simple Service Request Message Subjects

In most request/response message exchange patterns, the ME1 element is used to identify the requestor and : -
responder of the request. With the Simple Service messages, the ME1 element may also be used to identify the Formatted: Font: 9 pt

service. That is, the unique name of the service (following the syntax of the message subject name elements) is Formatted: Font: 9 pt

elements TYPE, SUBTYPE, and ME1 would appear as follows:
Formatted: Font: 9 pt

inserted into element MEL. When the name of the service is inserted into the ME1 element, the message subject [ Formatted: Font: 9 pt
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... REQ.SERV.[SERVICENAME]
and
... RESP.SERV.[SERVICENAME] ...

The above syntax shows the message subject for a service request message and service response message. In service
terminology, the requestor is known as the consumer of the service and the responder is known as the producer or
provider. This message subject syntax allows the consumer to request a service without knowledge of the name of
the component providing the service. The provider of the service should respond in kind using the service name in
the ME1 element. As should be obvious, the producer must subscribe not only to messages subjects using ME1 as a
component name, but also to message subjects using ME1 as a service name. If a single producer provides a large
number of services, it will require an equally large number of message subject subscriptions to manage, and this
convention may not be desirable.

Services are expected to be provided locally and not across domains, thereby allowing for all provided services to be
uniquely named within the immediate service area. If the service cannot be uniquely named within the service area,
then the ME1 and ME2 elements can be employed together to uniquely identify all services, similar to the mission-
satellite and message type-subtype pairings. The ME2 element will serve as the general subject matter or group, and
the ME1 element will identify the service, uniquely named, within that group.

Since a service name may be used as a subject name element it must follow the same syntax as elements in a
message subject. See 6.2.2 Format of C2MS Subject Names.

In order to distinguish service names from component names, naming conventions may be established. For
example, all services could be named as ““S_NNNN”, and/or all components could be named “C_NNNN”.
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Table 8-16657. Simple Service Request Message Subject Naming

< Formatted: Normal
Subject Domai s .
Standard omain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | hoyaINt | DOMAIN2 | MissioN | CONsT | sAT | TYp | susTYp ME1 ME2 | ME3 | ME4 | ME5 ME6
Element fication

DESTINATION-

COMPONENT
Subi [domain 1 | [domain 2 o SR . .
Cub]ect C2MS —system | —system | [mission] [copstell [sat] | REQ SERV s | [service | [operal
ontent o o ation] ATION- group] on]

specific] specific] COMPONENT

pame] Cc ted [MA335]: C2Ms11-35
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ SERV FD DAY304 FD
Sender
Example for
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ SERV FD MAN55 FD
Sender
Example for
Subscriber / C2MmS DOM1 DOM2 * * SAT1 | REQ SERV FD * FD
Receiver
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Table 8-16758. Properties of the Miscellaneous Elements for the Simple Service Request Message

The ME2 and ME3 elements serve as a two-element pair to uniquely identify all services, similar to the mission-
satellite and message type-subtype pair. Should the name of the service not be unique, the ME2 element can be

Miscellaneous Required / Field in Msg, if
Element Optional Description applicable
ME1 DESTINATION-
. Component name of producer, or COMPONENT
Required name of the service ' from header; or
SERVICE-
NAME
- Functional arera, subject matter, or SERVICE-
lMEZ ool group to which the service belongste | GROUPN/A|
. Name of the operation within the OPERATION-
ME3 Optional service NAME
ME4 ... Not used

utilized to avoid ambiguity.

Examples:

Two components, APP4 and APP1, interact with the Simple Service Request Message. APP4 sends a Simple

Service Request Message to APP1.

APP4 subject to send a Simple Service Request for a particular service to APP1:
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.SERV.APP1

APP1 message subject subscription to receive a request for a particular service using the service name convention in

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.SERV.SERVICEA (using the service name convention

in ME1)

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.SERV.SERVICEA.GROUPB (using the optional

service name convention of ME1 and ME2)

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEA.GROUPB.OPERATIONI (using all

the ME elements)

ME1 (assumes all services are uniquely named):
C2MS.* . *.x * % _x * SERVICEA.>

APP1 message subject subscription to receive a request for a particular service when service names are not unique,

using the ME1 and ME2 elements.
C2MS.* . * . * * % _x * SERVICEA.GROUPB.>

APP1 message subject subscription to receive a request for a particular operation within a service by using all the

subject elements.
C2MS.* . * . * * % _x * SERVICEA.GROUPB.OPERATION1

APP1 message subject subscription to receive requests for any of its provided services when the service naming

convention is not used:
C2MS.* . * % * * REQ.SERV.APP1

APP1 subjects to receive all requests for any of its services:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.APP1.>
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C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEA.>

C2MS.*.* . * * * REQ.SERV.SERVICEB.>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEC. >

and so on for each service.

8.12.1.28.13.1.2  Simple Service Request Message Header
The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-

SUBTYPE fields for the Simple Service Request Message header.

Table 8-168. [Simple Service Request Message Header Field Values [Commented [MA337]: C2Ms11-193
Header Field Name Value « ( Formatted Table
e oo

MESSAGE-TYPE REQ
MESSAGE-SUBTYPE SERV
More— =
Pleasa-referteTable
8-3 Message Header
for-a-complete

8142438.13.1.3 __ Simple Service Request Message Contents
The following figure Figure-8-33-below-shows a UML object diagram of the Simple Service Request Message with|

its required and optional fields.

——= C2MS Message
Message Header

-RESPONSE : Boolean
-REQUEST-ID : GUID

-USER : String [0..1]
-SERVICE-NAME : String [0..1]
-SERVICE-GROUP  : String [0..1]
-SERVICE-NUMBER  : 116 [0..1]
-SERVICE-VERSION : String [0..1]
-OPERATION-NAME : String [0..1]
-OPERATION-NUMBER  : 116 [0..1]

Simple Service Request Message
{Message Header. MESSAGE-TY PE == REQ,
Message Header MESSAGE-SUBTY PE == SERV}

-CONTENT-VERSION : F32 =2024.0

_PARAM Simple Service Parameter |

0. |-n.NAME : String [0..1]
-n.VALUE : Variable [0..1]

(D W

-OPERATION-VERSION  : String [0..1] -
-NUM-OF-PARAMS : U16 - - [ Formatted: Font: 9 pt
-PRIORITY : 16 [0.1] ={1,2,3}
-REQUESTED-EXECUTION-TIME  : Time [0..1] [ Formatted: Font: 9 pt
-REQUESTED-EXPIRATION-TIME ~ : Time [0..1] [ Formatted: Font: 9 pt
| [ Formatted: Font: 9 pt
Figure-8-33-Fiqure 8-3535.: Simple Service Request Message Diagram: Simple-Service-RegquestM Dmg.wl. [ Formatted: Font: 9 pt
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The following table describes additional field names, values, and notes for the Simple Service

Request Message.

Table 8-169. Simple Service Request Message Additional Information

( Commented [MA341]: C2mis11-187

L J U
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Field Name Type Presence Value/Bescription DescriptionNetes
CONTENT- Version-NumberVersion number for this message
VERSION - i elid content description
Value
Deserinti
D N No-LFalse g b e e [Formatted: Font: Not Bold
1
Yes / True
RESPONSE Boolean R Indicates if a response is required « [ Formatted: Centered
[ID to identify the request message —if different request
REQUEST-ID GUID R messages-have the same-value, the requestisa < [ Formatted: Centered
Whioh useruarkposiioniprotischecie e massages | S Lot el e
USER String o con:(i:nguﬁ‘imwo soslionploastisticiicimessages [ Formatted: Centered
Name of the service offered by a component. Note that
if the SERVICE-NAME is being used in the Message
SERVICE-NAME String [0} Subject (ME1), then the SERVICE-NAME field must < [ Formatted: Centered
conform to the specialized String type, Subject Token
String.
Functional area, subject matter, or group to which the
service belongs. Note that if the SERVICE-GROUP is
SERVICE-GROUP String [0} being used in the Message Subject (ME2), then the <« [ Formatted: Centered
SERVICE-GROUP field must conform to the specialized
String type, Subject Token String. [r ted [MA339]: C2Ms11-111
=g i 0 Number of the service « [ F :
NUMBER i} 19} ormatted: Centered
?/IIEEE\QI%IIE\J String, 9 Version of the service - ( Formatted: Font: Not Bold
- — — - [ Formatted: Font: Not Bold
OPERATION- . Name .Of the operation within the spemﬂgt} service. An [ ; e ”
NAME String D operation name or number may be specified, but not « ormatted: Centere
both. [ Formatted: Centered
OPERATION- Number of the operation within the specified service. An
NUMBER 116 D operation name or number may be specified, but not « [ Formatted: Centered
both, [ Formatted: Centered
OCE’;@T(I)?\]N String (0] Version of the operation within the specified service « [ Formatted: Centered
ggglA('\)Al; Ut6 R :\(lel;r:g;r of parameters included within the service [ Formatted: Centered
PARAM.n.NAME String 0 Name of the parameter - “n’ starts at “1". h [ Formatted: Centered
Value of the parameter; Component must ascertain the | Commented [MA340]: C2vis1i-222
PARAM.n.VALUE | Variable [0} data type before accessing the value (e.g., witha <« [ Formatted: Font: Not Bold
function call) [ Formatted: Font: Not Bold
Value | Description [ F tted: Contored
1 |Lo_wNemmaH i ) R i / orma : Centere
PRIORITY 16, 0, 5 Medium Indicates processing priority, if applicable - [ Formatted: Font: 9 pt
3 High [ Formatted: Font: 9 pt
(

Formatted: Font: 9 pt
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Field Name Type Presence Value/Description DescriptionNetes
REQUESTED- “
EXECUTION- Time 0] Absolute or relative time can apply <
TIME
REQUESTED-
EXPIRATION- Time 0 Absolute or relative time can apply -
TIME

Services may evolve over time and services may offer a number of variations or operations for a particular service.
A service may be identified by name or number. The requestor may choose either option. If there are a number of
operations for that service, then the requestor must specify which operation, by name or number is being requested.
When service and operation parameters are not specified, the default will be the first service and first operation
within that service as determined by the provider.

The Simple Service Request Message can be used to:
1. Request a service
2. Provide an unsolicited service

To request a service and receive a response via the Simple Service Response Message, the requestor must mark the
RESPONSE field as true.

The Simple Service Request Message can also be used to provide an unsolicited service. That is, an application can
provide a set of data to other applications automatically, without them having to issue a request. The service
provider simply populates the “Parameters” fields of the Simple Service Request Message with the data to be
published. The application can also identify the service in the “Service Information” fields. Additionally, the
provider of the unsolicited service will publish the message with the name of the service in the ME1 element of the
message subject. Applications wanting to avail themselves of the service will subscribe to the message subject for
that service.

As an example, at the conclusion of a pass, an application will automatically provide a description of the pass that
includes the start and stop times, the collection point, and the satellite. This data can be inserted into the
“Parameter” fields along with the service name, say, ‘PASSDESC”, in the “SERVICE-NAME?” field. Also, the
“RESPONSE” field is set to false. Then the message is published with ‘PASSDESC” in the ME1 element of the
message subject. Applications wishing to receive this pass description data automatically can easily subscribe to
this message and receive all pass descriptions whenever they are published.

Note that for unsolicited services, the Simple Service Request Message will be sent with a “Publish” message
exchange pattern.

8.12.28.13.2 Simple Service Response Message

A Simple Service Response Message is sent by an application in response to a Simple Service Request Message.
The Simple Service Response Message will provide acknowledgment of the Simple Service Request Message, a
status of the action completed, and any data to be returned. A series of Simple Service Response Messages may be
required in the case where the processing of the action is lengthy. An example of this would be a complex
mathematical calculation using a large volume of data. In this event, an interim or interactive “working” type
message would be issued to let the original application know that the action is still being processed. Please see
Section6463C2MISIVA : Their Charecteristicsand InferacionsC2MSMessages: Their Characieristicsand!Inferaciions forageneral discussiononthese!
messages.
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812.218.13.2.1

Table 8-1706%. Simple Service Response Message Subject Naming

Simple Service Response Message Subjects

s?::azcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements

;”bjec‘ Speci- | homaINt | DOMAIN2 | MissioN | consT | sAT | TYp | suTyp ME1 ME2 ME3 | ME4 | ME5 | MEG Formatted Table
ement fication

. [domain 1 | [domain 2 [DESTINATION-
33;'?{23 coMs | —system | -system | mission] [cg’tri‘g:]‘]e" sl | RESP | SERV | COMPONENT E?K%Tss]

specific] specific] or service name]

Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP SERV FD DAY304

Sender
Example for
Publisher / C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP SERV FD MAN55

Sender
Example for
Subscriber / C2MS DOM1 DOM2 * * SAT1 | RESP SERV FD *
Receiver
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Table 8-17162. Properties of the Miscellaneous Elements for the Simple Service Response Message

Miscellaneous Required / Field Origination in Msg, if
Element Optional Description applicable
DESTINATION-
Component name of COMPONENT from header,
ME1 Required consumer or name of or
service “SERVICE-NAME” from
content of Request msg
) Status type supplied by “RESPONSE-STATUS” from
ME2 Required Responder content of Response message

Examples:

Two components, APP4 and APP1, interact with the Simple Service Response message. APP1 sends a Simple

Service Response Message to APP4.

APP1 subject to send the Simple Service Response to APP4:
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.SERV.APP4.1 Or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.SERV.SERVICEA. 1

APP4 subscribes to receive its own Simple Service Response Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.SERV.APP4.> oOr
C2MS.*.* * * * RESP.SERV.APP4.>

812.2.28.13.2.2

SUBTYPE fields for the Simple Service Response Message header.

Table 8—1263.\Simple Service Response Message Header Field Values

Header Field Name

Value

HEADER-VERSION

2019

MESSAGE-TYPE

RESP

MESSAGE-SUBTYPE

SERV

Command and Control Message Specification™ (C2MS™) V1.01,

Simple Service Response Message Header
The abbreviated table Table-8-163-below shows the required values of the MESSAGE-TYPE and MESSAGE-
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8.12.2.38.13.2.3

The following figure shows a UML object diagram of the Simple Service Response Message with
its required and optional fields.

Simple Service Response Message Contents

C2MS Message|

Message Header

RESPONSE-STATUS

1=acknow ledgment,
2=w orking/keep alive,
3=successful completion, 4=fail
completion,

Simple Service Response Message - 5=invalid request,

{Message Header. MESSAGE-TYPE == RESP, -~ |B=final message

Message Header. MESSAGE-SUBTY PE == SERV} P

-CONTENT-VERSION : F32 =2024.0 -
-RESPONSE-STATUS : 16 ={1,2,3,4,5,6} @
-REQUEST-ID : GUD

-SERVICE-NAME : String [0..1]

-TIME-COMPLETED ~ : Time [0..1]

-RETURN-VALUE :132[0..1]

-DATA : Binary [0..1]

Figure 8-36. Simple Service Response Message Diagram

The following table describes additional field names, values, and notes for the Simple Service
Response Message.

Table 8-173./Simple Service Response Message Additional Information|

["- ted [MA343]: C2MS11-254

[Commented [MA345]: C2mMS11-187
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Field Name Type Presence Value/Desecription NotesDescription < [
CONTENT- Version-NumberVersion number for this Formatted Table
VERSION - i EIERE message content description
Value Description
1 Acknowledgement
RESPONSE- 16 R g gVorklng/keep ahve. Identifies the status of the Simple Service [ Formatted: Font: Arial Narrow
STATUS 116 R uF:cessfuI completlon being processed -«
4 Failed completion [ Formatted: Font: Not Bold
5 Invalid Request [ Formatted: Centered
6 Final Message
This field's value is to be the same as the
REQUEST-ID GUID R REQUEST-ID in the associated REQ “ [ Formatted: Centered
message.
Name of the service offered by a component.
Note that if the SERVICE-NAME is being used
SERVICE-NAME String [0} in the Message Subject (ME1), then the < [ Formatted: Centered
SERVICE-NAME field must conform to the
specialized String type, Subject Token String| | Commented [MA344]: C2vis11-111
TIME- i 0 Time applicgtion completed processing the [ Formatted: Centered
COMPLETED — = Simple Service [ Formatted: Centered
Return value or status based on the [ Formatted: Cantered
RETURN-VALUE 132 6] RESPONSE-STATUS. Provides additional« :
status information particular to the request. [ Formatted: Font: 9 pt
DATA Binary 0 Additional data that may accompany [ Formatted: Font: 9 pt
— the response [ Formatted: Font: 9 pt
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Navigation Data Messages

Within the CCSDS recommended standards there are definitions for various telemetry messages and formats
(frames and packets). The C2MS includes a corresponding message set to encapsulate the CCSDS telemetry
message definitions. (Additionally, C2MS includes other types of non-CCSDS telemetry messages.) See Section 8.7
Real-time Telemetry Data Messages.

Currently, CCSDS has defined a set of six navigation data messages for attitude, orbit, and tracking data. It is
expected that these types of definitions will grow in number. The C2MS will follow a similar course of action with
the navigation data messages as it has with the telemetry messages. As a result, the C2MS will be able to provide
support for the existing set of navigation data messages and be extensible in anticipation of accommodating
additional navigation data messages.

There are three basic types of CCSDS Navigation Data Messages (NDM).
e Attitude Data Message (ADM)
e  Orbit Data Message (ODM)
e Tracking Data Message (TDM)
ADMs are used to convey spacecraft attitude information. These can include:
o  Attitude Parameter Message (APM) — Consists of instantaneous attitude state and optional attitude
maneuvers.
e Attitude Ephemeris Message (AEM) — Consists of a history/forecast of the attitude of the object that can be
interpolated to ascertain the attitude of the object at other times.
ODMs are used to convey trajectory information. These can include:
e  Orbit Parameter Message (OPM) — Consists of a single state vector at a given time that represents the
trajectory of the object.
e  Orbit Mean-Elements Message (OMM) — Consists of a single object at a specified epoch expressed in mean
Keplerian elements.
e Orbit Ephemeris Message (OEM) — Consists of a history/forecast of state vectors that can be interpolated to
ascertain the trajectory of the object at other times.
TDMs are used to convey a variety of tracking data used in the orbit determination process.

For example:

e Doppler and range radiometrics in a variety of tracking modes
e Very-long-baseline Interferometry (VLBI) data, antenna pointing angles, etc.

The CCSDS navigation data messages are summarized in the following table.
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Table 8-174. CCSDS Navigation Data Messages

specific time range

single message

CCSDS CCSDS Doc.
Message Contents Purpose Document No.
Suitable for exchanges that
Attitude Parameter Attitude state for single 1) are automgted anq/o.r
Message (APM) object at single epoch have human interaction; 2)
do not require high fidelity Attitude Dat 504.0-B-1
dynamic modeling Melsusaeesa a
9 (05/2008)
Attitude Ephemeris Attitude state for single Suliabie for e*changels thqt
Message (AEM) object at multiple epochs 1) automated, 2) reqire high
fidelity dynamic modeling
Suitable for exchanges that
. Position and velocity of a 1) are automated and/or
Orbit Parameter . ! - . o
Message (OPM) single object at a specified have humap |nt§ract_|on,_ 2)
epoch do not require high fidelity
dynamic modeling
Suitable for exchanges that 502.0-B-2
. Specifies orbital 1) are automated and/or Orbit Data '
Orbit Mean-Elements e . . C
Message (OMM) chgracterlsncs qfla single have humap mtgract_lon,_ 2) Messages (11/2009)
object at a specified epoch do not require high fidelity
dynamic modeling
Position and velocity of a .
Orbit Ephemeris single object at multiple Suitable for efchange.s that
M . 1) automated; 2) require high
Message (OEM) epochs within a single time S ' .
fidelity dynamic modeling
range
Tracking data for one or Convey a variety of tracking 503.0.B-1
Tracking Data Message | M°Te tracking participants at | data used in the orbit Tracking Data -
9 9 multiple epochs within a determination process in a Message (11/2007)

CCSDS Navigation messages can be exchanged in one of two formats: keyword value notation (KVVN) and XML,
the “eXtensible Markup Language”. XML is a better format for specifying the ASCll-based data in the messages.

The schema for these types of messages can be found at the CCSDS web site public.ccsds.org in the document
“XML Specification for Navigation Data Messages (CCSDS 505.0.B-1, 12/2010). Additionally, other non-CCSDS
navigation data messages may be exchanged. These messages could be in ASCII format, binary, or even a raw

tracking data stream.

Attitude data messages are used to transfer spacecraft attitude information between cooperating entities. They can be
used for preflight planning and tracking, tracking and attitude operations, attitude propagations and predictions.

Orbit data messages are used to transfer spacecraft orbit information between cooperating entities. They can be used
for preflight planning and tracking, scheduling tracking support, orbit propagation, orbit reconstruction, collision
avoidance analysis, and maneuver planning and assessment.

Tracking Data Messages are used to exchange spacecraft tracking data between space agencies, between centers
within a space agency, between systems within a center, and other types of interfaces. Some examples of the data
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within a Tracking Data Message are uplink frequencies, range, Doppler, antenna angles, clock parameters, and
meteorological data.

Note:

e For Navigation Data messages subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages.

e For Navigation Data message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.18.14.1 Attitude Parameter Message

The content of the C2MS Attitude Parameter Message contains a CCSDS APM (or another format) and is used for
transferring APMs. Attitude information within the Attitude Parameter Message contains the state of a single object
at a specified epoch. The APM provides information for use in modeling finite maneuvers. Solar radiation pressure

can be modeled when accompanied with an Orbit Parameter Message.

The NDM-TYPE field of the Attitude Parameter Message Contents is set to CCSDS-APM or APM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of APMs.[

]The mode of the APM can be either real-time (RT), replay

(RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission and vehicle to
identify the specific activity that is occurring during the mission. The FORMAT field indicates whether the APM is

in XML, keyword value notation, raw, or binary format.

8.15.1.18.14.1.1

Attitude Parameter Message Subjects

For Attitude Parameter Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages ’

8.15.1.28.14.1.2

Attitude Parameter Message Header

For Attitude Parameter Message header, see Section 8.14.7.2 Header for Navigation Data Messages. ’

8.15.1.38.14.1.3

Attitude Parameter Message Contents

The following figure shows a UML object diagram of the Attitude Parameter Message with its |

required and optional fields.

C2MS Message
LA
Message Header

Attitude Parameter Message

{Message Header MESSAGE-TY PE == MSG,
Message Header MESSAGE-SUBTY PE == NDM}

-CONTENT-VERSION : F32 =2019.0

-NDM-SUBTYPE  : String [0..1] - -
-STREAMMODE - String = {RT,RPY, SMTEST} o
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME - Time [0..1]
-ACTVITY-ID : String [0. 1]
-ORIGINATOR  : String [0..1]
-OBJECT-NAME : String [0..1]
-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN, XML RAW BIN}
-DATA : Binary [0..1]

Figure 8-37. Attitude Parameter Message Diagram

Figure 8-3737.: Attitude Parameter Message Diagram
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-NDM-TYPE : String = {CCSDS-APM APV} - -

STREAM-MODE

RT=real time,

RPY =replay/playback,
SIM=simulator,
TEST=test/data generator

— The use of STREAM-MODE to designate a
message as anything other than Real-time (RT) is
strongly discouraged in a large formal enterprise.
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The following table describes additional field names, values, and notes for the Attitude
Parameter Message.

Table 8-175. [Attitude Parameter Message Additional Information|

(c ted [MA347]: C2Ms11-254

[Commented [MA349]: c2mMS11-187

[ Formatted Table

Field Name Type Presence Value NotesDescription  «
CONTENT-VERSION |  F32 R 2019 Version NumberVersion numbef for
this message content description
Message contains an Attitude
NDM-TYPE String R [CCSDS-APM, APM] Parameter Message in CCSDSor
another format
Descriptor of the type / kind of the
NDM-SUBTYPE String 0 [miscellaneous] it gl A7) g, A

state info, Euler angle rates, or
spacecraft parameters

[ Formatted: Centered

[ Formatted: Centered

Formatted: Font: Not Bold

Formatted: Font: Not Bold

Value Description Identifies the mode of the stream of
RT Real-time messages as either Real-time,
RPY Replay Replay, Simulator, or Tesd. The use
SIM Simulator of STREAM-MODE to designate a
STREAM-MODE String R message as anything other than
Real-time (RT) is strongl
TEST | Test/Data Generator discouraged in a large formal
enterprise. See STREAM-MODE
Usage Caution in Section 6.3.7.
Value
D 9 .
FINAL-MESSAGE
B NefFalse
1

When true (and known, especially

[ Formatted: Font: Arial Narrow, 10 pt
(c ted [MA348]: C2MS11-90

[ Formatted: Font: Not Bold

465 for reference to CCSDS format

8.15.28.14.2 Attitude Ephemeris Message

The content of the C2MS Attitude Ephemeris Message is a CCSDS AEM (or another format) and is used for
transferring AEMs. Attitude information within the Attitude Parameter Message contains the state of a single object
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at multiple epochs within a specified time range. The AEM provides information for use in dynamic modeling of
various kinds of torques such as solar pressure, magnetics, and atmospheric torques.

The NDM-TYPE field of the Attitude Ephemeris Message Contents is set to CCSDS-AEM or AEM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of AEMs.l

]The mode of the AEM can be either real-time (RT), [Commented [MA350]: c2MS11-90

replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission and
vehicle to identify the specific activity that is occurring during the mission. The FORMAT field indicates whether
the AEM is in XML, keyword value notation, raw, or binary format.

8.15.2.18.14.2.1 Attitude Ephemeris Message Subjects
For Attitude Ephemeris Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages. |

8.15.2.28.14.2.2 _ Attitude Ephemeris Message Header

For Attitude Ephemeris Message header, see Section 8.14.7.2 Header for Navigation Data Messages. |

8.15.2.38.14.2.3 _ Attitude Ephemeris Message Contents

The following figure shows a UML object diagram of the Attitude Ephemeris Message with its |
required and optional fields.

_.[ C2MS Message
Message Header

Attitude Ephemeris Message mmxgm
{Message Header MESSAGE-TY PE == MSG, va=rep\ay.‘blayback
Message Header. MESSAGE-SUBTY PE == NDM} SIVEsimulator, '
-CONTENT-VERSION : F32 =2019.0 TEST=test/data generator
-NDM-TYPE : String = {CCSDS-AEMAEM} -
-NDM-SUBTYPE : String [0..1] - The use of STREAM-MODE to designate a
-STREAM-MODE  : String = {RT,RPY SIMTEST} & — message as anything other than Real-time (RT) is
-FINAL-MESSAGE : Boolean [0..1] strongly discouraged in a large formal enterprise.
-CREATION-TIME - Time [0..1]
-ACTNITY-ID : String [0..1]
-ORIGINATOR  : String [0..1]
-OBJECT-NAME : String [0..1]
-OBJECT-ID : String [0..1]
-FORMAT : String = {KVN.XML,RAW,BIN}
-DATA : Binary [0..1]
Figure 8-38. Attitude Ephemeris Message Diagram [Commented [MA351]: C2Ms11.254
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8.15.38.14.3 Orbit Parameter Message

The content of the C2MS Orbit Parameter Message contains a CCSDS OPM (or another format) and is used for
transferring OPMs. Orbit information within the Orbit Parameter Message contains position and velocity
information about a single object for a specific epoch. The OPM provides information for use in modeling
maneuvers, atmospheric drag, and other predictive calculations.

The NDM-TYPE field of the Orbit Parameter Message Contents is set to CCSDS-OPM or OPM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of OPMs.
ﬂelda&used&e@lass#%meuepemﬂe&%medeﬂﬁme@kﬂr] The mode of the OPM can be either real-time (RT), replay
(RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission and vehicle to
identify the specific activity that is occurring during the mission. The FORMAT field indicates whether the OPM is
in XML, keyword value notation, and raw, or binary format.
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OBJECT-NAME String 0 Spacecraft name < [ Formatted: Centered
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FORMAT String R [KVN, XML, RAW, BIN] XML: eXtensible Markup Language, [ Formatted: Centered
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8.15.3.18.14.3.1 Orbit Parameter Message Subjects

For Orbit Parameter Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages

8.15.3.28.14.3.2 _ Orbit Parameter Message Header
For Orbit Parameter Message header, see Section 8.14.7.2 Header for Navigation Data Messages.

8.15.3.38.14.3.3 __ Orbit Parameter Message Contents

The following figure shows a UML object diagram of the Orbit Parameter Message with its |
required and optional fields.

C2MS Message

| Message Header|

STREAM-MODE
RT=real time,
Orbit Parameter Message g:*':fiel)ua)lﬁ'l"ayba‘?k-
_— simulator,
{Message Header MESSAGE-TYPE == MSG, '
Message Header MESSAGE-SUBTY PE == NDM} TEST=test/data generator
-CONTENT-VERSION  : F32 =2019.0 The use of STREAM-MODE to designate a
-NDM-TYFE : String = {CCSDS-OPM OPM) __ — | message as anything other than Real-time (RT) is
-NDM-SUBTYPE  : String [0..1] - = strongly discouraged in a large formal enterprise.

-STREAM-MODE : String = (RTRPY SIMTEST} o
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME - Time [0..1]
-ACTVITY-ID : String [0..1]
-ORIGINATOR  : String [0..1]
-OBJECT-NAME - String [0..1]
-OBJECT-ID : String [0..1]

-FORMAT - String = {KVN XM_ RAW,BIN}
-DATA - Binary [0..1]

Figure 8-39. Orbit Parameter Message Diagram

The following table describes additional field names, values, and notes for the Orbit Parameter
Message.
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8.15.48.14.4 Orbit Mean-Elements Message

Orbital Mean-Elements data messages are used to transfer spacecraft orbital characteristics between cooperating
entities. The information can be used to determine future contact parameters between ground and space assets.

The content of the C2MS Orbital Mean-Elements Message contains a CCSDS OMM (or another format) and is used
for transferring OMMs. Orbital state information within the Orbital Mean-Elements Message can contain mean
Keplerian elements, spacecraft parameters, and two-line element sets of a single object for a specific epoch. The
OMM provides information for use in directing antennas and planning contacts with satellites.

The NDM-TYPE field of the Orbit Parameter Message Contents is set to CCSDS-OMM or OMM for non- CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the types of OMMs.
used%e@lass«%e@peraﬂermnedeeﬁwwewl The mode of the OMM can be either real-time (RT), replay
(RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission and vehicle to
identify the specific activity that is occurring during the mission. The FORMAT field indicates whether the OMM is

in XML or keyword value notation.

8-15:418.14.4.1

Orbit Mean-Elements Message Subjects

For Orbit Mean-Elements Message subjects, see Section 8.14.7.18-13.7.1 Subjects for Navigation Data
MessagesSubjectsfor Navigation-Data-Messages.

8-15:4.28.14.4.2

Orbit Mean-Elements Message Header

For Orbit Mean-Elements Message header, see Section 8.14.7.28:13.7.2 Header for Navigation Data

MessagesHeader for Navigation-Data-Messages.
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8.15.4.38.14.4.3

Message Header

Orbit Mean-Elements Message Contents

The following figure shows a UML object diagram of the Orbit Mean-Elements Message with its
required and optional fields.

Orbit Mean-Blements Message

{Message Header MESSAGE-TY PE == MSG,
Message Header MESSAGE-SUBTY PE == NDM}

-CONTENT-VERSION : F32 =2019.0
-NDM-TYPE : String = {CCSDS-OMM,OMM}
-NDM-SUBTY PE. : String [0..1]
-STREAM-MODE : String = {RT RPY SIM,TEST}
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME  : Time [0..1]
-ACTNTY-ID : String [0..1]

-ORIGINATOR : String [0..1]
-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML}

o

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=lesl/data generator

The use of STREAM-MODE to designate a
message as anything other than Real-time (RT) is

_ ~ |strongly discouraged in a large formal enterprise.

-DATA : String [0..1]

Figure 8-40. Orbit Mean-Elements Message Diagram

The following table describes additional field names, values, and notes for the Orbit Mean-

Elements Message.

Table 8-178. [Orbital Mean-Elements Message Additional Information|
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8.15.58.14.5 Orbit Ephemeris Message

The content of the C2MS Orbit Ephemeris Message contains a CCSDS (or other format) OEM and is used for
transferring OEMs. Orbit information within the Orbit Ephemeris Message contains position and velocity
information about a single object at multiple epochs within a specific time range. The OEM provides information for
use in modeling maneuvers, representing orbits, and other predictive calculations.

The NDM-TYPE field of the Orbit Ephemeris Message Contents is set to CCSDS-OEM or OEM (for non-CCSDS
formats). The NDM-SUBTYPE is a string that describes one of the many types of OEMs.
Mn&used—te%lass@—ﬂ%epe;aﬂenakmeé&ef—ﬁ;e—@%%] The mode of the OEM can be either real-time (RT),
replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission and
vehicle to identify the specific activity that is occurring during the mission. The FORMAT field indicates whether
the OEM is in XML or keyword value notation.

8.15.5.18.14.5.1 Orbit Ephemeris Message Subjects

For Orbit Ephemeris Message subjects, see Section 8.14.7.18-23.7-% Subjects for Navigation Data MessagesSubjects

8.15.5.28.14.5.2  Orbit Ephemeris Message Header

For Orbit Ephemeris Message header, see Section 8.14.7.28:13.7.2 Header for Navigation Data MessagesHeaderfor
NW}Q&HGH—D&{&—M@SS&Q@S‘ i .
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8.15.5.38.14.5.3

Orbit Ephemeris Message Contents

The following figure shows a UML object diagram of the Orbit Ephemeris Message with its

required and optional fields.

Message Header

Orbit Ephemeris Message

{Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTY PE == NDM}

“CONTENT-VERSION - F32 =2019.0
-NDM-TYPE : String = {CCSDS-OEM OEM)
-NDM-SUBTYPE - String [0..1]

-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME  : Time [0..1]
-ACTVITY-ID : String [0..1]
-ORIGINATOR - String [0..1]
-OBJECT-NAME : String [0..1]
-OBJECT-ID - String [0..1]
-FORMAT : String = {KVN,XML}
-DATA : String [0..1]

-STREAM-MODE : String = {RT,RPY SIMTEST} o

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIVEsimulator,
TEST=test/data generator

The use of STREAM-MODE to designate a
message as anything other than Real-time (RT) is

{strongly discouraged in a large formal enterprise.

Figure 8-41. Orbit Ephemeris Message Diagram

The following table describes additional field names, values, and notes for the Orbit Ephemeris

Message.

Table 8-179. [Orbit Ephemeris Message Additional Information|

d [MA363]: C2MS11-254

(c

( commented [MA365]: C2Vis11-187

[ Formatted Table

[ Formatted:

Centered

[ Formatted:

Centered

Formatted:

Font: Not Bold

Formatted:

Font: Not Bold

Commented [MA364]: C2MS11-90

Formatted:

Font: Arial Narrow, 10 pt

Field Name Type Presence Value NotesDescription «
Version-NumberVersion number for this message
CONTENT-VERSION F32 R 2019 content description T
- Message contains an Orbit Ephemeris Message
HBNEINEE i i [CCSDS-OEM, OEM] | 31/ ccSDS or another format
Descriptor of the type / kind of the contents of|the
NDM-SUBTYPE String 0] [Miscellaneous] OEM. E.g. state vector, Keplerian elements, | «
maneuvers, matrix
Value | Description | |dentifies the mode of the stream of messages as
RT Real-time either Real-time, Replay, Simulator, or Test. The
Y : RPY | Replay use of STREAM-MODE to designate a message
STREAM-MODE String R > . Realtime (RT) i Ly
Test/Data discouraged in a large formal enterprise. See
TEST | Generator | STREAM-MODE Usage Caution in Section 6.7
Value
FINAL-MESSAGE St i reSpeciany ioFepay
4 No/False data) indicates the lastn ge-in-the stream-
1
YesiTrue
Command and Control Message Specification™ (C2MS™) V1.01,

.25{&

Font: Not Bold

Formatted:

Font: 9 pt

Formatted:

Font: 9 pt

Formatted

: Font: 9 pt

Formatted

: Font: 9 pt

Formatted:

(
(
(
(
[ Formatted:
(
(
(
(
(

Font: 9 pt

o JC U A L )




8.15.68.14.6 Tracking Data Message

The content of the C2MS Tracking Data Message contains a CCSDS (or other type of) TDM and is used for
transferring TDMs.

The NDM-TYPE field of the Tracking Data Message Contents is set to CCSDS-TDM or TDM (for non-CCSDS
formats). The NDM-SUBTYPE is a string that describes one of the many types of TDMs. Some examples are
Doppler and range radiometrics in a variety of tracking modes, very-long-baseline interferometry (VLBI) data,
antenna pointing angles, etc.

The ACTIVITY-ID is used in conjunction with the mission and vehicle to identify the specific activity that is
occurring during the mission. The FORMAT field indicates whether the TDM is in XML, keyword value notation,
raw, or binary format.

The C2MS Tracking Data Message Contents can optionally contain information about the origin, time, and quality

of the data.

8.15.6.18.14.6.1 Tracking Data Message Subjects

For Tracking Data Message subjects, see Section 8.14.7.18:13.7-1 Subjects for Navigation Data MessagesSubjeets
S

8.15.6.28.14.6.2  Tracking Data Message Header

For Tracking Data Message header, see Section 8.14.7.28.13.7.2 Header for Navigation Data MessagesHeaderfer
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8.15.6.38.14.6.3

Tracking Data Message Contents

The following figure shows a UML object diagram of the Tracking Data Message with its
required and optional fields.

C2MS Message

Message Header,

Tracking Data Message
{Message Header MESSAGE-TY PE == MSG,
Message Header MESSAGE-SUBTY PE == NDW}

-CONTENT-VERSION : F32 =2019.0

STREAM-MODE

RT=real time,

RPY =replay/playback,
SiMesimulator,
TEST=test/data generator

The use of STREAM-MODE to designate a
message as anything other than Real-time (RT) is
strongly discouraged in a large formal enterprise.

-NDM-TYPE - String = {CCSDS-TDM TDMV}
-NDM-SUBTYFE : String [0..1]
-STREAM-MODE  : String = {RT,RPY SIMTEST}
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIVE - Time [0..1]

-ACTMITY-D : String [0..1]

-ORIGINATOR  : String [0..1]

-START-TME - Time [0..1]

-STOP-TIME : Time [0..1]

-FREQUENCY-BAND - String [0..1] = {C, S, X, Ka, L, UHF}
-DATA-QUALITY : String [0..1] = {RAW,VALIDATED, DEGRADED}

-FORMAT : String = {KVN,XML,RAW,BIN}
-DATA : Binary [0..1]

Figure 8-42. Tracking Data Message Diagram

The following table describes additional field names, values, and notes for the Tracking Data

Message.
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Field Name Type Presence Value NotesDescription < [ Formatted Table
When true (and known, especially for
FINAL-MESSAGE Boolean 0 replay data), indicates the last message [ Formatted: Centered
in the stream.
CREATION-TIME Time 0 \I,'a”;ectrzzgg_v'gat"’“ Data Message Formatted: Centered
- ifies the activi ing withi
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- i . E.g. GSFC-FDF
ORIGINATOR String 0] g:gg%giej& egtCIGS & T [Formatted: Centered
START-TIME Time 0 Start time of the tracking data < [ Formatted: Centered
STOP-TIME Time 0 Stop time of the tracking data < [ Formatted: Centered
FREQUENCY-BAND Strin 0 [C, S, X, Ka, L, UHF] Frequency band for transmitted signals
— : [ Formatted: Centered
Raw = no quality check
- Validated = checked and passed
DATA-QUALITY String 0] [RAW,VALIDATED, DEGRADED] Degraded = checked with quality [Formatted: Centered
issues.
Format of the DATA field
’ KVN: Keyword = Value Notation, :
FORMAT String R [KVN, XML, RAW, BIN] XML: eXtensible Markup Language, [Formatted. Centered
Raw, or Bin (binary)
Track Data Message contents— see
DATA Binary 0 Table 8-174Fable-8-165 for reference ( Formatted: Font: Arial Narrow, 10 pt
to CCSDS format [ Formatted: Centered
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8.15.78.14.7 SUBJECTS and HEADER for Navigation Data Messages

845718.14.71 Subjects for Navigation Data Messages
Table 8-18172. Navigation Data Message Subject Naming

Sst:rll)]deaitd Domain Elements Mission Elements Message Elements Miscellaneous Elements
::’b‘e“ Speci- | homaiNt | DoMAIN2 | mission | consT | saT | Tve | sueTye ME1 ME2 ME3 ME4 ME5 | ME6
ement fication
. . [COMPONE NDM-
. [domain 1 | [domain 2 .
Subject o [constell NT|Compen | Stream- | NDM- SUBTYPE | Activity
Content C2ms _SSZ:ECT _SSZ(S;;CT [mission] ation] [sa] | MSG NOM entof mode TYPE (or mission | ID
p P published specific) [ Commented [MA370]: C2Ms11-354
Example for CCSDS-
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG NDM SATSIM SIM DM
Sender
Example for CCSDS-
Publisher / C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG NDM FDF RT OPM
Sender
Example for
Subscriber / C2Ms DOM1 DOM2 * * SAT1 | MSG NDM * RT *
Receiver
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Table 8-18273. Properties of the Miscellaneous Elements for the Navigation Data Message

Miscellaneous Required / - . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Publisher COMPONENT from header
'STREAM-MODE. The use of STREA-
MODE to designate a message as
ME2 Required |dentifies stream as real-time, anything other than Real-time (RT) is
q playback, simulator, or test. strongly discouraged in a large formal
enterprise. See ‘STREAMl—MODE Usage [ Formatted: Font: Arial Narrow, 10 pt
Caution in Section 6.3.7.
C ted [MA371]: -
ME3 Required Type of Navigation Data Message NDM-TYPE % Fommen: F[ A ?NCZMSH:;
At ormatted: Font: Arial Narrow, pt
ME4 Optional a‘éztsy;’:;f Navigation Data NDM-SUBTYPE; or mission specific
ME5 Optional Activity ID ACTIVITY-ID
ME6
Examples

Example for Publisher / Sender of Navigation Data Messages:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM.CENTER-FACILITY.RT.TDM
C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM.CENTER-FACILITY.RT.CCSDS-TDM
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM.SATSIM. SIM.CCSDS-OPM
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM. SATSIM. SIM.CCSDS-OEM

Example for Subscriber / Receiver of Navigation Data Messages:
C2MS.* .* MSSN.*.* MSG.NDM.*.SIM.CCSDS-OPM.>
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM. * .RT.CCSDS-TDM. >

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM.ANTENNAS.RT.CCSDS-OEM.EPHEM.ACTY-
ID-123

8.15.7.28.14.7.2 Header for Navigation Data Messages
he abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPE fields

) U

for the header of Navigation Data Messages. [Commented [MA372]: c2Ms11-249
Table 8-18374. Header Field Values for Navigation Data Messages Message Headet| [l‘ ted [MA373]: C2MS11-249
Header Field Name Value « [Commented [MA374]: c2mMS11-193
HEADER-VERSION 2019 [ Formatted Table
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE NDM
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Header Field Name

Value
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Appendix A — Categorization

Component Categories

Table A-1 organizes the software standard into broad classes of functionality and further delineates the classes into
subclasses.

Table A-1. Software Class and Subclass Categories

Class Subclass
CLASS Abbr. Subclass Abbr.
Assessment AST
Archive and Assessment AAA Archive ARC
Plotting, Trending and Analysis PTA
) Paging PAGE
Automation AUTO Rule-Action RULE
Orbit Determination oD
Flight Dynamics FD Navigation and Control NAC
Ephemeris EPH
. . . Analysis ANL
Modeling, Simulation, and Front- MAS Front End Processor FEP
End Processors .
Simulator SIM
. ' Maneuver Planning MAN
Planning and Scheduling PAS Scheduling SCH
Script Control SCRIPT
. Verify VER
Security SEC Encryption CRYPT
Operating Systems 0S8
COTS COTS
GOTS GOTS
System SYS | Monitor MON
Configuration Control and CFG
Management
Telemetry TLM
Telemetry and Command TAC Command cMD

(Not a complete listing)
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Product Categories

Table A-2 uses the same Class categories and Class abbreviations as seen in Table A-1 to break down and classify
the products in a hierarchical manner.

Table A-2. Product Categories

(D W

Product Product Subtype Product Product
Types Abbr. (ME4) Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (ME6)
Archiveand | )\ Data DATA
Assessment
Message MSG
Plot/Graph PLOT
Report RPT
Statistics STAT
Automation | AUTO Decision Making DM
Expert EXP
Paging PAGE
Flight FD Attitude ATT
Dynamics
Environmental/Celestial | EC
Instrument INST
Maneuver MAN
Memory MEM
Pont FD Orbit ORBIT | Ephemeris | EPHEM | Binary BIN
ynamics
FreeFlyer FF
CCSDS Orbit
Ephemeris OEM
Message
Satellite Tool Kit | STK
Special
Perturbations SP
Flight . Extended
) FD Orbit ORBIT State STATE Precision EPV
Dynamics Vi
ector
GPS Navigation GPSNAV
Data
Improved
Interrange IRV
Vector
CCSDS Orbit
Parameter OPM
Message
Orbital
Parameter OPR
Repor.ts [ Formatted: Font: 9 pt
Two Line Mean TLE [ r : -
Elements ormatted: Font: 9 pt
Vehicle Attitude | VEHATT [ Formatted: Font: 9 pt
plont FD Onbit orprr | Station STA | AzEITables | Formatted: Font: 9 pt
ynamics Contact AZEL [ Formatted: Font: 9 pt
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Product Product Subtype Product Product
Types Abbr. (ME4) Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (MEG6)
Ground Site
Location GSL
Line Summary | LS
Predicted Site
Acquisition
Table PSAT
Site Views SV
STDN
Summary
Predictions STDNSP
Tracking Data D
Vehicle Visibility
Check we
Flight . High Gain
. FD Orbit ORBIT Instrument INST Antenna HGAP
Dynamics -
Predictions
Science Field of
View SFVP
Predictions
Sensor
Interference SIP
Predictions
U§er Antenna UAV
View
Flight FD Orbit ORBIT OrbitObject | o Orbital Events | EV
Dynamics Relationships
Shadow Times | ST
Solar Beta SBA
Angle
Sun/Earth
Relationships s
Modeling
and MAS Data Files DATA
Simulation
Data Streams STREAM
Messages MSG
Planning and Activit
Sehe duﬁng PAS Schedule SCH Sehe dyule ACT
Contact Air quce
Schedule CON Satellite Control | AFSCN
Network
Deep Space
Network DSN
Ground
Network CN
Space Network | SN
Universal
Space Network USN
glannlng and PAS Spacecraft SC Command CMD Command ' CSF
cheduling Sequence File
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Product Product Subtype Product Product
Types Abbr. (VER P Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (MEG6)
Block
Commands BC
Unmanned Aerial
Vehicles UAY
Scripting
Control SCRIPT
Telemetry
and TAC | Data Values DATA | Selected SET ID of selected | .
subset
Command
Telemetry
and TAC Level-0 RAW
Command
Telemetry
and TAC Memory Dumps MEM
Command
Telemetry .
and TAC Products Derived from PASS Pass N PD
Command a pass/contact Description
TAC Frames Lost FL
Pass
Summary PSR
Report
Spacecraft Tables TBL
Command and Control Message Specification™ (C2MS™) V1.01,
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