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Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membership, not-for-profit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies and academia.

OMG member companies write, adopt, and maintain its specifications following a mature, open process. OMG's
specifications implement the Model Driven Architecture® (MDA®), maximizing ROI through a full-lifecycle approach
to enterprise integration that covers multiple operating systems, programming languages, middleware and networking
infrastructures, and software development environments. OMG’s specifications include: UML® (Unified Modeling
Language™); CORBA® (Common Object Request Broker Architecture); CWM™ (Common Warehouse Metamodel);
and industry-specific standards for dozens of vertical markets.

More information on the OMG is available at https: -omg-orghhttps:/Www.omg.org/.

OMG Specifications

As noted, OMG specifications address middleware, modeling and vertical domain frameworks. All OMG Formal
Specifications are available from this URL:

https://www.omg.org/spec

All of OMG’s formal specifications may be downloaded without charge from our website. (Products implementing
OMG specifications are available from individual suppliers.) Copies of specifications, available in PostScript and PDF
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format, may be obtained from the Specifications Catalog cited above or by contacting the Object Management Group,
Inc. at:

OMG Headquarters

109-Highland- Avenue
Needham-MA-02494

9C Medway Road

PMB 274

Milford, MA 01757

USA

Tel: +1-781-444-0404

Fax: +1-781-444-0320

Email: pubs@eme-ergpubs@omg.org

Certain OMG specifications are also available as ISO standards. Please consult httpwwewise-orehttp:/www.iso.or

Issue Reporting

The reader is encouraged to report any technical or editing issues/problems with this specification find by completing th
Issue Reporting Form listed on the main web: -OMG Specifications, report an issue.
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Introduction to Specification

The objective of this C2MS (Command and Control Message Specification) standard is to establish common message
format specifications to-aHewfor use in performing satellite command and control in an integrated, flexible, dynamic,

and extensible satellite ground segment environment. Using C2MS allows for common data exchange iterfaces
forand enables integrating satellite mission ground data system products from multiple vendors and system developers.

The message formats may be of benefit for system-internal interface definitions and for communications between
systems. Using C2MS enables present, ongoing, and future interoperability across satellite ground segment components
systems, missions and domains.

_Xxviii Command and Control Message Specification™ (C2MS™}-V4-0-),

v1.2.1



Legacy
Interconnection

Legacy
Companent

Camponent

Companent Companent

Adapter
Software Bus
i
[
R Message Message Guaranteed
& Filtering Routing Delivery

[\
Middleware [
Implementing |
Software Bus

\ /

Front-Ends, Planning & TLM/CMD Flight Analysis &
Simulators Scheduling Systems Dynamics Trending
| Message Bus via API |
Test Monitoring Situational Automation
Tools Tools Tools Tools

Command and Control Message Specification™ (C2MS™) V-0




Publisher Subscriber

|

GMSEC AP| GMSEC API
M/W Adaptors M/W Adaptors
M/W Client M/W Client
Library Library

l [

GMSEC Middleware

C2MS is built around three basic types of messages: request, response and notification. All C2MS messages belong to

one of these categories, enabling a versatile range of Message Exchange Patterns. While a simple exchange involves a
request followed by a response, more robust interactions are also supported. This document defines the message types.
the complete set of specific messages, and their associated exchange patterns.

C2MS is not a system, service, or deployable component. Although this document defines message structures and
exchange patterns, the implementation details, such as transport mechanisms and message handling, are choices of the
system, enterprise, or mission employing it. Each implementation determines how messages are sent, received, and
utilized within its architecture.
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While C2MS is built to be flexible for use in a wide variety of satellite ground systems, some tailoring of its usage may
be needed or useful in any given environment. For example, the policies enacted in a particular domain along with its
domain logic, might require the presence of a field that is defined as optional in C2MS. As an illustration, all C2MS
messages have an optional CLASSIFICATION field within the message header, but a particular domain may mandate
that the field always be present. Such tailoring is expected and encouraged to ensure C2MS aligns with domain-specific
requirements.

Furthermore, tailoring of the messages themselves is a built-in feature of C2MS. As discussed in this document, C2MS
supports augmenting individual messages with additional custom data and creating entirely new, domain-specific
message types, while remaining within the overall C2MS umbrella.
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1_Scope

This document, the Command and Control Message Specification (C2MS)), is the definition of the standardized
messages along with interaction patterns for their use for common interfaces found in typical satellite ground data
systems. This promotes platform independence that allows easy plug and play intercommunication among
components. The Platform Independent Model (PIM) simply describes the messages and interactions necessary to
communicate between components.

Neotothat NTACQA 1 d 1 d Platf CI 110 Nad I(DC?\/{) £ -t OMSEC Tha GMSEC ADT
P d - -
£ loctad 4 d.d 4oty digteil d o NASA Ot £ d 1 1 - 1
5 P + o = 1 p-atternative

The primary point of conformance is support of the PIM. Conformance to any defined PSM is optional, but if a
defined platform is used, such as eXtensible Markup Language (XML) or JavaScript Object Notation (JSON), the
implementation must conform to the appropriate PSM. In the event that a PSM does not exist for a specific protocol
implementers are encouraged to define a PSM and submit it for standardization to the OMG.

3 References

3.1 _Normative References

The following normative documents contain provisions that, through reference in this text, constitute provisions of
this specification. For dated references, subsequent amendments to, or revisions of, any of these publications do not
apply.

XML Tim Bray, Jean Paoli, C.M. Sperberg-McQueen, and Eve Maler, editors. Extensible Markup Language (XML

10 e i el e el Dl JU00 e
http/ v w3-ore/TRA006/REC xml-200608 16 Fifth Edition). World Wide Web Consortium, 2008.
(See http://www.w3.0org/TR/2008/REC-xml-20081126.)

ECMA — 404 The JSON Data Interchange Format, 2*¢ Edition / December 2017, ECMA International (See
http://ecma-international.org/publications-and-standards/standards/ecma-404.)

CCSDS - In relation to telemetry data formats, particularly the Consultative Committee for Space Data Systems
(CCSDS) frames and packets and the contents of the navigation data messages defined in C2MS-havigation
messages, the CCSDS Recommendations and Reports should be referenced (See
httpAvwweesds-erg):http:/www.ccsds.org). For navigation-data-messagesCCSDS Navigation Data

Messages, see the following specifications: (See http://ccsds.org/publications/allpubs):

oo Attitude Data Messages 504.0-B-12
ee_ Orbit Data Messages 502.0-B-23
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se Tracking Data Message 503.0.B-12

XTCE - XML Telemetric and Command Exchange (XTCE) - The XML Telemetric and Command Exchange
(XTCE) data specification provides an information model for telemetry and command data. This OMG specification
defines a standard exchange format for telemetry and commanding that will support the exchange of data through all
phases of the satellite, payload, and ground segment lifecycle: system design, development, test, validation, and

mission operations (see https-www-omeg-org/spacesxtee/)-https:/www.omg.org/spec/xtee).

3.2 Non-Normative References

3.2.1 NASA GMSEC Documents
Note that NASA has developed a Platform Specific Model (PSM) referred to as GMSEC. The GMSEC API

software, selected components, and documentation are distributed by NASA. Others are free to develop alternative
PSMs.

The following GMSEC documents set forth the NASA GMSEC Architecture and the GMSEC Applications
Programming Interface User’s Guide. Documents for specific GMSEC-compliant software components should be
consulted on an individual basis.

®  GMSEC Architecture Document, Release 2:8-1+3.0.0, February 20442018
®  GMSEC API 4:35.2 User’s Guide, May-20+7November 2023

4 Terms and Definitions

TFable-4-1-belowThe following table lists terms and descriptions for selected acronyms and abbreviations used in
this document.

Fable4—1——— Table 4.1: Acronyms and Abbreviations

Term Description
ACK Acknowledge or Acknowledgement
ANL Analysis
AOS Acquisition of Signal
API Application Programming Interface
APID-6r-APD CCSDS Application Process Identifier
ARC Archive
AST Assessment
C2CX Component-to-Component Transfer
C2MS Command and Control Message Specification
CCSDS Consultative Committee for Space Data Systems
CFG Configuration
CFG Configuration Control and Management
CNTL Control
COTS Commerecial off the shelf
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CRYPT

Encryption

cvcbu Coded Virtual Channel Data Unit

CVT Current Value Table

DEV Device

EPH Ephemeris

| Y Engineering Units
EUI Extended Unique Identifier

FEP Front End Processor

GMSEC Goddard Mission Services Evolution Center

GOTS Government off the shelf

GSFC Goddard Space Flight Center

GUI Graphical User Interface

HB Heartbeat

D Identifier

IEEE Institute of Electrical and Electronics Engineers

IP Internet Protocol

JSON JavaScript Object Notation

LOS Loss of Signal

LRV Last Received (or recorded) Value

MAC Media Access Control

MAN Maneuver Planning

ME Miscellaneous Element

MEP Message Exchange Pattern

MON Monitor

MSG Message

NAC Navigation and Control

NASA National Aeronautics and Space Administration

oD Orbit Determination

OMG Object Management Group

oS Operating System or Systems

PAGE Paging

PIM Platform Independent Model

PSM Platform Specific Model

PTA Plotting, Trending and Analysis

REQ Request or Required

RESP Response

RPY Replay

RSRC Resource

RT Real-Fimetime

| RTTDM | Real-Time Telemetry Data Messages
RULE Rule-Action

SATOPS Satellite Operations, specifically the management of the
satellite (vehicle) and corresponding satellite contacts

SCH Schedule or Scheduling

SCID CCSDS Spacecraft Identifier

SDTF Space Domain Task Force

SIM Simulation or Simulator

SQL Structured Query Language

T&C Telemetry and Command

TDM Telemetry-Data-Message(s)-or-Time Division Multiplexing_or
Tracking Data Message

TLM Telemetry
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UML Unified Modeling Language

URI Uniform Resource Identifier

uTc Coordinated Universal Time

UTF-8 Unicode Transformation Format 8-bit
VCID CCSDS Virtual Channel Identifier

VER Verify

Wrt With respect to

XML eXtensible Markup Language

XTCE XML Telemetric and Command Exchange

TFable-4-2-belowThe following table describes selected terms used in this document. The descriptions below are
summaries for quick identification. All terms are defined in more detail elsewhere in this Specification.

Table 42———4. 2: Glossary
Term Description
C2Ms A Command and Control Message Specification standard to establish common format
specifications to allow for common data exchange interfaces for integrating satellite
mission ground data system products from multiple vendors and system developers.
Message Exchange Pattern | A description of how C2MS messages can be sent between components.
Message Subject See Subject
Message Type Three fundamental C2MS message types (message, request, and response) are defined
in C2MS and can be used in various combinations with one another to create an infinite
number of message-exchange-patterns-Message Exchange Patterns. In turn, these
Message Exchange Patterns can be used in the description
of the interfaces for any number of services.
Miscellaneous Elements Application programs should be able to define their own set of unique elements of the
message subject aame-in order to create their own unique subjest-rames.subjects.
Therefore, a C2MS-defined subject rame-contains a fixed portion and a variable portion
of miscellaneous elements.
OMG An open membership, not-for-profit computer industry standards consortium that
produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments.
Subject-Name Also known as message subject-tepie;; this constitutes optional routing-headerané
header-0;-this-is-routing/filtering information that may be used i
layer-and-provides-for-the-publish/subseribe-architecture-when employing C2MS in a
system using indirect message delivery, as discussed in Section 6.2 Message Subjects
(Optional).
Tracking Tracking, one of the message classes composed of aggregated UML classes, is reserved
for Application Programming Interface usage. Message classes are composed of
aggregated UML classes that show whether the fields are required, optional, tracking, or
dependent.
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6_PIM — C2MS Subject NamesSubjects and Message
StructureComposition

6.1 Overview

Fhe-C2MS defines a standard; platform independent model (PIM) for communication among various components.
The C2MS model does not presume or try to define a specific system level architecture. Instead, it defines generic
concepts such as messages and parameters that are relatively simple to implement; this provides system integrators
with common ways to connect heterogeneous suites of space related software. The C2MS PIM consists of message
classes that define the messages’ contents so that the user can create, send, and receive messages.

Each C2MS defined message is composed of three-pieces-A-C2MS-Subject Name-that identifiesa
ressagethetwo parts: a C2MS Message Header that is common to all messages and a C2MS Message Body
Content portion that is unique for each message. Hr-common-pub/sub-systems;-the Subjeet Name-is-used
e

C2MS Subject Name

Content

o 61 C2MS Defined M

TheAdditionally, C2MS defines an optional C2MS Subject that may be used for message routing information as
described below.

Both the Message Header and Message Body Eententportions are eomprisedcomposed of fields. One of the
fields in betheach message portiensportion is a version number. The version number identifies the iteration of the
ressage-definitionspecific message portion, HEADER-VERSION for the header, CONTENT-VERSION for th

body.

6.2 Message Subjects (Optional

Message subjects can be used to provide optional message routing metadata. In this way, message subjects enable
component decoupling through indirect delivery of messages between components. This can be achieved, for
example, through a Broker Pattern (or similar) or a Publish-Subscribe Pattern within the chosen architecture. C2MS

seeks to enable (rather than prescribe) a variety of architecture and 1s-shewa-below-implementation choices, and
in expanded-formatthis case. defining the optional message subject, enables the possibility of indirect message
delivery.
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SubjeetNames

Being metadata, message subjects are populated from field values present in the corresponding message but are not
contained within the message itself.

Note that all fields that are used to populate the message subjects are of type Subject Token String to enforce the
format of the subject elements. This is always the case, even when not using the optional message subjects in a
particular chosen PSM, architecture or design patterns. This is done to enable interoperability between disparate
systems or domains so that all C2MS messages may be used with subject elements.

6.2.1 Filtering Messages by Subject-names-are-constructed-to-provide-the
Using message subjects in an indirect message delivery environment provides an efficient flextbilityand flexible
means to filter Fressagesmessage traffic.

Filtering may occur at two levels: the midelewaremessage transmission level and the receiving application level.
Filtering takes place at the midelewaremessage transmission level based solely upon the stbjeet-name—The
middleware-typieatlymessage subject. It is assumed that the transmission mechanism does not extract
information from the message contents - it routes messages based solely on the subject contents.

Filtering at the receiving application level takes place based upon the message contents.

Applications should be built and subjects defined so as to maximize filtering atby the subject at the transmission

level-by-the-middleware-. Filtering ©f-messages at the receiving application level may be necessary for some
applications; but should be minimized to maximize system efficiency.

TFable-6-1-belowThe following table suggests some subject fiatre-elements (in addition to the message type and

subtype) to-which-a-subseribing-applieation-that could subseribe-in-orderbe specified for filtering at the

transmission level to limit the number of messages that #-Feeetves-might be sent to any given application. Not
every message or possibility is listed.

Fable 61— Table 6.1: Sample Subject Filtering Items in Addition to Type and Subtype
Message Subject Filtering Items

ee Mission

oo Constellation

oo Satellite

Real-Fimetime Log Message o Publisher

e Sender

e Occurrence type

e Severity

e Responder

e Requestor

e Response Status (ACK, Working, Success, Failure, Invalid, Final)
Directive Request and e Requestor

Response e _Response Status (ACK, Working, Success, Failure)

Archive Message Retrieval
Request and Response
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Message Subject Filtering Items
oo Mission

e Constellation

e Satellite

o Publisher

e Sender

oo Telemetry format
e Stream mode

e Channel or APIDAPID
ee_Mission

e Constellation

oo Satellite

o Publisher

e Sender
ee_Telemetry format
e Stream mode

e _Channel or ARIDAPID
Mnemonic Value Data Message, | e Mnemonic

Telemetry Messages

Replay Telemetry Message

Request, and Response e Requestor
Archive Mnemonic Value Data ::_'(\:m;]ssl?en”ation
Message, Request, and — )
Response oo Satellite
e Requestor
ee_Mission

ee_Constellation

Product, Product Request, and oo Satellite

Product Response o Publisher

e Sender

e Product Type and Subtype

6.-2.16.2.2  Characteristics of Subject-NamesMessage Subjects

1. C2MS messages must be easily distinguishable by subject; short elements are encouraged for fast parsing and
efficient throughput.

2. In order-for-the-middleware to distinguish standard C2MS messages from other routable messages, an
indicator or element should be present in the message subject-rafme. Thus, C2MS standardized messages can
be filtered and routed apart from other non-C2MS messages.

3. Most applications will filter messages by subject so a common set of filtering parameters would be beneficial.
ButHowever, a common set of parameters may not be applicable to all messages’ stbjeet-names-subjects.

Therefore, applications will use the common set of parameters; but also be able to expand upon these common
filtering parameters with their own unique filtering parameters.

Examples of the common filtering parameters include: constellation and/or satellite, message type and subtype.
A subject-rame should contain elements with these common distinguishing characteristics.

4. A means of distinguishing telemetry data streams (or other data/messages streams) is needed at the subject
name-level so that an application can subseribe-toreceive messages from one or more data/message streams.

An application may want to subseribe-to-areceive telemetry from a data stream (or a subset of data streams):
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® That has not started flowing yet; that has a single telemetry format or a subset of telemetry formats; that is
from a single satellite or a constellation of satellitess,

®  That contains real-time or playback data;
OF,

® That is a subset of mnemonics from a single satellite.

A configuration table of active or future (expected) data streams could assign a unique Stream Identifier (ID) to eacl
data stream that the publishefsender (producer) would then include in the message subject-name. A
subseriberreceiving application could look up the Stream ID in the table and subseribe-to-the-subjeetfilter on
message subjects that includes that unique ID.

Furthermore, the pablisherproducer of the data may (request to) update the data stream table with the subject by
which the data will be pablishedsent. (This could also be used to distinguish a real-time stream from a playback
stream. SubseribersApplications listening for these notification messages must also determine if they need to

wnsubseribestop listening for these messages once the data stream has ceased.)

6:2.26.2.3 Format of C2MS Subject NamesMessage Subjects
Based on the characteristics of the C2MS Subjeet Names-and-on-existing subjeet{topie)

eonventionsSubjects, the following subject fate-format rules are used:

SubjeetnamesMessage subjects follow the format of a string of characters separated by the dot (. ) character.
The character strings separated by the dots are called elements.

® THIS.IS.A.VALID.SUBJECT (This subject has 5 elements)

Only HPPERCASE-alphanumeric; (uppercase or lowercase), underscore (“_”), and dash (“-”) characters are t©
be-usedvalid. No invisible or control type characters are used. No element is empty—H—a—H—el%mth—tS—Feqaﬁed

L o ELEN hle fo h m O o ne-of-me
oY otapPp ao S oh-©o S p€-o =5 pHo O

qﬁe%es}—féﬁth&&elemeﬂi—Fer—eeaﬁrpl&,mestﬂt—ne&—a%mess&ges subjects must be at least one charactg

r

in length Sublect s are sa-t%l—l-}t%lﬁ%l-a{edcase sensitive, so a—Sa%el—lﬁ%l—Dﬁ"satl" is not equal to "SAT1" and

mse&s—FlLE}&te—Ghat—peﬁieﬂ—ef—ﬂ&%sabjeet—ﬂam& gual to "Sat1".

® THIS.IS.NOT.A.VALID.SUBJECT. (missing element at the end)
® _THIS.IS.NOT.A.VALID.SUBJECT (empty element at beginning)
® THIS.IS..NOT.A.VALID.SUBJECT (empty element in middle)

o+ —C2MS—FIEE-VALTB-SUBIECT (valid and C2MS-subjeet)

A-C2MS-subjeetis-EXT subjects are distinguished from other subjects by the first element, which
eontainscontain the capitalized text “C2MS” or "C2MS-EXT" (no quotes). Fornon-C2MS-subjeets{or

messases)-ereated-by-misstonsOtherwise. uppercase or vendors—thesubjeetis-ease sensitivethatis;
YUPPERCASE elements-are-not-enforeedlowercase are valid.

e C2MS.VALID.SUBJECT (valid C2MS subject)
e C2MS-EXT.VALID.SUBJECT (valid C2MS-EXT subject)
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e C2ms.not.valid.subject (invalid C2MS subject, }ower-easejnot uppercase "C2MS")
. Aﬂ—a-p-p-l—ie&t—i—eﬂCZMS—ext .not.valid.subject (invalid C2MS-EXT subject, not uppercase

"C2MS-EXT"
e (C2MS.valid.subiject (valid C2MS subject, uppercase and lowercase both valid)

6.2.3.1 _ Use of Wildcards for Subject Filtering

Message subject filtering can stbseribe-to-subjeetsbe configured using various wildcards= within the subject

filter. Wildcard characters are not used by-publishing-applieationswhen sending messages. only when setting

up filters. The wildcard rules are as follows:

An asterisk (*) can take the place of exactly one whole element but not a substring of an element. The asterisk
DOES NOT have to be the right-most character.

e THIS.*.VALID (valid wildcard substitution)
e THIS.IS*.NOT.VALID (invalid wildcard substitution)

A greater-than (>) character can appear ONLY as the right-most character of a subject immediately after the element
delimiter (“.”) and will match any subject with one or more elements to the right.

e THIS.IS.VALID.> (valid wildcard substitution)
e THIS.IS.>.NOT.VALID (invalid wildcard substitution)

A plus (+) character can appear ONLY as the right-most character of a subject immediately after the element
delimiter (“.””) and will match any subject with zero or more elements to the right.

e THIS.IS.VALID.+ (valid wildcard substitution)
e THIS.IS.+.NOT.VALID (invalid wildcard substitution)

The following examples illustrate the use of the “*”, “>”, and “+” wildcard syntax and the matching semantics.

Table-6-2- Table 6.2: Asterisk, Greater Than, and Plus Sign Wildcard Syntax Examples

Example Comments

THIS.IS.VALID.* | Match the first three elements and any fourth element. Here, subjects with more than 4 elements
will not match.

THIS.IS.VALID.> | Aslong as the first three elements match, will match any subject of any greater length. Subjects of
three elements will not match.

THIS.IS.VALID.+ | Aslong as the first three elements match, will match any subject of any greater or equal length.
Subjects of three elements will match.

Feble-6-3; Subject NameTable 6.3: Matching Examples

Subject Matching Subjects Non-Matching Subjects Non-Matching Reason
ONE.TWO.* | ONE.TWO.THREE ONE.TWO.THREE.FOUR | Extra element

ONE.TWO.SEVEN ONE.TWO Missing element
ONE.TWO.TWO ONE.TWOTHREE.FOUR | Non-matching second element
ONE.> ONE.TWO TWO.ONE Position mismatch
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Subject Matching Subjects Non-Matching Subjects Non-Matching Reason
ONE.TWO.THREE ONE Missing element
ONE.TWO.XYZ.FIVE | ONEZ.TWO Non-matching first element

ONE. + ONE TWO.ONE Position mismatch
ONE.TWO ONEZ.TWO Non-matching first element
ONE.TWO.XYZ.FIVE

NOTE: As guidance, in order to maximize speed and throughput rates, stbjeetnamesmessage subjects should be
short and not use an extraordinary number of elements.

ee_TheThough not specifically required, in order to improve human readability. the length of an element
should not exceed +230 characters, except when it represents a GUID.
+e_The length of a subject is dependent on the number of elements.

6.2.3.2 C2MSUse of the Reserved Subject NameWord FILL

The reserved word "FILL" (with no quotes) is used for cases where a message subject element is not specified but
must be present because of the requirements of the message subject. This can occur for one of the following reasons|

If an element is defined as being required but is not applicable for that mission or to that specific message, "FILL"
(no quotes) is placed in that element's position, meaning that it is not known or specified. For example, most but nof]
all messages are satellite-related, so a “Satellite ID” is part of all message subjects. If a message is not satellite
specific, "FILL" can be used in place of the "Satellite ID".

If a later element in a message subject must be specified, this makes all earlier elements required, since no element
can be empty. For example, if a subject needs to specify a value in Miscellaneous Element 4, but not Miscellaneous
Element 3, then “FILL” (no quotes) is placed in the Miscellaneous Element 3 position for that element, meaning thajt
it has no value.

This results in the following example message subjects:

C2MS.FILL.VALID.SUBJECT (valid C2MS subject)
C2MS.FILL.VALID.FILL.SUBJECT (valid C2MS subject)
C2MS.VALID.SUBJECT.FILL (valid C2MS subject)

6.2.36.2.4 C2MS Message Subject Standard

A few common elements of the subject can be identified that would (nearly) always be included in the message
subject-fame. They are:

ee_Subject standard

+e_ Domainl and Domain2

e Mission, Constellation, and Satellite IDs
+e_Message type

+e_Message subtype
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Additionally, application programs should be able to define their own set of unique elements of the subject fafe-in

order to create their own unique stbjeetnames-subjects. Therefore, a C2MS-defined subject-iame contains a
fixed portion and a variable portion of elements, and is defined as follows:
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Table 6.4: C2MS Message Subject Definition
Subject . s .
Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Specification | DOMAIN1 | DOMAIN2 | MISSION | CONST | saT | Typ | suBTYP MET | ME2 | ME3 | ME4 | ME5 | ME6

\ J | )
\ Y J | Y )
| |

Variable portion
Each message definition determines whether a Miscellaneous
Element is required or optional

Fixed portion
All elements required
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In text format the subject would appear as:

SPECIFICATION.DOMAIN1.DOMAINZ .MISSION.CONST.SAT.TYPE.SUBTYPE.MEI.ME2.MES3....

The first eight subject elements, the Specification, Domain1l, Domain2, Mission, Const, Sat, Type, and Subtype are fixed. These elements are always defined
the same and are required to be filled in by the publisher/sender of a message.

The elements to the right of the fixed portion of the C2MS subject are the Miscell s El ts and are the variable portion of the subject. The Miscellaneous
Elements are message-and-subseriber—specific. That is, the publisher/subseriber{sender/receiver} would predefine or even dynamically create as many
Miscellaneous Elements as needed according to their filtering needs. Thus, depending on the message definition, they can have different meanings, can vary in
number, and can be either required or optional. Though shown as ME1 through MEG6 in the above table, there is no defined maximum for the number of
Miscellaneous Elements.
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6.2.3.16.2.4.1_Subject Standard Element of the C2MS Subject-Name

The Subject Standard element of the message subject-name identifies the specification used. This interface
specification document is the standard by which the C2MS subjeetnaneSubject is defined and interpreted. For
C2MS defined subjeet—na-meSmessage subjects, the first element is always “C2MS”.

A C2MS subjeet-nameSubject will be distinguished from other sttbjeet-namessubjects by the first element,
which shall contain the capitalized text “C2MS” (no quotes). For example:

+® C2MS.VALID.SUBJECT (vahd C2MS subject)
+® (C2ms.not.valid.subject (invalid C2MS subject, tower€ase)not uppercase "C2MS")

6.2.3.26.2.4.2 Domain Elements of the C2MS Subject-Name

The two domain elements, Domainl and Domain2, in the subject-Raie allow logical separation of messages and
access control rules to mission-specific messages based on physical or logical domains within a mission or
enterprise’s architecture. This may include instances of the same mission system operating in different modes, e.g.,
operations and backup operations. Missions should coordinate their use for messages outside of specific areas as
allowed for situational awareness, testing, etc.

6.2.3.-36.2.4.3 Mission Elements of the C2MS Subject-Name
Three elements comprise the fixed Mission Elements. They are described in Fable-6-5-below~the table below.

Fable6-5——Table 6.5: Descriptions of the Mission Elements of the C2MS Subject Nawe

Element Name Value Description
Mission [Name of mission] Name of a mission. E.g., MY-MISSION-{in- UPPERCASE)}MyMission
Const [Name of constellation] | Name of constellation, e.g. MY-CONSTHin- UPPERCASE}MyConst1
[Name of satellite] Name of a satellite-for-that-rission-or-within-the-constellation-of-satellites-. E.g.
Sat ;
MY-PRIME_MY-SAT4, . {in UPPERCASE)MySat1

For single satellite missions, the mission identifier, constellation, and satellite ID may be different, or may be
identical. Or the mission may choose to name the satellite by adding “1” to the mission name. For example:

C2MS.D1.D2.SUNSun.C1l.HELIO.MSG. LOG..
or,

C2MS.D1.D2.SYNSun.Cl.SUN.MSG.LOG..

or,
C2MS.D1.D2.SYNSun.SUN1.SUN1.MSG.LOG..

Some missions may consist of a fleet or a constellation of satellites or multiple constellations and can be
distinguished in the following manner similar to a product manufacturer’s model and serial number identification:
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C2MS.D1.D2 .MOON-ECONSTEMoon.Constl.LUNARL
C2MS.D1.D2 . MOON-ECONSTEMoon.Constl.LUNAR2
C2MS.D1.D2 .MOON-CONSTFEMoon.Constl . LUNAR3

C2MS.D1.D2.MARSMars.C1.11
C2MS.D1.D2.MARSMars.C1.12
C2MS.D1.D2.MARSMars.C1.13

C2MS.D1.D2.MSN1.CONST-A.SAFESatl
C2MS.D1.D2.MSN1.CONST-B.SAFESatl
C2MS.D1.D2.MSN1.CONST-A.SAF2Sat2
C2MS.D1.D2.MSN1.CONST-B.SAF2Sat2
C2MS.D1.D2.MSN1.CONST-A.SAF3S5at3
C2MS.D1.D2.MSN1.CONST-B.SAF3Sat3

It is important to note that the subject naming convention for the “Sat” element of the subject does not have to refer
to a single physical satellite, though that may be a common way of using the “Sat” element. “Sat” could refer to the
physical satellite (perhaps by flight model number), to a logical satellite name such as “CONTROLLER”, “PRIME”,
“EAST”, “RING-A1”, and “SPARE2”.

Creative use of the “Mission”, “Const”, and “Sat” elements to refer to a physical, logical, group (subset), or entire
constellation of satellites is possible and permits great latitude for categorization and unique identification of assets.

In generic terms, the Mission Elements are simply the taxonomy of classifying groups (or sets) and group members
(elements of the sets).

For services not associated with a constellation or a satellite, place the service name in the "Sat" element.

6.2.3.46.2.4.4 Message Elements of the C2MS Message Subject-Name

Two elements comprise the fixed Message Elements.

The Type element is used to describe the kind of message communication used within C2MS. The available values
are C2MS Request; Message (Type REQ), C2MS Response;-and-Message—A- Message (Type RESP). and
C2MS Notification Message (Type MSG). A notification message is pttblishedsent without a required or
expected response, though it may cause an action when received. A Requestrequest message is used to request a
specific action or information from a data provider or product generator. A Reguestrequest message may or may
not require a Respenseresponse message. Message types are discussed in detail in Section 6-36.4 €2MS
Messages:TheirCharacteristies-and-InteractionsC2MS Messages: Their Characteristics and Interactions.

The Subtype element contains the ID or name of the message definition. The Message Elements are summarized in

Table-6-6-belowthe table below.

Table 6-6———6.6: Descriptions of the Message Elements of the C2MS Subject-Nawe

Element Name Value Description
T MSG C2MS Notification Message
e
yp REQ C2MS Request Message
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Element Name Value Description

E(i)r:r?n?l:ri\ri]ézggﬁn of RESP C2MS Response_ Message
AMSG Archive Message Retrieval
AMVAL Archive Mnemonic Value Retrieval
CMD Command
CMDECHO Command Echo
CFG ConfigurtionConfiguration Status
CNTL Control
DEV Device
DIR Directive
HB Heartbeat
LOG Log (or event)

Subtype . NDM Navigation Data Message

mr::ag;m of C2MS Defined MVAL Mnemonic Value
PROD Product
RSRC Resource
RTLM Replay Telemetry
SERV Simple Service
TLMPKT Telemetry CCSDS Packet
(DEPRECATED) TLMFRAME Telemetry CCSDS Frame
TLMCCSDS-CADUFRAME Telemetry CCSDS CADU Frame
TLMCCSDS-TRANSFERFRAME Telemetry CCSDS Transfer Frame
TLMTDM Telemetry TDM Frame
TLMPROC Telemetry Processed Frame

6.2.3.56.2.4.5 Miscellaneous Elements of the C2MS Message Subject-Name

Each individual message definition in Section €8 specifies whether a Miscellaneous Element is required or optional|
and how those fields should be populated. Some typical uses of the miscellaneous elements are shown in Fable-6-]

belewthe table below and following_text.

Fable 6-7———Table 6.7: Message Type Determines Content of the Miscellaneous Elements

Message Miscellaneous Elements
Type Meaning ME1 ME2 | ME3 | ME4..
REQ Request | Responder Undefined
RESP Response | Requestor | Status | Undefined | Undefined
MSG Message | PublisherS Message specific
ender

If TYPE = REQ, then ME]I = component (er-group-or-serviee)-name of service provider (responder)

ME2, ME3, ... undefined
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If TYPE = RESP then ME] = component-(er-group) name of requestor
ME?2 = status of the request
ME3, ME4, ... undefined

If TYPE = MSG, then ME1 = component (ergreup)name of publishersender
ME2, ME3, ... message specific

The other primary factor that determines the value of the Miscellaneous Elements is the Message Subtype — the
abbreviated name of the message. The Miscellaneous Elements are further defined in Section €8 PIM — Message
Definitions, where the C2MS messages are defined.

6.3 Message Fields

6.3.1 Field Names

Field names represent the name of an item contained in a C2MS Message. A generalized field-naming convention
has been implemented that adheres to the following rules:

® For each message, all field names are unique.
® Field names consist of alphanumeric characters, dashes (“-”), and dots/periods (*.”).

® Alpha characters are capitalized.

6.3.2 Required, Optional and Dependent Fields

Fields are classified as Required, Optional, or Dependent. The required fields must be present in order to be
compliant with C2MS.

An optional field may or may not be included in a message. Optional fields may be useful to the Receiver and may
be implemented, as necessary. Software components, missions, or interface definitions may determine if these fields
are required for their particular needs and applications.

Dependent fields are optional fields that become required based on the presence or values of other fields in the
message. This information will be documented in the specific Message section where applicable.

Field information tables for each message include a column, "Presence" that will indicate a R, O, or D as appropriate
for the given field.

UML diagrams throughout this document use multiplicity designators to indicate if a field is required or optional.
Default multiplicity is '1' if not shown and indicates a required field. In the figure below, EVENT-TIME is a

required field, using default multiplicity of '1', while SPACECRAFT-TIME is optional, as shown by a multiplicity
of either '0' or '1".
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Log Message

{Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == LOG}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]
-SPECIAL-INFO : Binary [0..1] This diagram illustrates a
subset of the Log Message
with some attributes elided.

Figure 6.1: Message Field Multiplicity

6.3.3 Series Fields

Some fields contain a series of items. In this case another preceding field designates the number of items in the
series, as shown in the following example:

NUM-OF-MNEMONICS
MNEMONIC.n.NAME
MNEMONIC.n.NUM-OF-SAMPLES
MNEMONIC.n.SAMPLE.m.TIME-STAMP
MNEMONIC.n.SAMPLE.m.GROUND-RAW

Where “NUM-OF-* is the standard prefix of the field name. The two suffixes in this example,
“MNEMONICS” and “SAMPLES”, are then used in the singular form to describe the series of field names
that follows. In the above example, if NUM-OF-MNEMONICS = 2 and MNEMONIC.n.NUM-OF-

SAMPLES = 3, the actual message would contain the field names as follows:

NUM-OF-MNEMONICS
MNEMONIC.1.NAME

MNEMONIC.1.NUM-OF-SAMPLES
MNEMONIC.1.SAMPLE.1l.TIME-STAMP
MNEMONIC.1.SAMPLE.1l.GROUND-RAW
MNEMONIC.1.SAMPLE.2.TIME-STAMP
MNEMONIC.1.SAMPLE. 2 .GROUND-RAW
MNEMONIC.1.SAMPLE.3.TIME-STAMP
MNEMONIC.1.SAMPLE.3.GROUND-RAW
MNEMONIC.2.NAME
MNEMONIC.2.NUM-OF-SAMPLES
MNEMONIC.2.SAMPLE.1l.TIME-STAMP
MNEMONIC.2.SAMPLE.1l.GROUND-RAW
MNEMONIC.2.SAMPLE.2.TIME-STAMP
MNEMONIC.2.SAMPLE. 2 .GROUND-RAW
MNEMONIC.2.SAMPLE.3.TIME-STAMP
MNEMONIC.2.SAMPLE. 3 .GROUND-RAW

Note that “n” starts with “1”.
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Finally, note that this could have been represented using array notation, such as
MNEMONIC[1].SAMPLE[2]. GROUND-RAW, but is represented throughout this document in the notation
described in this section for continuity with earlier iterations of this specification.

In UML diagrams throughout this document, each series is represented as shown in the figure below.

Telemetry Processed Frame Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMPROC,
CONTENT-VERSION == 2026.0}

-NUM-OF-MNEMONICS : U16

This diagram illustrates a
subset of the Telemetry
Processed Frame Message
with some attributes elided.

-MNEMONIC | 0.*

Mnemonic

-n.NAME : String
-n.NUM-OF-SAMPLES : U16

-SAMPLE | 0.

Sample

-m.TIME-STAMP : Time [0..1]
-m.GROUND-RAW : Typed Variable [0..1]

Figure 6.2: Message Series Fields

Here, the Telemetry Processed Frame Message contains a series of MNEMONIC items, each one starting with the
'n' notation, so that the full name resolves to "MNEMONIC.n.", such as "MNEMONIC.n.NAME. Note that as
shown in this diagram, each Telemetry Processed Frame Messages contains a series of 0 or more MNEMONICS,
making this series optional, and in turn, each MNEMONIC optionally contains a series of SAMPLES.

6.3.4 Tracking Fields

All messages contain tracking fields that are reserved for use by the implementing software and thus any user
supplied data in these fields may be overwritten. Tracking field information will be documented in the specific
Message section where applicable.

6.3.5 Type

The Field Type is the data type. Cross-platform compatibility is achieved using the defined field types listed below.
The intention is for the client application to not have to deal with byte-swapping or other number format changes.
Type definitions are based on the Institute of Electrical and Electronics Engineers (IEEE) standards. Time field
types are based on the ISO 8601 standards. Unless specified otherwise in a given PSM, character encoding in C2MS
is assumed to be UTF-8 (Unicode Transformation Format 8-bit).

Following each message diagram, additional information is presented for each field in the message in the format of a
table that adds information about the values and any important notes about the field.
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Table 6.8: Field Type Definitions

Field Type Definition Range/Comments
Binary [Blob :-V:go or mare of an comblnatlon ofb vtes Its structure may be dependent upon message type
integers, floating points, doubles, time, and — p
- message subtype, or application generating the messagde.
strings. -
Bodlean (1 False/True, No/Yes 0,1
Character Native single ASCII character representation 0,127
F32
32-bit single precision floating point 32 bits composed of 23 bits for the fraction, 8 bits for th
Float (3 representation exponent, and 1 sign bit. (See IEEE 754)
F64
64-bit double precision (extended) floating point | 64 bits composed of 52 bits for the fraction, 11 bits for tie
Double (3) representation exponent, and 1 sign bit. (See IEEE 754)
C2MS recommendation is to use the format specified in|
RFC 4122, which will likely be the required format in a
GUID Globally Unique ID. A String that uniquely future version of C2MS. Values of this type must comply
I identifies an item from all others with Subject Token String restrictions as GUIDs are
sometimes used in Message Subject Elements. C2MS
treats GUIDs as case sensitive for GUID lookup/matching.
Subiect Token Any combination of uppercase or lower case This field type defines fields in the format
m— alphanumeric, “-” (dash), and “ " (underscore) of subject elements.
=ting characters. Must be at least one character in length
116 o ] . [-215, 215 — 1]
Short (3) 16-bit signed integer representation 16 bits.
132 Y . ) =231, 2311
T - f
Long (3) 32-bit signed integer representation 32 bits,
m o . ) _263 263 _1
Tor 64-Dit signed integer representation :
Longlong (2.3) 64-bit signed integer representation 64 bits,

0 or more ASCII characters

Also, see Subject Token String.

String representation of time in Coordinated

See Table 6.9: Ordinal Date and Time Field Type

ULonglong (3)

Time Universal Time (UTC) Definition
u16 . . . ) 0,216 -1
UShort (3) 16-bit unsigned integer representation 76 bits. no sian bit
uU32 . . . ) 0,2%2-1
ULong (3) 32-bit unsigned integer representation 32'bits. 1o sian bit
us4 0,264 -1

64-bit unsigned integer representation

64 bits, no sign bit

User needs to ascertain the data type of the field prior t
accessing the value (e.g. with a function call). The

Variable type has been deprecated in favor of the Type
Variable type, which provides a means of designating t
e associated with the binary Value data.

DEPRECATED :
Variable Field could be any data type
Typed Variable | Field could represent any data type

User needs to ascertain the data t

accessing the value via the structure of the Variable Type
as described in 6.3.5.2 Typed Variable Structure.

(0]
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Notes:
1. “Boolean” - C2MS defines the value of the Boolean field to be 0 (zero) or 1. The description or meaning of
the value can take various forms, such as False/True, No/Yes, Disabled/Enabled, In-limits/Out-of-limits.
Active/Static, and so on. It is important to take into account that some programming and scripting

languages (e.g., Java), schemas, commercial products, and custom software will only interpret the value of

a Boolean field to be False/True.

2. Field types larger than 32 bits may not be available on 32-bit architecture platforms.

3. In support of both 32-bit and 64-bit architecture platforms for various equipment manufacturers, these
ambiguous terms are targeted for future deprecation.

6.3.5.1 _Time Type Value and Format

The following table describes the format used to represent time in the Time type. Absolute times in C2MS are
always assumed to be in Coordinated Universal Time (UTC) unless specifically designated as Spacecraft Time.
Relative times are assumed to be relative to UTC.

Table 6.9: Ordinal Date and Time Field Type Definition
Field Type Definition Range
Note: This time type can represent either an absolute

or relative time.

Time in the form:

[+, -1 YYYY-DDD-hh:mm:ss[.ff...

Where:

“+” and “-* are leading signs used for relative (duration)

times. If the sign is omitted, absolute time is indicated.

Relative (duration) times are given in the same format, but

leading fields may be omitted rather than being set to

zeros. For example, +0000-000-00:12:21 may be

abbreviated +12:21

Applications need to convert from the string format to

native system representations.

"YYYY"is the year. 0000 to 9999

"DDD" is the day number of the year as 001-365/366 in

absolute time or as the number of days offset in relative

time as 000-364. The following examples illustrate the
Time extreme values of DDD for absolute time:

2031-001:09.00.00

2031-365:12.30.00 (non-Leap Year) 001 to 365/366 (absolute
time
2032-366:04.15.00 (Leap Year) or 0-364 (relative time)

and relative time:

+0001-000:12.00.00 (1 yrs 12 hrs)

+0000-364:08.00.00 (364 days, 8 hrs)

"hh" is hours of day on a 24-hour clock. 00to 23

"mm" is the minutes of hour. 00 to 59

"ss" is the seconds of minute. 00 to 60 (allowing for leap
seconds)
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Field Type Definition Range
"ff..." is the base-ten fractional seconds. Fractional
seconds are considered optional. If present, the number of | 0 to 999999
digits can vary in length from 1 to 6.
START-TIME and STOP-TIME Couplets

In some C2MS Request Messages, there are START-TIME and STOP-TIME fields present. In these cases,
specifying a START-TIME with no STOP-TIME has the meaning of beginning from START-TIME with no end.
Specifying a STOP-TIME with no START-TIME indicates starting 'now' and going to STOP-TIME. The requestor
could specify the START and STOP times in the ways shown in the following table. At least one of the start and
stop times must be absolute. Specifying two relative times is not allowed in C2MS.

Table 6.10: Examples of Start and Stop Times

Start Time Stop Time Example Description
Absolute Absolute START: 2026-123-14:30:00 Boundaries of the Start Ialnd Stop time
- - STOP: 2026-123-14:30:10 have been exactly specified.
Absolute Relat?ve START: 2026-123-14:30:00 Time window has an abso!ute start
- (duration) STOP: +10:00 time and extends for 10 minutes.
Relative Absolute START: -10:00 'Sl't?petmgd;rm v;;!r?q%?:laSte‘ascglrieci to
(duration) —_ STOP: 2026-123-14:30:00 that

Unless there has been some
previously established baseline time
Relative Relative Not Applicable upon which to offset the duration
times (such as “now”), this

combination is ambiguous.

6.3.5.2 Typed Variable Structure

The Typed Variable structure contains a binary value along with a Type Discriminator to designate how the value
should be treated at runtime. This allows messages to have a field that is of type Typed Variable, without knowing
what types of data might be held in the field, such as SPACECRAFT-RAW.

A TYPE-DISRIMINATOR of "Custom" allows use of a type that is not in the predefined list.

The following figure shows a UML Class Diagram of the Typed Variable structure.

Typed Variable

-CONTENT-VERSION : F32 = 2026.0

-DATA-VALUE : Binary

-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, |16, 132, 164, String, U16, U32, U64, Custom},
-CUSTOM-TYPE-DISCRIMINATOR : String [0..1]

Figure 6.3: Variable Type Diagram
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The following table describes the structure of the Typed Variable.

Table 6.11: Type
Field Name

2d Variable Field

Structure

Type

Presence

Description

CONTENT-
VERSION

E32

R

Version Number for this type content
description

DATA-VALUE

Binary

R

This field holds the value contained in
this Typed Variable in binary form

TYPE-
DISCRIMINATOR

String
(Enumeration)

1=

Description

16-bit signed integer
representation

32-bit signed integer
representation

64-bit signed integer
representation

16-bit unsigned integer
representation

32-bit unsigned integer
representation

64-bit unsigned integer
representation

32-bit single precision
floating point
representation

F64

64-bit double precision
extended) floating point

representation

String

0 or more ASCII
characters

Character

Native single ASCII
character representation

Boolean

False/True, No/Yes

Custom

See note following this
table

Indicates (as in string text, e.g.:
"Boolean") the type of the DATA-

VALUE field.

CUSTOM-TYPE-
DISCRIMINATOR

String

1o

Indicates the type of the DATA-
VALUE field. Required when TYPE-

DISCRIMINATOR is set to Custom,
otherwise not used.

Using "Custom" for the TYPE-DISCRIMINATOR, above, provides a way to designate a type (via CUSTOM-

TYPE-DISCRIMINATOR) that is not in the enumerated list of TYPE-DISCRIMINATOR values. In doing so

however, both the producer and consumer of this message must be able to agree to the meaning of the custom type.

In order to avoid the proliferation of non-standard types, C2MS encourages limiting the use of CUSTOM-TYPE-

DISCRIMINATOR only to cases where it is not possible to use one of the already-provided TYPE-DISCRIMATOR

values.
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6.3.6 Value

Values for most fields can be any value that conforms to the field type. However, some may need to be a specific
value to be C2MS compliant (Constants) and some may be a value in an enumerated set (Enumeration), described
below.

6.3.6.1 _ Constants

Some fields throughout this document are indicated to be constants, shown as "String (Constant)" or "F32
(Constant)". In these cases, the type of the field is as shown (String, F32) but these fields are constrained to a
specified unchangeable value. For example, the value of the SPECIFICATION field is always "C2MS".

6.3.6.2 Enumerations

Some fields throughout this document are indicated to be enumerations, shown as "String (Enumeration)", "U16
(Enumeration)", etc. In these cases, the type of the field is as shown (String, U16, etc.) but these fields are
constrained to a discrete set of possible values and only the enumerated values are allowed. The discrete set is
specified in this document as a table listing such as REQ, RESP, and MSG or in the form {REQ, RESP, MSG}
meaning that the only possible values are "REQ", "RESP", or "MSG" for that field in this example.

6.3.7 STREAM-MODE Usage Caution

Several messages in this specification support a STREAM-MODE field that is used to indicate whether the messagd
is to be interpreted as a Real-time (RT), Replay (RPY), Simulated (SIM) or Test (TEST) message.

The use of STREAM-MODE for anything other than Real-time (RT) may be appropriate for small-scale or
experimental satellite operations but is strongly discouraged in a large formal enterprise.

It is recommended to use environmental separation for performing replay. test, and simulation and to avoid flowing
replay, test, or simulation messages in the operational enterprise, where they might be misinterpreted by message

recipients as real-world.

It is further recommended to enforce Real-time (RT) as the only valid STREAM-MODE value in such enterprises
through enterprise logic.

Finally, note that when using environmental separation to perform, for example, simulation, it is preferred to mark
all messages that flow in the simulation environment as Real-time (RT). In an enterprise simulation environment.

marking messages with a STREAM-MODE of Simulation (SIM) likely will not exercise the system in exactly the
same way as the operational system due to differences in message subject element values and probable differences
in message handling.

6.3.8 Hierarchical Product Names — Type, Subtype, and Subcategories

The fields PROD-TYPE. PROD-SUBTYPE. NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-
SUBTYPE-SUBCATEGORY .n.NAME in conjunction with Table A. 2 illustrate how to form hierarchical
names/types for products with these disparate fields.

For example, referencing row in Table A.2 — Flight Dynamics FD Orbit (ORBIT), Instrument (INST), and High
Gain Antenna Predictions (HGAP) would create field definitions as follows:

PROD-NAME=0OurProduct

PROD-TYPE=FD

PROD-SUBTYPE=ORBIT
NUM-OF-PROD-SUBTYPE-SUBCATEGORIES=2
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PROD-SUBTYPE-SUBCATEGORY.1.NAME =INST
PROD-SUBTYPE-SUBCATEGORY.2.NAME =HGAP

Note that the PROD-SUBTYPE-SUBCATEGORY .n.NAME field is referred to as a PROD-SUBTYPE in the
heading of Table A.2.

6-36.4 C2MS Messages: Their Characteristics and Interactions

6.4.1 Identifying C2MS Message Type

The type, structure, and contents of C2MS Messages in transit are uniquely identified by the values held in the
following message fields:

Message Header.SPECIFICATION

EXT-SPECIFICATION - C2MS Extension Messages only (see Section 9.1 C2MS Extension Messages)
Message Header MESSAGE-TYPE

Message Header. MESSAGE-SUBTYPE

CONTENT-VERSION

For example, the Command Response Message as defined in the 2026 version of that message, with all its structure
and contents, and only that message/version, has all the values shown in the table below (Note that EXT -
SPECIFICATION is not present, because Command Response Message is not a C2MS Extension Message):

Table 6.12: Message Identifying Field Values for Command Response Message

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header MESSAGE-TYPE RESP
Message Header MESSAGE-SUBTYPE CMD
CONTENT-VERSION 2026.0

Meanwhile, the OMG Generic Service Request Message as defined in the 2026 version of that message, with all its
structure and contents, and only that message/version has all the values shown in the table below (In this case, EXT-
SPECIFICATION is present, because the OMG Generic Service Request Message is a C2MS Extension Message):

Table 6.13: Message Identifying Field Values for the OMG Generic Service Request Message

Field Name Value
Message Header.SPECIFICATION C2MS-EXT
EXT-SPECIFICATION OMG
Message Header. MESSAGE-TYPE REQ
Message Header MESSAGE-SUBTYPE OMG-GEN-SERV
CONTENT-VERSION 2026.0

6-3-16.4.2 C2MS Message Type Overview

Three types or classes of messages have been defined within the-C2MS. The type of the message identifies the kind
of communication for which the actual message is being used. The three types of messages are as follows:

® C2MS Notification Message (MSG)-f-generie-message
e C2MS Request Message (REQ) message
e C2MS Response Message (RESP)-1essage
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may—eaﬂs%aﬂ—&e&eﬂ—when—feeewed)—The C2MS Request P&essageMessag is used to request a spec1ﬁc
action or information from a service-ot-data-provider-orproduct-generator.. The Requestrequest message

may or may not require a reply-fessage. If soit does, the C2MS Response essageMessage is used.

The C2MS Notification Message is sent out without a required or expected response (though it may cause an action
when received). Additionally, notification messages may be generated at any time or may be generated when

requested.

Examples of the former case include telemetry messages. which are distributed as notification messages as data
arrives from the satellite. The latter case is illustrated in the Mnemonic Value Request Message, followed by a
Mnemonic Value Response Message and a flow of Mnemonic Value Data Messages.

In the C2MS Subject Name-Definition (see Section 6-2-36.2.4 E2MS-Subjeet Name-StandardC2MS
Message Subject Standard), the type of message (MSG, REQ, and RESP) is specified in the Type element.

FheseThe three fundamental C2MS messageMessage types can be used in various combinations with one anothe

to create aninfinite-number-ofmessage-exchange patteras-numerous Message Exchange Patterns. In turn,

these message-exchange patternsMessage Exchange Patterns can be used in the description of the interfaces fof
any number of services. A basic set of C2MS Message Exchange Patterns (MEPs) is described in Section 77 PIM |
Message Exchange Patterns.

Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all
have in common are illustrated in Section 8.2.2 C2MS Message Types.

In the C2MS messageMessage type discussion that immediately follows, the terms REQ, RESP, and MSG or the|
corresponding "request", "response" or "notification message" will be used in reference to the type of message.~Fh¢

terms-messagerequestandresponsewitlrefertoactualmessases:
6.4.3 C2MS Message Type Details

6-3:26.4.3.1 ___C2MS MSG Message Type-Details
The MSG message (C2MS Notification Message) type is the-basie-message-type-used to convey any kind of

information_from a component. This information can be normative or critical. It can be used by itself or in
combination with the other message types of REQ and RESP. When used by itself as a single message it is
commonly sent for informational purposes. Notification messages are sent to no specific consumer but are

distributed to any component listening for that type of message.

Perhaps-All notification messages (MSG type) use the wo-mest-commeontsescomponent name of the MSG
type-aresender for Miscellaneous Element "ME1" in the E2MS-Tog message and-the-Component-to-

Compeonent-Transfer {C2CEX)-subject (see Section 6.2.4.5 Miscellaneous Elements of the C2MS Message
Subject).

Examples of the MSG type include the Log Message, the Heartbeat imressage-Message and telemetry frame

messages. The Log #ressageMessage is primarily informational. It is typically pablished--sent out by all
components with no further regard or accounting by the sender. Other components will subseribe-to-the Log

messageswatch for and receive these Log Messages some without regard to thelr source. No-requests-are
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Likewise, the E2EX-Heartbeat messageMessage is prmpedsent out periodically with no regard for its
destination-or-subseriber.. Other components will stbseribe-towatch for and receive the Heartbeat
messagesMessages and use them to monitor the active status of the ptblishers—Agatnsending components. As

with many notification messages, there is no request made for the messages;no-direet Hnkage-exists
between-the-senders-and-subseribers;Heartbeat Message and no interest on the part of the sender to receive a
response or feedback.

A final example of the uncoupled use of the MSG message type is as a stream of data messages, most typically for a
telemetry data stream. In this circumstance, one message follows another in a continuous stream of MSG messages.
The stream of MSG messages can be solicited or unsolicited. An example of unsolicited MSG messages is a real-
time telemetry data provider that automatically ptblishessends out CCSDS formatted frames or packets onto the

network upon receiving them from a front-end provider. A-—soheited- MSG-data-stream-can-occurfollowing

When the MSG (notification message) type is used in conjunction with the other message types of REQ and RESP,

it will either precede (instigate) a Reguest/Respenserequest/response message exchange, or follow the exchange
such as:

e MSG-REQ-RESP
e REQ-RESP-MSG

When a notification message follows a request/response as part of the Request/Response/Notify Message Exchange
Pattern, it may contain the REQUEST-ID of the original request message for correlation purposes. However, the
message is available to any interested components which may or may not filter messages by that REQUEST-ID. In
other words, REQUEST-ID in a notification message provides an optional, not required, correlation/filtering

capability.

Although not a field defined by C2MS Notification Message, many notification messages include a Boolean
FINAL-MESSAGE field as a convention. When this field is defined for a particular notification message, the
meaning of True is to indicate the last message in a series of messages or the only message (not part of a sequence)
while the meaning of False is to indicate additional messages in a sequence are expected.

The details of these Message Exchange Patterns are discussed in later sections.

6.3.2.16.4.3.2 C2MS REQ Message Type-Details

The REQ message type is-typieaty used to make a request of another component. The request could be for data, a
product, service, or to take some action. The request may or may not require a response. For example, one
component may request another component take some action and does not need to know immediately if the action
was successful or not, as it may not care or it may discover the result by other means; or it may take a considerable
amount of time for the action to be completed.

All C2MS Request Messages (REQ type) use the component name of the destination component (the service

component expected to respond) for Miscellaneous Element "ME1" in the message subject (see Section 6.2.4.5
Miscellaneous Elements of the C2MS Message Subject). Except for the deprecated Simple Service Request
Message, ME1 is optional for all C2MS Request Messages. When ME1 (destination component) is not specified in
the request message subject, the meaning is that the request is made to no specific component but rather to any
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service component configured to receive the request message and process it. Therefore, leaving ME1 unspecified in

a request message results in requesting a service without first knowing the component name of a service provider.

Additionally, as shown in the table below, all request messages include a REQUEST-ID field, used to identify the

request message uniquely. The value in this field is used to correlate response messages with the original request.

Table 6.14: Request Message Common Fields

Field Name Type Presence Value Description

REQUEST-ID uib R ID to identify the
request message.

6-3:2.26.4.3.3 C2MS RESP Message Type-Details

The RESP message type is used in response to a REQ message type. It is never used in the initiation of a message
exchange, only in response. For example, when sending a Directive Response messageMessage, the TYPE and
SUBTYPE elements of the subject-rame will be RESP and DIR, respectively.

All C2MS Response Messages (RESP type) use the component name of the destination component (the component

that made the initial request and to which the response is directed) for Miscellaneous Element "ME1" in the messag¢

subject (see Section 6.2.4.5 Miscellaneous Elements of the C2MS Message Subject)

Additionally. all response messages include a REQUEST-ID field. used to identify the original request message

resulting in this response.

Within all response messages is a “Respense-Status™substrueture-to-provideset of common fields to

correlate the response with the original request and to convey status information ©#related to the request/response.
Depending on the status code (in the RESPONSE-STATUS field)-within-the-strueture;), the response message

can take on a number of different meanings.

Further information on the status of the request can be found in the optional RETURN-VALUE field-of-the
stroeture—This-struetare. These common fields and the possible status codes are shown in Fable-6-8

belowxthe following table.

Table 6-8&———6.15: Response StatusSubstractireMessage Common Fields

STRUCTURE Type Presence Value Description
- Response
StatusField
Name

The ID of the request message that
resulted in this response message.
This field’s value is to be the same as
the REQUEST-ID in the associated

REQUEST-ID

[}
=
o
120

REQ message.
Value Description

1 Acknowledgement Identifies the status of the Request

Working /Keen Alive Message-request message that was
Succesifu_l Cor?l letion processed._The use of 6=Final
Failed Completi P Message is deprecated as described
ln"’v':" 5 R‘;’:{‘J’e‘zt‘m following this table.

RESPONSE- 116
STATUS (Enumeration) =

o (win
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6 DEPRECATED Final

M e
J

When True, indicates the last
message in the response sequence.
The default value for this field is

specified individually in each
response message type.

FINAL-

RESPONSE | Boolean

(e}

Time application completed

TIME- ) processing the request in UTC. While
COMPLETED - = always optional, this field only applies
if FINAL-RESPONSE is True.

Return value or status based on the
RESPONSE-STATUS. UsedMay be
used to provide function-call-status-or
RETURN- additional responder-defined

VALUE - information such as an error code
inor other clarifying numeric data
related to the ease-of failed
completion_of the request.

The use of "6=Final Message" in RESPONSE-STATUS is deprecated beginning in C2MS 1.2. Instead, a FINAL-
RESPONSE Boolean field is now a part of all response messages to better indicate the completion state. This allows
any RESPONSE-STATUS, such as "3=Successful Completion" for example, to be the final message in the sequence
with no need to send a follow-on message with "6=Final Message". This change also removes a major ambiguity
when a responder sends a RESPONSE-STATUS of "1=Acknowledgment". Prior to C2MS 1.2 it was impossible for
a requestor to know if the responder intends to keep working or end further responses.

The FINAL-RESPONSE Boolean, introduced in C2MS 1.2, is optional in response messages to avoid a backward-
breaking change. Although the field is technically optional, it is assumed that when service providers update to
C2MS 1.2 and remove the use of the "6=Final Message" RESPONSE-STATUS, that they will mark the last
response message in any Message Exchange Pattern via FINAL-RESPONSE. The default value for FINAL-
RESPONSE (True or False) is specified individually in each response message type.

Depending on the type of messages and the service/data the responder is providing, there may be a need for more

than one Respense-message-to-be-returned-to-the requestor—response message to be returned to the
requestor. For specific response message types where only one response message is allowed to be returned by
definition, that response message type will support a reduced set of possible values for RESPONSE-STATUS since
"2=Working / Keep Alive" and the deprecated "6=Final Message" will have no meaning and "1=Acknowled gment"
may not be used. Individual response messages describe which values they support within the defined RESPONSE -
STATUS values.

For example, the responder may initially return a Respenseresponse message with a RESPONSE-STATUS of
“Working/Keep Alive”. This status indicates the message has been received and that the request is still active or
being processed but is not yet complete. The responder may periodically return this same status until the processing
has been completed.

At this point a Respenseresponse message is returned with a status of either “Successful” or “Failed” in the
RESPONSE-STATUS field. Thus, a series of Respenseresponse messages may be returned to the requestor. Each
return status is explained in greater detail below. Due to the uncertain amount of time required to process requests,

there is no defined interval between the Reguestrequest and (multiple) Responseresponse messages. Discussion
of each status code follows.
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Acknowledgement

®  Meaning - The RequestMessage-request message was received. No action has yet been taken on the
RequestMessagerequest message.

®  Sequencing - This could be the first of a series of Respenseresponse messages; or be the one and only

final message in the case where the message-exchangepatternMessage Exchange Pattern is

Request/Acknowledgement (ACK). Only 1 ACK status would normally be returned.

Working/Keep Alive

®  Meaning - The request has been received and is actively being processed.

®  Sequencing - This status could initially be returned or could be the second, following an ACK status. This
status could be returned a multiple number of times. It should not be the last response message returned.

Successful Completion

® Meaning - The request was valid and has been processed in a successful manner.

® Sequencing - This status could be initially returned, or it could follow either of the two statuses above. It
will also be the last status returned. If initially returned, the responder was able to complete the request in af
timely manner and immediately return a response. In other cases, the responder required a lengthier time
period to complete the request.

Failed Completion

e Meaning - The request was valid, processing was initiated, but the responder was unable for any number o
reasons to fully and successfully complete the request.

e Sequencing - This status could initially be returned (the 1** and only status);) or could follow an ACK or
Working/Keep Alive status. It will not follow a Successful status. It will be the last status returned.

Invalid Request

e Meaning - The request message was unable to be fully interpreted for processing. There could be missing
parameters, inconsistencies, or incorrect values.

e  Sequencing - This status could be the first and only one returned. It could also follow an ACK. It will be
the last status returned.

(DEPRECATED) Final Message

e Meaning - This is the last and final message in a series of messages. This status code has been included to
provide an unmistakable indication that this is indeed the final message in a series.

e Sequencing - This status will never be the first one returned and will always follow previous

Respenseresponse messages, either a series of data value messages, or other Respenseresponse
messages.

A summary of the sequencing of the statuses is shown in Fable-6-9-belewxthe following table.

Fable-6-9——Table 6.16: Sequence of Response Status

Command and Control Message Speeifieation” *Specification ™ (C2MS™) V-0
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Sequence

Status Code Initial Status Intermediate Status Final Status
1 Acknowledge Yes No Yes
2 Workin_g/Keep Yes Yes No
Alive
3 Success.ful Yes No Yes
Completion
4 Faileq Yes No Yes
Completion
5 Invalid Request Yes No Yes
6 | FinalMessage No No Yes
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6.5 Tailoring C2MS Messages

The complete set of C2MS Messages may be tailored to meet the needs of a particular mission or domain by 1)
augmenting existing messages through the addition of custom fields and/or 2) creating extension messages. C2MS
defines a standardized approach for this tailoring as described in this section. This is done to promote the use of
C2MS as a standard message set and yet allow mission or domain specific customizations, so long as they adhere to
the C2MS-defined mechanisms for these additions. Adding fields or new message types following the defined
mechanisms is considered C2MS-compliant.

6.5.1 C2MS Message Augmentation

Message augmentation in this context means adding custom information to an existing C2MS-defined message (or
extension message) via the CUSTOM-FIELD attribute of that message. This provides a mechanism for a known
message to carry additional information of meaning to a producer/consumer, without changing its type. Message
augmentation preserves the ability for other components in the environment, not aware of the additional custom
fields, to receive and process the message in their normal manner because the core message has not been modified.
See Section 8.2.3 C2MS Message Augmentation through Custom Fields.

6.5.2 Adding C2MS Extension Messages

Custom C2MS Extension Messages may be created when a particular capability is needed beyond what is already
defined in C2MS, but following standard C2MS Message structure, attributes and uses. 9.1 C2MS Extension

Messages.

6.5.3 Submitting Custom Fields and Extension Messages to OMG for Possible
Inclusion

Custom fields applied to existing C2MS Message or custom C2MS Extension Messages may be of use to the
broader community. If desired, these additions may be submitted to OMG for consideration for possible future
inclusion in core C2MS messages. To do this. create an issue against the current version of C2MS by navigating to
https://www.omg.org/spec/C2MS/ and using the option to report an issue.

7_PIM — Message Exchange Patterns

C2MS message-exchange-patternsMessage Exchange Patterns define common interactions and activities
associated with creating and using C2MS messages. Eigtre7+belowThe following figure shows a UML use

case diagram of these message-exchange patteras:
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Figure7+———Fiqure 7.1: C2MS Message Exchange Patterns Diagram
Actors

Requestor — The component initiating the exchange of messages.

Responder — The component responding to the initial message from the requestor.

Message Exchange Pattern Sequence Diagrams

Section 66 described some specific ways in which the three C2MS message types of REQ, RESP, and MSG can be
used. In fact, these three message types can be combined to create an endless number of Hessage-exchange

patternsMessage Exchange Patterns (MEPs). Fortunately, a limited number of MEPs can be identified to satisfy
practically all interaction requirements of software applications involving service consumers and providers.

Each MEP is detailed in its own section that includes a description, a usage, and a sequence diagram depicting the
interactions.
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Table 71 Table 7.1, Fable-7-2Table 7.2, Fable-7-3Table 7.3, and Fable-7-4Table 7.4 belowbelow show the|

currently defined C2MS message-exchange patterns-Message Exchange Patterns. For the legend for these
tables, see Fable7-5Table 7.5.
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The following table describes the Publish-message-exchangepattern;-the-simplest-Notify Message Exchange Pattern. For legend, see Fable-7-5Table

7.5 belowsbelow. Note that the “#” column corresponds to the sub-sections that follow. For example, PublishNotify (#1) is described in section 7-47.1.

Fable74——Table 7.1: C2MS Message Exchange Pattern 1 (2:biskzNotify)

MSG Sequence Direction (Wrt

- o Fault
Pattern # Description / Use Initiator) and — Examples
Message Types Used Message

=8

1. Send a-out an Event, Log, or Heartbe
message
2. Send out a Directive-toflow of Telemefry
messages, one at a eomponent-for
exectiion—ne-response-is-neesssaryiime

PublishSend out a single message-for I

. . —_— T i Out: MSG erREQ(notification
; p p ge)

PublishNotify 1 any-purpese; to no specific recipient message None

and with no follow up required

Fable72The following table describes the currently defined Request / Response Theme fessage-exchange-patterns-Message Exchange Patterns. For
legend, see Fable-7-5Table 7.5 belowsbelow.

Table72———Table 7.2: C2MS Message Exchange Patterns 2 — 6 (Request / Response Theme)

MSG Sequence Direction (Wrt Fault
Pattern # Description / Use Initiator) and Messaae Examples
Message Types Used vessage
1. A component sends a request and needs
Request / 2 PublishSend a message and receive an | Out: REQ None o know if it was rgcelved.
ACK acknow_ledgement In: RESP (ACK) 2. One comppnent plngs other compongnts
to test their responsiveness
For Reguestsrequests that can be Out: REQ Response Request a product, data, or a service from
Request/ Response | 3 fulfilled with a single response o P another component and receive the result |n
In RESP (Status) (Status)
message ' the single RESP message.
) The initial Requestrequest message is
Request/ The requestor requires an Out: REQ responded to with a Respenseresponse
acknowledgement to the ; Response . - -
ACK/ 4 R request. then a In: RESP (ACK) (Status) message having a status = ACK; then the
Response request, In: RESP (Status response message (with
Respenseresponse
[ESPONSE. appropriate status) will follow.
Command and Control Message Specification™™Specification ™ (C2MS™) V-0 v1.2.




MSG Sequence Direction (Wrt

- o Fault
Pattern # Description / Use Initiator) and — Examples
Message Types Used Message
Request/ For requests that take an extended Arequest for a product Is responded to with
A%Kl time, initially provide an ACK to the Out: REQ Response an ACK, then any number of “working”
. 5 Regquestrequest, then periodic status In: RESP (ACK) P messages as the product is generated, ending
Interim Status/ ' ; (Status) AR
R updates, and then the final response In... RESP (Working)... with a final Respenseresponse message
esponse : -
message. In: RESP (Status) containing the product.
Request/ Identical to the Request/ ACK /Interim . A request for a“p rodupt 'S responded to with
. . Out: REQ Response any number of “working” messages as the
Interim Status/ 6 Status/Response pattern but with no i RESP (Worki s ducti 4. ending with a final
Response ACK message. n-in... (Working ...) (Status) product is generated, ending with a fina
In: RESP (Status) RESP message containing the product.

Fable-7-3The following table describes the currently defined Triad Theme Message Exchange Patterns-faessage-exchange patterns:. For legend, see
Table7-5Table 7.5 below-below.

Table7-3————Table 7.3: C2MS Message Exchange Patterns 7 — 8 (Triad Theme Patterns)

MSG Sequence Direction (Wrt

- ™ Fault
Pattern # Description / Use Initiator) and — Examples
Message Types Used Message
For requests that either take a long A request for a product is responded to with
TRIAD 1 time, or that require a subsequent Out: REQ Response the RESP message. Later, when the product
Request/ Response/ | 7 message, and no interim status updates | In: RESP(Working or Status) (Status) is generated or made available, it is sent with
PublishNotify are required. (Combination of In: RESP or MSG a RESP or MSG type. The requestor does not
Request/Response and PublishNotify). require any interim status messages.
TRIAD 2 Send notification that Requests can be Proyide'r' sends message announcing
P I—I'Noti[ / 8 accepted. Then accept request(s) for Out: MSG Response availability of product. Consumers use the
that product/service. (Combination of In: REQ (Status) Request/Response interaction pattern to then

Request/ Response

PublishNotify and Request/Response).

Out: RESP (Status)

request and receive the product.

TFable-7-4The following table describes the currently defined Subseription-message-exchangepattern-Request Data Stream Message Exchange Pattern.
For legend, see Fable7-5Table 7.5 below-below.

Table 74—
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Table 7.4: C2MS Message Exchange Pattern 9 (SubseriptionRequest Data Stream Pattern)
MSG Sequence Direction (Wrt Fault
Pattern # Description / Use Initiator) and Messaae Examples
Message Types Used Hiessage
Subscrinti
o Subscribe
e Request . Use Request/Response to subseribe-tostart
Data streamStream SubseribeRequest to start and ! —
e UnsubscribeRe unsubseribe-te-stop data, products, or Out-In:  REQ - RESP (Status) Response and stop a series of mess;gz;zl:]?: as aI
vest Start 9 message streams. (Combination of In... MSG ... (Sta?us) . . . )
Data Stream Request/Response, PublishNotify and Out-in:  REQ - RESP (Status) . values. durin ’
. Request/Response.) ~/alues curing
e Data Stream contact.
+® Request Stop
Data Stream
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For terms and meanings, see Fable7-5Table 7.5 belewsbelow.

U 3 g

Table 7.5: Legend for Table 7.1, Table 7.2, Table 7.3, and Table 7.4

Term Meaning

Wrt With respect to

REQ, RESP, and MSG | Are message types

w0 Indicates any number of these messages from 0 to n

ACK, Worklng Status | e RESP (ACK): indicates an ACK message in the form of a Respenseresponse message with a
status code of “ACK” in the RESPONSE-STATUS field.

ee RESP (Working): indicates an interim status message in the form of a Respenseresponse
message with a status code of “Working” in the RESPONSE-STATUS field.

e RESP (Status): indicates a final Respenseresponse message in the message-exchange
patternMessage Exchange Pattern.

o For successful exchanges, the status code is either “Success” or “Final Message” in the
RESPONSE-STATUS field.

o For fault messages, the status code is either “Failure” or “Invalid” in the RESPONSE-
STATUS field.

Publish
7.1 Notify

DESCRIPTION

The simplest #essage-exechangepatternMessage Exchange Pattern involves no obvious exchange with the
sender. The sender publishessends out a notification message; (MSG), and from the perspective of the sender, the

exchange is complete. The prblishersender has no more interest in the message and has no need to follow up on its

progress. Some-othercomponent-wil-subseribe-toOther components may receive the message and process it
according to the-subseriber’stheir own requirements.

%e%eﬁwe%—mes&&g%&pes—eaﬂ—b%&sed The mechamsm for this-pattern;-eitherhow a C2MS

W}H—b%md-}ea%ed—m—th%l%eqaest—message otlﬁcanon message is determined by the choice of PSM system
architecture and design patterns.

USAGE

Most typically, this pattern is seen when a software component ptblishessends out a C2MS Log message using the
MSG message type. The Log message and this exchange pattern provide a simple, one-way means of information
distribution.
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Also, data streams of telemetry will be pablishedsent out using the C2MS MSG type. Again, the data is
published-unidireetionalsent out unidirectionally with stbsertbersreceiving components ingesting the
messages and processing them as programmeddesired.

SEQUENCE DIAGRAM

Figure-7-2-belowThe following figure shows a UML sequence diagram for the Publish-message-exchange

patternNotify Message Exchange Pattern.

1. M3G Message

Z: REQ Message

1. MSG Message

Frowre 72—

Figure 7.2: Sequence Diagram of PuhlishNotify
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7.2 _Request/Acknowledgement

DESCRIPTION

The Request/ACK mressage-exchange-patternMessage Exchange Pattern consists of a prblished

Requestrequest message and a retarped-Responseresponse message. The RESPONSE-STATUS field of the
Respenseresponse message contains a value of “Acknowledgement”. The response message FINAL-RESPONSE
field is set to True. No further messages will be returned to the sender.

USAGE

A component sends a Reguestrequest message and needs to know if it was received. No further information is
necessary. Most likely, the sender of the request will need to take subsequent action if the message was not received|
Therefore, the Request/ACK pattern can provide confirmation the message was received when no other information|
is necessary.

Another possible usage is to “ping” other components. One component may need to take a roll call of members in it
group. This could be accomplished with a Regtestrequest message (e.g., Directive Request Message) that requires
all recipients to return a Respenseresponse message with the status of ACK.

Command and Control Message Speeifieation” *Specification ™ (C2MS™) V-0
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SEQUENCE DIAGRAM

Figure 7-3-belowThe following figure shows a UML sequence diagram for the Request/ ACK #essage
exchange patternMessage Exchange Pattern.

Requestor Responder

1: REQ Message

2: RESP [ACK) Message

Reguestor Responder

1: REQ Message

2: RESP (ACK) Message

Figure 73—

Figure 7.3: Sequence Diagram of Request/ACK

7.3 _Request/Response

DESCRIPTION

The Request/Response #essage-exchangepatternMessage Exchange Pattern is a common one-for-one message
exchange. This MEP takes the previously described Request/ACK one step further. In this case the

Respenseresponse message will contain an informative status code on the results of the request. See Section
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6:3:2.26.4.3.3 C2MS-RESP Message-Type-DetailsC2MS RESP Message Type Details for a discussion on

the possible status codes for a Respenseresponse message. The Respenseresponse message may also contain the
resultant data and information, either within the message or via reference. The response message FINAL-

RESPONSE field is set to True. No further messages will be returned to the sender. Many C2MS message
definitions are paired in the Request/Response fashion.

USAGE

Components that need to know the results and/or require information from a request will use the Request/Response
MEDP. Requests can be made for almost anything, including the following:

Telemetry and Command

Replay Telemetry Request/Response
Mnemonic Value Request/Response
Archive Mnemonic Value Request/Response

Command Request/Response
Product and Services
®  Product Request/Response

Function Specific

e Directive Request/Response

Command and Control Message Speeifieation” *Specification ™ (C2MS™) V-0
), v1.2.1 5




SEQUENCE DIAGRAM

Eigure 7-4-belewThe following figure shows a UML sequence diagram for the Request/Response #essage
exchange-patternMessage Exchange Pattern.

o

1: REQ Message

2. RESP Message

Producer Consumer

1: REQ Message

2. RESP Message

Figtre 74—

Figure 7.4: Sequence Diagram of Request/Response Message Exchange Pattern
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7.4 Request/Acknowledgement/Response

DESCRIPTION

The Request/ACK/Response message-exchange-patteraMessage Exchange Pattern is a combination of the
Request/ACK and the Request/Response MEPs. In this case, the requestor requires confirmation that the request wa
received;—iaat in the form of a response message with the RESPONSE-STATUS field containing a value of
“Acknowledgement” and a FINAL-RESPONSE value of False. This is followed by one final response message
containing status information on the results of the request, and most likely information generated from processing
the request, as well as having the FINAL-RESPONSE field set to True. No further messages will be returned to the
sender.

USAGE
Usage is similar to the Request/Response MEP.

B
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SEQUENCE DIAGRAM

FEigure 7-5-belewThe following figure shows a UML sequence diagram for the Request/ACK/Response

message-exchange patternMessage Exchange Pattern.

Requestor Responder

T
|
1
: 1: REQ Message

2. RESP (ACK) Message

3. RESP (Status) Message

Requestor Responder

1: REQ Message

2: RESP (ACK) Message

3: RESP (Status) Message

Figure -5

Figure 7.5: Sequence Diagram of Request/ACK/Response Message Exchange Pattern
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7.5 Request/Acknowledgement/interim Status/Response

DESCRIPTION

For some requests, an extended period of time may be required to complete the action or task. Additionally, the
requestor may want to be kept abreast of the progress of such a request. In this case, the Request/ACK/Interim

Status/Response message-exchange-patternMessage Exchange Pattern is appropriate. This pattern provides for
the following responses:

Initial Respenseresponse message with an Acknowledgement (ACK) status
®  Any number of interim Respenseresponse messages with a status of “Working/Keep Alive”

e A final Respenseresponse message with the status of the request and possibly information generated from
processing the request.

The final response message in the above sequence has the FINAL-RESPONSE field set to True. No further
messages will be returned to the sender.

The number and frequency of the interim Responseresponse messages are left up to the interacting components to
be determined prior to execution.

For example, depending on the request and the resources required by the responder, it could take seconds, minutes,
hours, or even days to complete a request. The requestor may want to be kept informed with periodic
Respenseresponse messages (with a status of “Working™) to be assured that the request has not been lost, dropped,
or forgotten.

Thus, the requestor can be kept informed over an extended period of time that a final response is forthcoming. If the
interim status Responseresponse messages cease, the requestor can determine what subsequent action to take.

USAGE

A component may request a telemetry data product — for example, an archived data set or a data plot. The provider
of this data product may need to first validate the request; and then request the necessary data from another data
provider. This could take the form of another Request/Response MEP with another component. Once the data set
has been retrieved, the data plot can be generated and finally provided back to the original requestor. In this
instance, seconds may transpire while the original request ripples through a system generating other product and
service requests.

A second, longer-duration example is a request made for a product that is not yet available and requires ancillary
data that wentwill not be available for some time.

For example, a request may be issued for a satellite contact schedule, tracking data, an activity plan, or for the set of
available resources. These products may be generated on a scheduled, periodic basis, after the completion of a pass,
or only after some other product has been generated in the future.

The provider to the original request may store or queue the request to later be acted upon when other data products
become available. In the meantime, the responder will issue a “Working/Keep Alive” status in interim
Respenseresponse messages periodically until the request can be satisfied. If some link in the sequence chain of
dependent product generation is broken — for example, a necessary product is not forthcoming — then a fault
Respeonseresponse message can be issued. In either case, whether the request can be satisfied or not, a final
Respenseresponse message can be issued, and the requestor can determine appropriate actions.
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SEQUENCE DIAGRAM

Figure 7-6-belowThe following figure shows a UML sequence diagram for the Request/ACK/Interim
Status/Response message-exchange-patternMessage Exchange Pattern.

Requestor

1. REQ Message

Responder

2: RESP [ACK) Message

3: RESP (Working) Message

4: RESP (Working) Message

5: final RESP (Status) Message

Figtre 7-6——

Any number of interim status
messages.

1: REQ Message

2: RESP (ACK) Message

3: RESP (Working) Message

4: RESP (Working) Message

Any number of interim status
MEssages.

5: final RESP (Status) Message
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Figure 7.6: Sequence Diagram of Request/ACK/Interim Status/Response Message Exchange Pattern
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7.6 __Request/Interim Status/Response

DESCRIPTION

The Request/Interim Status/Response message-exchange-patteraMessage Exchange Pattern is an abbreviated
form of the Request/ACK/Interim Status/Response MEP. No ACK Respenseresponse message is provided in the

sequence, only interim status messages and a final Responseresponse message. The final response message has thg
FINAL-RESPONSE field set to True. No further messages will be returned to the sender.

USAGE

Usage is similar to the previous Request/ACK/Interim Status/Response MEP.
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SEQUENCE DIAGRAM
Eigure 7-7-belowThe following figure shows a UML sequence diagram for the Request/Interim Status/Response

message-exchange patternMessage Exchange Pattern.

Requestor Responder
1 I
] I
: 1. REQ Message :

2: RESP (Working) Message

Amy number of interim status
3t RESP (Working) Message messages.

4: final RESP (Status) Message

1: REQ Massage

2: RESP (Working) Message

Any number of interim status
31 RESP (Working) Message messages.

4: final RESP (Status) Message

Fieure 77—

Figure 7.7: Sequence Diagram of Request/Interim Status/Response Message Exchange Pattern
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7.7__Request/Response/PublishNotify

DESCRIPTION

The message-exchange-patteraMessage Exchange Pattern of Request/Response/PublishNotify will typically
be used where requests could take a long time to fulfill; or require a subsequent message after the Request/Responsg

interaction. They also do not require any interim status messages. The Request/Response/PublshNotify MEP can
be thought of as a combination of the Request/Response and PablishNotify MEPs.

In this Message Exchange Pattern, a request message is followed by a single response message, with status and a
FINAL-RESPONSE value of True, meaning that no additional response messages will be sent. Thereafter, zero or
more notification messages are sent containing the resulting data, if any.

The Request/Response/PublishNotify MEP will be used where the provider of a service or product can respond
fairly quickly with an indication that the request can be satisfied; but cannot provide the results within the

Respenseresponse message itself.

If the request can be satisfied, by indicating a “Successful” or “Working” status within the Respenseresponse
message, the requestor knows a subsequent message will follow. The subsequent message will contain information
about the results of the request.

The subsequent message could be a Log #essageMessage, one of the aforementioned data messages, a Product
messageMessage, or another Respenseresponse message that is better suited to contain the requested
information. In some cases, only one subsequent message will follow. In other cases, a stream of messages (RESP o
MSG) may be required to complete the data request.

Note that this MEP differs from a-stbseriptionthe Request Data Stream MEP. A-stubseriptionThe Request Daty

Stream MEP remains open, and notification messages will be prblished-unti-the subseriptionis

eaneeHed:sent between the request to start and the request to stop the stream. The
Request/Response/PublishNotify MEP is a one-time request for information, data, service, or product that may
take one or more messages to fulfill.

USAGE

A user requests a data product from a product provider. The provider is able to satisfy the request, and this is
conveyed through the Product Request/Product Response interaction. When the requested product is generated or
available, it will be pablishedsent out with the Product Message.

A set of historical mnemonic values is requested from a data provider. The Archive Mnemonic Value Request
messageMessage allows a number of delivery options, including the option to receive archived mnemonic data as
a stream of messages. The stbseriberrequestor may prefer to receive, and process archived data in the same
manner as real-time data, i.e., as a stream of messages.
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SEQUENCE DIAGRAM
Eigure 7-8-belowThe following figure shows a UML sequence diagram for the Request/Response/Prblish

message-exchange patteraNotify Message Exchange Pattern.

Reguestor
] I
: 1: REQ Message :
2: RESP Message Amy amount of time
3: MSG or RESP Message
Any number of messages to
satisfy the request
] I
] I
Resieser
I I
| I
: 1: REQ Message :
2: RESP Message Amy amount of time
3: MSG or RESP Message
Amy number of messages to
satisfy the request.
i I
| I

Figure 7.8: Sequence Diagram of Triad 1: Request/Response/2:btisiNotify Message Exchange Pattern
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7.8 PublishNotify/Request/Response

DESCRIPTION

The PublishNotify/Request/Response sressage-exchange-patternMessage Exchange Pattern is a combination
of a PublishNotify MEP and a Request/Response MEP. The initial Pablish-0fa-MSG (notification message) wil

instigate a follow--up Request/Response interaction. This PublishNotify/Request/Response MEP will typically be
initiated by a service or product provider. The data or product provider will pablish-asend out an MSG
(notification message) to notify interested subseriberscomponents that a product, service, or data is now available

Subseribers-to-the MSG-messageThese receiving components can then request and receive the product

through the Request/Response interaction.

A network/antenna provider needing to modify a contact schedule for deconfliction or reallocation of resources

sends out an updated Contact Reservation Data Message. A T&C component receives this message but finding that
it does not meet the requirements of the contact, sends a request to modify or delete the contact reservation. This in-|
turn results in a response from the network/antenna provider.

A second scenario could involve a mnemonic data provider. In this example, the data provider has just completed
“scrubbing” the data (merging, gap filling, and correcting) and publishes-asends out a notification message to that
effect. Users interested in clean data can then initiate the Request/Response interaction for the scrubbed archived
mnemonic data.
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SEQUENCE DIAGRAM

Figure7-9-belowThe following figure shows a UML sequence diagram for the
PublishNotify/Request/Response message-exchange-patternMessage Exchange Pattern.

Reguestor Respondar

Subscribes to notification
message

R VIR Y] Motification of avai_labilig

- Receives nofification
- Requests product or service

2. REQ Message

- Provides product or service

- Receives product rnqusstl_l}

3 RESP Message

Receives product
e T
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Notification of availabilig

1: MSG Message

- Receives notification
- Requests product or service

2: REQ Message

- Receives product request
- Provides product or service

3: RESP Message

Receives product
T T

Figure 7.9: Sequence Diagram of Triad 2: P«b/ishNotify/Request/Response Message Exchange Pattern
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Subscrioti

7.9 Request Data Stream

DESCRIPTION

The-subseription-message-exchange-patternThe Request Data Stream Message Exchange Pattern is used to

provide a continuous data or product delivery service. The data or product can take the form of one or a series of
messages. The steps for a-subseriptionthis pattern will typically be:

Request/Response — REQ/RESP message pairs are used to request the data or product that is desired
PublishNotify - the MSG type messages are used by the prblisherdata provider to distribute the specified data
Request/Response - REQ/RESP message pairs are used to tistbseribe-fromend the stream of data

The subseriptionstream of data will remain-aetivecontinue until the-subseriber-eaneelsa request to end it.
There is no restriction on the timing of the MSG messages, nor on the number of messages. FThe-subseriptionThip

Message Exchange Pattern could result in one MSG message or a set of MSG messages. Additionally, the set of
MSG messages could be periodically repeated.

The subseriberrequestor is free to eaneelend the stbseriptionstream of data messages (via request) at any time
however, the provider can also terminate the sttbseriptionstream of data for its own reasons.

USAGE

A subseribercomponent requests a specific set of real-time mnemonic data values from a data provider. The
provider will respond with a Respenseresponse message indicating success or failure of the request. If the request
was successful, mnemonic data values will be published:sent out as notification messages. The subseriptiondaty
stream will refatR-opesrcontinue and on the next pass the requestor will again receive the specified real-time

mnemonic data. The data stream will continue to-be-ptblished-for each pass until the regrestor-unsubseribes

fromrequest to end the data stream. The subseriberlistening component can request the termination of the data

values at any time.
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SEQUENCE DIAGRAM

FEigure 710-belowThe following figure shows a UML sequence diagram for the subseription-message

exchange-pattern:
Provider

Subscribe to data or mmic‘ﬁ

1: REQ Message

vaidas_datalpmducﬂsawin‘%]

2: RESP Message

Initial values

1

3 M3G Message

Updated values 4: MSG Message

5: MSG Message

Un-Subscribe to

data or service
6: REQ Message

Teminates service
7: RESP Message i
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Eigure 7-10—Sequence Diagram-of SubseriptionRequest Data Stream Message Exchange Pattern.

Consumer Provider

1: REQ Message
Request Start of
Data Stream
Provides data/product/service
2: RESP Message
3: MSG Message
4: MSG Message
5: MSG Message
Request Stop of 6: REQ Message
Data Stream
Terminates service
7: RESP Message

Figure 7.10: Sequence Diagram of Request Data Stream Message Exchange Pattern
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8 PIM — Message Definitions

This C2 Message Specification Document contains the standard set of defined messages. Each standard message is
composed of a C2MS Message Header section and a Message Contents section. Additionally, each message defines

the subjeetnamessubjects associated with the message.

|An:hivl Message Mi-v:l_ﬂ-qm‘t| |Conﬂgurlﬁun Status Message

|Ar:hm Message Miwnl_ﬁnipuns.l Control Message

Directive Request Message
|Archhrn Value Req | Heartbeat Message Directive Response Message

|Ar|:hi\fu Value S | Resource Message

|Ar:hm Mnemonic Value Data Mnmc| |T|Inmu'lry CCSDS Frame Mcssnpn|

Value | |r¢|nmm CCSDS Packet Mums|

Product Request Message
Product Response Message |Mnnmnnlc Value Data Message | |'I'lhmn/h'y TDM Frame Message |
Product Message

Value L | | Y Frame 3 ‘

Attitude Ephemeris Message |5Impll Service Request M.ss_ngn‘

:
g
g
g8
]
:

|R.p|¢y y Data ‘ Message |Elmph Service Response Ih:_:_:g-|

1
g
i
g
i
§
]

| 8]
]
@
;F

|urm Mean-Elements Message |

|Cnmmand Response Message | Tracking Data Message
Command Echo Message

Ei 84 Hiah LevelUML Class.Di

o
g
]
g
:
2
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Each-of these-elassesThese messages are described in detail in the following sections. For the diagrams of the

dependent—The field names, field types, and field values are also shown feror each message.
Field Name

8.1 The Field Name-isC2MS Message Envelope

C2MS Messages may be contained within a C2MS Message Envelope. This Envelope includes fields used for
tracking, meta information about the user sending the message, encryption information about the message and a
digital signature or message authentication code.

The purpose of the C2MS Message Envelope is to separate fields out from the message that are not part of C2 but
related to message handling. In earlier versions of C2MS and its predecessors, these fields were part of the message
itself. At this time, all the fields that exist in the C2MS Message related to these message-handling aspects are
preserved within the C2MS Messages for backward compatibility. This means that many fields exist both in the
C2MS Message and in the C2MS Message Envelope. This has the benefit of making the Envelope an entirely
optional construct. However, in a future release, C2MS will make C2MS Message Envelope required for sending
messages and may deprecate and/or remove overlapping fields from the C2MS Messages. With this in mind, it is
advised to begin using C2MS Message Envelope at the earliest opportunity in order to aid future migration.

8.1.1 Message Security Support in C2MS Message Envelope

The C2MS Message Envelope includes fields that allow mission enterprises to utilize their own established and
already-approved policies and procedures to handle data in a secure manner outside of C2MS and the transport layer
implementation (PSM). In this way, a sender and receiver(s) are not dependent upon the third-party capabilities of
the transport layer to protect their data. Additionally, this approach ensures that the message can be protected from
access and/or modification by non-authorized entities throughout the entire transport of the message from the sender
to each authorized recipient.

For example, a message producer may decide to encrypt a C2MS Message using mission policies and procedures
and package the encrypted message into a C2MS Message Envelope along with optional information regarding how
the message was encrypted (such as the possible inclusion of a SEC-ENCRYPT-KEY-ID). The message producer
then sends the C2MS Message Envelope via the transport layer implementation (PSM) to one or more recipients.
Any recipient of the message envelope can read the information in the provided fields to assist in performance of
message decryption, if authorized by the same mission policies and procedures. In this example, C2MS and the
transport layer do not encrypt or decrypt the message but are used to deliver the encrypted message from a sender to
recipients.

These C2MS Message Envelope security fields fall into three areas: message encryption, message authentication
and user credentials. Each area provides a distinct security aspect of messages.

8.1.1.1 Message Encryption

The C2MS Message Envelope contains a C2MS Message. The contained Message may be in the clear or may be
encrypted. As described above, the particular manner and method for encryption are independent of C2MS and
assumed to be a matter for the C2MS Message sender and receiver.

However, the C2MS Message Envelope contains a field called MESSAGE-SECURITY.SEC-ENCRYPT-KEY-ID
that may be used to convey information about what encryption key is used to encrypt/decrypt the message. In this
way, the sender can convey this information to the receiver. MESSAGE-SECURITY.SEC-ENCRYPT-KEY-ID is
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not interpreted by C2MS. It may, for example, contain the ID of a key, either symmetric or asymmetric that should
be used to decrypt the message. This is entirely at the discretion of the sender/receiver.

C2MS provides the facility for C2 Systems to supply an encrypted C2MS Message but retain tracking information
within the unencrypted C2MS Message Envelope, so that the message can be properly routed. With this approach, a|
sender can send a C2MS Message to a recipient and be assured that only that authorized recipient can decrypt the
message; in this case, the C2MS Message remains encrypted throughout the entirety of message handling process.

Note that this encryption of the C2MS Message is apart from and not related to connection encryption (TLS)
between the sending/receiving component and the transport layer. While TLS is good for protecting the connection
it does nothing to encrypt the message as it is processed by various components or once it has been delivered to a
recipient. Encryption of the C2MS Message prior to transport is a way to guarantee that only valid recipients can

decrypt the message to view its contents.

8.1.1.2 Message Authentication

Because the C2MS Message Envelope is separate from the contained C2MS Message, the Envelope may be used to

convey a digital signature or message authentication code (MAC) over the entirety of the enclosed C2MS Message.
This information may be contained within the message authentication fields of the message envelope. The purpose

of this is to provide proof of the message origin and assurance that the message has not been modified since it
originated.

As with encryption, the particular manner and method for generating or evaluating these message authentication
fields are left to the C2 System sender and receiver(s), though two common and expected forms are a Digital
Signature (using asymmetric keys) and Message Authentication Code, or MAC (using symmetric keys).

C2MS itself does not examine or attempt to use the message authentication fields but conveys the information for
the benefit and use of the sender/receiver to authenticate the C2MS Message.

Finally, as a note, a Digital Signature or MAC may be used on a C2MS Message whether or not that message has
been encrypted. The two functions and purposes are separate from each other.

8.1.1.3 Sender Credentials Tracking in C2MS Message Envelope

The USER-NAME field from the C2MS Message Header has been brought into the C2MS Message Envelope for
compatibility reasons. This field may be used to hold the "account name or owner of the account that started the

component - reserved for use by implementation (PSM). API-generated tracking field." Note, though, that this is for
informational purposes and should not be confused with providing user-based authentication or authorization.

Instead, the C2MS Message Envelope adds new fields: MESSAGE-SECURITY.SENDER-IDENTITY and
MESSAGE-SECURITY.SENDER-ACCESS, which may be used for more secure user-based credentials. Note that
SENDER, in this case could be human (user) or non-human (component). It could also refer to a group rather than
an individual. This is all according to mission policy.

SENDER-IDENTITY is a Binary field that may be used to hold token-like data used by the mission enterprise
policies and procedures for passing authentication credentials, usually the result from an authentication service.

rather than the identity to be authenticated. This could be. for example, a SAML Token or an OpenID Connect ID
Token.

Similarly, SENDER-ACCESS is a Binary field that may be used to hold token-like data used by the mission
enterprise policies and procedures for passing authorization credentials. This could be, for example, an OAuth2
Access Token.
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Each of these fields has a corresponding type indicator to convey within the enterprise the type of data contained in
the field: SENDER-IDENTITY-TYPE and SENDER-ACCESS-TYPE. For example, these fields would convey if

the corresponding field contains a SAML Token or OAuth2 Access Token.

Together, these fields allow the mission enterprise to utilize its own established policies and procedures to convey

authentication and authorization information for a C2MS Message within the C2MS Message Envelope. Any
individual mission enterprise may choose to use neither, either or both IDENTITY and ACCESS fields. These fields

are not evaluated by C2MS. Note that it is often the case and may be required according to mission policies and

procedures to sign and/or encrypt the SENDER-IDENTITY and SENDER-ACCESS fields. In practice these fields

are often represented as String types, but because they may be encrypted and because C2MS does not proscribe any

particular implementation for mission use of identity or authorization management, C2MS employs Binary types for

these fields.

8.1.2 C2MS Message Envelope Subject

The C2MS Message Envelope does not define any particular Subject. It is assumed that the Message Subject is that

of the contained C2MS Message itself and should be established by the sender at the time of creating the message

and inserting it into the message envelope.

8.1.3 C2MS Message Envelope Contents

The C2MS Message Envelope contains fields as described in the figure and table below.

The following figure shows a UML Class Diagram of the C2MS Message Envelope with its required, optional, and

tracking fields.

C2MS Message Envelope

-ENVELOPE-VERSION : F32 = 2024.0
-SPECIFICATION : Subject Token String = C2MS
-UNIQUE-ID : GUID [0..1]
-PUBLISH-TIME : Time [0..1]
-SEC-ENCRYPT : Boolean
-TIME-TO-LIVE : U4 [0..1]
-MW-INFO : String [0..1]
-CONNECTION-ID : U32 [0..1]

-NODE : String [0..1]

-PROCESS-ID : U32 [0..1]
-USER-NAME : String [0..1]

-MESSAGE-SECURITY

Message Security

0.1

C2MS Message Abstraction

Is Abstract

C2MS Message

Figure 8.1: C2MS Message Envelope Diagram

“SENDER-IDENTITY : Binary [0..1]
-SENDER-IDENTITY-TYPE : String [0..1]
-SENDER-ACCESS : Binary [0..1]
-SENDER-ACCESS-TYPE : String [0..1]
-SEC-ENCRYPT-KEY-ID : UB4 [0..1]
-SECURITY-CONTROL-INFO : String [0..1]

y ic Key

-ASYM-KEY-AUTH|_p)G|TAL-SIGNATURE : Binary
0.1 |-SIGNER-PUBLIC-KEY : Binary [0..1]

Y Key A

0.1

-MESSAGE-AUTHENTICATION-CODE : Binary
-SYM-KEY-AUTH |-AUTHENTICATION-KEY-ID : U84 [0..1]

The following table describes additional field names, values, and notes for the C2MS Message Envelope.

Table 8.1: C2MS Message Envelope Additional Information
Field Name Type Presence Value Description
ENVELOPE- F32 ) ) "
VERSION (Constant) R 2024 Version number for this envelope description

74

Command and Control Message Specification™ (C2MS™) V1.0




Field Name Type Presence Value Description
Subject
SPECIFICATION m R c2mMs Name of Specification Document used to define this header
(Constant)
Globally unique ID - reserved for use by implementation

UNIQUE-ID GUID 0 (PSM)

PUBLISH-TIME Time 0 Time the message was sent in UTC - reserved for use by

— - = implementation (PSM)

SEC-ENCRYPT Boolean R Indicates whether the MESSAGE-BODY is encrypted
Duration in seconds starting with the PUBLISH-TIME tha it
is valid for the message to be delivered. Note, however, J:nat
this is considered a suggestion. If not specified the transgort
layer implementation (PSM) should use its default duratign
and if a TIME-TO-LIVE is specified here, the

TIME-TO-LIVE Us4 0 In Seconds imglementation (PSMV_ choose how to and whgthert

E—— — = — | honor it based on policy. It is assumed that the polices o
the transport layer implementation (PSM) will be understjo_d
by the message sender. Note that after a message has
expired, the implementation (PSM) should not deliver it tq
any additional recipients and should scramble the securit}
information (keys, key IDs, and signatures).

] Container for information on the underlying middleware, i

MW-INFO String 0 any - reserved for use by implementation (PSM)

CONNECTION-ID U32 0 Unique ID for each connection per process. Reserved fo
—_ — = use by implementation (PSM)
. Actual device (host) generating the message. Reserved fpr
NODE String 0 use by implementation (PSM)
PROCESS-ID U32 0 Application ID for onboard events or Process ID for grour)d
—_ — = events - reserved for use by implementation (PSM)
. Account name or owner of the account that started the
USER-NAME String o component - reserved for use by implementation (PSM)
May be used to hold token-like data used by the mission

MESSAGE- enterpr|§e Q_ohmes and_ procedures for passing

T yeyap— . authentication credentials, usually the result from an
% Binary 0 authentication service, rather than the identity to be

—— authenticated. This could be, for example, a SAML Token

or an OpenID Connect ID Token.

MESSAGE- A discretts sttring dfeggidibEy RthleD gjls_?li_??( entedrprisehto

e ) convey the type o - used, such as a
R e | Stina 2 defined string indicating that a SAML token is held in the

I SENDER-IDENTITY field.

MESSAGE- May bel used !ol hold token-like data used by the miss!on
SECURITY.SENDER- Binar 0 enterprise policies and procedures for passing authorizatjon
W =inary = Elz_refentials. This could be, for example, an OAuth2 Access

— oken.

MESSAGE- A discrete string defined by the mission enterprise to
SECURITY SENDER- String 0 convey thg tvge qf SENDER-ACCESS used, such as a
Wé-TYPE = defined string indicating that an OAuth2 Access Token is

- —— held in the SENDER-ACCESS field.

MESSAGE- An ID used to look up the encryption or decryption key from

SECURITY.SEC- ue4 0 an external key storage service, such as a Key

ENCRYPT-KEY-ID

Management Service, as defined by the mission enterpri

Command and Control Message Speeifieation” *Specification ™ (C2MS™) V-0

). v1.2.1 7|




Field Name Type Presence Value Description
The mission enterprise may define and pass string values
MESSAGE- as a way to communicate expected processing of security
SECURITY.SECURIT String 0 information. For example, how a signer's public key is to be
Y-CONTROL-INFO found. These are to be non-executable discrete reference
string values defined outside of C2MS.
MESSAGE- o
SECURITY ASYM- . The digital signature of the MESSAGE-BODlY qengrated
KEY-AUTH.DIGITAL- Binary D before the message envelope was sent. This field is
SIGNATURE required if ASYM-KEY-AUTH is present.
MESSAGE- The public key of the entity that digitally signed the
SECURITY.ASYM- Bi 0 MESSAGE-BODY. Note that this is not required to
KEY-AUTH.SIGNER- Binary = accompany a digital signature, but may if desired, under
PUBLIC-KEY mission enterprise policies.
MESSAGE-
7SECUE;I'SYM' . The Messaqe Authenti;atio_n Codq, or .MAC (using _
AUTH MESSAGE- Binary D symmetric keys). This field is required if SYM-KEY-AUTH is
AUTHENTICATION- present.
CODE
SE%M- An ID used to look up the symmetric key used in generating
TUKEY- Uss 0 the MAC from an exterpal key sto.raqe service, §u9h asa
AUTHAUTHENTICA Key quaqement Service, as defined by the mission
T TIONKEY-D enterprise.
Cc2MS The contained C2MS Message. This may be an in-the-clear
MESSAGE-BODY Message R message (type C2MS Message) or an encrypted message
Abstraction (type Encrypted C2MS Message).
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8.2 C2MS Message

The C2MS Message class is the base class for all C2MS messages and any extensions. Therefore, all C2MS

Messages contain fields defined in the C2MS Message class, including fields in the C2MS Message Header and the

facility to augment the contents of the message via custom fields.

The following figure shows a UML Class Diagram of the C2MS Message with its constituent parts. Message Headep

and Custom Fields will be described in detail later in this section.

C2MS Message

-CONTENT-VERSION : F32
-NUM-OF-CUSTOM-FIELDS : U16 [0..1

|

-CUSTOM-FIELD |0.."
Custom Field

Message Header

Figure 8.2: C2MS Message Diagram

The following table describes additional field names, values, and notes for the C2MS Message.

Table 8.2: C2MS Message Additional Information

FIELDS -

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version Number for this message content description
Number of custom fields in this message. This field is
NUM-OF-CUSTOM- 16 0 optional for backwards compatibility reasons, as it was

introduced in C2MS 1.2. See Section 8.2.3 C2MS Message
Augmentation through Custom Fields. Defaults to zero.
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8.2.1 C2MS Message Header
C2MS defines a Message Header, with specified fields, which appears in each C2MS Message.-the-name-ofan-item
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C2MS-Message-Header

he Messase Hea or-a MS-m

Message Header appear-in-all of the C2MS messages. Hoever, the values of the Message Header fields may vary
between messages. The specifics of the Message Header field values for each message are included in its
corresponding message section.
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The following figure shows a UML ebjeet-diagram-of theClass Diagram of the Message Header with its
required, optional, and tracking fields.

Required Fields_

-HEADER-VERSION : F32 = 2018.0

-SPECIFICATION : Header String= C2MS

-DOMAIN1 : Header String

-DOMAINZ : Header String

-MESSAGE-TYPE: Header String= {REQ, RESP, MSG}
-MESSAGE-SUBTYPE: Header String

“MISSION-ID : Header String

=CONSTELLATION-ID : Header String

-SAT-ID-PHYSICAL : Header String
=SAT-ID-LOGICAL : Header String
=FACILITY : Header String

Message Header ~COMPONENT : Header String

Optional Fields

-MESSAGE-CLASS: Header String
-MSG-VERSION : String

-CLASS: Header String

-SUBCOMPOMNENT1 : Header String
-SUBCOMPOMNENT2 : Header String

-ROLE : 116

-DESTINATION-COMPONENT : Header String

Tracking Fields

“UNIQUE-ID : Header String
-PUBLISH-TIME : Time
“MW-INFO : String
~CONMNECTION-ID : U32
-NODE : Header String
-PROCESS-ID : U32
-USER-NAME : Header String
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Figure 8-2-

C2MS Message

Message Header

o
Custom Field

-HEADER-VERSION : F32 = 2026.0
-SPECIFICATION : Subject Token String

-DOMAIN1 : Subject Token String

-DOMAIN2 : Subject Token String

-MESSAGE-TYPE : Subject Token String = {REQ, RESP, MSG}
-MESSAGE-SUBTYPE : Subject Token String
-MESSAGE-CLASS : Subject Token String [0..1]
-MSG-VERSION : String [0..1]

-MISSION-ID : Subject Token String
-CONSTELLATION-ID : Subject Token String
-SAT-ID-PHYSICAL : Subject Token String
-SAT-ID-LOGICAL : Subject Token String

-FACILITY : Subject Token String

-CLASS : Subject Token String [0..1]

-COMPONENT : Subject Token String
-SUBCOMPONENT1 : Subject Token String [0..1]
-SUBCOMPONENT2 : Subject Token String [0..1]
-ROLE : 116 [0..1]

-DESTINATION-COMPONENT : Subject Token Siring [0..1]
-DESTINATION-NODE : Subject Token String [0..1]
-DESTINATION-FACILITY : Subject Token String [0..1]
-UNIQUE-ID : GUID [0..1]

-PUBLISH-TIME : Time [0..1]

-MW-INFO : String [0..1]

-CONNECTION-ID : U32 [0..1]

-NODE : String [0..1]

-PROCESS-ID : U32[0..1]

-USER-NAME : String [0..1]

Figure 8.3: Message Header Diagram
Fable-8-3-below

The following table describes additional field names, values, and notes for the Message Header.

Fable-8-3———Table 8.3: Message Header Additional Information
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Field Name Type Presence Value NotesDescription
HEADER- 2049F32 R 2026 Version Numbernumber for this
VERSION (Constant) - - message description

Name-of Specification-Document
used-to-define-this-headerName of
Subiect Token specification governing the
SPECIFICATION _IStrm— R C2MS _or C2MS-EXT structure, conventions, and uses of
=ting the message containing this header.
Always C2MS or C2MS-EXT for
C2MS-compliant messages.
DOMAIN1 Sub) ect. Token R Addlltlonal field to allow for more
String filtering
DOMAIN2 Sub) ectl Token R Addlltlonal field to allow for more
String filtering
Subject Token Value Description
MESSAGE-TYPE String R IEIESCI)D EZ?S??; Message type identifier:- REQ;
(Enumeration) MSG Message
See Table 6-6-Descriptions-of
the Message Elements of the Unique message subtype identifier,
MESSAGE- Subiject Token R C2MS-SubjectName-See Table | fixed for core C2MS Standard
SUBTYPE String = 6.6: Descriptions of the Messages-, customizable for C2MS
Message Elements of the C2MS | Extension Messages
Subject.
) Generic field for missions to classify
MI(E:SLSAggE Sub(sa;:rtinToken 0 their message set to aid message
=l disposition.
MSG-VERSION String [0} Version information for the message
- - 5 F
UNIQUED R i
T -
PUBLISH-TIME reserved-for use by-implementation
(PSMy
Container forint -
MW-INEC . )
t d.“ 9 dd.e QFZI B6rVocHfor s
Unigue ID for each connection per
CONNECTION-ID process. Reservedforuse by
! or{PSM
Subject Token Unique mission name, e.g.,
MISSION-ID _IStnn— R MOONMAP, SUNSCAN,
=ling TEMPTRACK, etc.
CONSTELLATIO Subject Token R Used for constellations or satellite
N-ID String - groupings
SAT-ID- Subject Token R An ID for the satellite that is fixed for
PHYSICAL String - its mission life
An ID for a satellite or group of
SAT-ID-LOGICAL Sub) ect. Token R sa'telllltes.that can change during its
String mission life (ex., a positional
reference)
A physical source (i.e-., ACS Lab,
Subject Token CandDH String, etc.) generating the
FACILITY . R
String = message, e.g., spacecraft, remote

site, etc.

84

Command and Control Message Specification™ (C2MS™) V1.0

Inserted Cells
Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells



Reserved for use by implementaf

; - -
b= e e e
. o (PSM
Application1D-for-onboard-events-or
PROCESS-ID Process ID-for ground events - reserved
‘ i o (PSM
See-Table-A-1-Software Class-ahd
CLASS Sub'ectl Token 0 jes-See Table A.1:
String = Software Class and Subclass
Categories.
Subject Token Name of software application, ex
COMPONENT String R APP1, CLIENT2, TAC3
. First subsystem level within the
SUBCO.MPONEN Subject Token eCt. Token [0} component that produced the
String
message
. Second subsystem level within the
SUBCO%PONEN Subject Token eCt. Token 0 component that produced the
String
message
Account name or owner of the account
USER-NAME that started the component - reserved for
. o (RS
Value Description Role the component is assigned in
116 1 Primary, Master the configuration (Primary, Backup,
ROLE — 0 2 Secondary, Backup | Hot Backup, Secondary, Spare ..{).
= 3 Tertiary Roles are dependent on the
operational concepts being
- - Spare, ... employed in the configuration.
Intended component recipient of the
. message (if any)._Though optional
%%JL%J&%’# M‘ﬁ D in the definition of the header itsjf
in certain message types, this field
is required.
DESTINATION- Subject Token 0 Intended node recipient of the
NODE String = message (if any).
DESTINATION- Subject Token 0 Intended facility recipient of the
FACILITY String = message (if any).
Tracking Field - Globally unique|ID
UNIQUE-ID GUID [0} —reserved for use by
implementation (PSM)
Tracking Field - Time the message
PUBLISH-TIME Time 0 was sent in UTC - reserved forﬁg_
by implementation (PSM)
Tracking Field - Container for
) information on the underlying
MW-INFO String 0 middleware, if any - reserved for
use by implementation (PSM)
Tracking Field - Unique ID for each
CONNECTION-ID U32 0 connection per process. Reservefl
for use by implementation (PSM)
Tracking Field - Actual device
NODE String 0 (host) generating the message.

PSM)
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Tracking Field - Application ID for
onboard events or Process ID for

PROCESS-ID u32 [0}
— ground events - reserved for use by
implementation (PSM)
Tracking Field - Account name or
USER-NAME Strin 0 owner of the account that started

the component - reserved for use by

implementation (PSM)

8-1.18.2.1.1__ Fields for Subject- NamesSubjects

SPECIFICATION, DOMAIN1, DOMAIN2, MISSION-ID, CONSTELLATION-ID, SAT-ID-PHYSICAL, SAT-ID-
LOGICAL, MESSAGE-TYPE, MESSAGE-SUBTYPE

As discussed in Section 6-2-36.2.4 E2MS-Subjeet Name-StandardC2MS Message Subject Standard, the first
set of elements of the C2MS subject are fixed. Please refer to this section for important information on the format of

stubjeetnamessubjects and their content. All of the elements of the C2MS subjeet-rameSubject can be made up
from required fields in the C2MS Message Header.

Recall that the definition of the subject follows the following format:

SPECIFICATION.DOMAIN1.DOMAIN2 .MISSION.CONST.SAT.MSGTYPE.MSGSUBTYPE.MEI.ME2.ME
3.

TFable-8-4-belowThe following table shows how fields from the C2MS Message Header can be directly used as
elements of a C2MS Subject-Namae.

It is important to remember that a C2MS Subject Nae-is text that is in BPPERCASESubject Token String
format, so if a field’s value is extracted from the Message Header and used in the StbjeetNamesubject, it must be
in UPPERCASESubject Token String format.

Fable- 84— Table 8.4: Mapping of Message Header Fields to the C2MS Subject-Nanie
Subject Name-Element Possible Fields Used from the Message Header Field
Specification SPECIFICATION
Domain1 DOMAIN1
Domain2 DOMAIN2
Mission MISSION-ID
Const CONSTELLATION-ID
SAT SAT-ID-PHYSICAL or SAT-ID-LOGICAL
Type MESSAGE-TYPE
Subtype MESSAGE-SUBTYPE
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8.14:28.2.1.2 _ Fields for Message Uniqueness
UNIQUE-ID, PUBLISH-TIME

The UNIQUE-ID is a globally unique ID reserved for use by the implementing software. It will make each message|
uniquely identifiable from all others. The implementing software likewise may supply the PUBLISH-TIME at-the
time-of publieation-ofindicating when the message- was sent (in UTC). These fields are valuable for

identification and tracking purposes.

8.1.38.2.1.3 _ Middleware Tracking Information
MW-INFO, CONNECTION-ID

These fields are reserved for use by the implementing software. The implementing software may fill in these
Message Header fields prior to sending the message. They serve to identify the connection and/or path of the
message with the underlying middleware, if any.

8.1.48.2.1.4 __Component Information — Location and ID
FACILITY, NODE, PROCESS-ID

These fields refer to physical locations, equipment, or identifiers. For example, facility might refer to a city,
building, LAN, satellite control center, room, or whatever is used to uniquely identify the physical location. NODE
will normally be used to identify a single piece of equipment - commonly a computer. It could also refer to a larger
entity such as a satellite tracking station. Typically, the node is found within the facility. Another example usage is
the computers (nodes) found on a LAN (facility).

PROCESS-ID is the unique ID of an executing task or process on a NODE and is usually assigned by the host
operating system.

The combination of these three fields serves to uniquely identify the executing software process within an enterprisg.

The implementing software will optionally supply the NODE and PROCESS-ID information on which the process i
executing in the Message Header.

8.4.58.2.1.5 Component Information — Logical

CLASS, COMPONENT, SUBCOMPONENT1, SUBCOMPONENT2, USER-NAME, ROLE, DESTINATION-
COMPONENT

These fields provide for source traceability of a message. A C2MS Class is a high-level category of functionality. Al
C2MS Subclass is defined as a subset genre of a Class. A Class is composed of one or more subclasses. A C2MS
Component is defined as the name of the executing software application that fulfills, in part or in whole, an instance]
of a C2MS Class or Subclass. Class and Subclass are sometimes used interchangeably to refer to a type of system,
whereas component always refers to an actual piece of software. The component generates C2MS messages and
identifies in the Message Header the Class and/or Subclass to which it belongs. It has the option to further delineate
the source of a message by using the SUBCOMPONENT1 and SUBCOMPONENT? fields. The relationship

between the C2MS Classes and Subclasses is shown in Fable-A—Produet-CategoriesTable A.1: Software

Class and Subclass Categories.

The implementing software will optionally supply the USER-NAME field, which is the name or owner of the
account that started the component. The ROLE of the component is optionally supplied to indicate what function th
component is assigned to play in the overall concept of operations. Components will perform different functions
depending on their roles and responsibilities. The DESTINATION-COMPONENT field is the intended recipient of

IS
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the message and also appears in the subject
the definition of the header, this field may be required when the header is used in certain message types. For

—of many messages. Though optional in

example, all response messages require the DESTINATION-COMPONENT to be specified.

Centelonc llenitor Lovel Messages

8.2.2 C2MS Message Types

All messages in the core C2MS specification fall into a hierarchy containing three main branches includin,
notification, request and response messages. See Section 6.4 C2MS Messages: Their Characteristics and Interactions

for a detailed discussion of this hierarchy.

Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all

have in common are shown in the following figure:

C2MS Message
Is Abstract

-CONTENT-VERSION : F32
-NUM-OF-CUSTOM-FIELDS : U16 [0..1]

Message Header

E

C2MS Notification Message

{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

C2MS Request Message

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}

C2MS Response Message

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

s}
RESPONSE-STATUS
1=Acknowledgement,

U

iled Completion
S=Invalid Request,
6=Final Message

The use of "6=Final Message"
has been DEPRECATED

Is Abstract

Is Abstract

Is Abstract

-REQUEST-ID : GUID

-REQUEST-ID . GUID

-RESPONSE-STATUS : 116 = {1,2,3,4,5,6}

-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

9

Figure 8.4: C2MS Message Hierarchy

’ [iN
The default value for
FINAL-RESPONSE is
specified individually in
each response
message type

As shown above, all C2MS Messages include a field called "CONTENT-VERSION" inherited from the base class

all C2MS Request Messages include a "REQUEST-ID", and all C2MS Response Messages include a "REQUEST-

ID", a "RESPONSE-STATUS", an optional "FINAL-RESPONSE", and other fields.

CONTENT-VERSION in each message indicates the version of that message (as opposed to the version of the

C2MS Message Envelope or the Message Header). For example, this field had a value of "2019.0" in Telemetry

CCSDS Packet Message when first introduced with C2MS 1.0 but was updated to "2024.0" with C2MS 1.1, when

new optional fields were added to that message.

8.2.3 C2MS Message Augmentation through Custom Fields

In the event that any given C2MS Message could be made more useful for a particular use case, all C2MS Messages

can be tailored by adding custom fields in the form of name-value pairs. This prevents the need to redefine C2MS

messages in order to customize them, as has sometimes been observed in earlier versions of C2MS.

Domain, Mission or Satellite specific logic determines the meaning and enforcement of these custom fields.

C2MS recommends applying unique designators to the beginning of the CUSTOM -FIELD.Name to distinguish the

mission, vendor, or other appropriate namespace to avoid naming collisions with fields defined by others.
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Finally. as a convention C2MS recommends adding custom fields to C2MS Messages only when there is no way to

utilize the base C2MS Message contents for the purpose and to the extent that the custom fields naturally enhance
and belong to the given message. For example, custom fields added to the Mnemonic Value Data Message should
relate to mnemonic value data and not be already available in the Mnemonic Value Data Message.

The following figure shows a UML Class Diagram of the Custom Field with its internally-defined fields.

C2MS Message
M Header
-NUM-OF-CUSTOM-FIELDS : U16 [0..1] I

-CUSTOM-FIELD |0..*
Custom Field
-n.NAME : String

-n.VALUE

Typed Variable

-CONTENT-VERSION : F32 = 2026.0

-DATA-VALUE : Binary

-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, 116, 132, 164, String, U16, U32, U64, Custom}
-CUSTOM-TYPE-DISCRIMINATOR : String [0..1]

Figure 8.5: Custom Field Diagram
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The following table describes additional field names, values, and notes for the Custom Field.

Table 8.5: Custom Field Additional Information
Field Name Type Presence Value Description
CUSTOM- Strin R For application use. Name of the ‘n' custom field - “n” starts at “1”.
FIELD.n.NAME =ting - Care must be taken to avoid collisions in custom field names.
CUSTOM- Tvoed For application use. Value of the ‘nt” custom field - “n” starts at “1”.
e yped R This field represents the value of the name-value pair as agreed
FIELD.n.VALUE Variable -
upon between the producer and consumer of this message.

8.3 Monitor-level Messages

Monitor type messages are provided in C2MS covering two different aspects of the overall system as follows:

Event Messages relay information at the SATOPS level. These are occurrences of note related to managing
satellites and satellite contacts monitored by the C2 System, such as acquisition or loss of signal, command state on
the vehicle, and telemetry limit state transitions.

Log Messages capture processing at the application level. These provide a view into the flow of control within the
componentry of the overall system, such as configuration changes, completion of flight dynamics products, receipt
of directives, data processing flow, unexpected software conditions, component lifecycle reporting, etc.

Care must be taken to provide monitoring information of the appropriate type, following the above separation
between Events and Logs. Note that in early versions of C2MS, there was a single Log Message that encompassed
all of the monitored information. In C2MS 1.2, Event Message was introduced to distinguish SATOPS reporting
from capturing application process flow.

When creating Event Messages or Log Message. with corresponding text and details, it is recommended to use the
suggested text format, when specified, and to seek to achieve the following clarity goals:

Decipherable — Notifications through Event Messages and Log Messages should be readable, self-
explanatory, and easily recognizable whether in a display or hardcopy report.

Discernable — Event Messages and Log Messages should be easy to parse for information extraction
particularly the MSG-TEXT and MSG-TXT-DETAILS fields.

Deterministic — Once an Event Message or Log Message has been recognized and information extracted
from it (and others to provide context), making a decision and taking action becomes more perceptible. It

also becomes easier to pre-define the actions and program them into clear, unambiguous rules.

8.3.1 _AlLegEvent Message

at a ground system or

satellite event has occurred—eg-Me o b v SIVIRE rmationsh

also-used-to-convey-the-severity-of a-situation—, such as contact transitions or satellite events. For example,

a ground system event might indicate that a loss of signal is detected for a satellite data stream, and a satellite event

might indicate a change in state of health of the vehicle.
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If EogEvent Messages are saved in an archive, they can provide a wealth of data as well as a chronological history

of the-ground-systemraetivities-contact processing and vehicle state. This audit trail can be very useful in

troubleshooting and reporting SATOPS anomalies.

As a suggested best practice, while a component may produce Event Messages for a variety of reasons, at a
minimum these components should produce an Event Message any time the SEVERITY level changes for the

situation or element being evaluated.

For example, if an antenna that is engaged in a contact moves from Normal' to 'Distress' SEVERITY an event
should be produced, and again if it moves from 'Distress' to 'Critical', and again if it moves from 'Critical' to
'Normal'. Optionally, a component that is concerned with the state of that contact may choose to monitor that
antenna directly, if able, without relying only on the receipt of each Event Messages.

Table 8-5———£0¢8.6: Event Message Summary

Sender Any C2MS compliant application

Senders-Intended Usage by . )

Sender Noify
Expert Subelass-Alert-Subelass;-andSubsystem, Alerting Subsystem,

Receiver Assessment SubslassSubsystem, or similar, that uses LogEvent
Messages

mmtended Usage by SubseribeReceive event notification messages

What Log-action-ereventEvent for display, archive, data mining, reporting, etc.

When As needed

Examples

1. Any component needing to disseminate H#Hfermationevents related to SATOPS should publish-a
Fogsend out an Event Message.

2. A-Message-LoggerAn archiving application may subseribe-tofilter for all messages to place in an

archive.

3. A flight dynamics application may subseribe-to-Flight Dynamies Notification-event-typefilter

for Orbital Event occurrence types.

4. A display application may stubseribe-tofilter for Critical (Level 4) Severity messages-Event Messages.
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8.3.1.1 Event Message Subjects
Table -6——£L0¢8.7: Event Message Subject Naming
Ss;::faitd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | pomaiNt | DoMAIN2 | missioN | consT | saT | TYp | susTYp ME1 ME2 ME3 ME4 | ME5| | ME6
Element fication
[Subclass | [Oceur- .
[Cormpo- ARG, rence: w [ref
[domain 1 [domain 2 =FG; Q-med-’ [user; iR
Subject coms | system | —oystem | mission) | 1900 | sy | msg | HOGEVEN | of oMD; | LOS; mes oy | ENCE:
Content © - ation] T publisher] | DIR— | -RED, optiofal | |
specific] specific] 4- USER] '
COMPONE | F:M —YEL GHL][SEVE optional
NT] JSUBCL OCCURRE Il?[—ITY ]
ASS NCE-TYPE] RITY]
Example for
Publisher/ | Coms DOM1 pom2 | mssN | onst | sati |wmse | H© TLM3 v | REPILM- 8 WSS | 204199
EVENT LIMIT 4
Sender
Example for
Publisher/ | CoMs DOM!1 pov2 | mssN | onst | sat1 |mse | H© TLM3 cmp | SMBVSEN n WSEWS | 493064
EVENT T 8
Sender
Example for
Subscriber/ | C2MS DOM! pom2 | MssN : + | mse 'EQGE\M : . . . st
Receiver 1
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Log Message Subject Names

Table 82— 8.8: Properties of the Miscellaneous Elements for the LegsEvent Message

Miscellaneous Element Required / Optional Description Field in Msg, if applicable
ME1 Required Component name of COMPONENT from header
publishersender
The subclass of the SUBCLASS
ME2 Required legcomponent or subsystem

to which the event message
occurrence belongs
The occurrence type of the OCCURRENCE-TYPE

ME3 Required
event
ME4 Required The severity of the log SEVERITY
messageoccurrence
The user or work-position USER
MES5 Optional originating the event
message
VE6 Otional A reference D assigned to REFERENCE-ID
— =pliona: the event message
MES Optienat
Examples for Publisher/Sender

Appl, TLM2, and TLM3 each send aJt-0gan Event Message.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.EOG-APPLIEVENT . Appl. TLM.REBP-4A0S.1

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.EO6-APPLIEVENT . Appl.CMD.EMBV-4SENT. 1
.WS3.794

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.EOGEVENT . TLM2 . TLM . REB-4TLM-
LIMIT.3.DECOM1.456

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.EOGEVENT . TLM3..SCHTLM. PREPASS . 1-ROUTF
NE

Examples for Subseriber/Receiver
C2MS.* . * . * * * MSG.HOG+—>EVENT.>
C2MS.*.* .MSSN.*.* .MSG.EOG-—>EVENT.>

C2MS.*.*.*.*.SAT1.MSG.EOGEVENT . TLM2—>. >
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C2MS.*.* .MSSN.*.* . MSG.EOGEVENT . * . * , * 4>+

Note that since some elements are optional, it is best to stbseribe-withfilter using the “>2“+" character to ensure
capturing all messages.

8.2.14.28.3.1.2 LogEvent M ge HeaderPre-defined Field Values

The abbreviated Table-8-8-belowtable below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the EogEvent Message, including both message and message header
fields.

Table $-§- Lo£8.9: Event M je Header-NotesPre-defined Field Values
FieldN v N
MESSAGE-SUBTYPE LOG 5 que EHEEEgEEE o fixod-for C2MS
More . - -
Pleasereferto-Table
8-3 Message Header
for a complete
d’efme‘n—l it T
Log
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE EVENT
CONTENT-VERSION 2026.0

8.2.1-38.3.1.3 Event Message Contents

Eigure-8-3-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the EogEvent Message
with its required and optional fields.
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Message Header

Required Fields

-CONTENT-VERSION : F32 = 2018.0
-SUBCLASS : Header String

Log Message

SEeHRRENSE-TFrPE—Hender String
-SEVERITY: 16 = {0, 1, 2, 3, 4} &
=EVENT-TIME : Time

=MSG-TEXT : String

Optional Flelds

~-MESSAGE-TYPE : Header String= MSG
-MESSAGE-SUBTYPE: Header String= LOG

C2MS Message

-USER : Header String
-SPACECRAFT-TIME : Time
-REFERENCE-ID : Header String
=MSG-TEXT-DETAILS : String

-SPECIAL-INFO : Binary

-CONTENT-VERSION : F32
AN

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

FAY

Event Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == EVENT,
CONTENT-VERSION == 2026.0}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SEVERITY : 116 = {1, 2, 3, 4} q
-USER : Subject Token String [0..1]
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]

Message Header
Custom Field

0.*

SEVERITY
1=Normal,
2=Warning,
3=Distress,
4=Critical

SEVERITY
0=Debug,
1=Nominal,
2=Medium,
3=High,
4=Critical

Figure 8-3———L6¢8.6: Event Message Diagram

Fable-8-9-belowThe following table describes additional field names, values, and notes for the LogMessage:
Fable 8-9—LogEvent Message-AdditionaHnformation.

Field Name Value Notes

CONTENT-VERSION

2019 Version-Number-for this message
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SPECIAL-INFO

LogTable 8.10: Event Message Additional Information

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Xersign INumber for this message content
_— escription

. See Table A1 Subclass generating the Event Message (pr
SUBCLASS m;;:tfl’ﬂ R Software Class and applicable subsystem of which the Event
=tind Subclass Categories Message belongs)
See ables In Secfion An occurrence type that categorizes the kind
OCCURRENCE- Subject Token R 8.3.1.4 Event of activity or event that happened, triggering
TYPE String = Message Occurrence
the Event Message
Types
Value | Description | Indicates the severity of the Event Message.
1 Normal Scale traditionally applied to message baged
SEVERITY 116 R - on requirements and characteristics of the
_ (Enumeration) = 2 Warning component or ground system. The severif]
3 Distress may be used to alert the operator in some|
4 Critical way such as visual or audible notification.
USER Subject Token 0 The user/work position/proc to which the
I String = message relates
Time on the spacecraft that the event
happened (may be earlier than actual pos|
SPACECRAFT-TIME Time 0 time). Note that this is to accommogate a
_ difference between the spacecraft time an
UTC. Itis however reported here in the saime
format as all C2MS Time values.
) Time event happened in UTC (may be eatlier
EVENT-TIME Jime R than PUBLISH-TIME time)
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Field Name Type Presence Value Description

REFERENCE-ID Sub'se;:t Token 0 Aflocal index or map to a table of additional
- ring = information
MSG-TEXT Strin R Text for display (typically about 60 characters)

One or more paragraphs that includes more
detail. Suggested corrective action. Suggest

specifying URL in this field

MSG-TEXT-DETAILS String

(@]

8.2.1.48.3.1.4 Event M ge Occurrence Types

The foHewingtables;-starting-with-Table-8-10; in this section list suggested ogEvent Message occurrence
types. The OCCURENCE-TYPE field is a required field. The tables contain lists of gretnd-systemSATOPS

occurrences that could be used to identify the evertoccurrence that triggered the generation of the ogEvent
Message.

This is not a complete list of occurrence types. Additional values can be added as necessary.

8.2.1.4.18.3.1.4.1 Pass Related Occurrence Types
Fable-8+0———Table 8.11: Pass-Related Occurrence Types

Value Occurrence Type Occurrence Description
Period of time prior to start of a pass. Allows for allocation,
setup, and check out of resources, communication
PREPASS Pre-Pass pathways, and general preparation. Could be ~5-10 minutes
in length.
PASSSTART Efsr;ned Start Time of ;Ii'rl]:;e)z in UTC the pass is scheduled to start. (Scheduled AOS
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Value Occurrence Type Occurrence Description

Actual time_in UTC of the AOS when ground (antenna)

AOS Acquisition of Signal receives the signal; or could be the time in mission operation
center when first data is received.

LOS Loss of Signal Actual Fim.e in UTC the data drops out or ceases
transmission.

PASSEND Planned End Time of Time in UTC the pass is scheduled to end. (Scheduled LOS

Pass time).

Period of time immediately after the LOS to wrap up the
pass activities. Could include deallocation of resources,

POSTPASS Post-Pass producing pass summary reports, initiation of offline data
processing, and so on. Could last a few minutes or until next
Pre-Pass.

For pass-related occurrences, it is recommended that the MSG-TEXT portion of the 1-0gEvent Message contain thg

Occurrence Type value and the EVENT-TIME value in the format of:

[OCCURRENCE-TYPE] Time: [EVENT-TIME]

Examples

PREPASS Time: 2014-74-16:18:15
PASSSTART Time: 2014-74-16:28:15
AOS Time: 2014-74-16:28:16
PASSEND Time: 2014-74-16:46:30
LOS Time: 2014-74-16:46:40
POSTPASS Time: 2014-74-16:47:20

8.2.1.4.28.3.1.4.2 Telemetry Limit Violation Occurrence Types
Table -++———8.12: Telemetry Limit Violation Occurrence Types

Value Occurrence Type Occurrence Description
Reports mnemonic returning to (i.e.,
NORMAL 1=Normal Range entering) a Normal (within range)
condition.
_ R Reports mnemonic entering erexiting
REDWARNING Red2=Warning Limit reda Warning limit condition
. - Reports mnemonic entering erexiting
YELDISTRESS Yellew3=Distress Limit a Distress limit condition
Reports mnemonic returning-toentering
NORMCRITICAL Normal-Range4=Critical Limit a normak-orwithinrange;Critical limit
condition-

For telemetry limit violation notices, it is recommended that the MSG-TEXT portion of the Log-messageEvent

Message contain the following information.

Command and Control Message Specification ™ (C2MS™), v1.2.
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[term for value] [tlIm word #] [mnemonic] [violation description] “the” [limit description] “Limit of”
[threshold value] “with a value of” [mnemonic value] [mnemonic units]

Examples

LRV #102 BATVOLT1 exceeded the Lower ¥Yeltow LimitWarning limit of -12
with a value of -13 volts

TLM #156 BATVOLT2 is above the Upper RedbDistress limit of 15 with a
value of 15.75 volts

CVT #156 BATVOLT3 is within the me¥matNormal limit of 16 with a value
of 14.75 volts

Note:
LRV - Last Received (or recorded) Value

TLM — Telemetry
CVT — Current Value Table

8.2.4:4.38.3.1.4.3 Command Verification Occurrence Types

el
Table 8.13: Command Verification Occurrence Types
Value Occurrence Type Occurrence Description
The network that connects the ground system to the spacecraft
XFRD transferredToRange has received the command. (Comes from something other
than the spacecraft.)
The command has been transmitted to the spacecraft by the
SENT sentFromRange network that connects the ground system to the spacecraft.
(Verifier comes from something other than the spacecraft.)
RCVD Received The SpaceSystem has received the command.
ACPT Accepted The SpaceSystem has accepted the command.
QUED Queued The SpaceSystem has scheduled the command for execution.
EXEC Executing The command is being executed.
COMP Complete Command is considered complete.
FAIL Failed The command failed.
TIMEOUT Timeout l’;rp;l :()j(pired for the command to complete. A specific instance

The values in the table above were taken from the master schema for the OMG Space Domain Task Force XML
Telemetric and Command Exchange (XTCE) format. This document is found at https://www.omg.org/spaee/xtce.

No recommended format has been defined for this occurrence type.

8.2.1.4.48.3.1.4.4 Miscellaneous Occurrence Types
Table $-/3———8.14: Miscellaneous Occurrence Types
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https://www.omg.org/xtce

Value Occurrence Type Occurrence Description
ORB Orbital Event &po@ calculated Qrbltal event §uch as orbit number,
- - ascending/descending node, eclipse state
SAT Satellite Indicates/reports activity occurred on the satellite

8.3.2 Log Message

A Log Message is time-tagged text generated by an application to provide insight into its internal processing.
Examples include receipt of directives, data processing flow, and software state.

Note that the use of Log Messages for SATOPS events is deprecated as these should be conveyed in Event
Messages.

While it is common for applications to log this kind of information locally, the intent of the Log Message is to
provide relevant application processing information to the larger community of (distributed) peer applications. If
Log Messages are saved in an archive, they can provide a chronological history of the processing of C2 system
components. This audit trail can be very useful in troubleshooting unexpected issues in system behavior.

Table 8.15: Log Message Summary

Sender Any C2MS compliant application
Intended Usage by Sender Notify
Receiver Expert Subsystem, Alerting Subsystem, Assessment Subsystem, or

similar, that uses Log Messages
Intended Usage by Receiver Receive log data notification messages

What Log item for display, archive, data mining, reporting, etc.
When As needed
Examples

Any component needing to disseminate information related to processing at the application level should
produce a Log Message.

A display application may filter for Critical (Level 4) Severity Log Messages.

Command and Control Message Specification ™ (C2MS™), v1
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8.3.2.1 Log Message Subjects
Table 8.16: Log M 2ssage Sub'|ect Naming
Sst%::fa_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Spec: | pomaNt | pomAIN2 | mission | consT | saT | TYP | suBTYP ME1 ME2 ME3 ME4 ME5
Element fication
. domain 1 domain 2
Subject COMS _ system _ system [mission] constell saf] | Msc L0G [COMPON | [SUBCLA | [OCCURRE | [SEVERITY USER]
Content - " ation — ENT SS] NCE-TYPE ] [USE}
sgecmc sgecmc
Ex—gg‘ﬂ% CoMS DOM!1 pom2 | mssN | onst | sati | mse | Log TLM3 M CFG 1 ws3
Ex_ggz% CaMs DOM1 DOM?2 MSSN | CNs1 | sAT1 | MsG |  LoG FD1 EPH SYS 4 wsH
E’:aﬂ".'e—"” CoMs DOM1 poM2 | mssn . + |wseg| Lo . * * * +
eceiver
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Table 8.17; Properties of the Miscellaneous Elements for the Log Message
Miscellaneous Element | Required / Optional Description Field in Msg, if applicable
ME1 Required Component name of sender COMPONENT from header
The subclass of the component or
ME2 Required subsystem to which the occurrence SUBCLASS
belongs
ME3 Required The occurrence type of the Log Message | OCCURRENCE-TYPE
ME4 Required The severity of the occurrence SEVERITY
ME5 Obtional Lhe#::;;rfork—gosﬂlon originating the USER
. A reference ID assigned to the log
MES Optional message REFERENCE-ID

Examples for Sender

Appl, TLM2, and TLM3 each send a Log Message.

C2MS.DOM1 .DOM2 .

MSSN.CNS1.

SAT1.MSG.LOG.APP1.TLM.CFG.1

C2MS .DOM1 . DOM2

.MSSN.CNS1

.SAT1.MSG.LOG.APP1.CMD.SYS.4.WS3.794

C2MS .DOM1 . DOM2

.MSSN.CNS1

.SAT1.MSG.LOG.TLM2.TLM.DIR.1.DECOM1.456

C2MS.DOM1 .DOM2 .

MSSN.CNS1.

SAT1.MSG.LOG.FD3.SCH.2

Examples for Receiver

C2MS . > * * * *

.MSG.LOG. >

C2MS.*.* .MSSN.*.* .MSG.LOG. >

C2MS.*.*.* * SAT1.MSG.LOG.TLM2.>

C2MS.*.* MSSN.*.* . MSG.LOG.*.*.*.4.+

Note that since some elements are optional, it is best to filter using the “+” character to ensure capturing all messages.

8.3.2.2 Log Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Log Message, including both

message and message header fields.

Table 8.18: Log Message Pre-defined Field Values

Field Name Value
Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE LOG
CONTENT-VERSION 2026.0
104
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8.3.2.3 Log Message Contents

The following figure shows a UML Class Diagram of the Log Message with its required and optional fields.

C2MS Message

-CONTENT-VERSION : F32
A

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

AN

Log Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == LOG,
CONTENT-VERSION == 2026.0}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SEVERITY : 116 = {0, 1, 2, 3, 4}

-USER : Subject Token String [0..1]
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENGE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]
-SPECIAL-INFO : Binary [0..1]

Message Header

Custom Field
0.*

SEVERITY
0=DEBUG,
1=INFO,
2=WARN,
3=ERROR,
4=FATAL

SPACECRAFT-TIME
and SPECIAL-INFO
are DEPRECATED

Figure 8.7: Log Message Diagram

The following table describes additional field names, values, and notes for the Log Message.

Table 8.19: Log Message Additional Information

Field Name Type Presence Value Description
CONTENT- Version number for this message content
TEpaAN F32 R 2026 —
VERSION — - = description
. See Table A.1 Software | Subclass of the producer of this Log Message (or|
SUBCLASS Sub ;tcrtir;l'oken R Class and Subclass applicable subsystem to which the Log Message
=ting Categories belongs)
. See tables in Section An occurrence type that categorizes the kind of
OCCL.:.EEENCE' Sub|se;;rtirll'oken R 8.3.2.4 Log Message activity or event that happened, triggering the Lodg
- =ting Occurrence Types Message
Val Descripti
aoue DEe;ﬁgp ion Although this field continues to be named
r 'SEVERITY" in keeping with C2MS 1.0, its intent
SEVERITY Enun%ation R % %N is to indicate the logging level of the
(Enumeration) 5 ERROR Log Message as produced by the sending
E FATAL application.
USER Subject Token 0 The user/work position/proc to which the
- String = message relates
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DEPRECATED
SPACECRAFT- Time
TIME

(e}

Time on the spacecraft that the event happened
(may be earlier than actual posted time). Note
that this is to accommodate a difference between
the spacecraft time and UTC. It is however
reported here in the same format as all C2MS
Time values. This field has been deprecated
because it more properly belongs to the new
Event Message than the application logging use
of Log Message. If the spacecraft time is relevant
for a Log Message, it can be added to MSG-
TEXT-DETAILS as desired.

EVENT-TIME Time

170

Time of the occurrence being logged in UTC

(may be earlier than PUBLISH-TIME time). Note

that "EVENT" here has no correlation with Event
Messages.

REFERENCE-ID Subject Token

)
o]

tring

Alocal index or map to a table of additional
information

MSG-TEXT

[%2]

trin

120

Text for display (typically about 60 characters)

MSG-TEXT- o
DETAILS ting

St

(e}

One or more paragraphs that includes more
detail. Suggested corrective action. Suggest

specifying URL in this field

DEPRECATED Binar
SPECIAL-INFO Sinary

(e

For application use. This field has been
deprecated in order to avoid using opaque data
within a notification message that is intended to
provide status and insight into application
processing to other components in the
environment. It will be removed in a future
release of C2MS.

SEVERITY

This field designates the level of the Log Message as determined by the application sending it.

0 (DEBUG) - The message contains fine-grained information useful for debugging the process flow of an

application which is not sent unless debugging the application.

1 (INFO) - Information at a coarse-grained level providing insight into the process flow of an application.

2 (WARN) - The application has neared an error condition, but from which it is able to recover in its current

rocess flow.

3 (ERROR) - The application has encountered an error that prevents it from performing its current process

flow, though the application continues to operate.

4 (FATAL) - A severe error has occurred leading toward an application abort.

1t is assumed that applications producing Log Messages will be configurable to raise or lower the logging level.
Common configurations would be to produce FATAL and ERROR Log Messages. but to be able to add, progressively,
WARN, INFO and DEBUG as needed.
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Similarly, applications that receive Log Messages may allow configurability around the log levels for which they L
monitor. Note that filtering for SEVERITY 2 (WARN) does not result in receiving any other log levels and application
must filter separately for each log level of interest (preferred) or filter for all Log Message log levels and discard those
of no interest after receipt.

8.3.2.4 lLog Message Occurrence Types

This section lists suggested Log Message occurrence types. The OCCURENCE-TYPE field is a required field. The
tables contain lists of ground system occurrences that could be used to identify the occurrence that triggered the
generation of the Log Message.

The component is not required to put out a Log Message for each type of occurrence or state change.

This is not a complete list of occurrence types. Additional values may be added, as necessary.

8.3.2.4.1 Log Message Occurrence Types

Table 8.20: Log Message Occurrence Types

Value Occurrence Type Occurrence Description

CFG Configuration Change Repprts that the physical or logical configuration of the
equipment and/or software has changed.
The echo of a directive message issued by the operator,

DIR Directive command procedure, command schedule, or automated
process

FDN Flight Dynamics Notification Reports completion of flight dynamics process or product

OPER Operator Information Operator entered log message

PROD Product Available and/or Reports that a product has been generated and is available

generated to access

Reports detested-system/software errerprocessing

SYS System/Software information, state changes, errors, or unexpected
conditierconditions

DIR

It is recommended to follow Fable-8—14-belowthe table below when a Log Message is used to echo a Directive
Request Message.

Fable 844——Table 8.21: Log M ge to Echo a Directive Request M g

Retrieve From Here And Insert Into Here
Message Directive Request Message Log Message
Field DIRECTIVE-STRING MSG-TEXT

PROD

It is recommended to follow Fable-8—15-belowthe table below when a Log Message is used to echo a Product
Message.

Fable- 8—+5——ProdTable 8.22: Product Message to Echo a Directive Request Message
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Retrieve From Here

And Insert Into Here

Message Product Message Log Message
Field TIME-COMPLETED EVENT-TIME
PROD-NAME
PROD-TYPE
Field PROD-SUBTYPE MSG-TEXT

PROD-DIST-METHOD
URI

The MSG-TEXT format of the Log Message would be in the following format:

“Product Type/Subtype:” [PROD-TYPE] / [[PROD-SUBTYPE], “Created:” [TIME-COMPLETED],
“Available By:” [PROD-DIST-METHOD] {- URI}

Examples

Product Type/Subtype:
2014-123-14:32:25,
Facility.Node.Computer.Disk.

Created:

Product Type/Subtype:
123-14:32:25,

108

Available By:

Contact Schedule, Prod ID: WhiteSandsl24,
Available By: URI -
directory.filename

Schedule, Prod ID: SCHED124, Created: 2014-
PROD REQ

Command and Control Message Specification™ (C2MS™) v1.2.1



8.38.4 Archive Message Retrieval Messages

Archive Message Retrieval Messages provide access to messages, excluding telemetry data, stored in a C2MS message]
archive. The Archive Message Retrieval Request is used to request messages from the message archive by either:

1. Providing a specific query-like statement to be used directly by the responder to access the underlying data
storage mechanism. These statements could be in the form of a Structured Query Language (SQL) statement
for a database, a grep statement to search for strings inside a file, or Perl script statement.

2. Providing a time range and pairs of message types/subtypes for a coarse description and gathering of
messages.

The Archive Message Retrieval Response returns the status of the Request and the location of the output product.
Although telemetry messages could be archived and retrieved, they are categorized and treated separately since their
data requires specialized processing.

Any number of C2MS messages may be archived by any number of components. For example, one component may
only archive C2MS Log messages. Another component may archive Log Messages and all Directive Request Messages.
Also, components that archive messages do not necessarily have to provide a service to other components to extract
those messages. The messages may be for that component’s internal use only. How the C2MS messages are archived
and organized is left up to the mission. Lastly, as inferred from above, the method of storing the messages is not
defined. A database, flat text files, or any other means could be used.

8-3-18.4.1 _ Archive Message Retrieval Request

The Archive Message Retrieval Request is a service request issued when an application desires messages from a
message archive. The component issues an Archive Message Retrieval Request to an archive provider component that

has access to a message archive. The request specifies the time range and message types;-oF-a-storage-speeifie

Table $-/6———8.23: Archive Message Retrieval Request Summary

Sender Any C2MS compliant application
Senders-Intended Usage by Request
Sender
. Any C2MS compliant application that provides access to a message
Receiver archive, e.g., GREAT
Receivers-Intended Usage by SubseribeRequest processing
Receiver
What C2MS messages
When As needed
Examples

1. An Archive and Assessment component may request archived messages, such as Log Messages for limit
violations, in order to generate a report.

2. A Planning and Scheduling component may request archived messages for the re-planning of a schedule; or
may even request future event messages that have been archived.

3. An analyst may want all archived messages in a specific time window for further problem analysis.
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Fhe-otherThe method for identifying, matching, and extracting messages from the archive is to specify a few key
fields in the messages. This method will result in a coarse selection of messages for perusal. It is not meant to identify a
specific value of a specific field of a specific message - though that is possible in some circumstances. Typically, a
group of associated messages will be located, extracted, and returned.

The Archive Message Retrieval Request-Message Header identifies the message as a C2MS Archive Message
Retrieval Request. The message contents specify the parameters for extraction out of an archive. The parameters are:

Time range

® Type of time: spacecraft or a C2MS standard format

e  Start and stop times of messages from which to retrieve

Messages to examine

® Type and Subtype pairing
e  Name of field in the messages that contains the time to use for the time range

Fields in messages to pattern match

e  Other fields in the message to extract the contents and pattern match
Other fields in the message content specify the output. They are:

Location of the one output file for the product

e  Uniform Resource Identifier (URI) location to store the output file

®  File name of the output file

File description

®  Maximum size of the output file
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e  Format of the output file

e  Version number of the format

Only one file is expected for the output product. The requestor of archived messages has the option of getting the
resulting product file in either or both of the following ways:

® By reference within the response message

® Included within the response message

The C2MS standard-messages that may be archived may contain different time fields. Some are spacecraft time and
some are in UTC, though all use the C2MS standard time format. Also, times in messages can be the actual occurrence
time of an event, the requested execution time, or the publ—ishm time of a message. These times are naturally named
differently. Therefore, the RequestMessagerequest message must specify the name of the time field in the message
to use for the boundaries of the time range.

A previous version of C2MS supported what was called "shorthand" queries in which the requestor could send in a
REQ-STRING rather than enumerating a set of MSGs, specified by NUM-OF-MSGS, to formulate the query. This
REQ-STRING contains "a database query, a script expression, Unix statement, or some other statement" to be executed
within the responding service on behalf of the requestor. REQ-STRING and the "shorthand" method have been
deprecated over security concerns.

What was previously termed the "longhand" method, enumerating a set of MSGs, specified by NUM-OF-MSGS, has
been retained and is now the only non-deprecated method for performing this request.

Note that while REQ-STRING is retained in the C2MS Message definition with DEPRECATED designation, a service|
implementer may choose not to allow REQ-STRING to be used for "shorthand" queries due to those same security
concerns.
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Table $-77—8.24: Archive Message Retrieval Request Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard

Subject SPECE | nomAIN1 | DOMAIN | MissION | consT | saT | TYp | susTyp ME1 ME2 | ME3 | ME4 | ME5 | MEG

Element fication

Gemms“b*ee‘ c2Ms -sys;gm-sys;gm{m@ssien}{em‘?s‘e{saqaeg AMSG | responder-ARCHIVER;

Examplefor

Publisher/ C2M8 DOM* DOM2 MSSN CNS*t SATH | REQ AMSG ARCGHIVER

Seader

Example for

Publisher/ C2MS Lok Do MSSN CNSt | SATH | REQ AMSG ANALYZER

Seader

Example for

Subscriber/ s Lok S * : * REQ AMSG ANALYZER

Receiver
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domain 1 domain 2

: . [ )
18 C2MS —system | —system mission c:t?os;ell [sat] | REQ AMSG ggﬁﬂggﬁgﬁ_lw
. Sub specific specific ation]
ject Content
—"—Exg?m;z:” C2MS DOM1 poM2 | wmssNn | cnst | sat1 | REQ | Awmse ARCHIVER
—"—Exg?m"irf“ C2MS DOM1 DOM2 MSSN NS1 | SAT1 | REQ | AMSG ANALYZER
Egm tefor 1 cous DOM1 DOM2 : : « | REQ | AMSG ANALYZER
eceiver
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Table 8.25: Properties of the Miscellaneous Elements for Archive Message Retrieval Request

Miscellaneous Element | Required / Optional Description Field in Msg, if applicable
Component name of
ResponderOptional component name i
ME1 RegquiredOptional of Service Provider (Responder) (See ggﬁ;;gﬁgg.’# from header
Section 6.4.3.2 C2MS REQ Message
Type)
ME2 Notused
ME3 Notused
Examples

Two components, ANALYZER and ARCHIVER, interact with the Archive Message Retrieval Request.

ANALYZER subject-framre to send the Archive Message Retrieval Request to ARCHIVER:

C2MS.FILL.FILL.FILL.FILL.FILL.REQ.AMSG.ARCHIVER

ARCHIVER subject-tae to receive its own Archive Message Retrieval Request:

C2MS.* . * * * * REQ.AMSG.ARCHIVER

8.3.14.28.4.1.2 Archive Message Retrieval Request Message HeaderPre-defined Field Values

The abbreviated Table-8—19-belowfollowing table shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Archive Message Retrieval Request-Message, including both
message and message header fields.

Fable-8-19——Table 8

Field Name Value Notes
HEADER- Version Number for this
VERSIONMessage message description
Header.SPECIFICATIO 2019C2MS
N
Message essage-type-identiier:
Header. MESSAGE- REQ REQRESP orMSG
TYPE

Unigue message
Message identifir_fixed f
Header. MESSAGE- AMSG CoMS S’
SUBTYPE N

More ... - -
Please refer to Table 8-

3 Message Header
Additional-lnformation —2026.0
fora-complete
definition-=CONTENT-

VERSION

.26: Archive Message Retrieval Request MessageHeaderNotesPre-defined Field Values|
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8.3-1-38.4.1.3 Archive Message Retrieval Request Contents

Figure-8-4-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Archive Message
Retrieval Request with its required, optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32
a3

C2MS Request Message
{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Archive Message Retrieval Request
{Message Header.SPECIFICATION

-PRODSUBTYPE-SUBGATEGDRY[ Product Sublype Subcategory

Message Header MESSAGE-TYPE
Message Header. MESSAGE-SUBTYPE MSG,
CONTENT-VERSION == 2026.0}

-START-TIME : Time

-STOP-TIME : Time [0..1]
-DELIVER-VIA-REFERENCE : Boolean [0..1] = false
-DELIVER-VIA-INCLUDE : Boolean [0..1] = true
-PROD-NAME : String [0..1]

-PROD-DESCRIPTION : Slring [0..1]

-PROD-TYPE : String [0..1] = AAA

-PROD-SUBTYPE : String [0..1] = MSG
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16
-URI : String [0..1]

-NAME-PATTERN : String [0..1]

-DESCRIPTION : String [0..1]

-FORMAT : String [0..1]

-VERSION : String [0..1]

-SIZE - U32 [0.1]

-REQ-STRING : String [0..1] dq
-NUM-OF-MSGS : U16

116

-

>

PROD-TYPE
AAA=Archive and Assessment

0.+ |-N.NAME : Siring

Requested Message

-n.TYPE : String
MSG| ) SUBTYPE : String

TIME-TYPE
0=Spacecraft Time

-

1=C2MS std. Time

0. |-n.TIME-FIELD-NAME : String [0..1] -
-n.TIME-TYPE : U16 [0..1] q
-n.NUM-OF-FIELDS : U16

-FIELD|0..*
-
N Message Field
REQ-STRING is -m.NAME : String
DEPRECATED -m.CONTENT : String
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Required Fields

Message Header

-CONTENT-VERSION : F32=20190
-START-TIME : Time
-REQUEST-ID - U16

Optional Fields

-STOP-TIME : Time:
-DELIVER-VIA-REFERENCE : Boolean = false|
-DELIWER-WIA-IMCLUDE : Boolean = frue

Archive Message Retrieval Request

-MESSAGE-TYPE : Header String = REQ
-MESSAGE-SUBT YPE : Header String = AMSG

Fignre-8-4———Figure 8.8: Archive Message Retrieval Request Diagram

El
-PROD-DESCRIPTION : String
-PROD-TYPE : String = A8A
-PROD-SUBTYPE : String = MSG
-NUM-OF-PROD-SUBTYPES : 16
-PROD-SUBTYPE n.NAME : String
-URI : String
-NAME-PATTERN : String
-DESCRIPTICN : Sring
-FORMAT : String
-WERSION : String
-SIZE: U32
-REQ-STRING : String
-MSG.n.TIME-FIELD-NAME : String
-MSG.nTIME-TYPE: U1 =1
-MSG.nNUM-OF-FIELDS : U18
-MSG.n.FIELD.m.NAME : String
-MSG.n.FIELD.m.CONTENT : String

_PROD-TYPE
AlR=Archive and Assessment

MSG.n TIME-TYPE
__. -0=Spacecraft Time
1=C2MS3 std. Time

Dependent Fields

-NUM-OF-MSGS : 16
-MSG.nTYPE: String
-M3G.n.SUBTYPE : String

TFable-8-20-belowThe following table describes additional field names, values, and notes for the Archive

Message Retrieval Request.

Table 8-20——8.27: Archive Message Retrieval Request Additional Information

Field Name Type Presence Value Value/Description |
CONTENT- 2049F32 R 2026 Version Numbernumber for this message
VERSION — - — —
REQUEST-ID GUID R ID to identify the request message
Requested start time of the messages to §
START-TIME Time R May be relative time or absolute time in U
and Stop Times
D o ideriF T
REQUEST-ID 'grszassusft'
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Requested stop time of the messages
to be retrieved from the Message
Archive. Defaults to the end of the
STOP-TIME Time 6] Message Archive. May be relative time Inserted Cells
or absolute time in UTC. See Table
6.10: Examples of Start and Stop Inserted Cells
Times.
e Indicates if the data will be referenced
DELIVER-VIA- ValueBoolean | DeseripH by a URI in the single response
REFERENCE on0
message. Defaults to NeFalse.
0 No/False
4 i
Indicates if the data is to be included in
DELIVER-VIA- 0Boolean Ne+ the single response message. Defaults Inserted Cells
INCLUDE FalseQ
to YesTrue.
[ 4 | YesiTFrue |
PROD-NAME String o] Name of the product being requested Inserted Cells
DES%FI{?(I)F?'I:I ON String [0} Description of the product in text or xml Inserted Cells
it I
PROD-TYPE String 0 Value ArcEi?/:c;:nZﬂon Product type and subtype being requested. (See Ta |nserted Cells
(Constant) = AAA CategoriesProduct Categories)
Assessment
X String Deleted Cells
PROD-SUBTYPE (Constant) 6] MSG Message
NUM-OF-PROD-
%ﬁ?—sum U16 R Number of further delineations / categories beyond t“l“ ”‘1";‘ ;:'*"““ Alanunnd
= =2 = i i nserted Cells
SUBCATEGORIE as msg subject elements MES, MEG, etc. in the Proc b
S
PROD- First subcategory of the product subtype. (Subject elements ME5, MES, etc. of the
SUBTYPE- Strin D Product Message) - “n” starts at “1”. This field is required for each PROD-
SUBCATEGORY. =ling SUBTYPE-SUBCATEGORY specified by NUM-OF-PROD-SUBTYPE-
n.NAME SUBCATEGORIES.
. Location where the requesting component is asking for the product file(s) to be
URI String o stored. Could be a web address, directory, or folder specification
NAME-PATTERN String [0] Describes the name of the output file
DESCRIPTION Strin [0] Description of the file in text or xml
Deseribes-the-file-formatFor application use. This field describes the file format as
FORMAT String o agreed upon between the producer and consumer of this message.
VERSION Strin [0] Identifies the version of the file
SIZE u32 6] Kilobytes Maximum size of the file acceptable to the requestel |hserted Cells
DEPRECATED Note that this field has been deprecated and will be removea In a Tuture release or |
"REQ-STRING String [¢] C2MS. Deprecated description: Specific to the resp |nserted Cells
requested information. The string will define a database query, @ scriptexpression, |
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Unix statement, or some other statement for extracting the information from the

provider’s repository.

Regulroc i Indicates the number of different message type / subtype pairs requested from the
NUM-OF-MSGS R Message Archive. See note following this|{table.
query:U16
Reaui 'E
using—longhand
MSG.n.TYPE % D Message Type/Subtype pairing to identify the message to be retrieved from the
“4” String archive - “n” starts at “1”. This field is requjred for each message specified by
Reauired I NUM-OF-MSGS.
MSG.n.SUBTYPE i D
query-String
MSG.n.TIME- Strin 0 Name of field in the message that containg the time #~ ~amina AL dnfaultin
FIELD-NAME =ting = PUBLISH-TIME in Message Header. Inserted Cells
Value Description . ) B e Leyererarrrors
usGoTWe | s |y [0 | SemliTme | hUlenbe ot of e imeto e S
TYPE (Enumeration) = 1 C2MS-std: CoMS = ; :
TimeUTC ’
MSG.n.NUM-OF- U16 D Number of message fields to examine anq match fop =~#-im ! fram tha arabivie
FIELDS — = This field is required for each message specified by| Inserted Cells
MSG.n.FIELD.m Name of the message field to match for rerieval from the archive - both “n” and
N;’-\ME o String D "nz)" start at “1”. This field is required for edch field when MSG.n.NUM-OF-FIELDS
> 0.
MSG.n.FIELD.m . Contentg of the message field used in maich.ingl thel messages for retrieyal from
C(.JNTENT- ' String D the archive - both “n” and "m" start at “1”. This field is required for each field when

MSG.n.NUM-OF-FIELDS > 0.

HOv1.2.4
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NUM-OF-MSGS must be at least ‘1’ unless using the now deprecated “shorthand” query method with REQ-
STRING (described earlier), in which this field value must be ‘0’.

8-3.28.4.2  Archive Message Retrieval Response

An archive message provider responds to an Archive Message Retrieval Request by sending an Archive Message
Retrieval Response. The archive message provider must return the status of the action completed along with the
location of the Archive Retrieval Message file product.

A series of Archive Message Retrieval Responses may be required. In this case, an initial acknowledgement
response message is issued, followed by interim or interactive “working” response type messages to let the
requesting application know that the request is still being processed, and finally by a completion response type
message.

Please see-Section-63-C2MS-Messages: Their Characteristies-and-nteractionsPlease see Seetion 6.4

C2MS Messages: Their Characteristics and Interactions for a general discussion on these types of messages.

Fable-$-22———Table 8.28: Archive Message Retrieval Response Summary

Sender Application that received the Archive Message Retrieval Request

Senders-Intended Usage by Publ Reply

Sender

Receiver Application that issued the Archive Message Retrieval Request

Receivers-Intended Usage by s IbeReceive response

Receiver mecelve response

What Provide success/failure response to the service that was requested and the
knowledge to access the extracted messages

When Upon receipt of the Archive Message Retrieval Request, on an interval for
those services that are time-consuming, and on completion.

Examples

1. Acknowledge receipt of an Archive Message Retrieval Request.

2. Indicate the Archive Message Retrieval Request is still being processed.

3—Indicate the Archive Message Retrieval Request has successfully completed.

120
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8-3:2:-18.4.2.1_Archive Message Retrieval Response Subjects

Table 823 Table 8.29: Archive Message Retrieval Response Subject Naming
Sst::ﬁ'td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject _Spe_ci- DOMAIN1 | DOMAIN2 | MISSION | CONST SAT TYP SUBTYP VE1 VE2 vEs | mEs | mEs | mEs
Element fication
[Response
[Componentname Status1-
Subject [domain 1 | [domain 2 [constell of requestor: acknowledge
Content C2MS —system | —system [ [mission] ation] [sat] | RESP AMSG APP1, ARCVR, ment, ...4-
specific] specific] ~—J[DESTINATION | failed]][RESP
-COMPONENT] ONSE-
STATUS]
Example for
Hubliche] C2MmS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMSG ARCVR 1
Sender
Example for
Publisher/ C2mS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMSG ARCVR 3
Sender
Example for
Suboedbon] C2mS DOM1 DOM2 * * * RESP AMSG APP1 *
Receiver
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Table 8.30: Properties of the Miscellaneous Elements for the Archive Message Retrieval Response

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor Efa%LIyATION'COMPONENT from
. Status type supplied by X
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, APP1 and ARCVR, interact with the Archive Message Retrieval Response.

1. ARCVR subject to send the Archive Message Retrieval Response to APP1:

C2MS.FILL.FILL.FILL.FILL.FILL.RESP.AMSG.APP1.3

2. APPI1 subject to receive its own Archive Message Retrieval Responses:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMSG.APP1.* or

C2MS.*.* . * * * RESP.AMSG.APPl.>

8.3.2.28.4.2.2 Archive Message Retrieval Response Message HeaderPre-defined Field Values

The abbreviated Fable-8-25-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Archive Message Retrieval Response-Message, including both
message and message header fields.

Fable-$-25——Table 8.31: Archive Message Retrieval Response MessageHeader-NotesPre-defined Field

Values

Field Name

Value

HEADER-
VERSIONMessage
Header.SPECIFIC
ATION

2019C2

S

Message
Header. MESSAGE
-TYPE

RESP

Message
Header. MESSAGE
-SUBTYPE

AMSG

Please referto

o
Informationfora
complete
definition.CONTEN
T-VERSION

—2026.0

Command and Control Message Specification™ (C2MS™) V16
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8.3:2.38.4.2.3 Archive Message Retrieval Response Contents

Figure-8-5-beloewThe following figure shows a UML ebjeet-diagramClass Diagram of the Archive Message
Retrieval Response with its required and optional fields.
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Fields
-CONTENT-VERSION : F32 = 2018.0 RESPONSE-STATUS

Message Header -RESPONSE-STATUS: 116={1,2,3,4,5.65- _ _|1=acknowledgment,
s -REQUEST-ID : U16 | 2=working/keep alive,

4=failed completion,

btk S=invalid request,
-TIME-COMPLETED : Time 6=final message

-RETURN-VALUE : 132 o
-PROD-NAME : String ~
-PROD-DESCRIPTION : String
-PROD-TYPE : String = AAA o RETURN-VALUE
-PROD-SUBTYPE : String = MSG 1=Product file placed in URI
-NUM-OF-PROD-SUBTYPES : U168 specified by requestor,
Archive Message Retrieval -PROD-SUBTYPE.n.NAME : String \ 2=Product file placed in URI
-MSG-TYPE : Header String= RESP -URI : String specified by responder,
-MSG-SUBTYPE : Header String= AMSG NAME-PATTERN : String \ Other=Error code of a failed
-DESCRIPTION : String \ completion

-FORMAT : String
-WVERSION : String \
-SIZE : U16
-DATA.: Binary ~ ~|PROD-TYPE

et

C2MS Message -

-CONTENT-VERSION : F32
RESPONSE-STATUS
- 1=Acknowledgement,
2=Working/Keep Alive,

3=Successful Completion,
4=Failed Completion
5=Invalid Request,

- 6=Final Message

C2MS Response Message

{Message Header. SPECIFICATION == C2MS, _ -
Message Header MESSAGE-TYPE == RESP} - The use of "6=Final Message"
-REQUEST-ID : GUID - 7 has been DEPRECATED

-RESPONSE-STATUS : 116 ={1,2345,6} o
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]

-RETURN-VALUE : 132 [0..1] & —

- - - - _ RETURN-VALUE
- = - - _ 1=Product file placed in URI
— —|specified by requestor, 2=Produc
file placed in URI specified by
responder, Other=Error code of a
failed completion

Archive Message Retrieval Response
{Message Header. SPECIFICATION
Message Header MESSAGE-TYP! RESP,

Message Header MESSAGE-SUBTYP AMSG,
CONTENT-VERSION == 2026.0}

== C2MS,

PROD-NAME - String [0.1] -PROD-SUBTYPE-SUBCATEGORY [0..
q - : String [0..
-PROD-DESCRIPTION : String [0..1] Product Subtype Subcategory

-PROD-TYPE : String [0..1] = AAA 4 7 NAME - String
-PROD-SUBTYPE : String [0..1] = MSG ~

-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16 ~
-URI : String [0..1] o~
-NAME-PATTERN : String [0..1]
-DESCRIPTION : String [0..1]
-FORMAT : String [0..1]
-VERSION : String [0..1] PROD-TYPE

-SIZE : U16 [0..1] AAA=Archive and Assessment
-DATA : Binary [0..1]

Figure 8.9: Archive Message Retrieval Response Diagram
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TFable-8-26-belowThe following table describes additional field names, values, and notes for the Archive
Message Retrieval Response.

Table 8-26———8.32: Archive Message Retrieval Response Additional Information

Type

Prese

Field Name nee Value NotesDescription
?/?E’;Tsllzg; 2019F32 R 2026 Version Numbernumber for this message content description
REQUEST- This field's value is to be the same as the REQUEST-ID in
GUID R o sccnrintod BEO momenme
D the associated REQ message.
Valu .
e Description
’ Acknowledgem
ent
2 Working/keep
aliveKeep Alive
RESPONSE 116 Succesgful Idgntiﬁes the status of the Archivg retrieval message Request
_STATUS Enumer R 3 completionCom | being processed. The use of 6=Final Message is deprecated.
ation) pletion See 6.4.3.3 C2MS RESP Message Type.
Failed
4 completionCom
pletion
5 Invalid Request
6 DEPRECATED
Final Response
When True, indicates the last message in the response
RLE%KIEA?_L B sequence. Defaults to False. See 6.4.3.3 C2MS RES|
- oolean 0 Message Type.Fhis-field:s-value-is-to-be-the-same-as-th
RESPONSE oEn .' i DEA
TIME-
COMPLETE Time 0 Time application completed processing the request in UTC
D
Vilu Description
Product file
’ placed in URI
specified by
requestor Return value or status based on the RESPONSE-STATUS.
RETURN- 132 0 Product file Used to indicate product URI as requestor or responder.
VALUE - = 2 placed in URI Also, can be used to provide function call status or error code
specified by in the case of failed-completionFailed Completion.
responder
Error code of a
Othe | failed
r completionFaile
d Completion
T\IRA(I\)/IIIDE String [0} Name of the product being returned
PROD-
DESCRIPTI String [0} Description of the product in text or xml
ON
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Field Name Type Pr:f:% Value NotesDescription
String Valu Description .
PROD- Consta 0 Product type and subtype being requested. (See Table-A-2
TYPE (Consta = Archive and Product-Categories):-Table A.2: Product Categories).
nt) AAA -
Analysis
String
s | (Consta | O e Message
nt)
NUM-OF-
PROD- N '
SURTYPES Number of further delineations / categonles beyond the
SUBTYPE- u16 R 0+ product st{btype. Also, used as msg subject elements MES,
SUBCATEG MES, etc. in Product Message.
ORIES
PROD- First subcategory of the product subtype. (Subject elements
SUBTYPE- MES5, MES, etc. of the Product Message) - “n” starts at “1”.
SUBCATEG String D This field is required for each PROD-SUBTYPE-
ORY.n.NAM SUBCATEGORY specified by NUM-OF-PROD-SUBTYPE-
E SUBCATEGORIES.
URI -String [0] URI specifying the location where the file product is stored
PETAEEE\;N String [0} Describes the name of the file
DESSE IPTI String [0} Description of the file contents in text or xml
DeseribesFor application use. This field describes the file
FORMAT String [0} format ef-as agreed upon between the fileproducer and
consumer of this message.
VERSION String [0] Indicates the version of the file
SIZE u16 [0] KB Actual size of the file
DATA Bina 0] The file content

A product consisting of a single file is returned in the response message. The file contains the messages that satisfie
the criteria specified in the Archive Message Retrieval Request-Message.

Fablo-s2F——
Table 8.33: Meaning of Response Status and Return Value with Recommended Actions
User
e RESPONSE- RETURN- .
Specllrkeld the STATUS VALUE URI Action
(Thef only Product was generated and Requestor should retrieve
N Successful . placed in URI chosen by file at responder’s URI
meaningful )
responder location
value)
Product was generated and Requestor should retrieve
Y Successful 1 placed in URI specified by file at the specified URI
requestor
Product was generated but Requestor should retrieve
Y Successful 2 placed in alternate URI chosen | file at responder’s URI
by responder location

Command and Control Message Specification™ (C2MS™) V16
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Product exeeedexceeded
YorN Failed 3 maximum requested file size or
the default maximum file size

For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-
SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories.

8.48.5 Directive Messages

Directives (which are instructions directing a component to action) may originate from a Graphical User Interface
(GUI), command line, schedule, procedure, or virtually anywhere within a space-ground system.

The Directive Request Message is the mechanism to send a directive to a component.

The Directive Response Message is used to return an acknowledgement and status of the directive action to the
originator.

Pletsesee-Section-63-C2MSMessagesTheiCharacteristies-and-hteraetionsPlease see Seetion 6.4

C2MS Messages: Their Characteristics and Interactions for a general discussion about these types of messages.

84-18.5.1 Directive Request Message

A Directive Request Message is the means for one application to request a service from, or an action to be taken by,
another application. Directives themselves can be input from a user through a GUI or command line, or as part of
the internal logic of a component. They can also be grouped together with logic in a file as a procedure (or proc).

Directives can also be found in a command schedule organized by time for automatic execution. Typically, as
automation increases, more and more Directive Request Messages are generated internally as certain data conditions
are detected.

The Directive Request Message is primarily used for requests that are also to be visible to the operations staff and
are directly related to the overall mission of the system. For example, a Directive Request would normally be used to
page a Flight Operations Team member. Directive Messages will typically include a text string the receiver will
parse to determine the function is being requested.

Table 8-28———8.34: Directive Request Message Summary

Sender Any C2MS compliant application
Senders Intended Usage by Request a service or function
Sender
Receiver Application providing a service, or an application collecting directives for audit trail
purposes
%mlntended Usage by SubseribeDirective processing
Receiver
What Action or service request initiated by user, software, procedure, command schedule, etc.
When Upon detection of data condition, upon scheduled time, upon entry
128
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Examples

1. An operator input issuing a satellite command.
An operator input requesting a display page.

A request to start, pause, stop, or resume a schedule.

Pl

A request to initiate pre-pass setup.

5-—Any request issued from a procedure.

Command and Control Message Specification™ (C2MS™) V-0 129v1.2,
12




8-4-1-18.5.1.1 Directive Request Message Subjects

Table 8-29——8.35:

Directive Request Message Subject Naming

ss;:::g;crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | omaint | pomainz | mission | const | sat | Tve | sueTve ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
{Component
name-of
Subject [domain 1 | [domain 2 o [constell APPA_TLM2. [DIRECTIVE
C2MS -system | —system [ [mission] ) [sat] | REQ DIR -
Content specific] | specific] ation] A[DEESVTQINATI KEYWORD]
ON-
COMPONEM]
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ DIR APP1 [DO_ABC]
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ DIR APP2 [DO-XYZ]
Sender
Example for
Subscriber/ C2MS DOM1 DOM2 MSSN * SAT1 | REQ * APP4 [DO_ABC]
Receiver
130
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Table 8-30————8.36: Properties of the Miscellaneous Elements for the Directive Request Message
Miscellaneous Element | Required / Optional Description Field in Msg, if applicable

Optional component name
ResponderOptional component name DESTINATION-

ME1 ReguiredOptional of Service Provider (Responder) (See
Section 6.4.3.2 C2MS REQ Message | COMPONENT from header
Type regarding optionality)
ME2 Optional A keyword the receiving process could |y oe orive KEYWORD
use for filtering
ME3— | Notused | \ |
Examples

Two components, APP1 and APP4, interact with the Directive Request Message.
APPI subject to send the Directive Request to APP4:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.DIR.APP4
APP4 subject to receive its own Directive Request Messages:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.DIR.APP4—>.+
APP4 subject to receive any APP4 Request Message:
C2MS.*.* % % * REQ.*.APP4—>.+
APP4 subject to receive a specific Directive Request Message:

C2MS.*.* . * * * REQ.DIR.APP4.DO ABC

8.4.1.28.5.1.2 Directive Request Message HeaderPre-defined Field Values

The abbreviated Table-8-31-belowtable below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Directive Request Message. including both message and message
header fields.

Fable-$-31-——Table 8.37: Directive Request Message HeaderPre-defined Field Values
Field Name Value Notes Deleted Cells
HEADER- Version-Number-forthis
VERSIONMessage 2049 message-description
Header.SPECIFICATIO C2MS
N
Header. MESSAGE- REQ e e
TYPE
Unique message
Message dentifior_fixed &
Header. MESSAGE- DIR CoMS S’
SUBTYPE Meccnmne
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Field Name Value Notes Deleted Cells
Please refer to Table 8-

3-Message Header
AdditionaHnformation —2026.0

fora-complete
definition.CONTENT-
VERSION
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8.4.1.38.5.1.3 Directive Request Contents

Eigure-8-6-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Directive Request
Message with its required and optional fields.

Message Header

a Ficlds
-CONTENT-VERSION : F32 = 2018.0
-DIRECTIVE-STRING : String
-RESPONSE : Boolean
Directive Request Message -REQUEST-ID : U16

-MESSAGE-TYPE: Header String= REQ
=-MESSAGE-SUBTYPE: Header String= DIR

o] Fields
-USER : String
-DIRECTIVE-KEYWORD : Header String
-SPECIAL-INFO : Binary PRIORITY
-PRIORITY : 116 = {1, 2, 3} &4 — — -1=nominal,
-REQUESTED-EXECUTION-TIME : Time 2=medium,
-REQUESTED-EXPIRATION-TIME : Time 3=high

C2MS Message
-CONTENT-VERSION : F32

f Header
T L
C2MS Request Message 0.° Custom Field
{Message Header.SPECIFICATION == C2MS,

Message Header MESSAGE-TYPE == REQ}
-REQUEST-ID : GUID

Directive Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == DIR, PRIORITY
CONTENT-VERSION == 2026.0} 1=Low,

-USER : String [0..1] 2=Medium,
-DIRECTIVE-KEYWORD : Subject Token String [0..1]
-DIRECTIVE-STRING : String s
-SPECIAL-INFO : Binary [0..1] -
-PRIORITY : 116 [0..1] = {1, 2, 3} o .
_RESPONSE : Boolean [0..1] = true d - _ _ BN
-REQUESTED-EXECUTION-TIME : Time [0..1] RESPONSE is
-REQUESTED-EXPIRATION-TIME : Time [0..1] DEPRECATED

Fioure-8-6——

Figure 8.10: Directive Request Diagram

Table-8-32-belowThe following table describes additional field names, values, and notes for the Directive
Request Message.

Fable-8-32——Table 8.38: Directive Request Message Additional Information

Field Name | Type [ Presence | Value | NotesDescription
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CONTENT- Version Numbernumber for this message
VERSION 2010E32 B 2026 content description
REQUEST-ID GUID R ID to identify the request message
USER Strin 0 Which usgr/work position/proc/schedule the
=tind message is coming from

DIRECTIVE- ect Toke%l 0 Keyword extracted from the directive string.

KEYWORD “Sting = Useful for routing/processing

DIRECTIVE- Strin R Full directive string that includes the

STRING =ting - keyword
SPECIAL-INFO Binary [0] For application use
Value Description
PRIORITY 116 0 1 NerinalLow Indicates processing priority, if applicable.
(Enumeration) = 2 Medium Default: 2 (Medium).
3 High
Value Description
&} aise oF Ao
1 Frue-ormust
respond

E.ﬁ;s dentify the fequest message
valuer-the-requestis-a-replacement;-else it
is-a-new-request-Indicates if a response is

REQUEST depteceed 20 il b removed e

{BDEPRECATED Boolean [0} - -
release of C2MS. Receivers of this request

RESPONSE - —

- should ignore this field and assume a
Requesting components may choose not to
watch for response messages. Defaults to
True.

REQUESTED-

EXECUTION- Time (6] Absolute (UTC) or relative time can apply.
TIME

REQUESTED-

EXPIRATION- Time [0} Absolute (UTC) or relative time can apply.
TIME

For an explanation on how the REQUESTED-EXECUTION-TIME and REQUESTED-EXPIRATION-TIME could

operate, see Table-8-21 Examples-of Start-and-Stop-TimesTable 6.10: Examples of Start and Stop Times.
8.4.28.5.2 _ Directive Response Message

A Directive Response Message is sent by an application in response to a Directive Request Message. The Directive
Response Message will provide acknowledgment of the Directive Request Message, and a status of the action
completed. A series of Directive Response Messages may be required in the case where the processing of the action
is not immediate.

An example of this would be an archive retrieval, a plot, or an orbit determination calculation. In this event, an

interim or interactive “working” type message would be issued to let the requesting application know that the action
is still being processed.

134

134 Command and Control Message Specification™ (C2MS™) ¥1-0-v1.2.1

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells



: : tonsPlease see Section 6.4
C2MS Messages: Their Characteristics and Interactions for a general discussion on these types of messages.

Table 8-33——8.39: Directive Response M ge Summary

Application that received the Directive Request Message corresponding to the Directive
Response Message

Senders-Intended Usage by | Reply

Sender

Sender

Application that issued the Directive Request Message or an application collecting
Directive Response Messages for audit trail purposes
Receivers-Intended Usage by | SubseribeReceive response

Receiver

Receiver
What Provide successifailure response to the service that was requested
When Upon receipt of Directive Request Message or at intervals for those services that are time-
consuming
Examples

1. Acknowledge receipt of a directive.
2. Indicate the directive is still being processed.

3. Indicate the directive has successfully completed.
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8.4.2.18.5.2.1 Directive Response Message Subjects
Table $34—8.40: Directive Response Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homaNt | DOMAINZ | miSSION | CONST | sAT TYP | SUBTYP ME1 ME2 ME3 | ME4 | ME5
Element fication
[Component
name-of
. [domain 1 | [domain 2 requestor:
gg::{:fft coMs | —system | —system | [mission] [C:t?;:j’” say | resp | PR AP, [SstaE‘“_Ss$E$S§N
specific] specific] TEM2--J[DESTI IEE—
NATION-
COMPONENT]
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | RESP DIR APP1 1
Sender
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | RESP DIR APP4 4
Sender
Example for
Subseriber/ C2Ms DOM1 DOM2 MSSN * SAT1 | RESP DIR APP4 *
Receiver
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Table 8.41: Properties of the Miscellaneous Elements for the Directive Response M je

Miscellaneous Required / Descriotion Field Origination in Msg‘,' if
Element Optional P applicable
ME1 Required Component name of Requestor DESTINATION-COMPONENT
from header
ME2 Required | DS ype supplied by RESPONSE-STATUS
Responder
Examples

Two components, APP4 and APP1, interact with the Directive Response #essageMessage.

APP1 subject to send the Directive Response to APP4:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.DIR.APP4.3

APP4 subseribes-to-recetve-ts-ownfilters for Directive Response Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.DIR.APP4.* or

C2MS.* . * * * * RESP.DIR.APP4.>

8.4.2.28.5.2.2 Directive Response Message HeaderPre-defined Field Values

The abbreviated Fable-8-36-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Directive Response Message, including both message and message

header- fields..

Fable$-36———Table 8

42: Directive Response Message HeaderPre-defined Field Values

Field Name Value Notes
sEE Sl e e
VERSIONMessage 2019C2MS | message-deseription
Header.SPECIFICATION
Message IMessage-type-identifier:
Header. MESSAGE- RESP REQ, RESP, or MSG
TYPE

-
Message SHiqy F.E EF.SSE gfa
Header. MESSAGE- DIR .
SUBTYPE C2MS Standard
More— -
e e
Flmmei=hador
acomplete
definition.CONTENT-
VERSION
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8.4.2.38.5.2.3 Directive Response Contents

Eigure-8-7-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Directive Responsd

Message, with its required and optional fields.

Message Header Required Fields

a) =CONTENT-VERSION : F32 = 2019.0 2Z2=working/keep alive,
-RESPONSE-STATUS: H6={1,2, 3,4, 5,65~ — — |3=successful completion,
-REQUEST-ID : U168 4=failed completion,
invalid request,

RESPONSE-STATUS
1=acknowledgment,

Directive Response Message

-MESSAGE-TYPE : Header String= RESP
-MESSAGE-SUBTYPE: Header String=DIR

Optional Fields
-TIME-COMPLETED : Time
-RETURN-WALUE : 132
-DATA. : Binary

C2MS Message

C2MS Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6} ES
-FINAL-RESPONSE : Boolean [0..1] -
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Directive Response Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPI RESP,

Message Header. MESSAGE-SUBTY DIR,
CONTENT-VERSION == 2026.0}

-DATA : Binary [0..1]

Figure 8-7——

-CONTENT-VERSION : F32
e

Custom Field
0.+

RESPONSE-STATUS
- 1=Acknowledgement,

— — |2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,
6=Final Message

The use of "6=Final Message"
has been DEPRECATED

6=final message

Figure 8.11: Directive Response Diagram

Table-8-37-belowThe following table describes additional field names, values, and notes for the Directive

Response Message.

Fable-§-37——Table 8.43: Directive Response Message Additional Information

Field Name Type Presence Value NotesDescription
CONTENT-VERSION 2019F32 R 2026 Version Numbemumber fqr this
message content description
This field's value is to be the same as
REQUEST-ID GuID R the REQUEST-ID in the associied
REQ message.
R Value | Description
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Field Name Type Presence Value NotesDescription
Acknowledgement
Working/keep
aliveKeep Alive
Successful Identifies the status of the Directive
-RESPONSE- 116 completionCompletion | being processed. The use of 6=Final
STATUS (Enumeration) Failed Message is deprecated. See 6.4.3.3
completionCompletion | C2MS RESP Message Type.
Invalid Request
DEPRECATED Final
Message
When True, indicates the last
message in the response sequence.
Defaults to False. See 6.4.3.3 C2MS
REQ#ESSPHOJ&% Boolean 0 RES. Msage TyQ.
REQLIEST IN in th H %%Q
TIME-COMPLETED Time 0 Time ap_plication.con!pleﬁed
processing the directive in UTC
Return value or status based on the
RESPONSE-STATUS. Useful to
RETURN-VALUE 132 0 provide function call status or error
code in the case of failed
completiona Failed Completion.
DATA Binary 0 Additional data that may be desired

along with the completion status

140
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8.58.6 Component-to-Component Transfer (C2CX) Messages

The Component-to-Component Transfer (C2CX) Messages provide the ability to transfer control and status
information between components. The messages are used for sending status, control, setup, initialization, heartbeat,
security, a handshake, etc. from one component to another (one-to-one) or to multiple components (one-to-many).

The C2CX messages are typically unidirectional. If components need back and forth interaction or confirmation, it
is recommended that the Directive Request Message and Directive Response fessagesMessage be used. Also, if it
is desirable to know the progress or status of a C2CX message, the receiver of the message can issue a Log message
at noteworthy points within its processing cycle. This means the C2CX messages act at a layer below general system
knowledge that is accomplished through other messages such as the Log message and Directive messages. The
C2CX messages seek to provide a communication mechanism just under the radar of the general system, but also
easily viewable, as necessary.

8.5:18.6.1 __ Configuration Status Message
The CFG — Configuration Status C2CX message is used by software components to report their configuration
information. (The DEV — Device C2CX message is used to report the status of devices.) Note that the Message
Header already contains information about the component:

®  Support of mission and satellites

®  Name and location (facility and node)

® (lass of capabilities provided
The additional information to be passed or reported is non-standard. The components reporting the configuration

information and the components monitoring the configuration will need to establish:

®  What configuration information is to be reported (and name the fields)
®  When it is to be reported (upon change or periodically)
e  What format to report the configuration information

A monitoring agent would collect Heartbeat messages and Configuration Status messages and possibly the Device
messages to maintain a picture of what software is operating where, in what capacity, in what state, and with what
physical and/or logical associations. The collected information can be:

e Presented in a graphical colored display depicting the operating environment and the logical associations of
the components.
e Used to determine what pre-determined actions to take in the event of a failure or degraded operations.

As an example, a front-end telemetry and command processor would prblishproduce a CFG message whenever it
is first run and thereafter when it associates (or disassociates) itself with another cooperating component. In addition]
to the information already provided in the Message Header, it would also report the following configuration
information:

e The role of the reporting component (PRIMARY, BACKUP)

e Number of associations
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Name of component or port associated with, such as:

Telemetry and command processor (decommutation and command verification).
External telemetry and command link / port.

Planner and Scheduler - to direct the setup and operation of a pass.

Flight dynamics component - to exchange downlink or other information.

Node of the associated component, if known.

Role of the associated component (PRIMARY, BACKUP?).

If the monitoring agent is also a configuration manager, it can establish the present operating configuration and also
prepare a contingent configuration. In the event of a component failure or processor failure, the configuration
manager will know if it has the required and sufficient number of components to sustain operations. If not, it can
also determine if it has the required and necessary numbers of components should a failover or restart procedure be
invoked, and if so, automatically initiate that procedure.

The minimum and sometimes maximum configuration information a component can report is its own role. A single

component with no associations would normally report its role as PRIMARY. Some configuration information may

already be known and available if the components used a pre-registration or registration mechanism to disclose such
information as:

®  Nodes where they can execute.

e [fthey are standalone or redundant, and if redundant, on what nodes could the redundant component
operate.

Furthermore, the Configuration Status Message may be used to report group associations. That is, to what group
does this component belong, and is it a member and/or a manager of the group. Some groups of components may
operate in a peer only association where other groups may require a group manager for organization, control, and
direction.

Groups can be used for a number of purposes. These include, but are not limited to:

Message Exchange - groups can be formed to pass messages in a number of relationships and locations that
include:

#® Peer-to-Peer

@ Client-Server

+® Manager-Member
@ ] ocal and Distributed

Configuration Management - equipment can be logically associated to form groups (or suites or strings)
that must operate together, failover together, have a minimum configuration (quorum), be addressed as a
group, or other operating constraints or configurations.
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Group formation can be pre-defined or dynamic. If dynamic, then additional group functions may be required, such
as Create / Disband and Join / Leave.

Groups can also be hierarchical, as shown in Fable-8-38-belowthe following table.

Table 8-38—

Table 8.44: Group Hierarchical Associations
——

Grouping Level Space Ground
Software Software Application Software Application
Processor Computer
Hardware / Equipment Bu; Bus/LANNVAN/Web
Satellite Facility/Center
Constellation Enterprise
Business Mission

The above discussion and illustrations provide a sampling of the ways groups may be employed within the

messaging framework.

Table -39———8.45: Configuration Status Message Summary

Sender Any C2MS compliant application

Senders-Intended Usage by PublishNotify

Sender

Receiver Any C2MS compliant application

Receivers-Intended Usage by SubseribeReceive configuration status data notification messages

Receiver

What Status and Control type information

When As needed and depends upon the type of information being transferred
Example

+—A component needs information about another component’s software configuration information from a
logical or relational perspective.
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8.5:4.18.6.1.1_Configuration Status Message Subjects

Table $-40—8.46: Configuration Status Message Subject Naming
Subject Domain Elements Mission Elements Message Miscellaneous Elements
Standard Elements
Subject Speci- | nomaint | pomaiNz | mission | consT | saT | Tvp | susTYP ME1 ME2 ME3 | ME4 L2
Element fication 5
[Component | [Component
Subiect [domain 1 | [domain 2 [constell name-of name-of [NedeDEST! | [Facility][DES
Con{ent C2MS —system | —system | [mission] ation] [sat] | MSG CFG publisher[C | recipient{s)}}[DE NATION- TINATION-
specific] specific] OMPONEN STINATION- NODE] FACILITY]
T COMPONENT]

Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CFG APP1
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CFG CFGMGR AGENT3
Sender
Example for
Subscriber/ C2MS DOM1 DOM2 MSSN * SAT1 | MSG CFG > >
Receiver
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Table $-4/———8.47: Properties of the Miscellaneous Elements for the Configuration Status Message
Mlsgfelllsre):;)us Rggﬁgﬁ;’ Description Field in Msg, if applicable
ME1 Required Component name of PublisherSender COMPONENT from header
ME2 Optional Component name of destination fDESTlNATION'COMPONENT
rom header

Component destination:

The two miscellaneous elements may be

used to direct the message to a specific

destination, as necessary, in

) HeaderSubject Token String format. DESTINATION-NODE

%Ej Optional DESTINATION-FACILITY

ME3 = destination-redeDESTINATION-

NODE

ME4 = destination-faciityDESTINATION-

FACILITY

Configuration status messages may be publishedproduced for general consumption, or they may be targeted to a

central collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/SendingProducing Configuration Status messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1l or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1.COMPONENT or

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1.COMPONENT.DESTINATION-
NODE.DESTINATION-FACILITY

Subseribe-to-/reeetveFiltering for a Configuration Status message:
C2MS.*.*.* % * MSG.CFG.MYAGENT.CFGMGR—>.+ or

C2MS.*.* . * . * % MSG.CFG.CFGMGR+>.+

8.5.4.28.6.1.2 Configuration Status Message HeaderPre-defined Field Values

The abbreviated Fable-8-42table below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Configuration Status Message, including both message and
message header fields.

Fable-$42——Table 8.48: Configuration Status Message HeaderPre-defined Field Values
Field Name Value Notes
e el e
VERSIONMessage 2049 message-description
Header.SPECIFICATIO C2MS
N
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Field Name Value Notes
Message Message-type
Header. MESSAGE- MSG identifier: REQ, RESP,
TYPE orMSG

Unigue message
Message identifior_fixed &
glsj%qreYr;\/IEESSAGE- CFG COMS S’

Messages

More—— -
Please refer to Table 8-
3-Message Header
Additionalinformation +2026.0
fora complete
definition-CONTENT-

VERSION

8.5.1.38.6.1.3 Configuration Status Message Contents

Figure-8-8-belewThe following figure shows a UML ebjeet-diagramClass Diagram of the Configuration
Status Message with its required and optional fields.
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Message Header

Reguired Fields

Configuration Status Message

-MESSAGE-TYPE: Header String= MSG
-MESSAGE-SUBTYPE: Header String= CFG

-~CONTENT-VERSION : F32 = 2012.0
-MY-ROLE : String

Figure 8-8.

Optional Fields

C2MS Message

-NUM-OF-ASSOCS : U186
=ASS0OC.N.GROUP : Siring
=ASS0OC.n.NODE : String
-ASSOC.n.ROLE : String

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,

Message Header MESSAGE-TYPE == MSG}

Configuration Status Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == CFG,
CONTENT-VERSION == 2026.0}

Message Header

-ASSOC Association

-MY-ROLE : String
-NUM-OF-ASSOCS : U16

0.+ |-n.GROUP : String [0..1]
-n.NODE : String [0..1]
-n.ROLE : String [0..1]

Figure 8.12: Configuration Status Message Diagram

Fable-8-43-belowThe following table describes additional field names, values, and notes for the Configuration

Status Message.

Fable-843——Table 8.49: Configuration Status Message Additional Information
Field Name I%E Pnr(e;_see Value Value/Description Netes ‘ Deleted Cells
NTENT. 207 | Inserted Cells
?/?ERSI ON- 9F3 R 2026 | Version Numbernumber for this message content description Inserted Cells
MY-ROLE sti R Role the reporting component has in the configuration. E.g. PRIMARY, BACKUP Inserted Cells
ng = AGENT, SERVER, MEMBER, MGCR, ...

Command and Control Message Specification™ (C2MS™) 316

+47v1.2.1




Field Name Dem F% Value Value/Description Votes
o
star
NUM-OF- ts .
ASSOCS at R The number of associations to be reported.
sy
U16
ASSOC.n.GR | Stri ! I uqn
OUP ng 0 Name of component or group associated with - “n” starts at “1”.
ASS%%"‘NO % [0} Location of associated component or group
ASSOC.n.RO | Stri 0 Role the associated component has, if known, E.g. PRIMARY, BACKUP, AGENT
LE ng = SERVER, MEMBER, MCR, ...

8.5:28.6.2  Control Message

The Control messages are those that are typically used to request “under the hood” functions that, while essential for
operations, are not of general interest.

The Control message is used to start, restart, reinitialize, or otherwise control another component. As an example,
components may determine that they will not proceed with their processing until they have received a Control
message with a CNTL-STRING of “INIT” or “START”. Other components may require additional information in
CNTL-STRING to begin processing. Still other components that have been performing their processing may allow
themselves to be re-directed in their processing. Upon the reception of a Control message, a component will re-
direct itself according to the supplied string of parameters.

For instance, a component could request another component to change its rate of prblishingproducing a Heartbeat
message. The requesting component would send a Control message with a known decipherable command string in
the CNTL-STRING field; for example: “SET HB 15”.

Missions may want to have different processing modes or signals when the course of events changes what standard
actions are to follow. For example, a system wide indicator may be sent using the CNTL messages with a value for
the CNTL-STRING to signify that a pass has begun, and the processing mode is ‘PASS’.

Or, the processing mode is ‘PRE-PASS’, ‘POST-PASS’, ‘LIGHTS-OUT’, ‘LIGHTS-ON’. ‘AUTONOMOUS’,
‘SIMULATION’, ‘LAUNCH’, ‘ECLIPSE-PERIOD’, ‘MANEUVER’, ‘SAFE-MODE’, or any such state that could
affect some components and result in conditional processing or decision making.

In these examples, a monitoring agent, criteria action agent, decision making component, script controller, or
processing manager would monitor the events for state changes and then issue the CNTL message for all or a subset
of the components.

A further example could involve distributed simulations. A key factor in these simulations is to know the simulated
time. A CNTL message can be defined to set, distribute, or synchronize components to a simulated time. The CNTL
message might be used to set the time or advance the simulated time by a delta time. This includes training,
development, integration, and pre-launch / operations simulations. If necessary, a separate C2CX message may be
developed with a called SETTIME with associated parameters.
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Finally, a simple application could be a PING function. “PING” placed in the CNTL-STRING field would simply
require the receiver to pblishproduce the same type of message but with “PING-ACK” in the CNTL-STRING
field. Alternately, separate C2CX messages could be defined for the PING and PING-ACK functionality.

Table $44———8.50: Control Message Summary

Sender Any C2MS compliant application

Senders-Intended Usage by Publi .

Sender Notity

Receiver Any C2MS compliant application

Reeemlntended Usage by SubseribeControl message processing

Receiver

What Status and Control type information

When As needed and depends upon the type of information being transferred
Example:

1. A component can request another component to action with the CNTL message.
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8.5.2.18.6.2.1_Control Message Subjects

Table $-45———8.51: Control Message Subject Naming
sS;ubject Domain Elements Mission Elements Message Elements Miscellaneous Elements
andard
Subject Speci- L
Element fication DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 E
5
c [Compenent
Subject [domain 1 | [domain 2 [constell ¢ name of [NodeDESTI {ESE TE INSAHT_DI
c C2MS -system | —system [ [mission] ) [sat] | MSG CNTL . recipient(s)|[DE NATION- AN |
ontent ) e ation] publisher][COM NARC ON-
specific] specific] PONENT STINATION- NODE] FACILITY
COMPONENT] FACILITY]
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CNTL APP1
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CNTL CFGMGR AGENT3
Sender
Example for
Subseriber/ C2MS DOM1 DOM2 MSSN * SAT1 | MSG CNTL > >
Receiver
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Table $46———8.52: Properties of the Miscellaneous Elements for the Control Message

M'sg’e;’l:'e':;ws Rggﬁgﬁ;’ Description Field in Msg, if applicable
ME1 Required Component name of PublisherSender COMPONENT from header
ME2 Optional Component name of destination fDESTlNATION'COMPONENT

rom header
Component destination:
The two miscellaneous elements may be
used to direct the message to a specific
destination, as necessary, in
ME3 Optional HeaderSubject Token String format. AfaDESTINATION-NODE
ME4 DESTINATION-FACILITY
ME3 = destination-redeDESTINATION-
NODE
ME4 = destination-faciityDESTINATION-
FACILITY
ME5 Optional A keywqrd t_he receiving process could “CNTL-KEYWORD” from msg
use for filtering content

Control messages may be publishedproduced for general consumption, or they may be targeted to a central
collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing+Sending Control messages:

C2MS.
C2MS.
C2MS.
NODE.
C2MsS.

NODE

DOM1.DOM2 .MSSN.CNS1.SAT1.
DOM1.DOM2 .MSSN.CNS1.SAT1.
DOM1.DOM2 .MSSN.CNS1.SATI1.

DESTINATION-FACILITY or

DOM1.DOM2 .MSSN.CNS1.SAT1.

MSG
MSG
MSG

MSG

.DESTINATION-FACILITY.KEYWORD

Subseribe-to-/reeetve-Filtering for a Control message:

.CNTL.APP1
.CNTL.APP1.
.CNTL.APP1.

.CNTL.APP1.

or
COMPONENT or
COMPONENT . DESTINATION-

COMPONENT . DESTINATION-

C2MS.*.* . * * * MSG.CNTL.MYAGENT.CFGMGR+>.+ or

C2MS.*.* . *.*.* MSG.CNTL.CFGMGR+>.+

8.5.2.28.6.2.2 Control Message HeaderPre-defined Field Values

The abbreviated Table-8-47table below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Control Message, including both message and message header

fields.

Fable-8-47——Table 8.53: Control Message HeaderPre-defined Field Values

Command and Control Message Specification™ (C2MS™) 316

+54v1.2.1




Field Name Value Notes
e S b
VERSIONMessage 2019C2M | this-message
Header.SPECIFICATI S description
ON
Message I
Header. MESSAGE- MSG identifier-REQ.-RESP:
TYPE e

Unique-message
Message identifiorfived f
gﬁanl'e\;PMEESSAGE- CNTL COMS.S
Messages
More— -
e
8-3 Message Header
G e e —2026.0
fora-complete
definition-=CONTENT-
VERSION
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8.5.2.38.6.2.3 Control Message Contents

Figure-8-9-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Control Message

with its required and optional fields.

Message Header

Required Fields
-CONTENT-VERSION : F32 = 2018.0

Control Message

-MESSAGE-TYPE: Header String= MSG
-MESSAGE-SUBTYPE: Header String= CNTL

Optional Fields
=CNTL-KEYWORD : Header String= CNTL
=CNTL-STRING : String
=SPECIAL-INFO : Binary

C2MS Message
-CONTENT-VERSION : F32

A Message Header
Custom Field
C2MS Notification Message 0.

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
Ay

Control Message
{Message Header.SPECIFICATION == C2MS,
Message Header.MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == CNTL,
CONTENT-VERSION == 2026.0}
-CNTL-KEYWORD : Subject Token String [0..1]
-CNTL-STRING : String
-SPECIAL-INFO : Binary [0..1]

Fieure-a-9——

Figure 8.13: Control Message Diagram

Table-8-48-belowThe following table describes additional field names, values, and notes for the Control
Message.

Fable-$-48———Table 8.54: Control Message Additional Information
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Field Name | VP& F% Value Value/Description Notes Deleted Cells
CONTENT- | 2099F3 | _ - ] . Inserted Cells
— R 2026 | Version Numbernumber for this message content description
VERSION 2 9 b Inserted Cells
Uppers
CNTL- aseSubj Inserted Cells
KEYWORD ect [0} Keyword extracted from the CNTL-STRING. Useful for routing/processing.
Token
String
CNTL- Strin R Parameters to guide the component on further processing. E.g., INIT, Stop,
STRNG | = | R Shutdown, Restart, Do X, Y, and Z.
SPIIEI(;IS\ L Binary [0} For application use. Any additional information can be provided here.

8.5.38.6.3 Device Message

The Device C2CX message is used to report the status of devices, physical or virtual. (The Heartbeat message and
the Configuration Status message are used to report status on software components.) The Device message would
typically be used to report the status of devices that would not be capable of reporting themselves. For example, a
software component may interact with a specialized device or merely have access to the status of devices operating
in the same environment. A designated software component would gather the status of the device(s) and
publishsend out the information with the Device C2CX message. This message is not intended to communicate
with the device.

Thus, in conjunction with the Configuration Status and Heartbeat messages, a full story on the configuration can be
gathered for reporting and subsequent actions when a system-wide re-configuration is implemented.

Of course, this message does not need to be restricted to physical devices. Virtual devices may be constructed and
reported on as well. A physical device may be logically partitioned, or a logical device may be spread over a number
of physical devices.

Or; a virtual (or pseudo) device could be constructed or defined with no relation to any physical device. For
example, a set of parameters, somehow related, could be grouped as a “device” and reported on for display and
monitoring. A single reporting agent could be responsible for a virtual device and report on it. Or; a number of
agents could report on separate parameters, and the collector of the Device messages could effectively construct a
virtual device from the disparate information. A set of key or critical parameters could be constructed and reported
on using this method.

A hypothetical example for a communications data path could consist of a ground antenna, a ground station
processor/controller, a data link, and a front-end processor. Together these devices could constitute a virtual data
link device whose individual device statuses are collected (and logically ANDed together) to provide a GO/NOGO
or Red/Yellew/Greenrollup Normal, Warning, Distress or Critical status on the data link.

Table $49——8.55: Device M ge Summary

Sender Any C2MS compliant application
Senders-Intended Usage by . .
Sender PublishNotify
Receiver Any C2MS compliant application
R!ei c;eiiveErE Intended Usage by SubseribeReceive device data notification messages
What Status and Control type information
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[ When | As needed and depends upon the type of information being transferred

Example
1. A component reports its status, physical or virtual, or any collection of data.
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Table &-50——8.56:

Device Message Subject Naming

ss;::ﬁtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- M
. OPe DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 E
Element fication 5

Command and Control Message Specification™ (C2MS™) V1.0
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domain 1 domain 2 DESTINA

| o | | S s | 1| o || oo | e | R || B
ect C flf specific] | specific] ]
ect Conten
—"—Exg'zm:zrf“ CoMS DOM1 pom2 | mssN | onst | saTi | Msg | DEv APP
E*SL"nJZf“ C2MS DOM1 DOM?2 MSSN | CNS1 | SAT1 | MSG DEV CFGMGR AGENT3
—"—E’ge";ei'jef:” CoMS DOM1 pom2 | MssN * satt | mse | Dev >
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Table 8.57: Properties of the Miscellaneous Elements for the Device Message
M;s’cz_leéﬁzzztw Rgg:;:)r::ll Description Field in Msg, if applicable
ME1 Required Component name of PublisherSender COMPONENT from header
ME2 Optional Component name of destination PESTlNATION'COMPONENT
rom header

Component destination:

The two miscellaneous elements may be used

to direct the message to a specific destination,

as necessary, in HeaderSubject Token String /aDESTINATION-NODE
ME3 Optional format. CTINATIAN CAAT Ty
ME4 DESTINATION-FACILITY

ME3 = destination-redeDESTINATION-NODE

ME4 = destination-faeiityDESTINATION-

FACILITY

Device messages may be ptblishedproduced for general consumption, or they may be targeted to a central
collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/Sending Device messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1 or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT.DESTINATION-
NODE .DESTINATION-FACILITY

Subseribe-to-/reeeive-Filtering for a Device message:
C2MS.* . * . * * * MSG.DEV.MYAGENT. CFGMGR.%J or

C2MS.*.* . * * % MSG.DEV.CFGMGR+>.+

8.5-3.28.6.3.2 Device Message HeaderPre-defined Field Values

The abbreviated Fable-8-52table below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Device Message, including both message and message header
fields.

Fable-8-52———Table 8.58: Device Message HeaderPre-defined Field Values
Field Name Value Notes
B e b e
VERSIONMessage B I
Header.SPECIFICATIO MS description
N
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Field Name Value Notes
Message Message-type
Header. MESSAGE- MSG | identifierREQ-RESP;
TYPE orMSG

-
Message identifier, fixec for
gsaéqre\;.PMEESSAGE- DEV COMS SY
Messages
More— -
Please refer to Table 8-
S-Message#eader _20%.
0
fora complete =
definition-CONTENT-
VERSION
160
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8.5.3.38.6.3.3 Device Message Contents

Figure-8—10-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Device Message

with its required and optional fields.

Message Header

Required Fields

-~CONTENT-VERSION : F32 = 2018.0

BN OE DEVICES  111e

Device

-MESSAGE-TYPE: Header String= MSG
-MESSAGE-SUBTYPE: Header String= DEV

-DEVICE.n.NAME: String
-DEVICE.n.STATUS: 16={0, 1, 2, 3, 45

Optional Fields

-DEVICE.n.NUMBER: 116
-DEVICE.n.MODEL : String
-DEVICE.n.SERIAL . String
-DEVICE.n.VERSION: String
-DEVICE.n.GROUP ; Siring
-DEVICE.n.ROLE : String
-DEVICE.n.INFO : 116
-DEVICE.n.NUM-OF-PARAMS : U16
-DEVICE.n.PARAM.m.NAME: String
-DEVICE.n.PARAM.m.TIME: Time
-DEVICE.n.PARAM.m.VALUE: Variable
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Figure 8-10.

C2MS Message
-CONTENT-VERSION : F32

—‘[ Message Header |
T _‘

Custom Field |
C2MS Notification Message 0.* L

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

STATUS
Device 0=Standby,
o 7 1=Normal,
Device Message -n.NAME : String 2=Warning,
{Message Header.SPECIFICATION == C2MS, -pEVicETNUMEER. 110 [‘[’O ‘}] 3=Distress,
Message Header. MESSAGE-TYPE == MSG, T | -nSERIAL - smng 01] ~ | 4=Critical
Message Header MESSAGE-SUBTYPE == DEV, ~ | -VERSION . String [0.1] PR
CONTENT-VERSION == 2026.0} ‘N GROUP - String (0.1} _
-NUM-OF-DEVICES : U16 -n.ROLE : String [0..1] -
-n.STATUS : 116 = {0, 1, 2, 3,4} @
-nINFO : 116 [0..1]
|-n.NUM-OF-PARAMS : U16
-PARAM|0..*
[ Device Parameter VALUE is
[-m.NAME : String |DEPRECATED
-m.TIME : Time [0..1] T e—
-m.VALUE : Variable [0..1] o

-m.PARAM-VALUE : Typed Variable [0..1]

Figure 8.14: Device Message Diagram
TFable-8-53-belowThe following table describes additional field names, values, and notes for the Device Message.

Fable-$-53———Table 8.59: Device Message Additional Information

Field Name Type :r:—i: Value Value/Description

CONTENT- | 2049F3 ) . .

VERSION 2 R 2026 Version Numbernumber for this message content description

gg\'\//:(%:s U16 R 1+ Number of devices being reported in this message

DEVICE.n. o R Name of the device - “n” starts at "1". This field is required for each
NAME 4Strin device specified by NUM-OF-DEVICES.

DEVICE.n. 116 0 Number assigned to the device to distinguish it from identical

NUMBER — = devices.

DI\EI\QSELn String 0 Model number of the device

Dg\E/IIQ?/ELn String [0} Serial number of the device

I\)/E\é{lgll(z)lljl String [0} Version of the firmware operating within the device
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Field Name Type z% Value Value/Description otes
Dg\élggpn String [0} Name of group with which device is associated
DEVICE.n. Strin 0 Role of the device, if known. E.g. PRIMARY, BACKUP, AGENT,
ROLE =11ng = SERVER, MEMBER, MGR, ...
Val -
ue Description
Condition of the device being reported. The criteria for selecting
DEVICEn, | 16 0| DebugStanddy | ' nevieE n STATUS description is left to the reporting
Enume D 1 Normal+-Green A ; . o
STATUS " - component._This field is required for each device specified by
ration 2 | YellowWarning | ' in-OF-DEVICES
3 | OrangeDistress | — — —
4 | RedCritical
DEVICE.n.l An additional status code that can be supplied that is specific to
116 o] ;
NFO that device
DEVICE.n. “n Number of additional parameters being reported that are
NUM-OF- | stardsat D associated with the device. This field is required for each device
PARAMS 1U16 specified by NUM-OF-DEVICES.
DEVICE.n. Name of the additional parameter - both “n” and "m" start at “1”.
PARAM.m. String D This field is required for each parameter when DEVICE.n.NUM-
NAME OF-PARAMS > 0.
DEVICE.n.
PARAM.m. Time [0} Time of parameter sampling in UTC
TIME
DEPRECA
TED . ; -
DEVICE n TFime-of parameter-samplingValue of the named parameter bein
PARAM m Variable 6] reported. This field has been deprecated. Use
TIMEVALU DEVICE.n.PARAM.m.PARAM-VALUE, instead.
E
Value-of the-named-parameter-being-reportedValue of the named
DEVICE.n parameter being reported. The Typed Variable structure contains
PARAM m Tvped the data via a type discriminator (PARAM-VALUE.TYPE-
m.| yped 0 DISCRIMINATOR) and value (PARAM-VALUE.DATA-VALUE) -
PARAM- | Variable h o and "m" " This fiel | m -
VALUE both “n” and "m" start at “1”. This field would normally be required
for each field when DEVICE.n.NUM-OF-PARAMS > 0, however, it
is left as optional since it was introduced in C2MS 1.2.

8.5:48.6.4 Heartbeat Message

The Heartbeat message is used to notify other components that the sending ~ptblishirrg-component is alive or
active. Other components monitoring the Heartbeat messages can determine what action to take, if any, when a
Heartbeat message fails to appear as scheduled, or if the COMPONENT-STATUS is not normal/green. If the

component does not pablishsend the heartbeat at the default rate, it can supply the-pablishing rate (PUB-RATE

field) and a counter (COUNTER field) for a monitor to calculate when a heartbeat is expected or might be missing
or late. Each component-6¥, system, or mission can determine its own preferred heartbeat rate.
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Not Using the COMPONENT-STATUS Field

If the COMPONENT-STATUS field is not to be used, then if the component is running but not 100%, then a
component should cease publishintgproducing its Heartbeat message. The termination of the Heartbeat message
will then make auto/re-configuration options possible. Which is to say, if the component is either 100% or 0%, or
those are the only two states the component can report, then using the COMPONENT-STATUS field is not
necessary, as long as the component can cease ptblishiftgproducing the Heartbeat message in circumstances when
it knows it is not 100%.

Using the COMPONENT-STATUS Field

A component may typically only supply the COMPONENT-STATUS of 1 — Normal/Green. However, when the
status of the component is less than normal / green (100%), say yellow (75%), indicating a less than optimal
operating state, it may also supply a status code in the COMPONENT-INFO field. This code would only have
context within that component. A component may also issue a Log Message in conjunction with a change in
COMPONENT-STATUS. The component would include the COMPONENT-INFO value in the subsequent Log
Message so the Heartbeat message and the Log Message could be cross-referenced. Components can self-determine
what constitutes a yeHow;-orangeNormal, Warning, Distress, or redCritical state of processing. A component that
ceases to send a heartbeat message will be presumed to be absent and in a ¥edCritical condition. If applicable, a
component will then be susceptible to a pre-determined recovery action, including failover and restart. A monitoring
agent can use the COMPONENT-STATUS value to color code a display of the component’s status.

Table 8.60: Heartbeat Message Summary

Sender Any C2MS compliant application

Senders-Intended Usage by Publi .

Sender Notify

Receiver Any C2MS compliant application

ReE ceiiveri Intended Usage by SubseribeReceive heartbeat data notification messages

What Status and Control type information

When As needed and depends upon the type of information being transferred
164
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Example
1. All active components ptblishproduce a heartbeat (aka keep-alive); a monitoring component checks on
the ongoing presence of the components and detects their absence.
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8.5:4.18.6.4.1 Heartbeat Message Subjects

Table &-55——8.61:

Heartbeat Message Subject Naming

Sstla‘rt:iizcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
. . M
Subject Speci- | homaint | pomaiNz | mission | const | sat | Tve | susTye ME1 ME2 ME3 ME4 E
Element fication 5
ic Foseshn e .
. [domain 1 | [domain 2 name- of [NodeDESTI {FaciityD
Subject . [constell name-of ESTINATI
C2MS -system | —system [ [mission] ) [sat] | MSG HB . [DE NATION- =
Content . o ation] publisher[COMP ON-
specific] specific] ONENT STINATION- NODE] FACILITY
COMPONENT] FACILITY]
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG HB APP1
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG HB CFGMGR AGENT3
Sender
Example for
Subseriber/ C2MS DOM1 DOM2 MSSN * SAT1 | MSG HB > >
Receiver
166
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Table 8-56———8.62: Properties of the Miscellaneous Elements for the Heartbeat Message

Mlsgfeltlszs;ws Rggﬂg:;’ Description Field in Msg, if applicable
ME1 Required Component name of PublisherSender COMPONENT from header
) o DESTINATION-COMPONENT
ME2 Optional Component name of destination from header
Component destination:
The two miscellaneous elements may be
used to direct the message to a specific
ME3 Obtional destination, as necessary, in Subject DESTINATION-NODE
ME4 =ptiona: Token String format. DESTINATION-FACILITY
ME3 = DESTINATION-NODE
ME4 = DESTINATION-FACILITY

Heartbeat messages may be produced for general consumption, or they may be targeted to a central collector

component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Producing Heartbeat messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APPl or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1.COMPONENT or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1.COMPONENT.DESTINATION-
NODE . DESTINATION-FACILITY

Filtering for a Heartbeat message:

C2MS.*.* ,* * * MSG.HB.MYAGENT.CFGMGR.+ or

C2MS.*.*.* . *.* . MSG.HB.CFGMGR. +

8.6.4.2 Heartbeat Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Heartbeat Message, including
both message and message header fields.

Table 8.63: Heartbeat Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE HB
CONTENT-VERSION 2026.0
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8.6.4.3 Heartbeat Message Contents
The following figure shows a UML Class Dia,

gram of the Heartbeat Message with its required, optional, and

tracking fields.

C2MS Message

-CONTENT-VERSION : F32
fay

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

fay

Heartbeat Message
{Message Header.SPECIFICATION C2MS,
Message Header MESSAGE-TYPE MSG,
Message Header. MESSAGE-SUBTYPE == HB,
CONTENT-VERSION == 2026.0}

COMPONENT-STATUS

0. 0=Standby,
1=Normal,
2=Warning,
3=Distress,

_- |4=Critical
PR
-~
-~
-~
~

-COUNTER : U16 [0..1]
-PUB-RATE : U16 [0..1]

~COMPONENT-INFO : 116 [0..1]
-COMPONENT-INFO-DETAILS : String [0..1]
~COMPONENT-VERSION : Typed Variable [0..1]
-SW-VERSION : Variable [0..1]
-MW-CONNECTION-ENDPOINT : String [0..1]
-NUM-OF-SUBSCRIPTIONS : U16 [0..1]

-COMPONENT-STATUS : 116 [0..11] ={0,1,2,3,4} ¢

Heartbeat Subscription Data
-N.SUBJECT-PATTERN : String

-SUBSCRIPTION
0.*

DEPRECATED

Figure 8.15: Heartbeat Message Diagram

The following table describes additional field

names, values, and notes for the Heartbeat Message.

Table 8.64: Heartbeat Message Additional Information
Field Name Type Presence Value Description
CONTENT- Version number for this message content
VERSION E2 R 2028 description
Indicates the number of times that the C2CX
COUNTER" u16 0 1+ heartbeat message has been sent out, including this
message.
Indicates the rate, in number of seconds, which the
C2CX heartbeat message is being produced by the
component. A rate of zero or less indicates that this
PUB-RATE ute 0 C2CX message is not repeatedly produced by the
component. The default rate of the C2CX heartbeat
message is 30 seconds.
Value | Description
0 Standby Indicates the condition of the component being
COMPONENT- 116 0 1 Normal monitored, typically itself, although it may be a proxy
STATUS (Enumeration) = 2 Warning for a remote component. The component may
3 Distress choose the condition level based on its own criteria.
4 Critical
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Field Name Type Presence Value Description
COMPONENT- 1 0 An additional status code the component can supply
INFO — = that is specific to that component.
COMPONENT- Strin 0 Allows a component to detail its status in a veripose
INFO-DETAILS Stind = message
Version number identifier of the reporting
COMPONENT- ' componer?t. The Tvped IValriabIe structure contains
“VERSION _ Typed Variable 0 the data via a type discriminator (COMPONEN[-
— VERSION.TYPE-DISCRIMINATOR) and value|
(COMPONENT-VERSION.DATA-VALUE).
Version number identifier of the reporting
DEPRECATED . component. The cqmponent must asceﬁain the data
"SW-VERSION Variable 0 type before accessing the value (e.g., with a
— function call). This field has been deprecated. Use
COMPONENT-VERSION, instead.
MW- Tracking field - Broker(s) to which the client
CONNECTION- String 0 application is currently connected - reserved fof use
ENDPOINT by implementation (PSM)
Tracking field - The number of active subscriptions
NUM-OF- U16 0 set up across all connections held by the runni
SUBSCRIPTIONS - = application - reserved for use by implementati
(PSM) Emﬁ
Tracking field - The n'" subscription subject pattern
SUBSCRIPTION.n. held by the running application - “n” starts at “1|-
SUBJECT- String D reserved for use by implementation (PSM). Thi
PATTERN field is required for each subscription when NUM-
OF-SUBSCRIPTIONS > 0.

* Note: At a rate of two messages per minute, this counter will overflow after 22 days.

8.6.5 Resource Message (DEPRECATED)

The Resource Message has been deprecated and will be removed in a future release of C2MS. Use industry-standar

tools for performing resource monitoring, instead.

The C2CX Resource message is used to disseminate computer performance data. Resource data is organized per
CPU, disk, and network port. It is intended that the data be a snapshot of the resources at the time of collection and
not a cumulative summary. The snapshot of the resources can be paired with the PUBLISH-TIME of the message t
produce a data point. After the collection of a number of data points, a trend /plot of the resources can be
established.

All resource information has been marked as optional so that a component may provide any or all of the resource

information, as necessary. For example, an agent collecting and producing data might determine to send out the
CPU resources at a different rate than the disk resources. Resource messages for CPUs might be produced every 60

seconds, while disk Resource messages might be produced every 300 seconds.
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If a component is to be controlled or directed as to the frequency of producing resource messages, it could use the

CNTL message with a CNTL-STRING of “SET RSRC CPU 60 to set the CPU resources rate at 60 seconds, or

disk resources at 300 seconds with “SET RSRC DISK 300”.

Table 8.65: Resource Messa
Sender

Intended Usage by Sender

e Summary
Any C2MS compliant application
Notify

Receiver

Any C2MS compliant application

Intended Usage by Receiver

Receive resource data notification messages

What

Status and Control type information

When

As needed and depends upon the type of information being transferred

Example

1. This message is used to report a snapshot of computer performance data (CPU, memory, disk, and network

usage).
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8.6.5.1 Resource Message Subjects

Table 8.66: Resource Message Sub'|ect Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard B —_—
. . M
%%‘t f%:%\ DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | suBTYP ME1 ME2 ME3 | ME4 E
5
. domain 1 | [domain 2 DEST
Subject COMS o constell [DESTINATION- | [DESTINATI —
—system | —system [ [mission] - [saf] | MSG RSRC [COMPONENT] ON{
Content specific] s ec_ific] ation COMPONENT] ON-NODE] FACILI
Bxampefor | coms | pomt | powmz | mssv | cnst | sami |msc | Rske APP1
EX%% C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG RSRC CFGMGR AGENT3
%;i"j—efr‘” CoMs pomt | pom2 | mssn » | sAT1 | MsG | RsRC >
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Table 8.67: Properties of the Miscellaneous Elements for the Resource Message
Miscellaneous Required /

Element Optional Description Field in Msq, if applicable
ME1 Required Component name of Sender COMPONENT from header

DESTINATION-COMPONENT

ME2 Optional Component name of destination
from header

Component destination:

The two miscellaneous elements may be
used to direct the message to a specific
destination, as necessary, in

ME3 HeaderSubject Token String format.

Optional n/aDESTINATION-NODE
ME4 P

ME3ME?2 = destination redecomponent DESTINATION-FACILITY

or group
ME3 = DESTINATION-NODE

ME4 = destination-facilityDESTINATION-
FACILITY
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Heartbeat Message

-MESSAGE-TYPE: Header String= MSG
-MESSAGE-SUBTYPE: Header String= HB

| Required Fields |
|-CONTENT-VERSION : F32 = 2019.0 |

Optional Fields
-COUNTER : U6
-PUB-RATE : U16 = 30
-COMPONENT-STATUS : 116= {01, 2, 3, 4} &
~COMPONENT-INFO : 118

COMPONENT-INFO-DETAILS : String
-SW-VERSION : Variable

=CPU-MEM : F32

=CPU-UTIL : F32

Tracking Fields

-NUM-OF-SUBSCRIPTIONS : U168
-SUBSCRIPTION.n.SUBJECT-PATTERN : String

-MW-CONNECTION-ENDPOINT : String

COMPONENT-STATUS
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Field Name Value/Description Notes
) — -
2 Yellow
3 Orange
4 Red
GOMPONENT-INFO
GCOMPONENT-INFO-
DETAILS
SW-VERSION
CPU-MEM In-megabytes
CPU-UTIL
SUBSCRIPTIONS | Y8
SUBSGRIPTION:A-
SUBJECT-PATTERN Stiing
MW-CONNEGCTION-
ENDPOINT Stiing
* Nata- At 14 £ 4 1 to tla 111 £ £t 29 4
N P )

| Sender
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Subject Domain.E} L
Standard Mission-Elements Message-Elements
. . M

Subjeet Spesi-

E ficati DOMAIN1 SUBTYR ME4 ME2 ME3 ME4 f

. [domaint [Component
Subject ComMs [Component name-of [Facil
—system RSRG name-of . [Nede]

Content e} y recipient(s)} ity
Examplefor

Publisher/ C2MS DOM1 RSRG ARP1

Seader
Example for

Publisher/ C2MS DOM4 RSRG GCEGMGR AGENT3

Seader
Example for
Subsecriber! C2MS DOM4 RSRG * >

eecher
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Examples

Publishing/SendingProducing Resource messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSRC.APP1l or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSRC.APP1.COMPONENT or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSREDEV.APP1 . COMPONENT. DESTINATION-
NODE .DESTINATION-FACILITY

Subseribe-to-+reeetveFiltering for a Resource message:
C2MS.*.* . * * * MSG.RSRC.MYAGENT.CFGMGR=>.+ or

C2MS.*.* % * * MSG.RSRC.CFGMGR+>.+

8.5.5.28.6.5.2 Resource M ge HeaderPre-defined Field Values

The abbreviated Table-8-62table below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Resource Message, including both message and message header
fields.

Fable-8-62——Table 8.68: Resource M ge HeaderPre-defined Field Values
Field Name Value letee
HEADER- Version Number for this
VERSIONMessage message description
Header.SPECIFICATIO | 2#+9C2MS
N
Message Message-type-identifier:
Header. MESSAGE- MSG REQ, RESP, or MSG
TYPE
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Field Name Value Notes
Unique message
Message identifier_fixed f
gaséqre\;.PMEESSAGE- RSRC COMS S
Messages
More— .
Please referto-Table 8-
3-Message Header
Additional-Information +2026.0
for-a-complete
definition.CONTENT-
VERSION
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8.5.5.38.6.5.3 Resource Message Contents

FEigure-8—12-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Resource Messag}

with its required and optional fields.

Message Header

Required Fields

-CONTENT-VERSION : F32 = 2018.0

Optional Fields_

-COUNTER : U16
-PUB-RATE : U16
=OPER-8YS: String

Resource Message
=MESSAGE-TYPE: Header String = MSG

-MESSAGE-SUBTYPE: Header String= RSRC

Command and Control Message Specification™ (C2MS™) v1.2.1

=NUM-OF-CPUS : U16
~CPU.N.MEM: U32
~CPU.N.MEM-UTIL : F32
~CPU.N.UTIL : F32
=CPU.N.PAGE-FAULTS: U32
=NUM-OF-DISKS : U186
=DISK.n.NAME : String
=DISK.n.8IZE: U3Z
=DISK.n.UTIL : F32
=MEM.UTIL : F32
-MEM.PHYSICAL. TOTAL: Ug4
-MEM.PHYSICAL.AVAIL: US4
-MEM.VIRTUAL.TOTAL : UG4
-MEM.VIRTUAL.AVAIL: U64
-MEM.SWAP-UTIL : F32
-PROC.ZOMBIES : U32
-PROC.TOTAL : U32
-NUM-OF-NET-PORTS : U6
-NET-PORT.n.NAME : String
-NET-PORT.n.EUI-ADR : String
-NET-PORT.n.IP-ADR : String

-NET-PORT.n.TOTAL-BANDWIDTH : U32

-NET-PORT.n.UTIL : F32
-NET-PORT.n.BYTES-SENT : U4

-NET-PORT.n.BYTES-RECEIVED: U4

-NET-PORT.n.ERRORS : U32
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Figure 82—

C2MS Message

~CONTENT-VERSION : F32

C2MS Notification Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Resource Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == RSRC,
CONTENT-VERSION == 2026.0}

—* Message Header
Custom Field
0.+ |

AN

Resource Message has
been DEPRECATED

CPU

-n.MEM : U32 [0..1]
-CPU|-n.MEM-UTIL : F32 [0..1]

-COUNTER : U16 [0..1]
-PUB-RATE : U16 [0..1]

-OPER-SYS : String [0..1]
-NUM-OF-CPUS : U16
-NUM-OF-DISKS : U16

-MEM.UTIL : F32 [0..1]
-MEM.PHYSICAL.TOTAL : U64 [0..1]
-MEM PHYSICAL AVAIL - UB4 [0.1]
-MEM.VIRTUAL.TOTAL : U64 [0..1]
-MEM.VIRTUAL.AVAIL : U64 [0..1]
-MEM.SWAP-UTIL : F32 [0..1]
-PROC.ZOMBIES : U32 [0..1]
-PROC.TOTAL : U32 [0..1]
-NUM-OF-NET-PORTS : U16

0. -n.UTIL : F32 [0..1
*[-n.PAGE-FAULTS : U32 [0..1]

Disk

-DISK}
-n.NAME : String [0..1]

0.* | n'sizE - U32 [0.1]
-n.UTIL : F32[0.1]

_NET-PORT] Network Port

0.* |-n.NAME : String [0..1]

-n.EUI-ADR : String [0..1]
-n.IP-ADR : String [0..1]
-n.TOTAL-BANDWIDTH : U32 [0..1]
-n.UTIL : F32[0..1]
-n.BYTES-SENT : U4 [0..1]
-n.BYTES-RECEIVED : U4 [0..1]
-n.ERRORS : U32 [0..1]

Figure 8.16: Resource Message Diagram

TFable-8-63-belowThe following table describes additional field names, values, and notes for the Resource

Message.
Fable-$-63———Table 8.69: Resource M ge Additional Information
Field Name Type % Value Value/Description e
CONTENT- | 2049F | _ . . »
VERSION 32 R 2026 Version Numbernumber for this message content description
. Indicates the number of times that the C2CX Resource message has been
COUNTER J16 o 1 publishedproduced, including this message.
Rate the data is being collected and publishedsent out. The default
PUB-RATE u16 [0} Seconds publishing-rate is 30 seconds. A rate of zero indicates this message is not
being repeatedly publishedproduced.
OPER-SYS String ] Operating system component is using
NUM-OF-CPUS | 4+U16 R Number of CPUs being monitored
In
megabytes: . o g
CPU.n.MEM U32 0] o Amount of memory for this CPU - “n” starts at “1”.
1
CPUJEIL:\SEM' F32 ] 0-100 Memory utilization. Percentage of memory utilized.
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Field Name Type Pr:z—S: Value Value/Description otes
CPU.n.UTIL F32 E 0-100 CPU utilization. Percentage of CPU utilized
CPU.n.PAGE-
FAULTS 4+U32 0] Number of page faults
NUM-OF-DISKS | 8+U16 R Number of disks being monitored
“a
starts
DISK.n.NAME at [0} Name of the disk - “n” starts at “1".
ng
DISK.n.SIZE u32 [0} In Absolute size of the disk
megabytes
DISK.n.UTIL F32 [0 0-100 Disk space utilization. Percentage of Disk space utilized.
MEM.UTIL F32 0 0-100 Percent of main memory utilized
MEM;%-‘.P’(ASLICAL ue4 6] 1+ Total amount of physical memory present, in bytes
MEM'K\I;‘ZIEICAL 0+U64 [0} Total amount of physical memory available, in bytes
ME'VJIL(\;'.F;LUAL' 4+U64 [0} Total amount of virtual memory present, in bytes
MEMA\//'Z-:-_UAL' 0+U64 (0] Total amount of virtual memory available, in bytes
ME%‘??II_VAP' F32 [0} 0-100 Percent of swap space used
PROC'gOMBIE 0+U32 (0] Number of zombie processes
PROC.TOTAL | 0+U32 0 Number of total processes
NUM-OF-NET-
PORTS 1+U16 R Number of network ports
n”
NET- starts
PORT.NNAME | . ’("}étri [0} Name of the network port - “n” starts at “1”.
ng
Format of:
NET- 01-23-45- . . .
) Media Access Control (MAC) or Extended Unique Identifier (EUI) physjcal
PORT.n.EUI- String 0 67-89-ab or
ADR 01:23:45:67- address. MAC-48, EUI-48, or EUI-64 format.
89:ab
208.77.188. [
166 or
NET-PORT.n.IP- ) 2001:0db8:8 . . .
ADR String [0} 523:08d3:13 Internet Protocol (IP) logical address. IPv4 (32-bit) or IPv6 (128-bit) format.
19:8a2e:037
0:7334
NET-
PORT.n.TOTAL- | 0+U32 [0} Bandwidth of the port in Kbps
BANDWIDTH
NET- I
PORT n.UTIL F32 [0} 0-100 Percentage of Network port utilization
NET-
PORT.n.BYTES- | 0+U64 (0] Number of bytes sent over the port
SENT
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Field Name Type Pr:z—S: Value Value/Description Votes
NET- _
PORT.n.BYTES- | 0+U64 [0} Number of bytes received over the port
RECEIVED
NET-
PORT.n.ERROR | 9+U32 [0} Number of errors encountered on the port
S
* Note: At a rate of 2 messages per minute, this counter will overflow after 22 days.

8.68.7 Real-Fimetime Telemetry Data Messages

Telemetry Messages are data packages that contain metrics from remote devices such as spacecraft-health-and
satety-data. In most ground systems, a Telemetry Message is packaged by the spacecraft and sent to the ground
station. The ground station performs &ifspace-to-ground quality checking, adds ground station information, and

routes the data to the ground system. Archive retrieval systems, simulators, and data generators can also provide
Telemetry Messages in replay, simulation, and test modes.

Additionally, the data can be prblishedsent “as is’

> (Raw), or after a degree or level of processing (Processed).

g The following table lists the messages that have been
defined to transport the various kinds of telemetry data.

Fable-8-64—

Table 8.70: Telemetry M je:

=)

Telemetry Message Data Form (Level) Data Format
Telemetry CCSDS Packet Raw CCSDS Packet
DEPRECATED Telemetry CCSDS Frame | Raw CCSDS Frame
Telemetry CCSDS CADU Frame Raw CCSDS Channel Access Data Unit (CADU) Frame
Telemetry CCSDS Transfer Frame Raw CCSDS Transfer Frame
Telemetry TDM Frame Raw TDM Frame
Processed Telemetry Data Processed (Converted) Data samples for one frame organized by mnemonic

The CCSDS CADU Frame, CCSDS Transfer Frame, and CCSDS Packet are industry standard formats. Time
Division Multiplexing (TDM) is the method and format for sending multiple digital signals along a single
telecommunications transmission. Specific decommutation instructions for the frames and packets are documented
in other resources.

Note: Additional telemetry message contents may be added, as necessary.

8.6-18.7.1 __Telemetry CCSDS Packet Message

The Telemetry CCSDS Packet Message is used for transferring CCSDS telemetry packets. The- FORMATfield

of the Felemetry Message-Contentsisset to-CCSDSPKT-The Telemetry Message Contents consists of
the raw CCSDS telemetry packet, the time of the packet and the quality of the data.-Fhe-STREAM-MODE
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Table 8-65———8.71: Telemetry CCSDS Packet Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component, or
front-end processor
Senders-Intended Usage by Bubli .
Sender Notity
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
seeemlntended Usage by SubseribeTelemetry processing
eceiver
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

®  Spacecraft health and safety data sent from ground station to ground system
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8.7.1.1  Telemetry CCSDS Packet Message Subjects

Table 8.72: Telemetry CCSDS Packet Message Sub'|ect Naming

Sublect | pomain Elements Mission Elements Message Elements Miscellaneous Elements

Sublect | Speck | powawt | pomaiNz | mission | const |sar | 1ve | susrve | mEr | mE2 | mEs | mEe | mES MEG

. domain 1 domain 2 STRE COLLEC
oubiect | cows | —system | —system | mission] | M0 | psan [ mse | muwekr | BAE | Caw | voop | peop | mon | fsc
— sgecmc sgec_ific MODE POINT]
Bampelor | cous | powt | pome | mssN | cNst | sATi | wsG | Tuvek | saTsm | s 2 1| GEPt 4
Examplefor | cys | pows | powe | mssy | cnst | saTt |wse | mwexr | e | RT | 1 | 2 : 5
Bamplefor | cows | powt | Dow2 : © | sart fwse | et | ¢ | & : : . 6
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Table 8.73; Properties of the Miscellaneous Elements for the Telemetry CCSDS Packet Message
Miscellaneou | Required / e N . .
s Element ; Description Field in Nsg, It applicable
s Element Optional Description Field in Msg, if applicable
ME1 Required | Component name of Sender COMPONENT from header
STREAM-MODE. The use of STREAM-MODE to
Identifies stream as real-time designate a message as anything other than Real-time
ME2 Required m‘ (RT) is strongly discouraged in a large formal
playl . - o
enterprise. See STREAM-MODE Usage Caution in
Section 6.3.7.
. . VCID from msg content; or from header portion of
ME3 Required | Virtual Channel ID COSDS frame
. APID - identifies a particular .
ME4 Rrequired From neader portion of data stream
ME4 Required subsystem on the spacecraft From header portion of data stream
. Point on ground system where data
MES Optional was captured COLLECTION-POINT
) SCID from msg content or from header portion of
ME6 Optional Spacecraft ID CCSDS packet

Example for Sender of Telemetry Messages

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT]1.MSG.TLMPKT.SATSIM.SIM.2.1

Example for Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.*.MSG.TLMPKT.TFEP.RT.>

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMPKT.TFEP.RT.2.1.+

8.7.1.2 Telemetry CCSDS Packet Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for Telemetry CCSDS Packet Message
including both message and message header fields.

Table 8.74: Telemetry CCSDS Packet Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMPKT
CONTENT-VERSION 2026.0
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8.7.1.3 Telemetry CCSDS Packet Message Contents

The following figure shows a UML Class Diagram of the Telemetry CCSDS Packet Message with its required and

optional fields.

C2MS Message

-CONTENT-VERSION : F32
Ay

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
yay

Telemetry CCSDS Packet Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == TLMPKT,
CONTENT-VERSION == 2026.0}

-COLLECTION-POINT : String [0..1]
-STREAM-MODE : String = {RT, RPY, SIM, TEST}
-FINAL-MESSAGE : Boolean [0..1]
-TIME : Time [0..1]

-PHY-CHAN : String

-SCID : U32[0..1]

-VCID : U16 [0..1]

-APID : U16 [0..1]
-QUALITY-CHECK : 116 [0..1]
-QUALITY : 116 [0..1]

-DATA : Binary

-

Message Header
- Custom Field

STREAM-MODE
RT=real time,

SIM=simulator,

RPY=replay/playback,
TEST=test/data generator

The use of STREAM-MODE to
designate a message as

anything other than Real-time (RT)
is strongly discouraged in a large
formal enterprise.

Figure 8.17: Telemetry CCSDS Packet Message Diagram

The following table describes additional field names, values, and notes for the Telemetry CCSDS Packet Message.

Table 8.75: Telemetry CCSDS Packet Message Additional Information
Field Name Type Presence Value Description
CONTENT- Version number for this message content
VERSION F32 R 2026 description
Receiver, device, point, path, etc. where
COLLECTION- String 0 data was received. Used to distinquish data
POINT = simultaneously received at multiple
collection points.
Value Description Identifies the mode of the stream of
RT | Real-time telemetry as either Real-time, Replay,
RPY Replay Simulator, or Test. The use of STREAM-
STREAM-MODE mg. R SIM Simulator MODE to deggn_zlate a meslsage as anything
~———— | (Enumeration) = TEST | Test/Data other than Real-time (RT) is strongly
| Generator discouraged in a large formal enterprise.
See STREAM-MODE Usage Caution in
Section 6.3.7.
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When True (and known, especially for
Boolean 0 replay data), indicates the last message in
the stream.

FINAL-
MESSAGE

Time of packet, usually ground receipt time|
in UTC

TIME Time

1D 1O

PHY-CHAN String Physical channel on which data is received

CCSDS Spacecraft Identifier (SCID). This
field originates from the CCSDS Transfer

Frame and is not part of the CCSDS
Packet.

[92]

ID us2

(e}

CCSDS Virtual Channel Identifier (VCID).
This field originates from the CCSDS

Transfer Frame and is not part of the
CCSDS Packet.

VCID

<
=
(@)

CCSDS Application Process Identifier
(APID)

g

Pl

o
<
>
(o]

QUALITY-
CHECK

Value Description Indicates quality checking was performed
Bit 0 Partial Packet | for reason indicated.

>
(@]

Value Description Indicates quality state if checking was
Bit0 | Partial Packet | performed

QUALITY 11

>
(e}

DATA Binary Raw telemetry data

170

8.7.2 Telemetry CCSDS Frame Message (DEPRECATED)

The Telemetry CCSDS Frame Message has been deprecated and will be removed in a future release of C2MS. The
new CCSDS Frame Messages, Telemetry CCSDS CADU Frame Message and Telemetry CCSDS Transfer Frame

Message, should be used instead.

The Telemetry CCSDS Frame Message is used to transfer CCSDS telemetry frames. The Telemetry Message

Contents consists of the raw CCSDS telemetry frame, the time of the frame, quality checking performed, and the
resulting quality of the data.

A frame with a Frame Sync pattern at the front that includes Reed-Solomon check symbols is called a Coded Virtual
Channel Data Unit (CVCDU) in the CCSDS documentation.

Table 8.76: Telemetry CCSDS Frame Message Summary

Sender A C2MS compliant application such as a ground station, simulator, archive component, or
—_ front-end processor

Intended Usage by Sender Notify

Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Intended Usage by Receiver | Telemetry processing
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

®  Spacecraft health and safety data sent from ground station to ground system
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8.6:14.18.7.2.1 Telemetry CCSDS PacketFrame Message Subjects
Table $-66—8.77: Telemetry CCSDS PuckesFrame Message Subject Naming

ss;::g:crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomaint | pomaiNz | mission | const | saT | Tvp | susTYP ME1 ME2 ME3 ME4 MES5
Element fication
_ ) S . : -
. [domain 1 | [domain 2 TLMPKT Componentof Virtual )
gg:{:ﬁ: C2MS —system | —system [ [mission] [cac‘)t?::]ell [sat] | MSG MFR AM% publisher[ COMP RE A[,\% Channel D ﬁ'le CO}T_?_?CTI
specific] specific] — ONENT WDE] IBIVCID IAPID] I—ON-POINTl
Example for TLMEKT
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG L SATSIM SIM 2 1
MFRAME
Sender -
Example for
publisher/ | coms | Domt | pomz | mssN | cnst | sami | mse | TERRMEL qrep RT 1 2
Sender
Example for
Subseriber/ | CoMS DOMI | DOM2 . . saT1 | msg | TLMERAME . RT 5 :
i TLMPKT
Receiver
188
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Table $-672———8.78: Properties of the Miscellaneous Elements for the Telemetry CCSDS PacketFrame
Message

Miscellaneous Required / - - . .
Element Optional Description Field in Msg, if applicable
. Component name of
ME1 Required PublisherSender COMPONENT from header
STREAM-MODESTREAM-MODE. The
use of STREAM-MODE to designate a
VE2 Required Identifies stream as real-time, message as anything other than Real-
a playback, simulator, or test. time (RT) is strongly discouraged in a
large formal enterprise. See STREAM-
MODE Usage Caution in Section 6.3.7.
ME3 Required Virtual Channel ID VCID from msg content; or from header
4 portion of CCSDS frame
. . AP-IDAPID - identifies a particular .
ME4 ReguiredOptional subsystem on the spacecraft From header portion of data stream
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured

Example for Publisher/~Sender of Telemetry Messages

ong DAMT NAMO MOoN oNGT T T MpEm ek aV T D 1

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMFRAME . SATSIM.SIM.2.1

Example for Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.* . MSG.TLMFRAME.TFEP.RT.+

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1 .MSG. TLMFRAME.TFEP.RT.2.1

Vi d % MOON sk kM TIMDET _mppn pm

8.6-1-28.7.2.2 Telemetry CCSDS PacketFrame M ge HeaderPre-defined Field Values

The abbreviated Table-8-68—Telemetry- CCSDSPacket Message Headertable below shows the
required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed fields for Telemetry CCSDS

PacketFrame Message. including both message and message header fields.

Table 8.79: Telemetry CCSDS Frame Message #eader-Pre-defined Field Values
Table 268

1Tado1Co0—00-

Field Name Value

Message Header.SPECIFICATION C2MS

Message Header. MESSAGE-TYPE MSG
Command and Control Message Specification™ (C2MS™) V-0 189v1.2,




Message Header. MESSAGE-SUBTYPE TLMFRAME
CONTENT-VERSION 2026.0

8.7.2.3 Telemetry CCSDS PacketFrame Message HeaderContents
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Eigure-8—13-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Telemetry CCSD
PacketFrame Message with its required and optional fields.

Required Fields
-CONTENT-VERSION : Fa2 = 2016.0
-STREAM-MODE : String = {RT, RPY, SIM, TESTH- _ | STREAM-MODE
-PHY-CHAN : String RT=real time,
-VCID : 116 RPY=replayiplayback,
-DATA : Binary SIM=simulator,
TEST: generator
Optional Fields.
-COLLECTION-POINT : String
-FINAL-MESSAGE : Boolean
— -TIME : Time

-QUALITY-CHECK : 116
Telemetry CCSDS Packet Message -QUALITY : HE

-MESSAGE-TYPE : Header String= MSG
-MESSAGE-SUBTYPE: Header String = TLMPKT

C2MS Message

-CONTENT-VERSION : F32
[AY
0-

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
Telemetry CCSDS
T Frame Message has
been DEPRECATED

-
-
~
-
Telemetry CCSDS Frame Message L g}EEH#SDE
{Message Header. SPECIFICATION == C2MS, RPY:repIayt‘;J\ayback,
Message Header. MESSAGE-TYPE == MSG, SIM=simulator,
Message Header MESSAGE-SUBTYPE == TLMFRAME, TEST=test/data generator
CONTENT-VERSION == 2026.0}
-COLLECTION-PQINT : String [0..1] - - The use of STREAM-MODE to
-STREAM-MODE : String = {RT, RPY, SIM, TEST} - - designate a message as
-FINAL-MESSAGE : Boolean [0..1] anything other than Real-time (RT)
-LENGTH : U32 [0..1] is strongly discouraged in a large
-TIME : Time [0..1] formal enterprise.
-PHY-CHAN : String
-VCID : 6
-FRAMESYNC-STATUS : 116 [0..1]1={1, 2, 3, 4} &
-RS-PRESENT : Boolean [0..1] = - -
-QUALITY-CHECK : 116 [0..1] — —|FRAMESYNC-STATUS
-QUALITY : 116 [0..1] 1=Search,
-DATA : Binary [0..1] 2=Verify,
3=Lock,
4=Check

Figure 8-/3———8.18: Telemetry CCSDS PacketFrame Message Diagram
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- y ag wThe following
table describes additional field names, values, and notes for the Telemetry CCSDS PaeketFrame Message.

Table 8.80: Telemetry CCSDS Frame Message: Additional Information

Field Name Type Presence Value Description

CONTENT- F32 R 2026 Version number for this

VERSION — - = message content description

Receiver, device, point, path
etc. where data was received.
Used to distinguish data
simultaneously received at
multiple collection points.

COLLECTION- st
POINT =ting

(e

Description Identifies the kind or source of
Real-time the stream of telemetry as either
Replay Real-time, Replay, Simulator, or
Simulator Test. The use of STREAM-
Test/Data Generator MODE to designate a message
as anything other than Real-time
(RT) is strongly discouraged in a
large formal enterprise.

See STREAM-MODE Usage
Caution in Section 6.3.7.

<
N
=
3

20
jar}

)
3|

=|<

@

10
—
m
wn
b

] String
STREAM-MODE (Enumeration)

When True (and known
especially for replay data)

indicates the last message in the
stream.

FINAL-
MESSAGE

‘UJ
Is]
o
(D
Q)
5
(e

LENGTH u32 Bytes Length of frame

Time of frame, usually ground
receipt time in UTC

IO |o

TIME Time

Physical channel on which data
is received

PHY-CHAN String

10

CCSDS Virtual Channel

VCID 11 Identifier (VCID)

1=

<
N
=
3

Description State of frame synchronization
Search from equipment when frame is
Verify ingested
Lock
Check

FRAMESYNC- 116
STATUS (Enumeration)

|
o

I floo ino I—\‘

Indicates if the Reed-Solomon

RS-PRESENT Eoclean codes are present in the data.

[e]

<
N
=
@

Description Indicates quality checking
CRC Quality Check performed, if applicable. If the bit

Reed-Solomon Quality | is set the particular quality check
Check was performed.

Turbo Code Quality
Check

=)
=
o

QUALITY-
CHECK

=
>
(@)
@
=
=

=)
=
INY

<
N
=
@

Description Indicates quality state if
CRC Quality State checking is performed. If the bit
Reed-Solomon Quality | is set the particular quality check
State failed.

@
=
o

QUALITY

>
(e}

jes}
Ex
~
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. Turbo Code Quality
Bit2 State

Raw telemetry data

DATA Binary

(o]

8.7.3 Telemetry CCSDS PacketCADU Frame Message-Additional-lnformation

Field-Name Value Notes
pem—l O
Value Description
RT Realt
STREAM-MODE RRY Replay Identifies-the-mode-ofthe-stream-of-telemetry-as-either Real-timg;
Test/Data
TEST c
Value Description ol £ .
9 Iastmessageuwthestream Y
LMESSAGE 1 orraise :
YCID Virtual-ChanneHD
QUALITY-CHECK Bito Partial Packet B e e
QUALITY Bit0 Partial Packet Indicates guality state-if checking-was-performed
DATA Raw-telemetry data

The Telemetry CCSDS CADU Frame Message is used to transtertransport CCSDS Channel Access Data Units
(CADU).

The CCSDS telemetryframes—The FORMATfield-0£ CADU Message consists of varying information

depending on how the data source generated the CADU. In some cases, the CADU will consist of only the Attached|

Sync Marker (ASM) and CCSDS Transfer Frame. In other cases, the Felemetry Message-Contentsis
setCADU will consist of the ASM, CCSDS Transfer Frame, and Forward Error Correction (FEC) parity data known
as codeblocks or codewords, e.g., Reed-Solomon codeblocks.

The intent of this CADU message is not only to transport the data, but also to CESDSERAME FheFelemetsy

MM ral 1ot £ 4] COSNS tal 4 £ tha ti £iha £ Lit ool £ d
J > s A T il

3 carry critical metadata descrlbmg both the
contents ofthe CADU as well as the results of various CADU processing functions. Content metadata includes
timestamp, physical channel from which the CADU originated, ASM presence and length, Inverted Data, and FEC
Parity Length. Processing metadata includes Frame Synchronization Status, Derandomization, ASM Bit Errors
detected, and FEC Decode results.
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In a satellite ground system, the CADU Frame is typically produced by a Frame Synchronizer and FEC Decoder.
which is #sedthen transferred to elassify-the kind-ersouree-of the CCSDSHramea CCSDS Data Link
Processor that translates and produces CCSDS Transfer Frames from the CADUs.

A £ ith o B [ ves 4 tha £ t 4ot tmaliad Road. Sal haol halc o Had Caodad \Lrtial
Pl

fai’ 1 DNatg [lat (CNJCIVT 300 tha CCOCNQ ] ot
T 7

Table -70——8.81: Telemetry CCSDS CADU Frame Message Summary

A C2MS compliant application such as a ground station, simulator, archive component, or
Sender
front-end processor
Senders Intended Usage [ Publish |
Intended Usage by Sender Notify
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Intended Usage by Receiver | Telemetry processing
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

#—Spacecraft health and safety data sent from ground station to ground system
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8.6.2.18.7.3.1_Telemetry CCSDS CADU Frame Message Subjects
Table $-7-—8.82: Telemetry CCSDS CADU Frame Message Subject Naming

Sst%r:fjea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
%—m fls{;%:n DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3
. domain 1 domain 2
CS_J_g:t:(r:\tt C2MS —system | —system [mission] c;?osrt]ell [saf] | MSG CTik['\)ASFCS ADl\iE COMPONENT [S'\-;gEDAE':A [g’\? IE,I_CI)EIE%I
—_ specific! specific ation] —
Example for TLMCCSDS-
Sender C2mS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CADUFRAME SATSIM SIM
Example for TLMCCSDS-
Sender C2mS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CADUFRAME TFEP RT
Example for . . TLMCCSDS- .
Receiver | C2MS | DOM1 | DOM: - - | SAT1 | MSG | capurRauE : al

Command and Control Message Specification™ (C2MS™) /1.0 195v1.2.1 195




Table 8.83; Properties of the Miscellaneous Elements for the Telemetry CCSDS CADU Frame Message
Miscelaneous —“—Rgpt‘;:::gl’ Description Field in Msg, if applicable
ME1 Required Component name of Sender COMPONENT from header
STREAM-MODE. The use of STREAM-
MODE to designate a message as
VE2 Required Identifies stream as real-time anything other than Real-time (RT) is
— nequired playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution 6.3.7.
. Point on ground system where data
ME3 Optional was captured COLLECTION-POINT

Example for Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-CADUFRAME. SATSIM.SIM

Example for Receiver of Telemetry Messages

C2MS.*.* . MSSN.*.* .MSG.TLMCCSDS-CADUFRAME.TFEP.>

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-CADUFRAME.TFEP.RT.+

8.7.3.2 Telemetry CCSDS CADU Frame Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for Telemetry CCSDS CADU Frame
Message, including both message and message header fields.

Table 8.84: Telemetry CCSDS CADU Frame Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMCCSDS-CADUFRAME
CONTENT-VERSION 2026.0
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8.7.3.3 Telemetry CCSDS CADU Frame Message Contents
The following figure shows a UML Class Diagram of the Telemetry CCSDS CADU Frame Message with its

required and optional fields.
C2MS Message
-CONTENT-VERSION : F32

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Telemetry CCSDS CADU Frame Message
{Message Header SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == TLMCCSDS-CADUFRAME,
CONTENT-VERSION == 2026.0}

Message Header
Custom Field
0*

COLLECTION-POINT : String [0..1]
-STREAM-MODE : String = {RT, RPY, SIM, TEST}
-FINAL-MESSAGE : Boolean [0.1]

LENGTH - U32

-TIME : Time [0..1]

-PHY-CHAN : String

-FRAMESYNC-STATUS : 116 (0.1] = {1, 2, 3, 4}
-ASM-LENGTH - U16

-ASM-BIT-ERRORS : U16 [0..1]
-INVERTED-DATA - Boolean [0..1]
-DERANDOMIZE-ALG : U16 = {0, 1}

FEC-ALG : U16={0, 1, 2, 3}
-FEC-PARITY-LENGTH : U32[0..1]
-FEC-INTERLEAVE : U16 [0..1]
-FEC-UNGORRECTABLE - Boolean [0..1]
-FEC-CORRECTED-BITS : U16 [0..1]

-DATA : Binary [0..1]

o

Figure 8.19: Telemetry CCSDS CADU Frame Message Diagram

The following table describes additional field names, values, and notes for the Telemetry CCSDS CADU Frame

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to
designate a message as

anything other than Real-time (RT)
is strongly discouraged in a large

- <" |formal enterprise.
-~
FRAMESYNC-STATUS
1=Search,
2=Verify,
3=Lock,
_ — —|4=Check
DERANDOMIZE-ALG
— — — —|0=None
1=CCSDS-131.0
FEC-ALG
0=None
1=Reed-Solomon,
2=Turbo-Code,
3=LDPC

Message.
Table 8.85: Telemetry CCSDS CADU Frame Message Additional Information
Field Name Type Presence Value Description
CONTENT- Version number for this message content
VERSION F32 R 2026 description
Receiver, device, point, path, etc. where
COLLECTION- String 0 data was received. Used to distinguish data
POINT = simultaneously received at multiple
collection points.
Value | Description | |dentifies the kind or source of the stream
RT Real-time of telemetry as either Real-time, Replay
STREAM-MODE String R RPY | Replay Simulator, or Test. The use of STREAM-
=~ | (Enumeration) - SIM | Simulator MODE to designate a message as anything
Test/Data other than Real-time (RT) is strongly
TEST Generator discouraged in a large formal enterprise.
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See STREAM-MODE Usage Caution in
Section 6.3.7.

FINAL- When True (?”d, known, especially for .
MESSAGE Boolean 0 replay data), indicates the last message in
- the stream.

Length of frame in bits, including the
LENGTH u32 Bits Attached Sync Marker (ASM) and any FEC
Parity/Check-Symbols
TIME Time 0 Time of frame, usually ground receipt time
in UTC
PHY-CHAN String R Physical channel on which data is received
Value | Description
FRAMESYNC- 116 % E\Z f State of frame synchronization from
STATUS (Enumeration) = 3 Lock equipment when frame is ingested
4 Check
Length of the Attached Sync Marker (ASM)
ASM-LENGTH u16é Bits in bits. A length of zero indicates the ASM
was removed, e.g., by the FrameSync
ASM-BIT- u16 0 Number of bit errors detected in the ASM
ERRORS — =
INVERTED-DATA Boolean 0 Trug if data inversion was required to
- . achieve lock on the frame
Value | Description
DERANDOMIZE- u16 R 0 None The algorithm used to derandomize/de-
ALG (Enumeration) = 1 CCSDS- scramble the frame data
- 131.0-B
Value | Description
U16 0 %_ The Eorward Error Correction (FEC)
FEC-ALG Enumeration R 1 Solomon ?Iqorlthm used to decode/error-correct the
{Enumeration) rame data
2 Turbo-Code
3 LDPC
Length of the FEC Parity/Check-Symbols in
bits. Zero indicates the data was never
% u32 0 FEC-encoded (when FEC-ALG=None), or
— the FEC-ALG decoded the data and
removed the check-symbols
FEC- U16 0 The block decoder’s Interleave Depth used
INTERLEAVE — = by FEC-ALG
Value | Description
Any
False identified _ _
FEC- —— | errors were Indicates the result of error correction
UNCORRECTAB Boolean 0 corrected processing for this CADU (if no errors were
LE Errors found | identified, this is set to FALSE)
that could
M patin-t Uil
not be
corrected
FEC- The number of error bits corrected by FEC-
CORRECTED- u16 0
e ALG
BITS —
198 Command and Control Message Specification™ (C2MS™) v1.2.1




CADU telemetry containing the user data
followed by the FEC Parity/Check-Symbols
when FEC-PARITY-LENGTH is non-zero

(e

DATA Binary

8.7.4 Telemetry CCSDS Transfer Frame Message

The Telemetry CCSDS Transfer Frame Message is used to transport CCSDS Transfer Frames (TF). A TF is
typically extracted from a CCSDS CADU Frame, then parsed and processed per one or more “Services” as
described in the various CCSDS Data Link Protocol specifications.

The CCSDS TF Message consists of varying information depending on how the data source generated the TF. In
some cases, the TF will consist of only the CCSDS TF Primary Header and User Data. In other cases, the TF will
consist of the CCSDS TF Primary Header, Header Error Control Field (HECF), Insert Zone, User Data, Operationall
Control Field (OCF), and CRC known as Frame Error Control Field (FECF).

The intent of this TF message is not only to transfer the user data, but also to carry critical metadata describing both
the contents of the TF as well as the results of various TF processing functions. Content metadata includes
timestamp, physical channel from which the TF originated, TF Version, Spacecraft ID, Virtual Channel ID, Insert
Zone Presence and Length, and FECF/HECF/OCF Presence and usage. Processing metadata includes Sequence
Errors, Parse Errors, and HECF Decode results.

Table 8.86: Telemetry CCSDS Transfer Frame Message Summary
A C2MS compliant application such as a ground station, simulator, archive component, or
Sender
—_ front-end processor

Intended Usage by Sender Notify

Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Intended Usage by Receiver Telemetry processing

What Spacecraft health and safety data to be decommutated and/ or archived

When As needed but usually dependent on data rate and/or replay rate

Example

®  Spacecraft health and safety data sent from ground station to ground system
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8.7.4.1 Telemetry CCSDS Transfer Frame Message Subjects
Table 8.87: Telemetry CCSDS Tra_nsfer Fra_r1e Message Sub'|ect Naming
Sst::ﬁ:'td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomant | pomainz | mission | const | sat | Tve SUBTYP ME1 ME2 ME3 ME4 ME5
Element fication
Component i Collection
. [domain 1 | [domain 2 TLMCCSDS- of Virtual Point
ggg{:ﬁi coMs | -system | —system | [mission] [C:tri‘;:‘]e” fsat] | MSG | TRANSFERFRAME | pubiisherC | 728 | crapnet | C(';D COLLEC
specific] specific] TLMERAME OMPONEN | ——— | B[SCID [VCID] TION-
T MO—DEI POINT
Example for TLMCCSDS-
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TRANSFERFRAME | SATSIM SIM 24 12
Sender FMERAME
Example for FEMERAMETLMC
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG CSDS- TFEP RT 15 21
Sender TRANSFERFRAME
Example for TLMERAMETLMC
Subscriber/ C2Ms DOM1 DOM2 * * SAT1 | MSG CSDS- * RT *6 >
Receiver TRANSFERFRAME
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Table 8-72——8.88: Properties of the Miscellaneous Elements for the Telemetry CCSDS Transfer Frame
Message

Miscellaneous Required / - S . .
Element Optional Description Field in Msg, if applicable
. Component name of
ME1 Required PublisherSender COMPONENT from header
STREAM-MODESTREAM-MODE. The
use of STREAM-MODE to designate a
VE2 Required Identifies stream as real-time, message as anything other than Real-
a playback, simulator, or test. time (RT) is strongly discouraged in a
large formal enterprise. See STREAM-
MODE Usage Caution in Section 6.3.7.
) ' YGIBSCID from msg content; or from
Virtual Charne (Sp LD T ;
MES Required SCID (Spacecraft ID) header portion of CCSDS transfer frame
AP-ID—identifies-a-particular FromVCID from msg content or from
ME4 OptionalRequired | subsystem-on-the-spacecraftVCID header portion of data-streamCCSDS
(Virtual Channel ID) transfer frame
ME5 Ooti Pointon-ground-system-where-data COLLECTION-POINT
was captured
. Point on ground system where data i
MES Optional was caplured COLLECTION-POINT

Example for Publisher/~Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG. FEMEFRAMETLMCCSDS-
TRANSFERFRAME.SATSIM.SIM.2.1

Example for Subseriber/Receiver of Telemetry Messages

C2MS.*.* .MSSN. *.* MSG.FTEMFRAMETLMCCSDS-TRANSFERFRAME . TFEP.RT . >

N DAMT  NAMD  MOON OoNGT M TIMEDRAME MDD nm 1

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-TRANSFERFRAME.TFEP.RT.2.1.+

8.6.2.28.7.4.2 Telemetry CCSDS Transfer Frame Message HeaderPre-defined Field Values

The abbreviated Fable-8-73—TFelemetry CCSDSErame Message Headertable below shows the
required values of the MESSAGE-TYPE-and MESSAGE-SUBTYPEnamed fields for Telemetry CCSDS

Transfer Frame Message, including both message and message header fields.

Table 8.89: Telemetry CCSDS Transfer Frame Message #¢eaderPre-defined Field Values
Table2-73

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMCCSDS-TRANSFERFRAME
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| CONTENT-VERSION

2026.0

Telemetry CCSDS Frame-M
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8.6.2.38.7.4.3 Telemetry CCSDSTransfer Frame Message Contents

Eigure-8—14-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Telemetry CCSD

Transfer Frame Message with its required and optional fields.

C2MS Message
-CONTENT-VERSION : F32

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
pAY

T Message Header ‘
Custom Field ‘

Tel y CCSDS Frame Messag
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == TLMCCSDS-TRANSFERFRAME,
CONTENT-VERSION == 2026.0}

-COLLECTION-POINT : String [0..1]
-STREAM-MODE : String = {RT, RPY, SIM, TEST} .
-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32[0..1]

-TIME : Time [0..1]

-PHY-CHAN : String
-FRAME-VERSION : U16

-SCID : U32

-VCID : U16
-SEQUENCE-COUNT : U32 [0..1]
-INSERT-ZONE-LENGTH : U32
-OCF-PRESENT : Boolean

-HECF-USAGE : U16 = {0, 1, 2}

-FECF-ERROR : Boolean [0..1]
-HECF-ERROR-UNCORRECTABLE : Boolean [0..1]
-HECF-CORRECTED-BITS : U16 [0..1]
-PARSE-ERRORS : U16 [0..1]
-SEQUENCE-ERRORS : U32[0..1]

-DATA : Binary [0..1]

-FECF-USAGE : U16 = {0, 1, 2} of

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to
designate a message as

_-|anything other than Real-time (RT)

is strongly discouraged in a large
formal enterprise.

B N

FECF-USAGE

0=Not Present

1=Is Present, Not Used
2=Is Present, Is Used

[ N

HECF-USAGE

0=Not Present

1=Is Present, Not Used
2=Is Present, Is Used

Message HudorE
o Required Fields_ e AN
-~CONTENT-VERSION : F32 = 2019.0 RT=real time,
-STREAM-MODE : String = {RT, RPY, SIM, TEST)# ~|RPY=replay/playback,
-PHY-CHAN : String SiM=simulator,
-VCID: 116 TEST=test/data generator
Optional Fields
~COLLECTION-POINT : String
-FINAL-MESSAGE : Boolean AN
-LENGTH : U32 1FWEmsVNCS ATUS
-TIME : Time = J
Enieintsy CORUM ¥ Moo YNC-STATUS: 116=1{1,2,3, 44 — — — —| 2=Verify,
-MESSAGE-TYPE : Header String= MSG -RS-PRESENT : Boolean 3=Lock,
-MESSAGE-SUBTYPE: Header String = TLMFRAME -QUALITY-CHECK : 116 4=Check
-QUALITY : 116
-DATA : Binary
Figure $-74———8.20: Telemetry CCSDS Transfer Frame Message Diagram
Command and Control Message Specification™ (C2MS™) V-0 203v1.2./1
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describes additional field nam

es, values, and notes for the Telemetry CCSDS Transfer Frame Message.

Table 8.90: Telemetry CCSDS Transfer Frame Message- Additional Information

Value/Description Notes
points:
Value Description
RT Real-time
TestiData
TEST Generator
FINAL-MESSAGE 0 Noi/False (. ’ Y Y g
4 Yes/True )
Bytes Length-of frame
- e - -
.5; 5
Value Deseription
4 Search . . .
- State-of frame synchronization-from-equipment whenframe-is
2 Verify ;
3 Lock ingested
4 Check
Value Description
0 No/False Indicates if the Reed-Solomon codes are present in the data.
1 YesiTrue
Value Description
. el
B | cheek
Reed-
o = Bit4 . : . , _
Check
Turbo—Code
Bit2 e
Check
Value Description
. el
B | state
Quality State
Bit2 ;ub.e;ede
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Field Name

ValuelDeserint

DATA

Field Name

Presence

Description

CONTENT-
VERSION

Version number for this message
content description

COLLECTION-
POINT

1]
ES
(e}

Receiver, device, point, path, etc.
where data was received. Used

to distinguish data simultaneously
received at multiple collection
points.

STREAM-MODE

Description

Identifies the kind or source of the

Real-time

Replay

Simulator

String
(Enumeration)

120

Test/Data Generator

stream of telemetry as either

Real-time, Replay, Simulator, or
Test.

The use of STREAM-MODE to
designate a message as anything
other than Real-time (RT) is
strongly discouraged in a large
formal enterprise. See STREAM-
MODE Usage Caution 6.3.7.

Boolean

(e}

When True (and known
especially for replay data)

indicates the last message in the
stream.

|C
15}
[§}

Bytes

Length of the transfer frame in
bytes

Time

[e]

Time of frame, usually ground
receipt time in UTC

1=

String

Physical channel on which data is
received

<
>
10

The CCSDS Transfer Frame
Version of this frame

c
(9%
N

120

CCSDS Spacecraft Identifier
(SCID)

VCID

<
>
10

CCSDS Virtual Channel Identifier
(VCID)

SEQUENCE-
COUNT

c
I35]
)
(o]

Current value of the CCSDS
Virtual Channel Frame Count

INSERT-ZONE-
LENGTH

us2

(e
[ &)
10

The length in Bytes of the
CCSDS AQS Insert Zone of this
frame

OCF-PRESENT

Boolean

1=

Indicates whether the CCSDS
Operational Control Field (OCF)

is present in this frame

FECF-USAGE

Description

Indicates presence and usage of

Not Present

1

>
10

Is Present, Not Used

(Enumeration)

Is Present, Is Used

the CCSDS Frame Error Control
Field (i.e., CRC). “Is Present Not
Used” means the FECF field
exists in the DATA, but the CRC
was not performed.

HECF-USAGE

10

Description
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(Enumeration)

Not Present

Indicates presence and usage of

Is Present, Not Used

the CCSDS Header Error Control

= o

Is Present, Is Used

Field (i.e., Reed-Solomon 10,6).
“Is Present Not Used” means the
HECF field exists in the DATA,
but the Reed-Solomon (10,6)
Decoding was not performed.

FECF-ERROR

Boolean

(e}

Description

FECF/CRC detected
no error(s) in frame

Indicates whether FECF/CRC
detected any errors in this frame;

FECF/CRC detected
error(s) in frame

these are uncorrectable.

HECF-ERROR-
UNCORRECTAB
LE

Boolean

[e]

True indicates that the
HECF/Reed-Solomon(10,6)
detected an uncorrectable error in
this frame.

HECF-
CORRECTED-
BITS

(e
[o>]

(e}

The number of header error bits

corrected by the HECF/Reed-
Solomon(10,6) algorithm

PARSE-ERRORS

(e
(o)

(e}

The combined number of parse
errors relative to this CCSDS
Transfer Frame

SEQUENCE-
ERRORS

(e

Indicates the number of Virtual
Channel Frame Count sequence
errors relative to this frame, e.qg.,

frame gaps/missed frames

DATA

Binary

(e}

CCSDS Transfer Frame telemetry
containing the Transfer Frame
Primary Header, the optional
Insert Zone (for AOS), the
Transfer Frame Data Field, and
the optional Transfer Frame

Trailer (with optional OCF and
FECF fields)

PARSE-ERRORS

The combined number of parse errors relative to this CCSDS Transfer Frame includes: ASM bit errors, Bit Slips

and Unlocked Frames received from the Frame-Sync, Uncorrectable FEC errors received from the Block-FEC

Decoder, CCSDS FECF (CRC) Errors, Uncorrectable CCSDS HECF/Reed-Solomon(10,6) errors, and Invalid

CCSDS Transfer Frame Version received.

8.6-38.7.5 Telemetry TDM Frame Message
The Telemetry Time-Division Multiplexing (TDM) Frame Message is used to transfer TDM frames. The Telemetry

Message Contents simply
D

Table 8-75———8.91: Telemetry TDM Frame Message Summary
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Sender A C2MS compliant application such as a ground station, simulator, archive component, or
front-end processor
Senders-Intended Usage by Publ .
Sender Notify
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Reeewef&lntended Usage s ibeTelemetry processin
by Receiver  [Elemelry processing
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
What S
Wheﬁ Ac dad hit ncuauy d B d
Example
. S
£ 1 1tk d faty dat + £ d ctats 4 d 1
P [ )
Example
®  Spacecraft health and safety data sent from ground station to ground system
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8.6.3.18.7.5.1_Telemetry TDM Frame Message Subjects
Table $-76——8.92: Telemetry TDM Frame Message Subject Naming

ss;::g:crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaint | pomaiNz | mission | const | sat | Tve | susTve ME1 ME2 ME3 ME4 MES5
Element fication
. : -
. [domain 1 | [domain 2 e Point
Subject coms | —system | —system | mission] | (M | 1saq | msG | TLMTOM | publishericom | FO9eIST | Ghamel | ARBInot | 1on) Eo
Content P - ation] REAM- 1B[not used
specific] specific] PONENT MODE] used TION
POINT]
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMTDM SATSIM SIM 2FILL 4FILL EP1
Sender
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMTDM TFEP RT 4FILL 2FILL GEP2
Sender 2=
Example for
Subseriber/ C2Ms DOM1 DOM2 * * SAT1 | MSG | TLMTDM * RT *+ z
Receiver
208
208
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Table &-7Z———8.93: Properties of the Miscellaneous Elements for the Telemetry TDM Frame Message

Mls;leelﬁg:;)us Rggtl;gsgll Description Field in Msg, if applicable
) Component name of
ME1 Required PublisherSender COMPONENT from header
STREAM-MODESTREAM-MODE. The use ¢f
STREAM-MODE to designate a message as|
ME2 Required Identifies stream as real-time, anything other than Real-time (RT) is stronéIL
q playback, simulator, or test. discouraged in a large formal enterprise. Seq
STREAM-MODE Usage Caution in Section
6.3.7.
VE3 Reguired-for-all . c D YCID-frem-msg-content:or-from-header portipn
GCCSBSNot used of CCSDS frame
ME4 Not used
Reauired AP-ID-—identifies-a-particular
MEAMES CCSDSP subsystem on the spacecraftPoint From header portion of data
— onlyOptional on ground system where data was streamCOLLECTION-POINT

GCOLLECTHON-POINT

Example for Publisher/~Sender of Telemetry Messages

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.TLMTDM. SATSIM.SIM.2=+FILL.FILL.GEPL

Example for Subseriber+Receiver of Telemetry Messages
C2MS.*.* .MSSN.*.*.MSG.TLMTDM. TFEP.RT—>. +

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMTDM. TFEP.RT .2<+FILL.FILL.GEP2

8.6.3.28.7.5.2 Telemetry TDM Frame Message HeaderPre-defined Field Values

The abbreviated +a® v
required values of the MESSAGEJP\LPE—&Hd—MESSAGE—SU-BT—\LPEnamed fields for Telemetry TDM
Frame Message, including both message and message header fields.

Table 8-78———8.94: Telemetry TDM Frame Message He«derPre-defined Field Values

Field Name Value Notes
More— - -
Please refer to Table 8-
3 Message Header
Al ‘ X
for-a-complete
Command and Control Message Specification™ (C2MS™) V-0 209v1.2./1
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Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMTDM
CONTENT-VERSION 2026.0

8.6-3-38.7.5.3 Telemetry TDM Frame Message Contents

Eigure-8—15-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Telemetry TDM
Frame Message with its required and optional fields.

Message Hoader

Required Fields STREAM-MODE
- RT=real time
-CONTENT-VERSION : Fa2 = 2019.0 FEsLtiee.
-STREAM-MODE : String = {RT, RPY, SIM, TEST- — —|RPY=replay/playback,
SiM=simulator,

TEST=test/data generator

‘Optional Fields

-COLLECTION-POINT : String
-FINAL-}

MESSAGE : Boolean FRAMESYNG-STATUS

LENGTH : 2 __|1=searcn, 2=venty,
otry Moss -TIME : Time — = 7 |3=Lock, 4=Check
j[elesotry T Frane o -FRAMESYNC-STATUS: 116 = {1, 2, 3, 45+ — o]
-MESSAGE-TYPE: Header Sting = MSG -DATA : Binary
-MESSAGE-SUBTYPE: Header String= TLMTDM

C2MS Message

-CONTENT-VERSION : F32
Fay

Message Header

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
Fay

Custom Field
0.

STREAM-MODE
RT=real time,
RPY=replay/playback,
SIM=simulator,

Telemetry TDM Frame Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMTDM,
CONTENT-VERSION == 2026.0}

TEST=test/data generator

The use of STREAM-MODE to
_ designate a message as

_ = |anything other than Real-time (RT)
- is strongly discouraged in a large
P formal enterprise.

-COLLECTION-POINT : String [0..1

-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32 [0..1]
-TIME : Time [0..1]

-DATA : Binary [0..1]

I
-STREAM-MODE : String = {RT, RPY, SIM, TEST} ¢

-FRAMESYNC-STATUS : 116 [0..1] = {1, 2, 3, 4} g

FRAMESYNC-STATUS
1=Search, 2=Verify,

3=Lock, 4=Check

Figure 8-75———8.21: Telemetry TDM Frame Message Diagram
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a v ag a wThe following table
describes additional field names, values, and notes for the Telemetry TDM Frame Message.

Field-Name Value/Description Notes
points:
Value Description
RT Real-time
TEST Test/Data
Generator
! Y
FINAL-MESSAGE 1] NofFalse ofrue-{a ‘d own, especially-for fepiay-data)indicates the
1 Yes/True )
LENGTH Bytes Length-of frame
Value Description
FRAMESYNC- : izati j i
) - Sta&eef—f;ame—syneh;emza&en—fmmequment—when—#am&os
STATUS ’ ingested
3 Lock
4 Check
Lo Sk
Field Name Type Presence Value Description
CONTENT- Version number for this message
VERSION £32 R 2026 content description
Receiver, device, point, path, etc.
where data was received. Used to
W String 0 distinguish data simultaneously
— received at multiple collection
points.
Value Description Identifies the kind or source of the
RT Real-time stream of telemetry as either Real-
RPY Replay time, Replay, Simulator, or Test.
String SIM Simulator The use of STREAM-MODE to
STREAM-MODE . R TEST Test/Data designate a message as anything
(Enumeration) Generator other than Real-time (RT) is strongly
discouraged in a large formal
enterprise. See STREAM-MODE
Usage Caution in Section 6.3.7.
FINAL- When True (and known, especially
MESSAGE Boolean 0 for repla: ldata indicates the last
- message in the stream.
LENGTH u32 0 Bytes Length of frame in bytes
) Time of frame, usually ground
TIME Time 9 receipt time in UTC
0 Value [ Description
Command and Control Message Specification™ (C2MS™) V-0 2Hv1.2,
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1 Search State of frame synchronization from
FRAMESYNC- 116 2 Verify equipment when frame is ingested
STATUS (Enumeration) 3 Lock
4 Check
DATA Binary [o] Raw telemetry data

8.6-48.7.6  Telemetry Processed Frame Message

The Telemetry Processed Frame Message is a hybrid between the unprocessed (raw) Telemetry Message and the
Mnemonic Value Data Message. It contains both raw and converted data for a frame of telemetry data that is
organized in the message by mnemonic. Thus, it is frame-based as are the telemetry messages, but mnemonic-
organized as are the Mnemonic Value Data Messages. It serves to provide all the telemetry data in a raw and
processed format. Therefore, many consumers could be provided with a substantial amount of data without needing
to specifically request a custom selected mnemonic data set.

When-this-message-is-published-is-to-be-determined-by-the-The mission or data provider- determines

when this message is produced. It could be prblishedsent “alongside” or in accordance with the raw telemetry data

messages or by itself. Also, it could be prblishedsent out automatically or only by request, as a replay.

Table 8-80———8.96: Telemetry Processed Frame Message Summary
Sender A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor
Senders-Intended Usage by PublishNotify
Sender
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Receivers-Intended Usage by SubseribeTelemetry monitoring
Receiver
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
What S af
When As
Example
22— £1 1o 14l d £fot dat, 4 £ d gtat 1 d 'y
P [ J
Example

®  Spacecraft health and safety data sent from ground station to ground system
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8.6:4.18.7.6.1_Telemetry Processed Frame Message Subjects

Table 8-8/——8.97: Telemetry Proc d Frame M ge Subject Naming
ss;:rt:i;:crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomaint | pomaiNz | mission | const | saT | Tvp | susTYP ME1 ME2 ME3 ME4 E5
Element fication
Subject [domain 1 | [domain 2 [constell Componentof : EE@ c - AP QE’WE.E ;
C2MSs —system | —system | [mission] ; [sat] | MSG | TLMPROC | publisher[COMP 1B[not
Contant specific] specific] ation] ONENT REAM- #BInot used [COLL B
MODE] used ONJPOINT]
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMPROC SATSIM SIM 2FILL 4FILL GEP1
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMPROC TFEP RT 4FILL 2FILL GEP2
Sender
Example for
Subscriber/ C2MS DOM1 DOM2 * * SAT1 | MSG | TLMPROC * RT *+ z
Receiver
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Table 8-82————8.98: Properties of the Miscellaneous Elements for the Telemetry Processed Frame Message

Miscellaneous Required / - Lo . .
Element Optional Description Field in Msg, if applicable
) Component name of

ME1 Required PublisherSender COMPONENT from header
STREAM-MODESTREAM-MODE. The
use of STREAM-MODE to designate a

ME2 Required Identifies stream as real-time, message as anything other than Real-

q playback, simulator, or test. time (RT) is strongly discouraged in a

large formal enterprise. See STREAM-
MODE Usage Caution in Section 6.3.7.

ME3 Not UsedOptienal | Virtual-GhanneHD VCID-from-msg content

ME4 Not Usede subsystem-on the spacecraft OReace Stree

VE5 Obtional Point on ground system where data COLLECTION-POINT

— =ptional was captured S

MES Oplional

Example for Publisher/~Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPROC.SATSIM. SIM.2<==+FILL.FILL.GEPL

Example for Subseriber+Receiver of Telemetry Messages
C2MS.*.* .MSSN.*.*.MSG.TLMPROC.TFEP.RT—>. +

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG. TLMPROC.TFEP.RT.2<+FILL.FILL.GEP2

8.6-4-28.7.6.2 Telemetry Processed Frame Message HeaderPre-defined Field Values

The abbreviated Fable-8-83—TFelemetryProcessed-Frame Message-Headertable below shows the required
values of the MESSAGE-TYPE-and MESSAGE-SUBTYPEnamed fields for Telemetry Processed Frame

Message, including both message and message header fields.

Table 8-83———8.99: Telemetry Processed Frame Message HeaderPre-defined Field Values

Field Name Value Notes

Please refer to Table 8-
3-Message-Header
o ‘ -
for-a-complete
Field Name Value

Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
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Message Header. MESSAGE-SUBTYPE
CONTENT-VERSION

TLMPROC
2026.0

8.6-4-38.7.6.3 Telemetry Processed Frame Message Contents

Eigure-8—16-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Telemetry

Processed Frame Message with its required, optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32

Message Header

Custom Field

C2MS Notification Message

STREAM-MODE

{Message Header.SPECIFICATION == C2MS, RT=real time,
Message Header. MESSAGE-TYPE == MSG} RPY=replay/playback,
Fay SIM=simulator,

TEST=test/data generator

The use of STREAM-MODE to
designate a message as

anything other than Real-time (RT)
y Pr Frame _- |is strongly discouraged in a large
Message Header SPECIFICATION ~ 7 |formal enterprise.
‘Message Header MESSAGE-TYPE == M - BESMESYNCSTATUS
Message Header MESSAGE-SUBTYPE == TLMPROC, P
CONTENT-VERSION == 2026,0} _ -
-COLLECTION-POINT : String [0..1] -~ -
STREAM-MODE : String = {RT, RPY, SIM, TEST} d -
-FINAL-MESSAGE : Boolean [0..1] -
-LENGTH : U32 [0..1] —-—
-TIME : Time [0..1] - -
-FRAMESYNC-STATUS : 116 [0..1] = {1, 2, 3, 4} a =
-NUM-OF-FORMAT-IDENTIFIERS : U16 STATUS RAW-VALUE, EU-VALUE
-NUM-OF-MNEMONICS : U16 1=Valid, and TEXT-VALUE are
2=Valid Nodata, DEPREGATED. Use
3=Invalid SPACECRAFT-RAW,
GROUND-RAW and
s __ ~|VALUE, instead
-FORMAT-IDENTIFIER |0..* -MNEMONIC|0..* s
Format Identifier | Mnemonic s S ETSTANE TSam[:))lo] —
" , Vi -m. - : Time [0..1
-n.VALUE : String -n.NAME : String . ] 3
I NSTATUS :16={123) SAMPLE _m:gﬁ%‘{ﬁﬁ%ﬁ*}meg’ﬁ;g@ﬁf'fl[“ 2l LIMIT-ENABLE-DISABLE
SLUNITSL Strieg 10.1] -m.VALUE : Typed Variable [0..1] isd
-n.NUM-OF-SAMPLES : U16 0.~ | ™ -
-m.RAW-VALUE - 132 [0..1]
T -m.EU-VALUE : F64 [0..1] _
-m.TEXT-VALUE : String [0..1]
-m LIMIT-ENABLE-DISABLE - Boolean o
Message Header
Required Fields
-CONTENT-VERSION : F32 = 2019.0 &
-STREAM-MODE : String = {RT, RPY, SIM, TEST} a

-NUM-OF-FORMAT-IDENTIFIERS : U16
-NUM-OF-MNEMONICS : U16
-MNEMONIC.n.NAME : String

£ n.STATUS : 116 = (1,23} o
-MNEMONIC.n.NUM-OF-SAMPLES : U16

-MNEMONIC.n. SAMPLE.m.LIMIT-ENABLE-DISABLE Boolears

MNEMONIC.n.STATUS
1=Valid,

2=Valid, Nodata,
3=Invalid

Optional Fields

MNEMONIC.n.SAMPLE.m.LIMIT-ENABLE-DISABL
Disabled

1=Enabled

Telomotry Processed Frame Message

-COLLECTION-POINT : String
f————-FINAL-MESSAGE: Boolean

-MESSAGE-TYPE: Header String= MSG -LENGTH : U32

-MESSAGE-SUBTYPE: Header String= TLMPROC -TIME : Time
- US: 116=11,2,3,4} "
-MNEMONIC.n.UNITS : String S

-MNEMONIC.n. SAMPLE.m.TIME-STAMP: Time.
-MNEMONIC.n.SAMPLE.m.RAW-VALUE: 132

-MNEMONIC.n.SAMPLE.m.EU-\
-MNEMONIC.n.SAMPLE.m.TEXT-VALUE: String

Dependent Fields
-FORMAT-IDENTIFIER n.VALUE : String

Figure -76———8.22: Telemetry Processed Frame Message Diagram
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describes additional field nam

Information

Table 8-84——8.100: Telemetry

The following table

ry Processed Frame Message Additional

Processed Frame Message Additional Information

Field Name

Presence

Value/Description |

Type Value Deleted Cells
CONTENT- . .
VERSION 2049F32 R 2026 Version Numbernumber for this message content |nserted Cells
COLLECTION- . Receiver, device, point, path, etc. where data was |nserted Cells
POINT String o received at multiple collection points.
Value Description Inserted Cells
String RRP-I;( E:;::;me Identifies the kind or source of the stream of telempnt=s~n aithas Danl tima Danlav. Qimulatar arTant Tha ‘
STREAM-MODE (Enumeration) R S Simulator use of STREAM-MODE to designate a message ¢ Inserted Cells
discouraged in a large formal enterprise. See STREAM-MODE Usage Caution 6.3.7.
TEST Test/Data
Generator !
ME?SAI-GE ValueBoolean De:;;gph When trueTrue (and known, especially for replay | |nserted Cells
0 NofFalse Inserted Cells
1 e
LENGTH BytesU32 0 Length of frame_in bytes Inserted Cells
) Time of frame, usually ground
TIME Time [0} receipt time in UTC Inserted Cells
Value Description
1 Search o
FRAMESYNC- 116 0 2 Verif State of frame synchronization from Inserted Cells
STATUS (Enumeration) = 3 Locky equipment when frame is ingested
4 Check
Number of fields used to identify the
NUOF- s woud hate e 1)
FORMAT- u16 R 0+ Zero s onl issible h'.I
IDENTIFERS ero is only permissible for vehicles
with one telemetry format with a
single type of frame.
Value of the n" field used to identify
the telemetry- - “n” starts at “1”. If
the message is used with XTCE,
FORMAT- this is the nt" comparison in a
IDENTIFIER.n.VA String D comparison list in the restriction Inserted Cells
LUE criteria in an XTCE container. This
field is required for each format
identifier when NUM-OF-FORMAT-
IDENTIFIERS > 0.
NUM-OF- U16 R 1+ Total number of mnemonics in this
MNEMONICS — - message Inserted Cells
Name of the ‘nt” mnemonic - “n”
MNEMONIC.n.NA Strin D starts at “1”. This field is required for
ME =ling = each mnemonic when NUM-OF- Inserted Cells
MNEMONICS > 0.
Value Description Status of the ‘nt"” mnemonic: valid
MNE'\{lL\Qrﬁg'n'ST Enurr||1?6ration D 1 Valid mnemonic, or valid mnemonic with Inserted Cells
(Enumeration) 2 Valid, Nodata no data, or invalid mnemonic. This
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Invalid

field is required for each mnemonic
when NUM-OF-MNEMONICS > 0.

MNEMONIC.n.U
NITS

String

(e}

Units (such as "meters" and "mV"
associated with the raw-value

converted to engineering units
VALUE field for each SAMPLE of
the ‘nt” mnemonic. As a simple
String type, the UNITS field is
intended to be used for display
purposes only, as the sender and
receiver of this information should
agree on the units of the value prior

to usage.

MNEMONIC.n.N
UM-OF-
SAMPLES

(e
(o]

1o

Number of data samples for the ‘nt’
mnemonic. This value should equal
the number of times the mnemonic
appears in the telemetry frame
(e.g=., will be greater than 1 for
super-commutated telemetry points.
This field is required for each
mnemonic when NUM-OF-
MNEMONICS > 0.

MNEMONIC.n.SA
MPLE.m.TIME-
STAMP

Time

[e]

Time stamp in UTC for the ‘A**mt”’
data sample of the ‘n®” mnemonic -
both “n” and "m" start at “1”.

MNEMONIC.n.SA
MPLE.m.SPACE

Typed Variable

CRAFT-RAW

[e]

Space Segment Raw value (data as

represented on the spacecraft) for
the ‘mt” data sample of the ‘n’
mnemonic. The Typed Variable
structure contains the data via a
type discriminator (SPACECRAFT-
RAW.TYPE-DISCRIMINATOR) and
value (SPACECRAFT-RAW.DATA-
VALUE).

MNEMONIC.n.SA
MPLE.m.GROUN

Typed Variable

D-RAW

(e}

Ground Segment Raw value for the
‘mt"” data sample of the ‘n®’
mnemonic. The Typed Variable
structure contains the data via a
type discriminator (GROUND-
RAW.TYPE-DISCRIMINATOR) and
value (GROUND-RAW.DATA-
VALUE).

MNEMONIC.n.SA
MPLE.m.RAW-
VALUE

Typed Variable

(@]

RawThe final transformed value
(having been converted from a
Raw) for the ‘A*'m™’ data sample of
the ‘nt” mnemonic, The Typed
Variable structure contains the data
via a type discriminator
(VALUE.TYPE-DISCRIMINATOR)
and value (VALUE.DATA-VALUE).

DEPRECATED
MNEMONIC.n.SA
MPLE.m.RAW-
VALUE

(e}

Ground Segment Raw value for the
‘mt"” data sample of the ‘n"
mnemonic. This field has been

deprecated. Use
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MNEMONIC.n.SAMPLE.m.GROUN
D-RAW, instead.

DEPRECATED
MNEMONIC.n.SA
MPLE.m.EU-
VALUE

(@}

Ground Segment Raw value
converted to Engineering Units if
engineering units conversion is
present for the ‘A*’m'"” data sample
of the ‘n®” mnemonic._This field has
been deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE,
instead.

DEPRECATED
MNEMONIC.n.SA
MPLE.m.TEXT-
VALUE

String

(e}

Ground Segment Raw value
converted to a text string if text
conversion is present for the ‘A*mi"”"
data sample of the ‘nt” mnemonic.
This field has been deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE,
instead.

MNEMONIC.n.SA
MPLE.m.LIMIT-
ENABLE-
DISABLE

Boolean

Value

Description

Disabled

o

Enabled

Indicates the limit checking state for
the ‘a*'m!’ data sample of the ‘n”
mnemonic. This field is required for
each mnemonic with samples, in
other words, when NUM-OF-
MNEMONICS > 0 and NUM-OF-

SAMPLES > 0 for a given
mnemonic.

218
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MNEMONIC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE), but because it was introduced
in C2MS 1.2, it is currently designated as 'optional'.
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8.78.8 Replay Telemetry Data Messages

The Replay (Request and Response) Telemetry Data Messages are for accessmg and replaymg historical, archived data.

Fhe ReplayTFelemetry DataMessages-provideThis provides access to streams of raw telemetry data (paekets;

via Telemetry CCSDS Packet Messages, Telemetry CCSDS Frame Messages, Telemetry
CCSDS CADU Frame Messages, Telemetry CCSDS Transfer Frame Messages, or Telemetry TDM Frame Messages) as
well as processed (converted) data—Fhis-data-ean-be-real-time, (via Telemetry Processed Frame Message).
Collectively, these six replayable message types are referred in this section as "telemetrv data messages". This data is
replayed from a data archive,
futur%data—eeeurs—befefeelther as alreadv represented in the archlve or reachmg into the future as the sateﬂltehas
dewnlinkeddata arrives in the data 0 o
forwarded-inreal-timearchive.

Replaying telemetry data messages is an example of the Request-
Response-Message Triad. That is, the Replay Telemetry Data Request Message is followed by the Replay Telemetry Data

Response Message followed by a series or stream of FelemetryDatareplayed telemetry data messages.

Note that replayed telemetry data messages are all to be marked with a STREAM-MODE of RPY (Replay), regardless of
the original STREAM-MODE of the archived message.

Care should be taken when replaying telemetry data messages. It is recommended to replay telemetry using environmental
separation to avoid producing (from past telemetry) MVALs and EVENTS related to telemetry limit violations that could

affect the CONOPs of the operational system. See Section 6.3.7 STREAM-MODE Usage Caution.

A common use of the Replay-TFelemetry DataMessagesreplaying telemetry data messages is when a
decommutation component needs to process raw archived telemetry data. The decommutation component builds a Replay
Telemetry Data Request, specifying the source of telemetry data, range of data, and the playback speed.

The component sends the request to a Telemetry Archive component. The Telemetry Archive component processes the
request by locating the requested telemetry data from the archive and returning the status of the request in a Replay
Telemetry Data Response Message. The Telemetry Archive component will then retrieve the telemetry data from the

archive and publishsend it out in ReplayTelemetry DataMessagesreplayed telemetry data messages at the
requested speed. TherequestingAny component that has-subseribed-tois watching for the Felemetry Data
Messagestelemetry data messages receives and processes the requested telemetry data. The decommutation component

may in turn provide processed telemetry messages or-arehived-mnemonie-data—value-messages:(Telemetry
Processed Frame Messages).
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Replay (Request and Response) Telemetry Data Messages can also be used to request real-time data or even future

telemetry data messages as they arrive at the data archive simply by setting the requested ORBIT or STOP-TIME in the
future. This may be useful as a secondary process viewing real-time data via the replay mechanism that allows
constraining the PLAYBACK-RATIO or DATA-RATE.

While it is technically possible to request real-time and future telemetry data messages as they arrive in a data archive
replaying these messages is intended primarily as a means of performing analysis of past contacts/events. Real-time
telemetry should normally be obtained by receiving appropriate real-time (non-replayed) telemetry data messages directly.

8.7-18.8.1 __ Replay Telemetry Data Request Message

A Replay Telemetry Data Request Message is a service request that is issued to a telemetry data provider by an

application to receive telemetry data. Therequest-eould-beforarchived-orreal-time-data-The request is for

telemetry data to be replayed from a data archive, either as already represented in the archive or reaching into the future af

the data arrives in the archive.

Eorallrequests;theThe mission and satellite identification is found in the message header and associated subject
Aame. Other data selection parameters include:

® Data stream characteristics (flow control, speed, data type)
Broad data selection parameters (time window, orbit no., or data file name)

e PLAYBACK-RATIO*
e DATA-RATE*
o Filenamefields

* The service provider may choose to ignore these fields when being set up by the request to replay telemetry

messages as they arrive in the archive.
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The Replay Telemetry Response Message returns the status of the request. Please see Section 6.4 C2MS Messages: Their
Characteristics and Interactions for a general discussion on these types of messages.

Table 8.101: Replay Telemetry Data Request Message Summary
Sender Any C2MS compliant application requesting archived telemetry data
Senders-Intended Usage by Request
Sender
Receiver Any C2MS compliant application with access to a telemetry archive
Wlntended Usage by SubseribeRequest processing
Receiver
What Telemetry data as Telemetry Message:
When As needed
Examples

1. Archived telemetry data replayed to a Telemetry and Command (T&C) component.

2. “Register” to receive a future real-time telemetry data stream.
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8.7-1-18.8.1.1 _Replay Telemetry Data Request Message Subjects
Table $-86———8.102: Replay Telemetry Data Request Message Subject Naming

Sst:r%(:td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci-
Element fication DOMAIN1 [ DOMAIN2 | MISSION | CONST SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 | ME5 MEG6
[Component:
Subject [domain 1 | [domain 2 [constell TLM3;
c C2MS -system | —system | [mission] ) [sat] | REQ RTLM FEM2-J[DESTI
ontent . e ation]
specific] specific] NATION-
COMPONENT]
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ RTLM TLM2
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ RTLM TLM3
Sender
Example for
Subscriber/ C2MS DOM1 DOM2 * * SAT1 | REQ RTLM TLM3
Receiver
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Table 8-8Z———8.103: Properties of the Miscellaneous Elements for the Replay Telemetry Data Request

Message
Miscellaneous Element Required / Optional Description Field in Msg, if applicable
Compenent-nameof
ResponderOptional
component name of Service
ME1 ReguiredOptional Provider (Responder) (See gg?ATPlgﬁlES'pfrom header
Section 6.4.3.2 C2MS REQ
Message Type regarding
optionality)
ME2 Not used
ME3 Not used
Examples

Two components, ARCHIVER and TLM3, interact with the Replay Telemetry Request Message.

TLM3 sends a message with the following subject to request a Replay of Telemetry.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.RTLM.ARCHIVER

ARCHIVER subseribes-to-reeeivefilters for the Replay Telemetry Request Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.RTLM.ARCHIVER or

C2MS.*.* . * * * REQ.RTLM.ARCHIVER

8.7-1.28.8.1.2 Replay Telemetry Data Request Message HeaderPre-defined Field Values
The abbreviated Fable-8-88table below shows the required values of the MESSAGE-TYPE and

MESSAGE-SUBTYPEnamed fields for the Replay Telemetry Data Request Message, including both message

and message header fields.

Feable-8-88———Table 8.104: Replay Telemetry Data Request Message HeaderPre-defined Field Values
Field Name Value Motes

HEADER- s
VERSIONMessage R e
Header.SPECIFICAT 2019C2MS
ION
Message Message type-identifier-REQ-
Header. MESSAGE- REQ RESP-orMSG
TYPE
Message Unigue message identifier,
Header. MESSAGE- RTLM bk
SUBTYPE Messages

224
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Field Name Value Notes ' Deleted Cells

Please refer to Table
8-3 Message Header
o
; or 2026.0
complete
definition:-CONTENT-
VERSION

Command and Control Message Specification™ (C2MS™) V16




8.7-1-38.8.1.3 Replay Telemetry Data Request Message Contents

The Replay alemetrv D R cane 1 ad fo a me and

Figure-8—17-belowfollowing figure shows a UML ebjeet-diagramClass Diagram of the Replay Telemetry Data
Request Message with its required and optional fields.

C2MS Message

-CONTENT-VERSION : F32
Message Header
Custom Field
0.

C2MS Request Message
{Message Header SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ} ACTION
-REQUEST-ID : GUID lasarsston, S-pause,

4=continue, 5=step

/s
/s
s
Replay Telemetry Data Request Message Y
{Message Header. SPECIFICATION y STREAM-MODE
Message Header MESSAGE-TYPE == REQ, RT=real time,
Message Header MESSAGE-SUBTYPE TLM, 4 eplay/playback,
CONTENT-VERSION == 2026.0}| / mulator,
LACTION : 116 = {1, 2, 3, 4, 5} o __ _|TEST=test/data generator
d - - Stri = {RT, RPY, SIM, Tl = -
BTy CH EATIOH e i I 9 The use of STREAM-MODE in this
.DATA-RATE :U16[0.1] message has been deprecated.
-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-ORBIT : U32 [0..1]
-NUM-OF-FILES : U16
-FORMAT : String = {ALL, CCSDSPKT, CCSDSFRAME, CCSDSCADUFRAME, CCSDSTRANSFERFRAME, TDM, PROCESSEDR- __
-COLLECTION-POINT : String [0..1] bl |
-SCID : String [0..1
~VCID - SI::S %0”1} CCSDSFRAME Format has been
-APID : String [0..1] DEPRECATED in favor of
. ~ CCSDSCADUFRAME and

CCSDSTRANSFERFRAME Formats.

-FILE,#
0. -n.NAME-PATTERN : String

exsage Header _ acTion
/ 1=start, 2=stop, 3=pause, 4=continue, 5=step

Required Fields )

-CONTENT-VERSION : F32 = 2018.0

-ACTION : 6= {1,2, 3, 4,5}

I0DE : String = {RT, RPY, SIM, TEST} 5 — _|STREAM-MODE
Replay Telemetry Data Request Message -FORMAT : String = {ALL, CCSDSPKT, CCSDSFRAME, TDM, PROCESSED}| RT=real time,
-MESSAGE-TYPE: Header String = REQ -REQUEST-ID : U16 RPY=replay/playback,
-MESSAGE-SUBTYPE: Header String= RTLM SiM=simulator,
\ TEST=test/data generator
Optional Fields

-PLAYBACK-RATIO: F32
-DATA-RATE : U168 \
-START-TIME : Time ~ JForRmaT
-STOP-TIME : Time ALL=all message types,

-ORBIT : U3z CCSDSPKT=CCSDS packets,
-NUM-OF-FILES : U16 CCSDSFRAME=CCSDS frames,
-FILE.N.NAME-PATTERN : Sting TDM=TDM frames,
-COLLECTION-POINT : String PROCESSED=converted TLM
-VCID : String

-APID : String

Figure -/7———8.23: Replay Telemetry Data Request Message Diagram
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TFable-8-89-belowThe following table describes additional field names, values, and notes for the Replay

Telemetry Data Request.

Table 8-89———8.105: Repla)

Telemetry Data Request Message Additional Information

Field Name

Type |

CONTENT-
VERSION

2040F32

| Presence

Value

NotesDescription

R

2026

Version Numbernumber for
this message content
description

REQUEST-ID

@
=
[}

e}

ID to identify the request
message. If the REQUES|T-
ID is used here for the first
time, ACTION must be
"Start". However
specifying the same
REQUEST-ID from a
previous request is used tp
perform a subsequent
ACTION against an
established telemetry
replay stream.

ACTION

116
(Enumeration)

Value

Description

Start

N

Stop

w

Pause

S

Continue

o

Step

Identifies the desired acti
to perform on the telemetiy
data stream.

S

DEPRECATED
STREAM-
MODE

String
(Enumeration)

(@]

Value

Description

Note that this field has
been deprecated and will

RT

Real Time

RPY

Replay / Playback

SIM

Simulator

TEST

Test / Data Generator

be removed in a future
release of C2MS. See no
following this table.
Deprecated description:
Identifies the type of data
be published-produced.

[

(]

PLAYBACK-
RATIO

(e

>0 and < 1is slower than real-time rate

=1is equal to the real-time rate
> 1 is faster than real-time rate

Speed of playback as a
ratio of playback rate to
real-time rate. This is the
default method; default = [I.

DATA-RATE

c
=
(o)

(e}

>0

Data rate in Kilobits per
second

START-TIME

=i
3
@

(e}

Defaults to the start of th

Time of first telemetry da;r.
archive

STOP-TIME

Time

(o]

Defaults to the end of the

Time of last telemetry datr.
archive

ORBIT

10

0+

Orbit or revolution numbe
of the vehicle (past or
future).
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NUM-OF-FILES

1=

Number of Telemetry files
to replay

FILE.n.NAME-
PATTERN

String

lw)

Name of the lastTelemetry

file_to replay - “n” starts at

"1”. This field is required for
each file when NUM-OF-

FILES > 0.

FORMAT

String
(Enumeration)

170

Value

Description

ALL

All message
types

CCSDSPKT

CCSDS packets

(DEPRECATED)
CCSDSFRAME

CCSDS frames

CCSDSCADUFRAME

CCSDS CADU
frames

CCSDSTRANSFERFRAME

CCSDS transfer
frames

TDM

TDM frames

Converted TLM

Telemetry Message types
to playback. Note: A
provider may not be
capable of providing all
types; e.g., only raw, or
only processed data.
CCSDSFRAME has been
deprecated. Use
CCSDSCADUFRAME and
CCSDSTRANSFERFRAM
E formats instead.

PROCESSED

5 7 T

COLLECTION-
POINT

String

Receiver, device, point,
path, etc. where data was
received. Used to
distinguish data
simultaneously received at
multiple collection points.

19}
[S]

String

(e}

CCSDS Spacecraft
Identifier (SCIDs): comma
delimited SCIDs with *-' for

SCID ranges. Example:
1,2,6-9.10

VCID

String

CCSDS Virtual Channel
{Ds:Identifier (VCIDs):
comma delimited ehannel
1BsVCIDs with ‘- for
chanreHBVCID ranges.
Example: 1,2,6-9,10

APID

String

(e}

AP-IDs:CCSDS Application
Process Identifier (APIDs):
comma delimited AP
1DsAPIDs with *-* for
channeHBAPID ranges.
Example: 1,2,6-9,10. The
APID field is only
applicable when requested
FORMAT is CCSDSPKT or
PROCESSED. APID does

not apply to CADUs
Transfer Frames, or TDM.

Foran-explanation-on-how-STREAM-MODE

228
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Previous versions of C2MS supported supplying a designator in the STREAM-MODE field to Identify "the type of
data” to be produced. However, this field has been deprecated as of C2MS 1.2. Instead, it is assumed that:

®  Only telemetry messages that were originally designated with STREAM-MODE "RT" (Real-time) will be
replayed

o All replayed telemetry messages will use a STREAM-MODE of "RPY" (Replay)

The STREAM-MODE field in the Replay Telemetry Request Message, therefore, is logically ignored and is no
longer required.

START-TIME and STOP-TIME

These fields can be expressed in absolute (UTC) time or relative time. For an explanation on how these fields could

be used, see Fable-8- 21+ Examples-of Start-and Stop-TFimesTable 6.10: Examples of Start and Stop Times.
ACTION

This field controls the flow of the data from the provider. Once a telemetry data stream has begun, the requestor ma;
Pause, Continue, Step though (frame-by-frame or Packet-by-packet), or Stop. If a data provider does not provide all
the options of the data flow, it should respond with the appropriate status in a Replay Telemetry Data Response
Message.

REQUEST-IDSTREAM-MODE
This field identifies i  the-desired-data.

This field may be used to submit an ACTION related to a previous request designated by the same REQUEST-ID.
For example, a new REQUEST-ID is used to start a telemetry stream and a later request with the same REQUEST -

ID can be used to pause, continue, or stop the stream based on the specified ACTION.

The first time a REQUEST-ID value is used in a request, the ACTION must be "Start". It is invalid for any
subsequent requests using that same REQUEST-ID to specify an ACTION value of "Start".

Data Stream Speed

The requestor has two methods of specifying the replay speed of the selected telemetry data in the fields
PLAYBACK-RATIO and DATA-RATE. Either method can be used, but not both.

If both methods are specified in the request, the PLAYBACK-RATIO should default. DATA-RATE is the rate the
data will be replayed in kilobits per second. PLAYBACK-RATIO is a ratio of the playback speed to the real-time
speed.

If the rate of the replay is to be the same as the real-time rate, the ratio would be REPLAY: REAL-TIME or 1. If thq
replay speed is to be twice as fast as the real-time rate, the ratio would be 2. If the replay speed is to be one-tenth th
speed of the real-time rate, the ratio would be 0.1. Thus, the PLAYBACK-RATIO must be greater than 0.
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No upper bound is placed on the PLAYBACK-RATIO, however, the respender/publisher-ofthe-data provider
may self-impose theirits own replay limit.

COLLECTION-POINT

Some satellites may be in contact with more than one ground station or receiver at a time, with each simultaneously
collecting the downlinked data stream. If a requestor desires a data stream from a specific collection point, this field
can be used to specify that site.

Broad Data Selection Parameters

The requestor of a telemetry data replay (or playback) can select the limits or range of the data to be replayed by
specifying a time window or orbit number, or by naming specific files of data.

Any method can be used to limit the data, but not more than one. If Start and Stop times are present in the request
message, this method will take precedence over any other provided information. Specifying specific data files will
take precedence over orbit number.

Refined Data Selection Parameters (data format and data specific)

Requestors are required to specify the data format (FORMAT). More specific data selection can be accomplished
with the CCSDS Virtual Channel Identifier (VCID) and CCSDS Application Process Identifier (APHD;-0+-APID)
fields.

8.7.28.8.2 _Replay Telemetry Data Response Message

A Replay Telemetry Data Response Message is sent by a telemetry data stream provider in response to a Replay
Telemetry Data Request Message. The primary purpose of the Replay Telemetry Data Response Message is to
provide acknowledgment of the Replay Telemetry Data Request Message, and a status of the action completed.

Multiple Replay Telemetry Data Response Messages may be used by the reguestorresponder if the processing and
completion of the request is lengthy. In this event, an interim or interactive “working” type message would be issued
to let the original application know that the action is still being processed.

Table -90——8.106: Replay Telemetry Data Response Message Summary

Sender Application that received the Replay Telemetry Request Message

Senders-Intended Usage by Repl

Sender Py

Recei Application that issued the Replay Telemetry Request Message and an application

eceiver ; N

collecting Messages for audit trail purposes

Receivers-Intended Usage by S IbeReCEIVE [eSDONSE

Receiver Recelve response

What Provide success/failure response to the service that was requested

When Upon receipt of Replay Telemetry Request Message or on an interval for those services
that are time-consuming

230
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Example

e Previously recorded spacecraft health and safety data retrieved from an archive and sent to a Telemetr;
and Command System.

Command and Control Message Specification™ (C2MS™) V16




8.7-2.18.8.2.1 Replay Telemetry Data Response Message Subjects
Table 8-9/——8.107: Replay Telemetry D.

ata Response Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homaIN | DOMAINZ | MissioN | consT | saT | TYP | suBTYP ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
[Component: [S ;
Subject [domain 1 | [domain 2 [constell TLM3: o
C2Ms —system | —system | [mission] ) [sat] | RESP RTLM TLM2-J[DESTI 86K WorKRg;
Content o o ation] sHEcess;
specific] specific] NATION- failuroRESPON
COMPONENT SE.STATUS]
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP RTLM TLM2 1
Sender
Example for
Publisher/ C2MmS DOM1 DOM2 MSSN CNS1 SAT1 | RESP RTLM TLM3 3
Sender
Example for
Subscriber/ C2mS DOM1 DOM2 * * SAT1 | RESP RTLM TLM3 *
Receiver
232
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Table 8-92———8.108: Properties of the Miscellaneous Elements for the Replay Telemetry Data Response

Message
Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor Efa%'(l;lrl\lATION-COMPONENT from
ME2 Required | Status type supplied by RESPONSE-STATUS
Responder
Examples

Two components, ARCHIVER and TLM3 interact with the Replay Telemetry Response Message.

ARCHIVER sends a Replay Telemetry Response Message back to the requestor.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.RTLM.TLM3.1

The original requestor sttbseribes-tofilters for the Replay Telemetry Response Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.RTLM.TLM3.>

8.7-2.28.8.2.2 Replay Telemetry Data Response Message HeaderPre-defined Field Values
The abbreviated Table-8-93table below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Replay Telemetry Data Response Message-Header, including

both message and message header fields.

Fable-$-93——Table 8.109: Replay Telemetry Data Response Message #eaderPre-defined Field Values

Field Name

Value

HEADER-
VERSIONMessage
Header.SPECIFIC
ATION

2049C2M
S

Message
Header. MESSAGE
-TYPE

RESP

Message
Header. MESSAGE
-SUBTYPE

RTLM

Please refer to

Table 8-3-Message
-

Information for a

complete
definition-CONTEN
T-VERSION

—2026.0
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8.7.2.38.8.2.3 Replay Telemetry Data Response Message Contents

Eigure-8—18-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Replay Telemetry

Data Response Message with its required and optional fields.

C2MS Message

-CONTENT-VERSION : F32

Message Header

Custom Field
0.+

C2MS Response Message

{Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID

-RETURN-VALUE : 132 [0..1]

-RESPONSE-STATUS : 116 = {1,2,3,4,5,6} &
-FINAL-RESPONSE : Boolean [0. 1]
-TIME-COMPLETED : Time [0..1]

6=Final Message

Replay Telemetry Data Response Message
{Message Header.SPECIFICATION =:
Message Header. MESSAGE-TYPE == RESP,

Message Header MESSAGE-SUBTYPE == RTLM,

CONTENT-VERSION == 2026.0}

RESPONSE-STATUS

~ - 1=Acknowledgement,

~ |2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,

The use of "6=Final Message"
has been DEPRECATED

= C2MS,

-DATA : Binary [0..1]

Message Header

Required Fields

-CONTENT-VERSION : F32 = 2018.0
-RESPONSE-STATUS: 116={1, 2, 3, 4, 5, 68

-REQUEST-ID : U186

Replay Telemetry Data Response Message

Optional Fields

-MESSAGE-TYPE: Header String= RESP
-MESSAGE-SUBTYPE: Header String= RTLM

~TIME-COMPLETED : Time

“RETURN-VALUE : 132
=DATA : Binary

RESPONSE-STATUS
1=acknowledgment,

— 2=working'keep alive,
3=successful completion,
4=failed completion,
S=invalid request,

B=final message

Figure- 8—-18———Fiqure 8.24: Replay Telemetry Data Response Message Diagram

Fable-8-94-belowThe following table describes additional field names, values, and notes for the Replay

Telemetry Data Response Message.

Table-8-94——Table 8.110: Replay Telemetry Data Response Message Additional Information

Command and Control Message Specification™ (C2MS™) ¥4-0-v1.2.1

Field Name Type Presence Value NotesDescription
Version Numbernumber for
CONTENT- X
VERSION 2019F32 R 2026 this message content
description
This field's value is to be the
same as the REQUEST-ID
REQUEST-ID GUD R in the associated REQ
message.
R Value | Description
234
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-RESPONSE-
STATUS

116
(Enumeration)

Acknowledgement

Working/Keep Alive

Successful

completionCompletion

Failed
completionCompletion

Invalid Request

DEPRECATED Final

M )]
J

Identifies the status of the
request being processed.
The use of 6=Final Message
is deprecated. See 6.4.3.3
C2MS RESP Message
Type.

REQUEST-
{BEINAL-
RESPONSE

Boolean

(@]

When True, indicates the

last message in the

response sequence.
Defaults to False. See

6.4.3.3 C2MS RESP
Message Type Fhisfield's

'%erl REQ

TIME-
COMPLETED

(o]

Time application completed
processing the request_in
utc

RETURN-VALUE

(@]

Return value or status based
on the RESPONSE-
STATUS. Useful to provide
function call status or error
code in the case of failed
completiona Failed

Completion.

DATA

-Binary

1o

Additional data that may be
desired along with the
completion status
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8.88.9 Real-Fimetime Mnemonic Value Messages

The Mnemonic Value Messages provide the mechanism for requesting and sending mnemonic data that has been
processed from a data stream.

A requesting component, such as a trending system, may request a set of mnemonics from a data stream. The
request may be for a single set of values or for a continual stream of values based upon a sampling rate or upon
change. The responding component, such as a Telemetry and Command system, extracts the set of requested
mnemonics from the data stream and sends them to the requesting component.

The Mnemonic Value Messages remove the burden from the requesting component of having to process
(decommutate) the data and therefore having to know the specifics of the telemetry database. The three specific
Real-Fimetime Mnemonic Value messages are:

®  Mnemonic Value Request Message
®  Mnemonic Value Response Message
®  Mnemonic Value Data Message

8-8-148.9.1  Mnemonic Value Request Message

The Mnemonic Value Request Message is used when an application is to receive real-time mnemonic data from
another application.

A common use of the Mnemonic Value Request Message is when a Flight Dynamics application is to producing a
flight dynamics product, such as ephemeris, orbit, and attitude products. The Flight Dynamics application builds a
request of the mnemonic values to be collected and sends this request to the telemetry subsystem. The telemetry
subsystem would package the decommutated values and flags for all the requested mnemonics into a Mnemonic

Value Data Message and prbhshsend it out for use.

The Mnemonic Value Request Message is used to sttbseribe-torequest real-time mnemonics, while the Mnemonic
Value Response and Mnemonic Value Data Message are used to pblishprovide mnemonics.

The Mnemonic Value Request Message is used to request one-or-more-mnemeonies-eithercurrent mnemonic

values and optionally to receive ongoing mnemonic updates as a siﬂg—l%s—am-pl&(istrcam. This message has the
following specific uses:

®  Oneshot™)-or-as-arequestto- - the mnemonic values are returned in the response message.

o Start publishingthe-mnemeonies-contintousty=—The- the mnemonic values are returned in the

response message, and a stream is established resulting in a series of mnemonic value messages that

flow until stopped or expired.

®  Stop - the mnemonic values are returned in the response message and the stream of mnemonic values
established via Start is ended.

Table 8.111: Mnemonic Value Request M ge v ainoused-io-Siop-the pablishing of th ies-Summary
Iable_g_gs_M icValue Reauest M St
g ol 9 g bl ary
s A C2MS compliant application such as a GUI Subsystem, Command Verification process,
ender
Expert Subsystem, FDS Process
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Senders-Intended Usage by
Sender

Request

Receiver Any mnemonic processor such as a Telemetry Decommutation process or data archiver
Remlntended Usage by SubseribeRequest processing
Receiver
What Spacecraft health and safety data and configuration data values
When As needed
Example

1. Command verification process requests telemetry value to check if spacecraft command executed as

expected.

2. Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.

Command and Control Message Specification™ (C2MS™) V16




Figure-8—19-belowThe following figure shows a UML sequence diagram for the different Mnemonic Value
Messages exchanged between the requestor and data provider.

Data Requestor

[

Request to Start |

1: Mnemonic Value Request Message

AN
Response to Start

M onic Value F M
[ 1oop ]
[Send Data Values]
3: M onic Value Data M
Updated Values

238

4: Mnemenic Value Request Message

Response to Stop

5: onic Value F
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oo

|
|
|
: Request to 5
|
|

1: Mnemonic Value Request Message

ZM ic Value R M

[Send Data Values]

L 3: Mnemonic Value Data Message

Updated Valu:

4: Mnemonic Value Request Message

[,
se to Stop

5 ic Value

-—--

Figure 8-79———8.25: Mnemonic Value Message Sequence Diagram

The Mnemonic Value Request Message consists of a Message Header and the Message Body Content. The Messag¢
Header identifies the message as a C2MS Mnemonic Value Request Message. The message contents specify the
number of mnemonics being requested, the type of request, the data sampling criteria, the rate the messages should

be publishedsent, and the mnemonic names.

The data requestor (client) would issue a Request to send the Mnemonic Value Request Message (with a Request-
Type of Start or Oneshot) and the data provider {server/publisher}-would issue a Reply to send the Mnemonic
Value Response Message back to the requestor. If the Request-Type was to “Start”, the data

provider/publisher/server would publish-theproduce Mnemonic Value Data Messages until it was determined
they were no longer needed.

To conclude the scenario, the data requestor would then again issue a Request to send the Mnemonic Value Request]
Message to the data provider with a Request-Type of “Stop”, and the data provider would use the Reply to send the
final message in the sequence, the Mnemonic Value Response Message.
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: : tonsPlease see Section 6.4
C2MS Messages: Their Characteristics and Interactions for a general discussion on these types of messages.
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8.8-1-18.9.1.1_Mnemonic Value Request Message Subjects
Table $-96———8.112: Mnemonic Value Request Message Subject Namin

sS;ubject Domain Elements Mission Elements Message Elements Miscellaneous Elements
andard
;”b‘e"‘ Speci- | homaIN1 | DOMAIN2 | MissioN | consT | saT | TYP | susTYp ME1 ME2 | ME3 | ME4 | ME5 ME6
ement fication
[Component:
Subject [domain 1 | [domain 2 [constell e
c C2MS -system | —system [mission] ) [sat] REQ MVAL ~—J[DESTINATI
ontent ) o ation]
specific] specific] ON-
COMPONENT]
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ MVAL TLM3
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ MVAL TLM2
Sender
Example for
Subsecriber/ C2MS DOM1 DOM2 * * SAT1 | REQ MVAL TLM3
Receiver
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Table -972———8.113: Properties of the Miscellaneous Elements for the Mnemonic Value Request Message

Miscellaneous Element

Required / Optional

Description

Field in Msg, if applicable

ME1

ReguiredOptional

Component name of
ResponderOptional

component name of Service

Provider (Responder) (See

DESTINATION-

Section 6.4.3.2 COMg REQ | COMPONENT from header

Message Type regarding
optionality)

ME2 [Notused | | |

Examples

Two components, APP5 and TLM3 interact with the Mnemonic Value Request Message.

TLM3 subseribes-to-reeeivefilters for the Mnemonic Value Request Message.
C2MS.*.* . * * * REQ.MVAL.TLM3
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ. *.TLM3 (TLM3 will receive any REQ msg)

APP5 (Data Requestor/Subseriber/Client) sends a request to TLM3, the (Data Provider/Publisher/Server).

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.MVAL.TLM3

8.8.1.28.9.1.2 Mnemonic Value Request M

The abbreviated 1-a agertable below shows the required
values of the %SAGE—T%LP—E—aﬂd—ME—SSAGE—SkLBWPEnamed fields for the Mnemonic Value Request
Message, including both message and message header fields.

je HeaderPre-defined Field Values

Table 8-95———8.114: Mnemonic Value Request Message #eaderPre-defined Field Values
Field Name Value blotes
e
VERSIONMessage 2049C2
Header.SPECIFICA MS
TION
Message
Header. MESSAGE- REQ
TYPE
Message
Header. MESSAGE- MVAL
SUBTYPE
More ... -
Pleasereferto
Table 8-3 Message
e e
T e

—2026.0

complete
definitioR-=CONTENT
-VERSION
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8.8:1-38.9.1.3 Mnemonic Value Request Message Contents

FEigure-8-20-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Mnemonic Value
Request Message with its required, optional, and dependent fields.

C2MS Message
-CONTENT-VERSION : F32

0. Custom Field
C2MS Request Message -

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

REQUEST-TYPE
1=Oneshot,
2=Start,
Mnemonic Value Request Message 3=Stop
{Message Header.SPECIFICATION == C2MS, -
Message Header MESSAGE-TYPE == REQ, -
Message Header. MESSAGE-SUBTYPE == MVAL, -
CONTENT-VERSION == 2026.0}| .-
-REQUEST-TYPE : 116 = {1, 2, 3} dq
-PUBLISH-RATE : U16 [0..1]
-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-DURATION : U16 [0..1]
-COLLECTION-POINT : String [0..1] DATA-TYPE
-NUM-OF-MNEMONICS : U16 1=Raw,
2=Converted,
3=Both
DATA-TYPE is DEPRECATED
Ve
-MNEMONIC| 0.* L7
Mnemonic 4 STATE-ATTRIBUTES
- Gt Ve 1=No (do not return state attributes),
-n.NAME : Strin "
-n.DATA-TYPE ?HG [0.1]1={1.2, 3} e __ —2=Yes (return state attributes)
-n.STATE-ATTRIBUTES : 116 [0..1]={1,2) & ~
-n.CRITERIA : 116 [0..1] = {1, 2, 3} 8
-n.SAMPLE-RATE : U16 [0..1] =~ I
CRITERIA
1=0n Change,
2=Every Sample,
3=Sample Rate

244
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Flelds.

=CONTENT-VERSION : F3Z = 2018.0
-REQUEST-TYPE : 116 = {1, 2, 3} =
~NUM-OF-MNEMONICS : U16
-MNEMONIC.n.NAME : String
-REQUEST-ID : U16

VT REGUEST i

~-MESSAGE-TYPE: Header String= REQ
-MESSAGE-SUBTYPE: Header Siring= MVAL

Figwre-§-20———Figure 8.26: Mnemonic Value Request Message Diagram

Optional Fields

-PUBLISH-RATE : U186

=START-TIME : Time

-STOP-TIME : Time

=DURATION : U186

-COLLECTION-POINT : String
=“MNEMONIC.n.DATA-TYPE : 116 = {1, Z, 3}

-MNEMONIC.n.STATE-ATTRIBUTES : 116 = {1, 2};

~MNEMONIC.n.CRITERIA: 116 = {1, 2, 3} [

[ Ficlds |

|-MNEMONIC n.SAMPLE-RATE: U16|

REQUEST-TYPE
1=0neshot,
2=Start,

MNEMONIC.n.DATA-TYPE

MNEMONIC.n.STATE-ATTRIBUTES
1=No (do not return state attributes),
2=Yes (retum state attributes)

MNEMONIC.n.CRITERIA
1=0n Change,

2=Every Sample,
‘3=Sample Rate

Fable-8-99-belowThe following table describes additional field names, values, and notes for the Mnemonic
Value Request Message.

Fable-8-99—Table 8.115: Mnemonic Value Request Message Additional Information
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Field Name Type | Presence Value Value/Dpscriptiol peleted Cells L
?/OE”F'{TS%,E 2019F32 R 2026 Version Numberrumber fol |nserted Cells
IdentifiesID to iddntify the ¥/ Inserted Cells 5
o the first time, REQUEST-T Y nmmm o
REQUEST- v uID Descripti | Inserted Cells
D oAl However, specifying the same REQUEST-ID from a previous request is used to perform a st
"Stop" the previoysly-established stream of Mnemonic Value Data Messages.
Value Description
116 1 Oneshot - )
REQUEST-TYPE Enumeration R 2 Start Identifies the typg of mnemonic value request message
3 Stop
PUBLISH-RATE u16 0 0+ Identifies the ratj, innumb¢ peleted Cells u
- — Zero means the erver ShOUIU PEBHSHPIOUUCE UE Udld dS 1dSlds PUSSIDIE. DElduItTdle = O ¢
START-TIME Time (] Requested start ime of the Inserted Cells L
STOP-TIME Time 0 Requested stop §me of the mnemonic vaiues.
DURATION ValueU16 Descripti 1+ Length of time frgm “now”, in seconds, for the request to be active, after which the data mes
— on0 — automatically cegse.
I [ |
Receiver, device, point, path, etc.
where data was received. Used to
COLFI,‘gl(mON' String 0 distinguish data simultaneously Inserted Cells
received at multiple collection
points. Inserted Cells




REQUEST-ID

new request

NUM-OF-
MNEMONICS

c
=
o

4+1+ for Oneshot and Start, 0 for Stop

Total Numbernumber of mnemonics
being requested. Required: |hserted
Oneshotand Start-

MNEMONIC.n.NA
ME

“4"String

1o

Name of the mnemonic.Re Inserted
only - “n” starts at “1”. This field is
required for Oreshotand-S |nserted
mnemonic when NUM-OF-
MNEMONICS > 0.

Cells
Cells

Cells

DEPRECATED
MNEMONIC.n.DA
TA-TYPE

116
(Enumeration)

1O

Value

Description

Raw

Converted

Both

Indicates the data type to be
returned, either the raw value, or the
converted value-{Engineering-Units
or-Text-converted);, or both

Defaults to both._This field | Inserted
deprecated. Beginning in C2MS 1.2,
the request handler is to send all the

available data including raw and
converted values.

Cells

MNEMONIC.n.ST
ATE-
ATTRIBUTES

[o>]

1
(Enumeration)

(e}

Value

Description

No

Yes

Indicates if State Attributes (flags,
limits, static flag, and data quality)
are to be returned. Defaults to No.

MNEMONIC.n.C
RITERIA

(o)

1
(Enumeration)

(o]

Value

Description

Change (value,
flags, status)

Every Sample

Sample Rate

Identification of wherhow the data
sheuldis to be providedgathered for
the mnemonic. Includes either upon
change of data (value, flags, or
status), or every sample, or ata
specified sampling rate. The default
Criteria is “Change” only data.

MNEMONIC.n.SA
MPLE-RATE

(e
=
(o]

1o

1+

—

If CRITERIA is specified as peleted
Rate”, this field will specify e vata
sampling rate in milliseconds for the
mnemonic. SAMPLE-RATE does

not affect PUBLISH-RATE but may
cause multiple samples to be
included each time the data is sent
out.

Cells

Oneshot Request

A REQUEST-TYPE of “Oneshot” will result in one set of mnemonic data being returned - the most recent value.
No further updates will occur. For a “Oneshot” request the following fields or options are not meaningful:

246

PUBLISH-RATE
DURATION
MNEMONIC.n.CRITERIA
MNEMONIC.n.SAMPLE-RATE
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Start and-Stop-Request

TFheA REQUEST-TYPE of “Start” anewill result in an initial set of mnemonic data being returned - the most

recent value - in the Mnemonic Value Response Message followed by data streaming in a series of Mnemonic Valug¢

Data Messages.

Stop Request

A REQUEST-TYPE of “Stop” areis used forstreaming-the-data-in-multiple-messages—to end a previously}

established stream of Mnemonic Value Data Messages. It will result in a final set of mnemonic data being returned

the most recent value - in the Mnemonic Value Response Message. Note that it is invalid to request a "Stop" where
there was no earlier corresponding "Start" request.

REQUEST-ID

This field may be used to submit a "Stop" related to a previous request designated by the same REQUEST-ID. For
example, a new REQUEST-ID is used to start a stream of Mnemonic Value Data Messages and a later request with
the same REQUEST-ID can be used to stop the stream of data. Issuing a stop in this way stops the flow of all data
associated with the original start request, regardless of any information in other fields in the stop request. Once
stopped, the flow may not be restarted using the same REQUEST-ID.

It is invalid to reuse the same REQUEST-ID from an earlier request to issue a new request with REQUEST-TYPE
"Start" or "Oneshot". Similarly, it is invalid to send a REQUEST-TYPE "Stop" that does not correspond through
REQUEST-ID to a REQUEST-TYPE "Start" message.

MNEMONIC.n.CRITERIA

If the MNEMONIC.n.CRITERIA are not specified in the Mnemonic Value Request Message, then the criteria will
default to a value of 1 for Change only data.

START-TIME and STOP-TIME

For some real-time mnemonic data requests, the requestor will need to know the time period of the desired data. As
an example, a data requestor of a satellite with a 12-hour pass or even a satellite in constant ground contact will nee
a means to selectively limit the data it receives, rather than take all the data from the pass. To specify data with a
time window, the START-TIME and STOP-TIME parameters are to be used._These fields can be expressed in
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absolute (UTC) time or relative time. For an explanation on how these fields could be used, see Table 6.10:
Examples of Start and Stop Times.

DURATION

When a data requestor does not specify any START-TIME or STOP-TIME parameters, a potential issue with the

Mnemonic Request, Response, and Value Messages is how to halt-the-endless-publieation-ofstop producing
messages endlessly when the requestor fails to request the cessation of Mnemonic Value Data Messages. This could
occur by poor design or through equipment failure where the requestor disappears and is no longer alive to request

that publieationthe stream of data be halted.

One option is to have the requestor specify the DURATION of time that the Mnemonics Value Messages should be
publishedproduced (the length of a pass in seconds, for example). At the conclusion of this time period the
publisherdata provider would automatically cease prblieationproducing data messages. The advantage to this
approach is that no matter what the reason for the requestor failing to request a halt to the pttblieationstream of
messages, theyit will automatically and eventually stop.

OrAdditionally, the data provider may self-impose a default maximum duration. That is, the provider will only
publishproduce mnemonic values for, say a maximum of 30 minutes, or until a stop request is received. (Note that
this may not be a good option for non-GUI types of processes.) If a data provider does self-impose a maximum
duration, the FINAL-MESSAGE field should be set appropriately in the last message sent.

PUBLISH-RATE, MNEMONIC.n.CRITERIA and MNEMONIC.n.SAMPLE-RATE

There are two concepts of 'rates' in the Mnemonic Value Request Message. The PUBLISH-RATE determines how

often the Mnemonic Value Data Message will be created/sent. Independently, the data associated with each

mnemonic is gathered at different intervals, including on change, per sample or at a given SAMPLE-RATE.

However the data for each mnemonic is gathered, it does not affect the PUBLISH-RATE of the Mnemonic Value
Data Message. Rather, there may be multiple samples present for each mnemonic in each Mnemonic Value Data

Message produced.

8.-8.28.9.2 Mnemonic Value Response Message

The Mnemonic Value Response Message is used to return the most current mnemonic values requested and to
acknowledge receipt of and provide status for a Mnemonic Value Request Message. The Response Status in the
Mnemonic Value Response Message indicates the success or failure of the component to process the Mnemonic
Value Request Message.

The ordering of the mnemonics in the Mnemonic Value Response shall be the same as the receiving order specified
in the Mnemonic Value Request Message. When an invalid mnemonic is detected in the Mnemonic Value Request
Message the following shall apply to the Mnemonic Value Response Message:

Set the RESPONSE-STATUS field to “5 Invalid Request”

Set the MNEMONIC.n.STATUS field of the invalid mnemonic(s) to “3 Invalid”

Set the MNEMONIC.n.STATUS field of all other valid mnemonics to “2 Valid, Nodata”
Set the MNEMONIC.n.NUM-OF-SAMPLES to zero for all mnemonics

The Mnemonic Value Data Messages shall not be pablishedproduced

The Mnemonic Value Response Message also provides a message time-stamp and the values of the requested
mnemonics.
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. Eor-a—“Oneshot”Regardless of the REQUEST-TYPE of the corresponding Mnemonic Value Request
Message, the Mnemonic Value Response Message contains thecurrent values of the requested mnemonics-afe-10

The Number of Samples for a mnemonic can be either zero or one.

® In the case of an invalid mnemonic or a valid mnemonic with no data, the Number of Samples shall be set
to zero.

In the case of a valid mnemonic with a good data sample, the Number of Samples shall be set to one.
If there is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with

a no-data“Valid. Nodata” condition and the subsequent data value fields will not be provided for this
mnemonic.

FheTable 8.116: Mnemonic Value Response Message contains-the-following-optional

Red ] i
| ok indi
L
Static indi
I Litvindi
Terble-8~104; Ay e VerdweResp Messaze-Summary
Sender A C2MS compliant application such as a telemetry decommutation process
Senders-Intended Usage by Reply
Sender
Receiver GUI Subsystem, Command Verification process, Expert Subsystem, Analysis subsystem
Reeel_a#ersrlntended Usage by SubseribeReceive response
Receiver
What Acknowledgment and status of Mnemonic Value Request Message
When Upon receipt of a Mnemonic Value Request Message
Command and Control Message Specification™ (C2MS™) V-0 249v1.2,
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Example

1. Command verification process requests telemetry value to check if spacecraft command executed as
expected.

2. Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.
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8.8:2.18.9.2.1 Mnemonic Value Response Message Subjects

Table $204———8.117: Mnemonic Value Response Message Subject Naming

Sst:rl::jﬁ'td Domain Elements Mission Elements Message Elements Miscellaneous Elements
:I“b‘“t Seeci- | nomaiNt | DomAIN2 | mission | consT | saT | TYP | sueTyp ME1 ME2 ME3 | ME4 | ME5 || ME6
ement fication
[Component:
Subject [domain 1 | [domain 2 o [constell e [StatusRESP
Content C2MS —system | —system [ [mission] ation] [sat] | RESP MVAL ~—][DESTINATI ONSE-
specific] specific] ON- STATUS]
COMPONENT]
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP MVAL TLM3 13
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP MVAL APP5 15
Sender
Example for
Subscriber/ C2MS DOM1 DOM2 * * SAT1 | RESP MVAL TLM3 *
Receiver
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Table 8.118: Properties of the Miscellaneous Elements for the Mnemonic Value Response Message

Miscellaneous Required / - . T . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components FD (the Data Requestor/Stbseriber/Client) and TLM3 (the Data Provider/Publisher/Server)

interact with the Mnemonic Value Response Message.

FD subseribefilter subject to receive the Mnemonic Value Response Message.
C2MS.*.* .MSSN.*.* .RESP.MVAL.FD.> or
C2MS.*.* * * * RESP.MVAL.FD.>

TLM3 sends a response message to FD.
CZMS.DOMl.DOMZ.MSSN.CNSl.SATl.RESP.MVAL.FD.%; or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.MVAL.FD.4

8.8-2.28.9.2.2 Mnemonic Value Response Message HeaderPre-defined Field Values

The abbreviated Fable-8—+03-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Mnemonic Value Response Message, including both message and
message header fields.

Fable-$-193——Table 8.119: Mnemonic Value Response Message HeaderPre-defined Field Values

Field Name Value Notes
HEADER- Version-Number for this
ZgERSL@NMessa 2049C message-deseription
Header.SPECIFI M5
CATION
Message Message type-identifier- REQ:
Header.MESSAG | RESP | RESP orMSG
E-TYPE
Message Unigue message identifier,
Header.MESSAG | MVAL | fixedfor C2MS-Standard
E-SUBTYPE Messag

Command and Control Message Specification™ (C2MS™) V16
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Field Name

Value

definition-CONTE
NT-VERSION

2026

[S)
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8.8.2.38.9.2.3 Mnemonic Value Response Message Contents

FEigure-8-2+-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Mnemonic Valuel

[ comswessss |

|—CONTENT—VERS\0N :F32

C2MS Response Message
{Message Header SPECIFICATION
Message Header MESSAGE-TYP!

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3 4.5,6}
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE . 132 [0..1]

Mnemonic Value Response Message
{Message Header.SPECIFICATIO
Message Header. MESSAGE-TYPE

Message Header MESSAGE-SUBTYP!
CONTENT-VERSION

-SUPPORTED-STOP-TIME : Time [0..1]
~NUM-OF-MNEMONICS - U16

A}
AY
\
AY

Message Header

Custom Field

Mnemonic

-MNEMONIC

n.NAME : String
-n.STATUS :116=(1,2,3}
-n.UNITS : String [0..1]
-n.NUM-OF-SAMPLES : U16

-SAMPLE(0..*

Valid RESPONSE-STATUS values

for this message type:

3=Successful Completion,

4=Failed Completion
5=Invalid Request

Note that the earlier use of
1=Acknowledgment has been
DEPRECATED.

Sample

-m.TIME-STAMP : Time [0..1]
-m.SPACECRAFT-RAW : Typed Variable [0..1]
-m.GROUND-RAW : Typed Variable [0..1]
-m.VALUE : Typed Variable [0_1]
-m.RAW-VALUE : 132 [0..1]

-m.EU-VALUE : F64 [0..1]

-m.TEXT-VALUE : String [0..1]

-m.FLAGS - 132 [0..1]

-m LIMIT-ENABLE-DISABLE : Boolean [0..1]
-m.RED-HIGH : Boolean [0..1]

-m,RED-LOW : Boolean [0..1]
-m.YELLOW-HIGH : Boolean [0..1]
-m.YELLOW-LOW : Boolean [0..1]

-m ALARM-STATE : 116 [0..1] ={0, 1, 2, 3, 4}
-m.STATIC : Boolean [0..1]

-m.QUALITY : Boolean [0..1]

£

g

Response Message with its required and optional fields.

STATUS
1=Valid,
— — 7 2=Valid, Nodata,
3=Invalid

RED-HIGH, RED-LOW, YELLOW-HIGH and
YELLOW-LOW have been DEPRECATED.
Use ALARM-STATE instead.

RAW-VALUE, EU-VALUE and TEXT-VALUE
have been DEPRECATED. Use
SPACECRAFT-RAW, GROUND-RAW and
_ = | VALUE, instead.

LIMIT-ENABLE-DISABLE
__ 0=Disabled,
- nabled

- 4=Critical

\

ALARM-STATE
O=Unavailable,

QUALITY
0=Good quality,
1=Questionable quality

Command and Control Message Specification™ (C2MS™) V16




Mnemonic Value Response Message

-MESSAGE-TYPE: Header Striing = RESP

-NUM-OF-MNEMONICS

-MNEMONIC.n.STATUS

-REQUEST-ID : U18

Required Fields RESPONSE-STATUS

- 1=Acknowledgement,
-CONTENT-VERSION : F32 = 2019.0 N
-RESPONSE-STATUS: 16={1,3,4,5) ¢ — — — — ~ |3=Successful Compietion,

-MNEMONIC.n.NAME : String

-MNEMONIC.n.NUM-OF-SAMPLES : U16 - -

U16 4=Failed Completion
5=Invalid Request

116={1,2,3} o

= |MNEMONIC.n.STATUS

1=Valid,
2=Valid, Nodata,
3=Invalid

=

MNEMONIC.n. SAMPLE.m.LIMIT-ENABLE-DISABLI

-TIME-COMPLETED : Time
-RETURN-VALUE : 132

-MNEMONIC.n.UNITS : Siring /

—|0=Disabled,
1=Enabled

-MNEMONIC..n.SAMPLE.m.TIME-STAMP: Time i
-MNEMONIC.n.SAMPLE.m RAW-VALUE: 132
-MNEMONIC n.SAMPLE.m.EU-VALUE: F&4. !
-MNEMONIC.n.SAMPLE.m. TEXT-VALUE: String 1
-MNEMONIC.n.SAMPLE.m.FLAGS: 132
-MNEMONIC.n. SAMPLE.m LIMIT-ENABLE-DISABLE Boolearr) -
-MNEMONIC..n.SAMPLE.m.RED-HIGH: Boolean
-MNEMONIC.n.SAMPLE.m RED-LOW: Boolean E
-MNEMONIC.n.SAMPLE.m.YELLOW-HIGH: Boolean [
-MNEMONIC.n.SAMPLE.m.YELLOW-LOW: Boolean q ~
|

MNEMONIC .n.SAMPLE.m RED-HIGH
O=In-limits,
1=0ut-of-limits.

| MNEMONIC.n.SAMPLE.m.RED-LOW|
O=In-limits,
1=Out-of-limits.

-MNEMONIC.n.SAMPLE.m STATIC: Boolean
-MNEMONIC.n.SAMPLE.m.QUALITY: Boolean

Ny MNEMONIC.n.SAMPLE.m.YELLOW-HIGH
! O=In-limits,
W | 1=Out-oftimits,

| MNEMONIC n SAMPLE.m YELLOW-LOW|
O=In-limits,
1=0ut-of-limits.

L

| |MNEMONIC.n.SAMPLE.m.STATIC
! 0=Active,
| “ |1=Static

MNEMONIC.N.SAMPLE.m.QUALITY
1 0=Good quality,
1=Questionable quality

Fignre-8-21———Figure 8.27: Mnemonic Value Response Message Diagram

Fable-8104-belowThe following table describes additional field names, values, and notes for the Mnemonic
Value Response Message.

Fable-8-194——Table 8.120: Mnemonic Value Response M ge Additional Information )
Field Type Prese e Netes Deleted Cells
Name —@ Value Value/Description ‘
CONTENT ] ] i Inserted Cells
2019F32 R 2026 Version Numbernumber for this message content description
-VERSION — Inserted Cells
REQUEST GUID R This field's value is to be the same as the REQUEST-ID in the
-ID — = associated REQ message. Inserted Cells
Valu e
e Description | |dentifies the statusresult of the Mnemonic Value Request Message
116 that was processed. {2"Only the values shown are valid here. The Inserted Cells
DEPRECATE -
Enumer R D |use of "1=Acknowledgement" is deprecated because only one
RESPONS | ation 1] response will be produced for each request. See note following this Inserted Cells
Acknowledge
E-STATUS ment table.
Additionally, the deprecated "6=Final Message" is not a-valid-value
and-has-no-meaning-jsupported here. See 6.4.3.3 C2MS RESP Inserted Cells
3 Successful Messaae Tvpe.
Completion Message 1ype. Inserted Cells
Inserted Cells
256
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Field Type Prese Value Value/Description Notes
Name nce
4 Failed
Completion
5 Invalid
Request
REQUEST When True, indicates the last message in the response sequence.
JDFINAL- Defaults to True and is always True if pre§ent. See 6.4.3.3 QZMS
RESPONS Boolean 0 RESP Message Type and the note following this table Frisfield’s
T %%%%(« ac tha DEAIIEQT IN in th M;
TIME-
COMPLET Time 0 Time application completed processing the request_ in UTC
ED
RETURN- Retqrn value_or status based on the RESlPONSE-STATUlS. Usefulto
VALUE 132 0 provide function call status or error code in the case of failed
completiona Failed Completion.
The service's calculated stop time in UTC. This is based on the
DURATION or STOP-TIME specified in the request but may be limjited
SUPPORT to what the service can support. For example, if the REQUEST
ED-STOP- Time 0 specified a STQP—TIME a year in the future or a DURATION of 10
TTIME - = years, the service may calcglatg a lreasonable SU'FTPQRTED-STOl P-
—_— TIME and return that value in this field. Reasonability is as determiped
by the service. This alerts the requestor that Mnemonic Value Datg
Messages will not be sent after the SUPPORTED-STOP-TIME.
I\'/\IIIEIJIEAM%T\II 14016 R Total number of mnemonics returned. Should echo the “NUM-OF-
cs - = MNEMONICS" field in the request message.
MNEMONI with D Name of the ‘nt" Mnemonic - “n” starts at “1”. This field is required for
C.n.NAME 1St = each mnemonic when NUM-OF-MNEMONICS > 0.
String
Valu Description
MNEMONI 116 e Status of the ‘nt” mnemonic: valid mnemonic or valid mnemonic with
C.n.STAT Enumer D 1 Valid no data or invalid mnemonic-. This field is required for each mnempnic
us ation 2 Valid, Nodata | when NUM-OF-MNEMONICS > 0.
3 Invalid
Units (such as "meters" and "mV") associated with the value
MNEMONI . eeﬂveﬁeﬁ&gngineeﬁf}gumt&yALUE field for each SAMELE of the
String 0 ‘n" mnemonic. As a simple String type, the UNITS field is intendeq to
C.n.UNITS b B - -
e used for display purposes only, as the sender and receiver of this
information should agree on the units of the value prior to usage.
MNEMONI
C.n.NUM- U16 D Number of data samples for the ‘n™ mnemonic. This field is requir¢d
OF- - = for each mnemonic when NUM-OF-MNEMONICS > 0.
SAMPLES
MNEMONI
C.n.SAMP Time 0 Time stamp in UTC for the firstm™™ data sample of the ‘nt” mnemopic
LE.m.TIME —_ = - both “n” and "m" start at “1”.
-STAMP
MNEMONI Tvoed Space Segment Raw value (data as represented on the spacecraf)
C.n.SAMP Vﬁgﬂe 0 for the ‘m"” data sample of the ‘nth” mnemonic. The Typed Variable
LE.m.SPA structure contains the data via a type discriminator (SPACECRAFT-
Command and Control Message Specification™ (C2MS™) V-0 257v1.2.1
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Field Type Prese Value Value/Description Notes
Name nce
CECRAFT- RAW.TYPE-DISCRIMINATOR) and value (SPACECRAFT-
RAW RAW.DATA-VALUE).
MNEMONI Ground Segment Raw value for the ‘m™’ data sample of the ‘n®’
C.n.SAMP Typed 0 mnemonic. The Typed Variable structure contains the data via a type
LE.m.GRO | Variable = discriminator (GROUND-RAW.TYPE-DISCRIMINATOR) and value
UND-RAW (GROUND-RAW.DATA-VALUE).
MNEMONI RawThe final transformed value (having been converted from a Raw)
C.n.SAMP Typed 0 for the firstm"” data sample of the ‘nt"” mnemonic. The Typed Variable
LE.m.RAW | Variable = structure contains the data via a type discriminator (VALUE. TYPE-
-VALUE DISCRIMINATOR) and value (VALUE.DATA-VALUE).
DEPRECA
MN%ONI Ground Segment Raw value for the ‘m™’ data sample of the ‘n®’
C.n.SAMP 132 0 mnemonic. This field has been deprecated. Use
YTy MNEMONIC.n.SAMPLE.m.GROUND-RAW, instead.
LE.m.RAW
-VALUE
DEPRECA
TED Ground Segment Raw value converted to Engineering Units if
MNEMONI Fe4 0 engineering units conversion is present for the firstm™” data sample of
C.n.SAMP — = the ‘nt mnemonic._This field has been deprecated. Use
LE.m.EU- MNEMONIC.n.SAMPLE.m.VALUE, instead.
VALUE
DEPRECA
TED Ground Segment Raw value converted to a text string if text
MNEMONI Strin 0 conversion is present for the first'm™ data sample of the ‘ntn’
C.n.SAMP =ling = mnemonic. This field has been deprecated. Use
LE.m.TEX MNEMONIC.n.SAMPLE.m.VALUE, instead.
T-VALUE
MNEMONI
C.n.SAMP 132 0 Flags native to the T&C component for the firstm™” data sample of the
LE.m.FLA - = ‘" mnemonic
GS
MNEMONI Valu Descrintion
C.n.SAMP e P
LE.m.LIMI B 0 Disabled Indicates the limit checking state for the firstm™’ data sample of the
oolean 0 . .
T- n mnemonic
ENABLE- 1 Enabled
DISABLE
DEPRECA Valu o
TED e Description ‘ o .
MNEMONI 0 nimits Indicates the.Red ngvh limit status of the first m™’ data sample of the
C.n.SAMP Boolean 0 1 Outolimits ‘n” mnemonic. This field has been deprecated. .
. Use MNEMONIC.n.SAMPLE.m.ALARM-STATE, instead.
LE.m.RED-
HIGH
DEPRECA Valu e
TED e Description _ » .
MNEMONI 0 it Indicates the'Red Il_ov.v limit status of the firstm™ data sample of the
C.n.SAMP Boolean 0 1 Outoflimis ‘nt” mnemonic. This field has been deprecated. Use
o MNEMONIC.n.SAMPLE.m.ALARM-STATE, instead.
LE.m.RED-
LOW
258
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Field Type Prese Value Value/Description Votes
Name nce
DEPRECA Valu e
TED e Description
MNEMONI 0 nlimits Indicates the Yellow High limit status of the firstm""” data sample 0|
C.n.SAMP Boolean 0 1 0 : Ifl' m the ‘nt” mnemonic. This field has been deprecated. Use
M ut-ol-imits | \INEMONIC.n. SAMPLE m ALARM-STATE, instead.
LE.m.YELL
OW-HIGH
DEPRECA Valu e
TED e Description
MNEMONI 0 nimits Indicates the Yellow Low limit status of the firstm"” data sample of|the
C.n.SAMP Boolean 0 1 O-t limit ‘n" mnemonic. This field has been deprecated. Use
iy Utoi-Imits 1 \INEMONIC.n. SAMPLE m ALARM-STATE, instead.
LE.m.YELL
Oow-Low
Valu Description
MNEMONI € —escrpron
C.n.SAMP 116 0 | Unavailable
LE.m.ALA | (Enumer 0 1 Normal Indicates the limit state of the ‘m!” data sample of the ‘nth” mnemohic
RM- ation) 2 Warning
STATE 3 Distress
4 Critical
MNEMONI Valu e
C.n.SAMP Boolean 0 e Description Indicates the static (stale) condition of the firstm™” data sample of the
LE.m.STA B = 0 Active ‘n” mnemonic
TIC 1 Static
MNEMONI Vae'“ Description
i i first-data‘mth’ ‘nth’
C.n.SAMP Boolean 0 0 Good quality Ind|catesl the Quality of the ‘mi'data sample of the ‘n
LEmQUA | —— - mnemonic
Questionable
LITY 1 :
quality

Like all C2MS Response Messages, Mnemonic Value Response Messages contain RESPONSE-STATUS and
FINAL-RESPONSE Boolean fields (see Section 6.4.3.3 C2MS RESP Message Type). In the case of this particular
message type, only one response will be produced for each request. For this reason, RESPONSE-TYPE can never b

the deprecated "1=Acknowledgement", "2=Working / Keep Alive" or the deprecated "6=Final Message".
Additionally, the FINAL-RESPONSE Boolean defaults to True and is always True if present.

MNEMONIC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE), but because it was introduced
in C2MS 1.2, it is currently designated as 'optional'.

The following data attributes are not included in the Mnemonic Value Response or Mnemonic Value Data
messages: Delta Limits, Rail Limits, Inverted Limits, and Foreground / Background colors for text values.
8-8:38.9.3  Mnemonic Value Data Message

The Mnemonic Value Data Message provides the telemetry or configuration mnemonic data that was requested in
the Mnemonic Value Request Message.

The message is generated in response to receiving a Mnemonic Value Request Message to “start”
publishingproducing the Mnemonic values for one or more mnemonics and following the generation of a

Command and Control Message Specification™ (C2MS™) V-0 259v1.2.
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Mnemonic Value Response Message with-steeesstul-completion-status-whose RESPONSE-STATUS

indicates Successful Completion.

The Mnemonic Value Data Messages shall not be pablishedproduced if the Mnemonic Value Request Message
contained any invalid mnemonics.

The Mnemonic Value Data Message will continue to be prblishedproduced at the requested distribution rate until
a “Stop” Mnemonic Value Request Message is received, or the DURATION specified in the Mnemonic Value
Request Message has expired.

The ordering of the mnemonics in the Mnemonic Value Data Message shall be the same as the receiving order
specified in the Mnemonic Value Request Message.

The Mnemonic Value Data Message will contain one or more mnemonics and one or more data samples per
mnemonic.

If there is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with a #e
data“Valid, Nodata” condition and the subsequent data value fields will not be provided for this mnemonic.

260
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Table 8-/05——8.121: Mnemonic Value Data Message Summary
Sender A C2MS compliant application such as a telemetry decommutation process
Senders Intended Usage by PublishSend as part of a data stream
Sender
Recei GUI Subsystem, Command Subsystem, Schedule Execution process, Expert
eceiver
Subsystem
Wlntended Usage by SubseribeTelemetry MVAL monitoring
Receiver
What Spacecraft health and safety data or configuration data values
When Upon interval requested at a minimum and dependent on data rate and/or replay rate
and/or change rate
Example
1. Telemetry data to be displayed on a GUI page
2. Telemetry data for an analysis plot
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8.8-3-18.9.3.1_Mnemonic Value Data Message Subjects
Table $-106———8.122: Mnemonic Value Data Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homant | pomaiNz | mission | const | sat | Tve | sueTve ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
Subject CoMs [domain 1 | [domain 2 o [constell VSG VAL [Component: idF[{ngaeEtST
Content —system | —system | [mission] ation] [sa ' ’ REQUEST
specific] specific] —JICOMPONENT] -ID]
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG MVAL TLM3 3[GUID
Sender
Example for
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG MVAL TLM2 5[GUID
Sender
Example for
Subscriber/ C2Ms DOM1 DOM2 * * SAT1 | MSG MVAL TLM3 3[GUID
Receiver
262
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Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957¢
1a29ec4¢7d50" or similar.
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Table 8-707——8.123: Properties of the Miscellaneous Elements for the Mnemonic Value Data Message
Miscellaneous Required / - S . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of PublisherSender COMPONENT from header
ME2 Optional 1D associated with original request REQUEST-ID
S el d
Examples

After the successful exchange of the Mnemonic Value Request and Response Messages, the Mnemonic Value Data
Message is publishedproduced.

The Requestor/Stbseriber/Chent-subseribes-to-receive-the- filters for the intended Mnemonic Value Data

Messages.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL. *

The Data Provider/Publisher/Server sends out the Mnemonic Value Data Message with the following subject:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL.TLM3

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL.TLM2

8.8.3.28.9.3.2 Mnemonic Value Data Message HeaderPre-defined Field Values

The abbreviated Fable-8—108-belowtable below shows the required values of the MESSAGE-TYPE and
MESSAGE-SUBTYPEnamed fields for the Mnemonic Value Data Message. including both message and
message header fields.

Fable $168——Table 8.124: Mnemonic Value Data Message HeaderPre-defined Field Values
Field Name Value Notes Deleted Cells
HEADER- VersionNumber for this
-
VERSIONMessag 2019C2 B

MS

e
Header.SPECIFIC
ATION

Message Message type identifier: REQ.
Header.MESSAG MSG RESPorMSG

E-TYPE
Message Unigue-message-identifier;
Header.MESSAG MVAL | fixedfor C2MS Standard
E-SUBTYPE Messages

Additional —2026.0

definition-CONTE
NT-VERSION
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8.8-3-38.9.3.3 Mnemonic Value Data Message Contents

Figure-8-22-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Mnemonic Value
Data Message with its required and optional fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header SPECIFICATION 2MS,
Message Header. MESSAGE-TYPE == MSG}.

Mnemonic Value Data Message
{Message Header SPECIFICATION
Message Header MESSAGE-TYPE
Message Header MESSAGE-SUBTYPE
CONTENT-VERSION

Message Header
o Custom Field

-FINAL-MESSAGE : Boolean [0..1]
-NUM-OF-MNEMONICS : U16
-REQUEST-ID : GUID

266

STATUS
1=Valid,
-MNEMONIC Mnemanic - ‘;:ﬁ:‘,giﬁmma
— -n.NAME - String -
0% | nSTATUS : 16=1{1,2, 3} -
-nUNITS : String [0..1]
-n.NUM-OF-SAMPLES : U16
RED-HIGH, RED-LOW, YELLOW-HIGH and
YELLOW-LOW have been DEPRECATED
Use ALARM-STATE instead.
RAW-VALUE, EU-VALUE and TEXT-VALUE
have been DEPRECATED. Use
-SAMPLE|0.* SPACECRAFT-RAW, GROUND-RAW and
Sample _ LVALUE, instead.
-m.TIME-STAMP - Time [0..1] P
-m.SPACECRAFT-RAW : Typed Variable [0..1] | -
-m.GROUND-RAW : Typed Variable [0.1] £ LIMIT-ENABLE-DISABLE
-m.VALUE : Typed Variable [0..1] D=Disabled, ALARM-STATE
T RAW-VALUE + 132 [0.1] O=Unavailable,
-mEU-VALUE - 64 [0..1] —
-m TEXT-VALUE - String [0.1] -
-mFLAGS : 132 [0..1] - -
-m LIMIT-ENABLE-DISABLE - Boolean [0.1] o -
-m.RED-HIGH : Boolean [0..1] -
-m.RED-LOW : Boolean [0..1] -
- YELLOW-HIGH : Boolean [0..1] -
-m.YELLOW-LOW : Boolean [0..1] - |sTATIC

&
|
|
!

-m ALARM-STATE - 116 [0.1] = (0, 1,2, 3,4} ¢
-m.STATIC : Boolean [0..1] 4
-m.QUALITY : Boolean [0..1] L

O=Active,

7] QUALITY
0=Good quality,
1=Questionable quality
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Required Fields
-CONTENT-VERSION : F32 = 2019.0

Message Header -NUM-OF-MNEMONICS : U16 o
- -REQUEST-ID : U16

Optional Fields !
-FINAL-MESSAGE : Boolean

MNEMONIC.n.STATUS
1=Valid,

2=Valid, Nodata,
3=Invalid

MNEMONIC .n.SAMPLE.m.LIMIT-ENABLE-DISABLE

-MNEMONIC.n. SAMPLE.m.RAL\
-MNEMONIC.n. SAMPLE.m.
-MNEMONIC.n. SAMPLE.m.TEXT-VALUE: String y
-MNEMONIC.n. SAMPLE.m.FLAGS: 132 /
-MNEMONIC.n SAMPLE.m.LIMIT-ENABLE-DISABLE Booleart]
-MNEMONIC.n.SAMPLE.m.RED-HIGH: Boolean 4
-MNEMONIC.n.SAMPLE.m.RED-LOW: Boalean
-MNEMONIC.n. SAMPLE.m.YELLOW-HIGH: Boolean
-MNEMONIC.n.SAMPLE.m.YELLOW-LOW: Boolean
-MNEMONIC.n.SAMPLE.m.STATIC: Boolean
-MNEMONIC.n. SAMPLE.m.QUALITY: Boolean q

!

Figure-8-22———Fiqure 8.28: Mnemonic Value Data Message Diagram

-MNEMONIC.n NAME : String ' 1=Enabled
Mnemonic Vaius Data Message -MNEMONIC.n.STATUS : 1§ = {1, 2, 3} 4
“MESSAGE-TYPE: Header Sting = MSG -MNEMONIC.n.UNITS : String ,
anes s AANENONGC MU OF SAMPLES U1s
“MNEMONIC.n SAMPLE.m. TIME-STAMP: Time T

ONIC.n.SAMPLE.m.RED-HIGH

" ] o=In-imits,

1=Out-of-limits.

MNEMONIC n.SAMPLE.m.RED-LOW

" |MNEMONIC.n.SAMPLE.m.YELLOW-LOW |

0=In-limits,
1=Out-of-limits.

_| MNEMONIC.n.SAMPLE.m.STATIC

MNEMONIC.n.SAMPLE.m.QUALITY
0=Good quality,
1=Questionable quality

TFable-8-109-belowThe following table describes additional field names, values, and notes for the Mnemonic

Value Data Message.

Fable-8-199——Table 8.125: Mnemonic Value Data Message Additional Information

Deleted Cells

content dé nserted Cells

the series Inserted Cells

Inserted Cells

Field Name Type Presence Value Value/Description
CONTENT- 2019F32 R 2026 Version Numbernumber for this message
VERSION o - o 9
FINAL-MESSAGE | ValueBoolean or0 When trueTrue, indicates last message in
B 0 NolFalse
4 Yes/True
NUM-OF- U16 R Total number of mnemonics in this
MNEMONICS - - message
This field’s value is to be the same as
REQUEST-ID GUID R the REQUEST-ID in the associated
REQ message.
Name of the ‘n" mnemonic - “n” starts
MNEMONIC.n.NA Strin D at “1”. This field is required for each
ME =ting = mnemonic when NUM-OF-
MNEMONICS > 0.
Value Description . o
MNEMONIC.n ST 116 D 1| Vald oo or vl o it no
ATUS (Enumeration) - g X}z\a{lﬁi,dNodata data, or invalid mnemonic. This field is
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required for each mnemonic when
NUM-OF-MNEMONICS > 0.

MNEMONIC.n.UNI
TS

String

(e}

Units (such as "meters" and "mV"
associated with the raw-value-converted
to-engineering-units-VALUE field for
each SAMPLE of the ‘n"” mnemonic.
As a simple String type, the UNITS field
is intended to be used for display
purposes only, as the sender and
receiver of this information should agree
on the units of the value prior to usage.

MNEMONIC.n.NU
M-OF-SAMPLES

o

Number of data samples for the ‘nt’
mnemonic. This field is required for
each mnemonic when NUM-OF-
MNEMONICS > 0.

MNEMONIC.n.SA
MPLE.m.TIME-
STAMP

[e]

Time stamp in UTC for the ‘a*'m!"’ data
sample of the ‘n” mnemonic - both “n”
and "m" start at “1”.

MNEMONIC.n.SA
MPLE.m.SPACEC
RAFT-RAW-
VALUE

Typed Variable

(o]

Space Segment Raw value (data as
represented on the spacecraft) for the
‘A’mth’ data sample of the ‘nt’
mnemonic. The Typed Variable
structure contains the data via a type
discriminator (SPACECRAFT-
RAW.TYPE-DISCRIMINATOR) and
value (SPACECRAFT-RAW.DATA-
VALUE).

MNEMONIC.n.SA
MPLE.m.GROUN

Typed Variable

D-RAW

(e}

Ground Segment Raw value for the ‘m®’
data sample of the ‘n®” mnemonic. The
Typed Variable structure contains the
data via a type discriminator

GROUND-RAW.TYPE-
DISCRIMINATOR) and value

(GROUND-RAW.DATA-VALUE).

MNEMONIC.n.SA
MPLE.m.VALUE

Typed Variable

(e}

The final transformed value (having
been converted from a Raw) for the
‘mt’ data sample of the ‘nt” mnemonic.
The Typed Variable structure contains
the data via a type discriminator
(VALUE.TYPE-DISCRIMINATOR) and
value (VALUE.DATA-VALUE).

DEPRECATED
MNEMONIC.n.SA
MPLE.m.RAW-
VALUE

(e}

Ground Segment Raw value for the ‘mt®’
data sample of the ‘n'” mnemonic. This
field has been deprecated. Use
MNEMONIC.n.SAMPLE.m.GROUND-
RAW, instead.

DEPRECATED
MNEMONIC.n.SA
MPLE.m.EU-
VALUE

F64

Ground Segment Raw value converted
to Engineering Units; if engineering
units conversion is present for the
‘A"mh" data sample of the ‘nt’
mnemonic. This field has been
deprecated. Use
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MNEMONIC.n.SAMPLE.m.VALUE,
instead.
Ground Segment Raw value converted
to a text string if text conversion is
M%A present for the ‘A%'mt data sample of
MPLE.m TE'X'T_ String [0} the ‘nt” mnemonic. This field has been
V. ALUE deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE,
instead.
Flags native to the T&C component for
'\:Al\é,llz_’\é%N::CL:GSSA 132 0] the ‘n‘*‘iﬂ’ data sample of the ‘nt’
mnemonic
Mh/TFI’EI_'\I/lEOn'q\lEh;I]ITSA Va(l)ue Di?:;:;'ptlon !ndjcatgs the limit checking‘ste’\te for the
ENABLE- Boolean [0} A mth’ dgta sample of the ‘nt
DISABLE 1 Enabled mnemonic
Value Description Indicates the Red High limit status for
DEPRECATED 0 In-limits the ‘R®:m"" data sample of the ‘n’
MNEMONIC.n.SA Boolean 0 mnemonic. This field has been
MPLE.m.RED- e = 1 Out-of-limits deprecated. Use
HIGH MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description Indicates the Red Low limit status for
DEPRECATED 0 In-limits the ‘R®:m"" data sample of the ‘n’
MNEMONIC.n.SA Boolean 0 mnemonic. This field has been
MPLE.m.RED- — = 1 Out-oflimits deprecated. Use
LOW MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description Indicates the Yellow High limit status for
DEPRECATED 0 In-limits the ‘a*'m"" data sample of the ‘n®’
MNEMONIC.n.SA Boolean 0 mnemonic. This field has been
MPLE.m.YELLOW — = 1 Out-oflimits deprecated. Use
-HIGH MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description Indicates the Yellow Low limit status for
DEPRECATED 0 In-limits the ‘a*’mi"” data sample of the ‘nt’
MNEMONIC.n.SA Boolean 0 mnemonic. This field has been
MPLE.m.YELLOW I = 1 Out-ofimits deprecated. Use
-LOwW MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description
0 Unavailable
% 116 0 1 Normal Indicates the limit state of the ‘mt’ data
W (Enumeration) = 2 Warning sample of the ‘nth” mnemonic
— 3 Distress
4 Critical
Value Description Indicates the static (stale) condition for
wAﬁE“EA%NSI%STISé Boolean 0 0 Active the ‘R*'m"" data sample of the ‘n®’
o 1 Static mnemonic
MNEMONIC.n.SA Boolean 0 Value Description Indicates the Quality for the ‘a*'m®’
MPLE.m.QUALITY — = 0 Good quality data sample of the ‘nt” mnemonic
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1 Questionable
quality
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MNEMONIC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE), but because it was introduced
in C2MS 1.2, it is currently designated as 'optional'.

8.98.10 _ Archive Mnemonic Value Messages

The Archive Mnemonic Value Messages provide a mechanism for requesting and delivering mnemonic data that haj
been stored in an archive.

A requesting component, such as a trending system, may request a set of mnemonics from the data archive. The
request is generally for a set of values over an interval of time and at a desired data-sampling rate.

The responding component, such as an Archive system, extracts the set of requested mnemonics from the data
archive and provides them to the requesting component via a variety of available delivery methods.

The Archive Mnemonic Value Messages remove the burden from the requesting component of having to process
(decommutate) the data from the archive and therefore having to know the specifics of the telemetry database and
the structure of the data archive. The Archive Mnemonic Value Messages also remove the burden from the
requesting component from hardware and software associated with the creation, management, and maintenance of af
data archive.

The three specific Archive Mnemonic Value messages are:

®  Archive Mnemonic Value Request Message
®  Archive Mnemonic Value Response Message
®  Archive Mnemonic Value Data Message

8.9-18.10.1 _Archive Mnemonic Value Request Message

The Archive Mnemonic Value Request Message is used when an application requires mnemonic data from
previously recorded data that has been stored in the Telemetry Archive.

A common use of the Archive Mnemonic Value Request Message is when an analysis component produces a
trending product, such as Battery charge/discharge, or a propellant graph. The analysis component builds a request
of the mnemonics to be retrieved from the telemetry archive and sends this request to an Archive Management
component. The Archive Management Component may be a stand-alone component, or it may be part of another
subsystem, such as a T&C subsystem.

The Archive Management component will package the decommutated values and their associated attributes (if
desired) for all the requested mnemonics over the time frame requested.

A number of extraction options and delivery methods are available. These include:
Time interval
®  The requestor is required to specify the time span of the desired data.

Data selection

® The requested can be for raw, converted, or both types of data.
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e Attributes (flags, limits, static, quality) can be included or not.
® Data sampling can specify all, upon change, or at a periodic sample rate.

Data delivery method
e  One single response message, or
e Asastream of messages similar to a real-time mnemonic data value. If this delivery method is selected, the
requestor can also select the speed of the data delivery, either as kilobits per second or as a ratio of the real-
time rate.
Actual data or by reference
e  The data can be within the response message, or a URI can reference the location of a data file.

If the requestor has asked for a data file, the attributes of the file can be further specified.

e  Using product specifications, and
e File specifications

In summary, a variety of data selection criteria and data delivery mechanisms are available to customize and best
match the needs of the requestor.

Many of the fields in the Archive Mnemonic Value Request Message are optional and dependent on other fields, but
they also have specified default values so that only a minimal number of fields need be actually specified to extract
and deliver the data.

Of course, the more specific and customized the data request, the more fields that will need to be specified.

Fable-$—119——Table 8.126: Archive Mnemonic Value Request Message Summary

Sender A C2MS compliant application such as an Analysis and Assessment component

Senders-Intended Usage by Request

Sender g

Recei Any Archive mnemonic processor such as an Archive Management component or a T&C

eceiver

component

Receivers-Intended Usage by S ibeRequest brocessin

Receiver ReqLest probessriy

What Spacecraft health and safety data, ground configuration data, or any data stored with a
mnemonic name

When As needed

Example

1. An Analysis process requests telemetry values to create a graph of a spacecraft instrument’s performance.
2. A Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.

The Archive Mnemonic Value Request Message consists of a Message Header and the message content.
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The Message Header identifies the message as a C2MS Archive Mnemonic Value Request Message.

The message content specifies the time range, the data sampling criteria, and the mnemonic names. The message
content also provides for the specification of the delivery method of the data.
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8.9-1-18.10.1.1 Archive Mnemonic Value Request Message Subjects
Table $-24L———8.127: Archive Mnemonic Value Request Message Subject Naming

Subject

Domain Elements Mission Elements Message Elements Miscellaneous Elements

Standard
Subject Speci- | homaIN1 | DOMAIN2 | MissioN | consT | saT | TYp | suBTYP ME1 ME2 | ME3 | ME4 | ME5 | ME6
Element fication
Subject coMs [ijosr;sat:n: [(—12?;2; mission] | NSl 1 ooy | Req | amvaL | FEMS-TM2—
Content specific] specific] ation] J[DESTINATION

-COMPONENT]

Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMVAL TLM3
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMVAL TLM2

Sender

Example for
Suboedben] C2MS DOM1 DOM2 MSSN * SAT1 | REQ AMVAL

Receiver
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Table $-/+2——8.128: Properties of the Miscellaneous Elements for the Archive Mnemonic Value Request
Message

Miscellaneous Element Required / Optional Description Field in Msg, if applicable

Compenent-nameof
ResponderOptional
component name of Service
ME1 RequiredOptional Provider (Responder) (See
Section 6.4.3.2 C2MS REQ
Message Type regarding
optionality)

DESTINATION-
COMPONENT from header

ME2 [ Notused | | \

Examples

Two components, FD (Data Requestor/Subseriber/Client) and TLM3 (Data Provider/Publisher/Server),

interact with the Archive Mnemonic Value Request Message.

FD sends the Archive Mnemonic Value Request Message to TLM3.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.AMVAL.TLM3

TLM3 subseribes-to-reeetvefilters for the Archive Mnemonic Value Request Message from FD.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.AMVAL.TLM3 or

C2MS.*.* % *_ * REQ.AMVAL=>.+

8.9.4.28.10.1.2 Archive Mnemonic Value Request Message HeaderPre-defined Field Valuesg

The abbreviated Table-8—3-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Archive Mnemonic Value Request Message, including both
message and message header fields.

Fable $1H3——Table 8.129: Archive Mnemonic Value Request Message HeaderPre-defined Field Values

Field Name Value bletes
HEADER- Version-Number for this
VERSIONMessage | 2049C2M | message-deseription
Header.SPECIFIC S
ATION
Message Message- type-identifier-REQ:
Header.MESSAGE REQ RESP, or MSG
-TYPE
Message Unigue message identifier,
Header.MESSAGE | AMVAL | fixed-for G2MS-Standard
-SUBTYPE Hassagas
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‘ on +2026.0
complete
definition-CONTEN
T-VERSION
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8.9-4:38.10.1.3

Archive Mnemonic Value Request Message Contents

Figure-8-23-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Archive
Mnemonic Value Request Message with its required, optional, and dependent fields.

C2MS

-CONTENT-VERSION : F32

C2MS Request Message
{Message Header SPECIFICATION 2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Archive Mnemonic Value Request Message
{Message Header. SPECIFICATION
Message Header MESSAGE-TYPI
Message Header. MESSAGE-SUBTYPI
CONTENT-VERSION

Message Header
Custom Field
0.

-START-TIME : Time

-STOP-TIME : Time [0..1]

-PDB-VERSION : String [0..1]
-COLLECTION-POINT - String [0..1]
-RESPOND-VIA-MSG : String = (MSG AMVAL, RESP AMVAL}
-DELIVER-VIA-REFERENCE : Boolean [0..1]
-DELIVER-VIA-INCLUDE : Boolean [0..1]
-PLAYBACK-RATIO : F32 [0..1]
-DATA-RATE : 116 [0..1]

-PROD-NAME : String [0..1]
-PROD-DESCCRIPTION : String [0..1]

-PROD-SUBTYPE : String [0..1] = DATA
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES - U16
-URI : String [0..1]

-NAME-PATTERN : String [0..1]

-DESCRIPTION - String [0..1]

-FORMAT : String [0..1]

-VERSION : String [0..1]

-SIZE - U32 [0..1)

-NUM-OF-MNEMONICS : U16

-PROD-TYPE : String [0..1] = AAA 3

Command and Control Message Specification™ (C2MS™) V-6

-PROD-SUBTYPE-SUBCATEGORY DATA-TYPE
Product Subtype Subcategory 1=Raw,
0. [ 2=Converted,
3=Both
~ | DATA-TYPE is DEPRECATED
-MNEMONIC P
- Mnemonic -
0. -n.NAME : String -
-n.DATA-TYPE : 116 [0..1]={1, 2, 3} o = v
B I AT e
pUCRITERIAING - 11=11.2. 3 I 2=Yes (retum state attributes)
-N.SAMPLE-RATE : U16 [0..1] R
- -~
-
N
- CRITERIA
- 1=0n Change,
2=Every Sample,
PROD-TYPE 3=Sample Rate
AAA=Archive and Assessment
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Required Fields

=~CONTENT-VERSION : F32 = 2018.0
-START-TIME : Time
-RESPOND-VIA-MSG : String = (MSG.AMVAL, RESP.AMVAL)
-NUM-OF-MNEMONICS : U186

-MNEMONIC.n.NAME : String

-REQUEST-ID : U16

Archive Mnemonic Value Request

-MESSAGE-TYPE: Header String = REQ
MESSAGE SIBTYDE: Hegdo:r Striog o AMVA

Optional Fields

MNEMONIC.n.DATA-TYPE

SIOD TIME . T

1=Raw,

-PDB-VERSION : String
-COLLECTION-POINT : String
-PROD-DESCCRIPTION : String -

2=Converted,
3=Both

-MNEMONIC.n.DATA-TYPE: 116 = {1, 2, 3} o
-MNEMONIC.n.STATE-ATTRIBUTES : 6 = {1, 2)5

-MNEMONIC.n.CRITERIA: 116 = {1, 2, 3}

o

Dependent Fields

=DELIVER-VIA-REFERENCE: Boolean
-DELIVER-VIA-INCLUDE : Boclean
-PLAYBACK-RATIO: F32
-DATA-RATE : 116

-PROD-NAME : String

=PROD-TYPE : String = AAA S

MNEMONIC.n.STATE-ATTRIBUTES
1=No (don't return state attributes),
2=Yes (retum state attributes)

MNEMONIC.n.CRITERIA
1=0n Change,

2=Every Sample,
3=Sample Rate

-PROD-SUBTYPE : String = DATA = -

-NUM-OF-PROD-SUBTYPES : U16 -~
: g PROD-TYPE
" AAA=Archive and Assessment

-DESCRIPTION : String
-FORMAT : String
-VERSION : String
-SIZE : U32
-MMNEMONIC.n. SAMPLE-RATE : U16

PROD-SUBTYPE.n.NAME : String
URI : Striny
NAME-PATTERN : String

Figure-8-23———Fiqure 8.29: Archive Mnemonic Value Request Message Diagram

TFable-8114-belowThe following table describes additional field names, values, and notes for the Archive
Mnemonic Value Request Message.

Fable-8—114——Table 8.130: Archive Mnemonic Value Request Message Additional Information
Field Type Prese Value Value/Descriptio Notes
Name nce n
CONTENT Version Numbernumber for this message content
-VERSION 2019E82 R 2026 description
% GUID R ID to identify the request message
START- Time R Requested start time of the mnemonic values to be
TIME - - retrieved from the telemetry archive.
STOP- Requested stop time of the mnemonic values to be
TIME Time 0] retrieved from the telemetry archive. Defaults to the end of
the telemetry archive
PDB- . Project Data—BaseDatabgse version Fo be used by the
VERSION String 0 responder when processing the archived data. Defaults to
the PDB version used when the data was archived.
COLLECTI . Receiver, .d&.)vicel, point, pgth, etc. where datg was receivled.
ON-POINT String 0 Used to distinguish data simultaneously received at multiple
collection points.
RESPOND String Value Description Indicate_s the message to use to deliver the njnemonip data.
VIA-MSG (Enumer R “‘MSG.AM | AMVAL MSG will be a stream of messages; RESP will be a single
ation) VAL” Message response message.
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RESP.A
MVAL”

AMVAL
Response
Message

DELIVER-VIA-
REFERENCE

0OBoolean

EalseD

This parameter is used only

if ‘RESP.AMVAL" is selected

above. Indicates if the data
will be referenced by a URI
in the single response
message. Defaults to
NoFalse.

| Yes{TFrue

DELIVER-VIA-
INCLUDE

OBoolean

Ne-/
FalseD

This parameter is used only

if ‘RESP.AMVAL” is selected

above. Indicates if the data

is to be included in the single
response message. Defaults

to YesTrue.

| Yes/True

PLAYBACK-
RATIO

>0 and < 1 is slower than real-time rate
= 1is equal to the real-time rate
> 1 is faster than real-time rate

If “MSG.AMVAL" is
selected above,
specifies the speed of

of playback rate to
real-time rate.

data delivery as a ratio

DATA-RATE

=
)
1o

>0

If “MSG.AMVAL" is
selected above,
specifies the speed of

per second

data delivery in Kilobits

PROD-NAME

lw]

String

optionally used when
the “RESP.AMVAL"
has been specified
above. Name of the
product being
requested.

The “PROD-" fields are |

PROD-
DESCRIPTIO
N

(o]

String

Description of the
product in text or xml

PROD-TYPE

String
(Constant)

les]

Value Description

Product type and

Archive and
Assessment

subtype being

PROD-
SUBTYPE

String
(Constant)

lw)

DATA

A-2Produst
CategeriesTable A. 2:

Product Categories.)

requested. (See Table

NUM-OF-
PROD-
SUBTYPESS

16

1=

Number of further
delineations /
categories beyond the
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UBTYPE-
SUBCATEGO
RIES

product subtype. Also,
used as msg subject
elements ME5, MES,
etc. in Product

M e

PROD-
SUBTYPE-
SUBCATEGO
RY.n.NAME

String

1o

First subcategory of
the product subtype.
(Subject elements
MES, MEG, etc. of the
Product Message) - “n”
starts at “1”. This field
is required for each
PROD-SUBTYPE-
SUBCATEGORY
specified by NUM-OF-
PROD-SUBTYPE-
SUBCATEGORIES.

URI

String

lw)

Location where the
requesting component
is asking for the
product file(s) to be
stored. Could be a web
address, directory, or
folder specification

NAME-
PATTERN

trin

E

lw]

Describes the name of
the output file

DESCRIPTIO
N

trin

g

1o

Description of the file
in text or xml

FORMAT

trin

£

lw)

Describes the file
format

VERSION

trin

£

lw)

|dentifies the version of
the file

SIZE

o

Kilobytes

Maximum size of the
file acceptable to the
requester.

NUM-OF-
MNEMONICS

(e
pury
o

170

Total Numbernumber
of mnemonics being
requested

MNEMONIC.n
.NAME

“4"String

l»]

Name of the mnemonic
- “n” starts at “1”. This
field is required for
each mnemonic when
NUM-OF-
MNEMONICS > 0.

DEPRECATE
D
MNEMONIC.n
DATA-TYPE

1O

Value

Description

Raw

Converted

Both

Indicates the data type
to be returned, either
the raw value, or the
converted value
Enaineer .

7, OF
both. Defaults to both.
This field has been
deprecated. Beginning

280
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in C2MS 1.2, the
request handler is to
send all the available

data including raw and
converted values.

Value Description Indicates if the State
1 No Attributes (flags, limits,
MNEMONIC.n 116 static flag, and data
STATE- Enumerati quality) of the
ATTRIBUTES on) 2 Yes mnemonic are to be
returned. Defaults to
No.

(e}

Value Description Identification of how
Change (value, data should be
flags, status) sampled for the
Every Sample mnemonic. Includes
MNEMONIC.n ne either upon change of
CRITERIA data (value, flags, or
on) status), or every
sample, or ata
specified sampling
rate. Defaults to
“Change” only data.

m
S
=
3
@
=
o
=+
(o]

3 Sample Rate

milliseconds If CRITERIA is
specified as “Sample
MNEMONIC.n Rate”, this field will
.SAMPLE- specify the data
RATE sampling rate for the
mnemonic.in
milliseconds

(e
=
>
1o

START-TIME and STOP-TIME

These can be expressed in absolute (UTC) time or relative time. For an explanation on how the-START-TIME

and-STOP-THME-these fields could operate, see Fable-8-21-Examples-of Start-and-Stop-TimesTable

6.10: Examples of Start and Stop Times.

The archived mnemonic data can be delivered in a stream of messages (as described below in “Stream of Messages
Data Delivery”), akin to the stream of real-time mnemonic data value messages; or a single response message (as
described below in “Single Response Message Data Delivery”).

STREANM OF MESSAGES DATA-DELIVERY
Product Type, Subtype and Subcateqories

For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-
SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and
Subcategories.
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Stream of Messages Data Delivery

The advantage of delivering the archived mnemonic data as a stream of messages is that the processing can be
similar if not identical to the procedure used with the real-time Mnemonic Value Data Messages. To use this
delivery mechanism, specify the following:

®  Set the field RESPOND-VIA-MSG to the value “MSG.AMVAL”.

Optionally, specify the speed of data delivery with either of the fields “PLAYBACK-RATIO” or “DATA-
RATE”.

e [dentify the number and names of the mnemonics along with their extraction criteria.

SINGLE RESPONSE MESSAGE DATA DELIVERY
Single Response Message Data Delivery

The advantage of delivering the archived mnemonic data in a single response message is that the data is entirely
contained within one location and can be processed in bulk. When using this data delivery mechanism, the requestor
has a few options on how and where the data is to be delivered. The requested data will be delivered all at once. The
requestor can ask for the data:

1. Within the single response message
2. By reference, using a URI within the single response message
3. Both methods

To accomplish the desired result, each of these options is explained below.
FIRST, for all the above options using a single response message:

e  Set the field RESPOND-VIA-MSG to the value “RESP.AMVAL”
SECOND, choose one of the three following data delivery options:

1. INCLUDE WITHIN MESSAGE: To include only the data within the single response message (with no
URI reference), the requestor should do the following:

® Nothing!. The “DELIVER-VIA-“ fields will default to include the data within the single response
message with no URI reference. No other field under the Product Distribution Options section is
required to be specified.

2. BY REFERENCE: To only have the data file specified by reference and NOT be included in the single
response message, the requestor should do the following:

e  Set the field DELIVER-VIA-REFERENCE to the value “Yes/True”.

e  Sect the field DELIVER-VIA-INCLUDE to the value “No/False”.

3. BOTH: To have both the data included in the single response message AND specified as a reference the
requestor should do the following:

e  Set the field DELIVER-VIA-REFERENCE to the value “Yes/True” (The field DELIVER-VIA-
INCLUDE will default to the value “Yes/True”).
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THIRD, for all the options above, the requestor must do the following:

® Identify the number and names of the mnemonics along with their extraction criteria-..

Other features of note for this request message are:

®  When specifying the mnemonics, if the MNEMONIC.n.CRITERIA is not specified in the Archivg
Mnemonic Value Request Message, then the criteria will default to a value of 1 for Change only
data.

e Ifa URI has been specified in the request, it is assumed that the DELIVER-VIA-REFERENCE
field was set to “Yes/True”. If the URI was specified, the resulting archive mnemonic value
product will be “pushed” to the location specified by the URI.

e Ifthe URI has not been specified in the request, but the DELIVER-VIA-REFERENCE field was
set to “Yes/True”, then the resulting archive mnemonic value product will be copied to a URI
location designated by the provider of the data. This URI location must also be included in the
Archive Mnemonic Value Response Message. The requestor of the data file can “pull” the file
using the provided URI.

e If the component servicing the Archive Mnemonic Value Request Message supports several
formats or versions of a product, then the requesting component can specify the format or version
of the resulting product in the FORMAT and VERSION fields. If the FORMAT and/or VERSION
fields are not specified, then the component servicing the Archive Mnemonic Value Request

messageMessage shall default to the latest format or version of its product.

8.9.28.10.2 Archive Mnemonic Value Response Message

An Archive Provider in response to an Archive Mnemonic Value Request Message sends an Archive Mnemonic
Value Response Message.

The job of the Archive Mnemonic Value Response Message is to provide acknowledgment of the Archive
Mnemonic Value Request Message, the overall status of the completed action, the specific status of each requested
mnemonic, and optionally, the resulting data and associated attributes.

A series of Archive Mnemonic Value Response Messages may be required. In this case, an initial acknowledgemen
response message is issued, followed by interim or interactive “working” response type messages to let the
requesting application know that the request is still being processed, and finally a completion response type
message.

If an audit trail or operator notification is required, the requesting application is responsible for generating a Log
Message indicating the result of the Archive Mnemonic Value Request Message.

Please sce Seetion 6.3-C2MS Messages: Their Characteristics-and - InteractionsPlease see Seetion 6.4

C2MS Messages: Their Characteristics and Interactions for a general discussion on these types of messages.
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Table 8-++5——8.131: Archive Mnemonic Value Response Message Summary

A C2MS compliant application that has access to a telemetry archive such as
Sender
a T&C component
Senders-Intended Usage by
Sender Reply
Receiver Assessment and Analysis component
Reeeivers-Intended Usage by S ibeReceive response
Receiver NECeIvVe response
What Acknowledgment and status of Archive Mnemonic Value Request Message
Upon receipt of an Archive Mnemonic Value Request Message and/or
When .
completion of the Request
Examples

1. An Archive Manager responds to a component in the Assessment and Analysis subsystem that requested
battery telemetry values to check the spacecraft battery rate of charge/discharge.

2. The Archive Manager responds to a component in the Flight Dynamics subsystem that requested telemetry
values to be used in the generation of a Flight Dynamics product.
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8.9.2.18.10.2.1 Archive Mnemonic Value Response Message Subjects
Table $-246—8.132: Archive Mnemonic Value Response Message Subject Naming
si:gﬁitd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaint | pomainz | mission | consT | saT | Tve | sueTve ME1 ME2 wmes | mes | mes | ME
Element fication 6
: : [Response Status:
. domain 1 | [domain 2 ED-TEM3; ’
Subject [ - [constell ! ' 1-ack, ...4-
Content C2MS - sysltem —sys'telzm [mission] ation] [sat] | RESP AMVAL TEM2, failed[RESPONS
specific] specific] JIDESTINATION E-STATUS
-COMPONENT] E-STATUS]
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMVAL FD 1
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMVAL FD 1
Sender
Example for
Subseriber/ C2MS DOM1 DOM2 MSSN * SAT1 | RESP AMVAL > >
Receiver
285
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Table 8.133: Properties of the Miscellaneous Elements for the Archive Mnemonic Value Response M je

Miscellaneous Required / - . T . . N
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Required | Status type supplied by RESPONSE-STATUS
Responder
Examples

Two components, TLM2 (Data Provider/Publisher/Server) and FD (Data RequestorrStbseriber/Client),

interact with the Archive Mnemonic Value Response Message.

TLM2 subject-rame to send two Archive Mnemonic Value Response Messages to FD.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.2
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.3

FD subseribes-to-reeetvefilters for the Archive Mnemonic Value Response Message from TLM2.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD=>.*

8.9.2.28.10.2.2 Archive Mnemonic Value Response M ge HeaderPre-defined Field
Values
The abbreviated Fable-8—-8-belowtable below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Archive Mnemonic Value Response Message, including both
message and message header fields.

Fable-8—1H18———Table 8.134: Archive Mnemonic Value Response Message HeaderPre-defined Field Values
Field Name Value Heias
e B e e

VERSIONMessage | 2049C2M | message-deseription
Header.SPECIFICA S
TION
Message Message-type-eentifie-REQ-
Header. MESSAGE- RESP P e

TYPE

Message Urigue-message-iderifier
Header. MESSAGE- AMVAL | fixed-for C2MS-Standard

SUBTYPE Messages

—2026.0

definition-CONTEN
T-VERSION
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8.9.2.38.10.2.3

Archive Mnemonic Value Response Message Contents

Eigure-8-24-belowshows-a-UME-ebjeet-diagramThe following figure shows a UML Class Diagram of the

Archive Mnemonic Value Request Message with its required, optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Response Message

{Message Header, SPECIFICATION
Message Header. MESSAGE-TYPE

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 ={1234586} & — —
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Archive M

ic Value Resp: M

Message Header. MESSAGE-SUBTYPE
CONTENT-VERSION

-SUPPORTED-STOP-TIME : Time [0..1]
-PROD-NAME : String [0..1]
-PROD-DESCCRIPTION : String [0..1]
-PROD-TYPE : String [0..1] = AAA
-PROD-SUBTYPE : String [0..1] = DATA
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16
-URI : String [0..1]

-NAME-PATTERN : String [0..1]
-DESCRIPTION : String [0..1]
-FORMAT : String [0..1]

-VERSION : String [0..1]

-SIZE : U32[0..1]

-DATA : Binary [0..1]
-NUM-OF-MNEMONICS : U16

4‘ Message Header
Custom Field
0

| Message

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,

ailed Completion
valid Request,

The use of "6=Final Message"
has been DEPRECATED

PROD-TYPE
AAA=Archive and Assessment

-PROD-SUETYPE-SUBCATEGORY| Product Subtype Subcategory |

0.* I-n‘NAME:SIring
MNEMONIC
e MNEMONIC. STATUS
0-* T MNEMONIC.nNAME - String _ — |2=Valid, Nodata,
-MNEMONIC nSTATUS : 116 ={1,2,3} & — 3=Invalid
Flelds.

Archive Value 8
-MESSAGE-TYPE : Header String= RESP

~CONTENT-VERSION : F32 = 2019.0

-REQUEST-ID : M6

-RESPONSE-STATUS: HE= {1, 2, 3, 4, 5, 65

_|RESPONSE-STATUS

Optional Fields

-TIME-COMPLETED : Time
-RETURN-VALUE : 132
-PROD-NAME : String
-PROD-DESCCRIPTION : String

-PROD-SUBTYPE : String= DATA
-NUM-OF-PROD-SUBTYPES : U16
-PROD-SUBTYPE.n.NAME : String

-MESSAGE-SUBTYPE: Header String = AMVAL |

-URI : String
-NAME-PATTERN : String
-DESCRIPTION : String
-FORMAT : String
-VERSION : String

-SIZE : U32

-DATA : Binary

Dependent Fields

-NUM-OF-MNEMONICS : U186
-MNEMONIC.n.NAME : String

-PROD-TYPE : String = AAA [ -

-MNEMONIC.n.STATUS : 16 = {1, 2, 3)3~

i,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion,
5=Invalid Request,
6=Final Message

"~ |PrOD-TYPE
AsA=Archive and Assessment

MNEMONIC.n.STATUS
1=Valid,

2=Valid, Nedata,
3=Invalid

4

Figure $-24———8.30: Archive Mnemonic Value Response Message Diagram
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Fable-8119-belowThe following table describes additional field names, values, and notes for the Archive
Mnemonic Value Response Message.

Fable-8-119——Table 8.135: Archive Mnemonic Value Response Message Additional Information

Field Name Type Prese Value Value/Description Notes
nce
(\:/%';-gfg; 2049F32 R 2026 Version Numbernumber for this message content description
REQUEST- GUID R This field's value is to be the same as the REQUEST-ID in the|
D I - associated REQ message.
V':Iu Description
1 Acknowledgem
ent
2 Working /
Keep Alive
RESPONSE 116 3 Success_ful Identifies the status of the Archive Mnemonic \/alue Requeslt
_STATUS En}lmer R Completion Message that was processed. The use of 6=Final Message is
ation 4 Failed deprecated. See 6.4.3.3 C2MS RESP Message Type.
Completion
5 Invalid
Request
DEPRECATE
6 D Final
Message
This-field's-value-is-to-beWhen True, indicates the same-as-th¢
ng%ﬁ\ﬁf- Boolean 0 REQUEST-IBlast message in the associated-REQ-message-
RESPO_NSE —_ = response sequence. Defaults to False.
- See 6.4.3.3 C2MS RESP Message Type.
TIME-
COMPLETE Time 0 Time application completed processing the request_in UTC
D
RETURN- Return value or status'based on the RESPONSE-STATUS.
VALUE 132 0 Ugeful to prov!de func_tlon call statl_Js or error code in the case pf
failed-completiona Failed Completion.
The service's calculated stop time in UTC|
This is based on the DURATION or STOP-TIME specified in tiie
PROD- request but may be limited to what the service can support. Fqr
NAME example, if the REQUEST specified a STOP-TIME a year in tie
SUPPORTE Time 0 future or a DURATION of 100 years, the service may calculat
D-STOP- a reasonable SUPPORTED-STOP-TIME and return that valu%
TIME in this field. Reasonability is as determined by the service. Thi
alerts the requestor that Archive Mnemonic Value Data
Messages will not be sent after the SUPPORTED-STOP-TIMH.
—T\l}}\?ﬂ% String 0 Name of the product
PROD-
DESCRIPTI String 0 Description of the product in text or xml
ON
PROD- Valu i Product type and subtype being requested. (See Table-A-2;
TYPE 0 e Description Preduetggtegeﬁesﬂgle A.2:gPr§duct Cato(aqories.
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Sting Archive and
% AM Assessment
String
e Cor;)stan 0 DATA
NUM-OF-
PROD- — .
SURTYPES Number of further delineations / _categones beyond the produc_t
SUBTYPE- u16 R subtype. Also, used as msg subject elements ME5, MEB, etc. in
SUBCATEG Product Message.
ORIES
PROD- ) )
SUBTYPE- First subcategory of the product subtype. (?u”bject elerqfawts .
SUBCATEG String D ME5,. MES, .etc. of the Product Message) - “n” starts at “1”. This
ORY n.NAM = field is required for each PROD-SUBTYPE-SUBCATEGORY
—'E' specified by NUM-OF-PROD-SUBTYPE-SUBCATEGORIES.
URI String 0 _URI specifying the location where the (single) output file product
is stored
NAME- Strin 0 Describes the name of the output file
PATTERN | =14 2 P
DESSE IPTI String 0 Description of the file in text or xml
Deseribes-the-file-formatFor application use. This field describes
FORMAT String 0 the file format as agreed upon between the producer and
consumer of this message.
VERSION String 0 Identifies the version of the file
SIZE u32 0 Kilobytes Actual size of the file
DATA Binar 0 The file content
NUM-OF-
MNEMONIC u16 R Total number of mnemonics returned
S
MNEMONIC at D Name of the ‘nt” Mnemonic - “n” starts at “1”. This field is
.n.NAME 4ty = required for each mnemonic when NUM-OF-MNEMONICS > 0.
String
Valu Description
MNEMONIC 116 e . S?atus of the ‘nf_"’ mn_emonic: va_Iid mn.em.onic. or valiq mnemonic
nSTATUS En_umer D 1 Val!d with no dlata or invalid mnemonic-. This field is required for each
ation) 2 Valid, Nodata mnemonic when NUM-OF-MNEMONICS > 0.
3 Invalid

For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-

SUBCATEGORY .n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories.

The RESPONSE-STATUS field in the Archive Mnemonic Value Response Message indicates the success or failure
of the component to process the Archive Mnemonic Value Request Message.

The values returned in the RESPONSRESPONSE-STATUS field indicate if the request message was received,
valid, invalid, able to be successfully and completely processed, or if the processing failed.

The ordering of the mnemonics in the Archive Mnemonic Value Response shall be the same as the receiving order
specified in the Archive Mnemonic Value Request Message.
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If any of the requested mnemonics in the Archive Mnemonic Value Request Message are invalid, the following are
to occur:

®  Set the RESPONSE-STATUS field to “5” or “Invalid Request”.
e  Set the status field of the invalid mnemonic(s) to “3” or “Invalid” (MNEMONIC.n.STATUS).
®  Set the status field of all other valid mnemonics to “2” or “Valid, Nodata”.

® The Archive Mnemonic Value product shall not be generated.

The MNEMONIC.n.STATUS field provides the status of each requested mnemonic. These dependent fields
indicate:

® Valid — mnemonic was validated, and data was located that met the criteria in the Archive Mnemonic
Request Message.

® Valid, nodata — mnemonic was validated, but no data met the criteria in the corresponding request message
® Invalid — mnemonic was not found in the database or list of mnemonics.

Fable-8120-belowThe following table indicates when the dependent fields in the response message are required,.

Fable-8120——Table 8.136: Relationship between RESPONSE-STATUS and Dependent Fields

Value Description Dependent Fields Required?
1 Acknowledgement N
2 Working/Keep Alive N
3 Successful Completion Y
4 Failed Completion N
5 Invalid Request Y
6 Final Messag N

If a request is invalid (RESPONSE-STATUS field = “Invalid Request”) it could be because one or more of the
requested mnemonics was invalid. For this return status, the responder should provide all the requested mnemonics
and the status of each.

The requestor has the option of specifying the URI where the responder should place the product file. If the URI is
not specified, the responder will place the product file in its own designated location and return that location in the
URI field of the response message. If the requestor specifies the URI, the responder will place the product file in that
location, if possible, and return that same URI from the request message in the response message along with the
corresponding RESPONSE-STATUS and RETURN-VALUE values.

If the responder is unable to place the product file in the specified URI location, the responder will place the file in
an alternate URI location and return the URI in the response message along with the corresponding RESPONSE -
STATUS and RETURN-VALUE values.

It is possible that the responder cannot access (write to) the URI specified by the requestor, and neither can the
requestor access (read from) the alternate URI chosen by the responder in which case they will need to work out
access and protection issues.

Command and Control Message Specification™ (C2MS™) V-0 291v1.2

==




When the RESPONSE-STATUS is successful, the RETURN-VALUE can have the following status indicators:

1 — Product file was placed in requestor’s designated location

2 — Product file was placed in provider’s designated location

3 — Product file was generated in format other than that requested
TFable-812+-belowThe following table shows the relationship between the URI, RESPONSE-STATUS, and the
RETURN-VALUE.

Fable-8—121——Table 8.137: Interpretation of the RESPONSE-STATUS and RETURN-VALUE Fields

User
e RESPONSE- RETURN- .
Specg;:ld the STATUS VALUE URI Action
Product was generated and Requestor should retrieve
N Successful 2 placed in URI chosen by file at responder’s URI
responder location
v s ful ’ Perdudq WSSRIgenergrteg Snd Requestor should retrieve
uccessiu placed In U] speciiied by file at the specified URI
requestor
Product was generated but Requestor should retrieve
Y Successful 2 placed in alternate URI chosen | file at responder’'s URI
by responder location
nla Successful 3 na Requestor should retrieve
file at the specified URI.

The requestor also has the option of specifying the format and version of the product file.

If the FORMAT and VERSION are not specified, the responder will use the latest file format and version to build
the product.

If the requestor specified the FORMAT and VERSION, the responder will generate the product in the desired
format and version, if possible.

If the responder is unable to generate the product in the format and version requested, the responder will generate
the product in the latest format and version along with the corresponding RESPONSE-STATUS and RETURN-
VALUE.

8.9-38.10.3 Archive Mnemonic Value Data Message

The Archive Mnemonic Value Data Message provides the telemetry or configuration mnemonic data that was
requested in the Archive Mnemonic Value Request Message.

The messages are generated in response to receiving an Archive Mnemonic Value Request Message to
publishproduce the requested Mnemonic values in a stream of messages. In this case, the Archive Mnemonic
Value Request Message specified the delivery mechanism to be a stream of messages — similar to the real-time
Mnemonic Value Data Messages.
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Figure-8-25-belowThe following figure shows a UML sequence diagram for the different Archive Mnemonic

Value Messages and how the message protocol between the data requestor and data provider would occur.

Data Reguestor

1. Archive Mnemonic Request

2. Archive Mnemonic Response

3: Archive Mnemonic Value Data Messages (initial values)

4: Archive Mnemonic Value Data Messages (stream of values)

5: Archive Mnemonic Value Data Messages (final values)

&: Final Archive Mnemonic Response Message
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Data Reguestor

1: Archive Mnemonic Request

2. Archive Mnemonic Response

3: Archive Mnemonic Value Data Messages (initial values)

4 Archive Mnemonic Value Data Messages (stream of values)

50 Archive Mnemonic Value Data Messages (final values)

G Final Archive Mnemonic Response Message

Figure 8-25—8.31: Archive Mnemonic Value Message Sequence Diagram

The previous diagram shows an initial exchange of the Archive Mnemonic Value Request Message and Archive
Mnemonic Value Response Message. This is followed by a stream of Archive Mnemonic Value Data Messages. A
final Archive Mnemonic Value Response Message is-optienalindicates the final status, such as "3=Successful
Completion" or "4=Failed Completion", with the Boolean FINAL-RESPONSE set to True.

The stream of Archive Mnemonic Value Data Messages follows the successful exchange of the Archive Mnemonic
Value Request and Response Messages. The Archive Mnemonic Value Data Messages shall not be

publishedproduced if the Archive Mnemonic Value Request Message contained any invalid mnemonics. The
Archive Mnemonic Value Data Messages will continue to be prblishedproduced at the specified rate until all
requested data has been ptblishedproduced. The ordering of the mnemonics in the Archive Mnemonic Value Data
Message shall be the same as the order specified in the Archive Mnemonic Value Request Message.

The Archive Mnemonic Value Data Message will contain one to many mnemonics and one to many data samples

per mnemonic, Sedethereaiped OO LR P AL D U0 L el b el o Dl oo S nloe
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If there is no data available for a mnemonic, the MNEMONIC.n.STATUS field will indicate a “Valid, Nodata”
condition exists, and the subsequent associated data value fields will not be provided for this mnemonic.

Table 8-+22—8.138: Archive Mnemonic Value Data M ge Summary

A C2MS compliant application that has access to a telemetry archive such as a T&C

Sender
component
Senders-Intended Usage by PublishSend as part of a data stream
Sender
Receiver GUI Subsystem, Command Subsystem, Schedule Execution process, Expert Subsystem,

Assessment and Analysis

Receivers-Intended Usage by | SubseribeArchived MVAL analysis

Receiver
What Spacecraft health and safety data, configuration data values, any mnemonic data value
When After sending successful Archive Mnemonic Value Response Message. Then, at specified
interval or requested rate.
Examples

1. Telemetry data to be displayed on a GUI page

2. Telemetry data for an analysis plot

Command and Control Message Specification™ (C2MS™) V-0 295v1.2,
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8.9.3.18.10.3.1

Archive Mnemonic Value Data Message Subjects

Table $—723———8.139: Archive Mnemonic Value Data Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homant | pomaiNz | mission | const | sat | Tve | sueTve ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
Subject [domain 1 | [domain 2 fconstel I{Gempel em‘: [Fequest
Content C2MS —sys_tgm —sysftgm [mission] ation] [sat] | MSG AMVAL _JICOMPONE {dREQUEST-
specific] specific] I—Ml ID]
Example for
Publisher/ C2mS DOM1 DOM2 MSSN CNS1 SAT1 | MSG AMVAL TLM3 3[GUID
Sender
Example for
Publisher/ C2mS DOM1 DOM2 MSSN CNS1 SAT1 | MSG AMVAL TLM2 5[GUID
Sender
Example for
Subscriber/ C2Ms DOM1 DOM2 * * SAT1 | MSG AMVAL TLM3 3[GUID
Receiver
296
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Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957¢
1a29ec4¢7d50" or similar.
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Table 8-+24———8.140: Properties of the Miscellaneous Elements for the Archive Mnemonic Value Data

Message
Miscellaneous Required / e S . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of PublisherSender COMPONENT from header
ME2 Optional ID associated with original request REQUEST-ID
Examples

After the successful exchange of the Archive Mnemonic Value Request and Response Messages, the Archive

Mnemonic Value Data Messages are publishedproduced.

Two different Data Provider/Publisher/ServersProviders send out the Archive Mnemonic Value Data Messages

with the following subjects:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL.TLM3
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL.TLM2

The Requestor/Subseriber/Client subseribes-to-reeetve-the- filters for the intended Archive Mnemonic

Value Data Messages:

C2MS.DOMI1 .DOM2 . MSSN.CNS1.SAT1.MSG.AMVAL—%. +

8.9-3.28.10.3.2 Archive Mnemonic Value Data M

The abbreviated Table-8—125-belowtable below shows the required values of the MESSAGE-TYPE-and

ge HeaderPre-defined Field Values

MESSAGE-SUBTYPEnamed fields for the Archive Mnemonic Value Data Message header.

Fable 8125—Tab

le 8.141: Archive Mnemonic Value Data Message HeaderPre-defined Field Values

Field Name

Value

HEADER-
VERSIONMessage
Header.SPECIFICA
TION

2049C2
MS

Message
Header. MESSAGE-
TYPE

MSG

Message
Header. MESSAGE-

SUBTYPE

AMVAL

Please referto

Table 8-3 Message
o

Information-for a

complete
definition-CONTENT
-VERSION

—2026.0
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8.9.3.38.10.3.3 Archive Mnemonic Value Data Message Contents

Figure-8-26-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Archive
Mnemonic Value Data Message with its required and optional fields.

C2MS Message

-CONTENT-VERSION : F32

Message Header

C2MS Notification Message o R e
{Message Header. SPECIFICATION
Message Header MESSAGE-TYPE
Archive Mnemonic Value Data Message Ve
{Message Header. SPECIFICATIO| -MNEMONIC re
Message Header MESSAGE-TYPE — -
Message Header. MESSAGE-SUBTYPE == AMVAL, 0 e 1. 2.9 o
CONTENT-VERSION == 2026 .0} -n.UNITS - String (0. :I]. RED-HIGH, RED-LOW, YELLOW-HIGH and
“REQUEST-ID : GUID -n.NUM-OF-SAMPLES : U16 LTl kv been DERRECATED. Use
-FINAL-MESSAGE : Boolean [0..1] ad.
EIOMOEMREMONCELIUNG RAW-VALUE, EU-VALUE and TEXT-VALUE hav
been DEPRECATED. Use
SPAGEGRAFT-RAW, GROUND-RAW and
VALUE, instead.
=
-SAMPLE|0..* PRs
m.TIME-STAMP - T::I![gl: 1 -7 Bty = ISABLE
E ¥ : X =Disabled, ALARM-STATE
-M.SPACECRAFT-RAW : Typed Variable [0..1] 1=Enabled A s vaile bia
-m.GROUND-RAW : Typed Variable [0..1] ]
-m VALUE - Typed Variable [0..1] >
-m.RAW-VALUE : 132 [0..1] P
-m.EU-VALUE : F64 [0..1] ~ _
-m TEXT-VALUE : String [0.1] - _ -
-m.FLAGS - 132 [0..1] - —-
-m.LIMIT-ENABLE-DISABLE : Boolean [0.1] -
-m.RED-HIGH : Boolean [0..1] -
-m.RED-LOW : Boolean [0..1] _ -7 STATIC
-m.YELLOW-HIGH : Boclean [0..1] - _ — — |ocActive,
-m.YELLOW-LOW : Boolean [0..1] - - 1=Static
-mALARM-STATE : 116 (0.1]= (1,2,3,4) o  _ _ — — —
-m_STATIC : Boolean [0..1] 4 -
-m.QUALITY : Boolean [0..1] 3 — — — _ |auauTty
0=Good quality,
1=Questionable quality
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Message Header

Required Fields

-CONTENT-VERSION : F32 = 2019.0

Archive Mnemonic Value Data Message

NUM-OF-MNEMONICS : U16 = — |1=valq,
-REQUEST-ID : U16 !

Optional Fields ]

-FINAL-MESSAGE : Boolean
-MNEMONIC.n.NAME : String !

MNEMONIC.n.STATUS

2=Valid, Nodata,
3=lnvalid

MNEMONIC.n.SAMPLE.m.LIMIT-ENABLE-DISABLI
| 0=Disabled,

1=Enabled j

-MESSAGE-TYPE: Header String= MSG
T

-MNEMONIC.n.UNITS : String
-MNEMONIC.n.NUM-OF-SAMPLES : U16 -
-MNEMONIC.n.SAMPLE.m.TIME-STAMP: Time 1t
-MNEMONIC.n.SAMPLE.m.RAW-VALUE: 132 /
-MNEMONIC.n.SAMPLE.m.EU-VALUE: F64 !
-MNEMONIC.n.SAMPLE.m.TEXT-VALUE: String ] /
-MNEMONIC.n.SAMPLE.m.FLAGS: 132 /

MNEMONIC.n.SAMPLE.m.RED-HIGH
0=In-limits,
1=Out-of-limits

'MNEMONIC.n.SAMPLE.m.RED-LOW

/ O=In-limits,
-MNEMONIC.n.SAMPLE. m.LIMIT-ENABLE-DISABLE Boolear?] = i
/ 1=Out-of-limits
MNEMONIC.n.SAMPLE.m.RED-HIGH: Boolean 4
MNEMONIC.n.SAMPLE.m.RED-LOW: Boolean 9 N\
MNEMONIC.n.SAMPLE.m.YELLOW-HIGH: Boolean & — — |MNEMONIC.n.SAMPLE.m.YELLOW-HIGH
-MNEMONIC.n.SAMPLE.m.YELLOW-LOW: Boolean q O=In-limits,
-MNEMONIC.n.SAMPLE.m.STATIC: Boolean q 1=Out-of-limits
-MNEMONIC.n.SAMPLE.m.QUALITY: Boolean p \\
N 3
1\ \ _|MNEMONIC.n.SAMPLE.m.YELLOW-LOW|
\ | o=In-limits,
\ 1=Out-of-limits.

[

— MNEMONIC.n.SAMPLE.m.STATIC|
0=Active,
1=Static
MNEMONIC.n.SAMPLE.m.QUALITY|
—0=Good qualty,
1=Questionable quality

Fignre-8-26———Figure 8.32: Archive Mnemonic Value Data Message Diagram

Fable-8126-belowThe following table describes additional field names, values, and notes for the Archive

Mnemonic Value Data Message.

Fable $126——Table 8.142: Archive Mnemonic Value Data Message Additional Information

Field Type Prese Value Value/Description Notes
Name nce
?/?EETSIT(’)\IIE 2049F32 R 2026 Version Numbernumber for this message content description
REQUEST- GUID R This field's value is to be the same as the REQUEST-ID in the
D —_— = associated REQ message.
Descr
MEg\‘S/i\ALGE Vallam }pt({)en When trueTrue, indicates the last message in the stream.
0 No/False
1 Yes/True
NUM-OF- U16 R Total number of mnemonics in this
MNEMONICS - - message
Name of the ‘n"” mnemonic - “n”
MNEMONIC.n.NA String D starts at “1”. This field is required for
ME = each mnemonic when NUM-OF-
MNEMONICS > 0.
Value Description Status of the ‘nt” mnemonic: valid
1 Valid mnemonic, or valid mnemonic with
MNEMONIC.n.ST 116 D 2 Valid, Nodata nedatano data, or invalid mnemonic.
ATUS (Enumeration) = This field is required for each
3 Invalid mnemonic when NUM-OF-
MNEMONICS > 0.
300
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MNEMONIC.n.UNI
TS

String

10

Units (such as "meters" and "mV"
associated with the raw-value

converted to engineering units
VALUE field for each SAMPLE of
the ‘nt” mnemonic. As a simple
String type, the UNITS field is
intended to be used for display
purposes only, as the sender and
receiver of this information should
agree on the units of the value prior|

to usage.

MNEMONIC.n.NU
M-OF-SAMPLES

[y
=
(o]

|lw]

Number of data samples for the ‘nth
mnemonic. This field is required for
each mnemonic when NUM-OF-
MNEMONICS > 0.

MNEMONIC.n.SA
MPLE.m.TIME-
STAMP

Time

10

Time stamp in UTC for the ‘a*'m®’
data sample of the ‘nt” mnemonic -
both “n” and "m" start at “1".

MNEMONIC.n.SA
MPLE.m.SPACEC
RAFT-RAW-
VALUE

Typed Variable

(e}

Space Segment Raw value (data ag
represented on the spacecraft) for
the ‘R®'m" data sample of the ‘n’
mnemonic. The Typed Variable
structure contains the data via a
type discriminator (SPACECRAFT-
RAW.TYPE-DISCRIMINATOR) and
value (SPACECRAFT-RAW.DATA-

VALUE).

MNEMONIC.n.SA
MPLE.m.GROUN

Typed Variable

D-RAW

10

Ground Segment Raw value for the

‘mt’ data sample of the ‘nt’
mnemonic. The Typed Variable
structure contains the data via a
type discriminator (GROUND-
RAW.TYPE-DISCRIMINATOR) and
value (GROUND-RAW.DATA-
VALUE).

MNEMONIC.n.SA
MPLE.m.VALUE

Typed Variable

(@]

The final transformed value (having

been converted from a Raw) for the

‘mt’ data sample of the ‘nt’
mnemonic. The Typed Variable
structure contains the data via a
type discriminator (VALUE.TYPE-
DISCRIMINATOR) and value
(VALUE.DATA-VALUE).

DEPRECATED
MNEMONIC.n.SA
MPLE.m.RAW-
VALUE

(e}

Ground Segment Raw value for the

‘mt” data sample of the ‘nt’
mnemonic. This field has been

deprecated. Use
MNEMONIC.n.SAMPLE.m.GROUN

D-RAW, instead.

DEPRECATED
MNEMONIC.n.SA

Fe4

Ground Segment Raw value
converted to Engineering Units if
engineering units conversion is
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MPLE.m.EU- present for the ‘a*'m"" data sample
VALUE of the ‘n mnemonic.
This field has been deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE,
instead.
Ground Segment Raw value
DEPRECATED convertgd tc_) a text string if te?d .
INEMANIC o Q) conversion is present for the ‘a*mt’
MNEMONIC.n.SA ) e ;
MPLE.m TEXT- String 0 datla gample of the ‘n'" mnemonic.
VALUE This field has been deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE,
instead.
Flags native to the T&C component
Wﬁg?ﬂN'I:CL:GS;‘ 132 0 ‘fo;] 'the ‘n*im data sample of the
nth’” mnemonic
MI\’/;IFl’EI_“IAEOnTII_cI;I\;I?A Va(l)ue Disabll)eedscrlptlon Indicates the limit checking state for
ENABLE- Boolean [0} the ‘n‘*ﬂﬂ’ data sample of the ‘nt’
DISABLE 1 Enabled mnemonic
Value Description Indicates the Red High limit status
DEPRECATED 0 In-limits for the ‘R¥'m!"" data sample of the
MNEMONIC.n.SA ‘" mnemonic. This field has been
MPLE.m.RED- Boolean 0 . deprecated. Use
HIGH 1| Outoflimits MNEMONIC.n.SAMPLE.m ALARM-
STATE, instead.
Value Description Indicates the Red Low limit status
DEPRECATED 0 In-limits for the ‘R¥'m"’ data sample of the
MNEMONIC.n.SA Boolean 0 ‘n mnemonic. This field has been
MPLE.m.RED- e = ’ Out-of-limits deprecated. Use
Low MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description Indicates the Yellow High limit
DEPRECATED 0 In-limits status for the ‘R*’m™’ data sample of
MNEMONIC.n.SA Boolean 0 the ‘nt" mnemonic. This field has
MPLE.m.YELLOW e = ’ Out-oflimits been deprecated. Use
-HIGH MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description Indicates the Yellow Low limit status
DEPRECATED 0 In-limits for the ‘A¥'m"" data sample of the
MNEMONIC.n.SA Boolean 0 ‘n*” mnemonic. This field has been
MPLE.m.YELLOW —_ = ’ Out-oflimits deprecated. Use
-Low MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description
0 Unavailable
% 116 0 1 Normal Indicates the limit state of the ‘mt”
W (Enumeration) = 2 Warning data sample of the ‘nth” mnemonic
— 3 Distress
4 Critical
Value Description Indicates the static (stale) condition
';\AA’\;E’EAONIC“'SA Boolean (0] 0 Active for the ‘A""'m'"” data sample of the
.m.STATIC . e -
1 Static n*” mnemonic
Boolean 0] Value Description
302
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MNEMONIC.n.SA 0

Good quality

MPLE.m.QUALITY 1

Questionable quality

Indicates the Quality for the ‘a*'m®”"
data sample of the ‘nt” mnemonic
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MNEMONIC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE), but because it was introduced
in C2MS 1.2, it is currently designated as 'optional'.

8.108.11 _ Satellite Command Messages

The Command Request, Command Response, and Command Echo Messages are used to send satellite commands
and then return status among components within the space-ground system.

Command Request/Response Messages—which-originate-within are the core messages for initiating the
transfer of already-built binary-formatted commands (held in the CMD-DATA field) from a mission’s operation

centers-transportsateHite-or spaceeratt-commands-over through the ground network for-transmission

toand providing status regarding the uplink through the ground network toward the satellite.

Due to bandwidth narrowing on the uplink that may be considerably less than what is available on the ground, the
Command-Messagescommands may #etbe uplinked to the satellite in the-same-exaetan altered format. HIn
other words. it is possible that the-messagecommands as transported through the ground network may be stripped,

compacted, or otherwise reduced in volume for transmission to the satellite.

Command Echo Message is used to provide echo information from the ground or the spacecraft during the uplink.

Command Creation Request/Response Messages are optionally used as an aid for generating a binary-formatted
command from a command name and set of zero or more variable command arguments. The generated command
can then be sent via the Command Request Message.

8.10-18.11.1 Command Request Message

The Command Request Message is the mechanism to send a binary-formatted satellite command from one
component to another as part of the uplink within the space-ground system. A satellite command may pass through a
number of evolutionary steps that include scheduling, building, creating, validating, transporting, execution, and
verification.

The Command Request Message is used to package a binary-formatted command in whatever circumstance it is
found and transport it to the next component for processing.

Thus, a Command Request Messages may originate from a number of sources such as a GUI / work position, a
command line, a schedule, procedure, or any number of places within a space-ground system. It may be used by and
pass through a number of components before arriving at its satellite destination.

Fable-$—127—Table 8.143: Command Request Message Summary

Sender A C2MS compliant application responsible for generating or processing a satellite
command
senders Intended Usage by Request processing of a satellite command
Sender
304
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Application providing a satellite command service such as building, executing, verifying,

Receiver ;
or transporting
. Intended Usage by SubseribeCommand request processing
Receiver
What Action request initiated by user, software, procedure, command schedule, etc.
When Normally, at scheduled time, or as circumstances warrant
Examples

1. An operator input iSSt#gresulting in the generation of a satellite command that is then issued through thi

message.

2. A command schedule execution component.

3—A request issued from a procedure.

Command and Control Message Specification™ (C2MS™) V-0 305v1.2,

30|




8.40.-4-18.11.1.1

Command Request Message Subjects
Table $-228—8.144: Command Request Message Subject Naming

ss;:r?ﬁtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | hoMAINT | DOMAIN2 | MISSION | CONST TYP | SUBTYP ME1 ME2 | ME3 | ME4 | ME5S | MES
Element fication
. . {Gempeneﬁ%:
. [domain-1 | [domain2
Example for
Publisher/ c2Ms DOM¢4 DOM2 MSSN CNst REQ cMb COMMOUT
Sender
Example for
Publisher/ c2Ms DOM¢4 DOM2 MSSN CNst REQ cMb ANTENNAS
Sender
Example for
Subseriber/ | GC2MS DOM4 DOM2 MSSN : SATt | REQ cMb COMMOUT
Receiver
306
306
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. domain 1 | [domain 2
ﬁ C2MS —S s;/(s:m _sz_ﬁl’] [mission] [%S;e” [safl | REQ CMD %1
Ex—g;:% C2MS DOM1 DOM?2 MSSN cNst | saTt | rea CMD COMMOUT
Bamplefor | covs | powt | pomz | mssv | cnst | sart | REQ | cwp | AnrENw
%ﬂf% C2MS DOM1 DOM2 MSSN * SAT1 | REQ CMD COMMOUT
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Table 8-/29—8.145: Properties of the Miscellaneous Elements for the Command Request Message

Miscellaneous Element | Required / Optional | Description | Field in Msg, if applicable |
MET Required GCompenent-name-of Resporder DESTINATION-

COMPONENT
from-header

Optional component name of

Service Provider

. (Responder) (See Section DESTINATION-
MES Optional 6.4.3.2 C2MS REQ COMPONENT from header
Message Type regarding
optionality)
Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Request Message.

CMDEXEC subject to send the Command Request to CMDOUT:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CMD.CMDOUT

CMDOUT subject to receive its own Command Request Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CMD.CMDOUT

CMDOUT subject to receive any CMDOUT Request Message:

C2MS.*.*x * * * REQ.*.CMDOUT

CMDOUT subject to receive any kind (REQ or RESP) of Command messages:

C2MS . * . * * * * * CMD.CMDOUT

8-10-4.28.11.1.2

Command Request Message HeaderPre-defined Field Values

The abbreviated Fable-8—130-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Command Request Message, including both message and message

header fields.

Fable-$430———Table 8.146: Command Request Messa
Field Name Value Notes

HEADER- Version-Number for this
VERSIONMessag 204902 message description
g MS
Header.SPECIFIC -
ATION
Message Message type identifier:
Header. MESSAG REQ | REQRESP-erMSG
E-TYPE
Message Unigue message-identifier;
Header. MESSAG CMD | fixed-for- C2MS-Standard
E-SUBTYPE Messages

308
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Field Name

Value

definition-CONTE
NT-VERSION

—2026.
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8-10-1-38.11.1.3

Command Request Message Contents

Figure-8-27-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Command
Request Message with its required, optional, and dependent fields.

-CONTENT-VERSION : F32

T =

T

C2MS Request Message

{Message Header. SPECIFICATION == C2MS,

Header. MESSAGE-TYPE == REQ}
-REQUEST-ID : GUID

Header
Custom Field
0.*

N

’CCSDSFRAME Format has been
| DEPRECATED in favor of
CCSDSTRANSFERFRAME Format.

Command Request Message

{Message Header.SPECIFICATION == C2MS,
EQ,
CMD,
CONTENT-VERSION == 2026.0}

Message Header. MESSAGE-TYPE
Message Header. MESSAGE-SUBTYPE

MNEMONIC has been deprecated. Use
Command Creation Request Message to|
a froma
name and set of command arguments,
which can then be applied to a
_~ | Command Request Message.

-CMD-SOURCE : String [0..1

[0.1]
-CMD-FORMAT : String = {CCSDSPACKET, CCSDSFRAME, CCSDSTRANSFERFRAME, CLTU, MNEMONIC, RAW, TDM} o

-CMD-DATA : Binary

-SCID : U32 [0..1]

-VCID : U16 [0..1]

-APID : U16 [0..1]

-BYPASS : Boolean [0..1]

-FRAME-COUNTER : U32 [0..1]
-PACKET-COUNTER : U32[0..1]

-CMD-TYPE : String [0..1] = {REALTIME, FUTURE}
-RELEASE-TIME : Time [0..1]
-EARLIEST-UPLINK-TIME : Time [0..1]
-LATEST-UPLINK-TIME : Time [0..1]
-SPACECRAFT-EXECUTION-TIME : Time [0..1]
-CMD-ECHO : Boolean [0..1]

-RESPONSE : Boolean [0..1] = true
-NUM-OF-CMD-METADATA-ITEMS : U16 [0..1]

-
L

-CMD-METADATA-ITEM J, 0.*
Command Metadata Item

-n.NAME : String
-n.VALUE : String

______ RESPONSE is |
E = = DEPRECATED

Required Fields

Command Request Message

-MESSAGE-TYPE: Header String= REQ
-MESSAGE-SUBTYPE: Header String = CMD

CONTENT-VERSIOM : F32 = 2018.0

=CMD-DATA, : Binary
-RESPONSE . Boolean
-REQUEST-ID : U6

=CMD-FORMAT : String = {CCSDSPACKET, CCSDSFRAME, CLTU, MNEMONIC, RAW, TDM}

Optional Fields
-CMD-SOURGE : String
-VCID : 116
-BYPASS: Boolean
-FRAME-COUNTER : U32

-APID : String

-PACKET-COUNTER : U32

-CMD-TYPE : String = {REALTIME, FUTURE}
-RELEASE-TIME : Time
-EARLIEST-UPLINK-TIME : Time
LATEST-UPLINK-TIME : Time

Dependent Fields \

Figure-8-27———Fiqure 8.33: Command Request Message Contents Diagram
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Fable-8131+-belowThe following table describes additional field names, values, and notes for the Command

Request Message.

Fable-8-131——Table 8.147: Command Request Message Additional Information

Field Name

Type

Presence

Value

NotesDescription

CONTENT-VERSION

2049F32

R

2026

Version Numbernumber for this
message content description

REQUEST-ID

@
(]

Ul

R

ID to identify the request
message

CMD-SOURCE

String

(@]

Which user/work
position/proc/schedule the
message originated from

CMD-FORMAT

String
(Enumeration)

1=

HCCSDSPACKET,
(DEPRECATED
CCSDSFRAME,

CCSDSTRANSFERFRAME

Type of
command. CCSDSFRAME has
been deprecated. Use
CCSDSTRANSFERFRAME
format instead. MNEMONIC has
been deprecated. Use Command
Creation Request Message to

CLTU, (DEPRECATED
MNEMONIC, RAW, TDMJ}

generate a command from a
command name and set of

command arguments, which can
then be applied to a Command
Request Message.

CMD-DATA

Iz

Command data

(o]

CCSDS Spacecraft Identifier.
SCID applies to CCSDSPACKET
CCSDSFRAME
CCSDSTRANSFERFRAME, and
CLTU CMD-FORMAT.

[t
=
o

CCSDS Virtual Channel ID

[t
=
[op]

CCSDS Application Process
Identifier. APID specifically
applies to the CCSDSPACKET
CMD-FORMAT.

BYPASS

Boolean

CCSDS COP-1 flag for “Bypass
of Acceptance Check’, i.e.
without verification

FRAME-COUNTER

u32

(e}

Reset to next expected command
counter

APID

PACKET-COUNTER

u32

1o

CMD-TYPE

String
(Enumeration)

H{REALTIME, FUTURE}}

If REALTIME, execute upon
receipt. If FUTURE, execute at
SPACECRAFT-EXECTION-
TIME.

RELEASE-TIME

(e}

Time_in UTC the command
should begin being released from
the front-end processor to the
remote tracking station.

EARLIEST-UPLINK-
TIME

(o]

Absolute (UTC) or relative time
can apply.
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LATEST-UPLINK-
TIME

(e}

Absolute (UTC) or relative time
can apply.

SPACECRAFT-
EXECUTION-TIME

o

Required if CMD-TYPE =
‘FUTURE”. Absolute (in

spacecraft time) or relative time
can apply._Note that this field is

RESPONSECMD-
ECHO

ValueBoolean

in C2MS standard time format.

Indicates if-a-response-is
required-Indicates if an ECHO
should be sent at any configured
point(s) along the ground chain

Note that an ECHO may not be
produced if not supported or not
configured.

REQUEST-
{BDEPRECATED
RESPONSE

Boolean

Indicates if a response is
required. Note that this field has
been deprecated and will be
removed in a future release of
C2MS. Receivers of this request
should ignore this field and
assume a response is required.
Requesting components may
choose not to watch for response
messages. Defaults to True tB-te
identify-the-request if

g

different request messages have

NUM-OF-CMD-

METADATA-ITEMS

c
=
o

(o]

Number of provided command
metadata name-value pairs.
Normally this type of field would
be required. However, because it
was introduced in C2MS 1.2, itis
optional to preserve backwards
compatibility.

CMD-METADATA-
ITEM.n.NAME

String

1o

Name of the command metadata
item - "n" starts at "1". This field is
required for each command

metadata item specified when
NUM-OF-CMD-METADATA-

ITEMS > 0.

CMD-METADATA-
ITEM.n.VALUE

String

o

Value of the command metadata
item - "n" starts at "1". This field is
required for each command

metadata item specified when
NUM-OF-CMD-METADATA-

ITEMS > 0.

312
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8-10:28.11.2 Command Response Message

A Command Response Message is sent by an application in response to a Command Request Message. The
Command Response Message provides acknowledgement of the Command Request Message, and a status of the
action completed. Since the building, transmission, execution, and verification of a satellite command may involve
number of components, the status that is returned may be for any one of these steps in the process.

Table 8-132. Command Response Message Summary

Depending on the particular responding application, satellite and command, the response may be sent as a series of
Command Response Messages, as described in Section 6.4.3.3 C2MS RESP Message Type. This includes

potentially providing command processing status of both the Ground Segment and Space Segment as reported in thq
field XTCE-STATUS of the Command Response Message.

For example, by monitoring the progress of the requested command through the ground processing as well as the
onboard processing of the spacecraft (via downlinked telemetry), the responding application may send a sequence o
Command Response Messages similar to the following:

Table 8.148: Command Response Message Sequence Example

Message RESPONSE-STATUS XTCE-STATUS
Sender A-C2MS-application-that received-the | 1 (Acknowledgement)
Command ReguestResponse
Message 1
Senders-Intended Rephy-to-the-Command 2 (Working/Keep Alive 3 (TransferredToRange)
Usage ReguestResponse Message 2
Command Response Message 3 2 (Working/Keep Alive) 4 (SentFromRange)
Command Response Message 4 2 (Working/Keep Alive) 6 (Accepted)
Command Response Message 5 2 (Working/Keep Alive) 8 (Executing)
Command Response Message 6 3 (Successful Completion) 9 (Complete)

Table 8.149: Command Response Message Summary

Sender A C2MS application that received the Command Request Message

Intended Usage by Sender Reply to the Command Request Message

Application that issued the Command Request Message, or an application collecting

Receiver Command Response Messages for audit trail purposes
Receivers Intended Usage by | g, c.noReceive response
Receiver

Command and Control Message Specification™ (C2MS™) V-0 343v1.2.1

31B

{ Deleted Cells

Inserted Cells

Inserted Cells



What Provide success, failure, or interim status of the progress of the satellite command that
was issued/requested
When Upon receipt of the Command Request Message, or completion of this step of
processing
Examples

1. Acknowledge receipt of the satellite command.

2. Return status of this step in the sequence of sending a satellite command.
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8-10-2-18.11.2.1

Command Response Message Subjects

Table $-/33—8.150: Command Response Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard

Subject SPECt | nomaINt | DOMAIN2 | MisSION | consT | saT | Tve | susTyp ME1 ME2 ME3 | ME4 | ME5| | MES

Element fication

Content speciic] | speciic] Hent M2}

Example for

Publisher/ G2MS DOM* DOM2 MSSN CNS?1 SATT | RESP CMD CMBOUT 4

Sender

Example for

Publisher/ G2Ms DOM* DOM2 MSSN CNS?1 SAT1 | RESR CMD CIMBEXEC 4

Seader

Example for

Cuboesiton] s Dol Dol B * ST e CoosEs *

Receiver
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domain 1 | [domain 2

134 C2MS —system | —system | [mission] c;?osrt]e [sat] | RESP CMD Igg&%ﬁgﬁ_ﬁ I[ERg'?/I-:\J'IC')lTSS]
fect Conti% specific specific ation]
—%
—"—Exg';’nézrf“ C2MS poMt | DOM2 | MSSN | CNst | SAT1 | REsP MD CMDOUT 1
Baamplefor | cpvs | powt | pomz | mssv | cnst | sart |REse| cwp | cmpexec 4
—"—E’ge";ei'jef:” C2Ms poMt | DoM2 | MSSN * satt | resp MD CMDEXEC s
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Table 8.151: Properties of the Miscellaneous Elements for the Command Response Message

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor DESTINATION-COMPONENT
from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Response messageMessage.
CMDOUT subject to send the Command Response to CMDEXEC:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.CMD.CMDEXEC. 3
CMDEXEC stbseribes-to-reeeive-its-owfilters for the Command Response Messages:

C2MS.*.* . * % * RESP.CMD.CMDEXEC+>.*
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8:140-2.28.11.2.2 Command Response Message HeaderPre-defined Field Values

The abbreviated Table-8-135-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Command Response Message, including both message and
message header fields.

Fable-8-135——Table 8.152: Command Response Message #eaderPre-defined Field Values

Field Name Value Notes Deleted Cells
HEADER- Version-Numberfor this
VERSIONMessage | 2049C | message-deseription
Header.SPECIFICA | 2MS
TION
Message Message type identifier:
Header.MESSAGE- | RESP | REQ-RESP-erMSG
TYPE
Message Unigue-message-identifier.
Header.MESSAGE- | CMD | fixed-forC2MS-Standard
SUBTYPE Fods

More— -

Please referto
T e
Adoprediioe -
Informationfora

lo |'c\>)
=
>

complete
definition.CONTEN
T-VERSION
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8.10.2.38.11.2.3 Command Response Message Contents

FEigure-8-28-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Command
Response Message with its required and optional fields.

Required Fields
Message Header
CONTENT-VERSION : F32 = 2018.0 S
-RESPONSE-STATUS: 116 = {1,2,34,5651- — _ |1=acknowledgment,
-REQUEST-ID : U16 2=working/aep alve,
4=failed completion,
S=invalid request,
I Optional Fields. 6=final message
Command Response Message “TIME-COMPLETED : Time
-MESSAGE-TYPE : Header String = RESP -RETURN-VALUE : 132
-MESSAGE-SUBTYPE: Header String = CMD -RELEASE-TIME : Time
-XTCE-STATUS : 16 = {1,2,3,4,5,6,7,8,9,108
-RETURN-DATA, : Binary ~ RG]
= 1=Acknowledgement,
2=Invalid,
3=TransferredToRange,
4=SentFromRange,
S=Recaived,
B=Accepted,
T=Queued,
B=Executing,
8=Complste,
10=Failed
C2MS Message
-CONTENT-VERSION : F32
Message Header
Custom Field
0.
RESPONSE-STATUS
1=Acknowledgement,
C2MS Response Message 2=Working/Keep Alive,
{Message Header SPECIFICATION == G2MS, s copsCompratan,
Message Header. MESSAGE-TYPE == RESP} _fis ‘;‘aﬁ 3 R‘;’;‘Eez l""
_REQUEST-ID : GUID == 6=Final Message
-RESPONSE-STATUS : 116 = {1,23456) o —
-FINAL-RESPONSE : Boolean [0..1] The use of "6=Final Message"
-TIME-COMPLETED : Time [0..1] has been DEPRECATED

-RETURN-VALUE : 132 [0..1]

XTCE-STATUS
1=Acknowledgement,
Command Response Message 2=Invalid,
{Message Header. SPECIFICATION == C2MS, e B O,
Message Header MESSAGE-TYPE S:Ren ‘r‘ég‘ ange,
Message Header MESSAGE-SUBTYPI _ 3= SCEIVEd,
CONTENT-VERSION - - 6=Accepted,
3 - 7=Queued,
-RELEASE-TIME : Time [0..1] - 8=Execuling,
-XTCE-STATUS : M6 [0.1] ={12,34567.89,10} o 9=Complete,
-RETURN-DATA : Binary [0..1] 10=Failed
Figure 8.34: Command Response Message Diagram
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TFable-8136-belowThe following table describes additional field names, values, and notes for the Command

Response Message.

Fable 8136—

Table 8.153: Command Response M

ge Additional Information

Field Name

Type

Presence

Value

NotesDescription

CONTENT-
VERSION

2019F32

R

2026

Version Numbernumber for
this message content
description

REQUEST-ID

GUID

1=

This field's value is to be the
same as the REQUEST-ID in
the associated REQ
message.

RESPONSE-
STATUS

116
(Enumeration)

Value

Description

Acknowledgement

Working/Keep
aliveAlive

Successful

completionCompletion

Failed
completionCompletion

Invalid requestRequest

DEPRECATED Final
Message

Identifies the status of the
Commandcommand being
processed. The use of
6=Final Message is

deprecated. See 6.4.3.3
C2MS RESP Message Type.

REQUEST-
IDEINAL-
RESPONSE

Boolean

(e}

same-as-the REQUEST-ID-in
the-associated REQ
message-When True
indicates the last message in
the response sequence.
Defaults to False. See 6.4.3.3
C2MS RESP Message Type.

TIME-
COMPLETED

(e}

Time application completed
processing the Command_in
U1

RETURN-VALUE

132

(o]

Return value or status based
on the RESPONSE-STATUS.
Useful to provide function call
status or error code in the

case of failed-completiona

Failed Completion.

RELEASE-TIME

(@]

Time_in UTC command
finished being released from
the front-end processor to the
remote tracking station.

XTCE-STATUS

116
(Enumeration)

10

Value

Description

Acknowledgement

Invalid

Status codes from the OMG
XML Telemetric and

320
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Field Name Type Presence Value NotesDescription

3 TransferredToRange Command data Exchange

4 SentFromRange data specification.

5 Received

6 Accepted

7 Queued

8 Executing

9 Complete

10 Failed
Additional data that may be

RETURN-DATA Binary 6] desired along with the

completion status

8-10-38.11.3 Command Echo Message

A Command Echo Message is sent by an application that receives echo data, such as ground station equipment that
collects data from the antenna (either looped back at the ground site or the spacecraft itself). This message is
nominally sent after a Command Request is processed by the final destination (e.g., antenna or spacecraft).

The Command Echo Message can also be generated without a prior Command Request Message being sent; this is
known as an “unsolicited echo™;” and can be generated by ground station equipment as a result of the antenna
receiving noise or interference. The purpose of this message is to carry the actual command data that was received
by the final destination; and supply it to the spacecraft operations center for comparison to the original command to

ensure integrity of the command bits received at the destination.

Table 8-#+37——8.154: Command Echo Message Summary

Sender A C2MS application that (may have) received the Command Request Message

SE eEn dE esri Intended Usage by Reply to the Command Request Message or send unsolicited

Receiver Application that issued the Command Request Message, or an application collecting
Command Echo Messages for audit trail purposes

I;emlntended Usage by SubseribeCommand echo monitoring

eceiver

What Provide success, failure, or interim status of the progress of the satellite command that was
issued/requested

When Upon receipt of the Command Request Message, or completion of this step of processing
or unsolicited (see description)

Examples

1. Acknowledge receipt of the satellite command.

2. Return status of this step in the sequence of sending a satellite command.
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8:10-3-18.11.3.1 Command Echo Message Subjects
Table 8-/38——8.155: Command Echo Message Subject Naming

Sst:rlzilea?d Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomaint | pomainz | mission | const | sat | Tve SUBTYP ME1 ME2 ME3 ME | ME | ME
Element fication 4 |5 6
. [domain 1 | [domain 2 TLM3 [StatusRES [Feenast
g::{‘:,:ltt C2MS —-system | —system [ [mission] [C:tri]cfrtw(]e” [sat] MSG CMDECHO CéMPO PONSE- idREQUES
specific] specific] L QNE}I—T] STATUS T-ID]
Example for -
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | CMDECHO CMDOUT 1 3[GUID
Sender
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | CMDECHO CMDEXEC 4 5[GUID
Sender
Example for
Subscriber/ C2MS DOM1 DOM2 MSSN * SAT1 | MSG | CMDECHO CMDEXEC * 5[GUID
Receiver
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Table-8-139—Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as
"b891bdac-964a-4f3e-957c-1a29ec4c7dS0" or similar.
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Table 8.156: Properties of the Miscellaneous Elements for the Command Echo Message

Miscellaneous Required / Descrintion Field Origination in Msg, if
Element Optional P applicable
. Component name of

ME1 Required PublisherSender COMPONENT from header

ME2 Required | SAUS ype supplied by CMD-ECHO-RESULT
Responder

VE3 Optional ID associated with original REQUEST-ID
request

Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Echo message.
CMDOUT subject to send the Command Echo to CMDEXEC:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CMDECHO.CMDEXEC.GOOD
CMDEXEC subseribes-to-receive-its-ownfilters for the Command Echo Messages:

C2MS.*.* * * * MSG.CMDECHO.CMDEXEC=>.+
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8.10-3.28.11.3.2 Command Echo M ge HeaderPre-defined Field Values

The abbreviated Table-8—140table below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Command Echo Message, including both message and message
header fields.

Fable-8—149——Table 8.157: Command Echo Message HeaderPre-defined Field Values
Field Name Value Notes

HEADER- Yersion Number for this
VERSIONMessage | 2049C2M | message-description
Header.SPECIFICA S
TION

Message Message type identifier:
Header. MESSAGE- MSG e
TYPE

Message B R e
Header MESSAGE- | MPECH | fxad for CoMs Standara
SUBTYPE M
More ... -
Please referto
T e
Header-Additional
Informationfora

=2026.0

complete
definition.CONTEN
T-VERSION

Command and Control Message Specification™ (C2MS™) v1.2.1
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8.10-3:38.11.3.3 Command Echo Message Contents

Figure-8-29-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Command Echo

Message with its required and optional fields.

C2MS Message
-CONTENT-VERSION : F32

|

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,

Message Header. MESSAGE-TYPE == MSG}

Command Echo Message
{Message Header.SPECIFICATION == C2MS,
ssage Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == CMDECHO,
CONTENT-VERSION == 2026.0}

-REQUEST-ID : GUID
-CMD-ECHO-RESULT : String = {NOTC, GOOD, MISC, TOUT, UNEX}

-ECHOED-RECEIVE-TIME : Time [0..1]

-ECHOED-CMD-FRAME-COUNTER : U32 [0..1]

-ECHOED-CMD-SOURCE : String [0.-1]

-ECHOED-CMD-FORMAT : String [0..1] = {CCSDSPACKET, CCSDSFRAME, CCSDSTRANSFERFRAME, CLTU, MNEMONIC, RAW, TDMj<f
-ECHOED-CMD-ENCODING : String [0..1] = {BINARY, DIBIT, TRIBIT}

-ECHOED-CMD-DATA : Binary [0..1]

-ECHOED-CMD-SCID : U32 [0..1]

-ECHOED-CMD-VCID : U16 [0..1]

-ECHOED-CMD-APID : U16 [0..1]

-ECHOED-CMD-BYPASS : Boolean [0..1]

-ECHOED-CMD-PACKET-COUNTER : U32 [0..1

-ECHOED-CMD-TYPE : String [0..1] = {REALTIME, FUTURE}

-ECHOED-RELEASE-TIME : Time [0..1]

-ECHOED-EARLIEST-UPLINK-TIME : Time [0..1]

-ECHOED-LATEST-UPLINK-TIME : Time [0..1]

s
y

-ECHOED-SPACECRAFT-EXECUTION-TIME : Time [0..1]

Y
-

CCSDSFRAME
Format has been
DEPRECATED in
favor of
CCSDSTRANSFER
~ |FRAME Format.

Wessage Header Required Fields.

-CONTENT-VERSION : F32 = 2019.0

-REQUEST-ID : U6

=CMD-ECHO-RESULT : String = {NOTC, GOOD, MISC, TOUT, UNEX}

Command Echo Message

-MESSAGE-TYPE: Header String= MSG
-MESSAGE-SUBTYPE: Header String= CMDECHO

Optional Fields

-ECHOED-RECEIVE-TIME : Time
-ECHOED-CMD-FRAME-COUNTER : U32
-ECHOED-CMD-SOURCE : String

-ECHOED-CMD-ENCODING : String = {BINARY, DIBIT, TRIBIT}
-ECHOED-CMD-DATA : Binary

-ECHOED-CMD-VCID : H6

-ECHOED-CMD-BYPASS : Boolean
-ECHOED-CMD-APID : String
-ECHOED-CMD-PACKET-COUNTER : U32
-ECHOED-CMD-TYPE : String = {REALTIME, FUTURE}
-ECHOED-RELEASE-TIME : Time
-ECHOED-EARLIEST-UPLINK-TIME : Time
-ECHOED-LATEST-UPLINK-TIME : Time
-ECHOED-SPACECRAFT-EXECUTION-TIME : Time

-ECHOED-CMD-FORMAT : String = {CCSDSPACKET, CCSDSFRAME, CLTU, MNEMONIC, RAW, TDM})
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Figure-8-29——Figure 8.35: Command Echo Message Diagram

Fable-8141-belowThe following table describes additional field names, values, and notes for the Command

Echo Message.
Fable-8—141——Table 8.158: Command Echo Message Additional Information
Field Name Type Presence Value NotesDescription
CONTENT- Version Numbernumber for this
VERSION 2010E32 R 2026 message content description
This field's value is to be the
REQUEST-ID GUID R same as the REQUEST-ID in the
associated REQ message.
Value Description
NOTC Not Compared
GOOD Good Compare
CMD-ECHO- String R MISC Miscompare The Gommand-Eche
RESULT (Enumeration) = TouT Timed out waiting | Reseltcommand echo result
for echo
UNEX Une}(pected echo
received
Time_in UTC the echo was
ECHOED- ) . )
RECEIVE-TIME Time [0} received or when the timeout
occurred
ECHOED-CMD- )
e | owe | o o e o
COUNTER o
Which
ECHOED-CMD- String o] user/workposition/proc/schedule
SOURCE -
the message originated from
HCCSDSPACKET, Type of command.
. (DEPRECATED) CCSDSFRAME has been
ECHOED-CMD- String 0 CCSDSFRAME, derecated. Use
: 0 p .
FORMAT (Enumeration) CCSDSTRANSFERFRAME, CCSDSTRANSFERFRAME
CLTU, MNEMONIC, RAW, TDM} -
} format instead.
) Type of command encoding;
ECHOED-CMD- String o
ENCODING Enumeration) [0} KBINARY, DIBIT, TRIBIT}} ir:(glrjgse:nltf ECHOED-CMD-DATA
Received command echo data
ECH%i?.fMD_ Binary [0} used to compare with uplinked
CMD-DATA
CCSDS Spacecraft Identifier.
| ) SCID applies to CSDSPACKET
ECHOED-CHD- us2 0 CCSDSFRAWE,
I CCSDSTRANSFERFRAME, and
CLTU ECHOED-CMD-FORMAT.
FCHOFD-CMD- ute 0 CCSDS Virtual Channel ID
CCSDS Application Process
ECHOED-CMD- U16 0 Identifier. APID specifically
APID — = applies to the CCSDSPACKET

ECHOED-CMD-FORMAT.
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Field Name Type Presence Value NotesDescription
_CMD.- CCSDS COP-1 flag for “Bypass
ECHOED-CMD Boolean 0 of Acceptance Check’, i.e.,
BYPASS EE— B PP
without verification
| ECHOED-CMD-APID | | Application-Processidentifier |
ECHOED-CMD-
PACKET- u32 0
COUNTER
If REALTIME, execute upon
ECHOED-CMD- String receipt; if FUTURE, execute at
TYPE (Enumeration) | < HREALTIME, FUTURE}L | £cH0ED-SPACECRAFT-
EXECUTION-TIME
Time_in UTC the command
ECHOED- Time 0 should begin being released from
RELEASE-TIME — = the front end processor to the
remote tracking station
ECHOED- o
EARLIEST- Time 0 é::(:utelz (UTC) or relative time
UPLINK-TIME PRl
ECHOED- .
LATEST-UPLINK- Time 0 AbsolutT (UTC) or relative time
TIME can apply
Required if ECHOED-CMD-
ECHOED- TYPE="FUTURE"; absolute (in
SPACECRAFT- ) ; .
Time [0} spacecraft time) or relative time
EXECUTION- S
TIME can apply._Note that this field is
in C2MS standard time format.
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8.11.4 Command Creation Request Message

The Command Creation Request Message is a mechanism for generating a formatted command from a command
name and set of zero or more variable command arguments. This allows a component needing to send a command t¢
request (from a service) the building of the command from the data available, perhaps as provided by an operator.

The binary-formatted command, as returned in the corresponding Command Creation Response Message, can then
be provided as the CMD-DATA of the Command Request Message.

It is not required to use Command Creation Request/Response Message to generate commands. Rather, this messag¢
pairing is provided to facilitate separation of concerns in the satellite command data processing flow, if desired.

Table 8.159: Command Creation Request Message Summary

Sender A C2MS compliant application responsible for processing a satellite command
Intended Usage by Sender Request creation of a satellite command in preparation of a Command Request
A e Dl Message

Receiver Application providing a satellite command building service

Intended Usage by Receiver Command creation

What Data processing related to command preparation

When During command preparation

Examples

1. Operator input issuing a satellite command

2. A command schedule or procedure execution involving variable arguments
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8.11.4.1 Command Creation Request Message Subjects

Table 8.160: Command Creation Reguest Me

ssage Sub'|ect Naming

S%ijea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
%—2‘; fis_c% DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 | ME5 MEG6
. domain 1 | [domain 2 CMD-
Subject COMS s o constel ye— DESTINATION
—system | —system mission . [sat] REQ | CREATION

Content s_ecific] specific] ation -COMPONENT
Example for CMD- CMDBUILDER-

Sender C2MS DOM1 DOM2 MSSN CNS1 SAT1 REQ creation | = satr
Example for CMD- CMDBUILDER-

Sender Cows | Dowi | DOMz | MSSN | CNS1 ) SATH | REQ | cpeation SAT
Example for . CMD- CMDBUILDER-

Receiver Cc2MS DOM1 DOM2 MSSN * SATB | REQ CR_E—ATION 7AI_3_C
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Table 8.161; Properties of the Miscellaneous Elements for the Command Creation Request Message
Miscellaneous Element Required / Optional Description Field in Msq, if applicable | |
Optional component name of
Service Provider

(Responder) (See Section DESTINATION-

MET Optional

6.4.3.2 C2MS REQ COMPONENT from header
Message Type regarding
optionality)

Examples

Two components, CMDPROCESSOR1 and CMDBUILDER-SATI, interact with the Command|
Creation Request Message.

CMDPROCESSORI1 sends a message with the following subject to request creation of a formatted command.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CMD-CREATION.CMDBUILDER-SAT1

CMDBUILDER-SAT] filters for the Command Creation Request Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CMD-CREATION.CMDBUILDER-SAT] or

C2MS..... * .CMD-CREATION.CMDBUILDER-SAT1

8.11.4.2 Command Creation Request M ge Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Command Creation Request
Message, including both message and message header fields.

Table 8.162: Command Creation Request Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CMD-CREATION
CONTENT-VERSION 2026.0

8.11.4.3 Command Creation Request Message Contents

The following figure shows a UML Class Diagram of the Command Creation Request Message with its required anfl
optional fields.
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C2MS Message

-CONTENT-VERSION : F32
Message Header
Custom Field
0.*

C2MS Request Message

{Message Header.SPECIFICATION == C2MS,
Message Header.MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Command Creation Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CMD-CREATION,
CONTENT-VERSION == 2026.0}

-CMD-NAME : String -CMD-METADATA-ITEM | 0.*
-NUM-OF-CMD-ARGUMENTS : U16
-NUM-OF-CMD-METADATA-ITEMS : U16 Command Metadata Item

-n.NAME : String
-n.VALUE : String

-CMD-ARGUMENT | 0..*

Command Argument

-n.NAME : String [0..1]
-n.DATA : Typed Variable

Figure 8.36: Command Creation Request Message Diagram

The following table describes additional field names, values, and notes for the Command Creation Request
Message.

Table 8.163: Command Creation Request Message Additional Information

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version number for this message content description
REQUEST-ID GUID R ID to identify the request message
The Name of the Command to be created - used
CMD-NAME String R for command lookup by the command creation
component.
—'\i\LI:{’\(ASl(J)l\;E?\IMI'g U16 R 0+ Number of provided command arguments

CMD- Strin
ARGUMENT.n.NAME =ting

(o]

Name of the command argument - "n" starts at "1".

332 Command and Control Message Specification™ (C2MS™) v1.2.1




Field Name Type Presence Value Description
Data associated with the argument as "Typed Variable"
defined in Section 6.3.5.2 Typed Variable Structure,
containing both a data type discriminator and a value - '|n"
CMD- Typed D starts at "1". The type of the data, including whether it i raw
ARGUMENT.n.DATA Variable = or converted data, is as agreed upon between the requéstor
and responder for this particular argument. This field is
required for each command argument specified when
NUM-OF-CMD-ARGUMENTS > 0.
MEN—'IEJ Ahﬂ)g'll':AC#EDMS u16 R 0+ Number of provided command metadata name-value qurs
Name of the command metadata item - "n" starts at "1"[This
% String D field is required for each command metadata item specified
—_— when NUM-OF-CMD-METADATA-ITEMS > 0.
Value of the command metadata item - "n" starts at "1".[This
% String D field is required for each command metadata item specified
- when NUM-OF-CMD-METADATA-ITEMS > 0.

Command arguments contain a value represented as a Typed Variable and can be represented positionally or as
name-value pairs. To use name-value pairs, both the optional CMD-ARGUMENT.n.NAME and the required CMD

ARGUMENT.n.DATA are specified. To use positional command arguments do not use the optional CMD-

ARGUMENT.n.NAME. In this latter case, the first argument (n=1) fills the first argument needed for the command

ete.

Command metadata items are always represented as name-value pairs.

8.11.5 Command Creation Response Message

The Command Creation Response Message is sent in response to a Command Creation Request Message. It containg

the result of the responder's attempt to create the formatted command as requested. If successful, the formatted
message is contained in the CMD-DATA field, which the original requestor can provide in CMD-DATA of a

subsequent Command Request Message.

Table 8.164: Command Creation Response Message Summary

Sender

A C2MS compliant service application responsible for generating a satellite command

Intended Usage by Sender

Respond to a request for creation of a satellite command

Receiver

Intended Usage by Receiver
What

When

During command preparation

Examples

The original requesting application
Receive response

Data processing related to command preparation

1. Command generation in response to operator input for a satellite command

2. Command generation during a command schedule or procedure execution involving variable command

arguments
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8.11.5.1 _Command Creation Response Message Subject

Table 8.165: Command Creation Resgonse Message Sub'|ect Naming
S%ijea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject M DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication - | -\ | I
. domain 1 | [domain 2
Subject COMS s . constell CMD- [DESTINATION | [RESPONSE-
—system | —system | [mission] ; [sat] | RESP N
Content specific] sne c_ific] ation CREATION [ -COMPONENT] | STATUS]
Example for CMD- CMD-
Sender c2mMs DOM1 DOM2 MSSN CNs1 SAT1 | RESP creaToN | PROCESSOR1 3
Example for CMD- CMD-
Sender C2MS DOM1 DOM2 MSSN CNS$1 SAT1 | RESP CREATION | PROCESSOR1 4
Example for N CMD- CMD-
Receiver Cc2mMs DOM1 DOM2 MSSN * SAT1 | RESP CR_E—ATION PROC—ESSORE 5
334
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Table 8.166: Properties of the Mi

scellaneous Elements for the Comman

d Creation Response Message

Miscellaneous Required / e Field in Msg, if
Element Optional Description applicable
DESTINATION-
ME1 Required Component name of Requestor COMPONENT
from header
. ) RESPONSE-
ME2 Required Status type supplied by Responder STATUS
Examples

Two components, CMDPROCESSOR1 and CMDBUILDER-SATI, interact with the Command Creation Response

Message.

After processing a Command Creation Request Message, CMDBUILDER-SAT]1 sends a Command Creation

Response Message to the original requestor with the following subject.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.CMD-CREATION.CMDPROCESSORL. 3

CMDPROCESSORUI filters for the Command Creation Response Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.CMD-CREATION.CMDPROCESSORL.* or

RESP.CMD-CREATION.CMDPROCESSORI . *

8.11.5.2 Command Creation Response Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Command Creation Response

Message, including both message and message header fields.

Table 8.167: Command Creation Response Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2M8
Message Header. MESSAGE-TYPE RESP

Message Header. MESSAGE-SUBTYPE CMD-CREATION

CONTENT-VERSION

2026.0

8.11.5.3 Command Creation Response Message Contents

The following figure shows a UML Class Diagram of the Command Creation Response Message with its required

and optional fields.
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C2MS Message

-CONTENT-VERSION : F32

C2MS Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID

-RESPONSE-STATUS : 116 = {1,2,3,4,5,6}
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Message Header

Custom Field
0.*

for this message type:

4=Failed Completion
5=Invalid Request

Valid RESPONSE-STATUS values

3=Successful Completion

Command Creation Response Message

{Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == CMD-CREATION,

CONTENT-VERSION == 2026.0}

-CMD-DATA : Binary

-CMD-FORMAT : String = {CCSDSPACKET, CCSDSTRANSFERFRAME, CLTU, RAW, TDM}

Figure 8.37: Command Creation Response Message Diagram

The following table describes additional field names, values, and notes for the Command Creation Response

Message.

Table 8.168: Command Creation Response Messa

Field Name

3

Presence

e Additional Information

Value

Description

CONTENT-VERSION

‘l'l
w
N

R

2026

Version number for this message
content description

REQUEST-ID

[
S
[S]

R

This field's value is to be the
same as the REQUEST-ID in the

associated REQ message.

RESPONSE-STATUS

11

(Enumeration)

|70

Value Description

Successful Completion

Failed Completion

(S0 B =[98

Invalid Request

ndicates the result of the request
to generate the formatted
command. Only the values shown
are valid here. See 6.4.3.3 C2MS
RESP Message Type.

FINAL-RESPONSE

Boolean

(@]

When True, indicates the last
message in the response
sequence. Defaults to True and is
always True if present. See
6.4.3.3 C2MS RESP Message

Type and note following this
table.

TIME-COMPLETED

(e}

Time in UTC application
completed processing the request

RETURN-VALUE

(e}

Return value or status based on
the RESPONSE-STATUS. Useful
to provide error code in the case
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Field Name Type Presence Value Description

of a Failed Completion or Inyalid
Completion.
) CCSDSPACKET
Strin {CCSDSPACKET, Type of formatted command|held
CMD-FORMAT =ting R CCSDSTRANSFERFRAME, -
- (Enumeration) CLTU, RAW. TDM! in CMD-DATA
Formatted Command as
; processed by the sender resulting
CMD-DATA Binar R rocessed by the sender regultin

from the Command Creatior|

Request Message

It is assumed that processing a request to create a binary-formatted command is not long-running, resulting in only
one Command Creation Response Message. Because of this, the possible values of the RESPONSE-STATUS field
are constrained to the end-result: "Successful Completion", "Failed Completion", and "Invalid Request" (See
Section 6.4.3.3 C2MS RESP Message Type).

8-418.12 Product Messages

C2MS has defined the Product Request Message

Product Response Message, and Product Message to facilitate
the needs of product producers and consumers. Products are data items associated with command and control, such
as orbital data, trending graphs, or other reports. (see Product Categories in Appendix A — Categorization).

Product Request Message — used to request a product.
Product Response Message — used to return status of the request, and optionally to provide the product.

Product Message — used to:

1. Announce the availability of a generated product
2. Announce a product is accessible by providing the location with a Uniform Resource Identifier (URI), or
3. Provide the Product in the message or as an attachment.

Fable-8—142——Table 8.169: Uses of the Product Message
Usage User Required Action
Available Must request the product
Accessible | Use the URI to get the product
Attachment | Extract the product from the
message

The Product Message is ptrblishedsent out either:

1. After the exchange of the Product Request and Product Response Messages, or
2. Unsolicited

The Product Response Message and the Product Message are used to distribute products. These messages are used
for a single product that may contain a multiple number of files. Generally, the contents of the different messages
are as follows:
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Product Request Message

Requests the distribution of product(s) — might require the producer to generate
Specifies attributes to describe the requested product(s)
Provides information to direct the means of distribution and/or target the distribution location

Optionally, includes precursor products (files) that are used to generate the requested product
Product Response Message

e Return Status of the Product Request
e  Optionally, contains the actual product or product location information and the product attributes

Product Message

®  Contains the actual product or product location information
®  Contains product attributes

The C2MS Product Request Message effectively requests the distribution of a product. It may incidentally require
the generation of that product by the producer if it does not already exist.

The C2MS Product Response Message and the Product Message incorporate a framework to identify the number of
files per product. The messages also allow for determining the location of the distribution. The requestor could
specify the location or allow the producer to specify the location. Of course, these locations are dependent on the
granted access and authorization of components to these designated locations.
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This set of messages can be used in the following Message Exchange Patterns (see Section 7 PIM — Message Exchange Patterns):

Request/Response - A Product Request Message Subjects

Fable8443—followed by one or more Product Request Message-Subjeet NamingResponse Messages which ultimately contain the requested
product(s)

Request/Response/Notify - A Product Request Message followed by one or more Product Response Messages and one or more Product Messages

Notify - An unsolicited notification of an available product via a Product Message

Notify/Request/Response - An unsolicited notification announcing product availability after which an interested component requests the product(s) via
request/response

These are shown in more detail in the following table:

Table 8.170: Example Scenarios Using the Set of Product Messages
Sul:jee Miscellaneous Elements Deleted Cells
rds tME"e' Esi Esi Domain Mission Step 3
Service — | ElementsStep | ElementsStep Message
- age
Exchan 1 Message 2 Message Elements
ge
Pattern
Subjeet Speci-
E ficati DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYp SUBTYP ME1 ME2 | ME3 ME4 MES 1W-Eé
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[domain-2 leo | Is| R | PR | [Com
—system nst | at] | E | OD | pone
Subi specific]O ella Q nt:
¢ ption 1: tien M
{domaint | Consumer ] 3
tAnnou e B can TLM
Tnoe SNot | specific]Pr retrieve [mission] 21
Produ ify oduct product
roduct . I
— Message: | Option 2:
Availab c
it onsumer
o must
request
product
Examp DOM4Con CN | SR | PR | USE
lefor tains sS4 |A]JE| OD] RO
Publis G2M | informatio DOM2 MSS) laQ
het S n about
new
Sender product
Eemp GN | SR | PR AR
le-for sS4 |A]JE| OB 5
Publis Hla
her/ | GC2M DOM4
Sender | SNot | Product DOM2 MSSN
Deliver ify | Message:
Product
Automa
tically
Example for
Subscriber/ DOM4 DOM2 * * SA™ | REQ PROD PLOTGEN
Receiver
Contains product
Request Product Request: Product Response:
Response
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Deliver Available
Product Upon
Reguest

Consumer requests
product

Producer delivers product

Generate and
Deliver Product

Upon Request

Product Request:

Product Response:

Product Message:

Consumer requests
product generation and
delivery

Producer responds with
status, begins product
generation

Producer delivers
generated product

Announce and
Deliver Product

Upon Request

Product Message:

Product Request:

Product Response:

Producer announces
product availability

Consumer requests
product

Producer delivers product
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8.12.1 Product Request Message

A Product Request Message is a service request that is issued to a data product provider by an application requesting
the distribution of product information.

Table 8-/44—8.171: Product Request Message Summary

Sender A C2MS compliant application requesting product data from a product data service
Intended Usage by Sender Request
Receiver A product data service provider
Intended Usage by Receiver Process request for product data
What Specifies attributes to describe the requested product(s)
When On demand
Examples

An application requests the distribution of product(s)
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8.12.1.1 Product Request Message Subjects

Table 8.172: Produc

Request Message Su_b'|ect Naming
SSt::de;td Domain Elements Mission Elements Message Elements Miscellaneous Elements
ES |l;l:nz(:,tt fiscai%;\ DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP | SUBTYP ME1 ME2 | ME3 ME4 | ME5 ME6
. domain 1 domain 2

cs_]_g:::f\tt coMs | —system | —system | [mission] | P&l | se | REQ | PROD _ggﬁ;ﬁ,gﬁgﬁy

I sgecmc sgec_ific -COMPONENT]
Bamolefor | cpys | powt | powe | mssn | cnst | sart | Rea | erop | userio
—"—Exg:‘n d':rf” CcaMs pomi | pom2 | mssN | cnst | sami | REQ | PROD PP5
Eﬁ’e";ei'ie’:’ | caws DOM1 DOM?2 : : SAT1 | REQ | PROD PLOTGEN
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Table 8.173: Properties of the Miscellaneous Elements for the Product Request M je

=)

Miscellaneous Element | Required / Optional | Description | Field in Msg, if applicable |
MET Required GCompenent-name-of Resporder DESTINATION-
COMPONENT
s
ME2 Not-used

Optional component name of
Service Provider

(Responder) (See Section DESTINATION-

ME1 Optional 6.4.3.2 C2MS REQ COMPONENT from header
Message Type regarding
optionality)
Examples

Two components, USER10 and PLOTGEN interact with the Product Request Message.

USER10 (Data Requestor/Stbsertber/CHent) sends a request to PLOTGEN the-preduet(Product
Provider/Publisher/Server:).

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.PROD.PLOTGEN
PLOTGEN subseribe-subjeettoreeetvefilters for the Product Request Message.
C2MS.*.* * * * REQ.PROD.PLOTGEN

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ. *.PLOTGEN (PLOTGEN will receive any REQ
message)

8-11-14.28.12.1.2 Product Request M ge HeaderPre-defined Field Values

The abbreviated Fable-8—+45-belowtable below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Product Request Message, including both message and message
header fields.

Fable-8-145—Table 8.174: Product Request Message HeaderPre-defined Field Values

Field Name Value Notes
HEADER- Version Number for this
VERSIONMessage | 2049C2 | message-description
Header.SPECIFICA MS
TION
Message I I S S
Header. MESSAGE- REQ RESP, orMSG
TYPE
Message Unigue message-identifier;
Header.MESSAGE- | PROD | fixed-for C2MS-Standard
SUBTYPE Messages
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Field Name Value Notes ' Deleted Cells

Please refer to
Table 8-3 Message
o
‘ on =2026.0
complete
definition-=CONTEN
T-VERSION
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8-114-1-38.12.1.3

Product Request Message Contents

Figure-8-30-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Product Request
Message with its required and optional fields.

C2MS M

-CONTENT-VERSION : F32

C2MS Request Message
{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYP!

-REQUEST-ID : GUID

Product Request Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE
Message Header MESSAGE-SUBTYPI PROD,
CONTENT-VERSION == 2026.0}

REQ,

-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-REQ-STRING : String [0..1]
-NUM-OF-INPUT-FILES : U16
-PROD-NAME : String [0..1

-PROD-TYPE : String
-PROD-SUBTYPE : String

-URI : String [0..1]
“NAME-PATTERN : String [0..1]
-FORMAT : String [0..1]
-VERSION : String [0..1]

— |sizE: U32(0.1]

-PROD-DESCRIPTION : String [0..1]

-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16
-RESPOND-VIA-MSG : String = {MSG.PROD, RESP.PRQOD}
-DELIVER-VIA-REFERENCE : Boolean [0..1] = false
-DELIVER-VIA-INCLUDE : Boolean [0..1] = true

Message Header
Custom Field
0.*

-PROD-SUBTYPE-SUBGATEGORY | Froduct Subtype Subcategory

-n.NAME : String

0.

Input File

-n.URI : String [0..1]
JINPUT-FILE |-n.NAME-PATTERN : String [0..1]

Message Header

o+ |-1.DESCRIPTION - String [0..1]
= |-n.FORMAT : String [0..1]

-n.VERSION : String [0..1]

-n.SIZE : U32 [0..1]

-n.DATA : Binary [0..1]

Required Fields

Product Request Message
-MESSAGE-TYPE: String = REQ

~CONTENT-VERSION : F32 = 2018.0
-PROD-TYPE : String = {AAA, AUTO, FD, MAS, PAS, SC, TAC)
-PROD-SUBTYPE : String
-RESPOND-VIA-MSG : String = {MSG.PROD, RESP.PROD} ~ | AUTO=Automation,
-REQUEST-ID : U16

PROD-TYPE
q - AAA=Archive and Assessment,

FD=Flight Dynamics,

MAS=Modeling and Simulation,
PAS=Planning and Scheduling,
SC=Scripting Control,

Optional Fields

TAC=Telemetry and Emmmand

-START-TIME : Time
-STOP-TIME : Time
-REQ-STRING : String
“NUM-OF=INPUT-FILES : U16
-INPUT-FILE.n.URI : String

-INPUT-FILE.n.DESCRIPTION : String
=INPUT-FILE.n.FORMAT : String

-MESSAGE-SUBTYPE: String = PROD

-INPUT-FILE.n.VERSION : String
-INPUT-FILE.n.SIZE : U32
-INPUT-FILE.n.DATA : Binary
-PROD-NAME : String
-PROD-DESCRIPTION : String
-NUM-OF-PROD-SUBTYPES : U16
-PROD-SUBTYPE.n.NAME : String
-DELIVER-VIA-REFERENCE: Boolean
-DELIVER-VIA-INCLUDE : Boolean
-URI: String

-NAME-PATTERN : String

-FORMAT : String

-VERSION : String

-SIZE : U32

=INPUT-FILE.n.NAME-PATTERN : String

Figure-8-30———Fiqure 8.38: Product Request Message Diagram
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TFable-8146-belowThe following table describes additional field names, values, and notes for the Product
Request Message.
Fable-8-146——Table 8.175: Product Request Message Additional Information
Field Name Type Presence Value Value/Description | Deleted Cells
?/%’;Ts’llzg; 2049F32 R 2026 Version Numbernumber for this message conter nserted Cells
REQUEST-ID GUID R ID to identify the request message Inserted Cells
START-TIME Time 0 Requested start time for the scope of the produg™=—="~
STOP-TIME Time 0 Requested stop time for the scope of the produc. 'serted Cells
Spesific-toFor application use as defingd by the ' Inserted Cells
REQ-STRING String [0} query;-a-seript-expressionDirectivedirective strir co
provider. _Ta— Inserted Cells
NUM}?{EQ PUT- u16 R 0+ Indicates the number of files included |n this req( |nserted Cells
URI specifying the location where the file of the product is stored - “n” starts at “1”. Either INPUT-
INPUT-FILE.n.URI String D FILE.n.URI or INPUT-FILE.n.DATA (blit not bott |nserted Cells
INPUT-FILES > 0.
INPUT-
FILE.n.NAME- String [0} Describes the file name. Not used if INPUT-FILE.n.DATA is present.
PATTERN
INPUT-
FILE.n.DESCRIPTI String 6] Description of the file in text or xml
ON
INPUT- Strin 0 Deseribes-the-file-format-For applicatign use. This field describes the file format as agreed upon
FILE.n.FORMAT =tind = between the producer and consumer gf this message.
INPUT- ) . . .
FILE.n.VERSION String [0} Identifies the version ID of the file
INPUT- U32 0 KB Size of the included file
FILE.n.SIZE LIL ~ Inserted Cells
INPUT- Bina D The-file-contentThe file content. Either|INPUT-F|-= = HPLax INDLIT EILE o DATA [k aakhathl st
FILE.n.DATA = be present for each input file when NUM-OF-INF_Inserted Cells
PROD-NAME String [0] Name of the product
PROD- ) . .
DESCRIPTION String [0} Description of the product in text or xrrrl
PROD-TYPE ValueString Dezﬁgpt{ Product type being requested. (See IJ»bleA‘Z—PredueLGa{egeﬁes} jes)-Table A.2: Product Categories).
Archive and
AAA Cedeieie
e S e
0 EliahiC -
Modeling-and
MAS | Sismulation
PAS anmiRg a ¢
Scheduling
SG Seripting Gontrol
Telemetry-and
A Command
Producttype
and-subtype Product subtype being requested.
i See Table A-2; Product
PROD-SUBTYPE being s R G( ‘eqories Inserted Cells
Fable-A-2 Table A.2: Product Categories). Inserted Cells
Lo
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NUM-OF-PROD-
SUBTYPESSUBT
YPE-
SUBCATEGORIES

10

Number of further delineations /
categories beyond the product
subtype. Also, used as msg
subject elements MES, MEBG, etc.
in Product Message.

PROD-SUBTYPE-
SUBCATEGORY.n
.NAME

String

1o

First subcategory of the product
subtype. (Subject elements MES5,
MESB, etc. of the Product Message)
- “n” starts at “1”. This field is
required for each PROD-
SUBTYPE-SUBCATEGORY

specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.

RESPOND-VIA-
MSG

String
(Enumeration)

120

Value Description

Product

‘MSG.PROD” | ,, o

Product
Response
Message

“RESP.PROD”

Indicates the message to use to
deliver the product.

ngte:iéewl tha raqiiact
7 1

request

it differentrequest-messages

g
avethesa e-valuerthe equStSa epraceme t,eSe, Hs-a-hew

DELIVER-VIA-
REFERENCE

0Boolean

FalseO

Indicates if the product will be
referenced by a URI in the
message specified above. Defaults
to False. DELIVER-VIA-
REFERENCE and DELIVER-VIA-
INCLUDE are mutually exclusive.
One or the other, but not both,
must be True.

DELIVER-VIA-
INCLUDE

0Boolean

Indicates if the product is to be
included in the message specified
above. Defaults to True. DELIVER-
VIA-REFERENCE and DELIVER-
VIA-INCLUDE are mutually
exclusive. One or the other, but not
both, must be True.

URI

String

Location where the requesting
component is asking for the
product file(s) to be stored. Could
be a web address, directory, or
folder specification, Required if
DELIVER-VIA-REFERENCE is
True. Not used otherwise.

NAME-PATTERN

String

(@]

Describes the file name. Not used
if DELIVER-VIA-INCLUDE is True.

FORMAT

String

(e}

Describes-the-file formatFor
application use. This field specifies
the requested format of the
resulting product file(s) as agreed

348
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upon between the producer and
consumer of this message.

IdentifiesSpecifies the requested
version ID of the resulting product
file(s)

(e}

VERSION String

Maximum size ef-thein Kilobytes
for each resulting product file
KB acceptable-to-the-requester-Size Inserted Cells

SIZE U2

(o]

Eoran-explanation-on-how-The RESPOND-VIA-MSG field allows the START-FIME-and- STOP-FHVE
oo e Dl b D L Lo D e sne Do sa e

requestor to specify if the product data should be provided directly in a single Product Response

Message
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or in a pattern of Product Response Message—SabjeeesMessages (with status, but no products) and a series of Product Messages.

TFable-8147—The Product Request Message indicates whether the requestor expects to receive files containing the requested product contents contained
within the resulting messages (DELIVER-VIA-INCLUDE) or at an accessible location (DELIVER-VIA-REFERENCE, URI and optional NAME-PATTERN).
Note that DELIVER-VIA-INCLUDE and DELIVER-VIA-REFERENCE (with its associated URI and optional NAME-PATTERN) are mutually exclusive. In
either case, FORMAT, VERSION, and SIZE all refer to the requested product files to be delivered.

The Product Request Message may include "input files" containing precursor products used in the generation of the requested products. These input files each
have either a reference to an accessible location (via URI and the optional NAME-PATTERN) or directly-contained DATA. The DATA field and URI (with its
associated optional NAME-PATTERN) are mutually exclusive. The input file's FORMAT, VERSION, and SIZE fields refer to the contents of each input file.

START-TIME and STOP-TIME fields can be expressed in absolute (UTC) time or relative time. For an explanation on how these fields could be used, see Table
8.11: Pass-Related Occurrence Types.

For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-SUBCATEGORY .n.NAME should be used, see
Section 6.3.8 Hierarchical Product Names — Type, Subtype, and Subcategories.

The Product service provider should take care not to allow a database query, script expression, or other executable string in REQ-STRING as this would
create an exploitable security concern. Specifically, the service requestor would thereby be able to provide an expression to be executed directly on the service
provider at the service provider's level of privilege. Instead, REQ-STRING should only be used to convey some keyword to the service provider to indicate the
type of action to be performed.

8.12.2 Product Response Message-Subject-Naming

A Product Response Message is sent by an application in response to a Product Request Message. The Product Response Message provides acknowledgment of
the Product Request Message and a status of processing the request toward completion. A series of Product Response Messages may be required in the case
where the processing of the action is not immediate. An example of this would be an orbit determination calculation. In this event, an interim or interactive
“working” type response message would be issued to let the requesting application know that the action is still being processed.

The Product Response Message may contain the resulting product(s) or the product(s) may follow in one or more Product Messages.

Please see Section 6.4.3.3 C2MS RESP Message Type for a general discussion of response messages.

Table 8.176: Product Resgc nse Message Summary

5[ Do [ Missi | yessage Elementsh Miseclansous Eleme
Send | u | mai | on | ooy ot
er bj| n | Elem application that

e | Ele | ents
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St] ts Request Message
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A
d
ar
d
DIDIMI[(C|SIF | S| M | M MMM M
O|O|IS|(O|AJY | U|E1 E2|E|E|E |E
Subject Elementintended | Speci- NN g' NIRN R 31419 |6
Usage by Sender ficationReply R e
N [N
1|2
iy i|le|[JR|P |IC |t
o|le]m|oe|sJE|R Je at
m|m|lis|n|la]lS|O |m |us
ai |[ai]si|st|f§]P|D |pe
Al Ao |é ne
112]Ak At
- | - ti y
comspplicatio | | 5| | 8 o=
Subject-ContentReceiver n that issued the :t ; A )
original request el e TA
m | m PS
s | s 5
PP =]
e | e
6 | e
fi | fi
g l¢
D|DIM|C|SJR| P Y 1
G2MSReceive O|O]S|N|AJE | R]SE
pondorintended Usa0e DY | esponse mimls|s|tls|o]|rs
— 1| 2|N|2 4P| D
Example for Publisher/ G2MSAcknowled | B | By M |G |SJR | PRP] S| ¢
SenderWhat gment and O|O]S|NJAJE|R]EC
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1. An application provides product information directly in response to a request for product(s)

2. An application responds to a request for product(s) by providing product gathering status in Product

e Examples

Response Message(s). followed by one or more Product Messages
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8.12.2.1 Product Response Message Subjects

Table 8.177: Product

Response Messaqe Sub'|ect Naming

Subleet | pomain Elements Mission Elements Message Elements Miscellaneous Elements

Sublect | Spect | powait | pomain | mission | const |saT | 1ve | susrve ME1 ME2 ME3 | ME4 | MES | MES

. domain 1 domain 2
Subject ~ ~ L constell [DESTINATION- [RESPONSE-
Content C2M5 system | —system | [mission] | Togon " | lsafl | RESP | PROD | “m5ynoNENT) STATUS]

specific] spec_n‘lc

—"—Exgg‘m:z:“ C2MS DOM1 poM2 | MssN | cnst | saT1 | Resp | PROD USER1 |
—"—Exg?m:‘;f” CoMS DOM1 DOM2 MSSN | cnst | SAT1 | REsP | PROD SCHED 1
—"—E’S‘e"c‘ei'jefr"' CoMS DOM1 DOM2 * * sat1 | Resp | proD JOE .
354
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Table 8.178: Properties of the Miscellaneous Elements for the Product Response Message

Miscellaneous Required / - . T . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Required | SAUS ype supplied by RESPONSE-STATUS
Responder
Examples

Two components, the Scheduler (SCHED) (the Data Requestor~Sabsertber/Client) and FD (the Data
Provider/Publisher/Server) interact with the Product Response Message.

FD sends a response message to the Scheduler (SCHED)
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED. 1 or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED. 4
SCHED subseribes-to-reeeivefilters for the Product Response Message.
C2MS.*.* MSSN.*.* RESP.PROD.SCHED=>.* or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED->.*

8.11.2.28.12.2.2 Product Response Message HeaderPre-defined Field Values

The abbreviated Table-8-149-belowtable below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Product Response Message, including both message and message
header fields.

Fable-8-149——Table 8.179: Product Response Message HeaderPre-defined Field Values

Field Name Value Notes
HEADER- Version-Numberfor this
VERSIONMessag 2019C2 message-deseription
g MS
Header.SPECIFIC -

ATION

Message Message-type-identifier:
Header.MESSAG RESP | REQRESP-orMSG
E-TYPE

Message Unigue message-identifier:
Header.MESSAG PROD | fixed-for G2MS-Standard
E-SUBTYPE Messages

Command and Control Message Specification™ (C2MS™) V16
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Field Name

Value

definition-CONTE
NT-VERSION

—2026.
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8.11.2.38.12.2.3 Product Response Message Contents

Figure-8-3+-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Product Respons
Message with its required and optional fields.

C2MS Message
-CONTENT-VERSION : F32

¥ Message Header
Custom Field
0.*

C2MS Response Message

{Message Header.SPECIFICATION == C2MS,

Message Header MESSAGE-TYPE == RESP} RESPONSE-STATUS
-REQUEST-ID : GUID 1=Acknpwledgemeflt,
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6} &+ — _ _ =Working/Keep Alive,
-FINAL-RESPONSE : Boolean [0..1] — — — _|3=Successful Completion,
-TIME-COMPLETED : Time [0..1] 4=Failed Completion
-RETURN-VALUE : 132 [0..1] 5=Invalid Request,

6=Final Message

The use of "6=Final Message"
has been DEPRECATED

Product Response Message
{Message Header.SPECIFICATION
Message Header. MESSAGE-TYP!
Message Header. MESSAGE-SUBTYP!
CONTENT-VERSION == 2026.0}
-PROD-NAME : String [0..1]
-PROD-DESCRIPTION : String [0..1]

-PROD-SUBTYPE-SUBCATEGORY [ Product Subtype Subcategory |
0.* [-n.NAME : String

-PROD-TYPE : String File
-PROD-SUBTYPE : String - Stri |
L -FILE/|-n.URI : String [0..1]
-REQUEST-ID : GUID -n.NAME-PATTERN : String [0..1]
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16 0.* |-n.DESCRIPTION : String [0..1]
-PROD-MSGS-TO-SEND : U16 [0..1] -n.FORMAT : String [0..1]
-NUM-OF-FILES : U16 | -n.VERSION : String [0..1]
-n.SIZE : U32 [0..1]
-n.DATA : Binary
Required Fields RESPONSE-STATUS
TFaz- 1=acknowledgment,
-CONTENT-VERSION : F32 = 2018.0 . :
-RESPONSE-STATUS : 6= {1,2,3.4,58} o — — —{2=working’keap afive,
-PROD-TYPE : String = {AAA AUTO,FD.MAS, PAS,5C, TACH 3= moasshl complafion,
-PROD-SUBTYPE : Sting “ sl complstion,
-REQUEST-ID : U16 N f;:i':"_j‘mg:‘-
N
s
“
N
Optional Fields
-TIME-COMPLETED : Time PROD-TYPE
-RETURN-VALUE : 132 AdA=Archive and Asses
Product Response Message -PROD-NAME : String mno-mnpn:nnn‘ el
-MESSAGE-TYPE : String = RESP PROD-DESCRIPTION : String FD=Flight Dynamics,
-MESSAGE-SUBTYPE: String = PROD -NUM-OF-PROD-SUBTYPES : U16 MAS=Modeling and Simulation,

-PROD-SUBTYPE.n.NAME : String
-PROD-MSGS-TO-SEND : U186
=NUM-OF-FILES : U18
-FILE.n.URI: String
-FILE.n.NAME-PATTERN : String
=FILE.n.DESCRIPTION : Siring
-FILE.n.FORMAT : String
-FILE.n.VERSION : String
=FILE.n.SIZE : U32

-FILE.n.DATA : Binary

PAS=Planning and Scheduling,
'SC=S8cripting Control,
TAC=Telemetry and Command
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Figure- 8-3/——Fiqure 8.39: Product Response Message Diagram

Fable-8150-belowThe following table describes additional field names, values, and notes for the Product

Response Message.

Fable-$-150——Table 8.180: Product Response Message Additional Information

Field Name Type P—I:ize Value Value/Description Votes
?/%NRTSII:([)\‘IE 2019F32 R 2026 Version Numbernumber for this message content description
REQUEST-ID GUID R This figld’s value is to be the same as the REQUEST-ID in the
R — associated REQ message.
Valu -
e Description
1 Acknowledgem
ent
9 Working /
Keep Alive
RESPONSE- 116 3 Successful Identifies the status of the Product Request Message that was
STATUS Enumer R Completion processed. The use of 6=Final Message is deprecated. See
ation) 4 Failed 6.4.3.3 C2MS RESP Message Type.
Completion
5 Invalid
Request
DEPRECATE
6 D Final
Message
FINAL- When True, indicates the last message in the response
RESPONSE Boolean [0} sequence. Defaults to False. See 6.4.3.3 C2MS RESP Message
- Type.
TIME- ) ) - ) .
COMPLETED Time 6] Time application completed processing the request_in UTC
RETURN- Return value or status based on the RESPONSE-STATUS.
132 0 Used to provide function call status or error code in the case of
VALUE ; . . ;
failed-completiona Failed Completion.
PROD-NAME String 0 Name of the product
PROD- ) . .
DESCRIPTION String [0} Description of the product in text or xml
ValueStri | DoS¢f Echo of the PROD-TYPE field from the Product Request
PROD-TYPE iption
ng R rmessageMessage.
AAA Archive and Analysis
AUTO | Automation
D Eliaht D -
PAS Planning-and-Seheduling
sC Serinting C
TAC Telemetry-and-Command
o P .
PROD-SUBTYPE and sublype R requestod. {See Table A2
being Product-Gategeries):Echo of the
requested. £CNO O 1
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PROD-SUBTYPE field from the

2. Product Product Request Message.
GCategories)Str
ing
el
Number of further delineatiohs /
NUM-OF-PROD- categories beyond the prodyct
SUBTYPESSUBTYPE- u16 R 0+ subtype. Also, used as msg
SUBCATEGORIES subject elements MES, ME6) etc.
in Product Message.
First subcategory of the product
subtype. (Subject elements ME5,
MEB, etc. of the Product
PROD-SUBTYPE- String D Message) - “n” starts at “1”. [This
SUBCATEGORY.n.NAME = field is required for each PRPD-
SUBTYPE-SUBCATEGOR
specified by NUM-OF-PROD)-
SUBTYPE-SUBCATEGORIES.
Indicates the number of Proguct
Messages that will be
publishedsent out to satisfy the
PROD-MSGS-TO-SEND u16 [0} 0+ PROD REQ. Avalie of “4" ban
be-used-to-indicate-“Unknown™|f
unknown, do not include thig field.
Indicates the number of files|
NUM-OF-FILES u16 R 0+ included in this response
message.
. URI specifying the location where
FILE.n.URI String 9 the file of the product is storgd
FILE.n.NAME-PATTERN String 0 Describes the file name
FILE.n.DESCRIPTION String 0 )I'Z)rilscrlptlon of the file in text or
Describes the file format.For
application use. This field
) describes the file format as
FILE.n FORMAT String o agreed upon between the
producer and consumer of this
message.
FILE.n.VERSION String 0 Identifies the version ID of the file
FILE.n.SIZE U32 0 KB Size of the included file
The file content - “n” starts af “1”.
FILE.n.DATA Binary D This field is required for each file

when NUM-OF-FILES > 0.

Note: The C2MS Product Message and Product Response Messages are used for a single product, that is, one
product per message. The Product Response and Product Messages allow for multiple files per product.

Fable-815+—For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-
SUBTYPE-SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type

Subtype, and Subcategories.
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Table 8.181: Meaning of RESPONSE-STATUS and RETURN-VALUE with Recommended Actions

User
Specified RESPONSE- RETURN-VALUE URI Action
STATUS
the URI
2 Product was generated and placed Requestor should retrieve file
N Successful (The only . , ;
h in URI chosen by responder at responder’s URI location
meaningful value)
v Successful 1 Product was generated and placed Requestor should retrieve file
in URI specified by requestor at the specified URI
Product was generated but placed Requestor should retrieve file
Y Successful 2 in alternate URI chosen by at responder’s URI location
responder
Product exceeded maximum
YorN Failed 3 requested file size or the default
maximum file size

8-11-38.12.3 Product Message

The Product Message can be used by itself or in conjunction with the Product Request and Product Response
Messages. When the Product Message is used by itself, it can contain a notification of product availability or contain
the product itself. This is dependent upon the system design and mechanism chosen for product delivery.

Table 8.182; Product Message Summary
SenderService : AA C2MS Step-+ Step-2 Step-3 Deleted Cells
- compliant product data service Message Message Message
Intended Usage by Sender Notify Deleted Cells
Announce Publi Product Deleted Cells
Product sh Message: Option-1-Consumer-can-retrieveApplication interested in product Deleted Cell
AvailabilityRe Option-2: Consumer-must request productdata eleted tells
ceiver Deleted Cells
E;g_e;‘y Centains-information-about-newReceive product data Deleted Cells
Receiver nofification messages Deleted Cells
Deliver Publish
ot Et. Product M ge:information from the product data
y service provider
What
When When product data becomes available for consumption by interested components
Ceontainsprodust
DeliverAvailable ProductRequest:
Respense
Reguest Consumerreguests
produst
360
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Examples

1. A product data service provider produces an unsolicited notification message with product data

2. A product data service provider produces a notification message containing product information as part of §
stream of data
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8-1413-18.12.3.1

Product Message Subjects

Table $-£53—8.183: Product Message Subject Naming

Subject Domain Elements Mission Elements Message Miscellaneous Elements
Standard Elements
Subject Seci- | nomant | pomainz | mission | const | sat | tve | SUBTY | wmes ME2 ME3 ME4 | ME5 | ME6 | ME7
Element fication P
[Compon [requ
Subject CoMs [f"’sr;‘satg‘nj [f‘;r;‘;'g mz misson] | 0581 | oo | s | prop 8ol | ppoD- | [PROD- | [PROD- | (sce | (see mei
Content specific] specific] ation] JCOMP NAME] TYPE] | SUBTYPE] | notes) | notes) %
ONENT 2=
D]
Example for 316U
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG PROD FD DAY304 FD ORBEVT FILL FILL D]
Sender
Example for 26U
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG PROD FD MAN55 FD MAN D]
Sender
Example for 46U
Subscriber/ C2MS DOM1 DOM2 * * SAT1 | MSG PROD FD * FD ORBEVT * * D]
Receiver
Examplefor | -)yc DoMt | DOM2 s + | saT1 | mse | ProD | FD * FD | ORBEVT | * L
Receiver — || — D]
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Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957¢
1a29ec4¢7d50" or similar.
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Table 8-+54——8.184: Properties of the Miscellaneous Elements for the Product Message

Miscellaneous Required / Used For Descriotion Field in Msg, if
Element Optional P applicable
. PublishingProduci | Component name of COMPONENT from
MET1 Required ng Component PublisherSender header
ME2 Required Product Name The Name of the product PROD-NAME
Categorization of the Product
. Product Type or type. (See Table-A-2-Product
ME3 Requied | opass CategoriesTable A. 2: Product PROD-TYPE
Categories).
ME4 Required Product Subtype Sub-categorization of the Product PROD-SUBTYPE
or Subclass Type. See above.
ME5 As necessa Product Subtype Sub-categorization of the PROD- | See “MES5 and ME6” note
Y Subcategory 1 SUBTYPE below.
MEG6 As necessary Product Subtype Sub-categorization of the above See "MES and ME" note
Subcategory 2 below.
MET Optional | Request ID s ated wih orignal REQUEST-ID

MES5 and MEG6 note: The subject elements ME5-ME6MET and so-0/MEG are used to categonze and sub-

delineate the products

The interested component may not

always know the ME2 element (PROD-NAME) or the number of subject elements used beyond the basic
categorization of product type (ME3) and product subtype (ME4). In this case, the subseriberinterested component
should filter using a wildcard (*) for the ME2 element and open end (>) the subject elements beyond ME4.

Examples

The Data Provider/Publisher/Server sends out the unsolicited Product Message with the following subject:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.FD.ORBEVT.FD.OE

The Requestor/Subseriber/Client subseribes-to-reeeiveThe interested component filters for a Product

Message categorized with a product type and subtype. It wildcard’s the ME] and ME? fields of component and
product name (PROD-NAME), respectively.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.*.* . FD.OE-—>.+ or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.FD.ORBEVT.FD.OE.PERAPTIME=>. +

FD — Component name of product publishefproducer

ORBEVT —PROD-NAME of the product

FD — Product Type (FD = Flight Dynamics)

OE — Product Subtype (OE = Orbital Event)

PERAPTIME - A subtype of OE. PERAPT IME refers to a product that contains the perigee and apogee
times of the orbit.

364
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8-14-3-28.12.3.2

Product M

ge HeaderPre-defined Field Values

The abbreviated Table-8-155-belowtable below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Product Message, including both message and message header

fields.

Fable-8-155——Table 8.185: Product Message HeaderPre-defined Field Values

Field Name

Value

Notes

HEADER-
VERSIONMessag

ATION

e
Header.SPECIFIC

2019C
2MS

- ot

Message
Header. MESSAG

E-TYPE

MSG

Message
Header. MESSAG
E-SUBTYPE

PROD

definition-CONTE
NT-VERSION

|'o‘

366
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8.11.3.38.12.3.3 Product Message Contents

Figure-8-32-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Product Messagel

C2MS Message
-CONTENT-VERSION : F32

Message Header

Custom Field

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Product Message
{Message Header SPECIFICATION == C2MS, -
Message Header. MESSAGE-TYPI
Message Header MESSAGE-SUBTYPE
CONTENT-VERSION

-FINAL-MESSAGE : Boolean [0..1]

-TIME-COMPLETED : Time [0..1]

The following fields have been DEPRECATED:
- RESPONSE-STATUS

- TIME-COMPLETED

- RETURN-VALUE

- PROD-MSGS-TO-SEND

-RESPONSE-STATUS : 116 [0.1] = {12,345 6} PROD-SUBTYPE SUBCATEGORY [ Prouct Subtype Subcatagary |

-PRODUCT-CREATION-TIME : Time [0..1]
-RETURN-VALUE : 132 [0..1]
-DELIVER-VIA-REFERENCE : Boolean [0..1]
-DELIVER-VIA-INCLUDE : Boolean [0..1]
-PROD-MSGS-TO-SEND : U16 [0..1]
-PROD-SEQ-NUM : U16 [0..1]
-PROD-NAME : String [0..1
-PROD-DESCRIPTION : String [0..1]
-PROD-TYPE : String

0.* ‘-n,NAME String |

File
FILE[.n.URI : String [0.1]

-PROD-SUBTYPE : String

-REQUEST-ID : GUID [0..1]
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16
-NUM-OF-FILES : U16

with its required and optional fields.

0.* |-N.NAME-PATTERN : String [0..1]
-n.DESCRIPTION : String [0..1]
-n.FORMAT : String [0..1]
-n.VERSION : String [0..1]
-nSIZE - U32 [0.1]

-n.DATA : Binary

367v1.2.
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Mess: Heade B
Required Fields RESPONSE-STATUS

-CONTENT-VERSION : F32 = 2018.0

-RESPONSE-STATUS: 116 = {1,2,3.4,5,6} 4 — _|2=working/keep alive,
-PROD-TYPE : String = {AAA AUTO,FD,MAS,PAS, SC, TACH 3=successful completion,
-PROD-SUBTYPE : String 4=failed completion,

~ S=invalid request,

-REQUEST-ID : U18

* |B=final message

~
Optional Fields. T
Product Message ~FINAL-MESSAGE : Boolean AMA=Archive and Assessment,
‘ = -TIME-COMPLETED : Time AUTO=Automation,

MESSAGE-TYPH: Sring = M3G fe——-RETURN-VALUE : I32 FD=Flight Dynamics,
-MESSAGE-SUBTYPE: String = PROD -DELIVER-VIA-REFERENCE : Boolean MAS=Modsling and Simulation,
-DELIVER-VIA-INCLUDE : Boolean PAS=Planning and Scheduling,

-PROD-MSGS-TO-SEND : U16 SC=Scripting Control,
-PROD-SEQ-NUM : U16 TAC=Telemetry and Command

-PROD-NAME : String
-PROD-DESCRIPTION : String
-NUM-OF-PROD-SUBTYPES : U6
-PROD-SUBTYPE.n.NAME: String
-NUM-OF-FILES : U186
-FILE.n.URI : String
-FILE.n.NAME-PATTERN : String
-FILE.n.DESCRIPTION : String

Figure-8-32———Fiqure 8.40: Product Message Diagram

Table-8-156-belowThe following table describes additional field names, values, and notes for the Product
Message.

Fable8456—
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Table 8.186: Product M

ge Additional Information

Field Name

Type Presence

Value

Value/Description |

Deleted Cells

CONTENT-
VERSION

2049F32 R

2026

Version Numbernumber for this me;

pSage Con' |nserted Cells

FINAL-MESSAGE

ValueBoolean Descript
on0

When trueTrue, indicates the last message in

Inserted Cells

0 No/False

1 Yes/ True

DEPRECATED
RESPONSE-
STATUS

116
(Enumeration) =

Value

Description

Acknowledgement

Working / Keep Alive

Successful
Completion

Failed Completion

g W (N

Invalid Request

Final Message

Identifies the status of the
Product Message that was
processed. Nete-Even-though-a
not be able to be successfully
generated—In-this-caseThis field
has been deprecated. Use the

following-concept of
RESPONSE-STATUS and

FINAL-RESPONSE in the
Product Response Message

Completion.
Only-required-for RESP, instead.

See note following the end of
this table.

DEPRECATED
TIME-COMPLETED

Time

(e}

Time application created the
product.in UTC. This field has
been deprecated. Use
PRODUCT-CREATION-TIME,
instead. See note following the
end of this table.

PRODUCT-
CREATION-TIME

Date/Time the product was
created.

DEPRECATED
RETURN-VALUE

Return value or status based on
the RESPONSE-STATUS. Used
to provide function call status or
error code in the case of failed
completiona Failed Completion.
This field has been deprecated.
See note following the end of
this table.

DELIVER-VIA-
REFERENCE

Descrioti

ValueBoolean a0

Indicates the product is
referenced by a URI. A product
can be included in a message,
referenced by a URI, or both.

0 No/False

4 Yes/ True

DELIVER-VIA-
INCLUDE

No/

0Boolean FalseO

Indicates the product is included
in this message. A product can
be included in a message,
referenced by a URI, or both.

1+ | YestTrue
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DEPRECATED
PROD-MSGS-TO-
SEND

C
=
(2]

0+

Indicates the number of Product
Messages that will be
publishedsent out to satisfy the
PROD REQ. This field has been
deprecated. See note following
the end of this table.

PROD-SEQ-NUM

(e}

Indicates which message this is
in the sequence of Product
Messages that constitutes a
product

PROD-NAME

Name of the product

PROD-
DESCRIPTION

IO |O

Description of the product in text
or xml

PROD-TYPE

ValueString

eaR

Category of product. Ceuld
be(See Table A.2: Product
Categories).

If this Product Data Message is
the result of a Product Request
echo of the PROD-TYPE field
from the Product Request
messagethat request.

PROD-SUBTYPE

Subcategory of the product.
Ceuld-be(See Table A.2:
Product Categories). If this
Product Data Message is the
result of a Product Request
echo of the PROD-SUBTYPE
field of the-Product Request
Messagefrom that request.

REQUEST-ID

(o]

This field's value is to be the

same as the REQUEST-ID in
the associated REQProduct

Request Message, if this

message-is produced as a
result of a request.

NUM-OF-PROD-
SUBTYPESSUBTY
PE-
SUBCATEGORIES

£

170

Number of further delineations /
categories beyond the product
subtype. Also, used as msg
subject elements MES, MES,
etc. in Product Message.

PROD-SUBTYPE-
SUBCATEGORY.n.
NAME

String

1o

First subcategory of the product
subtype. (Subject elements
ME5, MEG, etc.) — “n” starts at
“1". This field is required for
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Command and Control Message Specification™ (C2MS™) ¥1-0v1.2.1

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells

Inserted Cells



each PROD-SUBTYPE-
SUBCATEGORY specified by
NUM-OF-PROD-SUBTYPE-
SUBCATEGORIES.
Indicates the number of files
NUM-OF-FILES 0+U16 R included in this respense
messageProduct Message.
URI specifying the location
FILE.n.URI String 0 where the file of the product is
stored — “n” starts at “1".
F"E,i?.r’\éng String 0 Describes the file name
FILE.n.DESCRIPTI String 0 Description of the file in text or
ON = xml
Describes-the file format-For
application use. This field
) describes the file format as
FILE.n FORMAT String o agreed upon between the
producer and consumer of this
message.
FILE.n.VERSION String 0 %(:sntlfles the version ID of the
FILE.n.SIZE u32 [0 KB Size of the included file
The file content - “n” starts at
. “1”. This field is required for
FILE.nDATA Binary D each file when NUM-OF-FILES
>0.
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Note: A number of fields in the Product Message that related to the response semantics of the
Request/Response/Notify Message Exchange Pattern have been deprecated as of C2MS 1.2. These previously
included fields properly belong to the Product Response Message but do not belong in the Product Message since
the latter may be generated without a Request/Response.

For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-
SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories.

8-128.13 Simple Service Messages (DEPRECATED)

The Simple Service Messages have been deprecated and will be removed in a future release of C2MS. The new
OMG Generic Service Messages should be used, instead (see Section 9.2 OMG Generic Service Messages). This is
for the purpose of moving away from some constructs such as the dual-use of the DESTINATION-COMPONENT
field as well as the dual-use of the Simple Service Request Message as either a service request or a completely
unrelated notification. At present, these messages are retained as-is in C2MS for backward compatibility.

In many service-oriented designs, a one-to-one message exchange will occur between the consumer and producer of
a service. -That is, the consumer will make a request of the producer of the product or service, and the producer will,
in turn, reply with a response. -Many such message exchanges are possible using a complementary pair of Request
and Response type messages. The pair of Simple Service Messages is a general mechanism for the invocation of a
service from one component to another. -Software components wishing to expose or make certain services available
to other components can utilize this general mechanism for that purpose.

The Simple Service Messages are similar in nature and function to the Directive Messages. -Where the Directive
Request Message will use a keyword or text string to request some functionality of a component, the Simple Service
Request Message will make a service request by name, number, and/or operation. -It will also pass in any parameters
that are required. The Simple Service Messages do not provide for files to be included in the messages though a
block of data can be returned in the Simple Service Response message—Message. Also, it is expected that the
number of services offered by a component will be small enough so that name or number can easily identify them.

The intention of the Simple Service Messages is to allow a component to offer a small number of simple services to
other components and the system in general. They are not meant to provide a comprehensive service framework.
Simple Service Messages are not intended to provide permanent access to service capabilities, but rather, to provide
a way for onboarding new service capabilities quickly. The process of maturing service-providing components
should include establishing their own component-specific interfaces, leaving behind the use of Simple Service
Messages. Services are expected to be provided locally and not across domains, thereby allowing (or requiring) for
all provided services to be uniquely named within the immediate service area. Thus, any component could request
any service, by name, offered by another component, if authorized, within the local domain. Because a service name
may be used as a subject name-clement (MET) it must follow the same syntax as elements in a message subject.

8.13.1 Simple Service Request Message (DEPRECATED)

The Simple Service Request Message has been deprecated and will be removed in a future release of C2MS. The
new OMG Generic Service Request Message or OMG Generic Service Data Message should be used, instead, for
purposes previously assigned to the Simple Service Request Message (see Section 9.2 OMG Generic Service

Messages).

A Simple Service Request Message is a service request that is issued to one application from another. A service
request may also be input from a user through a GUI or command line, or as part of the internal logic of a
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component. Services could also be grouped together in a procedure (or proc), an executable schedule, or other such
orchestration techniques. |
As components become less coupled, they may tend to offer or provide more services and thus enable more rapid
software development with orchestrated modules. The Simple Service Request Message will request the invocation
of a single service from a single component.

8-12.118.13.1.1 Simple Service Request Message Subjects

In most request/response message-exchange-patternsMessage Exchange Patterns, the ME] element is used to
identify the requestor and responder of the request. -With the Simple Service messages, the ME! element may also
be used to identify the service.

That is, the unique name of the service (following the syntax of the message subject name-elements) is inserted into
element ME].- When the name of the service is inserted into the ME/ element, the message subject elements TYPE
SUBTYPE, and ME! would appear as follows:

.. REQ.SERV.[SERVICENAME]
and
.. RESP.SERV.[SERVICENAME] ...

The above syntax shows the message subject for a service request message and service response message. -In servicle
terminology, the requestor is known as the consumer of the service and the responder is known as the producer or
provider. This message subject syntax allows the consumer to request a service without knowledge of the name of
the component providing the service. -The provider of the service should respond in kind using the service name in
the ME] element. -As should be obvious, the producer must subseribefilter not only tefor messages subjects using
MEI asa component name, but also to message subJects usmg ME] as a serv1ce name. Jf—aﬂmgleqsm

Services are expected to be provided locally and not across domains, thereby allowing for all provided services to be
uniquely named within the immediate service area. If the service cannot be uniquely named within the service area,
then the ME1 and ME?2 elements can be employed together to uniquely identify all services, similar to the mission-
satellite and message type-subtype pairings. -The ME2 element will serve as the general subject matter or group, andl
the ME! element will identify the service, uniquely named, within that group.

Since a service name may be used as a subject name-clement it must follow the same syntax as elements in a
message subject. -See Section 6:2:26.2.3 Format of C2MS Subjeet NamesMessage Subjects.

In order to distinguish service names from component names, naming conventions may be established. For

example, all services could be named as ““S_ NNNN”, and/or all components could be named “C_NNNN”.
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Table 8-1572——.187: Simple Service Request Message Subject Naming

Command and Control Message Specification™ (C2MS™) V1-0v1.2.1

Sst::fizcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject _Spe.ci- DOMAIN1 | DOMAIN2 | MISSION | CONST SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 | ME5 | ME6
Element fication
. . DESTINATION-
Wsumestmmmmmwmmmmﬁ lservice | foperat
specific] specific]

Examplefor

Publisher/ c2MS Dom4 DOM2 MSSN CNSt SAT4 | REQ SERV FD DAY304 ED

Sender
Examplefor

Publisher/ G2MS Dom4 DOM2 MSSN GCNSt SATH | REQ SERV FD MANS55 ED

Sender
Examplefor
Subseriber/ G2MS Dom4 DOM2 * * SATt | REQ SERV =) B B
Receiver
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) . DESTINATION-

. domain 1 | [domain 2 SERVIC i
Content | 8 [ zswtem | —swem | msont | EPL | e [ mea | semv | SREDET | e | BRI
—_ specific specific Wl GROUP

E"%% cous | pomt | pom2 | mssy | cnst | satt | Rea | sERv FD DAY304 FD
Ex%:% C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ ERV FD MANS55 FD
E’%‘M covs | pomt | Dpowm2 s + | samt | REQ | SsERV FD : FD
eceiver
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Table 8-+58———8.188: Properties of the Miscellaneous Elements for the Simple Service Request Message
Miscellaneous Element Required / Optional Description Field in Msg, if applicable

Component name of DESTINATION-

ME1 Required producer, or name of the COMPONENT from header;
service or SERVICE-NAME

l croup-th ‘;,."‘;lnfst’ ) A

Functional area, subject

ME2 Optional matter, or group to which the | SERVICE-GROUP
service belongs

ME3 Optional Name of the operation within | 5 5e A TiON-NAME
the service

\ ME4— | Notused | | |

The ME?2 and ME3 elements serve as a two-element pair to uniquely identify all services, similar to the mission-
satellite and message type-subtype pair. -Should the name of the service not be unique, the ME2 element can be
utilized to avoid ambiguity.

Examples:
Two components, APP4 and APP1, interact with the Simple Service Request Message.- APP4 sends a Simple
Service Request Message to APP1.

APP4 subject to send a Simple Service Request for a particular service to APP1:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.APP1

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEA (using the service name convention
in MET)

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEA.GROUPB (using the optional
service name convention of ME! and ME?2)
C2MS.DOM1.DOM2.MSSN.CNSl.SATl.REQ.SERV.SERVICEA.GROUPB.OPERATIONl(uﬁngaﬂ
the ME elements)

APPlmessage-subjeet subseriptionto-reeetve APP] filters for a request for a particular service using the service
name convention in ME] (assumes all services are uniquely named):
C2MS.* . * % % * * % SERVICEA=>.+

APP1 message-subject-subseription-to-reeeivefilters for a request for a particular service when service names are not
unique, using the ME[ and ME?2 elements.
C2MS.*.* % % * * % SERVICEA.GROUPB+>.+

APPlmessagesubject subseriptiontoreceive APP filters for a request for a particular operation within a service by
using all the subject elements.
C2MS.*.*x * * * * * SERVICEA.GROUPB.OPERATION1

A PPl messace-subieetsub 1HoR-to—+
b s suoject-suoserptionto+

service naming convention is not used:
C2MS.*.* . * . * * REQ.SERV.APP1.+

iveAPP1 filters for requests for any of its provided services when the

APP1 subjects to receive all requests for any of its services:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.APPl-—>.+
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C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.SERV.SERVICEA—>. +
C2MS.*.* . * * * REQ.SERV.SERVICEB—>.+

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.SERV.SERVICEC—>. +
and so on for each service.

8142.4-28.13.1.2

Simple Service Request M

ge HeaderPre-defined Field Values

The abbreviated Table-8-159table below shows the required values of the MESSAGE-TYPE-and
MESSAGE-SUBTYPEnamed fields for the Simple Service Request Message, including both message and
message header fields.

Table 8-+59——8

189: Sim

le Service Request Messac

e HeaderPre-defined Field Values

Field Name

Value

Notes

HEADER-
VERSIONMessag

ATION

€
Header.SPECIFIC

2019C
2MS

- or i

Message
Header. MESSAG

E-TYPE

REQ

Message
Header. MESSAG
E-SUBTYPE

SERV

definition-CONTE

NT-VERSION

|'c>|
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8.12.14-38.13.1.3 Simple Service Request Message Contents

Eigure-8-33-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Simple Service
Request Message with its required and optional fields.

Required Fields

-CONTENT-VERSION : F32 = 2012.0
-RESPOMSE : Boolean
-REQUEST-ID : U16

Optional Fields_

-USER : String
-SERVICE-NAME : String
-SERVICE-VERSION: String
-SERVICE-NUMBER: 116
Simple Service Request Message -OPERATION-VERSION : String
“MESSAGE-TYPE= REQ -NUM-OF-PARAMS : U16

E = -PARAM.n.NAME: String

e i -PARAM.n.VALUE: Variable
=PRIORITY : 16 = {1,2,3} & — _ |PRIORITY
-REQUESTED-EXECUTION-TIME : Time 1=nominal,
-REQUESTED-EXPIRATION-TIME : Time imlum.

Dependent Fields

-OPERATION-NAME : String
-OPERATION-NUMBER : 116

C2MS Message

-CONTENT-VERSION : F32

Simple Service Request
Message has been
DEPRECATED

C2MS Request Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ} 4

-REQUEST-ID : GUID

Simple Service Request Message

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYP
Message Header MESSAGE-SUBTYPE SERV _PARAM Simple Service Parameter
CONTENT-VERSION == 2026.0} .
0.* |-n.NAME : String [0..1]

-RESPONSE : Boolean " |-n.VALUE : Variable [0..1]
-USER : String [0..1]
-SERVICE-NAME : String [0..1]
-SERVICE-GROUP : Sring [0..1]
-SERVICE-NUMBER : 116 [0..1]
-SERVICE-VERSION : String [0..1]
-OPERATION-NAME : String [0.1]
-OPERATION-NUMBER : 116 [0..1] ':_RL'OR'TY
-OPERATION-VERSION : String [0..1] _ —|1=Low.
-NUM-OF-PARAMS - U16 - 2=Medium,
-PRIORITY : 16 [0..1] = {1,2,3} = — 3=High
-REQUESTED-EXECUTION-TIME : Time [0..1]
-REQUESTED-EXPIRATION-TIME : Time [0_1]
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Figure 8-33———8.41: Simple Service Request Message Diagram

TFable 8160-below

The following table describes additional field names, values, and notes for the Simple Service Request Message.

Table 8-/60———8.190: Simple Service Request Message Additional Information

Field Name Type Presence Value Value/Description |
(;'g\é-glzg; 2019F32 R 2026 Version Numbernumber for this message content descr
Value Description
RESPONSE 0 No / False Indicates if a response is required
1 Yes/ True
ID to identify the request message—if
REQUEST-ID GUID R
RESPONSE Boolean R Indicates if a response is required
Which user/werkpesitionwork-
USER String 6] position/proc/schedule the message is
coming from
Name of the service offered by a
component. Note that if the SERVICE-
. . NAME is being used in the Message
SERVICE-NAME String 9 Subject (ME1), then the SERVICE-NAME
field must conform to the specialized
String type, Subject Token String.
Number-of the-serviceFunctional area
subject matter, or group to which the
service belongs. Note that if the
SERVICE- Strin 0 SERVICE-GROUP is being used in the
NUMBERGROUP =ting = Message Subject (ME2), then the
SERVICE-GROUP field must conform to
the specialized String type, Subject Token
String.
SERVICE- )
NUMBER 116 0 Number of the service
SERVICE- : . )
VERSION String 6] Version of the service
OPERATION- . Name of the operqtlon within the specified
NAME String D service. An operation name or number
may be specified, but not both.
Number of the operation within the
OT\EJRI\fEIIIEORN 116 D specified service. An operation name or
number may be specified, but not both.
OPERATION- Strin 0 Version of the operation within the
VERSION =ting = specified service
NUM-OF- U16 R Number of parameters included within the
PARAMS — - service request
PARAM.n.NAME String 0 Name of the parameter_- “n” starts at “1".
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Value of the parameter; Component must
PARAM.n.VALUE Variable 0] ascertain the data type before accessing
the value (e.g., with a function call)
Value Description
PRIORITY 116 0 1 NominalLlow | Indicates processing priority, if applicable.
(Enumeration) = 2 Medium Default: 2 (Medium).
3 High
REQUESTED-
EXECUTION- Time [0} Absolute (UTC) or relative time can apply
TIME
REQUESTED-
EXPIRATION- Time 0 Absolute (UTC) or relative time can apply
TIME

Services may evolve over time, and services may offer a number of variations or operations for a particular service.
A service may be identified by name or number. The requestor may choose either option. If there are a number of
operations for that service, then the requestor must specify which operation, by name or number is being requested.
When service and operation parameters are not specified, the default will be the first service and first operation
within that service as determined by the provider.

The Simple Service Request Message can be used to:

1. Request a service

2. Provide an unsolicited service

To request a service and receive a response via the Simple Service Response Message, the requestor must mark the
RESPONSE field as true—True.

The Simple Service Request Message can also be used to provide an unsolicited service. -That is, an application can
provide a set of data to other applications automatically, without them having to issue a request.- The service
provider simply populates the “Parameters” fields of the Simple Service Request Message with the data to be
published—sent out. The application can also identify the service in the “Service Information” fields. -Additionally,
the provider of the unsolicited service will publishproduce the message with the name of the service in the ME]
element of the message subject. -Applications wanting to avail themselves of the service will subseribe-tefilter for
the message subject for that service.

As an example, at the conclusion of a pass, an application will automatically provide a description of the pass that
includes the start and stop times, the collection point, and the satellite. -This data can be inserted into the
“Parameter” fields along with the service name, say, ‘PASSDESC”, in the “SERVICE-NAME?” field. -Also, the
“RESPONSE?” field is set to false-False. Then the message is publishedsent out with ‘PASSDESC” in the ME!
element of the message subject. -Applications wishing to receive this pass description data automatically can easily
subseribe-tefilter for this message and receive all pass descriptions whenever they are publishedsent out.

Note that for unsolicited services, the Simple Service Request Message will be sent with a “Publish”message

Simple-Serviee ResponseNotify Message Exchange Pattern.
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8.13.2 Simple Service Response Message (DEPRECATED)

The Simple Service Response Message has been deprecated and will be removed in a future release of C2MS. The
new OMG Generic Service Response Message should be used, instead (see Section 9.2 OMG Generic Service

Messages).

A Simple Service Response Message is sent by an application in response to a Simple Service Request Message.
The Simple Service Response Message will provide acknowledgment of the Simple Service Request Message, a
status of the action completed, and any data to be returned. -A series of Simple Service Response Messages may be
required in the case where the processing of the action is lengthy. -An example of this would be a complex
mathematical calculation using a large volume of data.- In this event, an interim or interactive “working” type
message would be issued to let the original application know that the action is still being processed. Please see

Section 6-36.4 E2MS-Messages:-Their Characteristies-and-InteractionsC2MS Messages: Their Characteristics and

Interactions for a general discussion on these types of messages.
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Simple Service Response Message Subjects
Table 8£6-—.191: Simple Service Response Message Subject Namin

Sst:r?iji\itd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaINt | DOMAINZ | MissioN | consT | sAT | TYp | suTyp ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
Subject ldomaint | fdomain2 | | Loy pesTNaTioN- | [RESPO
M%wwwmmwwms‘fis

specific] | specifie] oF-service-name}

Examplefor
Publisher/ | G2Ms pomt | pom2 | mssn | onNst | saTt | Rese | sERv FD DAY304
Sender
Examplefor
Publisher/ | G2ms pomt | pom2 | mssn | onst | saTt | Rese | sERv FD MANS5
Sender
Examplefor
Subscriber/ |  C2Ms DOMt | DOM2 s x satt | Rese | serv D .
Receiver
382
382
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DESTINATION-

. domain 1 domain 2
Subject coms | Zsystem | —system | [mission] | SN | (ean | Resp | serv | COMPONENT | [RESPONS
Content specific specific ation or SERVICE- E-STATUS]
specific] | - specific] NAME]
E"%ﬂz% CaMs pomt | pom2 | MssN | cnst | saTt | REsP | SERV FD 2
E"%:% CoMs powt | pom2 | Mmssn | const | saTt | REsP | sERv FD 3
E’:Qﬂ".'eﬂ C2Ms DOM1 DOM?2 . + SAT1 | RESP ERV FD :
ecelver
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Table 8-+62——8.192: Properties of the Miscellaneous Elements for the Simple Service Response Message

Miscellaneous Required / Description Field Origination in Msg, if
Element Optional applicable
DESTINATION-COMPONENT
VE1 Required Component name of consumer | from header, or
or name of service “SERVICE-NAME” from content
of Request msg
Status type supplied by “RESPONSE-STATUS” from
ME2 Required Responder content of Respenseresponse
message
Examples:

Two components, APP4 and APP1, interact with the Simple Service Response messageMessage. APP1 sends a

Simple Service Response Message to APP4.

APP1 subject to send the Simple Service Response to APP4:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.SERV.APP4.1 or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.SERV.SERVICEA.1

APP4 subscribes to r

1

HS

wi-filters for Simple Service Response Messages:

C2MS.DOM1 . DOM2 . MSSN.CNS1.SAT1.RESP.SERV.APP4~—>, * or
C2MS.*.* . * . * % RESP.SERV.APP4->.*

8-12:2.28.13.2.2

Simple Service Response Message HeaderPre-defined Field Values

The abbreviated Table-8—+63table below shows the required values of the MESSAGE-TYPE-and

MESSAGE-SUBTYPEnamed fields for the Simple Service Response Message, including both message and
message header fields.

Table 8-763———8.193: Simple Service Response Message HeaderPre-defined Field Values

Field Name

Value

HEADER-
VERSIONMessage
Header.SPECIFICAT
ION

2049C2M
S

Message
Header.MESSAGE-
TYPE

RESP

Message
Header. MESSAGE-
SUBTYPE

SERV

Pleasereferto-Table
8-3 Message Header
Additional
Informationfora

complete
definition.CONTENT-
VERSION

—2026.0

384
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8.12.2.38.13.2.3 Simple Service Response Message Contents

Fable-8-34-belewThe following figure shows a UML ebjeet-diagram-Class Diagram of the Simple Service
Response Message with its required and optional fields.

Fpquizyct Fipkts. RESPONSE-STATUS
CONTENT-VERSION : F32 = 2018.0 1=acknowledgment,
-RESPONSE-STATUS: 116 = {1,2,34,56H- — — |2=working/keep alive,
_REQUEST-ID : U18 3=successful completion,

4=failed completion,

S=invalid request,
6=final message

Optional Fields

Simple Service Response Message TIME-COMPLETED : Time
“MESSAGE-TYPE: Header Sting= RESP __ fe—| Igﬂﬁ Bg;::";”E 3l
MESSAGE-SUBTYPE: Header String= SERY :

C2MS Message
-CONTENT-VERSION : F32

Message Header
y RESPONSE-STATUS
0.* Custom Field 1=Acknowledgement,

2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,

C2MS Response Message

{Message Header. SPECIFICATION == C2MS, — el

Message Header MESSAGE-TYPE == RESP} e NS Sl
-REQUEST-ID : GUID _ - - The use of "6=Final Message"
-RESPONSE-STATUS : 116 = {1,2,3.4,5,6} L has been DEPRECATED

-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Simple Service Response
__|Message has been
DEPRECATED

Simple Service Response Message -
{Message Header. SPECIFICATION == C2MS, [~
Message Header. MESSAGE-TYPE RESP,
Message Header MESSAGE-SUBTYP! SERV,
CONTENT-VERSION == 2026.0}
-SERVICE-NAME : String [0..1]
-DATA : Binary [0..1]

Figure 8-34———8.42: Simple Service Response Message Diagram

Fable-8—164-belowThe following table describes additional field names, values, and notes for the Simple Servic
Response Message.

Table 8-764——8.194: Simple Service Response Message Additional Information

Field Name Type Presence Value Value/Description | \ Deleted Cells

CONTENT- 2019F32 R 2026 Version Numbernumber for this message coj Inserted Cells
VERSION

REQUEST-ID uD R 'Ir;]rgzsf;el(eis value is to be the same| as the RE Inserted Cells

— [ussaic, Inserted Cells

R Value | Description
Inserted Cells
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Acknowledgement

Identifies the status of the Simple Service being processed. The use of 6=Final

Working/keep Message is deprecated. See 6.4.3.3
aliveKeep Alive C2MS RESP Message Type.
Successful
RESPONSE- 116 completionCompletion Inserted Cells
STATUS (Enumeration) Failed
completionCompletion
Invalid Request
DEPRECATED _ Final
M Je
REQUEST- his-field'svalue-isto-be-the same-as-the REQ a-th
IBEINAL- Boolean 0] message-When True, indicates the last mes hserted Cells
RESPONSE Defaults to False. See 6.4.3.3 C2MS RESP Iviessaye 1ype.
TIME- Time 0 Time application completed processing the Simple Service in UTC
COMPLETED — =
RETURN-VALUE 132 0 Returnl value or status pased on the RESPONSE-STATUS. Provides additional
status information particular to the request.
Name of the service offered by a component. Note that if the SERVICE-NAME is
SERVICE-NAME String 0] being used in the Message Subject (ME1), then the SERVICE-NAME field must
conform to the specialized String type, Subject Token String.
DATA Binary o Additional data that may accompany the res| |nserted Cells
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8-138.14 Navigation Data Messages

Within the CCSDS recommended standards there are definitions for various telemetry messages and formats
(frames and packets). Fhe-C2MS includes a corresponding message set to encapsulate the CCSDS telemetry
message definitions. (Additionally, C2MS includes other types of non-CCSDS telemetry messages.) See Section
8-68.7 Real-Timetime Telemetry Data Messages.

Currently, CCSDS has defined a set of six navigation data messages for attitude, orbit, and tracking data. It is
expected that these types of definitions will grow in number. Fhe-C2MS will follow a similar course of action with|

the navigation data messages as it has with the telemetry messages. As a result,-the C2MS will be able to provide
support for the existing set of navigation data messages and be extensible in anticipation of accommodating
additional navigation data messages.

There are three basic types of CCSDS Navigation Data Messages (NDM).

e Attitude Data Message (ADM)
®  Orbit Data Message (ODM)
® Tracking Data Message (TDM)

ADMs are used to convey spacecraft attitude information. These can include:

e  Attitude Parameter Message (APM) — Consists of instantaneous attitude state and optional attitude
maneuvers.

o  Attitude Ephemeris Message (AEM) — Consists of a history/forecast of the attitude of the object that can bg
interpolated to ascertain the attitude of the object at other times.

ODMs are used to convey trajectory information. These can include:

®  Orbit Parameter Message (OPM) — Consists of a single state vector at a given time that represents the
trajectory of the object.

®  Orbit Mean-Elements Message (OMM) — Consists of a single object at a specified epoch expressed in meap
Keplerian elements.
e Orbit Ephemeris Message (OEM) — Consists of a history/forecast of state vectors that can be interpolated t
ascertain the trajectory of the object at other times.
TDMs are used to convey a variety of tracking data used in the orbit determination process.

For example:

® Doppler and range radiometrics in a variety of tracking modes
®  Very-long-baseline Interferometry (VLBI) data, antenna pointing angles, etc.

The CCSDS ravigation-data-messagesNavigation Data Messages are summarized in the following table
below.

Table 8-+65———8.195: CCSDS Navigation Data Messages
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specific time range

single message

Message Contents Purpose CCSDS CCSDS Doc.
Document No.
Suitable for exchanges that
Attitude Parameter Attitude state for single ;Zaséehilrjrt]zr:?r:?;:;?ésr 2)
Message (APM) object at single epoch do ot require high fidelty | .. o 504.0-8-1
dynamic modeling Melsl;aeesa a
9 (05/2008)
Attitude Ephemeris Attitude state for single 1S)u gifolfnzgz?(;r;?zgﬁﬁ;hrﬁéh
Message (AEM) object at multiple epochs fidelity dynamic modeling
Suitable for exchanges that
Orbit Parameter Position and velocity of a 1) are automated and/or
Message (OPM) single object at a specified have human interaction; 2)
g epoch do not require high fidelity
dynamic modeling
Suitable for exchanges that 502.0-B-2
Orbit Mean-Elements Specifies orbital 1) are automated and/or Orbit Data '
Message (OMM) characteristics of a single have human interaction; 2) Messages (11/2009)
9 object at a specified epoch do not require high fidelity
dynamic modeling
Position and velocity of a .
. . h i . Suitable for exchanges that
Orbit Ephemeris single obj_eq at m_ultlple. 1) automated: 2) reqire high
Message (OEM) epochs within a single time S f .
fidelity dynamic modeling
range
Tracking data for one or Convey a variety of tracking 503.0.B-1
Tracking Data Message | MTe tracking participants at | data used in the orbit Tracking Data -
9 g multiple epochs within a determination process in a Message (11/2007)

CCSDS Navigation messages can be exchanged in one of two formats: keyword value notation (KVN) and XML,
the “eXtensible Markup Language”. XML is a better format for specifying the ASCII-based data in the messages.

The schema for these types of messages can be found at the CCSDS web site public.ccsds.org in the document
“XML Specification for Navigation Data Messages (CCSDS 505.0.B-1, 12/2010). Additionally, other non-CCSDS
navigation data messages may be exchanged. These messages could be in ASCII format, binary, or even a raw

tracking data stream.

Attitude data messages are used to transfer spacecraft attitude information between cooperating entities. They can be
used for preflight planning and tracking, tracking and attitude operations, attitude propagations and predictions.

Orbit data messages are used to transfer spacecraft orbit information between cooperating entities. They can be used
for preflight planning and tracking, scheduling tracking support, orbit propagation, orbit reconstruction, collision
avoidance analysis, and maneuver planning and assessment.
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Tracking Data Messages are used to exchange spacecraft tracking data between space agencies, between centers
within a space agency, between systems within a center, and other types of interfaces. Some examples of the data
within a Tracking Data Message are uplink frequencies, range, Doppler, antenna angles, clock parameters, and
meteorological data.

Note:

o For NavigationData-messages-navigation data message subjects, see Section 843-7148.14.7.1
Subjeets-for Navigation Data-MessagesSubjects for Navigation Data Messages.

e For NavigationDatanavigation data message header values, see Section 8-43-7-28.14.7.2 Headerfo
NavigationDataMessagesPre-defined Field Values for Navigation Data Messages.
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8-13-18.14.1 Attitude Parameter Message

The content of the C2MS Attitude Parameter Message contains a CCSDS APM (or another format) and is used for

transferring APMs. Attitude information within the Attitude Parameter Message contains the state of a single object
at a specified epoch. The APM provides information for use in modeling finite maneuvers. Solar radiation pressure
can be modeled when accompanied with an Orbit Parameter Message.

The NDM-TYPE field of the Attitude Parameter Message Contents is set to CCSDS-APM or APM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of APMs. The SFTREAM-MODE
field-is-used-to-elassify-the-operational- mode-of the APM-The mode of the APM can be either real-time (RT), replay
(RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission and vehicle to
identify the specific activity that is occurring during the mission. The FORMAT field indicates whether the APM is
in XML, keyword value notation, raw, or binary format.

8:13.1:18.14.1.1 Attitude Parameter Message Subjects

For Attitude Parameter Message subjects, see Section 8143-71-Subjeetsfor NavigationData

Messagess.14.7.1 Subjects for Navigation Data Messages.

8:13-1.28.14.1.2 Attitude Parameter Message Header

For Attitude Parameter Message header values, see Section 8-13-7-28.14.7.2 Header for NavigationData

Mess—&geSPrc—dcﬁncd Field Values for Navigation Data Messages.
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8143:14-38.14.1.3

Attitude Parameter Message Contents

FEigure-8-35-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Attitude
Parameter Message with its required and optional fields.

Required Fields_

Message Header

-CONTENT-VERSION : F32 = 2018.0
i il

RO T

R
-STREAM-MODE : String = {RT,RPY,SIM, TESTR
-FORMAT : String = {KVN, XML RAW BIN}

Optional Fields

-MESSAGE-TYPE: Header String= MSG
-MESSAGE-SUBTYPE: Header String= NDM

-NDM-SUBTYPE : String
Attitude Parameter Message = -FINAL-MESSAGE : Boolean
-CREATION-TIME : Time
-ACTIVITY-ID : String
-ORIGINATOR : String
-OBJECT-NAME : String
-OBJECT-ID : String
-DATA : Binary

C2MS Message

-CONTENT-VERSION : F32
=

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
Fa3

Attitude Parameter Message
{Message Header.SPECIFICATION
Message Header MESSAGE-TYPE
Message Header. MESSAGE-SUBTYPE
CONTENT-VERSION == 2026.0}

-NDM-TYPE : String = {CCSDS-APM,APM}
-NDM-SUBTYPE : String [0..1]

-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML,RAW BIN,Customn}
-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

-STREAM-MODE : String = {RT,RPY,SIM,TEST} g

Message Header
0 Custom Field

STREAM-MODE

RT=real time,
RPY=replayiplayback,
SIM=simulator,
TEST=test/data generator

STREAM-MODE
RT=real time,

SIM=simulator,

RPY=replay/playback,

TEST=test/data generator

—| The use of STREAM-MODE to designate a message

- as anything other than Real-time (RT) is strongly

discouraged in a large formal enterprise.

Figure 8-35———8.43: Attitude Parameter Message Diagram

Table-8-166-belowThe following table describes additional field names, values, and notes for the Attitude

Parameter Message.

Table 8-766———8.196: Attitude Parameter Message Additional Information
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Field Name Type Presence Value NotesDescription
CONTENT- Version Numbernumber for this
VERSION e R 2026 message content description
NDM-TYPE String R {{CCSDS-APM, APMj} '\Pﬂessag? CK/Ttains o Agitouggs
- . R -APM, arameter Message in
(Enumeration) or another format
Descriptor of the type / kind of
. . the contents of the APM. E.g.
NDM-SUBTYPE String 0 [miscellaneous] Attitude state info, Euler angle
rates, or spacecraft parameters
Value Description Identifies the mode of the
RT Real-time stream of messages as either
RPY Replay Real-time, Replay, Simulator, or
SIM Simulator Test._The use of STREAM-
String TEST Test/Data Generator | MODE to designate a message
STREAM-MODE (Enumeration) R as anything other than Real-time
(RT) is strongly discouraged in a
large formal enterprise. See
STREAM-MODE Usage Caution
in Section 6.3.7.
When trueTrue (and known,
FINAL- Descripti especially for replay data),
MESSAGE ValueBoolean on0 indicates the last message in the
stream.
0 No/False
4 Yes/True
Time the Navigation-Data
CREATION-TIME Time (6] Messagenavigation data
message was created in UTC.
. Specifies the activity occurring
ACTIVITY-ID String o within the mission
. Creating agency. E.g-., GSFC-
ORIGINATOR String o FDF, GSOC, JPL, JAXA etc.
OBJECT-NAME String [0] Spacecraft name
OBJECT-ID Strin [0] Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
XML: eXtensible Markup
String Language,

FORMAT (Enumeration) R HKVN, XML, RAW, BIN, Custom} Raw, or Bin (binary}). If another
format is used, specify 'Custom’,
here, and designate the format
in CUSTOM-FORMAT.

Used to designate a format not
available in the enumerated list,
above. To do this, use 'Custom'’

% String D for the FORMAT and specify the

— name of the custom format here.
This field is required when
FORMAT is set to 'Custom'.
Attitude Parameter Message

DATA Binary 0] contents — see Table-8-
465Table 8.195: CCSDS
392
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Navigation Data Messages for
reference to CCSDS format.

8-13-28.14.2 Attitude Ephemeris Message

The content of the C2MS Attitude Ephemeris Message is a CCSDS AEM (or another format) and is used for
transferring AEMs. Attitude information within the Attitude Parameter Message contains the state of a single object|
at multiple epochs within a specified time range. The AEM provides information for use in dynamic modeling of
various kinds of torques such as solar pressure, magnetics, and atmospheric torques.

The NDM-TYPE field of the Attitude Ephemeris Message Contents is set to CCSDS-AEM or AEM for non-CCSD§
formats. The NDM SUBTYPE is a strmg that descrlbes one of the many types of AEMs. The- STREAM-

vt—The mode of the AEM can be either
real time (RT) replay (RPY) s1mulat10n (SIM), or test (TEST) The ACTIVITY-ID is used in conjunction with the
mission and vehicle to identify the specific activity that is occurring during the mission. The FORMAT field
indicates whether the AEM is in XML, keyword value notation, raw, or binary format.

8:13.2.18.14.2.1 Attitude Ephemeris Message Subjects
For Attitude Ephemeris Message subjects, see Section 8-13-#1+Subjeetsfor NavigationData

Messages:8.14.7.1 Subjects for Navigation Data Messages.

8:13:2.28.14.2.2 Attitude Ephemeris Message Header

For Attitude Ephemeris Message header values, see Section 8-143-7:28.14.7.2 Headerfor NavigationData

MessagesPre-defined Field Values for Navigation Data Messages.
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8.13.2.38.14.2.3 Attitude Ephemeris Message Contents

FEigure-8-36-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Attitude
Ephemeris Message with its required and optional fields.

== =
=CONTENT-VERSION : F32 = 2018.0

—]-NDM-TYPE : String = {CCSDS-AEM AEM)} STREAM-MODE

SFRES —Srmr={RT AP TEST- — |RT=realtime,
-FORMAT : String = {KVN, XML, RAW,BIN} :IF;YWP\EWDIayback.

TEST=test/data generator

Optional Fields

-NDM-SUBTYPE : String

-FINAL-MESSAGE : Boolean

-CREATION-TIME : Time
Attitude Ephemeris Message -ACTIVITY-ID : Siring

-MESSAGE-TYPE : Header String= MSG RRIGINATOR : Siring

-MESSAGE-SUBTYPE: Header String= NDM FOBMECTNAME : String

-OBJECT-ID : String
-DATA : Binary

C2MS Message

-CONTENT-VERSION : F32 Message Header
fa)
Custom Field
0.*

C2MS Notification Message

{Message Header SPECIFICATION == C2ZMS,
Message Header MESSAGE-TYPE == MSG}

fa)
STREAM-MODE
RT=real time,
RPY=replay/playback,
Attitude Ephemeris Message SIM=simulator,

{Message Header SPECIFICATION == G2MS, JESISE=istageneraton

Message Header MESSAGE-TYPE == MSG,

Message Header MESSAGE-SUBTYPE == NDM, The use of STREAM-MODE to designate a message

i as anything other than Real-time (RT) is strongly
CONTENTVERSIGNI== 2026.0) — 7 |discouraged in a large formal enterprise.
-NDM-TYPE : String = {CCSDS-AEM,AEM} -
-NDM-SUBTYPE : String [0..1] .

-STREAM-MODE : String = {RT,RPY ,SIM, TEST} &
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR - String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN XML,RAW BIN Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

Figure 8-36———8.44: Attitude Ephemeris Message Diagram

Fable- 8167 belowThe following table describes additional field names, values, and notes for the Attitude
Ephemeris Message.

Table 8-767———8.197: Attitude Ephemeris Message Additional Information
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Field Name Type Presence Value NotesDescription
CONTENT- Version Numbernumber for this
VERSION e R 2026 message content description
NDM-TYPE String R H{CCSDS-AEM, AEMJ} 'éler? sage'c?\;:tains an'Atgt(L;Jggs

- . R -AEM, phemeris Message in or

(Enumeration) another format

Descriptor of the type / kind of the
. . contents of the AEM. E.g-.,
NDM-SUBTYPE String o [miscellaneous] Quaternion values, spin data, and
Euler elements
Value Description |dentifies the mode of the stream
RT Real-time of messages as either Real-time,
RPY Replay Replay, Simulator, or Test.
SIM Simulator The use of STREAM-MODE to
String TEST Test/Data designate a message as anything
STREAM-MODE (Enumeration) B Generator other than Real-time (RT) is
strongly discouraged in a large
formal enterprise. See STREAM-
MODE Usage Caution in Section
When trueTrue (and known,
FINAL- Descripti especially for replay data),
MESSAGE ValueBoolean on0 indicates the last message in the
stream.
0 No/False
4 Yes/True
Time the Navigation-Data
CREATION-TIME Time (6] Messagenavigation data message
was created in UTC.
. Specifies the activity occurring
ACTIVITY-ID String o within the mission
) Creating agency. E.g. GSFC-FDF,
ORIGINATOR String o GSOC, JPL, JAXA etc.
OBJECT-NAME String [0] Spacecraft name
OBJECT-ID Strin [0] Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
XML: eXtensible Markup
FORMAT String R KKVN, XML, RAW, BINJ, Language,

(Enumeration) = Custom} Raw, or Bin (binary}). If another
format is used, specify 'Custom’,
here, and designate the format in
CUSTOM-FORMAT.

Used to designate a format not
available in the enumerated list
above. To do this, use 'Custom' for

CUSTOM: String D the FORMAT and spedify the

FORMAT

— name of the custom format here.
This field is required when
FORMAT is set to 'Custom'.

DATA Binar 0 Attitude Ephemeris Message

contents— see Fable-8-165Table
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8.195: CCSDS Navigation Data
Messages for reference to CCSDS
format-.

8.-13.38.14.3 Orbit Parameter Message

The content of the C2MS Orbit Parameter Message contains a CCSDS OPM (or another format) and is used for
transferring OPMs. Orbit information within the Orbit Parameter Message contains position and velocity
information about a single object for a specific epoch. The OPM provides information for use in modeling
maneuvers, atmospheric drag, and other predictive calculations.

The NDM-TYPE field of the Orbit Parameter Message Contents is set to CCSDS-OPM or OPM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of OPMs. The STREAM-MODE

i i i —The mode of the OPM can be either real-time
(RT), replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction with the mission
and vehicle to identify the specific activity that is occurring during the mission. The FORMAT field indicates
whether the OPM is in XML, keyword value notation, and raw, or binary format.

8.13.3:18.14.3.1 Orbit Parameter Message Subjects
For Orbit Parameter Message subjects, see Section 843-7+Subjeetsfor Navigation Data

Messagess.14.7.1 Subjects for Navigation Data Messages.

8:13-3:28.14.3.2 Orbit Parameter Message Header

For Orbit Parameter Message header values, see Section 843-728.14.7.2 Header for NavigationData
MessagesPre-defined Field Values for Navigation Data Messages.
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8.13.3.38.14.3.3 Orbit Parameter Message Contents

Figure-8-37-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Orbit Parameter
Message with its required and optional fields.

age Header Required Fields
~CONTENT-VERSION : F3Z = 2018.0

"NOWFTYPE  SUmg = [CCoD s UPTL Py |
-STREAM-MODE : String = {RT RPY,SIM TESTH- —
-FORMAT : String = {KVN, XML RAW,BIN}

STREAM-MODE
— — |RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

Optional Fields

-NDM-SUBTYPE : String
-FINAL-MESSAGE : Boolean
Orbit Parameter Message -CREATION-TIME : Time
-MESSAGE-TYPE : Header String = MSG -ACTIVITY-ID : String
-MESSAGE-SUBTYPE: Header String = NDM -ORIGINATOR : String
-OBJECT-NAME : String
-OBJECT-ID : String

-DATA : Binary

C2MS Message
-CONTENT-VERSION : F32

pay Message Header
C2MS Notification Message 0.+ W

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
[AY

STREAM-MODE
RT=real time,
RPY=replay/playback,
Orbit Parameter Message SIM=simulator,
{Message Header.SPECIFICATION == C2MS, TEST=lest/data generator
Message Header MESSAGE-TYPE
Message Header MESSAGE-SUBTY!

NDM, The use of STREAM-MODE to

CONTENT-VERSION designate a message as
-NDM-TYPE : String = {CCSDS-OPM,0PM} — 7 |anything other than Real-time (RT)
-NDM-SUBTYPE - String [0..1] ! - is strongly d\sgouraged in a large
-STREAM-MODE : String = {RT,RPY,SIM,TEST} " formal enterprise.

-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML,RAW BIN, Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

Figure 8-372———8.45: Orbit Parameter Message Diagram

Table-8-168-belowThe following table describes additional field names, values, and notes for the Orbit
Parameter Message.

Table $-765———8.198: Orbit Parameter Message Additional Information

Field Name | Type [ Presence | Value | NotesDescription Inserted Cells

Inserted Cells
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CONTENT- Version Numbernumber for this
VERSION 2010E32 B 2026 message content description
NDM-TYPE String R {{CCSDS-OPM, OPM} Paacor easagn n GBSDS
- . R - , arameter Message in or
(Enumeration) another format
Descriptor of the type / kind of the
) . contents of the OPM. E.g-., state
NDM-SUBTYPE String [0} [miscellaneous] vector, Keplerian elements,
maneuvers, matrix
Value Description |dentifies the mode of the stream of
RT Real-time messages as either Real-time,
RPY Replay Replay, Simulator, or Test. The use
STREAMMODE String o SIM Simulator of STREAM—MOEE to dtﬁSith]ate a
- . R TEST Test/Data message as anything other than
(Enumeration) Generator Real-time (RT) is strongl
discouraged in a large formal
enterprise. See STREAM-MODE
Usage Caution in Section 6.3.7.
L When trueTrue (and known,
ME?S/TLI\-GE ValueBoolean Deseripti especially for replay data), indicates
on0 :
the last message in the stream.
0 No/False
1 Yes/True
Time the Navigation-Data
CREATION-TIME Time 6] Messagenavigation data message
was created in UTC.
; Specifies the activity occurring
ACTMITY-ID String 0 within the mission
. Creating agency. E.g. GSFC-FDF,
ORIGINATOR String 9 GSOC, JPL, JAXA etc.
OBJECT-NAME String 0] Spacecraft name
OBJECT-ID String [0] Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
) XML: eXtensible Markup Language,
String KKVN, XML, RAW, BINJ, T
FORMAT . R Raw, or Bin (binary}). If another
(Enumeration) Custom} format is use(d, spzzify 'Custom’,
here, and designate the format in
CUSTOM-FORMAT.
Used to designate a format not
available in the enumerated list
above. To do this, use 'Custom' for
% String D the FORMAT and specify the name
—_— of the custom format here. This field
is required when FORMAT s set to
'Custom’.
Orbit Parameter Message contents—
’ see Fable-8-165Table 8.195:
DATA Binary 0 CCSDS Navigation Data Messages
for reference to CCSDS format.
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8:-13-48.14.4 Orbit Mean-Elements Message

Orbital Mean-Elements data messages are used to transfer spacecraft orbital characteristics between cooperating
entities. The information can be used to determine future contact parameters between ground and space assets.

The content of the C2MS Orbital Mean-Elements Message contains a CCSDS OMM (or another format) and is use
for transferring OMMs. Orbital state information within the Orbital Mean-Elements Message can contain mean
Keplerian elements, spacecraft parameters, and two-line element sets of a single object for a specific epoch. The
OMM provides information for use in directing antennas and planning contacts with satellites.

The NDM-TYPE field of the Orbit Parameter Message Contents is set to CCSDS-OMM or OMM for non-CCSDS
formats The NDM- SUBTYPE isa strmg that describes one of the types of OMMs. %%@E

%ﬁm&%%eplﬁ#&%—ﬁ%nﬂa%}eﬁ{%%ﬂﬁe&%%ﬁe mode of the OMMFhe

Af"T‘l\ ITV 1D . it £l M ,l &F Fan 41 r 4l at M

éaﬁn%ehe-b%h% can be elther real- tlme (RT), replay (RPY) simulation (SIM) or test (TEST)

The ACTIVITY-ID is used in conjunction with the mission and vehicle to identify the specific activity that is
occurring during the mission. The FORMAT field indicates whether the OMM is in XML or keyword value
notation.

8:13-4-18.14.4.1 Orbit Mean-Elements Message Subjects

For Orbit Mean-Elements Message subjects, see Section 8-13-7+Subjeetsfor NavigationData

Messagess.14.7.1 Subjects for Navigation Data Messages.

8:13.4.28.14.4.2 Orbit Mean-Elements Message Header

For Orbit Mean-Elements Message header values, see Section 843-7-28.14.7.2 Headerfor Navigation Data
MessagesPre-defined Field Values for Navigation Data Messages.
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8.13.4.38.14.4.3 Orbit Mean-Elements Message Contents

Figure-8-38-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Orbit Mean-
Elements Message with its required and optional fields.

Required Fields

IeSERS Honder -CONTENT-VERSION . Fa2= 20190 STREAM-MODE
-NDM-TYPE : String = {CCSDS-OMM,OMM} RT=real time,
-STREAM-MODE : String = {RT,RPY,SIM TEST)H- RPY=replay/playback,
-FORMAT : String = {KVN, XML} SiM=simulator,

TEST:

Optional Fields

-NDM-SUBTYPE : String
-FINAL-MESSAGE : Boolean
Orbit M 53 _CREATION-TIME : Time
-MESSAGE-TYPE: Header String = MSG =ACTIVITY-ID : String
~MESSAGE-SUBTYPE: Header String= NDM ~ORIGINATOR : String
-OBJECT-NAME : String
-OBJEGT-ID : String
-DATA : String

C2MS Message
-CONTENT-VERSION : F32

Message Header

C2MS Notification Message Custom Field
{Message Header.SPECIFICATION == C2MS, 0.
Message Header. MESSAGE-TYPE == MSG}

STREAM-MODE
RT=real time,
RPY=replay/playback,

Orbit Mean-Elements Message

{Message Header.SPECIFICATION == C2MS, SIM=simulator,
Message Header MESSAGE-TYPE == MSG, TEST=test/data generator
Message Header. MESSAGE-SUBTYPE NDM,
CONTENT-VERSION == 2026.0} The use of STREAM-MODE to designate a message
-NDM-TYPE : String = {CCSDS-OMM,0MM} _ - ~ |&s anything other than Real-time (RT) is strongly
-NDM-SUBTYPE : String [0..1] - discouraged in a large formal enterprise.

-STREAM-MODE : String = {RT,RPY,SIM,TEST} ¢
-FINAL-MESSAGE : Boolean [0..1)
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML,RAW,BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : String [0..1]

Figure 8-38&———8.46: Orbit Mean-Elements Message Diagram

Table-8-169-belowThe following table describes additional field names, values, and notes for the Orbit Mean-
Elements Message.

Table 8-/69——8.199: Orbital Mean-Elements Message Additional Information

Field Name Type Presence Value NotesDescription Inserted Cells
CONTENT- Version Numbernumber for this message
VERSION 2010E32 B 2028 content description Inserted Cells
Inserted Cells
400
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String Message contains an Orbit Mean-
NDM-TYPE Enumeration) R {CCSDS-OMM, OMM}} Eol:anr?aetnts Message in CCSDS or another
Descriptor of the type / kind of the
contents of the OMM.

NDM-SUBTYPE String [0} [miscellaneous] E.g. two-line element set, Keplerian
elements, covariance matrix, or user
defined

Value Description | Identifies the mode of the stream of
RT Real-time messages as either Real-time, Replay,
RPY Replay Simulator, or Test. The use of STREAM-
String SIM Simulator MODE to designate a message as
STREAM-MODE (Enumeration) R TEST | Test/Data anything other than Real-time (RT) is
Generator strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
e When trueTrue (and known, especially
ME?QAI_GE ValueBoolean De::gph for replay .data), indicates the last
message in the stream.
0 No/False
1 Yes/True
Time the Navigation-Data
CREATION-TIME Time 6] Messagenavigation data message was
created.in UTC.
ACTIVITY-ID String 0 Spegifies the activity occurring within the
mission
. Creating agency. E.g-., GSFC-FDF,
ORIGINATOR String 9 GSOC, JPL, JAXA etc.
OBJECT-NAME String 6] Spacecraft name
OBJECT-ID String [0] Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
) XML: eXtensible Markup Language,
FORMAT [Enui%gﬁon R | HKWN, Xé‘fj'jtoﬁf\} W.BIN. | Raw. or Bin (binary). If another format is
used, specify 'Custom', here, and
designate the format in CUSTOM-
FORMAT.
Used to designate a format not available
in the enumerated list, above. To do this,
CUSTOM- String D use 'Custom' for the FORMAT and
FORMAT = specify the name of the custom format
here. This field is required when
FORMAT is set to 'Custom'.
Orbit Mean-Elements Message
. contents— see Fable-8-165Table 8.195:
DATA String o CCSDS Navigation Data Messages for
reference to CCSDS format,
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8-13.58.14.5 Orbit Ephemeris Message

The content of the C2MS Orbit Ephemeris Message contains a CCSDS (or other format) OEM and is used for
transferring OEMs. Orbit information within the Orbit Ephemeris Message contains position and velocity
information about a single object at multiple epochs within a specific time range. The OEM provides information for
use in modeling maneuvers, representing orbits, and other predictive calculations.

The NDM-TYPE field of the Orbit Ephemeris Message Contents is set to CCSDS-OEM or OEM (for non-CCSDS
formats). The NDM-SUBTYPE is a string that describes one of the many types of OEMs. The-STREAM-

i st i —The mode of the OEM can be either
real-time (RT), replay (RPY), simulation (SIM), or test (TEST).

The ACTIVITY-ID is used in conjunction with the mission and vehicle to identify the specific activity that is
occurring during the mission. The FORMAT field indicates whether the OEM is in XML or keyword value notation.

8.13.5:18.14.5.1 Orbit Ephemeris Message Subjects
For Orbit Ephemeris Message subjects, see Section 843-7+Subjeetsfor NavigationData

Messagess.14.7.1 Subjects for Navigation Data Messages.

8.13.5.28.14.5.2 Orbit Ephemeris Message Header

For Orbit Ephemeris Message header values, see Section 8-43-7:28.14.7.2 Headerfor Navigation Data
MessagesPre-defined Field Values for Navigation Data Messages.
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8.13.5:38.14.5.3 Orbit Ephemeris Message Contents

Eigure-8-39-belowThe following figure shows a UML ebjeet-diagramClass Diagram of the Orbit Ephemeris
Message with its required and optional fields.

Message Header Required Fields

[ |-CONTENT-VERSION : F32 = 2018.0

STREAM-MODE

N T oung = - | RT=real time,
-STREAM-MODE : String = {RT RPY,SIM.TESTH- — — ~|RPY=replay/playback,
=FORMAT : String = {KVN, XML} SIM=simulator,

TEST=test/data generator

Optional Fields
-NDM-SUBTYPE : String
-FINAL-MESSAGE : Boolean
Orbit Ephemeris Message -CREATION-TIME : Time

= -ACTIVITY-ID : String

-MESSAGE-TYPE: Header String= MSG -ORIGINATOR : String
-MESSAGE-SUBTYPE: Header String = NDM -OBJECT-NAME : String
=OBJECT-ID : String
-DATA : String
C2MS Message

-CONTENT-VERSION : F32

FAY —i Message Header
—{ Custom Field
C2MS Notification Message 0.*

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

T N\
STREAM-MODE
RT=real time,
Orbit Ephemeris Message RPY=replay/playback,
{Message Header.SPECIFICATION == C2MS, ﬂa‘\g?_l:nulva‘;or. )
Message Header MESSAGE-TYPE == MSG, =test/data generator

Message Headeéhéﬁ?éﬁ(_?ﬁl-ggggﬁ it 20’;2’3) The use of STREAM-MODE to designate a message
- . as anything other than Real-time (RT) is strongly
:mgngﬁg‘:&gglpgt:irggﬁ)s?]s-OEM'OEM) _ - | discouraged in a large formal enterprise.

-STREAM-MODE : String = {RT,RPY,SIM,TEST} ¢~
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML,RAW BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : String [0..1]

Figure 8-39——8.47: Orbit Ephemeris Message Diagram

Table-8-170-belowThe following table describes additional field names, values, and notes for the Orbit
Ephemeris Message.

Table 8-+70——8.200: Orbit Ephemeris Message Additional Information

Field Name | Type Presence | Value | NotesDescription Inserted Cells

Inserted Cells
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CONTENT- Version Numbernumber for this message
VERSION 2010E32 B 2026 content description
String Message contains an Orbit Ephemeris
NDM-TYPE (Enumeration) R HCCSDS-OEM, OEM} Message in CCSDS or another format
Descriptor of the type / kind of the
NDM-SUBTYPE String [0} [Miscellaneous] contents of the OEM. E.g-., state vector,
Keplerian elements, maneuvers, matrix
Value Description | Identifies the mode of the stream of
RT Real-time messages as either Real-time, Replay,
RPY | Replay Simulator, or Test.
STREAM-MODE String R SIM Simulator The use of STREAM-MODE to designate
(Enumeration) - TEST | Test/Data a message as anything other than Real-
Generator time (RT) is strongly discouraged in a
large formal enterprise. See STREAM-
MODE Usage Caution in Section 6.3.7.
L When trueTrue (and known, especially for
MEg\IQLI\-GE ValueBoolean De:sgpt{ replay data), indicates the last message in
the stream.
0 No/False
4 Yes/True
Time the Navigation-Data
CREATION-TIME Time 6] Messagenavigation data message was
created in UTC.
ACTIVITY-ID String 0 :]?:Scii;i:s the activity occurring within the
) Creating agency. E.g-., GSFC-FDF,
ORIGINATOR String 0 GSOC, JPL, JAXA etc.
OBJECT-NAME String [0] Spacecraft name
OBJECT-ID Strin [0] Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
) XML: eXtensible Markup Language,
FORMAT Enu?r:%agtion R HKVN, ngt}toiAW BIN Raw, or Bin (binary). If another format is
(Enumeration) Custom} used, specify 'Custom', here, and
designate the format in CUSTOM-
FORMAT.
Used to designate a format not available
in the enumerated list, above. To do this,
CUSTOM- String D use 'Custom' for the FORMAT and specify
FORMAT = the name of the custom format here. This
field is required when FORMAT s set to
'Custom’.
Orbit Ephemeris Message contents— see
. Table 8-165 for reference to CCSDS
DATA String 0 forematTable 8.195: CCSDS Navigation
Data Messages.

8.13.68.14.6 Tracking Data Message

The content of the C2MS Tracking Data Message contains a CCSDS (or other type of) TDM and is used for
transferring TDMs.

404
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The NDM-TYPE field of the Tracking Data Message Contents is set to CCSDS-TDM or TDM (for non-CCSDS
formats). The NDM-SUBTYPE is a string that describes one of the many types of TDMs. Some examples are
Doppler and range radiometrics in a variety of tracking modes, very-long-baseline interferometry (VLBI) data,
antenna pointing angles, etc.

The ACTIVITY-ID is used in conjunction with the mission and vehicle to identify the specific activity that is

occurring during the mission. The FORMAT field indicates whether the TDM is in XML, keyword value notation,
raw, or binary format.

The C2MS Tracking Data Message Contents can optionally contain information about the origin, time, and quality
of the data.

the TDNMc 1 HAN 1 ¢: (RT 1 (RDV o 1ot (QINAY tagt (TEQT
vV Y PN S AN 75 T 75 AY T*
The ACTINVITY 1) 1 = H 41 NN P duohiole to idantif; ¢l £ toipite tlaot ¢
2 P 24
durine th ioai The EORMAT fiald indicat, hathar tha TN ic i WNT | N toti
H HERE & S HKEY Evart:
raw—orbinaryformat
Tha COMS Teaol Data M. al 1 11 1. £ 4. Lot th + d 134
P 24 5 g T 7

For Tracking Data Message subjects, see Section 8-13-7-18.14.7.1 Subjeets-for Navigation Data

MessagesSubjects for Navigation Data Messages.

8:13.6-28.14.6.2 Tracking Data Message Header
For Tracking Data Message header values, see Section 8-13-7-28.14.7.2 Header for Navigation Data

MessagesPre-defined Field Values for Navigation Data Messages.
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Eigure-8-40-belowThe following figure shows a UML ebjeet-diagram-Class Diagram of the Tracking Data
Message with its required and optional fields.

Message Header Required Fields

STREAM-MODE

-NDM-TYPE : String = {CCSDS-TOM, TDM}

RT=real time,
-STREAM-MODE : String = {RT,RPY SIMTESTHF- — — — RPY=replay/playback,
~FORMAT : String = {KVN, XML RAW BIN} SIM=simulator, )

TEST=test/data generator

Optional Fields
-NDM-SUBTYPE : String
-FINAL-MESSAGE : Boolean
-CREATION-TIME : Time
-ACTIVITY-ID : String

g Data Messz ORIGINATOR : String
-MESSAGE-TYPE: Header String = MSG PRt P
-MESSAGE-SUBTYPE: Header String= NDM - ’
aar Sting -FREQUENCY-BAND : String = {C, S, X, Ka, L, UHF}

-DATA-QUALITY : String = {RAW VALIDATED, DEGRADED}
-DATA : Binary

C2MS Message
-CONTENT-VERSION : F32

n Message Header
Custom Field
0+

C2MS Notification Message

{Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
X

STREAM-MODE

RT=real time,
RPY=replay/playback,
Tracking Data Message SIM=s_|muIalor.
{Message Header. SPECIFICATION == C2MS, VESE Ly
Message Header MESSAGE-TYPE == MSG, i
Message Header MESSAGE-SUBTYPE == NDM e ICTSIREAMMODE

o : designate a message as
CONTENTVERSIGN= 2026.0} anything other than Real-time (RT)

~ |is strongly discouraged in a large
formal enterprise.

“NDM-TYPE : String = {CCSDS-TDM, TDM}
-NDM-SUBTYPE : String [0.1] -
-STREAM-MODE - String = {RT,RPY,SIM,TEST} o
FINAL-MESSAGE : Boolean [0..1]

-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

START-TIME : Time [0..1]

-STOP-TIME : Time [0..1]

-FREQUENCY-BAND : String [0..1] = {UHF, L, S, C, X, Ku, K, Ka, @, U, V, W, Other}
-ALTERNATE-FREQUENCY-BAND : String [0..1]

-DATA-QUALITY : String [0..1] = {RAW VALIDATED, DEGRADED}

-FORMAT : String = {KVN,XML,RAW,BIN, Custom}

-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

Figure $-40———8.48: Tracking Data Message Diagram
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Table-8—171-belowThe following table describes additional field names, values, and notes for the Tracking Data

Message.
Table 8-/7/——8.201: Tracking Data M ge Additional Information
Field Name Type Presence Value Description
CONTENT- Version number for this message content
VERSION 32 R 2026 description
E String g Message contains a Tracking Data
NDM-TYPE (Enumeration) R {CCSDS-TOM. TDM} Message in CCSDS or another format
Descriptor of the type / kind of the
NDM-SUBTYPE String 0 miscellaneous contents of the TDM. E.q., Doppler,
angle, range, one-way.
Value Description | Identifies the mode of the stream of
RT Real-time messages as either Real-time, Repla
RPY Replay Simulator, or Test.
STREAM-MODE String R SIM Simulator The use of STREAM-MODE to designate
=~ | (Enumeration) - TEST | Test/Data a message as anything other than Real-
Generator time (RT) is strongly discouraged in a
large formal enterprise. See STREAM-
MODE Usage Caution in Section 6.3.7.
FINAL- When True (and known, especially for
MESSAGE Boolean 0 reglay data), indicates the last message
S S in the stream.
CREATION-TIME Time 0 Time thznT navigation data message was
- - created in UTC.
ACTIVITY-ID Strin 0 Speqfles the activity occurring within the
- =ting mission
. Creating agency. E.g., GSFC-FDF,
ORIGINATOR String 0 GSOC, JPL JAXA etc.
START-TIME Time 0 Start time of the tracking data in UTC
STOP-TIME Time 0 Stop time of the tracking data in UTC
Frequency band for transmitted signals.
) If using a named band that is not in the
FREQUENCY- q {UHF. L, S, C, X, Ku, K, - rhor
FRES&J&S‘ cY [Enu?‘r::l?ation 0 IL(J:FQLUSVCWX OKtﬁef enumerated list, use 'Other' and
D Ka.Q.U.V. W, Other} designate the alternate name of the band
in ALTERNATE-FREQUENCY-BAND.
Used to designate a frequency band not
available in the enumerated list, above.
ALTERNATE- To do this, use 'Other' for the
FREQUENCY- String D FREQENCY-BAND and specify the
BAND name of the alternate band here. This
field is required when FREQUENCY-
BAND is set to 'Other'.
) Raw = no quality check
Strin {RAW,VALIDATED SEEE ey eleek
DATA-QUALITY =Uing | 0 Validated = checked and passed
(Enumeration) DEGRADED Degraded = checked with quality issues.
Format of the DATA field
. KVN: Keyword = Value Notation
String {KVN, XML, RAW, BIN, | - eyword = value Rotaton,
rORMAT ( ion) R ) AL eXlensible Markup Language.
FORMAT Enumeration R Custom XML: eXtensible Markup Language

Raw, or Bin (binary). If another format is
used, specify 'Custom', here, and
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designate the format in CUSTOM-
FORMAT.

Used to designate a format not available
in the enumerated list, above. To do this,
CUSTOM- String use 'Custom'’ for the FORMAT and
FORMAT specify the name of the custom format
here. This field is required when
FORMAT is set to 'Custom'.

1o

Track Data Message contents— see

Table 8.195: CCSDS Navigation Data
Messages for reference to CCSDS

format.

DATA Binary

[e]
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8.14.7 SUBJECTS and HEADER for Navigation Data Messages

Field Name Value Notes
NDM-TYPE [CCSDS-TOM. TOMj Message-contains-a Tracking Data-Message in CCSDS-or
Value Description
RT Real-time
ey e " : : .
Test/Data
TEst Gererator
FINAL-MESSAGE 9 NofFalse last g y y '
T last-message-in-the-stroam:
VIR Sooch — — —
Bawe :
[RAW VALIDATED, ; -
DATA-QUALITY. Validated = checked and passed
DEGRADED] . . P cuce.
Format-of the DATA field
EORMAT [KVIN XML RAW. BIN] N ‘ (yword = Vale Notation,
;E; l:, eJEEtev sible-Markup-Language
DATA CCSDS format
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Table 8--72———8.202: Navigation Data Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- | homaNt | DOMAIN2 | MissioN | consT | saT | TYp | susTyp ME1 ME2 | ME3 ME4 | ME5 | ME6
Element fication
[domain1 | [domain2 0
Content C2MS syste system | fmission} | Touopy | fsal | MSG | NDM Y oo bicher | mode | TYPE | (ormission | ID
specific] specific] specific)
GGCSDhs-
Publisher/ G2MS DOM4 DOM2 MSSN CNS1 SAT™ | MsG NDM SATSIM SiM
TDM
Sender
CCSDs-
Publisher/ G2MS DOM4 DOM2 MSSN CNS4 SAT | MsG NDM FDF RT
ORPM
Sender
Example for
Subseriber/ G2Ms DOM1 DOM2 X 2 SAT+ | MSG NDM L RT *
Receiver
410
+H60
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. domain 1 | [domain 2 NDM-
ﬁ CoMs -S;zjln ;;ﬁ? [mission] Cﬁ satl [ Msc | nom | [componenT] NT%E Q“YDP“Q] gt[mi ”T\\C(_T”')'
specific)]
Ex—gg‘np(:z% c2ms DOM1 DOM2 MSSN CNS1 | SAT1 | MSG NDM SATSIM SiM %
Bampefor | coms | powt | pomz | mssv | onst | saTi [ mse | NDm FOF RT %
Bamplefor | covs | powt | powz : + | satt |wss | nom . R | 5
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Table 8-/73——8.203: Properties of the Miscellaneous Elements for the Navigation Data Message

Miscellaneous Required / e Lo . .
Element Optional Description Field in Msg, if applicable
ME1 Reguired Gomponentname-of Publisher GOMPONENT from-header
) 7 ;
ME2 Reguired . ’ STREAM-MODE
Oplions Message OM-SUE E;-oF mission specifi
ME1 Required Component name of Sender COMPONENT from header
STREAM-MODE. The use of STREAM-
MODE to designate a message as
ME? Required Identifies stream as real-time anything other than Real-time (RT) is
- nequired playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
ME3 Required Type of navigation data message NDM-TYPE
. Subtype of navigation data R . e .
ME4 Optional message NDM-SUBTYPE; or mission specific
ME5 Optional Activity ID ACTIVITY-ID
MES
Examples

Example for Publisher/-Sender of Navigation Data Messages:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM.CENTER-FACILITY.RT.TDM

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM.CENTER-FACILITY.RT.CCSDS-TDM

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM.SATSIM.SIM.CCSDS-0PM

C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM. SATSIM. SIM.CCSDS-0OEM

£2MS oMl nDaMo Moon ongq 1 MOo NMAM cpMTmRD o IITTy pm o mpny
MG _DOM1 _DoMO Moo oagT Tl g _MDM _opNTRD o ITIToy pmo n moM
MG DOMT DAMO MooN oncT 1M _NDM ToTM _CSTM n DM

£2MS oMl nDoMo Moon ongq 1 _NDM ToTM _STM coon il V4

Example for Subseriber/Receiver of Navigation Data Messages:
C2MS.*.* .MSSN.*.*.MSG.NDM. * .SIM.CCSDS-OPM=>. +
C2MS.DOMIL .DOM2 .MSSN.CNS1.SAT1.MSG.NDM. * . RT .CCSDS-TDM=—>. +

C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM.ANTENNAS.RT.CCSDS-OEM. EPHEM.ACTY—
ID-123
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8:13.7-28.14.7.2 HeaderPre-defined Field Values for Navigation Data Messages

The abbreviated table below shows the required values of the named fields for the header of all navigation data
messages, including both message and message header fields.

Table $-/74—8.204: Pre-defined Field Values for Navigation Data Messages MessageHeader
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE NDM
CONTENT-VERSION 2026.0
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8.15 Satellite Contact Scheduling Messages

Satellite contact scheduling messages are used to request contact reservations, modify existing reservations, cancel
existing reservations, or query the status of existing reservations. A satellite contact is typically given by a time
window and antenna to which a satellite may make contact with the ground.

Two common architectures exist for scheduling satellite contacts. In the simplest case, the satellite operations center
may request a contact directly with the end resource, i.e., the antenna on the ground. In a more complex architecture
the satellite operations center may reach out to an orchestrator or contact broker that is able to deconflict schedules
to find optimal placement from among various options. This set of messages supports both architectures. These
messages also support non-terrestrial antennas, as only a network and antenna identifier are required which may be
defined by the users of these messages as appropriate for their application. There is a presumption that the
owners/operators of the satellite have knowledge of feasibility of establishing the contact reservation.

Satellite contact scheduling messages are used in two Message Exchange Patterns (see Section 7 PIM — Message

Exchange Patterns):

Request/Response/Notify - a triad of messages consisting of a request for a service with its results
Notify - an unsolicited notification of an upcoming contact or a modification made

The specific messages involved in these Message Exchange Patterns are as follows:

Contact Reservation Request Message / Contact Reservation Response Message / Contact Reservation Data
Message:

Triad used to create or modify a contact reservation, the response (one or more messages), and the data message
containing details on the approved contact reservation. This triad supports fixed or floating requests. Provisions exist
within this message to update/replace existing contact reservations with updated information.

Contact Reservation Query Request Message / Contact Reservation Response Message / Contact Reservation
Data Message:

Triad used to query for contact reservations matching certain criteria, as accessible by the user. Zero to many
Contact Reservation Data Messages may result from the query.

Contact Reservation Deletion Request Message / Contact Reservation Response Message / Contact
Reservation Data Message:

Triad used for removing reservations. In this case a Contact Reservation Data Message is sent out from the service
provider with indication that the contact reservation was cancelled. This allows components other than the requestor
to receive this notification of change.

Contact Reservation Data Message:

This standalone message following the Notify Message Exchange Pattern is used when an unrequested change is
made to a contact reservation, such as a network/antenna provider needing to modify a contact schedule for
deconfliction or reallocation of resources.
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8.15.1 Contact Reservation Data Message

The Contact Reservation Data Message is used to report the contact reservation(s) that are currently scheduled, as

given by a schedule authority. This may result from any of the following:

e A requested action to create, update or delete a contact reservation

®  An external change to the reservation, such as schedule deconfliction or reallocation of resources by the

network/antenna provider
e A query for current reservations

Table 8.205: Contact Reservation Data Message Summary

Sender A C2MS compliant application responsible for processing satellite contact scheduling
Intended Usage by Sender Notification of a created/updated/deleted satellite contact reservation

Receiver Application requesting, guerying or monitoring the state of a satellite contact reservation
Intended Usage by Receiver | Receive notifications related to satellite contact reservations
What Data regarding a satellite contact reservation
When During contact scheduling or execution

Examples
Field Name Value Notes
HEADER-VERSION 2049 Version Number-for-this-message
MESSAGE-TYPE MSG Message-type-identifier REQ-RESP-or
MsSG
MESSAGE-SUBTYPE NDM ;:2”‘555 sssagsuss B HX8E0
More . - -
Please refer to Table
D s e
fora-complete
deﬂﬂme{:k' iti O
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1. Sent when a new satellite contact reservation has been created from a corresponding request/response

2. Sent when an existing satellite contact reservation is modified or deleted as requested

3. Sent when an existing satellite contact reservation is modified or deleted at the resource-provider level due
to conflict resolution

4. Sent as a set when an operator queries upcoming contacts

416 Command and Control Message Specification™ (C2MS™) v1.2.1



8.15.1.1 Contact Reservation Data Message Subjects
Table 8.206: Contact Reservation Data Mes sage Sub'|ect Naming
Sst%:fiea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaint | DomaN2 | mission | consT | saT | TYP | susTye ME1 ME2 ME3 | ME4 | ME5 || MES
| Element flca_tlon
. domain 1 domain 2 :
Subject coMs | —system | —system | [mission] | S | ran | msg | SONTACT: | /oomPONENT] | [REQUEST-D]
Content - - ation — SCHED
sgecmc sgecmc —_=
Examplefor | ooys | pomt | pom2 | mssN | cnst | saTi | msg | CNTACT: | giheds [GuD]
Sender - — | SCHED -
Example for CONTACT-
Sender C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG “SCHED Sched1 GUID
Example for . N CONTACT-
Receiver C2MS DOM1 DOM2 * * SAT1 | MSG 7SCHE_D Sched1 GUID
Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957¢c
1a29ec4¢7d50" or similar.
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Table 8.207: Properties of the Miscellaneous Elements for the Contact Reservation Data Message
Miscellaneous Required / e S . .
T Element ; Description Field in Msg, It applicable
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Sender COMPONENT from header
ME2 Optional ID associated with original request, if any | REQUEST-ID
Examples

A contact resource service provider (Schedl) sends out a Contact Reservation Data Message, either as the result of a
request or unsolicited to notify of changes, with the following subject:

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CONTACT-SCHED.Schedl

A contact execution component (TAndC1) filters on subjects to receive the Contact Reservation Data Message:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CONTACT-SCHED.+ or

C2MS.*.* * * * MSG.CONTACT-SCHED.Schedl.+

8.15.1.2 Contact Reservation Data Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Data
Message header.

Table 8.208: Contact Reservation Data Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header MESSAGE-SUBTYPE CONTACT-SCHED
CONTENT-VERSION 2026.0
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8.15.1.3 Contact Reservation Data Message Contents

The following figure shows a UML Class Diagram of the Contact Reservation Data Message with its required and

optional fields.

C2MS M g

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Contact Reservation Data Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == CONTACT-SCHED,
CONTENT-VERSION == 2026.0}

-REQUEST-ID : GUID [0..1]
-RESERVATION-ID : GUID

-CONFIG : String [0..1]

-NETWORK-ID : String

-ANTENNA-ID : String
-PRE-PASS-START-TIME : Time [0..1]
-START-TIME : Time

-STOP-TIME : Time
-POST-PASS-STOP-TIME : Time [0..1]
-CONTACT-TARGET : String
-REASON : U16 ={0, 1, 2, 3, 4, 5} a

Figure 8.49: Contact Reservation Data Message Diagram

The following table describes additional field names, values, and notes for the Contact Reservation Data Message.

Message Header
Custom Field
0.*

REASON

0=Reservation Information

1=Reservation Created

2=Reservation Medified as Requested
3=Reservation Canceled as Requested
4=Reservation Modified by Resource Provider
P 5=Reservation Canceled by Resource Provider

Table 8.209: Contact Reservation Data Message Additional Information

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version numb.erlfor this messa
- - content description

REQUEST-ID GUID 0 ID to |dent|_f the associated request
- - message, if any
RESERVATION-ID GUID R ID to |dent|fy thle contact reservdtion
—_—— —_— throughout its lifecycle
CONFIG String 0 Ground configuration string
) The identifier for the network thdt
NETWORK-ID String R holds the reservation
. The identifier for the antenna th¢ was
ANTENNA-ID String R reserved
Scheduled start time in UTC of the
PRE-PASS-START- Tim 0 contact pre-pass. Presence is
TIME = = dependent on the capabilities and
requirements of the system.
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Field Name Type Presence Value Description
START-TIME Time R Scheduled start time in UTC of the
- contact
STOP-TIME Time R Scheduled stop time in UTC of the
- contact

Scheduled stop time in UTC of the
POST-PASS-STOP- Time 0 contact post-pass. Presence is
TIME - = dependent on the capabilities and
requirements of the system.
The target of the contact in space
) may be the same as SAT-ID-
CONTACT-TARGET String R PHYSICAL or SAT-ID-LOGICAL or
may be a specific on-board antenna
Value Description
0 Reservation Information
1 Reservation Created
) Reservation Modified
16 = == Requgsted Indicates the reason the message
REASON — . R Reservation Canceled
(Enumeration) 3 | as Requested was sent
4 Reservation Modified
- by Resource Provider
5 Reservation Canceled
= by Resource Provider

REQUEST-ID is used to correlate this message as being the result of a specific request (such as Contact Reservation
Request Message). However, an unsolicited modification or deletion could be generated by the resource provider
with no corresponding REQUEST-ID.

PRE-PASS-START-TIME is the start time in UTC at which the antenna provider begins to set up equipment for the

contact. This may be useful information to provide in an architecture where the antenna provider does not "own" the
schedule.

POST-PASS-END-TIME is the time in UTC at which the antenna provider has completed the tear down of
equipment and is prepared to start working a new contact. This may be useful information to provide in an
architecture where the antenna provider does not "own" the schedule.

CONTACT-TARGET can be used to describe the target of the contact, which may be as detailed as needed for the
use case (e.g., down to a specific channel on a specific antenna of a specific vehicle).

8.15.2 Contact Reservation Request Message

The Contact Reservation Request Message is used to request a contact reservation or update a requested contact
reservation. The contact reservation may be requested in a "fixed" case, with specified start/end time, or "floating",
in which an acceptable range of times are provided, and a known duration is requested. It may be only necessary to
provide the network being requested - in certain architectures a contact resource provider may be able to choose
among multiple antennas.
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Table 8.210: Contact Reservation Request Message Summary

Sender

A C2MS compliant application requesting a satellite contact schedule

Intended Usage by Sender

Request

Receiver

A satellite contact reservation service

Intended Usage by Receiver

Request handling

What

Parameters for a satellite contact reservation

When

During contact scheduling

Example

1. A Telemetry & Commanding component requests to create a new satellite contact reservation
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8.15.2.1 Contact Reservation Request Message Subjects

Table 8.211: Contact

Reservation Reguest ) ssage Sub'|ect Naming
S%{jea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
I?I%?Jn_zt:t f%;%\ DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 ME5 MEG6
Subject CouMs ?Zr;sign: iﬂ)s?si?mz [mission] | ConStel | oo | Req | CONTACT: | [DESTINATION
Content specific] oo c_ific] ation —_— SCHED -COMPONENT]
Example for CONTACT-
Sender Cc2mMs DOM1 DOM2 MSSN CNS1 SAT1 | REQ “SCHED Sched1
Examplefor | coys | pomt | pomz | mssn | cnst | saTt | Req | SNTACT: | gineds
Sender SCHED
Example for . CONTACT-
Receiver c2mMs DOM1 DOM2 MSSN * SAT1 | REQ 7SCHE_D Sched1
422
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Table 8.212; Properties of the Miscellaneous Elements for the Contact Reservation Request Message

Miscellaneous Required / e L . .
T Flament ; Description Field in Nsq, It applicable
Element Optional Description Field in Msg, if applicable
) DESTINATION-
MET Optional Lomponent name of Responder
ME1 Optional Component name of Responder COMPONENT from header
Examples

Two components, TAndC1 and a Contact Schedule Manager (Schedl), interact with the Contact Reservation
Request Message.

TAndCl1 sends a message with the following subject to request creation of a contact reservation.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-SCHED. Schedl

Schedl filters on subjects to receive the Contact Reservation Request Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-SCHED.Schedl or

C2MS.*.* . * . * * REQ.CONTACT-SCHED. Schedl

8.15.2.2 Contact Reservation Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Request

Message, including both message and message header fields.

Table 8.213; Contact Reservation Request Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CONTACT-SCHED
CONTENT-VERSION 2026.0
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8.15.2.3 Contact Reservation Request Message Contents

The following figure shows a UML Class Diagram of the Contact Reservation Request Message with its required
optional, and dependent fields.

C2MsS Message
-CONTENT-VERSION : F32

T Message Header

C2MS Request Message Custom Field
{Message Header.SPECIFICATION == C2MS, 0.*
Message Header. MESSAGE-TYPE == REQ}
-REQUEST-ID : GUID

Contact Reservation Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CONTACT-SCHED,
CONTENT-VERSION == 2026.0}

-CONFIG : String [0..1]
-NETWORK-ID : String
-ANTENNA-ID : String [0..1]
-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-FLOATING-START-TIME : Time [0..1]
-FLOATING-STOP-TIME : Time [0..1]
-DURATION : U32 [0..1]
-CONTACT-TARGET : String
-SAFETY-CONTACT : Boolean
-RESERVATION-ID : GUID [0..1]

Figure 8.50: Contact Reservation Request Message Diagram

The following table describes additional field names, values, and notes for the Contact Reservation Request
Message.

Table 8.214: Contact Reservation Request Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version number for this message content description
REQUEST-ID GUID R ID to identify the request message
Ground configuration string, used to configure
. electronics to support the contact. The format and
CONFIG String 9 meaning of this field are defined by the contact
resource provider, typically.
) The identifier for the network, as defined by the
NETWORK-ID String R system architecture
The identifier of the antenna being requested for the
contact. If not present, it is assumed the contact
ANTENNA-ID String 0 resource provider will choose among multiple
antennas, as indicated in the resulting Contact
Reservation Data Message.
START-TIME Time 0 Requested start time of the contactin UTC
) Requested stop time of the contact in UTC. Required
STOPTIME Time D if START-TIME s provided. ignored otherwise.
FLOATING-START- Time 0 Earliest start time of the contact in UTC; cannot be
TIME - = used with START-TIME
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Field Name

g

Presence Value

Description

FLOATING-STOP-
TIME

Time

D

Latest stop time of the contact in UTC. Required if
FLOATING-START-TIME is provided, ignored
otherwise.

DURATION

us2

o

The duration of the contact, in seconds. Required if
FLOATING-START-TIME is provided, ignored
otherwise.

CONTACT-TARGET

String

1=

The target of the contact in space, may be the same
as SAT-ID-PHYSICAL or SAT-ID-LOGICAL or may
be a specific on-board antenna.

SAFETY-CONTACT

Boolean

120

Boolean, set to True if the failure to reserve this
contact would result in a critical safety condition.

RESERVATION-ID

GUID

(e

If provided, this message results in a modification to
the specified existing contact reservation, otherwise

this message results in a new contact reservation.

Note about CONTACT-TARGET: This could be a combination of a SATELLITE-ID, or a TLE, or a satellite

constellation name, or an RF identification number, or a pair of SATELLITE-ID and ANTENNA-ID, subject to the

requirements of the system implementing this message set.

8.15.3 Contact Reservation Response Message

This is the response message associated with each type of request message related to contact reservations, including

Contact Reservation Request Message, Contact Reservation Query Request Message, and Contact Reservation

Deletion Request Message. Additional fields specify the action rationale as it relates to the original message type, if]

any.

Table 8.215; Contact Reservation Response Message Summary
Application that received a request related to contact reservations

Sender

Intended Usage by Sender

Reply

Receiver

Application that issued the original request

Intended Usage by Receiver

Receive response

What Acknowledgment or request or status of request processing
When Upon receipt of a request related to contact reservations
Examples

1. Acknowledge receipt of a Contact Reservation Request Message.

2. Indicate the request is still being processed.

3. Indicate the request has been completed successfully.
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8.15.3.1 Contact Reservation Response Message Subjects

Table 8.216: Contact

Reservation Reseonse Message Sub'|ect Naming

S%{jea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci: | homaiNt | pomAIN2 | mission | consT | saT | TYP | susTyp ME1 ME2 ME3 | mE4 | mes | ME
Element fication 6
Subject cos | e | LomanZ ) sion | lonstl ki | Resp | CONTACT: | DESTINATION | [RESPONSE:
Content — - ation DESL | TSCHED | -COMPONENT] STATUS]
specific] M
Examplefor | ooy | powt | pomz | mssn | onst | sart | resp | COMTACT: TLM3 1
Sender SCHED
Examplefor | ooy pomt | pom2 | mssn | cnst | satt | Resp | CONTACT: APP5 3
Sender SCHED
Examplefor | = ooy | powt | pomz | wmssn » | satt | Resp | CONTACT: TLM3 .
Receiver _ SCH@
426
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Table 8.217: Properties of the Miscellaneous Elements for the Contact Reservation Response Message
Miscellaneous %‘)‘% Description Field Origination in Msg if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Reguired %:ﬂm RESPONSE-STATUS
Examples

Two components, TAndC1 and a Contact Schedule Manager (Schedl), interact with the Contact Reservation
Response Message.

After TAndCl1 sends a message to request creation of a contact reservation, Schedl sends a Contact Reservation
Response Message with the following subject in response.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT]1.RESP.CONTACT-SCHED.TAndC1.1

TAndCl filters on subjects to receive the Contact Reservation Response Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT]1.RESP.CONTACT-SCHED.TAndCl.* or

C2MS.*.* . * * * RESP.CONTACT-SCHED.TAndCl.*

8.15.3.2 Contact Reservation Response Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Response
Message, including both message and message header fields.

Table 8.218; Contact Reservation Response Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header MESSAGE-SUBTYPE CONTACT-SCHED
CONTENT-VERSION 2026.0
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8.15.3.3 Contact Reservation Response Message Contents

The following figure shows a UML Class Diagram of the Contact Reservation Response Message with its required,

optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Response Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6}
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Contact Reservation Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP,

Message Header. MESSAGE-SUBTYPE == CONTACT-SCHED,

CONTENT-VERSION == 2026.0}

-SUPPORTING-TEXT : String [0..1]

Figure 8.51: Contact Reservation Response Message Diagram

Message Header

Custom Field
0.*

Valid RESPONSE-STATUS values
for this message type:
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion

5=Invalid Request

The following table describes additional field names, values, and notes for the Contact Reservation Response

Message.
Table 8.219: Contact Reservation Response Message Additional Information
Field Name Type Presence Value Description
- -
CONTENT-VERSION F32 R 2026 Version numb_er‘for this message
- content description
REQUEST-ID GUID R ID to |dent[fv the associated request
- - message, if any
Value Description
1 Acknowledgement
1 2 Xx&tm [ Kee Identifies the status of the request
RESPONSE-STATUS — . R -— message that was processed. See
(Enumeration) 3 | Successful 6.4.3.3 C2MS RESP Message Type.
Completion
4 Failed Completion
5 Invalid Request
When True, indicates the last message
FINAL-RESPONSE Boolean [0} in the response sequence. Defaults to
False.
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Field Name Type Presence Value Description
Time application completed procegsing
TIME-COMPLETED Time 0 thelrequest_ in UTC. While aflwgys
- optional, this field only applies if FINAL-
RESPONSE is True.
Depending on the value of
RETURN-VALUE 132 0 RESPONSE-STATUS, this field m\
contain more detail as discussed tﬁow
SUPPORTING-TEXT String 0 Additional human-readable informition

When RESPONSE-STATUS indicates either "Failed Completion" or "Invalid Request", RETURN-VALUE may
contain one of the values shown in the following table to provide more specific detail.

Table 8.220: Meaning of RESPONSE-STATUS and RETURN-VALUE Combinations
RESPONSE- RETURN-VALUE o Used for antact Used for Co_ntact Used for antact
- Description Reservation Reservation Reservation
STATUS Value Possible Values "
Request Deletion Query
1 No Availability True False False
4=Failed Overlaps with
Completion 2 Maintenance True False False
~ompietion Window
3 Service Error True True True
101 Malformed True True True
— Request — - —
Invalid
102 CONTACT- True False True
TARGET
Invalid
. 103 ANTENNA-ID True False True
5=Invalid Request nvalid
104 NETWORK-ID True False True
105 Inva]ld Time True False True
Window -
Invalid
106 RESERVATION- True True True
D

NOTE: CONTACT-TARGET is a space-based target, while ANTENNA-ID is a ground-based antenna.
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8.15.4 Contact Reservation Deletion Request Message

This message is used to delete a contact reservation by providing the RESERVATION-ID.

Table 8.221; Contact Reservation Deletion Request Message Summary

Sender

A C2MS compliant application requesting deletion of a given contact from the schedule

Intended Usage by Sender

Request

Receiver

A satellite contact reservation service

Intended Usage by Receiver
What

Request handling

Parameters for a satellite contact reservation deletion request

When

During contact schedule modification

Example

A Telemetry & Commanding component requests to delete a satellite contact reservation.
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8.15.4.1 Contact Reservation Deletion Request Message Subjects

Table 8.222: Contact

Reservation Deletion Reguest Message Sub'|ect Naming

S%{jea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
I%an_(:t f%%\ DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 ME5 ME6
Subject s | et | LomanZ | o | lonstl sal | Req | CONTACT: | ESTINATION
Content specific] specifi] ation = | DELETE | -COMPONENT]
Example for CONTACT-
Sender Cc2ms DOM1 DOM2 MSSN CNS1 | SAT1 | REQ “DELETE Sched1
Examplefor | oys | pomt | pomz | mssn | cnst | satt | Req | CONTACT: | gineds
Sender DELETE
Example for . CONTACT-
Receiver Cc2ms DOM1 DOM2 MSSN * SAT1 | REQ 7DETE Sched1
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Table 8.223: Properties of the Miscellaneous Elements for the Contact Reservation Deletion Request

Message
Miscellaneous Required / - L . .
= Elomenf ; Description Field in Nsg, It applicable
Element Optional Description Field in Msg, if applicable
. DESTINATION-
ME1 Optional Component name of Responder COMPONENT from header
Examples

Two components, TAndC1 and a Contact Schedule Manager (Sched1), interact with the Contact Reservation
Deletion Request Message.

TAndCl1 sends a message with the following subject to request deletion of a contact reservation.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-DELETE. Schedl

Sched! filters on subjects to receive the Contact Reservation Deletion Request Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-DELETE. Schedl or

C2MS.*.* . * * * REQ.CONTACT-DELETE.Schedl

8.15.4.2 Contact Reservation Deletion Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Deletion
Request Message, including both message and message header fields.

Table 8.224: Contact Reservation Deletion Request Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CONTACT-DELETE
CONTENT-VERSION 2026.0
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8.15.4.3 Contact Reservation Deletion Request Message Contents

The following figure shows a UML Class Diagram of the Contact Reservation Deletion Request Message with its
required, optional, and dependent fields.

C2MS Message
-CONTENT-VERSION : F32

T Message Header
C2MS Request Message Custom Field
0.

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Contact Reservation Deletion Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CONTACT-DELETE,
CONTENT-VERSION == 2026.0}

RESERVATION-ID : GUID

Figure 8.52: Contact Reservation Deletion Request Message Diagram

The following table describes additional field names, values, and notes for the Contact Reservation Deletion Requedt
Message.

Table 8.225: Contact Reservation Deletion Request Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version number for this message content description
REQUEST-ID GUID R ID to identify the request message
RESERVATION-ID GUID R ID of the contact reservation to be deleted

8.15.5 Contact Reservation Query Request Message

This message is used to query for contact reservations by providing optional information about the contact
reservation details, which are provided in zero or more Contact Reservation Data Messages. These details are
additive, and additional information will generally reduce the quantity of Contact Reservation Data Messages
produced from the query.

Command and Control Message Specification™ (C2MS™) v1.2.1 433



Table 8.226: Contact Reservation Query Request Message Summary
A C2MS compliant application requesting details of contact reservations that match a
Sender - —
- certain set of criteria
Intended Usage by Sender Request

Receiver A satellite contact reservation service
Intended Usage by Receiver | Reguest handling
What Parameters for a satellite contact reservation query request
When On Demand
Example

A Telemetry & Commanding component requests a listing of current contact reservations matching supplied
criteria
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8.15.5.1 Contact Reservation Query Request Message Subjects

Table 8.227: Contact

Reservation Query Request Message Sub'|ect Naming
S%ijea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
I%an—m ﬁs—c%‘ DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 ME5 ME6
Subject [domain1 | [domain2 § = | poontey CONTACT- | [DESTINATION
Content C2MS | —system | —system | [mission] | "oy | [sall | REQ | “pyeey™ | COMPONENT]
e specific] spec_ific
Example for CONTACT-
Sender Cc2ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ “QUERY Sched1
Examplefor | coys | pomt | pom2 | mssn | cnst | saTt | Req | SONTACT: | oo
Sender QUERY
Example for . CONTACT-
Receiver Cc2ms DOM1 DOM2 MSSN * SAT1 | REQ 7QUERY Sched1
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Table 8.228: Properties of the Miscellaneous Elements for the Contact Reservation Query Request Message

Miscellaneous Required / e L . .
T Flament ; Description Field in Nsq, It applicable
Element Optional Description Field in Msg, if applicable
) DESTINATION-
MET Optional Lomponent name of Responder
ME1 Optional Component name of Responder COMPONENT from header
Examples

Two components, TAndC1 and a Contact Schedule Manager (Sched1), interact with the Contact Reservation Query
Request Message.

TAndCl1 sends a message with the following subject to query existing contact reservations.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-QUERY.Schedl

Schedl filters on subjects to receive the Contact Reservation Request Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-QUERY.Schedl or

C2MS.*.* . * . * * REQ.CONTACT-QUERY. Schedl

8.15.5.2 Contact Reservation Query Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Query
Request Message, including both message and message header fields.

Table 8.229: Contact Reservation Query Request Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CONTACT-QUERY
CONTENT-VERSION 2026.0
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8.15.5.3 Contact Reservation Query Request Messag

e Contents

The following figure shows a UML Class Diagram of the Contact Reservation Query Request Message with its

required, optional, and dependent fields.

C2MS M

-CONTENT-VERSION : F32

T

C2MS Request Message

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Message Header
Custom Field
0.*

Contact Reservation Query Request Message

{Message Header.SPECIFICATION == C2MS,

Message Header. MESSAGE-TYPE == REQ,

Message Header. MESSAGE-SUBTYPE == CONTACT-QUERY,
CONTENT-VERSION == 2026.0}

-CONFIG : String [0..1]
-RESERVATION-ID : GUID [0..1]
-NETWORK-ID : String [0..1]
-ANTENNA-ID : String [0..1]
-FROM-TIME : Time [0..1]
-TO-TIME : Time [0..1]
-CONTACT-TARGET " String [0..1]

Figure 8.53: Contact Reservation Query Request Message Diagram

The following table describes additional field names, values, and notes for the Contact Reservation Query Request

Message.
Table 8.230: Contact Reservation Query Request Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version number for this message content description
REQUEST-ID GUID R ID to identify the request message
CONFIG String 0 Ground configuration string
RESERVATION-ID GUID 0 ID of the contact reservation, if known
NETWORK-ID Strin 0 Identifier for the provider network, if known
ANTENNA-ID String 0 Identifier for the provider antenna, if known
FROM-TIME Time 0 The start of the search period, inclusive (in UTC)
TO-TIME Time 0 The end of the search period, inclusive (in UTC)
The endpoint of the contact in space, may be the same as
CONTACT-TARGET String 0 SAT-ID-PHYSICAL or SAT-ID-LOGICAL or may be a spgcific
on-board antenna.
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9 PIM - Extension Message Definitions

9.1 C2MS Extension Messages

Along with the complete set of standard messages defined in the previous chapter, C2MS provides a standardized
mechanism for defining extended sets of messages while maintaining conformance with C2MS. This allows
customization through expansion so that mission-specific behaviors can be achieved beyond the base set of C2MS

Messages but utilizing consistent C2MS concepts.

This is accomplished by extending one of the C2MS Extension Message classes described in this chapter and
defining the fields needed to accomplish the desired C2 task. An example might fall in mission planning, which is

likely to be substantially different between missions. A single mission could define C2MS Extension Messages it
uses to perform mission planning and utilize these over the same transport and expect the same high-level attributes|
(C2MS Message Envelope, Message Header, message types and subtypes, message subjects, Message Exchange
Patterns, and request/response processing) as the core C2MS Messages defined in this document.

Messages defined in this way are considered C2MS-compliant so long as they extend one of the prescribed C2MS
Extension Messages and adhere to the structure, behavior and conventions of the messages defined in this document.

As a convention C2MS recommends adding custom extension messages only when these messages naturally belong]
to the satellite C2 domain and when there is no way to utilize the base C2MS Message contents, including through
augmentation of existing messages via custom fields (see Section 8.2.3 C2MS Message Augmentation through
Custom Fields). For example, new custom extension messages should not redefine the Command Request Message
already defined in C2MS or define alternate ways to disseminate Mnemonic Values apart from Mnemonic Value
Request/Response/Data Messages, but mission planning messages not defined in C2MS would be a logical
candidate for extension messages.

9.1.1 C2MS Extension Message Types

Three types or classes of extension messages have been defined within C2MS. The type (MESSAGE-TYPE field
and Type from the message subject) of the message identifies the kind of communication for which the actual
message is being used. All C2MS Extension Messages must subclass one of these message types. The three types of

extension messages are as follows:

C2MS Extension Notification Message (MSG)
C2MS Extension Request Message (REQ)

C2MS Extension Response Message (RESP)

The three types of C2MS Extension Messages, along with their context within the hierarchy of C2MS and the
attributes they all have in common are shown in the following figure:
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C2MS Message

Is Abstract

-CONTENT-VERSION : F32
-NUM-OF-CUSTOM-FIELDS : U16 [0..1]

Header
Custom Field
0

C2MS Extension Message
{Message Header SPECIFICATION == C2MS-EXT}

Is Abstract

-EXT-SPECIFICATION : Subject Token String

I

C2MS Extension Notification Message
{Message Header.SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == MSG}

‘C2MS Extension Request Message
{Message Header. SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == REQ}

C2MS Extension Response Message
{Message Header. SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == RESP}

Is Abstract

Is Abstract

Is Abstract

-REQUEST-ID - GUID

-REQUEST-ID - GUID

-RESPONSE-STATUS 116 ={1,2,3,4,5} 4
-FINAL-RESPONSE : Boolean

-TIME-COMPLETED : Time [0..1]

-RETURN-VALUE " 132 [0_1]

Figure 9.1: C2MS Extension Message Hierarchy

All C2MS Messages have a MESSAGE-TYPE and MESSAGE-SUBTYPE defined in the Message Header. While

core C2MS Messages use one of the three defined MESSAGE-TYPE values (MSG/REQ/RESP) and a MESSAGE-

SUBTYPE value from a static list shown in Table 6.6: Descriptions of the Message Elements of the C2MS Subject,

C2MS Extension Messages continue to use one of the three defined MESSAGE-TYPE values (MSG/REQ/RESP)

but define their own MESSAGE-SUBTYPE.

It is important that C2MS Extension Messages follow naming conventions set forth in Section 9.1.3 Extension

Message Naming, below, for both the message name and MESSAGE-SUBTYPE.

C2MS Extension Messages share the same structure, attributes and uses as the core C2MS Message types, as

described in 6.4 C2MS Messages: Their Characteristics and Interactions, with the following exceptions:

All custom extension messages must inherit from one of the defined message abstract classes in the above

diagram.

All extension messages including those created as custom extensions must use a SPECIFICATION of "C2MS -

EXT".

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request

The FINAL-RESPONSE field in C2MS Extension Response Message is required. whereas it is optional in

C2MS Response Message for backward compatibility reasons. This field must be present for each custom

message of type C2MS Extension Response Message.

The RESPONSE-STATUS field in C2MS Extension Response Message is a close copy of the field of the same

name in C2MS Response Message but does not include "6=Final Message" as that usage has been
deprecated for base C2MS Response Messages.
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The above changes result in the following fields, overriding Table 6.15: Response Message Common Fields for
C2MS Extension Response Messages:

Table 9.1: C2MS Extension Response Message Common Fields

Field Name Type Presence Value Description
The ID of the request message that
resulted in this response message. [This
REQUEST-ID GUID R field's value is to be the same as th¢
REQUEST-ID in the associated REQ
message.
Value Description
1 Acknowledgement
2 Working/Keep Alive .
116 = Identifies the status of the request
RESPONSE-STATUS (Enumeration) R 3 SULSS.M message that was processed.
Completion
4 Failed Completion
5 Invalid Request

1=

FINAL-RESPONSE Boolean When True, indicates the last message
—_ —_— in the response sequence.
Time application completed procesgin

TIME-COMPLETED Time the request in UTC. While always
- optional, this field only applies if FINAL-
RESPONSE is True.

(e

Return value or status based on thel
RESPONSE-STATUS. May be used to
provide additional responder-defined
information such as an error code 0|

other clarifying numeric data related to
the completion of the request.

RETURN-VALUE 132

(o]

Depending on the type of messages and the service/data the responder is providing, there may be a need for more
than one response message to be returned to the requestor. For specific response message types where only one
response message is allowed to be returned by definition, that response message type will support a reduced set of
possible values for RESPONSE-STATUS as "2=Working / Keep Alive" will have no meaning and
"1=Acknowledgment" may not be used. Individual C2MS Extension Response Messages are to describe which
values they support within the defined RESPONSE-STATUS values.

9.1.2 Extension Specification

While all C2MS Extension Messages have a SPECIFICATION value of "C2MS-EXT", they also include a field.
EXT-SPECIFICATION, used to differentiate the messages by their originator. This could be the enterprise, agency,
mission or other appropriate namespace to avoid naming collisions with extension messages defined by others.

For example, all extension messages defined in this section have EXT-SPECIFICATION="OMG", because they arg
extension messages that have been defined by OMG.

Note that it is not necessary to include EXT-SPECIFICATION in the message subject, because the value of that
field is part of the MESSAGE-SUBTYPE, as described later in this section. The result is that MESSAGE-
SUBTYPE is already made unique to a particular EXT-SPECIFICATION by its naming convention.
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9.1.3 Extension Message Naming

C2MS requires using message names that start with the value of EXT-SPECIFICATION for extension messages.
Consider for example, "OMG Generic Service Request Message" defined later in this section. Applying this unique
designator to the beginning of the defined extension message names avoids naming collisions with extension
messages defined by others.

Similarly, the MESSAGE-SUBTYPE field is defined with the extension message. Core C2MS Messages defined in
this document use a pre-defined MESSAGE-SUBTYPE from Table 6.6: Descriptions of the Message Elements of
the C2MS Subject. C2MS Extension Messages must define their own subtype. In order to avoid message naming
collisions related to MESSAGE-TYPE and MESSAGE-SUBTYPE., the subtype value must begin with "[EXT-
SPECIFICATION]-" and failure to do so is considered non-compliant. For example, OMG Generic Service Request
Message, with EXT-SPECIFICATION="OMG" has MESSAGE-TYPE="REQ" and MESSAGE-
SUBTYPE="OMG-GEN-SERV".

9.1.4 Extension Messages and Custom Fields

C2MS Extension Messages, like all C2MS Messages, can have zero or more custom fields as described in Section
8.2.3 C2MS Message Augmentation through Custom Fields.

It is important to note the distinction between tailoring C2MS via custom fields vs Extension Messages. As
described in Section 6.5 Tailoring C2MS Messages, C2MS Extension Messages are used to define new types of
messages, while custom fields are used to augment already-defined messages. Therefore, Custom C2MS Extension
Messages should not define, but rather allow the use of custom fields: following exactly the way core C2MS

Messages are used.

9.2 OMG Generic Service Messages

OMG Generic Service Messages act as a functional replacement for the now-deprecated Simple Service
Request/Response Messages from earlier iterations of C2MS. These messages, first introduced in C2MS 1.2
improve upon the older messages by:

Eliminating the dual-use, and associated ambiguity, of MEI as either the DESTINATION-COMPONENT or
the SERVICE-NAME

Clarifying and fixing issues with SERVICE-GROUP and SERVICE-NAME, not being defined consistently
between the request and response messages

Defining a new notification message for sending out data as opposed to using the request message for the Notify

Message Exchange Pattern as was done under the previous defined messages
Improving the ability to define and include data associated with these messages by making use of the new
Typed Variable in C2MS 1.2.

Additionally, OMG Generic Service Messages provide a concrete example of creating C2MS-EXT messages across
all three types: Notification, Request, Response.

In many service-based designs, a one-to-one message exchange will occur between the consumer and producer of a
service. That is, the consumer will make a request of the producer of the product or service, and the producer will, in
turn, respond. Many such message exchanges are possible using a complementary pair of request and response type
messages. This pair of OMG Generic Service Request/Response Messages is a general mechanism for the
invocation of a service from one component to another. Software components wishing to expose or make certain
services available to other components can utilize this general mechanism for that purpose.
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The OMG Generic Service Request/Response Messages are similar in nature and function to the Directive
Messages. Where the Directive Request Message will use a keyword or text string to request some functionality of 4
component, the OMG Generic Service Request Message will make a service request by name through a combinatiop
of an optional "service group”, "service name" and "operation name". It will also pass in any parameters that are
required. It is expected that the number of services offered by a component will be small enough so that the serviceq
can be easily identified by their three-part service identification fields, described later.

In addition to the request and response message pair, a notification message is also defined for the generic service
capability. This allows a service to send out unsolicited information via an OMG Generic Service Data Message.

The intention of the OMG Generic Service Messages is to allow a component to offer a small number of basic
services to other components and the system in general. They are not meant to provide a comprehensive service
framework. OMG Generic Service Messages are not intended to provide permanent access to service capabilities
but rather, to provide a way for onboarding new service capabilities quickly.

The process of maturing service-providing components should include establishing their own component-specific
interfaces, leaving behind the use of OMG Generic Service Messages in favor of purpose-built C2MS-EXT

messages. Services using OMG Generic Service Messages are expected to be provided locally and not across
domains, thereby allowing (or requiring) for all provided services to be uniquely named within the immediate
service area. Thus, any component could request any service, by name, offered by another component, if authorized|
within the local domain.

As determined by the service provider, OMG Generic Service Messages can adhere to any of the Message Exchang¢
Patterns (MEPs) defined in Section 7 PIM — Message Exchange Patterns.

9.2.1 Service ldentification Fields (SERVICE-GROUP, SERVICE-NAME,
OPERATION-NAME)

Because OMG Generic Service Messages are not typed, in contrast to other C2MS Messages (e.g. Mnemonic Valug
Request Message). it is necessary to convey information within these messages in order to distinguish one OMG
Generic Service Message usage from another. To accomplish this, these messages include a set of fields to designat
the specific use of the message, as follows:

SERVICE-GROUP - Functional area, subject matter, or group to which the service belongs
SERVICE-NAME - Name of the service offered by a component
OPERATION-NAME - Name of the operation within the specified service

In all OMG Generic Service Messages, at least one of the fields above must be specified. Outside of that constraint
these fields may be used in any combination to aid in the correct service identification and routing for the given

message.

In order to distinguish one set of service identification fields from another, naming conventions are recommended
based on the enterprise, agency, mission or other appropriate namespace to avoid naming collisions. For example
all services created within EnterpriseA might have "EnterpriseA" included as part of the value of the service

identification fields. In practice, at least one of the service identification fields should contain the distinguishing
term.

An example of the hierarchy of these three fields is a service provider which might specify the following related to
OMG Generic Service Messages it supports:

SERVICE-GROUP = FlightDynamics
SERVICE-NAME = EnterpriseA-Ephemeris
OPERATION-NAME = CalcForProposedManeuver
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In this example the service requestor would use these fields in the request, which would be sent to the service
provider listening for this particular set of fields on an OMG Generic Service Request Message.

It is the responsibility of the service provider to determine the choice of which of these fields are to be used and their
values to uniquely identify the service being requested.

9.2.1.1 Service Identification in OMG Generic Service Request Message

In the OMG Generic Service Request Message, the DESTINATION-COMPONENT (from the Header) is optional.
Additionally, the service identification fields (SERVICE-GROUP, SERVICE-NAME, and OPERATION-NAME)
are all optional but at least one must be specified.

If the DESTINATION-COMPONENT is specified, the request message is sent to that component, and the
combination of the service identification fields provide information to that component regarding the service and

operation requested.

If the DESTINATION-COMPONENT is not specified, the request message is sent out to any component configured
to receive and process the combination of service identification fields. In other words, in this use, the
DESTINATION-COMPONENT is not known by the requestor, but the assumption is that some component(s) will

receive and process the message based on the supplied service identification fields.

9.2.1.2 Service Identification in OMG Generic Service Response Message

In the OMG Generic Service Response Message, the DESTINATION-COMPONENT (from the Header) contains
the component name of the original requestor to which the response is being sent, and the REQUEST-ID provides
correlation back to the original request. The service identification fields (SERVICE-GROUP, SERVICE-NAME,
and OPERATION-NAME) are all optional but at least one must be specified as an indicator back to the requestor
regarding the service and operation that is responding. These contain the same values as the service identification

fields of the original request.

9.2.1.3 Service Identification in OMG Generic Service Data Message

In the OMG Generic Service Data Message, the DESTINATION-COMPONENT (from the Header) is empty (or not
present). The service identification fields (SERVICE-GROUP, SERVICE-NAME, and OPERATION-NAME) are
all optional but at least one must be specified as an indicator to any receiving component regarding the service and
operation that is providing this notification message.

9.2.2 Creating C2MS-EXT Messages from OMG Generic Service Messages
Examples

The OMG Generic Service Messages are the only C2MS-EXT messages defined in this document and as such,
provide examples of how to create C2MS-EXT messages. When using these as examples, care should be taken to
avoid carrying forward details that belong only to these OMG Generic Service Messages.

The "OMG" values associated with these messages indicate their origin and "OMG" should not be used in C2MS-
EXT messages defined by others. See Section 9.1.2 Extension Specification and 9.1.3 Extension Message Naming
regarding the proper use of EXT-SPECIFICATION and MESSAGE-SUBTYPE along with the naming of the
messages themselves for all extension messages.

All fields defined by the OMG Generic Service Messages, including SERVICE-GROUP, SERVICE-NAME,
OPERATION-NAME and fields related to PARAM, RETURN-DATA-ITEM, and DATA-ITEM, are unique to
these messages and should not be carried forward into other extension messages.
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9.2.3 OMG Generic Service Request Message

An OMG Generic Service Request Message is a service request that is issued to one application from another. Usin

this message requests the invocation of a single service from a single component.

Table 9.2: OMG Generic Service Request Message Summary

Sender

A C2MS compliant application requesting a service from another component via generic
service message

What

When

Intended Usage by Sender Request
Receiver A service provider via generic service message
Intended Usage by Receiver | Reguest handling

Parameters for a generic service request

On demand

Example

An application requests a service defined by the generic service provider.
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9.2.3.1

OMG Generic Service Request Message Subjects

Table 9.3: OMG Generic Service Request Message Subject Namin

S%{jea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
: : MM
%—m f%’;‘:%'n DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 E|E
siement 5|6
. domain 1 domain 2 OMG- SERVICE-
Subject | o ExT . [constell 2% | [DESTINATION [SERVIC | [OPERATION-
- —system | —system mission - [saf] | REQ GEN § GROUP X
Content it | ot ation] SERV COMPONENT] E-NAME] NAME]
OMG- —
Examplefor f coysext | powt | pome | mssn | cnst | sati | Req | GEM- FD1 gp | MissionA | PropagateFrom
Sender Ephem LatestObs
Sencer SERV
OMG-
Examplefor | ooysext | pomt | pom2 | Mmssy | onst | saTi | REQ | GEN- FILL ENMAFD | Ephem | CalcForPropose
Sender SERV dManeuver
OMG- -
Examplefor | coysext | pomt | pomz | mssn * |satt|REQ | GEN- FDI | Misionh .
Receiver Ephem
necelver SERV Epnem
OMG-
% comsExt | powt | pom2 | mssn + | saTt | REQ | GEN- . EntA-FD +
eceiver SERV
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Table 9.4: Properties of the Miscellaneous Elements for the OMG Generic Service Request Message

Miscellaneous Required / e L . .
= Element Optional Description Field in Msg, if applicable
. DESTINATION-
MET Optional Lomponent name of kesponder
ME1 Optional Component name of Responder COMPONENT from header
. Functional area, subject matter, or group to
ME2 Optional which the service belongs SERVICE-GROUP
ME3 Optional Name of the service SERVICE-NAME
ME4 Optional Name of the operation within the service OPERATION-NAME
Examples

A Flight Dynamics Service, FDServiceProviderl, provides ephemeris propagation requested by two service
requestors, TAndC1 and TAndC2, interacting via the OMG Generic Service Request Message. TAndC1 knows the

name of the service provider component, TAndC2 does not, and uses the service identification fields to reach it.

TAndCI sends a message with the following subject to request ephemeris propagation from the named component.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.OMG-GEN-
SERV.FDServiceProviderl.FILL.FILL.PropagateFromLatestObs

TAndC2 sends a message with the following subject to request ephemeris propagation without knowing the name o
the service component.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.OMG-GEN-SERV.FILL.FD.MissionA-
Ephem.PropagateFromLatestObs

FDServiceProvider] filters on subjects to receive the OMG Generic Service Request Message.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.OMG-GEN-SERV.FDServiceProviderl.>
or

C2MS-EXT.*.* . * * * REQ.OMG-GEN-SERV.FDServiceProviderl.>

9.2.3.2 OMG Generic Service Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the OMG Generic Service Request
Message, including both message and message header fields.

Table 9.5: OMG Generic Service Request Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS-EXT
EXT-SPECIFICATION OMG
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE OMG-GEN-SERV
CONTENT-VERSION 2026.0
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9.2.3.3 OMG Generic Service Request Message Contents

The following figure shows a UML Class Diagram of the OMG Generic Service Request Message with its required,
optional, and dependent fields.

C2MS Message
-CONTENT-VERSION : F32

Custom Field
0.*

C2MS Extension Message
{Message Header.SPECIFICATION == C2MS-EXT}

-EXT-SPECIFICATION : Subject Token String

C2MS Extension Request Message
{Message Header.SPECIFICATION == C2ZMS-EXT,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

OMG ic Service R t

{Message Header SPECIFICATION == C2MS-EXT,
EXT-SPECIFICATION OMG,

Message Header. MESSAGE-TYP! REQ,

Message Header. MESSAGE-SUBTYPE == OMG-GEN-SERV,

CONTENGVERSION == 2026.0} Generic Service Parameter
-SERVICE-GROUP : Subject Token String [0..1] _PARAM —
-SERVICE-NAME : Subject Token String [0..1] - -"rc:mEE— ST"'HQ‘R,U o
-OPERATION-NAME : Subject Token String [0..1] 0.* |-n. - lyped Vanable

-NUM-OF-PARAMS : U16

Figure 9.2: OMG Generic Service Request Message Diagram

The following table describes additional field names, values, and notes for the OMG Generic Service Request
Message.
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Table 9.6: OMG Generic Service Request Message Additional Information

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Verspn.number for this message content
_— —= = = description
EXT-SPECIFICATION | Subject Token String R OMG See Section 9.1.2 Extension Specification

REQUEST-ID GUID R ID to identify the request message
SERVICE-GROUP Subject Token String D At least one of SERVICE-GROUP, SERVICE
NAME, or OPERATION-NAME must be
SERVICE-NAME Subiject Token String D specified. See 9.2.1 Service Identification
Fields (SERVICE-GROUP, SERVICE-NAME,
OPERATION-NAME | Subject Token String D OPERATION-NAME) for detail of these fields
NUM-OF-PARAMS 16 R >0 Num_ber of parameters included within the
e — = — service request
. Name of the parameter being provided - “n”
PARAM.n.NAME String [0} starsat 1"
Value of the provided parameter. The Typed
Variable structure contains the data via a typd
’ discriminator (VALUE.TYPE-
PARAM.n.VALUE Typed Variable D DISCRIMINATOR) and value (VALUE.DATA-
VALUE). Required for each PARAM when
NUM-OF-PARAMS > 0.

Service parameters can be represented positionally or as name-value pairs with the value represented as a Typed
Variable. To use name-value pairs, both the optional PARAM.n.NAME and the required PARAM.n.VALUE are
specified. To use positional command arguments do not use the optional PARAM.n.NAME. In this latter case, the
first argument (n=1) fills the first argument needed for the service, etc.

The now-deprecated Simple Service Request Message used a number of fields not carried forward here for the
reasons listed below:

USER - this is a non-secure approach to identifying the requesting entity. Consider using C2MS Message
Envelope if Authentication and Authorization are required.

SERVICE-NUMBER/OPERATION-NUMBER - The SERVICE-NAME/OPERATION-NAME suffice and
are clearer.

SERVICE-VERSION/OPERATION-VERSION - If multiple versions of a service or operation are employe
during the lifetime of a service that is enabled to use OMG Generic Service Messages, version information
can be provided as part of the service or operation name.

PRIORITY and time-bounding fields - The OMG Generic Service Request should be considered to be on-
demand. If needed, this type of execution-specific information can be provided as parameters.

RESPONSE - Services that receive requests are expected to respond. Requesting components may choose not
to watch for the response message.

9.2.4 OMG Generic Service Response Message

An OMG Generic Service Response Message is sent by a service provider in response to an OMG Generic Service

Request Message. The primary purpose of this response message is to provide acknowledgment of the request
message and a status of the action completed.
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Multiple OMG Generic Service Response Messages may be used by the responding service provider if the
processing and completion of the request is lengthy. In this event, an interim or interactive “working” type message
would be issued to let the original application know that the action is still being processed.

Table 9.7: OMG Generic Service Response Message Summary

Sender A C2MS compliant aplglication that reqeived a request for a service from
_ another component via a generic service request
Intended Usage by Sender Reply
Receiver Application that issued the original request
Intended Usage by Receiver Receive response
What Acknowledgment and status of original request
When Upon receipt of a original request message
Examples

An application responds to a request for a service defined by the generic service provider.
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9.24.1

OMG Generic Service Response Message Subjects

Table 9.8: OMG Generic Service Response Message Subject Namin

&

Subleet | pomain Elements Mission Elements Message Elements Miscollancous Elements
Subjedt | Speck | poyay | pomamz | mission | const |sar | Tve | susTve ME1 ME2 | mE3 | mes | mEd | mES
subiect | cous.exT M M . constell o | s % [DESTINATION | [RESPONSE-
Content - —system | —system | [mission] | o " | [safl | RESP | GEN- | CeouBoNENT] | STATUS]
e specific] spec_n‘lc SERV
OMG
—"—Exg?m;‘;f” coms-Ext | powmt DOM2 MSSN | CNS1 | SAT1 | RESP | GEN- TandC1 1
Sender SERV
OMG
—"—Exg:‘m:z:” coms-Ext | powmt DOM2 MSSN | CNS1 | SAT1 | RESP | GEN- Tandc1 3
Sender SERV
Example for N OMG- %
Bampefor | covsex | powt | Dowz | mssw + | satt | rese SEE_RN\} TandCt .
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Table 9.9: Properties of the Miscellaneous Elements for the OMG Generic Service Response Message
Miscellaneous %% Description Field Origination in Msg if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Reguired %ﬁ:ﬂm RESPONSE-STATUS
Examples

Two components, FDServiceProviderl and TAndCl1 interact via the OMG Generic Service Response Message after
TAndCl1 has sent a previous request.

FDServiceProviderl sends an OMG Generic Service Response Message back to the original requestor (TAndCl1).

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.OMG-GEN-SERV.TAndC1.1

The original requestor (TAndC1) filters on subjects to receive the OMG Generic Service Response Message.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.OMG-GEN-SERV.TAndC1.*

9.2.4.2 OMG Generic Service Response Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the OMG Generic Service Response
Message, including both message and message header fields.

Table 9.10: OMG Generic Service Response Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS-EXT
EXT-SPECIFICATION OMG
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE OMG-GEN-SERV
CONTENT-VERSION 2026.0
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9.2.4.3 OMG Generic Service Response Message Contents

The following figure shows a UML Class Diagram of the OMG Generic Service Response Message with its
required, optional, and dependent fields.

[ C2MS Message
‘-CDNTENT-VERSION :F32

———— Message Header
T — Custom Field
C2MS Extension Message 0.

{Message Header. SPECIFICATION == C2MS-EXT}

-EXT-SPECIFICATION : Subject Token String

RESPONSE-STATUS
1=Acknowledgment,
2=Working/Keep Alive,

3=Successful Completion,

C2MS Extension Response Message 4=Failed Completion
{Message Header.SPECIFICATION == C2ZMS-EXT, - S=Invalid Request
Message Header. MESSAGE-TYPE == RESP} - -
-REQUEST-ID : GUID -7
-RESPONSE-STATUS : 116 = {1,2,3,4,5} q

-FINAL-RESPONSE : Boolean
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

OMG Generic Service Response Message
{Message Header.SPECIFICATION == C2MS-EXT,
EXT-SPECIFICATION == OMG,
Message Header MESSAGE-TYPE == RESP,
Message Header MESSAGE-SUBTYPE == OMG-GEN-SERV,

CONTENT-VERSION == 2028.0} Generic Service Response Data Item
-SERVICE-GROUP : Subject Token String [0..1] -RETURN-DATA-ITEM S bR Spl o
-SERVICE-NAME : Subject Token String [0..1] 0.7 | VALUE 19 Jez VD.BEI ring [0..1]
-OPERATION-NAME : Subject Token String [0..1] - : Typed Variable

-NUM-OF-RETURN-DATA-ITEMS : U16

Figure 9.3: OMG Generic Service Response Message Diagram
The following table describes additional field names, values, and notes for the OMG Generic Service Response
Message.
Table 9.11: OMG Generic Service Response Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version numb_er‘for this message
- = content description
EXT-SPECIFICATION Sub ect. Token R oMG See Sgctlpn 9.1.2 Extension
- String - Specification
REQUEST-ID GUID R ID to identify the request message
Value Description
1 Acknowledgement
2 Working / Keep
116 = Alive Identifies the status of the request
RESPONSE-STATUS (Enumeration) R 3 Successful message that was processed.
= Completion
4 Failed Completion
5 Invalid Request
When True, indicates the last mesage
FINAL-RESPONSE Boolean R in the response sequence.
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Field Name Type Presence Value Description
Time application completed processing
) the request in UTC. While always
TIME-COMPLETED Time o optional, this field only applies if FINAL-
RESPONSE is True.
Depending on the value of
RETURN-VALUE 132 0 RESPONSE-STATUS, this field may
contain more detail as discussed below
SERVICE-GROUP Mgfﬁﬂ D These contain the same values as the
=ling corresponding fields in the request
message. At least one of SERVICE-
Subiect Token GROUP, SERVICE-NAME, or
SERVICE-NAME _I_Strin D OPERATION-NAME must be specified.
=ting See 9.2.1 Service Identification Fields
(SERVICE-GROUP, SERVICE-NAME,
Subiect Token OPERATION-NAME) for detail of these
OPERATION-NAME Sublect Loken D fields.
String
Number of data items returned in this
% u16 R response. This response can return
_— zero-to-many resulting data items.
RETURN-DATA- String 0 Name of the data item being returned -
ITEM.n.NAME = “n” starts at *1”.
Value of the returned data. The Typed
Variable structure contains the data via
a type discriminator (VALUE.TYPE-
%\m Typed Variable D DISCRIMINATOR) and value
———— (VALUE.DATA-VALUE). Required for
each RETURN-DATA-ITEM when
NUM-OF-RETURN-DATA-ITEMS > 0.

Return data items can be repres

ented positionally or as name-value pairs with the value represented as a Typed

Variable. To use name-value pairs, both the optional RETURN-DATA-ITEM.n.NAME and the required RETURN-

DATA-ITEM.n.VALUE are sp

ecified. To use positional return values do not use the optional RETURN-DATA-

ITEM.n.NAME. In this latter case, the first data item (n=1) is the first expected returned value from the service, etc.

9.2.5 OMG Generic Service Data Message

The OMG Generic Service Data Message can be produced by a data service provider, either as a result of a

corresponding OMG Generic Service Request Message or as a standalone unsolicited notification of data from the

service.

Table 9.12: OMG Generic Sen

Sender

ice Data Message Summary
A C2MS compliant application that provides a service defined through generic service

messages

Intended Usage by Sender

Notification of some service-related information

Receiver

Application monitoring service-related information

Intended Usage by Receiver
What

Receive notification messages
Information associated with the service

When service-related data becomes available for consumption by broader set of

When

interested components
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Examples

A generic service provider produces an unsolicited notification message with data associated with the service

A generic service provider produces a notification message as part of a stream of data, with data associated wit]
the service
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9.2.5.1 OMG Generic Service Data Message Subjects
Table 9.13: OMG Generic Service Data_M ssage Sub'|ect Naming
Subject Domain Elements Mission Elements Message Miscellaneous Elements
Standard — — E_lements —
Subject Speci- | homaint | DomAIN2 | missioN | consT | sat | Tve | sustye | mEr ME2 ME3 ME4 ME5 ME6
jement fication
. domain 1 domain 2 OMG-
(%{‘:—3 coMSEXT | —system | —system | [mission] I%Sff" jsatl | MSG | GEN- [%%'\,fﬁ? [SGEFE{S/L'J%?' [SﬁmEC]E' 'OF_’E;{,\AATE'ON [RE(_EIEST
— specific] specific] ation] SERV -NAME]
Example OMG- cinm A
for | cowsext | powt | bomz | mssn | cnst | satt |mse| eEn- | Emt pp | MisionA- | Propagatefro | e
Ephem mLatestObs
Sender SERV
Example OMG-
for covsExT | pomt DOM?2 MSSN | CNS1 | SAT1 | MSG | GEN- FD-A EntA-FD Ephem g:éﬁ;;i;‘f/e‘; [GUID]
Sender SERV —_
Example OMG-
for | covs-ExT | powmt | Dom2 * + | sAT1 | Msc | GEN- | FDA | EAFD | Ephem g:éﬁ;’;i;fle‘i [cuID]
Receiver SERV —_
Example OMG- i A
for | cousext | pomi | Dpom2 : sAT1 | MsG | GEN- * FD MissionA- | PropagateFro
- Ephem mLatestObs
Receiver SERV
Example OMG-
for covsExT | Dpomt DOM?2 + * SAT1 | MSG | GEN- + EntA-FD +
Receiver SERV

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957¢c-

1a29ec4¢7d50" or similar.
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Table 9.14: Properties of the Miscellaneous Elements for the OMG Generic Service Data Message
Miscellaneous Element Required / Optional Description Field in Msq, if applicable | |
ME1 Required Component name of Sender | COMPONENT from header
Functional area, subject
ME2 Optional matter, or group to which the | SERVICE-GROUP
service belongs
ME3 Optional Name of the service SERVICE-NAME
) Name of the operation within
ME4 Optional the service OPERATION-NAME
. ID associated with original
ME5 Optional request, if any REQUEST-ID
Examples

A service provider (FDServiceProviderl) sends out an unsolicited OMG Generic Service Data Message with the

following subject::

C2MS-EXT.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.OMG-GEN—

SERV.FDServiceProviderl.FD.MissionA-Ephem.PropagateFromLatestObs

An interested component (TAndC1) filters on subjects to receive the OMG Generic Service Data Message.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.OMG-GEN-SERV.FDServiceProviderl.+

or

C2MS-EXT.*.*.* * . * MSG.OMG-GEN-SERV.*.FD.MissionA-Ephem.+

9.2.5.2 OMG Generic Service Data Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the OMG Generic Service Data

Message header.

Table 9.15: OMG Generic Service Data Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS-EXT
EXT-SPECIFICATION OMG
Message Header MESSAGE-TYPE MSG

Message Header. MESSAGE-SUBTYPE

OMG-GEN-SERV

CONTENT-VERSION 2026.0
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9.2.5.3 OMG Generic Service Data Message Contents

The following figure shows a UML Class Diagram of the OMG Generic Service Data Message with its required and

optional fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Extension Message
{Message Header.SPECIFICATION == C2MS-EXT}

-EXT-SPECIFICATION : Subject Token String

C2MS Extension Notification Message
{Message Header.SPECIFICATION == C2MS-EXT,
Message Header. MESSAGE-TYPE == MSG}

Message Header
Custom Field
0.*

OMG Generic Service Data Message
{Message Header.SPECIFICATION == C2MS-EXT,
EXT-SPECIFICATION == OMG,

Message Header. MESSAGE-TYPE == MSG,

Message Header. MESSAGE-SUBTYPE == OMG-GEN-SERV,
CONTENT-VERSION == 2026.0}

-REQUEST-ID : GUID [0..1]

-FINAL-MESSAGE : Boolean
-NUM-OF-DATA-ITEMS : U16

-SERVICE-GROUP : Subject Token String [0..1]
-SERVICE-NAME : Subject Token String [0..1]
-OPERATION-NAME : Subject Token String [0..1]

-DATA-ITEM Generic Service Data ltem

Figure 9.4: OMG Generic Service Data Message Diagram

1.* |-NAME : Subject Token String
-VALUE : Typed Variable

The following table describes additional field names, values, and notes for the OMG Generic Service Data Message.

Table 9.16: OMG Generic Service Data Message Addit

ional Information

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Versu_)n lnumber for this message content
- description
EXT-SPECIFICATION | Subject Token String R OMG See Section 9.1.2 Extension Specification

REQUEST-ID GUID 0 !D to identify a request message if this message
- — is produced as a result of a request.
SERVICE-GROUP Subject Token String D At least one of SERVICE-GROUP, SERVICE-
NAME, or OPERATION-NAME must be
SERVICE-NAME Subject Token String D specified. See 9.2.1 Service Identification Fields
(SERVICE-GROUP, SERVICE-NAME,
OPERATION-NAME Subject Token String D OPERATION-NAME) for detail of these fields.

FINAL-MESSAGE Boolean

When True, indicates last message in a series of
messages or the only message (not part of a
sequence). A value of False indicates additional
messages in a sequence are expected.
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Field Name Type Presence Value Description [

Number of data items included in this messpage.

NUM-OF-DATA-ITEMS u16 R 1+ This messaée can include one-to-mani dat
items.

. Name of the data item being made availablg -

DATA-TEM.n.NAME String D “n” starts at “1”. Required for each DATA-ITEM.
Value of the returned data. The Typed Varigble
structure contains the data via a type

DATA-ITEM.n.VALUE Typed Variable D discriminator (VALUE.TYPE-DISCRIMINATOR)

and value (VALUE.DATA-VALUE). Requirdd for

each DATA-ITEM.
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Appendix A — Categorization

Component Categories

Fable-A—Table A.1 organizes the software standard into broad classes of functionality and further delineates the
classes into subclasses. This is not an exhaustive list, and other classes and subclasses may be identified in addition

to those listed here.

Table A--————.1: Software Class and Subclass Categories

Command and Control Message Specification™ (C2MS™) V1.0

Class Subclass
CLASS Abbr. Subclass Abbr.
Assessment AST
Archive and Assessment AAA Archive ARC
Plotting, Trending and Analysis PTA
' Paging PAGE
Automation AUTO Rule-Action RULE
Orbit Determination oD
Flight Dynamics FD Navigation and Control NAC
Ephemeris EPH
. . . Analysis ANL
Modeling, Simulation, and Front- MAS Front End Processor FEP
End Processors .
Simulator SIM
) . Maneuver Planning MAN
Planning and Scheduling PAS Scheduling SCH
Script Control SCRIPT
. Verify VER
Seaurity SEC | Encryption CRYPT
Operating Systems 0s
COTS COTS
GOTS GOTS
System sYs Monitor MON
Configuration Control and CFG
Management
Telemetry TLM
Telemetry and Command TAC Command CMD
] —
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Product Categories

Fable-A—2Table A.2 uses the same Class categories and Class abbreviations as seen in Fable-A—FTable A.1 to
break down and classify the products in a hierarchical manner. This is not an exhaustive list, and other product types

and subtypes may be identified in addition to those listed here.

Table A-2———.2: Product Categories

Product Product Subtype Product Product
Types Abbr. (ME4) Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (ME6)
Archiveand | pap | pata DATA
Assessment
Message MSG
Plot/Graph PLOT
Report RPT
Statistics STAT
Automation | AUTO Decision Making DM
Expert EXP
Paging PAGE
Flight FD Attitude ATT
Dynamics
IEnwronmental/CeIestla EC
Instrument INST
Maneuver MAN
Memory MEM
Flight FD Orbit ORBIT Ephemeris | EPHEM | Binary BIN
Dynamics
FreeFlyer FF
CCSDS Orbit
Ephemeris OEM
Message
Satellite Tool
Kit STK
Special
Perturbations SP
Flight . Extended
. FD Orbit ORBIT State STATE Precision EPV
Dynamics v
ector
GPS Navigation
Data GPSNAV
Improved
Interrange IRV
Vector
CCSDS Orbit
Parameter OPM
Message
Orbital
Parameter OPR
Reports
Two Line Mean TLE
Elements
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Product Product Subtype Product Product
Types Abbr. (ME4) Abbr. Subtype2 Abbr. Subtype3 Abbri
(ME3) (ME5) (ME6)
Vehicle Attitude | VEHAT
Flight FD Orbit orgir | Station STA AZIEI Tables
Dynamics Contact AZEL
Ground Site
Location GSL
Line Summary | LS
Predicted Site
Acquisition
Table PSAT
Site Views SV
STDN
Summary
Predictions STDNY
Tracking Data D
Vehicle
Visibilty Check | V¢
Flight . High Gain
) FD Orbit ORBIT Instrument INST Antenna HGAP
Dynamics Predicti
redictions
Science Field of
View SFVP
Predictions
Sensor
Interference SIP
Predictions
U;er Antenna UAV
View
Flight FD Orbit orpiT | OroiObiedt i 50p | orbital Events | EV
Dynamics Relationships
Shadow Times | ST
Solar Beta SBA
Angle
Sun/Earth
Relationships SER
Modeling
and MAS Data Files DATA
Simulation
Data Streams STREAM
Messages MSG
Plannin .
g | pas | schedue SCH Acthly ACT
’ chedule
Scheduling
Contact Air quce
Schedule CON Satellite Control | AFSC
Network
Deep Space
Network DN
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Product Product Subtype Product Product
Types Abbr. (VER P Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (ME6)
Ground
Network N
Space Network | SN
Universal
Space Network USN
Planning
and PAS Spacecraft sC Command | CMD Command | oo
I Sequence File
Scheduling
Block
Commands BC
Unmanned Aerial
Vehicles UAV
Scripting
Control SCRIFT
Telemetry
and TAC | Data Values DATA | Selected SET D of selected |
subset
Command
Telemetry
and TAC Level-0 RAW
Command
Telemetry
and TAC Memory Dumps MEM
Command
Telemetry .
and TAC Produc/ts Derl\t/ed from PASS Bass o PD
Command a pass/contac escription
TAC Frames Lost FL
Pass
Summary PSR
Report
Spacecraft Tables TBL
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