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Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membersfop,pnofit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applicats in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies and academia.
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to enterprise integration that cogenultiple operating systems, programming languages, middleware and networking
infrastructures, and software devel opment environments
Languagé&"); CORBA® (Common Object Request Broker Architecture); CWNCommon Warehouse Metamodel);
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Introduction to Specification

The objective of this C2MS (Command and Control Message Specification) standard is to establish c@ssage
format specificationfor use in performing satellite command and control in an integrated, flexible, dynamic, and
extensible satellite ground segment environment. Using C2MS dibsweemmon data exchanged enables
integrating satellite mission ground data system products from multiple vendors and system developers.

Themessagéormats may be of benefit for systanternal interface definitions and for communications between
systemsUsing C2MS enables present, ongoing, and future interoperability across satellite ground segment components,
systems, missions and domains.

C2MS is built around three basic types of messages: request, response and notification. All C2MS messages belong to
one of these categories, enabling a versatile range of message exchange patterns. While a simple exchange involves a
request followed by aesponse, more robust interactions are also supported. This document defines the message types,

the complete set of specific messages, and their associated exchange patterns.

C2MS is not a system, service, or deployable component. Although this document defines message structures and
exchange patterns, the implementation details, such as transport mechanisms and message handling, are choices of the
system, enterprise, or misaiemploying it. Each implementation determines how messages are sent, received, and
utilized within its architecture.

While C2MS is built to be flexible for use in a wide variety of satellite ground systems, some tailoring of its usage may
be needed or useful in any given environment. For example, the policies enacted in a particular domain along with its
domain logic, mght require the presence of a field that is defined as optional in C2MS. As an illustration, all C2MS
messages have an optional CLASSIFICATION field within the message header, but a particular domain may mandate
that the field always be present. Such t#ilg is expected and encouraged to ensure C2MS aligns with depedific
requirements.

Furthermore, tailoring of the messages themselves is aibddature of C2MS. As discussed in this document, C2MS

supports augmenting individual messages with additional custom data and creating entirely newsplecifan
message types, while remaigiwithin the overall C2MS umbrella.
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1 Scope

This document, th€ommand and Control Messagpecification(C2M9), is the definition of the standardized
messages along with interaction patterns for theiferseommon interfaces found in typical satellite ground data
systemsThis promotes platform independence that allows pagyand playntercommunicatiommong
componentsThe Platform Independent Model (PIM) simply describes the messages and interactions necessary to
communicate betweetomponents

2 Conformance

The primary point of conformance is support of the PIM. Conformance to any defined PSM is optional, but if a
defined platform is used, suelseXtensible Markup LanguadXML ) or JavaScript Object Notatia@dSON, the
implementation must conform to the appropriate PSM. In the event that a PSM does not exist for a specific protocol,
implementers are encouraged to define a PSM and suldmitsiandardization to the OMG.

3 References

3.1 Normative References

The following normative documents contairovisions thatthrough reference in this text, constitute provisions of
this specification. Fodatedreferences, subsequent amendments to, or revisions of, any oftinéisations do not

apply.

XML Tim Bray, Jean Paoli, C.M. SperbeMrQueen, and Eve Maler, editoExtensible Markup Language (XML)
1.0 (Ffth Edition). World Wide Web Consortium, 2@0(Seehttp://www.w3.0rg/TR/2008/REQmI-20081126)

ECMA 7 404 The JSON Data Interchange Forn2if, Edition /December 201,7ECMA International (See
http://ecmainternational.org/publicationandstandards/standargéema404.)

CCSDS- In relation to telemetry data formats, particularly the Consultative Committee for Space Data Systems
(CCSDS) frames and packetsd the contents of the C2MS navigation messdgesCCSDS Recommendations

and Reports should be referenced (Be//www.ccsds.orly For navigation data messagsse the following
specificationgSeehttp://ccsds.org/publications/allpybs

1 Attitude Data Messages 504832
I Orbit Data Messages 502833
1 TrackingData Message 503.0-B

XTCE - XML Telemetric and Command Exchange (XTGHJhe XML Telemetric and Command Exchange
(XTCE) data specification provides an information model for telemetry and command kiat@MG specification
defines a standard exchange format for telemetry and commanding that will support the exctatagerofigh all
phases of theatellite payload, and ground segment lifecycle: system design, development, test, validation, and
mission operationgseehttps://www.omg.org/spec/xtLe
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http://ecma-international.org/publications-and-standards/standards/ecma-404
http://www.ccsds.org/
http://ccsds.org/publications/allpubs
https://www.omg.org/spec/xtce

3.2 Non-Normative References

3.2.1 NASA GMSEC Documents
Note that NASA has developed#atform Specific Model (PSMeferred to as GMSEC. THeMSEC API

software selected components, and documentation are distributed by NASA. Others are free to develop alternative

PSMs.

The following GMSEC documentstderth theNASA GMSEC Architectureand the GMSEC Applications
Programming Interfactl s e Guida Documents for specific GMSE€ompliant software components should be
consultedon an individual basis.

1 GMSEC Architecture DocumeriRelease 3.0.0, February 2018
7 GMSECAPI5. 2 Us e rNovemb&2023d e ,

4 Terms and Definitions

Thefollowing tableliststerms and descriptions feelectecacronyms and abbreviations used in this document.

Table 4-1. Acronyms and Abbreviations

Term Description
ACK Acknowledge or Acknowledgement
ANL Analysis
AOS Acquisition of Signal
API Application Programming Interface
APID CCSD3\pplication Process Identifier
ARC Archive
AST Assessment
C2CX Compone#ti-Component Transfer
C2MS Command and Control Message Specification
CCSDS Consultative Committee for Space Data Systems
CFG Configuration
CFG Configuration Control and Management
CNTL Control
COTS Commercial off the shelf
CRYPT Encryption
CvCbhU Coded Virtual Channel Dai&
CVvT Current Value Table
DEV Device
EPH Ephemeris
EUI Extended Unique Identifier
FEP Front End Processor
GMSEC Goddard Mission Services Evolution Center
GOTS Government off the shelf
GSFC Goddard Space Flight Center
GUI Graphical User Interface
HB Heartbeat
ID Identifier
IEEE Institute of Electrical and Electronics Engineers
IP Internet Protocol
JSON JavaScript Object Notation
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Term Description
LOS Loss of Signal
LRV Last Received (or recorded) Value
MAC Media Access Control
MAN Maneuver Planning
ME Miscellaneous Element
MEP Message Exchange Pattern
MON Monitor
MSG Message
NAC Navigation and Control
NASA National Aeronautics and Space Administration
oD Orbit Determination
OMG Object Management Group
oS Operating Syst@mSystems
PAGE Paging
PIM Platform Independent Model
PSM Platform Specific Model
PTA Plotting, Trending and Analysis
REQ RequestrRequired
RESP Response
RPY Replay
RSRC Resource
RT Realtime
RULE RuleAction
SATOPS Satellite Operations, specifically the management of the satellite (vehicle) and corresponding
SCH Schedule &cheduling
SCID CCSDS Spacecraft Identifier
SDTF Space Domain Task Force
SIM Simulatioar Simulator
SQL Structured Query Language
T&C Telemetry and Command
TDM Time Division Multipleringracking Data Message
TLM Telemetry
UML Unified Modeling Language
URI Uniform Resource ldentifier
UTC Coordinated Universal Time
UTF8 Unicode Transformation Formiat 8
VCID CCsSD¥irtual Channel Identifier
VER Verify
Wrt With respect to
XML eXtensible Markup Language
XTCE XML Telemetric and Command Exchange

Thefollowing tabledescribes selected termsed in this documenthe descriptions below asemmaries for quick
identification. All terms are defined in modetailelsewhere in thiSpecification
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Table 4-2. Glossary

Term Description
C2Ms A Command and Control Message Specification standard to establish comi
specifications to allow for common data exchange interfaces for integrating
mission ground data system products from multiple vendors and system de
Message Exchange Patt{ A description of how C2MS messages can be sent between components.
Message Subject See Suject
Message Type Three fundamental C2MS messagengssafe, request, and response) are d
in C2MS arahn be used in various combinations with one another to create
number of message exchange patterns. In turn, these message exchange |
be used in the description of the interfaces for any number of services.
Miscellaneous Elements | Application programs should be able to define their own set of unique elemi
messagsubjecin order to create their own usidpject. Therefore, a C2htSined
subjectontains a fixed portion and a variable portsmeltdneo@tements
OMG An open membership;fogprofit computer industry standards consortium that
produces and maintains computer industry specifications for interoperable,
reusable enterprise applications in distributed, heterogeneous environment
Subject Also known asessageubjectthisconstitutesptional routiffidferingnformation tha
may be used when employing C2MS in a system using indirect message di
discussed in SectbBAMessage Subjects (Optional)
Tracking Trackingone of thmessage classes composed of aggregated UM lisceseseed
forApplication Programming InteréacgeeMessage classes are composed of
aggregated UML classes that show whether the fields are required, optayna
dependent.

5 Additional Information

5.1 Acknowledgements

The OMG would like to thank théollowing organizatiorfor creatng this specification

N ASA Goddard Space Flight Centef GSFC)
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6 PIMT C2MS Subject s and Message Composition

6.1 Overview

The C2MS defines a standard, platform independent model (PIM) for communication amonga@ripogents

The C2MS model does not presume or try to define a specific system level architecture. Instead, it defines generic
concepts such as messages and parameters that are relatively simple to imgiepentides system integrators

with common ways to connect heterogeneous suites of space related sdftvea®2MS PIM consistof message

cl asses that denfentsnse that thesicanereate,ssend, andl receive messages.

Each C2MS defined messagecomposed dfivo partsia C2MSMessage Headéhat is common to all messages
and aC2MS Messge Body Contenportionthat is unique for each message

Additionally, C2MS defines an optional C2MS Subject that may be used for message routing information as
described below.

Both theMessage Header and Message Bpdstionsarecompsedof fields. One of the fields irachmessage
portionis a version numbeilhe version number identifies the iteration of sipecific message portion, HEADER
VERSION for the header, CONTENVERSION for the body.

6.2 Message Subjects (Optional)

Message subjects can be used to provide optional message routing metadata. In this way, message subjects enable
component decoupling through indirect delivery of messages between components. This can be achieved, for
example, through a Broker Pattern (nigar) or a PublishSubscribe Pattern within the chosen architecture. C2MS
seeks to enable (rather than prescribe) a variety of architecture and implementation choices, and in this case,
defining the optional message subject, enables the possibilitdicééh message delivery.

Being metadata, message subjects are populated from field values present in the corresponding message, but are not
contained within the message itself.

Note that all fields that are used to populate the message subjects are of type Subject Token String to enforce format
of the subject elements. This is always true, even when not using the optional message subjects in a particular
chosen PSM, architectuoe design patterns. This is done to enable interoperability between disparate systems or
domains so that all C2MS messages may be used with subject elements.

6.2.1 Filtering Messages by Subject

Using message subjects in an indirect message delivery environment provides an efficient and flexible means to
filter message traffic.

Filtering may occur at two levels: the message transmission level and the receiving application level. Filtering takes
place at the message transmission level based solely uparesisagsubject. It is assumed that the transmission
mechanism does not extract information from the message conterdates messages based solely on the subject
contents.

Filtering at the receiving application level takes place based upon the message contents.
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Applications should be built and subjects defined so as to maximize filtering at the subject level by at the
transmission level. Filtering messages at the receiving application level may be necessary for some applications but
should be minimized to maximézsystem efficiency.

The following table suggests some subject elements (in addition to the message type and subtype) that could be
specified for filtering at the transmission level to limit the number of messages that might be sent to any given
application. Not every messagepossibility is listed.

Table 6-1. Sample Subject Filtering Items  in Addition to Type and Subtype

Message Subject Filtering ltems
Mission
Constellation
Realime Log Message Satellite
Sender
Occurrence type
Severity
Archive Message Retrieval Eg;ﬂgg?;r
Request and Response Response Status (ACK, Working, Success, Failure, Invg
Directive Request and Requestor
Response Response Status (ACK, Working, Success, Failure)
Mission
Constellation
Satellite
Telemetry Messages Sender

Telemetry format
Stream mode
Channel or APID
Mission
Constellation
Satellite

Sender
Telemetry format
Stream mode
Channel or APID

Replay Telemetry Message

Mnemonic Value Data Mess Mnemonic
Request, and Response Requestor
Archive Mnemonic Value Dg Mission .
Constellation
Message, Request, and Satellit
Response atetiite
Requestor
Mission
Product, Product Request, a g;)tnesl,lti?élatlon
Product Response
Sender

E R . I N R B R R B R R e e e I R I B e B e e e N I B N B B B B |

Product Type and Subtype

6.2.2 Characteristics of Message Subjects

1. C2MSmessages must leasily distinguishable bsubject short elementareencouraged for fast parsing and
efficient throughput.
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2. In orderto distinguish standar@2MS messages from other routable messages, an indicator or element should
be present in thmessagsubject Thus,C2MS standardized messages can be filtered and routed apart from
other nonAC2MS messages

3. Mostapplications will filtermessageby subjecsoacommon set ofiltering parametersvould be beneficial.
But a common set of parameters may not be applicable to all medsabgcs. Thereforgapplications will
use thecommonset ofparameters bulso be able to expand upon these common filtering parameters with their
own unique filtering parameters.

Examples of the common filtering parameteidude constellation and/osatellite message type and subtype.
A subjectshould contain elements with these common distinguishing characteristics.

4. A means of distinguishing telemetry data streams (or other data/messages streaaunds thesubjectievel
so that arapplicationcanreceive messages froome or moralata/message streams.

An application may want teeceivetelemetryfrom adata streanfor a subset of data stregms

1 That hasot started flowing yethat has @&ingle telemetry format or a subset of telemetry forptht is
from a singlesatelliteor a constellation ofatellites,

I That containseakttime or plarback data

I Thatis asubset of mnemonics from a singlatellite

A configuration table o&ctiveor future (expected) data streams could assign a unique Stteatifier (D) to each
data stream that tteender froduer) would theninclude in themessagesubject A receiving application could look
up the Stream ID in the table and filter on message subjects that includes that unique ID

Furthermore, thermpducer of the data may (request to) update the data stream table with the subject by which the
data will besent (This could also be used to distinguish a-temk stream from a playback streafypplications
listening for these notification messagesst also determine if they needstop listening for these messagese

the data stream has ceased.)

6.2.3 Format of C2MS Message Subject s

Based on the characteristics of (B2MS Subjecs, the followingsubjectformatrules araused

Message ubjecs follow the format of a string of characters separated by théiddt¢haracterThe character
strings separated by thetsare called elements.

I THIS.IS. A VALID. SUBJECT(This subject has 5 elements)
Only alphanumeri¢uppercase or lowercase)nderscor€fi_0), anddash {+ ¢) charactes arevalid. No invisible or
control type charactemreused.No elemenis empty, subjecs must be at least one character in length. Subjects are

casesensitive, so "satl" is not equal to "SAT1" and neither is equal to "Satl1".

I THIS.IS. NOT A VALID. SUBJECT (missing element at the end)
1 .THIS.IS. NOT A. VALID. SUBJECT(empty element at beginning)
I THIS.IS.. NOT A. VALID. SUBJECT(empty element in middle)

C2MS and C2MSEXT subjects ardistinguished from other subjects the first elementwhich containthe
capit al C2M80dr "G2MBEXT"ino quotes)Otherwise uppercase or lowercase are valid.

1 C2MS VALID. SUBJECT(valid C2MS subject)

1 C2MS EXT.VALID.SUBJECT (valid C2MSEXT subject)
1 C2ms.not.valid.subject (invalid C2MSsubject not uppercase "C2MS")
1 C2MS ext.not.valid.subject (invalid C2MSEXT subject not uppercase "C2MBEXT")
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1 C2MS.valid.subject (valid C2MS subject, uppercase and lowercase both valid)

6.2.3.1 Use of Wildcards for Subject Filtering

Message subject filtering can be configured using various wildcards within the subject filter. Wildcard characters are
not used when sending messages, only when setting up filters. The wildcard rules are as follows:

An asterisk (*) can take the placeefactlyone whole element but not a substring of an elenTér& asterisk
DOES NOT have to be the righinost character.

1 THIS. *. VALID (valid wildcardsubstitutior)
1 THIS. IS* . NOT VALID (invalid wildcardsubstitution

A greaterthan (>) character can appear ONLY as the fighst character of a subject immediately after the element
del i md} eand iwnylsubjechvdth andror moréeenents to the right.

9 THIS.IS. VALID. > (valid wildcard substitution)
1 THIS.IS. >. NOT VALID (invalid wildcard substitution

A plus () character can appear ONLY as the rigtdst character of a subject immediately after the element
del i md} eand iwnylsubjechwith zerb or moetements to the right.

1 THIS.IS. VALID. + (valid wildcard substitution)
1 THIS.IS. +. NOT VALID (invalid wildcardsubstitution

The following examplesiillustat e t he use o fwildcéresynliak and thefnratohjng semahticsi + 0

Table 6-2.  Asterisk, Greater Than, and Plus Sign Wildcard Syntax Examples

Example Comments

THIS.IS.VALID.* Match the first three elements and any fourth ldEmenibjects with more than 4 elemg
will not match

THIS.IS.VALID.> As long as the first three elements match, will match any subjeatetéagtyr. Subjects o
three elementsll nomatch.

THIS.IS.VALID.+ As long as the first three elements match, will match any subjeaterfarsguahgth.
Subjects of three elemeaiiitmatch.

Table 6-3. Subject Matching Examples

Subject Matching Subjects| NonMatching Subjects NonMatching Reason
ONE TWO* | ONETWOTHREE | ONETWOTHREEOUR | Extra element

ONETWOSEVEN ONETWO Missing element
ONETWOTWO ONETWOTHREEOUR | Nonmatching second elem

ONE > ONETWO TWQONE Position mismatch
ONETWOTHREE ONE Missing element
ONETWOXYZFIVE | ONEZWO Nonmatching first element

ONE + ONE TWQONE Position mismatch
ONETWO ONEZTWO Nonmatching first element
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Subject Matching Subjects| NonMatching Subjects

NonMatching Reason

ONETWOXYZFIVE

NOTE: As guidance niorder to maximize speed and throughput ratesssage subjexcshould be short and not use

an extraordinary number of elements.

1 Though not specifically required, in order to improve human readabilityetiggh of an element should

not exceed0 charactersexcept wherit represents a GUID.
1 The length of a subject is dependent on the number of el

6.2.3.2 Use of the Reserved Subject Word FILL

ements.

The reserved word "FILL" (with no quotes) is used for cases where a message subject element is not specified, but

must be present because of the requirements of the message subject. This can occur for one of the following reasons:

If an element is defined as being required but is not applicable for that mission or to that specific message, "FILL"

(no quotes) is placed in that element's position, meaning that it is not known or specified. For example, most but not

all messages aretedlite-r el at ed, so a @A Sat el Isubjecs. If b Dessade $s nqi satellite o f

specific, "FILL" can be used in place of the "Satellite ID".

al

If a later element in a message subject must be specified, this makes all earlier elements required, since no element
can be empty. For example, if a subject needs to specify a value in Miscellaneous Element 4, but not Miscellaneous
El ement 3, (nddguates) isplacedlirtiie Miscellaneous Element 3 position for that element, meaning that

it has no value.
This results in the following exampieessage subjext
1 C2MS.FILL.VALID.SUBJECT (valid C2MS subject)

1 C2MS.FILL.VALID.FILL.SUBJECT (valid C2MS subject)
1 C2MS.VALID.SUBJECT.FILL (valid C2MS subject)

6.2.4 C2MS Message Subject Standard

A few common elements of the subject can be identified that would (nearly) always be includet@sshge

subject They are:

Subject standard

Domainl and Domain2

Mission, ConstellationandSatellitelDs
Message type

Message subtype

=A =4 =4 -4 -4

Additionally, application programs should be able to define their own set of unique elementsudfjtiagin order
to create their own uniqugubjecs. Thereforea C2MS-definedsubjectcontairs a fixed portion and a variable

portion of elements, and definedas follows
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Table 6-4. C2MS Message Subject Definition

Subject
Standard

Domain Elements

Mission Elements

Message Element

Miscellaneous Elements

Specificatior]

DOMAIN1| DOMAINZ

MISSION| CONST| SAT

TYP| SUBTYP

ME1 |

ME2

| ME3 | ME4 | ME5 | ME6

K

J

)

Fixed portion

Al elements required

In textformat the subject would appear as:

Variable portion

Each message definition determines whdtbeellaneous
Elemenis required or optional

SPECIFICATION.DOMAIN1.DOMAIN2.MISSION.CONST.SAT.TYPE.SUBTYPE. ME 1 .

The firsteightsubjectelementsthe Specification Domainl, Domain2 Mission, Const, Sat, Type, and Subtypare fixed. These elements are always defined

the same and are required to be filled in bystaeder of a message.

The elements to the right of the fixpdrtionof the C2MS subject are tiiscellaneousElementsand are the variable portion of the subject. The Miscellaneous

ME2. ME3 é.

Elements arenessagespecific That is, thesender/receiverould predefine or even dynamically create as médigcellaneouglementsas needed according to
their filtering needs. Thus, depending on the message definition, they can have different meanings, can vary in nuarbbg eitdes required or optional.
Though shown as ME1 through MEG6 in the above table, there is no defined maximum for the number of Miscellaneous Elements.
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6.24.1 Subject Standard Element of the C2MS Subject

The SubjectStandardtlement of thenessage subjeidentifiesthe specification usedrhis interfacespecification
document is the standard by which @2MS Subjectis definedandinterpreted For C2MSdefinedmessage
subjecs, the first CaMSe.ment is al ways

A C2MS Subjectwill be distinguished from othesubjecs by the first element, which shall contain the capitalized
text AC2MSOoFor(examplequot es) .

1 C2MS.VALID.SUBJECT (valid C2MS subject)
1 C2ms.not.valid.subject (invalid C2Ms&ibject not uppercase "C2MS")

6.2.4.2 Domain Elements of the C2MS Subject

The two domain element®omainl and Domain2 thesubjectallow logical separation of messages and access
controlrulestomissios peci fi ¢ messages based on physical or | ogi ce
architectureThis may include instances of the same mission system operating in different mogdepgeatjons

and backup operationslissions should coordinate their use for messages outside of specific areas as allowed for
situational awareness, testing, etc.

6.2.4.3 Mission Elements of the C2MS Subject

Threeelements comprise the fix@dission Elements They aredescribedn the tablebelow.

Table 6-5. Descriptions of the Mission Elements of the C2MS Subject

Element Nam Value Description
Mission [Name of mission] Name of a missidhg.MyMission

Const [Name of constellatio] Name of constellation, MyfConst1

Sat [Name dfatellitg Name of satelliteE.g. MySatl

For singlesatellitemissions, the mission identifieconstellationandsatellitelD may bedifferent, or may be
identical.Or the mission may choose to name sagellite by d d i n g thé rission namd-or example:

C2MSD1.D2. Sun. Cl1. HELIO.MSG.LOGé
or,
C2MSD1.D2. Sun. C1l. SUNMSG.LOGé

or,

C2MSD1.D2. Sun. SUN1.SUNL.MSG.LOGé

Some missions may consist of a fleet or a constellatigatellitesor multiple constellationand can be
distinguished in the following mannsimilar to a product manufactuermodel and serial number identification

C2MSD1.D2. Moon. Const 1. LUNAR
C2MSD1.D2. Moon. Const 1. LUNAR
C2MSD1.D2. Moon. Const 1. LUNARS

C2MSD1.D2. Mars . C1.11
C2MSD1.D2. Mars . C1.12
C2MSD1.D2. Mars . C1.13
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C2MSD1.D2.MSN1. CONSTASat1l
C2MSD1.D2.MSN1. CONSTB.Sat 1
C2MSD1.D2.MSN1. CONSTA.Sat 2
C2MSD1.D2.MSN1. CONSY¥B.Sat 2
C2MSD1.D2.MSN1. CONSTA.Sat 3
C2MSD1.D2.MSN1. CONS¥B.Sat 3

It is important to note thahesubjectnamingcon v e nt i on of cerl etnteentfi at t he subject dc
to a single physicalatellite thoughthatmayds a common wayo od| difm@ mgouhe MA&SAeér tc
physicalsatellite(perhaps by flight model number), to a logisatelliten ame such as ACONTROLLERO
AEASTO, -AdlBHWINGPARE20O0.

Creative use of the@ Mi s s i @ € aamdB&Satd , e | ®torefer to a physical, logical, group (subset), or entire
constellation ofatellitess possible and permitgeatlatitude for categdzation and unique identification of assets

In generic terms, thilissionElements are simply the taxonomy of classifying groups (or sets) and group members
(elements bthe s¢s).

For services not associated with a constellation or a satellite, place the service name in the "Sat" element.

6.2.4.4 Message Elements of the C2MS Message Subject

Two elements comprise the fixtessageElements

TheType elements used to describe the kind of message communication used ®@2Mis. The available values
areRequest Response andMessage A MessaggType MSG) is senvithout a required or expected respgnse
though it may cause an action when receiYe®equestmessage is used to request a speaiftion or information
from adata provider or product generatArRequestmessage may or may not requirB@sponsanessage.
Message types are discussed in detail in Se6tb@2MS Messages: Their Characteristics and Interactions

The Subtype element contains the ID or name of the message definfilmmMessageElementsaresummarizedn
the tablebelow.

Table 6-6. Descriptions of the Message Elements of the ~ C2MS Subject

Element Name Value Description
Type MSG Message

Kindor intentioof REQ Request

communication RESP Response
AMSG Archive Message Retrieval
AMVAL Archive Mnemonic Value Retriey
CMD Command

Subtype CMDECHO Command Echo

Name or ID of C2HE&fined CFG Configution Status

Message CNTL Control
DEV Device
DIR Directive
HB Heartbeat
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Element Name Value Description
LOG Log (or event)
NDM Navigation Data Message
MVAL Mnemonic Value
PROD Product
RSRC Resource
RTLM Replay Telemetry
SERV Simple Service
TLMPKT Telemetr€ CSDS Packet
DEPRECATED.MFRAME Telemetry CCSDS Frame
TLMCCSDSADUFRAME Telemetry CCSDS CADU Frame
TLMCCSDSBRANSFERFRAME| Telemetry CCSDS Transfer Frar
TLMTDM Telemetry TDM Frame
TLMPROC Telemetry Processed Frame

6.2.4.5 Miscellaneous Elements of the C2MS Message Subject

Eachindividual message definition fBection8 specifieswhether a Miscellaneous Element is required or optional
and how those fields should be populatedme typical uses of the miscellaneous elements are shdkentable
belowand followingtext.

Table 6-7. Message Type Determines Content of the

Miscellaneous Elements

Miscellaneous Elements

Message Typ{ Meaning| ME1 ME2| ME3 | ME#
REQ Request | Responde Undefined
RESP Response| Requestol| Status| Undefined Undefined
MSG Message| Sender Message specific

If TYPE = REQ,then

If TYPE = RESPhen

If TYPE = MSG,then

The other primary factor that determines the value oliseellaneousElementsis theMessageSubtypei the
abbreviated name of theessageThe MiscellaneousElementsare further defined iGection8 PIM i Message

ME1 = componenhame ofservice providerresponder

ME2, ME3, uhdefined

ME1 = componenhame of requestor

ME2 = status of the recpst
ME3,ME4,é undef.i

ned

ME1 = componentame ofsender

ME2, MES3,

Definitions, where theC2MSmessages are defid.
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6.3 Message Fields

6.3.1 Field Names

Field names represetite name of an item contained in a C2MS Message. A generalizeddielshg convention

has been implemented that adheres to the following rules:

6.3.2 Required, Optional

1 For each message, all field names are unique
T Field names consist of
1 Alpha characters are capitalized

ad )p,h aannudmedr o tcs /cphearriaocdt se r(sfi,. od)a s

and Dependent Fields

Fields are classified as Required, OptionaDependentThe required fields must be present in order to be
compliant with C2MS

An optionalfield may or may not be included in a mess&@@ional fields may be useful to the Receiver and may
beimplementedas necessaroftware components, missions, or interface definitions may determine if these fields
are required for their particular needs and applications.

Dependent fields areptional fields that become required based on the presence or values of other fields in the
messageThis information will be documented in the specific Message section where applicable.

Field information tables for each message include a column, "Presence" that will indicate a R, O, or D as appropriate
for the given field.

UML diagrams throughout this document use multiplicity designators to indicate if a field is required or optional.
Default multiplicity is '1" if not shown and indicates a required fieldhinfigure belowEVENT-TIME is a

required field, using default multiplicity of '1', while SPACECRARIME is optional, as shown by a multiplicity

of either '0' or '1".

Log Message

{Message Header.MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == LOG}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]
-SPECIAL-INFO : Binary [0..1]

Figure 6-1. Message Field Multiplicity
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This diagram illustrates a
subset of the Log Message
with some attributes elided.
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6.3.3 Series Fields

Some fields contain a series of items. In this case another preceding field designates the number of items in the
series as shown in the followingxample:

NUMOF MNEMONICS
MNEMONIC.n.NAME
MNEMONIC.n.NUMOF SAMPLES
MNEMONIC.n.SAMPLE.m.TIME- STAMP
MNEMONIC.n.SAMPLE.m.RAWVALUE

Whe rNM-DFi i s the standard prefix of the field name.
AMNEMONICSO a 8AMPLESS, are then used in the singular forn
that follows. In the above example NUM-OFMNEMONICS = 2 andMINEMONIC.n.NUM-OF

SAMPLES= 3, the actual message would contain the field names as follows:

NUM OF MNEMONICS
MNEMONIC.1.NAME
MNEMONIC.1.NUMOF SAMPLES
MNEMONIC.1.SAMPLE.1.TIME - STAMP
MNEMONIC.1.SAMPLE.1. GROUNCRAW
MNEMONIC.1.SAMPLE.2.TIME - STAMP
MNEMONIC.1.SAMPLE.2. GROUNCRAW
MNEMONIC.1.SAMPLE.3.TIME - STAMP
MNEMONIC.1.SAMPLE.3. GROUNLRAW
MNEMONIC.2.NAME
MNEMONIC.2.NUMOF SAMPLES
MNEMONIC.2.SAMPLE.1.TIME - STAMP
MNEMONIC.2.SAMPLE.1. GROUNCRAW
MNEMONIC.2.SAMPLE.2.TIME - STAMP
MNEMONIC.2.SAMPLE.2. GROUNLRAW
MNEMONIC.2.SAMPLE.3.TIME - STAMP
MNEMONIC.2.SAMPLE.3. GROUNLRAW

Note thatfinos t ar t s wi th A10.
Finally, note that this could have been represented using array notation, such as
MNEMONIC[1].SAMPLE[2].GROUND-RAW, but is represented throughout this document in the notation

described in this section for continuity with earlier iterations of this specification.

In UML diagrams throughout this document, each series is represented as shiwavfigarebelow.
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Telemetry Processed Frame Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == TLMPROC,
CONTENT-VERSION == 2026.0}

-NUM-OF-MNEMONICS : U16 \\__

This diagram illustrates a
subset of the Telemetry
Processed Frame Message
with some attributes elided.

-MNEMONIC | 0.7

Mnemonic

-n.NAME : String
-n.NUM-OF-SAMPLES : U16

-SAMPLE | 0.*

| Sample

-m.TIME-STAMP : Time [0..1]
-m.GROUND-RAW : Typed Variable [0..1]

Figure 6-2. Message Series Fields

Here, the Telemetry Processed Frame Message contains a series of MNEMONIC items, each one starting with the
'n' notation, so that the full name resolves to "MNEMONIC.n.", such as "MNEMONIC.n.NAME. Note that as

shown in this diagram, each Telemetry Procg$3ame Messages contains a series of 0 or more MNEMONICS,
making this series optional, and in turn, each MNEMONIC optionally contains a series of SAMPLES.

6.3.4 Tracking Fields

All messages contain tracking fields tlaa¢ reserved for use by the implementing software and thus any user
supplied data in these fields may be overwritenacking field information will be documented in the specific
Message section where applicable.

6.3.5 Type

The Field Type is the data typerossplatform compatibility is achieved using the defined field types listed below.
The intention is for the client application to not have to deal with-byt&pping or other number format changes.
Type definitions are based on the Institute of Electrical and Electronics Engineers (IEEE) stdrnuferdigld

types are based on the ISO 8601 standé&hdiess specified otherwise in a given PSM, character encoding in C2MS
is assumed to be UT& (Unicode Transformation Formathi).

Following each message diagram, additianfdrmationis presented for each field the message ithe format ofa
tablethat adds information about the values and any important notes about the field.

Table 6-8. Field Type Definitions

Field Type Definition Range/Comments
Binary [Blob] | O or more of any combination of bytes, in Its structure may be dependent upon message tyy
floating points, doubles, time, and stringg message subtype, or application generating the |
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Field Type Definition Range/Comments
Boolean (1) False/true, nolyes [0, 1]
Character Native single ASCII character representg [0, 127]
F32
32hit single precision floating point 32 bits composed of 23 bits for the fraction, 8 bits
Float (3) representation exponent, and 1 sign bit. (See IEEE 754)
F64
64bit double precision (extended) floatin{ 64 bits composed of 52 bits for the fraction, 11 bit;
Double (3) representation exponent, and 1 sign bit. (See IEEE 754)
C2MS recommendation is to use the format speci
RFC 4122, which will likely be the required format
GUID Globally Unique WString that uniquely | future version of C2M8&ues of this type must comy
identifiean itenfrom all others with Subject Token String restrictions as GUIDs a
sometimes used in Message Subject Elements. C
treats GUIDs as case sensitive for GUID lookup/n
Subject Token Anly corr]rwblnat[oruobzrqase or I0\~Ner case Tfh'sg'.eld }ype defines fields in the format
String al phanaméedash) i an| ofsubjecelements. .
characters. Must be at least one character in length
116 I . . [-215 257 1]
Short (3) 16bhit signed integer representation 16 bits.
132 . . . [-28, 17 1]
Long (3) 32bit signed integer representation 32 bits
164 Lo . : [-263 237 1]
Longlong (2,3) 64bit signed integer representation 64 bits

String

0 or more ASCII characters

Also, seSubject Token String

String representation of itin@oordinated

ULonglong (3)

64bit unsigned integer representation

Time Universal Time (UTC) SeeTable5-9 Ordinal Date and Time Field Type De
uUi6 : . : : [0, 267 1]

UShort (3) 16bhit unsigned integer representation 16 bits, no sign bit

u32 : . : : [0, 227 1]

ULong (3) 32bit unsigned integer representation 32 bits, no sign bit

uea [O, 247 1]

64 bits, no sign bit

DEPRECATEL
Variable

Field could be any data type

User needs to ascertain the data type of the field |
accessing the value (e.g. with a functidrhea¥fariabl
type has been deprecated in favor of the Typed V
type, which provides a means of designating the t|
associated with the binary Value data.

Typed Variable

Field could represent any data type

User needs to ascertairdtita type of the field prior |
accessing the value via the structure of the Variak
as described®3.5.Zyped Variable Structure

Notes

1. fi Bo o |-&he €2MS defines thealueof the Boolean field to be 0 (zero) orThedescriptionor
meaning of the value can take various forms, such as nol/yes, false/true, disabled/enrkxi¢s!pun-of-
limits, active/static, and so oh.is important to take into account that some programming and scripting
languages (e.g., Java), schemas, commercial products, and custom software will only interphe¢tiie
a Boolean field to be false/true.
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2. Field types larger than 32 bits may not be available ebi3&rchitecture platforms.

3. In support of both 3bit and 64bit architecture platforms for various equipment manufacturers, these
ambiguous terms are targeted for future deprecation.

6.3.5.1 Time Type Value and Format

Thefollowing tabledescribsthe format used to represent time in the Time type. Absolute times in C2MS are
always assumed to be in Coordinated Universal Time (UTC) unless specifically designated as Spacecraft Time.
Relative times are assumed to be relative to UTC.

Table 6-9. Ordinal Date and Time Field Type Definition
Field Type Definition Range
Note: This time type can represent either an abso
or relative time.
Time in the form:

[+,1YYYYODDh h: mm: ss[ . ff é]

Where:
i+0 -flandk el | eadi ng signs
Time times. If the sign is omitted, absolute time is indicg

Relative (duration) times are given in the same fo
leading fields may be omitted rather than being se
zeros. For example, B@0G00:12:21 may be
abbreviated +12:21

Applications need to convert from the string formg
native system representations.

"YYYY" is the year. 0000 to 9999
"DDD" is the day number of the year26508a6 in
absolute time or as the number of days offset in r¢
time as 06B64. The following examples illustrate t
extreme values of DDD for absolute time:

2031001:09.00.00

2031365:12.30.00qnLeapYear) 001 to 365/366 (absolute
time)
2032366:04.15.00 (Leap Year) or 0364 (relative time)

and relative time:
+00031000:12.00.00 (1 yrs 12 hrs)

+0006B64:08.00.00 (364 days, 8 hrs)

"hh" is hours of day on-adi4 clock. 00 to 23

"mm" is the minutes of hour. 00 to 59

"ss" is the seconds of minute. 00 to 60 (allowing for lea
seconds)

"f fé" Hen fractiorel sécansdse Fractional

seconds are considered optional. If present, the n| 0 to 999999
digits can vary in length from 1 to 6.
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STARTTIME and STOPIMECouplets

In some C2MS Request Messages, there are STARIE and STOPTIME fields present. In these cases,
specifying a STARTTIME with no STORTIME has the meaning of beginning from STARTME with no end.
Specifying a STOAIME with no STARTTIME indicates startig 'now' and going to STGPIME. The requestor
could specify the START and STOP times in the wahy®wn in the following tableAt least one of thetart and
stop times mst be absoluteSpecifying two relative times is not allowed in C2MS.

Table 8-10. Examples of Start and Stop Times

Start Time Stop Time Example Description
Absolute Absolute START: 204¥314:30:00 Boundaries of the Start fa'nd Stop
STOP: 201¥2314:30:10 have been exactly specified.
Absolute Relative (duratio START: 204¥314:30:00 Time window has an abso!ute st
STOP: +10:00 time and extends for 10 minutes,

Time window will end at a specifi
stop time and start 10 minutes pi
that.

Unless there has been some
previously established baseline {
Relative Relative Not Applicable upon which to offset the duration
times (such as
combination is ambiguous.

. . START:10:00
Relative (duratio Absolute STOP: 203¥2314:30:00

6.3.5.2 Typed Variable Structure

The Typed Variable structure contains a binary value along with a Type Discriminator to designate how the value
should be treated at runtime. This allows messages to have a field that is of type Typed Variable, without knowing
what types of data might besld in the field, such as SPACECRAIRAW.

A TYPE-DISRIMINATOR of "Custom" allowause ofa type that is not in the predefined list.

The following figure shows a UML object diagram of the Typed Variable structure.

Typed Variable

-CONTENT-VERSION : F32 = 2026.0

-VALUE : Binary
-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, 116, 132, 164, String, U16, U32, U64, Custom}

-CUSTOM-TYPE-DISCRIMINATOR : String [0..1]

Figure 6-3. Variable Type Diagram

The following table describes the structure of the Typed Variable.

Table 6-10. Typed Variable Field Structure

Field Name Type Presence Value Description
CONTENT Version Number for this type cor
VERSION F32 R 26 description
. This field holds the value contair
DATAVALUE Binary R this Typed Variable in binary fort
Value | Description

Command and Control Message Specification™ (C2MS™) V1.1
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Field Name Type Presence Value Description

116 16bit signed integer

representation
32bit signed integer
132 X
representation
64bit signed integer
164 X
representation
Ui6 16bit unsigned integer
representation
U32 32bit unS|gr_1ed integer
representation
. 64bit unsigned integer | Indicates (as in string text, e.g.:
TYPE String I ue4 representation "Boolean”) the type of the BATA|
DISCRIMINATC (Enumeration] — — :
F32 32bit single precision VALUE field.

floating poirgpresentatio
64bit double precision
F64 (extended) floating point
representation
String | 0 or more ASCII charact
Native single ASCII
characterepresentation
Boolean | False/true, nolyes
See note following this
table

Charactel

Custom

Indicates the type of the DATA

CUSTOMYPE String D VALUE field. Required when-TY
DISCRIMINATC DISCRIMINATOR is set to Cust(
otherwise not used.

Using "Custom" for the TYPIDESCRIMINATOR, above, provides a way to designate a type (via CUSTOM
TYPE-DISCRIMINATOR) that is not in the enumerated list of TYABESCRIMINTOR values. In doing so,

however poth the producer and consumer of this message must be able to agree to the meaning of the custom type.
In order to avoid the proliferation of nestandard types, C2MS encourages limiting the use of CUSTORE-
DESCRIMINATOR only to cases where it is rissible to use one of the alregaoipvided TYPE

DESCRMATOR values.

6.3.6 Value

Values for most fields can be any value that conforms to the field type. However, some may need to be a specific
value to be C2MS compliant (Constants) and some may be a value in an enumerated set (Enumeration), described
below.

6.3.6.1 Constraints

Some fields throughout this document are indicated to be constants, shown as "String (Constant)" or "F32
(Constant)". In these cases, the type of the field is as shown (String, F32) but these fields are constrained to a
specified unchangeable value. Foaewle, the value of the SPECIFICATION field is always "C2MS".

6.3.6.2 Enumerations

Some fields throughout this document are indicated to be enumerations, shown as "String (Enumeration)”, "U16
(Enumeration)", etc. In these cases, the type of the field is as shown (String, U16, etc.) but these fields are
constrained to a discreet set ofpible values and only the enumerated values are allowed. The discreet set is
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specified in this document as a table listing such as REQ, RESP, and MSG or in the form {REQ, RESP, MSG},
meaning that the only possible values are "REQ", "RESP", or "MSG" for that field in this example.

6.3.7 STREAM-MODE Usage Caution

Several messages in this specification support a STRERMDE field that is used to indicate whether the message
is to be interpreted as a Reaahe (RT), Replay (RPY), Simulated (SIM) or Test (TEST) message.

The use of STREAMMODE for anything other than Retiime (RT) may be appropriate for smatiale or
experimental satelliteperations buis strongly discouraged in a large formal enterprise.

It is recommended to use environmental separation for performing replay, test, and simulation and to avoid flowing
replay,test,or simulation messages in the operational enterprise, where they might be misinterpreted by message
recipients as reakorld.

It is further recommended to enforce Reale (RT) as the only valid STREANMIODE value in such enterprises
through enterprise logic.

Finally, note that when using environmental separation to perform, for example, simulation, it is preferred to mark

all messages that flow in the simulation environment as-fteal(RT). In an enterprise simulation environment,

marking messages with a SERM-MODE of Simulation (SIM) likely will not exercise the system in exactly the

same way as the operational system due to differences in message subject element values and probable differences
in message handling.

6.3.8 Hierarchical Product Names & Type, Subtype , and Subcategories

The fields PROBTYPE, PROBSUBTYPE, NUM-OFPROD-SUBTYPESUBCATEGORIES and PROD
SUBTYPESUBCATEGORY.n.NAME in conjunction with Table-2 illustrates how to form hierarchical
namesi/types for products withetbedisparate fields.

For examplereferencing row in Table & 1 Flight Dynamics FD OrbifORBIT), Instrument(INST), andHigh
Gain Antenna Predictio$iGAP) would create field definitions as follows:

PRODB NAME=OurProduct

PRODTYPE=FD

PROD SUBTYPE=0ORBIT

NUM OF PROD SUBTYPE SUBCATEGORIES=2
PROD SUBTYPE SUBCATEGORY.1.NAME =INST
PROD SUBTYPE SUBCATEGORY.2.NAME =HGAP

Note that the PROISUBTYPESUBCATEGORY.n.NAME field is referred to as a PREAWBTYPE in the
heading of Table A2

6.4 C2MS Messages: Their Characteristics and Interactions

6.4.1 Identifying C2MS Message Type

The type, structure, and contents of C2MS Messages in transit are uniquely identified by the values held in the
following message fields:

1 Message Header.SPECIFICATION
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1 EXTSPECIFICATION2MS Extension Messages only Seetion9.1 C2MS Extension Messs)
1 Message Header. MESSAGEPE

1 Message Header. MESSASIBBTYPE

1 CONTENYVERSION

For example, the Command Response Message as defined in the 2026 version of that message, with all its structure

and contents, and only that message/version, has all of the values shown in the takiNdtelthat EXF
SPECIFICATION is not present, because Command Response Message is not a C2MS Extension Message):

Table 6-11. Message Identifying Field Values for Command Response Message

Field Name Value

Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE RESP
Message Header. MESSSGBTYPE CMD
CONTENYERSION 2026.0

Meanwhile, theOMG Generic Service Request Message as defined in the 2026 version of that message, with all its
structure and contents, and only that message/version, has all of the values shown in the table below (In this case,
EXT-SPECIFICATION is present, because OMGGeneric Service Request Message is a C2MS Extension
Message):

Table 6-12. Message ldentifying Field Values for the OMG Generic Service Request Message

Field Name Value
Message Header.SPECIFICATION C2MS&EXT
EXTSPECIFICATION OMG
Message Header.MESSA®EE RESP
Message Header. MESSSGBTYPE CMD
CONTENYERSION 2026.0

6.4.2 C2MS Message Type Overview

Three types or classes of messages have been defined withidM& The type of the message identifies the kind
of communication for which the actual message is being U$etdthree types of messages asdollows

1 C2MS Notification Messagg(MSG)
1 C2MS Request(REQ)
1 C2MS ResponsdRESP)

The C2MS Request Messagis used to request a specific action or information from a sefiicerequest
message may or may not require a reply. If it doesC#¥S Response Messags used.

The C2MS Notification Messages sent out without a required or expected response (though it may cause an action
when received). Additionally, notification messages may be generated at any time or may be generated when
requested. Examples of the former case include telemetry messagdsare distributed as notification messages

as data arrives from the satellite. The latter case is illustrated in the Mnemonic Value Request Message, followed by
a Mnemonic Value Response Message and a flow of Mnemonic Value Data Messages.
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In the C2MS SubjectDefinition (seeSection6.2.4C2MS MessagesubjectStandard, the type of messag®gG,
REQ, andRESP) is specified in th&ype element.

Thethree fundamental2MS Message types can be used in various combinations with one another to create
numerouof message exchange pattedmsturn, thesenessage exchangatterns can be used in the description of
the interfaces for any number of servicdsasic set oC2MSMessage Exchange Patterns (MEPs)eiscribedn
Section7 PIM i Message Exchange Patterns

Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all
have in common are illustrated in Secttha.2C2MS Message Types

In theC2MS Message type discussion that immediately follows, the tBYE3, RESP, andMSG or the

corresponding "request”, "response" or "notification messadktie used in reference to the type of message.

6.4.3 C2MS Message Type Details

6.4.3.1 C2MS MSG Message Type

The MSG messag@otification messagdype isused to convey any kind of informatidrom a componentThis
information can be normative or critici.can be used by itself or in combination with the other message types of
REQ and RESRWVhen used by itself as a single message it is commonly sent for informational purposes.
Notification messages are sent to no speciicsumer buére distributed to any component listening for that type
of message.

All notification messages (MSG type) use the component name of the sender for Miscellaneous Element "ME1" in
the message subject (s@ection6.2.4.9Miscellaneous Elementd the C2MS Messagesubjec).

Examplesof the MSG typencludethe C2MS Log MessagetheHeartbeaMessagand telemetry frame messages
The LogMessage is primarily informationdt.is typically sentout by all components with no further regard or
accounting by the sendéther components willvatch for and receive thekeg Messages; some without regard to
their source.

Likewise, theHeartbeatMessage isentout periodically with no regard for its destinati@ther components will
watch for and receivihe Heartbeatlessages and use them to monitor the active status sdiding components
As with many notification messagekere is no request made for tHeartbeat Messagmd no interest on the part
of the sender to receive a response or feedback.

A final example of the uncoupled use of the MSG message type is as a stream of data messages, most typically for a
telemetry data streartn this circumstance, one message follows another in a continuous stream of MSG messages.
The stream of MSG messages can be solicited or unsoligditeelixample of unsolicited MSG messages is & real

time telemetry data provider that automaticaiynds ouCCSDS formatted frames or packets onto the network

upon receiving them fromfaont-endprovider.

When the MSQ@notification messagdype is used in conjunction with the other message types of REQ and RESP,
it will either precede (instigate)raquest/responsaessage exchange, or follow the exchange such as:

1 MSGREQ RESP
1 REQ RESR MSG

When a notification message follows a request/response as part of the Request/Response/Notify Message Exchange
Pattern, it may contain the REQUE®D of the original request message for correlation purposes. However, the
message is available to any intéeglscomponents which may or may not filter messages by that REQUE ST
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other words, REQUESTD in a notification message provides an optional, not required, correlation/filtering
capability.

The details of these &bsage Exchandg®atterrs are discussed in later sections.

6.4.3.2 C2MS REQ Message Type

The REQ message typeused to make a request of another comporidm.request could be for data, a product,
service, or to take some actidrhe request may or may not require a respdrgeexample, one component may
request another component take some action and does not need inknedvatelyif the action was successful or
not, as it may not care or it may discover the result by other meaihsnay take a considerable amount of time for
the action to be completed.

All request messages (REQ type) use the component name of the destination component (the service component
expected to respond) for Miscellaneous Element "ME1" in the message subj&r¢8en6.2.4.9Miscellaneous
Elementof the C2MS MessageSubjec). Except for the deprecated Simple Service Request Message, ME1 is
optional for all C2MS Request Messages. When ME1 (destination component) is not specified in the request
message subject, the meaning is that the request is made to no specific compgoadmhti any service

component configured to receive the request message and process it. Therefore, leaving ME1 unspecified in a
request message results in requesting a service without first knowing the component name of a service provider.

Additionally, as shown in the table below, all request messages include a REQDIHSIH, used to identify the
request message uniquely. The value in this field is used to correlate response messages with the original request.

Table 6-13. Request Message Common Fields

Field Name Type Presence Value Description
REQUESID GUID R ID to identify the request message.

6.4.3.3 C2MS RESP Message Type

The RESP message type is used in response to a REQ messaliestyer used in the initiation of a message
exchange, only in respongeor example, when sending a Directive Respdhessage, the TYPE and SUBTYPE
elements of theubjectwill be RESP and DIR, respectively.

All response messages (RESP type) use the component name of the destination component (the component that
made the initial request and to which the response is directed) for Miscellaneous Element "MEL1" in the message
subject (se&ection6.2.4.9Mliscellaneous Elements the C2MS MessagesSubjec)

Additionally, all response messages include a REQUHESfeld, used to identify the original request message
resulting in this response.

Within all response messages isett of common fields to correlate the response with the original request and to
conveystatus informatiomelated to the request/responBepending on the status code (in the RESPONSE
STATUS field) the response message can take on a number of different me&niriger information on the status
of the request can be found in the optional RETWRALUE field. These common fieldand the possible status
codes are shown ihefollowing table

Table 6-14. Response Message Common Fields

Field Name Type Presence Value Description
The ID of the request message tha
REQUESID GUID R resulted in this response message.
fieldbs value is
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REQUESID in the associated REQ
message.
Value Description
1 Acknowledgemen
2 \é\{ﬁ:rgg;%/fﬁ:%ep Aliy Identifies the status of the request
116 3 . message that was processed. The
RESPONSETATUS , R Completion ; .
(Enumeration 7 FailedCompleti of 6=Final Message is deprecated |
s In?/IaeIid Rrggl?elsotn the description earlier in this sectiol
DEPRECATED
6 :
Final Message
When True, indicates the last mess
in the response sequence. The def
FINARESPONSE | Boolean © value for this field is specified indivi
in each response message type.
Time application completed proces
. the requed UTCWhile always
TIMECOMPLETED Time o optional, this field only applies if-FII
RESPONSE True.
Return value or status based on th¢
RESPONSSETATUS. May be used 1
RETURNALUE 132 o provide additional respeddéned
information such as an error code ¢
other clarifying numeric data relate:
the completion of the request.

The use of "6=Final Message" in RESPONSEATUS is deprecated beginning in C2MS 1.2. Instead, a FINAL
RESPONSHBoolean field is now a part of all response messages to better indicate the completion state. This allows
any RESPONSESTATUS, such as "3=Successful Completion" for example, to be the final message in the sequence
with no need to send a follean messagwith "6=Final Message". This change also removes a major ambiguity

when a responder sends a RESPOMNSRTUS of "1=Acknowledgment". Prior to C2MS 1.2 it was impossible for

a requestor to know if the responder intends to keep working or end further responses

The FINAL-RESPONSHEBoolean, introduced in C2MS 1.2, is optional in response messages to avoid a backward
breaking change. Although the field is technically optional, it is assumed that when service providers update to
C2MS 1.2 and remove the use of the "6=Final MessagePRIRSSESTATUS, that they will mark the last

response message in any message exchange pattern via-RIBBPONSEThe default value for FINAL
RESPONSKHtrue or false) is specified individually in each response message type.

Depending on the type of messages and the séiaizethe responder is providing, there may be a need for more

than onegesponse message to be returned tadhaestarFor specific response message types where only one
response message is allowed to be returned by definition, that response message type will support a reduced set of
possible values for RESPONSHATUS as "2=Working / Keep Alive" and the deprecated "63Rifessage” will

have no meaning and "1=Acknowledgment" may not be used. Individual response messages describe which values
they support within the defined RESPONSEATUS values.

For example, the responder may initially retumesponse message witha RESPOMSEATUS of A Wor ki ng/
Al i .MasGtatus indicates the message has been recandthathe request is still active or being processatl
is not yet completeThe responder mayeriodically return this same status until the processing has been completed.

Atthispointare sponse message is returned with a status of eit
STATUS field.Thus, a series aksponse messages may be returned to the requestbrreturn status is explained
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in greater detail belovbDue to theuncertain amouraf time required to process requests, there is no defined interval
between theequest and (multiplaesponse messagd&iscussion of each status code follows.

Acknowledgement

1 Meaning- The Request Message was receia action has yet been taken on the Request Message.

1 Sequencing This could be the first of a series of Respom&ssages dye the one and only final message
in the case where thmessage exchange pattern is RegAektiowledgement4ACK). Only 1 ACK status
would normally be returned.

Working/Keep Alive

1 Meaning- The request has been received and is actively being processed.

1 Sequencing This status could initially be returned or coblel the secondollowing an ACK statusThis
status could be returned a multiple number of timteshould not be the last response messatgned.

Successful Completion

1 Meaning- The request was valid and has bpercessedh a successful manner.

1 Sequencing This status could be initially returned, or it could follow either of the two statuses dbove.
will also be the last status returnéfdnitially returned, the responder was able to complete the request in a
timely manner and immediately return a respofrsether cases, the responder requiréehgthiertime
period to complete the request.

Failed Completion

1 Meaning- The requestvas valid, processing was initiated, but the responder was unable for any number of
reasongo fully and successfully complete the request.

1 Sequencing This status could initially be returned (th#and only statysor couldfollow an ACK or
Working/Keep Alive statudt will not follow a Successful statult.will be the last status returned.

Invalid Request

1 Meaning- The request message was unable to be fully interpreted for procé@3sémgcould be missing
parametersinconsistencies, or incorrect values.

1 Sequencing This status could be the first and only one returttezbuld also follow an ACKIt will be
thelast status returned.

(DEPRECATED) Final Message

1 Meaning- This is the last and final message in a series of messdestatus code has been included to
providean unmistakable indication that this is indeed the final message in a series.

1 Sequencing This status will never be the first one returned and will always fgllviousResponse
messages, either a series of data value messages, or other Response messages.

A summary of e sequencin@f the statuses is shovimthe following table
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Table 6-15. Sequence of Response Status

Sequence
Status Code Initial Status | Intermediate Statug  Final Status
1 Acknowledge Yes No Yes
2 W”"'F‘g’ Keep Yes Yes No
Alive
3 Success'ful Yes No Yes
Completion
4 | Failed Completiof Yes No Yes
5 Invalid Request Yes No Yes

6.5 Tailoring C2MS Messages

The complete set of C2MS Messages may be tailored to meet the needs of a particular mission or domain by 1)
augmenting existing messages through the addition of custom fields and/or 2) creating extension messages. C2MS
defines a standardized approach fos tailoring as described in this section. This is done to promote the use of

C2MS as a standard message set and yet allow mission or domain specific customizations, so long as they adhere to
the C2MSdefined mechanisms for these additions. Adding fieldsew message types following the defined

mechanisms is considered C2M8mpliant.

6.5.1 C2MS Message Augmentation

Message augmentation in this context means adding custom information to an existingl€f2& message (or
extension message) via the Custbialds attribute of that message. This provides a mechanism for a known
message to carry additional informatidmaeaning to a producer/consumer, without changing its type. Message
augmentation preserves the ability for other components in the environment, not aware of the additional custom
fields, to receie and process the message in their normal manner becaus@dlmessage has not been modified.
See SectioB.2.3C2MS Messagdugmentatiorthrough Custom Fields

6.5.2 Adding C2MS Extension Messages

Custom C2MS Extension Messages may be created when a particular capability is needed beyond what is already
defined in C2MS, but following standard C2MS Message structure, attributes and uses. See 9.1 Extending C2MS
Messages.

6.5.3 Submitting Custom Fields and Extension Messages to OMG for Possible
Inclusion

Custom fields applied to existing C2MS Message or custom C2MS Extension Messages may be of use to the
broader community. If desired, these additions may be submitted to OMG for consideration for possible future
inclusion in core C2MS messages. To do théate an issue against the current version of C2MS by navigating to
https://www.omg.org/spec/C2Mahd using the option to report an issue.
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7 PIM 1 Message Exchange Patterns

C2MS message exchange pattetene common interactions and activities associated watiticlg and using
C2MS message3hefollowing figure shows a UML use case diagrantloése message exchange patterns.

Responder
Request/ACK/Interim J
Status/Response
Request/Interim )
Status/Response

L m

. Notify/Request/Response

/F‘ﬂf Data Stream -

Figure 7-1. C2MS Message Exchange Patterns Diagram

Actors
Requestori The componeninitiating the exchange of messages.

Responderi The component responding to the initial message from the requestor.
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Message Exchange PatteBequence Diagrams

Section6 described some specific ways in which the three C2MS message types of REQ, RESP, and MSG can be
used.In fact, these three message typasbe combined to create an endless number of message exchange patterns
(MEPs).Fortunately, a limited number of MEPs can be identified to satisfy practically all interaction requirements
of software applications Wolving service consumers and providers.

Each MEP is detailed in its own section that includes a descrigtissage, and a sequence diagram depicting the
interactions.

Table7-1, Table7-2, Table7-3, andTable7-4 belowshow the currently define@2MS message exchange patsern
For thelegend for these tableseeTable7-5.
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The following tabledescribes thélotify message exchange patteforlegend seeTable7-5below. No t e

that follow. For exampld\otify (#1) is described in sectiohl

Table 7-1. C2MS Message Exchange Pattern 1 (Notify )

t h adlumri chreespdn#iscio the sabctions

MSG Sequence Direction (Wi

Pattern Description / Use Initiator) and MZ%E; e Examples
Message Types Used vessad
1. Sendout an Everitpg or Heartbeat
. Sencp_uta smgle mefs,sagpno Out: MSG(natification message
Notify specific recipient awith no follow upg messge) None 2. Send out a flow of Telemetry messe

required

one at a time

The following tabledescribes the currently defined Request / Response Theme message exchangd-pategyesd seeTable7-5 below.

Table 7-2. C2MS Message Exchange Patterns 27 6 (Request/ Response Theme)

MSG Sequence Direction (Wi

Pattern Description / Use [nitiator) and M%gg e Examples
Message Types Used viessag
1. A component sends a request and r
Request / Senda message and receive an Out: REQ None 5 g know if it Wast re_ce|ve(t:ir.1
ACK acknowledgement In: RESP (ACK) ' tontZs(E[otrr:fi??::pfég?vsegesesr compol
For Requests that can be fulfilled \ Out: REQ Response Request a product, data, or a service fre
Request/ Respons . ) another component and receive the resi
single Response message In: RESP (Status) (Status) the single RESP message
. . The initial Request message is respond
Request/ The requestor requires an Ol_Jt' REQ Response | with a Response message having a stat
ACK/ acknowledgement to the Request,| In: RESP (ACK) (Status) ACK; then the Response message (witf
Response a Response. In: RESP (Status) appré)priate status) will follow.
Request/ For requests that take an extende out: REQ '2 rnequeASth?<r a prc;dl;]ctelsnresgorrwlded ton
ACK/ time, initially provide an ACKtoth¢ =~~~ Response ' . y
. oo ] In: RESP (ACK) messages as the product is generated,
Interim Status/ Request, then periodic status upda | . . (Status) . 7 o
. Iné RESP (Workig) with a final Response message containi
Response and then the final response messg | .
In: RESP (Status) product.

30
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MSG Sequence Direction (Wi Fault
Pattern # Description / Use Initiator) and Message Examples
Message Types Used vessad
Request/ Identical to the Request/ ACK /Intg . A request for a product is respoqded to
- . Out: REQ Response [any number of HAwor
Interim Status/ | 6 Status/Response pattern but with Iniré  RESP (Workird duct i d endi ith a final
Response ACK message. niné SP (Workirgg) (Status) product is generated, ending with a fina
In: RESP (Status) RESP message containing the product.

The following tabledescribes the currently defined Triad Theme Patterns message exchange pattergsnd seeTable7-5 below.

Table 7-3. C2MS Message Exchange Patterns 71 8 (Triad Theme Patterns)

MSG Sequence Direction (Wi Fault
Pattern # Description / Use Initiator) and Message Examples
Message Types Used vessad
For requests that either take a lon A request for a product is responded to
TRIAD 1 time, or that require a subsequent| Out: REQ Response the RESP messagater, when the produc
Request/ Respons{ 7 message, and no interim status ug In: RESP(Working or Staty (Status) is generated or made available, it is sen
Notify are requiredCombination of In: RESP or MSG a RESP or MSG typke requestor does r
Request/Response Aludify. require any interim status messages.
TRIAD 2 Send notification that Requests cd Proyide_r. sends message announcing
Notmuest/ 8 acceptedihen accept reque_st(s) fo Out: MSG Response | availability of prodl(m_nnsume_rs use the
Response that_ product/servi@@ombination of | In: REQ (Status) Request/Respon_se interaction pattern tc
Notifyand Request/Response). Out: RESP (Status) request and receive the product.

The following tabledescribes the currently defin&kquest Data Streamessage exchange pattdfor legend seeTable7-5 below.
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Table 7-4. C2MS Message Exchange Pattern 9 (Request Data Stream Pattern)

MSG Sequence Direction (W

Fault

Pattern Description / Use Initiator) and Examples
Message Types Used Message

Request Data
Stream

R tart staia
1 equesstar Request to start and ' Outin: REQ RESP (Status) Use Request/Responseda and stap

DataStream products, or message streams. Iné MSGé Response series of messages suchmasmonizalues
! DataStream (Combination of Request/Responsg Outin: REQ- RESP (Status) (Status) during contact 9
1 RequesStop Notifyand Request/Response.) ' 9

Data Stream
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For terms and meaninggesTable7-5 below.

Table 7-5. Legend for Table 7-1, Table 7-2, Table 7-3, and Table 7-4

Term Meaning
Wrt With respect to
REQ, RESP, and MY Are message types
i éo Indicates any number of these messages from 0 to n

of AACKO i RSTATWEfielRESPONSE

o For successful exchanges, the st a
RESPONSSTATUS field.

o For fault messages, the status -co
STATUS field.

ACK, Working, Staty I RESP (ACK): indicates an ACK message in the form of a Response message with

1 RESP (Working): indicates an interim status message in the form of a Response n
status code of fAWOATUSfieldydo i n the RESP(
1 RESP (Status): indicates a final Response message in the message exchange pa

7.1 Notify

DESCRIPTION

The simplest message exchange pattern involves no obvious exchange with thelbensirdesends out a
notificationmessagéMSG), and from the perspective of the sender, the exchange is conipleszndeihas no
more interest in the message and has no need to follow up on its pr@jhesscomponents may receitre
message and process it accordinth&r ownrequirementsThe mechanism for how a component receives a
notification message is determined by the choice of PSM, system architecture and design patterns

USAGE

Most typically, this pattern is seen when a software compaemts ous C2MS Log message using the MSG
message typd.he Log message and this exchange pattern provide a simpi@agnaeans of information
distribution.

Also, data streams of telemetry will bent outusing the C2MS MSG typé\gain, the data isent out
unidirectionallywith receiving componenisgesting the messages and processing thedesised
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiNotify message exchange pattern

Sender Receiver

!
l
|
: 1: MSG Message

Figure 7-2. Sequence Diagram of Notify

7.2 Request/A cknowledgement

DESCRIPTION

The Request/ACK message exchange pattern consisReaxfleest message and a returned Response meBsage.
RESPONSESTATUS field of the Response mess dlpdResponset ai ns a v
message FINALRESPONSHield is set to TrueNo further messages will be returned to the sender.

USAGE

A component sends a Request message and needs to know if it was ré¢eifegther information is necessary.
Most likely, the sender of the request will need to take subsequent action if the message was notThesifeck,
the Request/ACK pattern can provide confirmation the message was received when no other information is
necessary.

Anot her possi bl e us age Onexontpanenfinpay megddo take alradl call af mempessnngts t s .

group.This could be accomplished with a Request message (e.g., Directive Request) that requires all recipients to
return a Response message with the status of ACK.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiequest/ACKmessage exchange pattern

Reguestor

1: REQ Message

Responder

2. RESP (ACK) Message

Figure 7-3. Sequence Diagram of Request/ACK

7.3 Request/ Response

DESCRIPTION

The Request/Response message exchange pattern is a comnafionamemessage exchangéis MEP takes the
previously described Request/ACK one step furtimethis case the Response message will contain an informative
status code on the results of the requesé Sectios.4.2.2C2MS RESP Message Type Detdds a discussion on
the possible statumdesfor a Response messadée Response message may also contain the resultant data and
information, either within the messagewvia referenceThe Response message FINRESPONSHield is set to

True. No further messages will be returned to the seMiary C2MS messagelefinitions are paired in the

Request/Response fashion.

USAGE

Components that need to know the results and/or require infornfiadiora request will use the Request/Response
MEP. Requests can be made for almost anythimguding the following:

Telemetry and Command

1 Replay Telemetry Request/Response

1 Mnemonic Value Request/Response

1 Archive Mnemonic Value Request/Response
1 Command Request/Response

Product and Services

1 Product Request/Response
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Function Specific

1 Directive Request/Response

SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiRequest/Responseessage exchange pattern

Producer Consumaer

1: REQ Message

2. EESF Meszage

Figure 7-4. Sequence Diagram of Request/Response Message Exchange Pattern

7.4 Request/A cknowledgement /Response

DESCRIPTION

The Request/ACK/Response message exchange pattern is a combination of the Request/ACK and the
Request/Response MERs.this case, the requestor requires confirmation that the request was reéce¢hetbrm

of a Response message with the RESPONSEATUS fi el d containing a value of
FINAL-RESPONSEalue of False. This is followed by one final Response message containing status information

on the results of the request, and most likely information generated from processing the request, as well as having
the FINAL-RESPONSHield is set to True. No further messages will be returned to the sender.

USAGE

Usageis similar to the Request/Response MEP.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiequest/ACK/Responsaessage exchange pattern

Requestor

1: REQ Message

Responder

2. RESP (ACK) Meszage

3: RESP (Status) Message

Figure 7-5. Sequence Diagram of Request/ACK/Response Message Exchange Pattern

7.5 Request/A cknowledgement /Interim Status/Response

DESCRIPTION

For some requests, an extended period of time may be required to complete the actioddditaskally, the
requestor may want to be kept abreast of the progress of such a reqgthéstcase, the Request/ACK/Interim
Status/Response message exchange pattern is approfiriateattern provides for the following responses:

1 Initial Response message with an Acknowledgement (ACK) status
T Any number of interim Response
1 A final Response message with the status of the request and possibly information generated from

processing the request.

messages

wi t h

The final Response message in the above sequence has the RBEERONSHield is set to True. No further
messages will be returned to the sender.

The number and frequency of the interim Response messages are left up to the interacting components to be

determined prior to execution.

Command and Control Message Specification™ (C2MS™) V1.1

37

a

st at



For example, depending on the request and the resources required by the responder, it could take seconds, minutes,
hours, or even days to complete a requEse. requestor may want to be kept informed with periodic Response
messages (with a status of AWorkingo) to be assured th:

Thus, the requestor can be kept informed over an extended period of time that a final response is forthttoening.
interim status Response messages cease, the requestor can determine what subsequent action to take.

USAGE

A component mayaqguest a telemetry data produdbr examplean archived data set or a data pldte provider

of this data product may need to first validaterdguest anthen request the necessary data from another data
provider.This could take the form of another Request/Response MEP with another com@urenthe data set

has been retrieved, the data plot can be generated and finally provided back to the original regtréstor.

instance, seconds may transpire while the original request ripples through a system generating other product and
service requests.

A second]ongerdurationexample is a request made for a product that is not yet available and requires ancillary
data thawill not be available for some time.

For example, a request may be issued featallitecontact schedule, tracking data, an activity plan, or for the set of
available resource¥hese products may be generated on a scheduled, periodic basis, after the completion of a pass,
or only after some other product has been generated in the future.

The provider to the original request may store or queue the request to lattedepon wheather data products

become availablé. n t he meanti me, the responder will issue a @Wo
messageperiodicallyuntil the request can be satisfiédsome link in the sequence chain of dependent product

generation is brokeh for examplea necessary product is not forthcominthen afault Response message can be

issuedln either case, whether the request can be satisfi not, a final Response messagehrissuedand the

requestorcan determine appropriate actions.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiequest/ACK/Interim Status/Respomsessage
exchange pattern

1: REQ Message

2: RESP (ACK) Message

3: RESF (Working) Message

4: RESP (Working) Message

5: final RESP (Status) Message

Ary number of interim status
messages.

Figure 7-6. Sequence Diagram of Request/ACK/Interim Status/Response Message Exchange Pattern

7.6 Request/Interim Status/Response

DESCRIPTION

The Request/Interim Status/Response message exchange pattern is an abbreviated form of the Request/ACK/Interim
Status/Response MERo ACK Response message is provided in the sequence, only interim status messages and a
final Response messadihe final Response message has the FINNESPONSHield is set to True. No further

messages will be returned to the sender.

USAGE

Usage is similar to the previous Request/ACK/Interim Status/Response MEP.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiequest/Interim Status/Respomsessage exchange
pattern

1: REQ Message

2. RESP (Working) Message

Amy number of interim status
3. RESP (Working) Message MEessages.

4: final RESP (Status) Message

Figure 7-7. Sequence Diagram of Request/Interim Status/Response Message Exchange Pattern

7.7 Request/Response/ Notify

DESCRIPTION

Themessage exchange pattern of Request/Respootsy/ will typically be used where requests could take a long
time tofulfill or require a subsequent message after the Request/Response intéfaeialso do not require any
interim status messagéhe Request/Respon$édtify MEP can be thought of as a combination of the
Request/Response aNotify MEPSs.

In this message exchange pattern, a Request message is followed by a single Response message, with status and a
FINAL -RESPONSEvalue of True, meaning that no additional Response messages will be sent, and thereafter zero
or more notification messages are sent containing the results of the request, if any.

The Request/Respon$édtify MEP will be used where the provider of a service or product can respond fairly
quickly with an indication that the request carshésfied butannot provide the results within the Response
message itself.

I f the request can be saoi siiWeddus witljirothe Responsa message, thhe fi Su c c «
requestor knows a subsequent message will folldwe. subsequent message will contain information about the
results of the request.

The subsequent message could be a Log message, one of the aforementioned data messages, a Product message
another Response messélgat is better suited to contain the requested informdticsome cases, only one
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subsequent message will follolm. other cases, a stream of messd&EsSP or MSG)nay be required to complete
the data request.

Note that this MEP differs frorthe Request Data StreatEP. The Request Data StredtEP remainpen,and
notificationmessages will beentbetween the request to start and the request to stop the.stiream
Request/Respondddtify MEP is a ondime request for information, data, service, or product that may take one or
more messages to fulfill.

USAGE

A user requests a data product from a product provider provider is able to satisfy thequestand this is
conveyed through the Product Request/Product Response interédfien the requested product is generated or
available, it will besent outwith the Product Message.

A set of historical mnemonic values is requested from a data provider. The Archive Mnemonic Value Request
message allows a number of delivery options, including the option to receive archived mnemonic data as a stream of
messagesherequestomay prefer toeceive,and process archived data in the same manner atsnmeadlata, i.e.

as a stream of messages.

SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiequest/Respondédtify message exchange pattern

1: REQ Message

2: RESP Message Any amount of time

3: MSG or RESP Message

Anmy number of messages to
satisfy the request

Figure 7-8. Sequence Diagram of Triad 1: Request/Response/ Notify Message Exchange Pattern
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7.8 Notify /Request/Response

DESCRIPTION

The Notify/Request/Response message exchange pattern is a combinatiotiéf MEP and a Request/Response
MEP. The initial Notify MEP of a MSG(notification messageyill instigate a follow up Request/Response
interaction.This Notify/RequesiRespons®EP will typically be initiated by a service or product providene data

or product provider wilsend outn MSG (notification messaged notify intereste¢domponentshat a product,
serviceor data is now availabl&hese receivingamponentsan then request and receive the product through the
Request/Response interaction.

USAGE

A network/antenna provider needing to modify a contact schedule for deconfliction or reallocation of resources

sends out an updated Contact Reservation Data Message. A T&C component receives this message, but finding that
it does not meet the requiremenfsghe contact, sends a request to modify or delete the contact reservation: This in

turn results in a response from the network/antenna provider.

A second scenario could involve a mnemonic data providehis example, the data provider has just completed
Aiscrubbingo the data ( mer geéendsgpuangifegiionméessageitothpt effedisecs c or r e ¢
interested in clean data can then initiate the Request/Response interaction for the scrubbed archived mnemonic data.

SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiNotify/Request/Response message exchange pattern

1: MSG Message Notification of availab!ﬁ

- Receives notification
- Requests product or service

2: REQ Message

- Receives product request
- Provides product or service

3: RESP Message
Receives product

Figure 7-9. Sequence Diagram of Triad 2: Notify /Request/Response Message Exchange Pattern
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7.9 Request Data Stream

DESCRIPTION

The Request Data Streamessage exchange pattern is used to provide a continuous data or product delivery service.
The data or product can take the form of one or a series of mesBagstepsfor this patterrwill typically be:
Request/Responsé REQ/RESHmessage pasrareused to request the data or product that is desired

Notify - the MSGtype messages are udgdthedata provideto distribute the specified data

Request/Response REQ/RESHmessage parareusedto end the stream afata

Thestream of data will continuentil arequest to end. There is no restriction on the timing of the MSG messages,
nor on thenumberof messages his message exchange patteounld result in one MS@&essager a set of MSG
messagedAdditionally, the set of MSG messages could be periodically repeated.

Therequestois free toend the stream of data messages (via regaeat)y time; however, the provider can also
terminate thestream of dat#or its own reasons.

USAGE

A componentequests a specific set of remhe mnemonic data values from a data providiee provider will
respond with a Response message indicating success or failure of the tetheestquest was successful,
mnemonic data values will lsent outas notification messageBhedata streamwill continueand on the next pass
the requestor will again receive the specified-teaé mnemonic data he datastream will continudor each pass
until therequest to end the data stredrhelistening componentan request the termination of the data values at
any time.
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SEQUENCE DIAGRAM
Thefollowing figure shows dJML sequence diagram for tiequest Data Streamessage exchange pattern

| |
| |
| |
| |

1: REQ Message

Request Start of
Data Stream

Provides data/product/servi(%’

2: RESP Message

3: MSG Message

4: MSG Message

5: MSG Message

Request Stop of 6: REQ Message

Data Stream
Terminates service
7: RESP Message

5
|
1

Figure 7-10. Sequence Diagram of Request Data Stream Message Exchange Pattern

Command and Control Message Specification™ (C2MS™) V1.1



8 PIM T Message Definitions

This C2 Message Specification Document contains the standard set of defined m&ssdgsmndard messaige
composed o C2MSMessage Headaection and a Message Contents section. Additioredigh message defines
thesubjecs associated with the message.

Thesemessageare described in detail in the following sectiofer the diagrams of the messages, UML claases
used.The field names, fieltypes, andield values aralsoshownor each message

8.1 C2MS Message Envelope

C2MS Messages may be contained within a C2MS Message Envelope. This Envelope includes fields used for
tracking, meta information about the user sending the message, encryption information about the message and a
digital signature or message authenticatiode.

The purpose of the C2MS Message Envelope is to separate fields out from the message that are @atipart of

related to message handling. In earlier versions of C2MS and its predecessors, these fields were part of the message
itself. At this time, all the fields that exist in the C2MS Message related to these raeardlieg aspects are

preserved within the C2BIMessages for backward compatibility. This means that many fields exist both in the

C2MS Message and in the C2MS Message Envelope. This hiasribt of making the Envelope an entirely

optional construct. However, in a future release, C2MS will make C2MS Message Envelope required for sending
messages and may deprecate and/or remove overlapping fields from the C2MS Messages. With this ia mind, it
advised to begin using C2MS Message Envelope at the earliest opportunity in order to aid future migration.

8.1.1 Message Security Supportin C2MS Message Envelope

The C2MSMessage Envelope includes fields that allow mission enterprises to utilize their own established and
alreadyapproved policies and procedures to handle data in a secure manner outside of C2MS and the transport layer
implementation (PSM). In this way, a slam and receiver(s) are not dependent upon theplairty capabilities of

the transport layer to protect their data. Additionally, this approach ensures that the message can be protected from
access and/or modification by nanthorized entities throughbthe entire transport of the message from the sender

to each authorized recipient.

For example, a message producer may decide to encrypt a C2MS Message using mission policies and procedures
and package the encrypted message it@@MS Message Envelope along with optional information regarding how

the message was encrypted (such as the possible inclusion of BNEERYPT-KEY -ID). The message producer

then sends the C2MS Message Envelope via the transport layer implementation (PSMjrtmoreerecipients.

Any recipient of thanessagenvelope can read the information in the provided fields to assist in performance of
message decryption, if authorized by the same mission policies and procedures. In this example, C2MS and the
transport layer do not encrypt or decrypt thessage budare used to deliver the encrypted message from a sender to
recipients.

TheseC2MSMessage Envelope security fields fall into three areas: message encryption, message authentication,
and user credentials. Each area provides a distinct security aspect of messages.

8.1.1.1 Message Encryption

The C2MS Message Envelope contains a C2MS Message. The contained Message may be in the clear or may be
encrypted. As described above, the particular manner and method for encryption are independent of C2MS and
assumed to be a matter for the C2MS Messag@eseand receiver. However, the C2MS Message Envelope contains
a field called MESSAGEECURITY.SECGENCRYPT-KEY-ID that may be used to convey information about

what encryption key is used to encrypt/decrypt the message. In this way, the sender can imfesniation to
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the receiver. MESSAGISECURITY.SECGENCRYPT-KEY-ID is not interpreted by C2MS. It may, for example,
contain the ID of a key, either symmetric or asymmetric that should be used to decrypt the message. This is entirely
at the discretion of the sender/receiver

C2MS provides the facility for C2 Systems to supply an encrypted C2MS Message but retain tracking information
within the unencrypted C2MS Message Envelope, so that the message can be properly routed. With this approach, a
sender can send a C2MS Message tecipient and be assured that only that authorized recipient can decrypt the
message; in this case, the C2MS Message remains encrypted throughout the entirety of message handling process.

Note that this encryption of the C2MS Message is apart from and not related to connection encryption (TLS)
between the sending/receiving component and the transport layer. While TLS is good for protecting the connection,
it does nothing to encrypt the mage as its processed by various componenmt®nce it has been delivered to a
recipient. Encryption of the C2MS Message prior to transport is a way to guarantee that only valid recipients can
decrypt the message to view its contents.

8.1.1.2 Message Authentication

Because th€2MS Message Envelope is separate from the contained C2MS Message, the Envelope may be used to
convey a digital signature or message authentication code (MAC) over the entirety of the enclosed C2MS Message.
This information may be contained within the messagkemtication fields of thenessagenvelope. The purpose

of this is to provide proof of the message origin and assurance that the message has not been modified since it
originated.

As with encryption, the particular manner and method for generating or evaluating these message authentication
fields are left to the C2 System sender and receiver(s), though two common and expected forms are a Digital
Signature (using asymmetric keys) afidssage Authentication Code, or MAC (using symmetric keys).

C2MS itself does not examine or attempt to use the message authentication fields but conveys the information for
the benefit and use of the sender/receiver to authenticate the C2MS Message.

Finally, as a notea Digital Signature or MAC may be used on a C2MS Message whether or not that message has
been encrypted. The two functions and purposes are separate from each other.

8.1.1.3 Sender Credentials Tracking in C2MS Message Envelope

The USERNAME field from the C2MS Message Header has been brought into the C2MS Message Envelope for
compatibility reasons. This field may be used to hold the "account name or owner of the account that started the
component reserved for use by implemetitan (PSM). APtgenerated tracking field." Note, though, that this is for
informational purposes and should not be confused with providingoaseid authentication or authorization.

Instead, the C2MS Messagavelopeadds new fields: MESSAGEECURITY.SENDERIDENTITY and
MESSAGESECURITY.SENDERACCESS, which may be used for more secure-hased credentials. Note that
SENDER, in this case could be human (user) orfmoman (component). It could also refer to a grotipeiathan

an individual. This is all according to mission policy.

SENDERIDENTITY is a Binary field that may be used to hold tokike data used by the mission enterprise
policies and procedures for passing authentication credentials, usually the result from an authentication service,
rather than the identity to be aatiticated. This could be, for example, a SAML Token or an OpenlD Connect ID
Token.

Similarly, SENDERACCESS is a Binary field that may be used to hold tdkendata used by the mission
enterprise policies and procedures for passing authorization credentials. This could be, for example, an OAuth2
Access Token.
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Each of these fields has a corresponding type indicator to convey within the enterprise the typeooitaiaizdn
the field: SENDERDENTITY -TYPE and SENDERACCESSTYPE. For example, these fields would convey if
the corresponding fieldontairs a SAML Token or OAuth2 Access Token.

Together, these fields allow the mission enterprise to utilize its own established policies and procedures to convey
authentication and authorization information for a C2MS Message within the C2MS Message Envelope. Any

individual mission enterprise may abs®e to use neither, either or both IDENTITY and ACCESS fields. These fields

are not evaluated by C2MS. Note that it is often the case and may be required according tgolisssand

procedures to sign and/or encrypt the SENBIBENTITY and SENDERACCESS fields. In practice these fields

are often represented as String types, but because they may be encrypted and because C2MS does not proscribe any
particular implementation for mission use of identity or authorization management, C2MS employs Biesufityp

these fields.

8.1.2 C2MS Message Envelope Subject

The C2MS Message Envelope does not define any particular Subject. It is assumed that the Message Subject is that
of the contained C2MS Message itself and should be established by the sender at the time of creating the message
and inserting it into the memsge envelope.

8.1.3 C2MS Message Envelope Contents

The C2MS Message Envelope contains fields as described in the figure arizbtable

Thefollowing figure shows a UML object diagram of thef the C2MSMessage Envelopsith its required,
optional,andtracking fields.

C2MS Message Envelope

-ENVELOPE-VERSION : F32 = 2024.0
-SPECIFICATION : Subject Token String = C2MS

-UNIQUE-ID : GUID . . :
-PUBLISH-TIME : Time MESSAGE-SECURITY Message Security
-SEC-ENCRYPT - Boolean 0.1 |-SENDER-IDENTITY : Binary [0..1]

-TIME-TO-LIVE : U64 [0..1]
-MW-INFO : String [0..1]
-CONNECTION-ID : U32 [0..1]
-NODE : Subject Token String [0..1]
-PROCESS-ID : U32[0..1]
-USER-NAME : String [0..1]

-MESSAGE-BODY]

-SENDER-IDENTITY-TYPE : String [0..1]
-SENDER-ACCESS : Binary [0..1]
-SENDER-ACCESS-TYPE : String [0..1]
-SEC-ENCRYPT-KEY-ID : Ug4 [0..1]
-SECURITY-CONTROL-INFO : String [0..1]

Asymmetric Key Authentication

-ASYM-KEY-AUTH|_p)GITAL-SIGNATURE : Binary

0..1 [-SIGNER-PUBLIC-KEY : Binary [0..1]

C2MS Message Abstraction
Is Abstract

Symmetric Key Authentication

0.1 -MESSAGE-AUTHENTICATION-CODE : Binary
_SYM-KEY-AUTH |-AUTHENTICATION-KEY-ID : U64 [0..1]

Encrypted C2MS Message | { C2MS Message

Figure 8-1. C2MS Message Envelope Diagram

Thefollowing tabledescribes additional field names, values, and notes f@@2MS Message Envelope.
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Table 8-1. C2MS Message Envelope Additional Information

Field Name Type Presence| Value Description
F32 . . -
HEADER/ERSION (Constant) R 24 Version numbfer thinvelopdescription
Subject
SPECIFICATION g?rl?ﬁgn R C2MS | Name of Specification Document used to define thi
(Constant)
UNIQUHD GUID O (C;Igtﬁlzli)lly uniqueilleserved for use by implementatig

PUBLISHIME Time o Tlme the message westin UTGC reserved for use by
implementation (PSM)

SECENCRYPT Boolean R Indicates whether the MESSRBM@EY is encrypted
Duration in seconds starting with the PUBUESHat it
is valid for the messtgbe delivered. Note, however
this is considered a suggestion. If not specified the
layer implementation (PSM) shoulddefaits duration
and if a TIMEOLIVE is specified here, the

TIMETOLIVE U64 o In Secondd |mplementat|on (P.SM) may choose how to and .wh
honor it based palicy. It is assumed that the polices
the transport layer implementation (PSM) will be ur
by the message sender. Note that afesysage has
expired, the implementation (PSM) should not deli
any additional recipients and should scramble the s
information (keys, key IDs, and signatures).

: Container for information on the underlying mjdtile
MWINFO String 0 any- reserved for use by implementation (PSM)
CONNECTIOR U32 o Unique 1D for each connection per process. Reser
use by implementation (PSM)
. Actual device (host) generating the message. Rese
NODE String 0 use by implementation (PSM)
PROCES® U32 o Application ID for onboard gvents or Prqcess ID fo
events reserved for use by implementation (PSM)
. Account name or owner of the account that started
USERNAME String 0 componenteserved for use by implementation (PS
May be used to hold tdkendata used by the missioi
MESSAGE e e o
SECURITY.SENDE Binary 0] o . ! . .
IDENTITY authentication service, rather than the identity to be
authenticated. This could be, for example, a SAML
an OpenlID Connect ID Token.
MESSAGE A discreet string defined by the mission enterprise
. convey the type of SENIDEERNTITY used, such as a
SECURITY.SENDE  String (0] f. g indicating th ren is hel

IDENTITYYPE defined string |nd|ca_t|ng that a SAML token is held

SENDERDENTITY field.
MESSAGE enterprise polcies and procecures fo paseing au
SECURITY.SENDE  Binary o) prise pofic P passing
credentials. This could be, for example, an OAuth2
ACCESS
Token.
MESSAGE A discreet string defined by the mission enterprise
. convey the type of SENBBERESS used, such as a
SECURITY.SENDE  String o defined string indicating that an OAuth2 Access To
ACCESSYPE 9 g

held in the SENDBRCESS field.
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Field Name Type Presence| Value Description
MESSAGE An ID used to look up the encryption or decryption
SECURITY.SEC ue4d (0] an external key storage service, such as a Key
ENCRYPKEYID Management Service, as defined by the mission e
The mission enterprise may define and pass string
MESSAGE as a way to communicate expected processing of ¢
SECURITY.SECUR  String 0] information. For example, how a signer's public key
Y-CONTROINFO found. These are to beex@tutable discreet referen
string values defined outside of C2MS.
MESSAGE
SECURITY.ASYM Binary o The digital signature of the MESBBGE generated
KEYAUTH.DIGITAL before the message envelope was sent
SIGNATURE
MESSAGE The public key of the entity that digitally signed the
SECURITY.ASYM Binary o MESSAGBODY. Note that this is not required to
KEYAUTH.SIGNER accompany a digital signature, but may, if desired
PUBLIKEY mission enterprise policies.
MESSAGE
SECURITY.SYM
KEY¥ Binary o The Message Authentication Code, or MAC (using
AUTH.MESSAGE symmetric keys).
AUTHENTICATION
CODE
SEI\éIlEJ??SI'IA\?EYM An ID used to look up the symmetric key used in g
KEY U64 o the MAC from an extemal key storage service, suc
AUTH. AUTHENTIC Eﬁé:\l/loﬁgzgement Service, as defined by the missic
TIONKEYID '
C2Ms The contained C2MS Message. This may-theelean
MESSAGBODY Message R message (type C2MS Message) or an encrypted
Abstractior (type Encrypted C2MS Message).
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8.2 C2MS Message

The C2MS Message class is the base class for all C2MS messages and any extensions. Therefore, all C2MS
Messages contain fields defined in the C2MS Message class, including fields in the C2MS Message Header and the
facility to extend the contents of the reage via custom fields.

The following figure shows a UML object diagram of the C2MS Message with its constituent parts. Message
Header and Custom Fields will be described in detail later in this section.

C2MS Message Message Header

-CUSTOM-FIELD (0..*
Custom Field

Figure 8-2. C2MS Message Diagram
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8.2.1 C2MS Message Header

All fieldsin theMessage Headappear in all C2MS messages. However, the values ddlssage Headdields
may vary between messages. The specifics dfidmsage Headdield values for each message are includeitsin
corresponding messagection.

Thefollowing figure shows a UML object diagram of tloé the MessageHeader with itgequired, optionaland
tracking fields.

EeNENessage Message Header
-HEADER-VERSION : F32 =2026.0
-SPECIFICATION : Subject Token String

-DOMAIN1 : Subject Token String

-DOMAINZ2 : Subject Token String

-MESSAGE-TYPE : Subject Token String = {REQ, RESP, MSG}
-MESSAGE-SUBTYPE : Subject Token String
-MESSAGE-CLASS : Subject Token String [0..1]
-MSG-VERSION : String [0..1]

-MISSION-ID : Subject Token String
-CONSTELLATION-ID : Subject Token String
-SAT-ID-PHYSICAL : Subject Token String
-SAT-ID-LOGICAL : Subject Token String

. -FACILITY : Subject Token String

0. -CLASS : Subject Token String [0..1]

Custom Field -COMPONENT : Subject Token String
-SUBCOMPONENT1 : Subject Token String [0..1]
-SUBCOMPONENT2 : Subject Token String [0..1]
-ROLE : 116 [0..1]

-DESTINATION-COMPONENT : Subject Token String [0..1]
-DESTINATION-NODE : Subject Token String [0..1]
-DESTINATION-FACILITY : Subject Token String [0..1]
-UNIQUE-ID : GUID [0..1]

-PUBLISH-TIME : Time [0..1]

-MW-INFO : String [0..1]

-CONNECTION-ID : U32 [0..1]

-NODE : String [0..1]

-PROCESS-ID : U32[0..1]

-USER-NAME : String [0..1]

Figure 8-3. Message Header Diagram
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Thefollowing tabledescribes additional field names, values, and notes for the Message Header.

Table 8-2. Message Header Addit ional Information

Field Name Type Presence Value Description
HEADER/ERSION| F32(Constant) R 204 Zers".’” numbler this message
escription
Name ddpecification governing the
Subiect Toket structure, conventions, and uses of
SPECIFICATION \JStrin R C2MSr C2ZMEXT message containing this header. Al
9 C2MS or C2MEXT for C2MSmplian
messages.
DOMAIN1 S“bé‘iﬁgo"e' R Additional field to allow for more filtg
DOMAIN2 S“béetﬁgo"e' R Additional field to allow for more filtg
Subject Toker \;{aE"g Lescripton
MESSAGEYPE String R 9 Message type identifier
(Enumeration RESP | Response
MSG | Message
SeeTable & Unigue message subtype identifier
MESSAGEUBTYPE SUbJeC.t Toker R Descriptions of the forcoreC2M3Messagesustomizable
String Message Elements of t for C2MS Extension Messages
C2MS Subject Name 9
MESSAGELASS Subject Toker o Generic field for missions to classify
String message set to aid message dispog
MSGVERSION String Version information for the messa
Subject Toker Unigue mission name, e.g., MOON
MISSIOND String R SUNSCAN, TEMPTRACK, etc.
CONSTELLATIGM Subjeqt Tokel R Used _for constellations or satellite
String groupings
SATIDPHYSICAL Subjeqt Tokel R Ar_1 I[_) for_ the satellite that is fixed fqg
String mission life
. An ID for a satellite or group of sate
SATIDLOGICAL SUbngi;TOke' R that can change during its mission |
9 (ex., a positional reference)
A physical source (i.e. ACS Lab,
EACILITY Subjeqt Tokel R CandDH String, etc.) generating the
String message, e.g., spacecraft, remote ¢
etc.
CLASS Subjeqt Toker o SeeTable A180ftvx_/are Class and
String Subclass Categories
Subject Toker Name of software application, ex. A
COMPONENT String R CLIENT2, TAC3
SUBCOMPONENT Subjeqt Toker o First subsystem level within the
String component that produced the mess
SUBCOMPONENT Subjeqt Toker o Second subsystem level within the
String component that produced the mess
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Field Name Type Presence Value Description

Value | Description
1 Primary, Role the component is assigned in
Master configuration (Primary, Backup, Ho
ROLE 116 @) Secondary, |Backup, Secondar
2 .
Backup dependent on the operational conce
3 Tertiary being employed in the configuration
é Spar e,

Intended component recipient of thé

DESTINATION | Subject Toker message (if anyhough optional in t

COMPONENT String D definition of the header itself, in cer
message types, this field is requireq
DESTINATIGNODE Subjeqt Toker o Intended node recipient of the mesg
String (if any).
DESTINATION | Subject Toker o Intended facility recipient of the me
FACILITY String (if any).
Tracking FieldGlobally uniqueilD
UNIQUHD GUID O reserved for use by implementation
(PSM)
Tracking FieldTime the message w
PUBLISHIME Time @) sentin UTC reserved for use by
implementation (PSM)
Tracking FieldContainer for
MWINEO String o information on the underlying

middlewaréf any reserved for use by
implementation (PSM)

Tracking FieldUnique ID for each
CONNECTIOR U3z @) connection per process. Reserved f
use by implementation (PSM)
Tracking FieldActual device (host)
NODE String O generating the message. Reserved
use by implementation (PSM)
Tracking Field Application ID for
onboard events or Process ID for g

PROCES® u32 o]
events reserved for use by
implementation (PSM)
Tracking FieldAccount name or owt
USERNAME String o of the account that started the

componenteserved for use by
implementation (PSM)

8.21.1 Fields for Subject s

SPECIFICATION, DOMAIN1, DOMAINZSIOND, CONSTELLATIINSATID-PHYSICALAT-ID-
LOGICAL, MBSAGHYPE, MESSAGHBTYPE

As discusedin Section6.2.3C2MS Subject Namé&tandardthe firstsetof elementof the C2MS subject are fixed.
Please refer to this sectifor important information on the format efibjecs and their contenll of the éements
of the C2MSSubjectcan be made up fronequiredfields in the C2M3Vlessage HeadeRecall that the definition
of the subject follows the following format:

SPECIFICATION. DOMAIN1.DOMAIN2.MISSION. CONSTSAT.MSGTYPE.MSGSUBTYPBME1.ME2.ME
3é
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The following tableshows howfields from the C2MSMessage Head@an be directly used as elementa&2MS
Subject

It is important to remember thatC2MS Subjectis text that is irSubject Token String formaso if afieldd s  visa |l u e
extracted from thdlessage Head@nd used in theubject it must be irSubject Token String format

Table 8-3. Mapping of Message Header Fields to the C2MS Subject
SubjectElement| Possible Fields Used from tiiessage HeadEreld
Specification SPECIFICATION
Domainl DOMAIN1
Domain2 DOMAIN2
Mission MISSIOND
Const CONSTELLATIODI
SAT SATIDPHYSICAL oATIDLOGICAL
Type MESSAGEYPE
Subtype MESSAGEUBTYPE

8.21.2 Fields for Message Uniqueness
UNIQUED, PUBLISHIME

The UNIQUEID is a globally unique IDeserved for use by the implementing softw#reiill make each message
uniquelyidentifiablefrom all othersTheimplementing softwarékewise may suppy the PUBLISHTIME
indicating wherthe message was seiit UTC). These fields are valuable for identification and tracking purposes.

8.2.1.3 Middleware Tracking Information
MW-INFO, CONNECTIaODI

These fields are reserved for use byithplementing softwareTheimplementing software maill in these
Message Headdields prior to sending the messadbey serve to identify the connection and/or path of the
message with the underlying middlewgifeany.

8.2.1.4 Component Information 7 Location and ID
FACILITY, NODE, PROABSS

Thesefields refer to physical locations, equipment, or identifiérst example facility might refer to a city,
building, LAN, satellitecontrol center, room, or whatever is used to uniquely identify the physical lods@ipE
will normally be used to identify a single piece of equipmer@mmonly a computeft could also refer to a larger
entity such as aatellitetracking stationTypically, the node is found within the facilithnother exampleisages
the computers (nodes) found on a LAN (fag)lit

PROCESSD is the unique ID of an executing task or process on a N@mHsusually assigned by the host
operating systenihe combination of thegareefields serves to uniquelyidentify the executing software proses
within an enterpriseThe implementing softwareill optionally supply the NODE and PROCESB information
on which the process is executing in Message Header
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8.21.5 Component Information i Logical

CLASS, COMPONENT, SUBCOMPONENT1, SUBCOMPONENANVESERLEESTINATION
COMPONENT

These fields provide for source traceability of a messag@gMS Class is a higlevel category of functionalityA

C2MS Subclass is defined as a subset genre of a Class. A Class is composed of one or more subclasses. A C2MS
Component is defined as thameof the executing software application that fulfiils part or in whole, an instance

of a C2MS Class or Subclagd@lass and Subclass are sometimes used interchangeably to refer to a type of system,
whereas component always refers to an actual piesefwfare. The component generates C2MS messages and
identifies in theMessage Headdhne Class and/or Subclass to which it beloftgsas the option to further delineate

the source of a message by using the SUBCOMPONENT1 and SUBCOMPONENT ZTfiedslationship

between the C2MS Classes and Subclasses is shovablie A 1, Software Class and Subclass Categories

Theimplementing softwarwill optionally supplythe USERNAME field, which is the name or owner of the

account that started the compondrite ROLE of the component is optionally supplied to indicate what function the
component is assigned to play in the overall concept of operaongponents will perforndifferentfunctions

depending on their roles and responsibilitiese DESTINATIONCOMPONENT field is the intended recipient of

the message and also appears irstligectof many message$hough optional in the definition of the header, this

field may be required when the header is used in certain message types. For example, all response messages require
the DESTINATIONCOMPONENT to be specified.

8.2.2 C2MS Message Types

All messages itthe core C2MS specificatidall into a hierarchy containing three main branches including
notification, request and response messages. See S@etioBAMS Messages: Their Characteristics and Interactions
for a detailed discussion of this hierarchy.

Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all
have in common are shown in the following figure:

| C2MS Message
Is Abstract

-CONTENT-VERSION : F32 D Tl o ader

Ay
0. | e RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,
6=Final Message
The use of "6=Final Message"
has been DEPRECATED
S /
C2MS Notification Message C2MS Request Message C2MS Response Message Y,
{Message Header. SPECIFICATION == C2MS, {Message Header. SPECIFICATION == C2MS, {Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG} Message Header. MESSAGE-TYPE == REQ} Message Header. MESSAGE-TYPE == RESP} /
Is Abstract Is Abstract Is Abstract / | R
/ L
-REQUEST-ID : GUID -REQUEST-ID : GUID The default value for

-RESPONSE-STATUS : 116 ={1,2,3,4,5 6} g FINAL-RESPONSE is

-FINAL-RESPONSE : Boolean [0..1] g — — — = specified individually in

-TIME-COMPLETED : Time [0..1] each response

-RETURN-VALUE : 132 [0..1] message type

Figure 8-4. C2MS Message Hierarchy
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As shown above, all C2MS Messages include a field called "CONTEERRSION" inherited from the base class,
all C2MS Request Messages include a "REQUHST and all C2MS Response Messages include a "REQUEST
ID", a "RESPONSESTATUS", an optional "FINAERESPONSE, and other fields.

CONTENT-VERSION in each message indicates the version of that message (as opposed to the version of the
C2MS Message Envelope or the Message Header). For example, this field had a value of "2019.0" in Telemetry
CCSDS Packet Message when first introducett @2MS 1.0, but was updated to "2024.0" with C2MS 1.1, when
new optional fields were added to that message.

8.2.3 C2MS Message Augmentation through Custom Fields

In the event that any given C2MS Message could be made more useful for a particular use case, all C2MS Messages
can be extended by adding custom fields in the form of nahe pairs. This prevents the need to redefine C2MS
messages in order to extendrtheas has sometimes been observed in earlier versions of C2MS.

Domain, Mission or Satellite specific logic determines the meaning and enforcement of these custom fields.

C2MS recommends applying unique designators to the beginning of the CUSTEMD.Name to distinguish the
mission, vendor, or other appropriate namespace to avoid naming collisions with fields defined by others.

Finally, as a convention C2MS recommends adding custom fields to C2MS Messages only when there is no way to
utilize the base C2MS Message contents for the purpose and to the extent that the custom fields naturally enhance
and belong to the given messager Example, custom fields added to the Mnemonic Value Data Message should
relate to mnemonic value data and not be already available in the Mnemonic Value Data Message.

The following figure shows a UML object diagram of the Custom Field with its fields.

EaNSIe =sage Message Header

-CUSTOM-FIELD |0..*
Custom Field
-n.NAME : String

-n.VALUE

Typed Variable

-CONTENT-VERSION : F32 = 2026.0

-VALUE : Binary

-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, 116, 132, 164, String, U16, U32, U64, Custom}
-CUSTOM-TYPE-DISCRIMINATOR : String [0..1]

Figure 8-5. Custom Field Diagram

The following table describes additional field names, values, and notes for the Custom Field.
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Table 8-4. Custom Field Additional Information

Field Name Type Presence Value Description
For applicatindncusé
CUSTOM . N L
FIELD n.NAME String R -ino starts bedaken fo Avbid
collisions in custom field names.
For applicatindncuse
CUSTOM . ind st ar t srepeesentsitiedvalue
FIELD.n.VALUE Typed Variabl R the namealue pair as agreed upon betihee
producer and consumer of this message.

8.3 Monitor Level Messages

Monitor type messages are provided in C2MS covering two different aspects of the overall system as follows:

Event Messageselay information at the SATOPS level. These are occurrences of note related to managing
satellites and satellite contacts monitored by the C2 System, such as acquisition or loss of signal, command state on
the vehicle, and telemetry limit state transiso

Log Messagegapture processing at the application level. These provide a view into the flow of control within the
componentry of the overall system, such as configuration changes, completion of flight dynamics products, receipt
of directives, data processing flow,axpected software conditions, component lifecycle reporting, etc.

Care must be taken to provide monitoring information of the appropriate type, following the above separation
between Events and Logs. Note that in early versions of C2MS, there was a single Log Message that encompassed
all of the monitored information. I62MS 1.2, Event Message was introduced to distinguish SATOPS reporting

from capturing application process flow.

When creating Event Messages or Log Message, with corresponding text and details, it is recommended to use the
suggested text format, when specified, and to seek to achieve the following clarity goals:

Decipherablei Notifications through Event Messages and Log Messages should be readable, self
explanatory, and easily recognizable whether in a display or hardcopy report.

Discernablei Event Messages and Log Messages should be easy to parse for information extraction,
particularly the MSGTEXT and MSGTXT-DETAILS fields.

Deterministic i Once an Event Message or Log Message has been recognized and information extracted
from it (and others to provide context), making a decision and taking action becomes more perceptible. It
also becomes easier to gtefine the actions and program themtoiclear, unambiguous rules.

8.3.1 Event Message

An Event Message is timiagged text generated by an application to notify the operator that a ground system or
satellite event has occurred, such as contact transitions or satellite events. For example, a ground system event might
indicate that a loss @fignal is detected for a satellite data stream and a satellite event might indicate a change in

state of health of the vehicle.
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If Event Messages are saved in an archive, they can provide a wealth of data as well as a chronological history of
contact processing and vehicle state. This audit trail can be very useful in troubleshooting and reporting SATOPS
anomalies.

As a suggested best practice, while a componentmmauceEvent Messages for a variety of reasons, at a

minimum these components shopliducean Event Message atiyne the SEVERITY level changes for the

situation or element being evaluated. For example, if an antenna that is engaged in a contact moves from 'Normal' to
'Distress' SEVERITY an event should fm®duced and again if it moves from 'Distress' to 'Critical’, and again if it

moves from 'Critical' to ‘Normal'. Optionally, a component that iseamed with the state of that contact may

choose to monitor that antenna directly, if able, without relying only on the receipt of each Event Messages.

Table 8-5. Event Message Summary

Sender Any C2MS compliant application

Intended Usage by Sender Notify

Expert Subsystem, Alerting Subsystem, Assessment Subsyster
similar, that usesenMessages

Intended Usage by Receiver | Receivevennotification messages

Receiver

What Event for display, archive, data mining, reporting, etc.
When As needed
Example s

1. Any component needing to disseminate events related to SATOPS shodldutan Event Message.
2. An archiving application mafjlter for all messages to place in an archive.
3. Aflight dynamics application mafiiter for Orbital Event occurrence types.

4. A display application mafilter for Critical (Level 4) Severity Event Messages.

Command and Control Message Specification™ (C2MS™) V1.1
59



8.3.1.1 Event Message S ubjects
Table 8-6. Event Message Subject Naming
Subject . . ,
Standard Domain Elements Mission Elements Message Elemen Miscellaneous Elements
Subject Speci
Element fication DOMAIN1 [ DOMAIN2 ]| MISSION| CONST | SAT TYP | SUBTYP ME1 ME2 ME3 ME4 ME5 ME6
. domain 1 | [domain 2 [REFE
Subject [ o [constell [COMPON [SUBCLA [OCCURRE [SEVERITY
Content C2MSs syst(_em syst(_em [missioh ation] [sat] | MSG| EVENT ENT sg NCETYPE ] [USER | RENCH
specific] specific] -0}
Exggl‘a'grfor C2MS DoM1 | DOM2 | MSSN | cNsi | saTi| mMsG| EVENT | TLM3 TLM | TLMLIMIT 2 wsd | 129
Exggﬂgrfor C2MS DOM1 DOM2 | MSSN | CNsSi | SAT1| MSG| EVENT | TLM3 CMD SENT 1 w6 | 964
Example forf oo DOM1 poM2 | MSSN * + | MSG| EVENT * * * * +
Receiver
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Table 8-7. Properties of the Miscellaneous Elements for the Event Message

MlsEﬁglrlggr(]atous Roegttij(;rr?;/ Description Field in Msg, if applicable

ME1 Required | Component namesehder COMPONENT from header
The subclass of the compong

ME2 Required | subsystem to which the even] SUBCLASS
message occurrence belongg

ME3 Required | The occurrence type of the ey OCCURRENGEPE

ME4 Required | The severity of the occurrenc| SEVERITY

. The user or wepksition

MES Optional originating trm/q:nmessage USER

ME6G Optional A reference ID assigned to th REFERENGD
evenmessage

Examples for Sender

Appl, TLM2, and TLM3 each sendreEventMessage.
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.EVENT.Appl1l.TLM.AOS.1
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.EVENT.Appl1l.CMD.SENT.1.WS3.794
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.EVENT.TLM2.TLM.TLM LIMIT.3.DECOM1.456

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.EVENT.TLM3.TLM.PREPASS.1

Examples for Receiver
C2MS.*.* * * * MSG. EVENT>
C2MS.** MSSN.*.* MSG. EVENT>
C2MS.** ** SAT1.MSG. EVENTTLM2.>

C2MS.** MSSN.*.* MSG. EVENT*.*.*.4. +

Note that since some elements are optional, it is béi#etousingt h €6 fic har acter t o ensure cap
messages.

8.3.1.2 Event Message Pre-defined Field Values

The abbreviatethble belowshowstherequiredvaluesof thenamedfields forthe EventMessageincluding both
message and message header fields.

Table 8-8. Event Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE EVENT
CONTENYERSION 2026.0
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8.3.1.3 Event Message Contents

The following figure shows a UML object diagram of taeentMessage with its required anogtional fields.

C2MS Message

-CONTENT-VERSION :

F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Event Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == EVENT,
CONTENT-VERSION == 2026.0}

-SEVERITY : 116 = {1, 2,

-EVENT-TIME : Time

-MSG-TEXT : String

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String

3,4}

-USER : Subject Token String [0..1]
-SPACECRAFT-TIME : Time [0..1]

-REFERENCE-ID : Subject Token String [0..1]

-MSG-TEXT-DETAILS : String [0..1]

Figure 8-6. Event Message Diagram

Message Header

Custom Field

] Messae Henter |

SEVERITY
1=Normal,
2=Warning,
3=Distress,
714=Critical

The following table describes additional field names, values, and notes teveh&Message.

Table 8-9. Event Message Additional Information

Field Name Type Presence Value Description
CONTENVERSION F32 R 2026 Versu_)n _Number for this message conte
description
Subiect Toker SeeTable Al Subclass generatingEkentMessage (or
SUBCLASS jec R Software Class and | applicable subsystem of whidEvtna
String .
Subclass Categoriey Mmessage belongs)
See tables in Sectio An occurrence type that categorizes the
OCCURRENEE | Subject Toker 8.3.1.£Event o yp 9 .
. R of activity or event that happened, triggg
TYPE String Message Occurreng
theEveniMessage
Types
Value | Description| Indicates the severity of the Eesgage.
1 Normal Scale traditionally applied to message &
116 - on requiremerdnd characteristics of the
SEVERITY (Enumeration R 2 Warning component or ground system. The seve
3 Distress may be used to alert the operator in sor
4 Critical such as visual or audilogfication.
Subject Toket The user/work position/proc to which th
USER : (@)
String message relates
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Field Name Type Presence Value Description
SPACECRARTIME Time o Time event happened (may be earlier tf
actual posted time)

Time event happemetd TGmaybe earlier

EVENATIME Time R thanPUBLISHIMEime)
REFERENGE Subjeqt Toker o A local index or map to a table of additi
String information
MSGTEXT String R Text for display (typically about 60 char
One or more paragraphs that includes 1
MSGTEXTDETAILS String @) detail. Suggested corrective action. Sug

specifying URL in this field

8.3.1.4 Event Message Occurrence Types

The tables in this section list suggested Event Message occurrence types. The OCCURENETteld is a
required field. The tables contain lists of SATOPS occurrences that could be used to identify the occurrence that
triggered the generation of the Evééssage.

This is not a complete list of occurrence types. Additional values can be added as necessary.

8.3.1.4.1 Pass Related Occurrence Types

Table 8-10. Pass-Related Occurrence Types

Value Occurrence Type Occurrence Description
Period of time prior to start of a pass. Allows for allg
setup, and check out of resources, communication

PREPASS PrePass pathways, and general preparation. CoultDbminbtes
in length.

PASSSTART Planned Start Time o T|men UTGQhe pass is scheduled to start. (Schedulg

Pass time).

Actual timie UT@f the AOS when ground (antenna)

AOS Acquisition of Signal | receives the signal; or could be the time in mission
center when first data is received.

LOS Loss of Signal Actual timie UTGhe data drops out or ceases

transmission.

Planned End Time of| Timein UTQhe pass is scheduled to end. (Schedule
Pass time).

Period of time immediately after the LOS to wrap ug
pass activities. Could include deallocation of resour
POSTPASS PostPass producing pass summary reports, initiation of offling
processing, and so on. Could last a few minutes or
PrePass.

PASSEND

For pasgelated occurrences, it is recommended that the MIB&T portion of theEventMessage contain the
Occurrence Type value and the EVENTME value in the format of:

[OCCURRENCETYPE] Time: [EVENT - TIME]

Examples
PREPASS Time: 2014 - 74-16:18:15
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PASSSTART Time: 2014
AOS Time: 2014
PASSEND Time: 2014
LOS Time: 2014

- 74-16:28:15
- 74-16:28:16

- 74-16:46:30

- 74-16:46:40

POSTPASS Time: 2014 - 74-16:47:20

8.3.14.2

Telemetry Limit Violation Occurrence Types

Table 8-11. Telemetry Limit Violation Occurrence Types

Value Occurrence Type

Occurrence Description

NORMAL

1=Normal Range

Reports mnemonic returnifigetentering) Normdivithin rangeondition.

WARNING 2=Warning Limit

Reports mnemonic entexMérning limit condition

DISTRESS 3=Distress Limit

Reports mnemonic entexiDigtress limit condition

CRITICAL 4=Critical Limit

Reports mnemonic entexi@gticalimit condition

For telemetry limit violation notice#, is recommended that the MSIEXT portion of theEvent Messageontain

the following information.

[term for value][tim word #] [mnemonic][violation descriptionfithe o [limit description]fiLimitof 0o

[threshold valuefwith a value of 0O [ mhemonic value] [ mnemonic
Examples

LRV #102 BATVOLT1 exceeded the Lower Warning limit of 112 with a value of

T 13 volts

TLM #156 BATVOLT?2 is above the Upper Distress  limit of 15 with a value

of 15.75 volts

CVT #156 BATVOLT3 is within the Normal limit of 16 with a value of

14.75 volts
Note:

LRV - Last Received (or recorded) Value
TLMT Telemetry
CVTi Current Value Table

8.3.1.4.3

Command Verification Occurrence Types

Table 8-12. Command Verification Occurrence Types

Value Occurrence Type Occurrence Description
The network that connects the ground system to the g
XFRD transferredToRange has received the command. (Comes from something
the spacecraft.)
The command has been transmitted to the spacecrafi
SENT sentFromRange network that connects the ground system to the spac
(Verifier comes from something other than the spacec
RCVD Received The SpaceSystem has received the command.
ACPT Accepted The SpaceSystem has accepted the command.
QUED Queued The SpaceSystem has scheduled the command for e
EXEC Executing The command is being executed.
COMP Complete Command is considered complete.
FAIL Failed The command failed.
TIMEOUT | Timeout l'fiT;:é(pired for the command to complete. A specifi
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The values in the table above were taken from the master schema for the OMG Space Domain Task Force XML
Telemetric andCommandeExchange (XTCE) formafl his document is found &ttps://www.omg.org/xtce

No recommended format has been defined for this occurrence type.

8.3.1.4.4  Miscellaneous Occurrence Types

Table 8-13. Miscellaneous Occurrence Types
Value Occurrence Type Occurrence Description
ORB Orbital Event Reports_ calculated (_)rbltal event _such as orbit numb
ascending/descending node, eclipse state
SAT Satellite Indicates/reports activity occurred on the satellite

8.3.2 Log Message

A Log Message is timéagged text generated by an applicatioprimvide insightinto its internal processing.
Examples include receipt of directives, data processing flow, and software state.

Note that the use of Log Messages for SATOPS events is deprecated as these should be conveyed in Event
Messages.

While it is common for applications to log this kind of information locally, the intent of the Log Message is to
provide relevant application processing information to the larger community of (distributed) peer applifations.
Log Messages are saved inawchive,they can provide ahronological history of thprocessing of C2 system
componentsThis audit trail can be very useful in troubleshootimgxpected issues in system behavior.

Table 8-14. Log Message Summary

Sender AnyC2MSompliant application

Intended Usage by Sender Notify

ExperSubsystepi\lerting Subsystelissessment System, or
similar, that usesg Messages

Intended Usage by Receiver | Receivéogdata notification messages

Receiver

What Logitemfor displawrchivedata miningeportingetc.
When As needed
Example s

1. Any component needing to disseminate informatiated to processing at the application lesreduld
producea Log Message

2. Adisplay application mafilter for Critical (Level 4)SeverityLog Messages
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8.3.2.1 Log Message Subjects
Table 8-15. Log Message Subject Naming
Subject . . ,
Standard Domain Elements Mission Elements Message Elemen Miscellaneous Elements
Subject Speci
Element fication DOMAIN1 | DOMAINZ2 ] MISSION| CONST | SAT TYP | SUBTYP ME1 ME2 ME3 ME4 ME5 ME6
. domain 1 | [domain 2 [REFE
Subject [ o [constell [COMPON [SUBCLA [OCCURRE| [SEVERITY
Content C2MSs syst(_em syst(_em [missioh atiof [sat] | MSG LOG ENT sg NCETYPE ] [USER | RENCE
specific] specific] -0}
Exggﬂgrfor C2MS DOM1 DOM2 | MSSN | CNS1 | SAT1| MSG| LOG TLM3 TLM CFG 1 ws3 | 794
Exgg%'grfor C2MS DOM1 | DOM2 | MSSN | CNS1 | sATi| MSG| LOG FD1 EPH SYs 4 ws5 | 123
Example forl = ~y\1q DOM1 poM2 | MSSN * + | MsG| LOG * * * * +
Receiver
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Table 8-16. Properties of the Miscellaneous Elements for the Log Message

Miscellaneous | Required / - N . .
Element Optional Description Field in Msg, if applicable
ME1 Required | Component namesehder COMPONENT from headg
ME?2 Required Thg subclass of tmmponent or subsystem SUBCLASS
which the occurrence belongs
ME3 Required | The occurrence type of tigeMessage OCCURRENQJEPE
ME4 Required | The severity of thecurrence SEVERITY
MES Optional The user or wepksition originating the log USER
message
MEG6 Optional | A reference ID assigned to the log messag REFERENGP

Examples for Sender

Appl, TLM2, aad TLM3 each send a Log Message.
C2MS.DOM1.DOM2.MSSN.CNSISATL.MSG.LOG.APP1.TLM. CFG 1
C2MS.DOM1.DOM2.MSSN.CNSISAT1.MSG.LOG.APP1.CMD. SYS4.WS3.794
C2MS.DOM1.DOM2.MSSN.CNSISATL.MSG.LOG.TLM2.TLM. DIR. 1.DECOM1.456
C2MS.DOM1.DOM2.MSSN.CNSISAT1.MSG.LOG. FD3.SCH. 2

Examples for Receiver
C2MS.**, ***  MSG.LOG>
C2MS.** . MSSN*. * MSG.LOG. >
C2MS.* *** | SATL.MSG.LOG.TLM2. >
C2MS.**. MSSN.** MSG.LOG.***.4. +

Note that since some elements are optional, it is bé#tietousingt h €0 clfaracter to ensure capturing all messages.

8.3.2.2 Log Message Pre-defined Field Values

The abbreviatethblebelowshowstherequiredvaluesof thenamedfields fortheLog Messaggincluding both
message and message header fields.

Table 8-17. Log Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSAGEE MSG
Message Header.MESSSGBTYPE LOG
CONTENYERSION 2026.0

8.3.2.3 Log Message Contents

Thefollowing figure shows dJML object diagram of théog Messagewith its requiredandoptional fields.
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C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Log Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == LOG,
CONTENT-VERSION == 2026.0}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String

-USER : Subject Token String [0..1]

-EVENT-TIME : Time

-SEVERITY : 116 = {0, 1, 2, 3, 4} <

-SPACECRAFT-TIME : Time [0..1] [

Message Header

Custom Field

SEVERITY
0=DEBUG,
1=INFO,
2=WARN,

4=FATAL

“13=ERROR,

AN

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String
-MSG-TEXT-DETAILS : String [0..1]
-SPECIAL-INFO : Binary [0..1]

Figure 8-7. Log Message D iagram

SPACECRAFT-TIME
and SPECIAL-INFO
are DEPRECATED

Thefollowing tabledescribes additional field names, values, and notes for the Log Message.

Table 8-18. Log Message Additional Information

Field Name Type Presence Value Description
CONTENVERSION F32 R 2026 Versm_m_numkjmr this messagentent
description
. Subclassef the producer of thig
SUBCLASS Subjegt Tokef R SeeTable Al Software .Class Messagéor applicable subsystemhich
String and Subclass Categories
theLogMessage belongs)
. : An occurrence type that categorizes t
OCCURRENGQEPE SUbJeC.t Tokef R See tables in Sectfod.1.4 kind of activity or event that happenec
String Log Message Occurrence Ty _ . .
triggering tHegMessage
Value Description
0 DEBUG Although this field continues to be nar
SEVERITY (Enumeration] R intent is to indicate the logging level 0
‘ 2 WARN Log Message as produced by the sen
3 ERROR application.
4 FATAL
Subject Tokel The user/work position/proc to which
USER ; (e}
String message relates
Timeon the spacecraft thatethent
DEPRECATED Time o happenedraybesarlier than actual
SPACECRAHTME posted timd)ote that this is to
accommodate a difference between t
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Field Name

Type

Presence

Value

Description

spacecraft time and UTC. It is howevg
reported here in the same format as ¢
C2MS Time valu&sis fieltias been
deprecated because it more properly
belongs to tlew Event Message than
application logging uskeogf Message. If
the spacecraft time is relevantégy a
Message, it can be added to-WVESGH
DETAILS aesired.

EVENATIME

Time

Timeof the occurrence being logged
UTC(maybesarlier thaRUBLISHIME
time) Note that "EVENT" here has no
correlation with Event Messages.

REFERENGD

Subject Tokel
String

A local index or map to a table of add
information

MSGTEXT

String

Text for display (typically about 60
characters)

MSGTEXTDETAILS

String

One or more paragraphs that includes
detail. Suggested corrective action. S
specifying/RLin this field

DEPRECATED
SPECIAINFO

Binary

Forapplication usé his field has been
deprecated in order to avoid using op
data withinrsotificatiomessage that is
intended forovidestatus anthsight into
application procesdimgther componen
in the environmeittwill be removed in
future release of C2MS.

SEVERITY

This field designates the level of the Log Message as determined by the application sending it.

0 (DEBUG) - The message contains figeained information useful for debugging the process flow of an

application which is not sent unless debugging the application.

1 (INFO) - Information at a coursgrained level providing insight into the process flow of an application.

2 (WARN) - The application has neared an error condition, but from which it is able to recover in its current
process flow.

3 (ERROR) - The application has encountered an error that prevents it from performing its current process

flow, though the application continues to operate.

4 (FATAL) - A severe error has occurred leading toward an application abort.

It is assumed that applications producing Log Messages will be configurable to raise or lower the logging level.

Common configurations would be to produce FATAL and ERROR Log Messages, but to be able to add, progressively,

WARN, INFO and DEBUG as needed.

Similarly, applications that receive Log Messages may allow configurability around the logftewetsch they
monitor. Note thaffiltering for SEVERITY 2 (WARN) does natesult in receivingny other log levels and applications
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mustfilter separatelyor each log level of interest (preferred)fiter for all Log Message log levels aniscardthose
of no interest after receipt.

8.3.24 Log Message Occurrence Types

This section listsuggested Log Message occurrence typee. OCCURENCETYPE field is a required field. The
tables contain lists of ground system occurrences that could be used to iderdifguhenceahattriggeredthe
generation of the Log Message.

The component is not required to put out a Log Message for each type of occurrence or state change.
This is not a complete list of occurrence typ&dditional values can baddedas necessary.

8.3.24.1 Log Message Occurrence Types

Table 8-19. Log Message Occurrence Types

Value Occurrence Type Occurrence Description

Reports that the physical or logical configuration of
equipment and/or software has changed.

The echo of a directive message issued by the ope

CFG Configuration Change

DIR Directive command procedure, command schedule, or auton
process
FDN Flight Dynamics Notification | Reports completion of flight dynamics process or pt
OPER | Operator Information Operator entered log message
PROD Product Available and/or Reports that a product has been generated and is ¢
generated to access

Reportsystem/softwgpeocessing information, state

SYS System/Software changesrrorsor unexpected condgion

DIR
It is recommended to followhe tablebelowwhen a Log Message is used to echo a Directive Request Messag

Table 8-20. Log Message to Echo a Directive Request Message

Retrieve From Here And Insert Into Here
Message Directive Request Message Log Message
Field DIRECTIMETRING MSGTEXT

PROD
It is recommended to followhe tablebelowwhen a Log Message is used to echo a Product Message

Table 8-21. Product Message to Echo a Directive Request Message

Retrieve From Here And Insert Into Here
Message Product Message Log Message
Field TIMECOMPLETED EVENTTIME
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Retrieve From Here And Insert Into Here
PROENAME
PROBTYPE
Field PROESUBTYPE MSGTEXT
PROEDISTMETHOD
URI

The MSGTEXT format of the Log Message would be in the following format:

fiProduct Type/Subtyp@[PROD-TYPE] / [[PROD-SUBTYPE], iCreated [TIME-COMPLETED],
fAvailable Byp [PROD-DIST-METHOD] {- URI}

Examples
Product Type/Subtype: PAS / Contact Schedule, Prod ID: WhiteSands124,
Created: 20 14- 123- 14:32:25, Available By: URI -
Facility.Node.Computer.Disk.directory.filename

Product Type/Subtype: PAS / Schedule, Prod ID: SCHED124, Created: 20
123- 14:32:25, Available By: PROD REQ
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8.4 Archive Message Retrieval Messages

Archive Message Retrieval ddsages provide access to messages, excluding telemetry data, st@2¥Braessage
archive. The Archive Message RetrielRaquests used to request messages from the message archive by either

1. Providing a specific querlike statement to be used directly by the responder to access the underlying data
storage mechanisrthesestatementsould bein the form of aStructured Query Languag8QL) statement
for a databaseagrep statement tsearch for strings inside a fjler Perl script statement

2. Providing a time range arpghirsof message types/subtypes for a coarse description and gathering of
messages.

The Archive Message Retrieval Response returns the status of the Request and the location of the output product.
Althoughtelemetrymessages could be archived and retrieved, they are categorized and treated separately since their
data reqires specialized processing.

Any number ofC2MSmessages may be archived by any number of compoemtexample, one component may

only archiveC2MS Log messageg#inothercomponentnay archive LogMiessages and all Directive Requiglgssages.

Also, components that archive messages do not necessarily have to provide a service to other components to extract
those messagef.he messages may be f or t HowtheG2MSnmessagesrare érchivednt er n a
and organized is left up to the missituastly, as inferred from aboythe method of storing the messages is not

defined. A database, flat text files, or aghermeans could be used.

8.4.1 Archive Message Retrieval Request

The Archive Message Retrieval Request is a service request issued when an application desires messages from a
message archivdhe componernissuesan Archive Message Retrieval Request to athave provider component that
has access to a message archive. The request specifies the time range and message types

Table 8-22. Archive Message Retrieval Request Summary

Sender AnyC2MS&ompliant application

Intended Usage by Sender Request

AnyC2MSompliant application that preaidess to a message
archive, e GREAT

Intended Usage by Receiver | Request processing

Receiver

What C2MSnessages
When As needed
Example s

1. AnArchive and Assessmenbmponent may requeatchived messages, suchLag Messagefor limit
violations,in order to generate report.

2. A Planning and Scheduling component may request archived messages feplémnirg of aschedule or
may even request future event messages that have been archived.

3. An analyst may want all archived messages in a specific time window for further problem analysis.
The method for identifying, matching, and extracting messages from the archive is to specify a few key fields in the
messageslhis method will result in a coarse selection of messages for pdiusalot meant to identify a specific

value of a specific field of a specific messadglough that is possible in some circumstanggpically, a group of
associated messages will be located, extracted, and returned.
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The Archive Message Retrieval Requidstaderidentifies the message a€a8MS Archive Message Retrieval Request.
The message contents specify the parameters fiaction out of an archiv8he parameterare:

Time range

1 Type of time: spacecraft orG2MS standard format
1 Start and stop times of messages from which to retrieve

Messages to examine

1 Type and Subtype pairing
1 Name of field in the messages that contains the time to use for the time range

Fields in messages to pattern match
1 Other fields in the message to extrdnet contents and pattern match
Other fields in the message contepécifythe outputThey are:
Location of theoneoutput file for the product

1 Uniform Resourcédentifier (URI) location to store th output file
91 File name otheoutputfile

File description

1 Maximum size otheoutput file
1 Format of the output file
1 Version number ofhe format

Only one file is expected for the output produidte requestor of archived messages has the option of getting the
resulting product filén either or bottof the following ways:

1 By reference within the respse message
1 Included within the responseessage

The C2MSstandard messages that may be archived codiféénenttime fields.Some are spacecrdiine, and some

are in theC2MS standard time formaflso, times in messages can be the actual occurrence time of an event, the
requested execution time, or thendtime of a messag@hese times are naturally named differentligerefore, the
RequesMessage must specify the name of the time field in the message to use for the boundaries of the time range

A previous version of C2MS supported what was called "shorthand" queries in which the requestor could send in a
REQ STRINGrather than enumerating a set of MSGs, specified by NDBIMMSGS, to formulate the query. This
REQ-STRING containga database query, a script expression, Unix statement, or some other statement" to be executed
within the responding service on behalf of the requestor.-BERING and the "shorthand" method have been

deprecated over security concerns.

What was previously termed the "longhand" mett@mdimerating a set of MSGs, specified by N\O-MSGS, has
been retained and is now the onlyndeprecatednethod for performing this request.

Note that while REESTRING is retained in the C2MS Message definition with DEPRECATED designation, a service

implementer may choose notalow REQSTRING to be used fdishorthand" queriedue tothose same security
concerns.
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8.41.1 Archive Message Retrieval Request Subjects
Table 8-23. Archive Message Retrieval Request Subject Naming
Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject SPect | hoMAINT DOMAING MissION| consT | saT | TYp| suBTYP ME1 ME2 | ME3| ME4 | ME5 | ME6
Element fication
. domain 1 [domain 2
Subject [ - o [constell [DESTINATION
Content Cc2MSs |syst'e.m |sys§qm [mission] ation] [sat] | REQ AMSG COMPONENT
specific] | specific]
Exggﬂgrfor cams | pomi | pom2 | MSSN | CNsi | SATi| REQ| AMSG ARCHIVER
Exggl‘a'grfor coams | pomi | pom2 | mssn | cnsi | saTi] REQ| AMsG ANALYZER
Examplefor} oy | pomi | Dowm2 * * + | rREQ| AMSG ANALYZER
Receiver
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Table 8-24. Properties of the Miscellaneous Elements

for Archive Message Retrieval Request

MlsEﬁglrlggr(]atous Roegttij(ljrne;/ Description Field in Msg, if applicable
Optional component name of Sg
ME1 Optional Provider (Responder) (Seetion | DESTINATIGBOMPONENT
6.4.3.Z2MREQ Message Type from header
regarding optionality)
Examples

Two components, ANALYZER and ARCHIVER, interact with the Archive Message Retrieval Request.
ANALYZER subjectto send the Archive Message Retrieval Request to ARCHIVER:

C2MS.FILL. FILL.FILL.FILL. FILL.REQ.AMSG.ARCHIVER

ARCHIVER subjectto receive its own Archive Message Retrieval Request:

cams***. ** REQ.AMSG.ARCHIVER

8.4.1.2 Archive Message Retrieval Request Pre-defined Field Values

The abbreviatetbllowing tableshows the requiredaluesof thenamedfields forthe Archive Message Retrieval
Requestincluding both message and message header fields.

Table 8-25. Archive Message Retrieval Request  Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE REQ
Message Header.MESSSGBTYPE AMSG
CONTENYERSION 2026.0
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8.4.1.3 Archive Message Retrieval Request Content s

Thefollowing figure shows &UML object diagram of thérchive Message Retrieval Requesth its required
optional,and dependeriields.

C2MS Message
-CONTENT-VERSION : F32

Message Header
T o Custom Field

C2MS Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Archive Message Retrieval Request Product Sub Subcat
{Message Header.SPECIFICATION == C2MS, -PROD-SUBTYPE-SUBCATEGORY | Product Subtype Subcategory
Message Header. MESSAGE-TYPE == REQ, 0.+ |-N.NAME : String

Message Header. MESSAGE-SUBTYPE == AMSG,
CONTENT-VERSION == 2026.0}

-START-TIME : Time

-STOP-TIME : Time [0..1] PROD-TYPE

-DELIVER-VIA-REFERENCE : Boolean [0..1] = false AAA=Archive and Assessment

-DELIVER-VIA-INCLUDE : Boclean [0..1] = true = TIME-TYPE
-PROD-NAME : String [0..1] - 0=Spacecraft Time
-PROD-DESCRIPTION : String [0..1] - 1=C2MS std. Time
-PROD-TYPE : String [0..1] = AAA q° Requested Message

-PROD-SUBTYPE : String [0..1] = MSG n.TYPE - String s
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16 -MSG| " "SUBTYPE - Strin s

prIHSINg /(03] 0% | TIME-FIELD-NAME : String [0.1] 4

-NAME-PATTERN : String [0..1] “n.TIME-TYPE : U16 [0..1] d

DESCRIPTION : Siring [0..1]

FORMAT : String [0..1] -n.NUM-OF-FIELDS : U16

-VERSION : String [0..1]
-SIZE : U32[0..1]
-REQ-STRING : String [0..1] q
-NUM-OF-MSGS : U16 >~ o -FIELD|0..
k Message Field
REQ-STRING is -m.NAME : String
DEPRECATED -m.CONTENT : String

Figure 8-8. Archive Message Retrieval Request Diagram
Thefollowing tabledescribes additional field names, values, and notes for the Archive Message Retrieval Request.

Table 8-26. Archive Message Retrieval Request  Additional Information

Field Name Type Presence Value Description
CONTENT . .
VERSION F32 R 2026 Version numbfer this message

Requested start time of the messages
retrieved from the Message Ardiiiag be
relative time or absolute tinkéT. Sedable
8-10Examples of Start and Stop Times

STARITIME Time R

REQUESID GUID R ID to identify the request message

Requested stop time of the messages
retrieved from the Message Archive. Def
STOFTIME Time 0] the end of the Message Archiiag.be relatiy
time or absolute time in U5« Table8-10
Examples of Start and Stop Times
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Field Name Type Presence Value Description
DELIVERIA Boolean o Indicates if the data will be referenced by ¢
REFERENCE the single response message. Defdatseo
DELIVENIA Boolean o Indicates if the data is to be included in th
INCLUDE response message. Defaulisu®
PROENAME String 0 Name of the product being requested
PROD : - .
DESCRIPTION String 0] Description of the product in text or xml
String Value | Description
PROBTYPE (Constant) © AAA ﬁrchlve and Product type and subtype being requested
ssessmen .
String Table A2, Product Categodies
PROBSUBTYPE (Constant) 0 MSG
NUMOEPROD Number of further delineations / categories
beyond the product subtype. Also, used as
SUBTYPE U6 R subject elememMtES, MEGetc. in the Product
SUBCATEGORIE ) ’ '
Message.
First subcategory of the product subtype. (
PROBSUBTYPE Vessage)t 1 0 st arts at
SUBCAATN'IESOR'W String D for each PREBUBTYPSUBCATEGORY
specified by NUDFPROBSUBTYPE
SUBCATEGORIES.
Location where the requesting component
. asking for the product file(s) to be stored. (
URI String o be a web address, directoriplder
specification
NAMEPATTERN String @) Describes the name of the output file
DESCRIPTION String 0] Description of the file in text or xml
For application use. This field describes th
FORMAT String 0] format as agreed upon between the produ
consumer of this message.
VERSION String 0 Identifies the version of the file
SIZE U32 o Kilobytes Maximum size of the. f|le e_lcceptable to the
reqguester. Size specified in KB.
Note that is field has beéeprecatednd will be
removed in a future release of CR{Secate
descriptior8pecific to the responder / provi
DEPRECATED String 0] the requested information. The string will ¢
REQSTRING . .
database query, a script expression,
statement, or some other statement for ex
the information fro
Indicates the number of different messagg
NUMOFRMSGS uile R 1+ subtype pairs requested from the Me
Archive.
MSG.n.TYPE String D Message Type/Subtype pairing to ident
message to be retrieved from the archim
MSG.n.SUBTYPE String D starts at fAlo. This
specified by NUDFMSGS.
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Field Name Type Presence Value Description
Name of field in the message that contains
MSG.n.TIMBEELD String (0] to examine. Will default to PUBILNSH in
NAME
Message Header.
Value | Description| Indicates thealueof the time to examine in
uile Spacecraft | retrieved messages. Defaulty @Note that i
MSG.n.TIMEYPE (Enumeration © 0 Time either case, the format of the time is as de
1 UTC C2MS.
MSG.n.NUE Numbgr of message fields to gxamine an
FIELDS ul6 D for retrieval from the ar_cfﬁkms field is requir
for each message specified byQRMEGS.
Name of the message field to match for r
MSG.n.FIELD.m.N String D fromthearchive ot h fin o a nis
ME field is required for each field when MSG.
OFFIELDS > 0.
Contents of the message field used in matc
MSG.n.FIELD.m.C String D messages for retrieval from the arthive h

NTENT

and m start at fi 1

field when MSG.n.NOMFIELDS > 0.

8.4.2 Archive Message Retrieval Response

An archive message providerspomls to an Archive Message Retrieval Requmssendingan Archive Message
Retrieval Response. Thachive message providetustreturnthe status of the action completed along with the
location of the Archive Retrieviessage file product.

A series of Archive Message Retrieval Responses may be reduitbis case, an initial acknowledgement

response

messag

e i s

i ssued,

foll

owed by interi

requesting application know that the request is still being processed, and finally by a completion tgpponse

message.

Please see Secti@ C2MS Messages: Their Characteristics and Interacf@re general discussion on these

types of messages.

Table 8-27. Archive Message Retrieval Response Summary

Sender

Application that received the Archive Message Retrieval Reque

Intended Usage by Sender

Reply

Receiver

Application that issued the Archive Message Retrieval Request

Intended Usage by Receiver

Receive response

Provide success/failure response to the service that wasneine:

What knowledge to access the extracted messages

Upon receipt of the Archive Message Retrieval Request, on an
When . : ) .

those services that are-ioresuming, and on completion.
Example s

1. Acknowledge receipt of an Archive Message Retrieval Request

2. Indicate the Archive Message Retrieval Request is still being processed

3. Indicate the Archive Message Retrieval Request has successfully completed
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8.4.21 Archive Message Retrieval Response Subjects
Table 8-28. Archive Message Retrieval Response Subject Naming
Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject Speg DOMAINT DOMAINZ MISSION| CONST SAT TYP SUBTYP ME1L ME2 ME3| ME4 | ME5 | ME6
Element fication
. domain 1 [domain 2
Subject I 3 . [constell [DESTINATION| [RESPONSE
Content C2MS | ¥ system) i system] [mission]] "0 [satl | RESP 1 AMSG | \compoNENT|  STATUE
specific] | specific]
Exggﬂgrfor coms | poMi | DOM2 | MSSN | CNS1 | SAT1| RESP| AMSG ARCVR 1
Exé‘gggrfor coms | poMi | DOM2 | MSSN | CNS1 | SAT1| RESP| AMSG ARCVR 3
Example forl - o5 | pomi | Dom2 * * * | REBP| AMSG APP1 *
Receiver
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Table 8-29. Properties of the Miscellaneous Elements for the Archive Message Retrieval Response

Miscellaneous | Required / - Field Origination in Msg, if
; Description :
Element Optional applicable
ME1 Required | Component name of Reque EfanErNATI%DMPONENmm
ME2 Required gtatus type supplied by | pegpoNsETATUS
esponder
Examples

Two components, APP1 and ARCVR, interact with the Archive Message Retrieval Response.
1. ARCVR subject to send the Archive Message Retrieval Response to APP1:

C2MS.FILL .FILL.FILL.FILL .FILL.RESP.AMSG.APP1.3
2. APP1 subject to receive its own Archive Message Retrieval Responses:

C2MS.DOM1.DOM2.MSSN.CNSISATL.RESP.AMSG.APP1.*  or
C2MS.* ***  * RESP.AMSG.APP1.>

8.4.2.2 Archive Message Retrieval Response Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields forthe Archive Message Retrieval
Responsgincluding both message and message header fields.

Table 8-30. Archive Message Retrieval Response Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE RESP
Message Header.MESSSGBTYPE AMSG
CONTENYERSION 2026.0

8.4.2.3 Archive Message Retrieval Response Contents

Thefollowing figure shows dJML object diagram of thérchive Message Retriev&esponsavith its requiredand
optional fields.
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C2MS Message

-CONTENT-VERSION : F32 Message Header B

RESPONSE-STATUS
N 1=Acknowledgement,
0~ Custom Field 2=Working/Keep Alive,
- 3=Successful Completion,
4=Failed Completion

5=Invalid Request,
- 6=Final Message

C2MS Response Message

{Message Header.SPECIFICATION == C2MS, _ -
Message Header MESSAGE-TYPE == RESP} - The use of "6=Final Message"
-REQUEST-ID : GUID -~ has been DEPRECATED

-RESPONSE-STATUS : 116 ={1,2,34,5,6} &~
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]

-RETURN-VALUE : 132 [0..1] & —

- - RETURN-VALUE
- - - 1=Product file placed in URI

—| specified by requestor, 2=Product
file placed in URI specified by
responder, Other=Error code of a
failed completion

Archive Message Retrieval Response
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP,
Message Header MESSAGE-SUBTYPE == AMSG,
CONTENT-VERSION == 2026.0}

-PROD-SUBTYPE-SUBCATEGORY [0..*
-PROD-NAME : String [0..1]

-PROD-DESCRIPTION : String [0..1] Product Subtype Subcategory
-PROD-TYPE : String [0..1] = AAA cy -n.NAME : String
-PROD-SUBTYPE : String [0..1] = MSG ~

-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16 ~
-URI : String [0..1] ~
-NAME-PATTERN : String [0..1] N
-DESCRIPTION : String [0..1]
-FORMAT : String [0..1]
-VERSION : String [0..1] PROD-TYPE
-SIZE - U16 [0..1] AAA=Archive and Assessment
-DATA : Binary [0..1]

Figure 8-9. Archive Message Retrieval Response Diagram
Thefollowing tabledescribes additional field names, values, and notes for the Archive Message Retrieval Response.

Table 8-31. Archive Message Retrieval Response  Additional Information

Field Name Type Presence Value Description
Version numbier this message
CONTENYERSION F32 R 2026 content description
Value Description
1 Acknowledgemel
2 Working/keep aliy Identifies the status of the Archive
116 3 Success_ful retrieval message Request being
RESPONSE&TATUS (Enumeration R completion processedl’he use of 6=Final Mess
4 Failed completior is deprecate8ee6.4.3.L2MRESP
5 Invalid Request | Message Type
DEPRECATED
6 ;
Final Response
When True, indicates the last mes
in the response sequence. Default
FINAIRESPONSE Boolean © False. S66.4 3 TIMRESP
Message Type
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Field Name Type Presence Value Description
This fieldés val
REQUESID GUID R the REQUESD in the associated
REQ message.
. Time application completed proceg
TIMECOMPLETED Time (0] the requedt UTC
Value Description
1 :::Edr\lflcé f'};ﬁgg? Return value or status based on th
requestt?r RESPONSETATUS. Used to indic
- product URI as requestor or respo
RETURNALUE 132 o 5 Pr%déjla file }f)llag(: Also, can be used to provide funct
N Zpeu 1€d ! call status or error code in the cas
responder failed completion
Error code of a
Other | .. ;
failed completion
PROENAME String 0 Name of the product being returne
PROEDESCRIPTION String 0 Description of the product in text o
Strin Value Description
PRODBIYPE (Constgnt) 0] AAA Archive and Product type and subtype being
Analysis requested. (S@able A2, Product
PROESUBTYPE String o MSG Categorigs
(Constant)
NUMORPROD s
SUBTYPE U6 R 0+ Alsogused asymsg subjpect elemen
SUBCATEGORIES MES5, ME@tc. in Product Message
First subcategory of the product
subtype. (Subject elembtiES, ME6
PROBSUBTYPE _ etc. of tNhe Rroduct Mes_salge) 0
SUBCATEGORY.n.NA String D at Alo. This fi ¢
o PROESUBTYPBUBCATEGORY
specified by N(DFPROD
SUBTYPESUBCATEGORIES.
URI String o L}RI speC|fy|_ng the location where
file product is stored
NAMEPATTERN String @) Describes the name of the file
DESCRIPTION String o )I(Dnilscnptlon of the file contents in t¢
For application use. This field desq
FORMAT String o the file format as agreed upon bgt
the producer and consumer of this
message.
VERSION String 0 Indicates the version of the file
SIZE Uul6 0] KB Actual size of the file
DATA Binary 0 The file content

A product consisting of a single file is returned in the response me3gagéle contains the messages that satisfied
the criteria specified in the Archive Message Retrieval Request

Table 8-32. Meaning of Response Status and Return Value with Recommended Actions

User Specifieq
the URI

RESPONSE
STATUS

RETURN
VALUE

URI

Action
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(Thfa only Produc'; was generated and Requestor should retrie
N Successful . placed in URI chosen by file at res¢s
meaningful )
responder location
value)
Product was generated and| Requestor should retrie
Y Successful 1 placed in URI specified by | file at the specified URI
requestor
Product was generated but | Requestor should retrie
Y Successful 2 placed in alternate URIchod f i | e at r es
by responder location
Product exceed maximum
Y orN Failed 3 requested file size or the de
maximum file size

For an explanation on how the NUMFPRODSUBTYPESUBCATEGORIES and PROBSUBTYPE
SUBCATEGORY.n.NAME should be used, see Sec@idh8Hierarchical Product Namés Type, Subtypeand
Subcategories

8.5 Directive Messages

Directives(which areinstructions directing a component to acjiomay originate from &raphical User Interface
(GUI), command line, schedule, procedure, or virtually anywhere within a-gpaged system.

The Directive Request Message is the mechanism to send a directive to a component.

The Directive Response Message is used to return an acknowledgement and status of the directive action to the
originator.

Please see Secti@ C2MS Messages: Their Characteristics and Interacf@re general discussi@aboutthese
types of messages.

8.5.1 Directive Request Message

A Directive Request Message is the means for one application to recueggica from, or an action to be taken by,
another applicatiorDirectives themselves can be input from a user through a GUI or command line, or as part of
the internal logic of a componefithey can also be grouped together with logic in a fila psocedure (oproc).

Directives can also be found in a command scheahglanized by timéor automatic executiormypically, as
automation increases, more and more Directive Request Messages are generated internally as certain data conditions
are detected.

The Directive Requedflessage is primarily used for requests that are also to be visible to the operations staff and
are directly related to the overall mission of the systéon.example, a Directive Request would normally be used to
page a Flight Opations Team membeRirective Messages will typically include a text string the reeeiwill

parse to determine thanction is being requested.

Table 8-33. Directive Request Message Summary

Sender AnyC2MSompliant application

Intended Usage by Sende| Request a service or function

Receiver Application providing a service, or an application collecting directives for aud
Intended Usage by Receiy Directiverocessing

What Action or service request initiated by user, software, procedure, command sc
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| When | Upon detection of data condition, upon scheduled time, upon entry

Examples
1. An operator inpuissuinga satellite command
2. An operator input requesting a display page
3. Arequest to starpausestop orresume a schedule
4. Arequest to initiate prpass setup

5. Any request issued from a procedure

84 Command and Control Message Specification™ (C2MS™) V1.1



8.5.1.1

Directive Request Message Subjects

Table 8-34. Directive Request Message Subject Naming

Subject Domain Elements Mission Elements Message Elemen Miscellaneous Elements
Standard
Subject 1 Speci | honvaNg DOMAING MissION| consT | saT | TvP | susTYP MEL1 ME2 | ME3 | ME4 | ME5 | ME6
Element fication
. domain 1 [domain 2
Subject [ 2 .| [constell [DESTINATION [DIRECTIVE
Content C2MS | 1 system| T system] [mission]) “ ;01 [sal | REQ|  DIR ) oqynoneqT -KEYWORD
specific] | specific]
Exggﬂgrfor cams | pomMi | DOM2 | MSSN | CNsi | SAT1| REQ| DIR APP1 [DO_ABC]
Exgz%'grfor cams | DomM1 | DOM2 | MSSN | CNsL | SAT1| REQ| DIR APP2 [DOXYZ]
E’F‘{amp.'efor cams | pomi | pom2 | wmssn * SAT1| REQ * APP4 [DO_ABC]
eceiver
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Table 8-35. Properties of the Miscellaneous Elements for the Directive Request Message

Miscellaneous Required / . o . .
Element Optional Description Field in Msg, if applicable
Optional component name of Sg
ME1 Obtional Provider (Responder) (Seetion | DESTINATIGBOMPONENT
P 6.4.3.Z2MREQ Message Type from header
regarding optionality)
ME2 Optional | A keyword the receiving process p,, o -1\ g EyWORD
could use for filtering
Examples

Two components, APP1 and APP4, interact with the Directive Request Message.
APP1 subject to send the Directive Request to APP4:
C2MS DOM1.DOM2MSSNCNS1.SAT1.REQ.DIR.APP4
APP4 subject to receive its own Directive Request Messages:
C2MS DOM1.DOM2.MSSN.CNSSAT1.REQ.DIR.APP4. +
APP4 subject to receive any APP4 Request Message:
C2MS.*.*, * ** REQ.*.APP4. +
APP4 subjecto receive a specific Directive Requéstssage:

C2MS*. **** REQ.DIR.APP4.DO_ABC

8.5.1.2 Directive Request Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredaluesof thenamedfields forthe Directive Request Message
including both message and message header.fields

Table 8-36. Directive Request Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE REQ
Message Header.MESSSGBTYPE DIR
CONTENYERSION 2026.0
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8.5.1.3 Directive Request Contents

Thefollowing figure shows a&JML object diagram of th®irective Requedtlessagawith its requiredandoptional

fields.

C2MS Message
-CONTENT-VERSION : F32

C2MS Request Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Directive Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header MESSAGE-SUBTYPE == DIR,
CONTENT-VERSION == 2026.0}

-USER : String [0..1]

-DIRECTIVE-KEYWORD : Subject Token String [0..1]
-DIRECTIVE-STRING : String

-SPECIAL-INFO : Binary [0..1]

-RESPONSE : Boolean
-REQUESTED-EXECUTION-TIME : Time [0..1]
-REQUESTED-EXPIRATION-TIME : Time [0..1]

-PRIORITY : 116 [0..1] = {1, 2, 3} o

Figure 8-10. Directive Request Diagram

T | Message Header
0.~ { Custom Field

PRIORITY
1=Low,

_ | 3=High

2=Medium,

N

RESPONSE is |

’DEPRECATED ‘

Thefollowing tabledescribes additional field names, values, and notes f@itketive RequesMessage

Table 8-37. Directive Request Message Additional Information

Field Name Type Presence Value Description
C\:/(')E’;-glzgﬂ F32 R 2026 Version numbfer this message content descript
USER String o Which _user/work position/proc/schedule the mg
is coming from
DIRECTIVE | Subject Tokel o Keyword extracted from the directive string. Ug
KEYWORD String routing/processing
DISRTESLIC\:E String R Full directive string that includes the keyword
SPECIAINFO Binary O For application use
Value | Description
116 1 Low Indicates processing priority, if appliefolat: 2
PRIORITY (Enumeration © 2 Medium (Medium).
3 High
Indicates if a response is reqbiotd that is field
has been deprecated and will be removed in a
DEPRECATEI Boolean R release of C2MS. Receivers of this request shg
RESPONSE ignore this field and assume a response is req
Requesting components may choose not to we
response messages. Defaultsieo T
REQUESID GUID R ID to identify the request message
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Field Name Type Presence Value Description

REQUESTED
EXECUTIGN Time (0] Absolut¢UTCr relative time can apply.
TIME

REQUESTED
EXPIRATION Time 0] AbsolutéUTCr relative time can apply.
TIME

For anexplanation on how the REQUESTHEXECUTION-TIME and REQUESTEEEXPIRATION-TIME could
operateseeTable8-10 Examples of Start and Stop Times

8.5.2 Directive Response Message

A Directive Response Message is sent by an application in response to a Directive Request Mes&igeetive
Response Message will provide acknowledgment of the Directive Reédassageand a status of the action

completedA series of Directive Response Messages may be required in the case where the processing of the action
is not immediate

An example of this would be an archive retriewgb)ot, oranorbit determination calculatiomn this event, an
interim or interactive dAwor ki maguestihggppieatiomimewstratghe actiomu | d b e
is still being processed.

Please see Secti@4 C2MS Messages: Their Characteristics and Interactars general discussion on these
types of messages

Table 8-38. Directive Response Message Summary

Application that received the Directive Request Message corresponding to the
Response Message

Intended Usage by Sende| Reply

Application that issued the Directive Request Message or an application collec
Response Messages for audit trail purposes

Intended Usage by Receiy Receive response

Sender

Receiver

What Provide success/failure response to the service that was requested
When Upon receipt of Directive Request Message or at intervals for those services th
consuming
Example s

1. Acknowledge receipt of a directive
2. Indicate the directive is still being processed

3. Indicate the directive has successfully completed
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8.5.2.1

Directive Response Message Subjects

Table 8-39. Directive Response Message Subject Naming

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Spect | homaing DOMAING MissioN| consT | saT | Tvp | susTYP ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
: domain 1 [domain 2
Subject [ ( I [constell [DESTINATION [RESPONSE
Content | ©2MS | Tsystem i system} [mission]| “ " [satl | RESP)  DIR | oquponeyt — STATUB
specific] | specific]
Exgg"nﬂ:rfor cams | pomi | pom2 | mssN | cnsi | saTi| rResp DIR APP1 1
Exggﬂgrfor cams | pomi | pom2 | mssN | cnsi | sATi| RESP DIR APP4 4
Example forf o DOM1 | DOM2 | MSSN * sAaT1| REsP DIR APP4 *
Receiver
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Table 8-40. Properties of the Miscellaneous Elements for the Directive Response Message

Miscellaneous | Required / - Field Origination in Msg, if
: Description .

Element Optional applicable

ME1 Required | Component name of Requg DESTINATIGBOMPONENT
from header
ME2 Required | St2WUS pe supplied by | oo oo o\ seTaTUS
Responder
Examples

Two components, APP4 and APP1, interact with the Directive Response message.

APP1 subject to send the Directive Response to APP4:
C2MS.DOM1.DOM2.MSSN.CNSFAT1.RESP.DIR.APP4.3

APPA4filters for Directive Response Messages:
C2MS.DOM1.DOM2.MSSN.CNSFAT1.RESP.DIR.APP4.* or

C2mMS+.*, ***  RESP.DIR.APP4.>

8.5.2.2 Directive Response Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredaluesof thenamedfields forthe Directive Response Message
including both message and message header fields.

Table 8-41. Directive Response Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE RESP
Message Header.MESSSGBTYPE DIR
CONTENYERSION 2026.0

8.5.2.3 Directive Response Contents

Thefollowing figure shows dJML object diagram of th®irective Respons®lessagewith its requiredand
optional fields.
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C2MS Message |
-CONTENT-VERSION : F32 |v

C2MS Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6} c

Message Header
Custom Field
0.*

-FINAL-RESPONSE : Boolean [0.1] T~ B il E-5TATUS

-TIME-COMPLETED : Time [0..1] = ~ _ _ |]=Acknowledgement,

-RETURN-VALUE : [32 [0..1] ~ EEURIEgaKeep Alve,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,
6=Final Message

Directive Response Message The use of "6=Final Message"
{Message Header.SPECIFICATION == C2MS, has been DEPRECATED

Message Header. MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == DIR,
CONTENT-VERSION == 2026.0}

-DATA : Binary [0..1]

Figure 8-11. Directive Response Diagram

Thefollowing tabledescribes additional field names, values, and notes for the Directive Response Message.

Table 8-42. Directive Response Message Additional Information

Field Name Type Presence Value Description
CONTENVERSION F32 R 2026 Version numbler this message
content description
Value Description
1 Acknowledgement
2 Workingfeep Alive | Identifies the status of the Direct]
116 3 Successf@ompletior] being processethe use of 6=Fin
q
RESPONSETATUS (Enumeration R 4 FailedCompletion Message is deprecated.548.3
5 Invalid Request C2MRESP Message Type
6 DEPRECATH®BNal
Message
When True, indicates the last
FINALRESPONSE Boolean o message in the response seque

Defaults to False. $e4.3.2MS
RESP Message Type

This fieldbs v
REQUESID GUID R the REQUESD in the associated
REQ message.

Time application completed

TIMECOMPLETED Time © processing the direciived TC
Return value or status based on

RETURNALUE 132 o RESPONSETATUS. Useful to
provide function call status or er
code in the case of failed complg

DATA Binary o Additional data that may be desi

along with the completion status
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8.6 Component -to-Component Transfer (C2CX) Messages

The Componento-ComponenfTransfer(C2CX) Message provide theability to transfer control and status
information betweeomponentsThe messages are used for sending status, control, setup, initialization, heartbeat,
security, a handshake, etc. from one component to an@theto-one)or to multiple components (orte-many).

The C2CX messages are typically unidirectiotfatomponents need back and forth interaction or confirmation, it

is recommendethat the Directive Request and Response messages bélissedf it is desirable to know the

progress or status of a C2CX message, the receiver of the message can issue a Log message at noteworthy points
within its processing cycl& his meanshe C2CX messages act at a layer below general system knowledge that is
accomplished through other messages such as the Log messagecatideDnessageIhe C2CX messages seek

to provide a communication mechanism just under the radar of the general system, but also easily viewable, as
necessary.

8.6.1 Configuration Status Message

TheCFG 1 Configuration Status C2CX message is used by software components to report their configuration
information.(TheDEV i DeviceC2CX message is used to report the status of devidete)that theMessage
Headeralready contains information about the component

1  Support of mission and satellites
1 Name and location (facility and node)
1 Class of capabilities provided

The additional information to be passed or reported isstamdardThe components reporting the configuration
information and the components monitoring the configuration will need to establish:

1 What configuration information is to be reported (and name the fields)
1 When itisto be reported (upon change or periodically)
1 What format to report the configuratiamformation

A monitoring agent would collect Heartbeat messages and Configuration Status messages and possibly the Device
messages to maintain a picture of what software is operating where, in what capacity, in what state, and with what
physical and/or logical assotians. The collected information can be:

1 Presented in a graphical colored display depicting the operating environment and the logical associations of
the components
1 Used to determine what poeterminedactionsto take in the event of a failure or degraded operations

As an example, a frorgnd telemetry and command processor wouiitlucea CFG message whenever it is first
run and thereafter when it associates (or disassociates) itself with another cooperating comnpexchdition to the
information already provided in thdessage Headgeit would also report the following configuration information:

1 The role of theeportingcomponent (PRIMARY, BACKUP)
1 Number ofassociations

Name of component or port associated with, such as:

Telemety and command processor (decommutation and command verification)
External telemetry and command link / port

Planner and Scheduleto direct the setup and operation of a pass

Flight dynamics componentto exchange downlink or other information

E N ]
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1 Node of the associated component, if known
1 Role of the associated component (PRIMARY, BACKUP)

If the monitoring agent is also a configuration manager, it can establish the present operating configuration and also
prepare a contingent configuratidn.the event of a component failure or processor failure, the configuration

manager will know if it has the required and sufficient number of components to sustain opdfatmng. can

also determine if it has the required and necessary numbers of components should a failover or restart procedure be
invoked, and if so, automatically initiate thabpedure.

The minimum and sometimes maximum configuration information a component can report is its oWrsitndge
component with no associations would normally report its role as PRIM&RIMe configuration information may
already be known and available if the components usedegistration or registration mechanism to disclose such
information as:

1 Nodes where they can execute
9 If they are standalone or redundant, and if redundant, on what nodes could the redundant component
operate

Furthermore, the Configuration Status Message may be used to report group assotrataasto what group

does this component belong, and is it a member and/or a manager of theSprepgroups of components may
operate in a peer only association where other groups may require a group manager for organization, control, and
direction.

Groups can be used for a number of purpoBesse include, but are not limited to:

Message Exchangegroups can be formed to pass messages in a number of relationships and locations that

include:
T Peerto-Peer
M ClientServer
1 ManagerMember
1 Local and Distributed

Configuration Managementequipment can be logically associated to form groups (or suites or strings)
that must operate together, failover together, have a minimum configuration (quorum), be addressed as a
group, or other operating constraints or confagions.

Group formation can be pefined or dynamic. If dynamic, then additional group functions may be required, such
as Create / Disband and Join / Leave.

Groups can also be hierarchical, as shawthefollowing table

Table 8-43. Group Hierarchical Associations

Grouping Level Space Ground
Software Software Application Software Application
Processor Computer
Hardware / Equipmer BUS. BUS/LA.N/W AN/Web
Satellite Facility/Center
Constellation Enterprise
Business Mission
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The above discussion and illustrations provide a sampling of the ways groups may be employed within the
messaging framework.

Table 8-44. Configuration Status Message Summary

Sender AnyC2MSompliant application
Intended Usage by Sender| Notify
Receiver AnyC2MSompliant application
Intended Usage by Receivd Receiveonfiguration statlata notification messages
What Status and Control type information
When As needed and depends upon the type of information being t
Example
1. A component needs i nf or maoftivavenconfigorationtinfoamaton ffoma ¢ omp on e

logical or relational perspective.
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8.6.1.1 Configuration Status Message S ubjects
Table 8-45. Configuration Status Message Subject Naming

Subject Domain Elements Mission Elements Message Elemen Miscellaneous Elements
Standard
Subject Spect | homaing DOMAING mission| consT | saT | Tvp | susTYP ME1 ME2 ME ME
Element fication
. domain 1 [domain 2
Subject [ ; | [constell [COMPONE [DESTINATION [DESTINAT| [DESTINATIC
Content C2MS | ¥ system) i system] [mission]] " ;| [sall | MSG|  CFG NT] COMPONENT ONNODE | NFACILITY
specific] | specific]
Exggﬂgrfor cams | poMi | pom2 | MssN | cNs1 | SAT1] MSG| CFG APP1
Exgz%'grfor cams | pomi | pom2 | mssn | cnsi | sAaTi] msc|  cre CFGMGR| AGENT3
Example forl s | pomi | pom2 | MssN * sAT1| MSG| CFG >
Receiver
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Table 8-46. Properties of the Miscellaneous Elements for the Configuration Status Message

Miscellaneous | Required / - N . .
Element Optional Description Field in Msg, if applicable
ME1 Required | Component nameSefter COMPONENT from headel
ME2 Optional | Component name of destination DESTINATIGGOMPONEN]
from header

Component destination:

Thetwomiscellaneous elemengy be

used to direct the message to a spe DESTINATION-NODE
ME3 . destination, as necessargubject

Optional . DESTINATION-

MEt Token Strirfgrmat. FACILITY

MEB =DESTINATIGNODE

ME =DESTINATIGRACILITY

Configurationstatusmessages may lpgoducedor generaconsumptionpr they may be targeted to a central
collector componeniThe seconcelementME2 (component of recipient), issedif necessary.

Examples

Producirg Configuration Status messages:

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGCFGAPP1 or
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGCFGAPP1. COMPONEN®r
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.CFG.APP1COMPONENT.DESTINATION
NODE.DESTINATION FACILITY

Filtering fora ConfiguratiorStatusmessage:
C2MS.*.* * * * MSG. CFGMYAGENT.CFGMGR: or

C2MS.* ** ** MSG. CFGCFGMGR+

8.6.1.2 Configuration Status Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields forthe Configuration Statuglessage
including both message and message header fields.

Table 8-47. Configuration Status Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE CFG
CONTENYERSION 2026.0

8.6.1.3 Configuration Status Message Contents

Thefollowing figure shows dJML object diagram of th€onfiguration StatuMessagawith its requiredand
optional fields.
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C2MS Message
-CONTENT-VERSION : F32

T { Message Header
| Custom Field
C2MS Notification Message 0.7 L——

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Configuration Status Message
{Message Header.SPECIFICATION == C2MS,

Message Header MESSAGE-TYPE == MSG, -ASSOC Association
Message Header. MESSAGE-SUBTYPE == CFG, ~1-n GROUP - Strin
CONTENT-VERSION == 2026.0} 0.. -n NODE étring g
-MY-ROLE : String -n.ROLE : String
-NUM-OF-ASSOCS : U16

Figure 8-12. Configuration Status Message Diagram

Thefollowing tabledescribes additional field names, values, and notes for the Configuration Status Message.

Table 8-48. Configuration Status Message Additional Information

Field Name Type | Presence Value Description
CONTENVERSION F32 R 26 Version numbfer this message content description
, . Role the reporting component has in the configuration
MYROLE Sting| R PRI MARY, BACKUP, AGENT,
NUMOFASSOCS | Ul6 R The number of associations to be reported.
ASSOC.n.GROUR String O Name of component or group associatdfdwith st a
ASSOC.n.NODE| String 0 Location of associated component or group
. Role the associated component has, if KrpviARIMARY
ASSOC.n.ROLE | String 0] BACKUP, AGENT . SERVER, M
8.6.2 Control Message
The Control messages are those that are typically used

operatiors, are not of general interest.

The Control message is used to start, restart, reinitialize, or otherwise control another compsaneéxample,
components may determine that they will not proceed with their processing until they have received a Control
messagewithaCNFE TRI NG of Al NI Otler componérisTAyRdgadire additional information in
CNTL-STRING to begin processingtill other components that have been performing their processing may allow
themselves to be irected in their processingpon the reception of @ontrol message, a component will re

direct itself according to the supplied string of parameters.

For instance, a component could request another component to change itpradieicihga Heartbeat message.
The requesting component would sen@amtrolmessage with a known decipherable command string in the ENTL
STRI NG field; for example: ASET HB 150.

Missions may want to have different processing modes or signals when the course of events changes what standard
actions are to followl-or example, a system wide indicator may be sent using the CNTL messages with a value for
the CNTL-STRING to signify thata passhbegunand t he pr oc e s sQOrrhg protesdirg modeisé PASS 6
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OPREASSO, -PARBGST 6AUTAHT HSIONGHT B AUTONOMOUSSE, O6SI MULATI OND
OECL I-FPESFEEI OD6, 6 MANEMMODRE®,, GWWIAFREY such state that coul d
result in conditional processing or decision making.

In these examples, a monitoring agent, criteria action agent, decision making component, script controller, or
processing manager would monitor the events for state changes and then issue the CNTL message for all or a subset
of the components.

A further example could involve distributed simulatioAskey factor in these simulations is to know the simulated
time. A CNTL message can be defined to set, distribute, or synchronize components to a simulalétetiGieT L
message might be used to set the time or advance the simulated time by a deltiaigimeludes training,
development, integration, and geainch / operations simulation§necessary, a separate C2CX message may be
developed with @alledSETTIME with associated parameters.

Finally, a simple application could be a PING functidrP | NGo p | a c e-8TRING field tvauld €l L
require the receiver foroducet he same type of RAEKDage WSOIRINGERdTH APl NG
Alternately, separate C2CiXessagesould be defined for the PING and PINKCK functionality.

Table 8-49. Control Message Summary

Sender Any C2MS compliant application

Intended Usage by Sender| Notify

Receiver Any C2MS compliant application

Intended Usage by Receivd Control message processing

What Status and Control type information

When As needed and depends upon the type of information being
Example

1. A component can request another component to action with the CNTL message.
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8.6.2.1 Control Message S ubjects
Table 8-50. Control Message Subject Naming
Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject Speci M
: . P . DOMAINT] DOMAING MISSION| CONST | SAT TYP SUBTYP ME1 ME2 MB ME E
Element fication 5
. domain 1 [domain 2 [DESTINAT
Subject [ . L [constell [DESTINATION [DESTINATI
Content C2MS |syst_e_m |syst_e_m [mission] ation] [sat] | MSG CNTL [COMPONENT COMPONENT  N-NODE ION
specific] | specific] FACILITY
Exé‘gggrfor coms | poMi | Dom2 | MSSN | CNS1 | SAT1| MSG| CNTL APP1
Exggl‘a'grfor coms | pomi | pom2 | mssN | cNsi | saTi| MsG| CNTL CFGMGR AGENT3
Example forl - s | pom1i | pomz | mssw * saT1| Msg| cCNTL >
Receiver
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Table 8-51. Properties of the Miscellaneous Elements for the Control Message

Miscellaneous | Required / - N . .
Element Optional Description Field in Msg, if applicable
ME1 Required | Component name of Sender COMPONENT from headel
ME2 Optional | Component name of destination DESTINATIGGOMPONEN]
from header
Component destination:
Thetwomiscellaneous elemengy be
used to direct the message to a spe
ME3 Obtional destination, as necessargubject DESTINATIGNODE
MEH P Token Strirfgrmat. DESTINATIGRACILITY
MEB =DESTINATIGNODE
ME =DESTINATIGRACILITY
. A keyword the receiving processcg i CNKTEY WORD O f
MES Optional use for filtering content

Controlmessages may lpeoducedor generakonsumptionpr they may be targeted to a central collector
componentThesecondelementME2 (component of recipient), issedif necessary.

Examples

SendingControlmessages:

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGCNTLAPP1 or
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGCNTLAPP1. COMPONEN®r
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.CNTL.APP1COMPONENT.DESTINATION
NODE.DESTINATION FACILITY or
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.CNTL.APP1LCOMPONENT.DESTINATION
NODE.DESTINATION FACILITY.KEYWORD

Filtering fora Controlmessage:

C2MS.* ** ** MSG. CNTLMYAGENT.CFGMGR: or

C2MS.* ** ** MSG. CNTL.CFGMGR+

8.6.2.2 Control Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields forthe ControMessageincluding both
message and message header fields.

Table 8-52. Control Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSAGEE MSG
Message Header.MESSSGBTYPE CNTL
CONTENYERSION 2026.0
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8.6.2.3 Control Message Contents

Thefollowing figure shows a&JML object diagram of th€ontrolMessagewith its requiredandoptional fields.

C2MS Message
-CONTENT-VERSION : F32

T Message Header
Custom Field
C2MS Notification Message 0.*

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Control Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == CNTL,
CONTENT-VERSION == 2026.0}

-CNTL-KEYWORD : Subject Token String [0..1]
-CNTL-STRING : String
-SPECIAL-INFO : Binary [0..1]

Figure 8-13. Control Message Diagram
Thefollowing tabledescribes additional field names, values, and notes for the Control Message.

Table 8-53. Control Message Additional Information

Field Name Type Presence| Value Description
CONTENYERSION F32 R 205 Version numbfer this message content descripti
CNTEKEYWORD Subject_ o Keyyvord extracjted from the GRING. Useful fo
Token String routing/processing.
Parameters to guide the component on further
CNTESTRING String R processing. E.g., INIT, Stop, Shutdown, Restart
Y, and Z.
SPECIAINFO Binary o For e_1ppI|cat|on use. Any additional information ¢
provided here.

8.6.3 Device Message

TheDeviceC2CX message is used to report the status of devices, physical or {irheaHeartbeat message and

the Configuration Status message are used to report status on software compdmeite)ice message would

typically be used to report the status of devices that would not be capable of reporting thefrgeksemple, a

software component may interact with a specialized device or merely have access to the status of devices operating
in the same environmerA. designated software component would gather the status of the device¢gnhdmlithe
information with the Device C2CX messagéis message is not intended to communicate with the device.

Thus, in conjunction with the Configuration Status and Heartbeat messages, a full story on the configuration can be
gathered for reporting and subsequent actions when a systisme configuration is implemented.

Of course, this message does not need to be restricted to physical dévicekdevices may be constructed and
reported on as welR physical device may be logically partitioned, or a logical device may be spread over a number
of physical devicesOr a virtual (or pseudo) device could be constructed or defined with no relation to any physical
deviceFor example, a set of parameters, somehow related,
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display and monitoringA single reporting agent could be responsible for a virtual device and reporQorait.

number of agents could report on separate parameters and the collector of the Device messages could effectively
construct a virtual device from the disparate informatfoset of key or critical parameters could be constructed

and reported on using this method.

A hypothetical example for a communications data path could consist of a ground antenna, a ground station
processor/controller, a data link, and a frentl processor. Together these devices could constitute a virtual data
link device whose individual desé statuses are collected (and logically ANDed together) to provide a GO/NOGO
or rollup Normal, Warning, Distress or Criticstlatus on the data link.

Table 8-54. Device Message Summary

Sender Any C2MS compliant application

Intended Usage by Sender| Notify

Receiver Any C2MS compliant application

Intended Usage by Receivd Receivelevicalata notification messages

What Status and Control type information

When As needed and depends upon the type of information being t
Example

1. A component reports its status, physical or virtual, or any collection of data
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8.6.3.1

Device Message S ubjects

Table 8-55. Device Message Subject Naming

Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject Speci M
: ) P . DOMAINT] DOMAING MISSION| CONST | SAT TYP | SUBTYP ME1 ME2 MB ME E
Element fication 5
. domain 1 [domain 2 [DESTINA
Subject [ - L [constell [DESTINATION [DESTINATIC
Content C2MS I syst_e_m I syst_e_m [mission] ation] [sat] | MSG DEV [COMPONENT COMPONENT| N-NODE TION
specific] | specific] FACILIT)Y
Exé‘gggrfor coms | pomi | pDom2 | MsSSN | CNsi | SATi| MSG| DEvV APP1
Exggl‘a'grfor coms | pomi | pom2 | mssn | cnsi | saTi]| msg| DeV CFGMGR AGENT3
Example forf s | pom1 | pomz | mssw * saT1| MmsGc| DEv >
Receiver
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Table 8-56. Properties of the Miscellaneous Elements for the Device Message

Miscellaneoug Required / - N . .
Element Optional Description Field in Msg, if applicable
ME1 Required | Component name of Sender COMPONENT from headel
ME2 Optional | Component name of destination DESTINATIGGOMPONEN]
from header

Component destination:

Thetwomiscellaneous elemengy be used

to direct the message to a specific destin

. ; DESTINATIGNODE

MEB4 Optional | as necessary,3ubject Token Strdagnat. DESTINATIGRACILITY

ME =DESTINATIGNODE

MEL=DESTINATIGRACILITY

Devicemessages may Imeoducedor generaconsumptiongr they may be targeted to a central collector
componentThesecondelementME2 (component of recipient), igsedif necessary.

Examples

SendingDevicemessages:

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGDEVAPP1 or
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGDEVAPP1. COMPONEN®r
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.DEV.APP1COMPONENT.DESTINATION
NODE.DESTINATION FACILITY

Filtering fora Devicemessage:

C2MS.* * * ** MSG. DEVMYAGENT.CFGMGR: or

C2MS.* ** ** MSG. DEV.CFGMGR+

8.6.3.2 Device Message Pre-defined Field Values

The abbreviatethble belowshows the requiredalues of thenamedfields forthe DeviceMessageincluding both
message and message header fields.

Table 8-57. Device Message Pre-defined Field Values

Field Name Value

Message Header.SPECIFICATIO C2MS
Message Header.MESSA®EE MSG
Message Header. MESSSGBTYPE DEV

CONTENYERSION 2026.0
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8.6.3.3 Device Message Contents

Thefollowing figure shows &JUML object diagram of th®eviceMessagevith its requiredandoptional fields.

C2MS Message

-CONTENT-VERSION : F32

AN

C2MS Notification Message

{Message Header. SPECIFICATION == C2MS,
Message Header.MESSAGE-TYPE == MSG}

AN

Device Message

{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == DEV,
CONTENT-VERSION == 2026.0}

Message Header

Custom Field
0*

-NUM-OF-DEVICES : U16

Figure 8-14. Device Message Diagram

STATUS
Device 0=Standby,
-n.NAME : String ;;w:mﬁé
DEVICE -n.NUMBER : 116 [0..1] 3=Distress,
- -n.MODEL : String [0..1] | a=Critical
0_* |-n.SERIAL : String [0..1] =

-n.VERSION : String [0..1]
-n.GROUP : String [0..1]

-n.ROLE : String [0..1]

-n.STATUS :116={0,1,2,3,4} ¢
-n.INFO : [16 [0..1]
-n.NUM-OF-PARAMS : U16

-PARAM | 0..*

Device Parameter

-m.NAME : String
-m.TIME : Time [0..1]

g

VALUE is
DEPRECATED

-m.VALUE : Variable [0..1]
-m.PARAM-VALUE : Typed Variable [0..1]

Thefollowing tabledescribes additional field names, values, and notes for the Device Message.

Table 8-58. Device Message Additional Information

Field Name Type Presence Value Description
CONTENT Version numbefor this message cont
VERSION F32 R 2058 description
NUMORDEVICES U6 R 14 Number of devices being reported in this
message
Name of the deviden 6 st art s
DEVICE.n.NAME String R required for each device specified bBRNUN
DEVICES.
DEVICE.n.NUMBE 116 o Numl_aer a§3|gned_to the device to distingy
from identical devices.
DEVICE.n.MODE| String 0] Model number of the device
DEVICE.n.SERIA String 0] Serial number of the device
DEVICE.n VERSIA String o Verslon of the firmware operating within tf
device
DEVICE.n.GROU String 0] Name of group with which device is assoq
Role of the device, if knd@wpn. PRIMARY,
DEVICE.n.ROLH String O BACKUP, AGENT, SERVER, MEMBER,
é
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Field Name Type Presence Value Description
Value | Description Condition of the device being reported. T
116 (1) ?\ltgpnﬂg?/ criterig f_or s.electing the DEVI(_ZE.n.STATL
DEVICE.n.STATU (Enumeratiop D : description is left to the reporting compon
2 Warning | This field is required for each device spec
3 Distress | NUMOFDEVICES.
4 Critical
DEVICE n.INFO 16 o An a_dditiong! status code.that can be sup
that is specific to that device
Number of additional parameters being re
DEVICE.n.NUOF Ui D that are associated with the d&\hcefield is
PARAMS required for each device specified bRNUN
DEVICES.
DEVICE n.PARAN ' ,’,\lam,? of the additional paramgztert\ h A
m.NAME String D -m start at nlo. T
field when DEVICE.n.NDRPARAMS > 0.
DEVII,SIET'R/"FI;ARA'\ Time 0] Time of parameter samjmingrC
DEPRECATED Value of the named parameter being repg
DEVICE.n.PARAN Variable 0] This field has been deprecated. Use
m.VALUE DEVICE.n.PARAM.m.PANRAMJE, instead
Value of the named parameter being repg
The Typed Variable structure contains the
via a type discriminator (PARAMIE.TYPE
DISCRIMINATOR) and value (PARAM
IanE;’/,IACI:QipMZﬁSEI\ Typed Variabl 0] \!ALL\JE.DAT\AAL.UE)b o] t h Anodo 4
Al1o. This field wol
each field when DEVICE.n:NBRARAMS >
0, however, it is left as optional since it wg
introduced in C2MS 1.2.

8.6.4 Heartbeat Message

TheHeartbeamessage is used to notify other components that the seratimgonent is alive or activ@ther
components monitoring the Heartbeat messages can determine what action to take, if any, when a Heartbeat
message fails to appear as scheduled, or if the COMPONEMITUS is not normal/greeiff. the component does
notsendthe heartbeat at the default rate, it can supplyatee(PUBRATE field) and a counter (COUNTER field)
for a monitor to calculate when a heartbeat is expected or might be missing Batdteomponent, systenoy
mission can determine its own preferred heartbeat rate.

Not Using the COMPONENT -STATUS Field

If the COMPONENTSTATUS field is not to be used, then if the component is running but not 100%, then
component should ceapeoducingits Heartbeat messagghe termination of the Heartbeat message will then make
auto/reconfiguration options possibl@Vhich is to say, if the component is either 100% or 0%, or those are the only
two states the component can report, then using the COMPOMNHENMTUS field is not necessary, as long as the
component can ceapeoducingthe Heartbeat message in circumstances when it knows it is not 100%.

Using the COMPONENT -STATUS Field
A component may typically only supply the COMPONESTATUS of 1i Normal/GreenHowever, when the

status of the component is less than normal / green (100%), say yellow (75%), indicating a less than optimal
operating state, it may also supply a status code in the COMPONEERND field. This code would only have
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context within that componerA component may also issue a Log Message in conjunction with a change in
COMPONENTSTATUS. The component would include the COMPONEMNFO value in the subsequent Log

Message so the Heartbeat message and the Log Message could-beferessedComponents can setfetermine

what constitutes Blormal, Warning, Distress, or Criticalate of processing. component that ceases to send a

heartbeat message will be presumed to be absent ar@titical condition.If applicable,a component will then be

susceptible to a préetermined recovery action, including failover and resfarhonitoring agent can use the
COMPONENFSTATUS value to color code a display of the comp

Table 8-59. Heartbeat Message Summary

Sender Any C2MS compliant application

Intended Usage by Sender| Notify

Receiver Any C2MS compliant application

Intended Usage by Receivd Receivéeartbealata notification messages

What Status and Control type information

When As needed and depends upon the type of information being trg
Example

1. All active componentproducea heartbeat (aka kegfive); a monitoring component checks on the
ongoing presence of the components and detects their absence
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8.6.4.1

Heartbeat M essage S ubjects

Table 8-60. Heartbeat Message Subject Naming

Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject Speci M
: ) P . DOMAINT] DOMAING MISSION| CONST | SAT TYP | SUBTYP ME1 ME2 MB ME E
Element fication 5
. domain 1 [domain 2 [DESTINA
Subject [ - L [constell [DESTINATION [DESTINAT
Content C2MS I syst_e_m I syst_e_m [mission] ation] [sat] | MSG HB [COMPONERNT COMPONENT ONNODE] ION
specific] | specific] FACILITY
Exé‘gggrfor coms | pomi | pDom2 | MsSSN | cNsi | sATi| MsG HB APP1
Exggl‘a'grfor coms | pomi | pom2 | mssn | cnsi | saTi| msg|  HB CFGMGR AGENT3
Example forl - s | pomi | pomz | mssw * saT1| msc HB >
Receiver
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Table 8-61. Properties of the Miscellaneous Elements for the Heartbeat Message

MlsEﬁglrlggr(]atous Roegttij(;rr?;/ Description Field in Msg, if applicable
ME1 Required | Component nameSeher COMPONENT from headel
ME2 Optional | Component namealestination ?ESTINATIGI&DMPONENW

rom header
Component destination:
Thetwomiscellaneous elemengy be
used to direct the message to a spe
ME3 Optional destination, as necessargubject DESTINATIGNODE
MEH Token Strirfgrmat. DESTINATIGRACILITY
MEB =DESTINATIGNODE
ME =DESTINATIGRACILITY

Heartbeamessages may lpeoducedor generakconsumptionpr they may be targeted to a central collector
componentThesecondelementME2 (component of recipient), igsedif necessary.

Examples

Producirg Heartbeatnessages:

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGHBAPP1 or
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGHBAPP1. COMPONENT®r
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGHBAPP1. COMPONENT.DESTINATION
NODE.DESTINATION FACILITY

Filtering for aHeartbeatnessage:

C2MS.*.* * * * MSG. HBMYAGENT.CFGMGR: or

C2MS.* ** ** MSG. HBCFGMGR+

8.6.4.2 Heartbeat Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields fortheHeartbeaMessageincluding
both message and message header fields.

Table 8-62. Heartbeat Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE HB
CONTENYERSION 2026.0
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8.6.4.3 Heartbeat Message Contents

Thefollowing figure shows dJML object diagram of théleartbeaMessagewith its requiredoptional and
trackingfields.

C2MS Message
-CONTENT-VERSION : F32

T Message Header

{Message Header.SPECIFICATION == C2MS, W 0=Standby,
1=Normal,

2=Warning,
3=Distress,
4=Critical

Message Header. MESSAGE-TYPE == MSG}

-
P

~

Heartbeat Message
{Message Header.SPECIFICATION == C2MS,
Message Header.MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == HB,
CONTENT-VERSION == 2026.0}

-COUNTER : U16 [0..1]
-PUB-RATE : U16[0..1]
-COMPONENT-STATUS : 116 [0..1]={0,1,2,3,4} o -SUBSCRIPTION -
-COMPONENT-INFO : 116 [0..1] G -n.SUBJECT-PATTERN : String
-COMPONENT-INFO-DETAILS : String [0..1] -

-COMPONENT-VERSION : Typed Variable [0..1]

-SW-VERSION : Variable [0..1] - — _

-MW-CONNECTION-ENDPOINT : String [0..1] n )

-NUM-OF-SUBSCRIPTIONS : U16 [0..1] SW-VERSION is
DEPRECATED

Figure 8-15. Heartbeat Message Diagram

C2MS Notification Message COMPONENT-STATUS
0
_
7~
P
-~
~
~
~
~
-

Heartbeat Subscription Data

Thefollowing tabledescribes additional field names, values, and notes for the Heartbeat Message.

Table 8-63. Heartbeat Message Additional Information

Field Name Type Presence Value Description
CONTENT . : :
VERSION F32 R 205 Version numbier this message content descripl

Indicates the number of times that the C2CX h

COUNTER ui6 (0] 1+ . : .
message has besmt oytincluding this messageg
Indicates the rate, in number of seconds, whicl
C2CX heartbeat message is pedgcety the
PUBRATE Ui o component. A rate of zero or less indicates tha|

C2CX message is not repegiemtiyicely the
component. The defeatkt of the C2CX heartbea
message is 30 seconds.

Value | Description

0 Standby | Indicates the condition of the component being
COMPONENT 116 o 1 Normal | monitored, typically itself, although it may be a
STATUS (Enumeration 2 Warning | for a remote component. The component may
3 Distress | the condition level based on its own criteria.
4 Critical
COMPONENT 116 o An additional status code the component can s
INFO that is specific to that component.
COMPONENT String o Allows a component to detail its status in a ver

INFGDETAILS message
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Field Name Type Presence Value Description

Version number identifier of the reporting comy
The omponent must ascertain the data type be

?SI\E/\I;\?EE;;\CT)EE Variable (0] accessing the valeegg(with a function callhis
field has been deprecated. Use COMPONENT]
VERSION, instead.
Version number identifier of the reporting comy
The Typed Variable structure contains the data
C(\)/'\élggll\éiNT Typed Variabl (0] type discriminator (COMPONBEWRSION.TYPE
DISCRIMINATOR) and value (COMPONENT
VERSION.DATMALUE)
MW Tracking field Broker(s) to which the client
CONNECTION String 0] application is currently conneotsdrved for use |
ENDPOINT implementation (PSM)
NUMOF Tracking field The number of active subscriptio
SUBSCRIPTIO| ule6 0] set up across all connections held by the runni
S applicationreserved for use by implementation
SUBSCRIPTION Tracking field Th.e ﬁ'sfubs_,cription\ subject patter
n _ held by the runnmny:)_llcatlonn no st-art
SUBjEC—T String D _reservgd for use by |mplementat|on.(H’Mj|eld
PATTERN is required for each subscription whe®@RNUM

SUBSCRIPTIONS > 0.

* Note: At a rate ofwo messages per minutejgttounter will overflow after 28ays.

8.6.5 Resource Message (DEPRECATED)

The Resource Message has been deprecated and will be removed in a future release of C2MS. Ustandasiry
tools for performing resource monitoring, instead.

The C2CXResourcemessage is used tlisseminateomputer performance data. Resource data is organized per
CPU, disk, and network poiit.is intended that the data be a snapshot of the resources at the time of collection and
not a cumulative summaryhe snapshot of the resources can be paired witRWBL ISH-TIME of the message to
produce a data poinAfter the collection of a number of data points, a trend /plot of the resources can be
established.

All resource information has been marked as optional so that a component may provide any or all of the resource
information,as necessary=or example, an agent collecting ggrdducingdata night determine tsend outhe

CPU resources at a diffetterate than the disk resourc&esource messages for CPUs mighpielucedevery 60
seconds, while disk Resource messages mightdmkicecevery 300 seconds.

If a component is to be controlled or directed as to the frequermpdiicingresourcanessagest could use the
CNTL message withaCNFSE T R1 N GGEDRSR@GCPUGB0O0 t o set t hmte& 60decondssao ur c e s
di sk resources SETRSRGDISK3®C@nds with n

Table 8-64. Resource Message Summary

Sender Any C2MS compliant application
Intended Usage by Sender| Notify

Receiver Any C2MS compliant application
Intended Usage by Receivq Receiveesourceata notification messages
What Status and Control type information
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| When | As needed and depends upon the type of information being t|

Example
1. This message is used to report a snapshot of computer performance data (CPU, memory, disk, and network
usage).

112 Command and Control Message Specification™ (C2MS™) V1.1



8.6.5.1

Resource Message S ubjects

Table 8-65. Resource Message Subject Naming

Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject Speci M
: ) P . DOMAINT] DOMAING MISSION| CONST | SAT TYP | SUBTYP ME1 ME2 MB ME E
Element fication 5
. domain 1 [domain 2 [DESTINAT]
Subject [ . — [constell [DESTINATION [DESTINAT
Content C2MS i system| T system [mission] ation] [sat] | MSG RSRC | [COMPONENT COMPONENT ONNODE] ON
specific] | specific] FACILITY]
Exé‘gggrfor coms | poMi | Dom2 | MSSN | CNsi | SAT1| MSG| RSRC APP1
Exggl‘a'grfor coms | pomi | pom2 | mssN | cNsi | sAaTi| MSG| RSRC CFGMGR AGENT3
Example forf s | pom1 | pomz | mssw * SAT1] MSG| RSRC >
Receiver
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Table 8-66. Properties of the Miscellaneous Elements for the Resource Message
Miscellaneous | Required /

Element Optional Description Field in Msg, if applicable
ME1 Required | Component name of Sender COMPONENT from headel
ME2 Optional | Component name of destination DESTINATIGBOMPONENT

from header

Component destination:

Thetwomiscellaneous elemengy be
used to direct the message to a spe
M destination, as necessaigubiject

ME Optional | Token Strirfgrmat. DESTINATIGNODE

DESTINATIGRACILITY

ME2 = destination component or grg
ME3=DESTINATIGNODE
MEI=DESTINATIGRACILITY

Resourcanessages may Ipeoducedor generakonsumptionpr they may be targeted to a central collector
componentThesecondelementME2 (component of recipient), igsedif necessary.

Examples

ProducingResourcenessages:

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGRSRCAPP1 or
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGRSRCAPP1. COMPONEN®r
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.DEV.APP1COMPONENT.DESTINATION
NODE.DESTINATION FACILITY

Filtering for aResourcenessage:

C2MS.*.* * * * MSG. RSRCMYAGENT.CFGMGR: or

C2MS.*.* * * * MSG. RSRCCFGMGR+

8.6.5.2 Resource Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields forthe ResourceMessageincluding
both message and message header fields.

Table 8-67. Resource Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE RSRC
CONTENYERSION 2026.0
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8.6.5.3 Resource Message Contents

Thefollowing figure shows aJML object diagram of th®esourceMessagewith its requiredandoptional fields.

C2MS Message

-CONTENT-VERSION : F32

Message Header

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Resource Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == RSRC,

CONTENT-VERSION == 2026.0}

Custom Field
0.*

Resource Message has
been DEPRECATED

CPU

-CPU|-n.MEM-UTIL : F32 [0..1]

-COUNTER : U16 [0..1]
-PUB-RATE : U16 [0..1]
-OPER-SYS : String [0..1]
-NUM-OF-CPUS : U16
-NUM-OF-DISKS : U16
-MEM.UTIL : F32[0..1]

-MEM.PHYSICAL.AVAIL : U84 [0..1]
-MEM.VIRTUAL.TOTAL : U84 [0..1]
-MEM.VIRTUAL.AVAIL : U64 [0..1]
-MEM.SWAP-UTIL : F32 [0..1]
-PROC.ZOMBIES : U32 [0..1]
-PROC.TOTAL : U32 [0..1]
-NUM-OF-NET-PORTS : U16

-MEM.PHYSICAL.TOTAL : U64 [0..1]

-n.MEM : U32 [0..1]

-n.UTIL : F32[0..1]

0.% | _h PAGE-FAULTS : U32 [0..1]
DISK Disk
0+ -n.NAME : String [0..1]
=" |-nSIZE : U32 [0..1]
n.UTIL : F32 [0..1]
-NET-PORT Network Port

Figure 8-16. Resource Message Diagram

0.* |-n.NAME : String [0..1]

-n.EUI-ADR : String [0..1]
-n.IP-ADR : String [0..1]
-n.TOTAL-BANDWIDTH : U32 [0..1]
-n.UTIL : F32 [0..1]
-n.BYTES-SENT : U64 [0..1]
-n.BYTES-RECEIVED : U64 [0..1]
-n.ERRORS : U32 [0..1]

Thefollowing tabledescribes additional field names, values, and notes fdrebeurceMessage.

Table 8-68. Resource Message Additional Information
Field Name Type Presence Value Description
CONTENVERSION F32 R 205 Ver3|c_)n _numtﬁar this message content
description
Indicates the number of times that the C2(
COUNTER ule6 O 1+ Resource message has Ipeeducedncluding
this message.
Rate the data is being collecteseandutThe
PUBRATE Ui16 O Seconds defaultate is 30 seconds. A rate of zero ing
this message is not being repeptediyced
OPERSYS String O Operating system component is using
NUMOFCPUS ule R 1+ Number of CPUs being monitored
CPU.n.MEM u32 @) In megabytes | Amount of memory for thisGPWO st 4
CPU.n MEMTIL F32 o 0-100 mﬁi?eo(;y utilization. Percentage of memory
CPU.n.UTIL F32 O 0-100 CPU utilization. Percentage of CPU utilizeg
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Field Name Type Presence Value Description
CPU.n.PAGEAULTS u32 O 1+ Number of page faults
NUMOFDISKS ul6 R 0+ Number of disks being monitored
DISK.n.NAME String @] Name ofthediskn 0 st arts a
DISK.n.SIZE u32 @) In megabytes | Absolute size of the disk
DISK n.UTIL F32 o 0-100 Etliil;;gace utilization. Percentage of Disk
MEM.UTIL F32 ®) 0-100 Percent of main memory utilized
MEM.PHYSICAL.TOT/ U64 o 1+ 'tl)'gttgls amount of physical memory present,
MEM.PHYSICAL AVA U64 o 0+ -lla-;tt:l: amount of physical memory availablg
MEM.VIRTUAL.TOTA ue4 ®) 1+ Total amount of virtual memory present, in
MEM.VIRTUAL.AVAIIl u64 ®) 0+ Total amount of virtual memory available, i
MEM.SWABTIL F32 6] 0100 Percent of swap space used
PROC.ZOMBIES u32 6] 0+ Number of zombie processes
PROC.TOTAL u32 6] 0+ Number of total processes
NUMOFNETPORTS ule R 1+ Number of network ports
NETPORT.n.NAME String O Name of the network pbrh 0 st ar t
01- 2ng166§;s;:ab Media Access Control (MAC) or Extended
NEFPORT.n.E¥ADR String @) or Identifier (EUI) physical address4B| AT
01:23:45:67:89:a] & OF EWB4 format,
208.77.188.166
. 2001:0db8:85a3:( Internet Protocol (IP) logical address. Hit}
NEFPORT.n.FADR | String O | 43:1319:8a2¢:037 or IPv6 (128it) format.
7334
NETPORT.n.TOTAL . .
BANDWIDTH u32 O 0+ Bandwidth of the port in Kbps
NEFPORT.N.UTIL F32 O 0100 Percentage of Network port utilization
NE-FPOSREL[:_' BYTES ue4d @) 0+ Number of bytes sent over the port
NEFPORT.N.BYTES .
RECEIVED ue4d @) 0+ Number of bytes received over the port
NETFPORT.n.ERRORS u32 0] 0+ Number of errors encountered on the port
* Note: At a rate of 2 messages per minute, this counter will overflow after 22 days.

8.7 Real-time Telemetry Data Message s

Telemetry Messages are data packages that cantiics from remote devices such as spacedrafhost ground
systems, a Telemetry Message is packaged by the spacecraft and sent to the grourithstgtionnd station
performsspaceto-ground quality checking, adds ground station information, and routes the data to the ground
systemArchive retrieval systems, simulators, and data generators can also provide Telemetry Messages in replay,
simulation, and test modes.

Additionally, the datacanbmentias i so (Raw), or after a dEehgfolengor | evel
tablelists the messages that have been defined to transport the various kinds of telemetry data.
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Table 8-69. Telemetry Messages

Telemetry Message Data Form (Level) Data Format
Telemetry CCSDS Packet Raw CCSDS Packet
DEPRECATELzlemetry CCSDS Fral| Raw CCSDS Frame
Telemetry CCSDS CADU Frame Raw CCSDS Channel Access Data Unit (CADU)
Telemetry CCSDS Transfer Frame | Raw CCSDS Transfer Frame
Telemetry TDM Frame Raw TDM Frame
Processed Telemetry Data Processed (Converted Data samples for one frame organized by mi

The CCSDSCADU Frame CCSDS Transfer Framand CCSDS Packet are industry standard forriatse

Division Multiplexing (TDM) is the method and format for sendimgltiple digital signals along a single
telecommunications transmissidpecific decommutation instructions for the frames and packets are documented
in other resources.

Note Additional telemetry message contents mandi@edas necessary.

8.7.1 Telemetry CCSDS Packet Message

The Telemetry CCSDBacketMessageas used for transferring CCSDS telemetry packets. The Telemetry Message
Contents consists of the raw CCSDS telemetry patiketime of the packet and the quality of the data.

Table 8-70. Telemetry CCSDS Packet Message Summary

AC2MSompliant application such as a ground station, simulator, archiyerco
frontend processor

Intended Usage by Sender| Notify

Sender

Receiver Telemetry Decommutation System, Archive System, Trending System, Expe
Intended Usage by Receivq Telemetry processing
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate

Example

1 Spacecraft health and safety data sent from ground station to ground system
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8.711

Telemetry CCSDS Packet Message Subjects

Table 8-71. Telemetry CCSDS Packet Message Subject Naming

Subject Domain Elements Mission Elements Message Elemen Miscellaneous Elements
Standard
Subject Spect | homaing DomaiNd mission| consT | saT | Tvp| sustyp| MEL | ME2 | ME3 | Mm MBS ME6
Element fication
. [domain 1 [domain 3 [STREA [COLLEC
ggg{g‘:t c2ms | i system| i system| [mission] [Cegi’l)srff" [saf] | MSG| TLMPKT [(f\fé'\l\’l'.?c M | [VCID | [APID| TION [SCID
specific] | specific] MODE POINT
Example for
Sordier cams | pomi | pom2 | mssn | cNsi | saTi| msc| TLMPKT| sATsIM| sIm 2 1 GEP1 4
Exggﬂgrfor coms | pomi | pom2 | mssN | cNsi | SATi| MsG| TLMPKT| TFEP | RT 1 2 * 5
Example for} oy | pomi | powm2 * * saT1| msa| TimPkT| ¢ RT * * * 6
Receiver
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Table 8-72. Properties of the Miscellaneous Elements

for the Telemetry CCSDS Packet Message

Miscellaneouy Required / - N . .
Element Optional Description Field in Msg, if applicable
ME1 Required | Component name of Sender COMPONENT from header
STREANVODEThe use of REAMMODEO
ME?2 Required Identifies stream as-taaé, designate a messag@agthing other tHaaaltime
q playback, simulator, or test. (RT) istrongly discouraged in a large formal ent
SeeSTREAMAODE Usage Caufin8ectior.3.7
: ' VCID from msg content; or from header portion
MB Required | Virtual Channel ID CCSDS frame
ME Required APID! identifies a particular From header portion of data stream
subsystem on the spacecraft
MES Optional | POInton ground system where | o, | &ciomoiNT
was captured
ME6 Optional | Spacecraft ID SCID from msg content or from header portion

CCSDS packet

Example for Sender of Telemetry Messages

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.TLRKT.SATSIM.SIM.2.1

Example for Receiver of Telem etry Messages

C2MS.** MSSN.*.* MSG.TLM

PKT.TFEP.RT.>

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.TLRMKT.TFEP.RT.2.1 .+

8.71.2 Telemetry CCSDS Packet Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of themamedfields for TelemetryCCSDS Packedtlessage
including both message and message header fields

Table 8-73. Telemetry CCSDS Packet Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE TLMPKT
CONTENYERSION 2026.0
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8.7.1.3 Telemetry CCSDS Packet Message Contents

Thefollowing figure shows a&JML object diagram of th&elemetry CCSDS Packbtessagewith its requiredand
optional fields.

C2MS Message

-CONTENT-VERSION : F32 Message Header
T oE Custom Field

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

STREAM-MODE

Telemetry CCSDS Packet Message RT=real time,
{Message Header.SPECIFICATION == C2MS, RPY=replay/playback,
Message Header MESSAGE-TYPE == MSG, SIM=simulator,
Message Header. MESSAGE-SUBTYPE == TLMPKT, TEST=test/data generator
CONTENT-VERSION == 2026.0}

-COLLECTION-POINT : String [0..1] e gzgi;j:tgfasgsi’;ye'\ggt"z =
-STREAM-MODE : String = {RT, RPY, SIM, TEST}  d anythirg other than Raal-time (RT)
-FINAL-MESSAGE : Boolean [0..1] is strongly discouraged in a large
-TIME : Time [0..1] formal enterprise.

-PHY-CHAN : String

-SCID : U32 [0..1]

-VCID : U16 [0..1]

-APID : U16 [0..1]
-QUALITY-CHECK : 116 [0..1]
-QUALITY : 116 [0..1]

-DATA : Binary

\

Figure 8-17. Telemetry CCSDS Packet Message Diagram
Thefollowing tabledescribes additional field names, values, and notes for the TeleG@BPS PackdWlessage.

Table 8-74. Telemetry CCSDS Packet Message Additional Information

Field Name Type Presence Value Description

CONTENT Version numbfar this message content
VERSION F32 R 203 description

Receiver, device, point, path, etc. where
COLLECTIGN String o was received. Used to distinguish data

POINT simultaneously received at multiple colle
points.

Value | Description | Identifies the mode of the stream of tele
RT | Reafime as either Retiine, Replay, Simulator, or ]
RPY | Replay The use of REAMMODE to designate a
R SIM | Simulator message as anything other thasiiReal
(RT) is strongly discouraged in a large f¢
TEST| Testbata | opierprise. SGTREANVODE Usage
Generator Cautiotin Sectiof.3.7

String

STREAMIODE (Enumeration

When true (and known, especially for re
FINALMESSAGE Boolean @) data), indicates the last message in the
stream.

TIME Time o 'LI'Jl_Ir_nC(:e of packet, usually ground receipt ti
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Field Name Type Presence Value Description
PHYCHAN String R Physical channel on which data is recei
CCSDS Spacecraft Identifier (SCID). Th
SCID u32 @) originates from the CCSDS Transfer Frz
and is not part of the CCSDS Packet.
CCsSD¥irtual Channdentifier (VCID). Th
VCID Ul6 @) field originates from the CCSDS Transfe
Frame and is not part of the CCSDS Pa
APID ul6 ®) CCSDS Application Process ldentifier (A
| Value | Description | Indicates quality checking was performe
QUALIT.CHECK 116 © Bit 0 | Partial Packet| reason indicated.
Value | Description | Indicates quality state if checking was
QUALITY 116 O Bit 0 | Partial Packet| performed
DATA Binary R Raw telemetry data

8.7.2 Telemetry CCSDS Frame Message (DEPRECATED)

The Telemetry CCSDS Frame Message has been deprecated and will be removed in a future release of C2MS. The
new CCSDS Frame Messages, Telemetry CCSDS CADU Frame Message and Telemetry CCSDS Transfer Frame

Message, should be used instead.

The TelemetryfCCSDS Framélessage is used to transfer CCSDS telemetry frames. The Telemetry Message

Contents consists of the raw CCSDS telemetry frame, the time of the frame, quality checking performed, and the

resulting quality of the data.

A frame with a Frame Sync pattern at the front that includes-Rekaimon check symbols is called a Coded Virtual
Channel Data Unit (CVCDU) in the CCSDS documentation.

Table 8-75. Telemetry CCSDS Frame Message Summary

Sender

A C2MS compliant application such as a ground station, simulator, archiv
or fronend processor

Intended Usage by Sender

Notify

Receiver

Telemetry Decommutation System, Archive System, Trending System, E;

Intended Usage by Receiver

Telemetry processing

What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

I Spacecraft health and safety data sent from ground station to ground system
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8.7.21 Telemetry CCSDS Frame Message Subjects
Table 8-76. Telemetry CCSDS Frame Message Subject Naming
Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Subject Spect | 5omaing DoMAING mission| consT | saT | Tvp| susTYP ME1 ME2 ME3 ME MBS
Element fication
: [domain 1 [domain 3 [STREA
subject | ~oms | i system| 1 system| [mission]| [0S san | Mse| TLMFRAMY [comMPONENT T M- Mg | [apip | [COLLECTI
Content o o ation] N-POINT]
specific] | specific] MODE]
Exgg"nﬂ:rfor cams | pomi | pom2 | mssN | cNsi | saTi| MsG| TLMFRAM SATSIM SIM 2 1
Exggﬂgrfor cams | pomi | pom2 | mssN | cNsi | sAT1| MSG| TLMFRAM TFEP RT 1 2
Example forf o DOM1 | DOM2 * * SAT1| MSG| TLMFRAM * RT >
Receiver
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Table 8-77. Properties of the Miscellaneous Elements

for the Telemetry CCSDS Frame Message

Miscellaneous Required / - C : .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Sender COMPONENT from header
STREANVODEThe use of 8EAM
MODEHOo designate a message as
. Identifies stream as-t&aé, anything other tHaaeattime (RT) is
ME2 Required : . ;
playback, simulator, or test. strongly discouragedc large formal
enterpriseSeeSTREANMIODE Usage
Cautioiin Sectiof.3.7
. . VCID from msg content; or from heg
ME Required Virtual Channel ID portion of CCSDS frame
MEH Optional APID! identifies a particular From header portion of data stream
subsystem on the spacecraft
MBS Optional Point on ground system where (¢ COLLECTIGROINT
was captured

Example for Sender of Telemetry Messages

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.TLMRAMESATSIM.SIM.2.1

Example for Receiver of Telem etry Messages

C2MS.** MSSN.** MSG.TLM

FRAMETFEP.RT. +

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSG.TLMRAMETFEP.RT.2.1

8.7.2.2 Telemetry CCSDS Frame Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields for TelemetryCCSDSFrameMessage
including both message and message header.fields

Table 8-78. Telemetry CCSDS Frame Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE TLMFRAME
Message Header.SPECIFICATION C2MS
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8.7.2.3 Telemetry CCSDS Frame Message Contents

Thefollowing figure shows aJML object diagram of th&elemetryCCSDS Frame Messagéth its requiredand

optional fields.

C2MS Message
-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Telemetry CCSDS Frame Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMFRAME,
CONTENT-VERSION == 2026.0}

s il

Message Header

Custom Field
0.

Telemetry CCSDS
Frame Message has
been DEPRECATED

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

-COLLECTION-POINT : String [0..1]
-STREAM-MODE : String = {RT, RPY, SIM, TEST}
-FINAL-MESSAGE : Boolean [0..1]

-LENGTH : U32[0..1]

TIME : Time [0..1]

-PHY-CHAN : String

VCID : 116

-FRAMESYNC-STATUS : 116 [0..1] = {1, 2, 3, 4}
-RS-PRESENT : Boolean [0..1]
-QUALITY-CHECK : 116 [0..1]

-QUALITY : 116 [0..1]

-DATA : Binary [0..1]

<

Figure 8-18. Telemetry CCSDS Frame Message Diagram

| The use of STREAM-MODE to

designate a message as

anything other than Real-time (RT)
is strongly discouraged in a large
formal enterprise.

FRAMESYNC-STATUS
1=Search,

2=Verify,

3=Lock,

4=Check

Thefollowing tabledescribes additional field names, values, and notes for the Telemetry CCSD3Vassage

Table 8-79. Telemetry CCSDS Frame Message Additional Information

Field Name Type Presence Value Description
CONTENT Version numbfar this message cont
VERSION F32 R 2026 description
Receiver, device, point, path, etc. wk
COLLECTIOGN String o data was received. Used to distingui
POINT data simultaneously received at mulf
collection points.
Value Description Identifies the kind or source of the st
RT | Reatime of telemetry as either Read, Replay,
RPY | Replay Simulator, or Tebhe use of REAM
String SIM | Simulator MODE to designate a message as
STREANVODE (Enumeration R anything other than Reaé (RT) is
Test/Data strongly discouraged in a large form
TEST Generator enterpris&seeSTREANMODE Usage
Cautioiin Sectiof.3.7
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Field Name Type Presence Value Description

When true (and known, especially fo

FINAEIMESSAGE Boolean (0] replay data), indicates the last mess
the stream.
LENGTH u32 (0] Bytes Length of frame
i Time of frame, usually ground receipg
TIME Time 0] in UTC
PHYCHAN String R Phy§|cal channel on which data is
received
VCID 116 R CCSD¥irtuaChanneldentifier (VCID)
Value Description
FRAMESYNC 116 o ; \S/gﬂ;;h State of frame synchronization from
STATUS (Enumeration 3 Lock equipment when frame is ingested
4 Check
RSPRESENT Boolean o Ind|cate§ if the Re&olomon codes are
present in the data.
Value Description

Bit 0 | CRC Quality Che| . . .
ReedSolomon Indicates quality checking performed

QUALITXCHECK 116 0] Bit 1 ; applicable. If the bit is set the particu
Quality Check quality check was performed.

, Turbo Code Qual
Bit 2 Check
Value Description

Bit 0 | CRC Quality Stat : . . o
ReedSolomon Indicates quality state if checking is

QUALITY 116 0] Bit 1 performed. If the bit is set the particy

Quality State : ;
Turbo Code Qual qua“ty check failed.

State

Bit 2

DATA Binary O Raw telemetry data

8.7.3 Telemetry CCSDS CADU Frame Message
The Telemetry CCSDS CADU Frame Message is used to transport CCSDS Channel Access Data Units (CADU).

The CCSDS CADU Message consists of varying information depending on how the data source generated the
CADU. In somecasesthe CADU will consist of only the Attached Sync Marker (ASM) and CCSDS Transfer
Frame. In othecasesthe CADU will consist of the ASM, CCSDS Transfer Frame, and Forward Error Correction
(FEC) parity data known as codeblocks or codewords, e.g-8aledon codeblocks.

The intent of this CADU message is not only to transport the data, but also to carry critical metadata describing both
the contents of the CADU as well as the results of various CADU processing functions. Content metadata includes
timestamp, physical chaahfrom which the CADU originated, ASM presence and length, Invé&tad, and FEC

Parity Length. Processing metadata includes Frame Synchronization Status, Derandomization, ASM Bit Errors
detected, and FEC Decode results.

In a satellite ground system, the CADU Frame is typically produced by a Frame Synchronizer and FEC Decoder,
which is then transferred to a CCSDS Data Link Processor that translates and produces CCSDS Transfer Frames
from the CADUs.

Table 8-80. Telemetry CCSDS CADU Frame Message Summary
A C2MS compliant application such as a ground station, simulator, archive
or fronend processor

Sender

Command and Control Message Specification™ (C2MS™) V1.1 125



Intended Usage by Sende| Notify

Receiver Telemetry Decommutation System, Archive System, Trending System, Ex
Intended Usage by Recei\ Telemetry processing

What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

1 Spacecraft health and safety data sent from ground station to ground system
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8.7.3.1 Telemetry CCSDS CADU Frame Message Subjects
Table 8-81. Telemetry CCSDS CADU Frame Message Subject Naming
Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Spect | 5oMAING DOMAING MissION| consT | saT | TyP|  suBTYP ME1L ME2 ME3
Element fication
: domain 1 [domain 2
Subject [ - - [constell TLMCCSDS [STREAM | [COLLECT
Content C2MS | ¥ system| i system] [mission]) ©. ;o [satl | MSG o ypyrramg [COMPONENT “mopE] | oNPOINT]
specific] | specific]
Example for TLMCCSDS
Sender C2MS DOM1 DOM2 MSSN CNS1 | SAT1| MSG CADUFRAM SATSIM SIM
Example for TLMCCSDS
Sender C2MS DOM1 DOM2 MSSN CNS1 | SAT1| MSG CADUERAM TFEP RT
Example for . . TLMCCSDS "
Receiver C2MS DOM1 DOM2 SAT1| MSG CADUFRAM RT
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Table 8-82. Properties of the Miscellaneous Elements

for the Telemetry CCSDS CADU Frame Message

Miscellaneous Required / - N . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Sender COMPONENT from header
STREANVODEThe use of SEAM
MODEHOo designate a message as
. Identifies stream as-t&né, anything other tHaaattime (RT) is
ME2 Required : . ;
playback, simulator, or test. strongly discouragedc large formal
enterpriseSeeSTREAM/ODE Usage
Cautioiin Sectiof.3.7
ME3 Optional Point on ground system where (¢ COLLECTIOROINT
was captured

Example for Sender of Telemetry Messages

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGTLMCCSDSCADWFRAMESATSIM.SIM

Example for Receiver of Telem etry Messages

C2MS.** MSSN.*.* MSG.

TLMCCSDSCADUFRAMEFEP.>

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.MSGTLMCCSDSCADUFRAMEFEP.RT .+

8.7.3.2 Telemetry CCSDS CADU Frame Message Pre-defined Field Values

The abbreviatethblebelowshows the requiredalues of thenamedfields for TelemetryCCSDSCADU Frame
Messageincluding both message and message header.fields

Table 8-83. Telemetry CCSDS CADU Frame Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header.MESSA®EE MSG
Message Header.MESSSGBTYPE TLMCCSDSADUFRAME
CONTENYERSION 2026.0
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8.7.3.3 Telemetry CCSDS CADU Frame Message Contents

Thefollowing figure shows a UML object diagram of tfi@lemetryCCSDSCADU Frame Message with its
required anaptional fields.

Figure 8-19. Telemetry CCSDS CADU Frame Message Diagram

Thefollowing tabledescribes additional field names, values, and notes for the Telemetry COADSFrame

Message.

Table 8-84. Telemetry CCSDS CADU Frame Message Additional Information

Field Name Type Presence Value Description
CONTENT Version numbfar this message cont
VERSION F32 R 2026 description
Receiver, device, point, path, etc. wk
COLLECTIGN String o data was received. Used to distingui
POINT data simultaneously received at mult
collection points.
Value Description Identifies the kind or source of the st
RT | Realtime of telemetry as either Ree, Replay,
String RPY | Replay Simulator, or TeBhe use of REAM
STREANVODE (Enumeration R SIM | Simulator MODE to designate a message as
Test/Data anything other than Reaé (RT) is
TEST Generator stronglyliscouraged in a large formal
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