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Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membersfop;pnofit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise appliaats in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies and academia.

OMG member companies write, adopt, and maintain its specifications following a mature, open process. OMG's

specifications implement the Model Driven Architecture® (MDA®), maximizing ROI through -ifiedlycle approach

to enterprise integration that cosenultiple operating systems, programming languages, middleware and networking
infrastructures, and software devel opment environments. OMGOS s
Languagé"); CORBA® (Common Object Request Broker Architecture); CWNCommon Warehouse Metamodel);

and industryspecific standards for dozens of vertical markets.

speci fications

More information on the OMG is availablefdtps://www.omg.org/ [Field Code Changed

OMG Specifications

As noted, OMG specifications address middleware, modeling and vertical domain frameworks. All OMG Formal
Specifications are available from this URL:

https://www.omg.org/spec [ Field Code Changed

)

Al'l of OMG6s formal specifications may be downloaded without
OMG specifications are available from individual suppliers.) Copies of specifications, available in PostScript and PDF

format, may be obtained frothe Specifications Catalog cited above or by contacting the Object Management Group,

Inc. at:

OMG Headquarters
9C Medway Road
PMB 274

Milford, MA 01757
USA

Tel: +1-781-444-0404
Fax: +1781-444-0320

charge from our

Email: pubs@omag.org [Field Code Changed
Certain OMG specifications are also available as $&@DdardsPlease consultttp://www.iso.org [Field Code Changed

Issue Reporting

The reader is encouraged to report any technical or editing igsiglemswith this specificatiorfind by completing the
Issue Reporting Form listed on the main welMG Specifications, report an issue.
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Introduction to Specification

The objective of this C2MS (Command and Control Message Specification) standard is to establish cammgor

format specificationgor use in performing satellite command and control in an integrated, flexible, dynamic, an
extensible satellite ground segment environment. Using C2MS adielew for common data exchangeerfacesan(

enable®r integrating satellite mission ground data system products from multiple vendors and system develo

Themessagéormats may be of benefit for systenternal interface definitions and for communications between
systemsUsing C2MS enables present, ongoing, and future interoperability across satellite ground segment ¢

jon

pers.

mponents,

systems, missions and domains.

C2MS is built around three basic types of messages: request, response and notification. All C2MS messages|belong to

one of these categories, enabling a versatile range of message exchange patterns. While a simple exchange

involves a

request followed by aesponse, more robust interactions are also supported. This document defines the messdge types,

the complete set of specific messages, and their associated exchange patterns.

C2MS is not a system, service, or deployable component. Although this document defines message structurejs and
exchange patterns, the implementation details, such as transport mechanisms and message handling, are chpices of the

system, enterprise, or missi@mploying it. Each implementation determines how messages are sent, received,
utilized within its architecture.

and

While C2MS is built to be flexible for use in a wide variety of satellite ground systems, some tailoring of its usage may
be needed or useful in any given environment. For example, the policies enacted in a particular domain along with its
domain logic, mijht require the presence of a field that is defined as optional in C2MS. As an illustration, all C3AMS

messages have an optional CLASSIFICATION field within the message header, but a particular domain may

that the field always be present. Such tilg is expected and encouraged to ensure C2MS aligns with depeific|

requirements.

mandate

Furthermore, tailoring of the messages themselves is aibfgature of C2MS. As discussed in this document, C2AMS

supports augmenting individual messages with additional custom data and creating entirely newspecifain
message types, while remaigiwithin the overall C2MS umbrella.
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1 Scope

This document, th€ommand and Control Messagpecification(C2MS), is the definition of the standardized
messages along with interaction patterns for theifaiseommon interfaces found in typical satellite ground data
systemsThis promotes platform independence that allows phgyand playntercommunicatioramong
componentsThe Platform Independent Model (PIM) simply describes the messages and interactions necessary to
communicate betweescomponents

(Commented [MA3]:  C2mMs128

2 Conformance

The primary point of conformance is support of the PIM. Conformance to any defined PSM is optional, but if a
defined platform is used, suelseXtensible Markup LanguadXML ) or JavaScript Object NotatioqfdSON), the
implementation must conform to the appropriate PSM. In the event that a PSM does not exist for a specific protocol,
implementers are encouraged to define a PSM and subfiitsitandardization to the OMG.

3 References

3.1 Normative References

The following normative documents contgirovisions thatthrough reference in this text, constitute provisions of
this specification. Fodatedreferences, subsequent amendments to, or revisions of, any oftidisations do not
apply.

XML Tim Bray, Jean Paoli, C.M. SperbeMrQueen, and Eve Maler, editoExtensible Markup Language (XML)

1.0 (Ffth Edition). World Wide Web Consortium, 280 (Seehttp://www.w3.0rg/TR/2008/RE&mI-20081126) [Field Code Changed

ECMA i 404 The JSON Data Interchange Forn®if, Edition /December 201L,7ECMA International (See

http://ecmainternational.org/publicationandstandards/standar@gsma404.) [Field Code Changed

CCSDS- In relation to telemetry data formats, particularly the Consultative Committee for Space Data Systems
(CCsDS) frames and packetsd the contents of the C2MS navigation messahesCCSDS Recommendations

and Reports should be referenced (Bi//www.ccsds.orl For navigation data messagasg the following [Field Code Changed
specificationgSeehttp://ccsds.org/publications/allpubs [Field Code Changed

1 Attitude Data Messages 504832
1 Orbit Data Messages 50283
1 TrackingData Message 503.0-B

XTCE - XML Telemetric and Command Exchange (XTGH}jhe XML Telemetric and Command Exchange

(XTCE) data specification provides an information model for telemetry and commandliat@MG specification
defines a standard exchange format for telemetry and commanding that will support the exchatagarotugh all

Command and Control Message Specification™ (C2MS™) V1.1
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http://ccsds.org/publications/allpubs

phases of theatellite payload, and ground segment lifecycle: system design, development, test, validation, and

mission operationéseehttps://www.omg.org/spec/xtye [Field Code Changed

3.2 Non-Normative References

3.2.1 NASA GMSEC Documents
Note that NASA has developedPtatform Specific Model (PSMeferred to as GMSEC. THeMSEC API

software selected components, and documentation are distributed by NASA. Others are free to develop alternative

PSMs. (Commented [MA4]:  CamMs128

The following GMSEC documentstserth theNASA GMSEC Architectureand the GMSEC Applications
Programming Interfactl s e Guide Documents for specific GMSE€ompliant software components should be
consultedon an individual basis.

1 [GMSEC Architecture Documenelease 3.0.0, February 20élease 2.8 February 2014

T GMSECAPI5. 2 Use rN6vsemb@20123d e, [Commemed [MA5]:  C2MS12109

4 Terms and Definitions

Thefollowing tableliststerms and descriptions fgelectedacronyms and abbreviations used in this document.

Table 4-1. Acronyms and Abbreviations

Term Description “ [Formatted Table
ACK Acknowledge or Acknowledgement
ANL Analysis
AOS Acquisition of Signal
API Application Programming Interface
APID CCSD\pplication Process ldentifier
ARC Archive
AST Assessment
C2CX Componettit-Component Transfer
C2MS Command and Control Message Specification
CCSDS Consultative Committee for Space Data Systems
CFG Configuration
CFG Configuration Control and Management
CNTL Control
COTS Commercial off the shelf
CRYPT Encryption
CvCcDbU Coded Virtual Channel Dais
CVT Current Value Table
DEV Device
EPH Ephemeris (Commented [MA6]:  CaMs18
EY Engineering Units
EUI Extended Unique Identifier
FEP Front End Processor
GMSEC Goddard Mission Services Evolution Center
GOTS Government off the shelf
GSFC Goddard Space Flight Center
GUI Graphical User Interface
HB Heartbeat

2 Command and Control Message Specification™ (C2MS™) V1.1
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Term Description -« ( Formatted Table
ID Identifier
IEEE Institute of Electrical and Electronics Engineers
P Internet Protocol
JSON JavaScript Object Notation
LOS Loss of Signal
LRV Last Received (or recorded) Value
MAC Media Access Control
MAN Maneuver Planning
ME Miscellaneous Element
MEP Message Exchange Pattern
MON Monitor
MSG Message
NAC Navigation and Control
NASA National Aeronautics and Space Administration
oD Orbit Determination
OMG Object Management Group
0os Operating Syst@mSystems
PAGE Paging
PIM Platform Independent Model
PSM Platform Specific Model
PTA Plotting, Trending and Analysis
REQ RequestrRequired
RESP Response
RPY Replay
RSRC Resource
RT Realime
RULE RuleAction
[SATOPS Satellite Operations, specifically the management of the satellite (vehicle) and corresponding [Commemed [MA7]: C2MS123
SCH Schedule @cheduling
SCID CCSDS Spacecraft Identifier
SDTF Space Domain Task Force
SIM Simulatioar Simulator
SQL Structured Query Language
T&C Telemetry and Command
TDM Time Division Multiplegingracking Data Message
TLM Telemetry
UML Unified Modeling Language
URI Uniform Resource Identifier
uTC Coordinated Universal Time
UTF8 Unicode Transformation Foriiat 8 [Commemed [MAS]: C2MS12126
VCID CCsSD¥irtual Channel Identifier
VER Verify
Wrt With respect to
XML eXtensible Markup Language
XTCE XML Telemetric and Command Exchange

Thefollowing tabledescribes selected termsed in this documenthe descriptions below asimmaries for quick
identification. All terms are defined in modetailelsewhere in thiSpecification

Command and Control Message Specification™ (C2MS™) V1.1



Table 4-2. Glossary

Term

Description

lcams

A Command and Control Message Specification standard to establish com
specifications to allow for common data exchange interfaces for integrating
mission ground data system products from multiple vendors and system de|

Message Exchange Patte

A description of how C2MS messages can be sent between components.

Message Subject

See Suect

Message Type

Three fundamental C2MS messagermgeEsafe, request, and response) are d
in C2MS armhn be used in various combinations with one another to create
number of message exchange patterns. In turn, these message exchange |
be used in the description of the interfaces for any number of services.

Miscellaneous Elements

Application programs should be able to define their own set of unique elem
messagsubjectamen order to create their own uniguectnarsabjed.
Therefore, a C2M8&fineditbject-narsabjectontains a fixed portion and a varig
portion ahiscellaneo@ements

OMG

An open membership;foeprofit computer industry standards consortium that
produces and maintains computer industry specifications for interoperable,
reusable enterprise applications in distributed, heterogeneous environment

Subjeciiame

Also known messageub]eettemc—reuﬂﬂg%eade{—aﬂd—heaﬂm@nstltutes
ingnformation nhddlew ASpo nd-provides for the
ienal routmermmformatlon that may be used \
employing C2MS in a system using indirect message delivery, as discusse(

6.2Message Subjects (Optional)

Tracking

Trackingone of themessage classes composed of aggregated UM liscks=sesd
forApplication Programming IntarfaceMessage classes are composed of
aggregated UML classes that show whether the fields are required, optana

dependent.

5 Additional Information
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6 PIM i C2MS Subject -Names and Message
Composition

6.1 Overview

The C2MS defines a standard, platform independent model (PIM) for communication amonga@riposents

The C2MS model does not presume or try to define a specific system level architecture. Instead, it defines generic
concepts such as messages and parameters that are relatively simple to imgiepentides system integrators

with common ways to connect heterogeneous suites of space related softvea®2MS PIM consistof message
classes that deenfent:se that thesicanersate,ssend, andl receive messages.

Each C2MS defined messagecomposed ofivo partsthreepieces A-C2MS Subject Name-that-identifies a
message;-teC2MS Message Headéhat is common to all messaw&;d aCZMS Message Body Contenportion
that is unique for each messagecommeon v &

Additionally, C2MS defines an optional C2MS Subject that may be used for message routing information ps
described below.

. |

Content

Both theFhe Message Header and Message Badyrentportionsarecompsedrisedof fields. One of the fields|in
betheachmessage portiaris a version numbeiThe version number identifies the iteration of #hecific message
portlon HEADERVERSION for the header, CONTENVERSION for the bodymessage-definition-andis-shgwn

t. [ Commented [MA10]:

C2MS12167

6.2 |Message Subjects (Optional) Subjeet—Names

Message subjects can be used to provide optional message routing metadata. In this way, message subjgets ena( Formatted: Body Text

component decoupling through indirect delivery of messages between components. This can be achieved, for
example, through a Broker Pattern (onigar) or a PubliskSubscribe Pattern within the chosen architecture. §2MS
seeks to enable (rather than prescribe) a variety of architecture and implementation choices, and in this cpse,

defining the optional message subject, enables the possibilitgioééh message delivery.

Being metadata, message subjects are populated from field values present in the corresponding messag¢, but are not

contained within the message itself.
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Note that all fields that are used to populate the message subjects are of type Subject Token String to enforce format
of the subject elements. This is always true, even when not using the optional message subjects in a particular
chosen PSM, architectuog design patterns. This is done to enable interoperability between disparate systems or
domains so that all C2MS messages may be used with subject elements.

6.2.1 Filtering Messages by Subject

Using message subjects in an indirect message delivery environment provides an efficient and flexible means to
filter message traffic.

Filtering may occur at two levels: the message transmission level and the receiving application level. Filtering takes
place at the message transmission level based solely uporesisagsubject. It is assumed that the transmission
mechanism does not extract information from the message conterdates messages based solely on the subject
contents.

Filtering at the receiving application level takes place based upon the message contents.

Applications should be built and subjects defined so as to maximize filtering at the subject level by at the
transmission level. Filtering messages at the receiving application level may be necessary for some applications but
should be minimized to maxingzsystem efficiency.

6-3The following table suggests some subject elements (in addition to the message type and subtype) that
could be specified for filtering at the transmission level to limit the number of messages that might be sent to any

given application. Not every messamepossibility is listedSubject rames-are-constructed-to-provide the [cOmmemed [MA11]: C2MS12167

Table 6-1. Sample Subject Filtering Items _in Addition to Type and Subtype | : [Commemed [MA12]: C2MS12167
Message Subject Filtering Items
T Mission
1 Constellation
. 1 Satellite

Realime Log Message 1 Senddpublisher
T Occurrence type
1 Severity

Archive Message Retrieval % EE:EEZ:‘OT

Request and Response ) .

4 P 1 Response Status (ACK, Working, Success, Failure, Invg
Directive Request and 1 Requestor
Response 1 Response Status (ACK, Working, Success, Failure)
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Message

Subject Filtering Items

Telemetry Messages

Mission
Constellation
Satellite
Senderublisher
Telemetry format
Stream mode
Channel or APID

Replay Telemetry Message

Mission
Constellation
Satellite
Publish&@ender
Telemetry format
Stream mode
Channel or APID

Mnemonic Value Data Mess Mnemonic
Request, and Response Requestor
Archive Mnemonic Value Dg ?:A;Ssl?enllation
Message, Request, and Satellit
Response atetiite
Requestor
Mission
Product, Product Request, & ggyes”tiiz(lelatlon
Product Response .
P Publish&@ender |

e I N R N I N R B R R e e N I ]

Product Type and Subtype

6.6.16.2.2  Characteristics of SubjectNames-Message Subjects \

Commented [MA13]:  This section modified for C2MS187,

including the title, though while not called out specifically in the
Ad&d2SE A& 200A2dzAafe GKS LINEL
NI} GKSNJ GKIFy &aadzonaS$S0id ylvYsSs L

C2MSmessages must leasily distinguishable bgubject short elementareencouraged for fast parsing and

In orderfer-the-middlewardo distinguish standar@2MS messages from other routable messages, an indicator
or element should be present in thessagsubjectiame Thus,C2MS standardized messages can be filtgred

Most applications will filtermessageby subjectsoacommon set ofiltering parametersvould be beneficial.
Buta common set of parameters may not be applicable to all medsaggctramss. Thereforeapplications}
will use thecommonset ofparameters budlso be able to expand upon these common filtering parameters with

Examples of the common filtering parametercdude constellation and/csatellite message type and subtype.
A subjeet-namsubjectshould contain elements with these common distinguishing characteristics.

1.
efficient throughput.
2.
and routed apart from other n@2MSmessages
3.
their avn unique filtering parameters.
4.

A means of distinguishing telemetry data streams (or other data/messages streaptgdst thesubject
nameaubjectlevel so that ampplicationcanreceive messages frosabseribe-t@ne or morelata/message
streams.

An application may want teubseribe-treceivea telemetryfrom adata streanfor a subset of data streams |

1 That hasot started flowing yethat has &ingle telemetry format or a subset of telemetry forptht is
from a singlesatelliteor a constellation cdatellites;;
1 That containsa@attime or plyback data
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1 That is asubset of mnemonics from a singletellite

A configuration table ofctiveor future (expected) data streams could assign a unique Stteatifier (D) to each
data stream that theender frodugublisker) would theninclude in themessagsubjectrame. A receiving

apphcanon could look up the Stream ID |n the table and filter on messaqe sub|ects that includes that Anique 1D
atunique ID

Furthermore, therpducsblisker of the data may (request to) update the data stream table with the subject by which
the data will bestblishedent (This could also be used to distinguish a-teak stream from a playback stream.
Applications listening for these notification messagebseribersust also determine if they needstop listening

for these messagessubserib@nce the data stream has ceased.)

6.6.26.2.3 Format of C2MS Message Subject s-Names (Commented [MAL4]:  CaMS12167

Based on the characteristics of th2MS Subject Namesand-on-existing-stubject (topic)-conventiptie following
subject-namsubjectformatrules areused

Message Subjecthamses follow the format of a string of characters separated by théidot¢haracterThe
character strings separated by tlwtsare called elements.

1 THIS.IS. A VALID. SUBJECT(This subject has 5 elements)

Only alphanumeri¢uppercase or lowercaseinderscoréfi_0), anddash i 0) charactes arevalid. No invisible or
control type charactereused.No elements empty, subjecs must be at least one character in length. Subjects are

casesensmve S0 satl is not equal to "SAT1" and nenher IS equal to SM—elemem—os-Feqawed-bm—not

os) for that el ement.
a-messagis-notsatellitespecific-thepublisker-insesi-F L6 —int ot hat—portion of the subject name.

I THIS.IS.NOT A. VALID. SUBJECT (missing element at the end)
T .THIS.IS. NOT A. VALID. SUBJECT(empty element at beginning)
I THIS.IS.. NOT A. VALID. SUBJECT(empty element in middle)

“ [ Formatted: Indent: Left: 0.5", No bullets or numbering

b [ Formatted: SpaceAfter: 0 pt, No bullets or numbering

[C2MS and C2MSEXT subjects ardC2MS subjectis distinguished from other subjects the first elementwhich

contairst he c api tCaMShaz "€UVISEXTX (ho gliotes)Otherwiseuppercase or lowercase are valid.

1__C2MS VALID. SUBJECT(valid C2MSsubject)

1 C2MS EXT.VALID.SUBJECT (valid C2MSEXT subject) [Formatted: Font: (Default) Courier New
$—C2ms.not.valid.subject (invalid C2MSsubject-namsubject not uppercase "C2MS") [,:O,maned: Font: (Default) Courier New
1 . . . . . * [Formatted: SpaceAfter: 0 pt
1 C2MS ext.not.valid.subject (invalid C2MSEXT subject not uppercase "C2MEXT"), [ - & Fort: (Defaul) Gouror N
1__C2MS.valid.subject (valid C2MS subject, uppercase and lowercase both Valid) ormatted: Font: (Default) Courier New
< [ Formatted: Font: (Default) Times
[ Commented [MA15]:  C2MS12167
6.2.3.1  Use of Wildcards for Subject Filtering « [ Formatted: Font: (Default) Courier New
6.6.2.1 Message subject filtering can be configured using various wildcards within the subject filter. Wildcard ( Formatted: _Indent: Left: 0.25"
characters are not used when sending messages, only when setting up filters. The wildcard rules are/as follows: [Formatted: Heading 4

(D D U W W | W N
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An asterisk (*) can take the placeefactlyone whole element but not a substring of an elenTdm& asterisk

DOES NOT-have to be the rightost charactef. | [Commemed [MA16]: C2MS12118

| C ted [MA17]: C2MS12167
 THIS. *. VALID (valid wildcardsubstitution ((commented w17

1 THIS. IS* . NOT VALID (invalid wildcardsubstitutior)

A greaterthan (>) character can appear ONLY as the fighst character of a subject immediately after the element
del i mdo} ean d iwnylsubjechvatt andnor moréeenents to the right.

1 THIS.IS. VALID. > (valid wildcard substitution)
1 THIS.IS.>. NOT VALID (invalid wildcard substitutior

A plus (+) character can appear ONLY as the rigitst character of a subject immediately after the element
del i mo} ean d iwnylsubjechwdth zerb or mosdements to the right.

 THIS.IS. VALID. + (valid wildcard substitution)
1 THIS.IS. +. NOT VALID (invalid wildcardsubstitution

The following examplesillustat e t he use o fwildcaresyrniak and thefinratehing sematicsl + 0

Table 6-2.  Asterisk, Greater Than, and Plus Sign Wildcard Syntax Examples

Example Comments

THIS.IS.VALID.* Match the first three elements and any fourth ldensesibjects with more than 4 elemg
will not match

THIS.IS.VALID.> As long as the first three elements match, will match any sujeatedéagin. Subjects g
three elemenisll nomatch.

THIS.IS.VALID.+ As long as the first three elements match, will match any subpjeatesfamguahgth.
Subjects of three elemeiiltsnatch.

Table 6-3. Subject—NameSubject Matching Examples

Subject Matching Subjects| NonMatching Subjects NonMatching Reason
ONE TWO* | ONETWOTHREE ONETWOTHREEOUR | Extra element

ONETWOSEVEN ONETWO Missing element
ONETWOTWO ONETWOTHREEOUR | Nonmatching second elem

ONE > ONETWO TWOONE Position mismatch
ONETWOTHREE ONE Missing element
ONETWOXYZFIVE | ONEZTWO Nonmatching first element

ONE + ONE TWOONE Position mismatch
ONETWO ONEZTWO Nonmatching first element
ONETWOXYZFIVE
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NOTE: As guidanceniorder to maximize speed and throughput ratelsject nammessage subjesshould be
short and not use an extraordinary number of elements.

1 [Though not specifically required, in order to improve human readabilitfheength of an element
should not exceedl025 charactersexcept wheiit represents a GUID. [cUmmemed [MA18]: C2MS1218 ]
{__The length of a subject is dependent on the number of elements.

6.2.3.2  |Use of the Reserved Subiject Word FILL « [ Formatted: Heading 4 ]

The reserved word "FILL" (with no quotes) is used for cases where a message subject element is not specified, but
must be present because of the requirements of the message subject. This can occur for one of the following reasons:

If an element is defined as being required but is not applicable for that mission or to that specific message, "FILL"

(no quotes) is placed in that element's position, meaning that it is not known or specified. For example, most but not

all messages aretstlite-r e | at ed, so a fASat el Isibjeds. |f b Massagess ngt satelite of al |l messageds
specific, "FILL" can be used in place of the "Satellite ID".

If a later element in a message subject must be specified, this makes all earlier elements required, since no element
can be empty. For example, if a subject needs to specify a value in Miscellaneous Element 4, but not Miscellaneous
El ement 3, (ndduates) ispl&ckdir tiie Miscellaneous Element 3 position for that element, meaning that
it has no value.

This results in the following exampieessage subjext

1 C2MS.FILL.VALID.SUBJECT (valid C2MS subject) « { Formatted: SpaceAfter: 0 pt, Bulleted + Level: 1 + Aligned}
1__C2MS.FILL.VALID.FILL.SUBJECT (valid C2MS subject) at: 0.25"+ Indent at: 0.5"
1 C2MS.VALID.SUBJECT.FILL (valid C2MS subject)
— “ [ Formatted:  No bullets or numbering ]

6.6.36.2.4 C2MS Message Subject Name-SStandard ( Commented [MA19]:  C2MS12167 )

A few common elements of the subject can be identified that would (nearly) always be includestindhe
namenessage subjecthey are:

Subject standard

Domainl and Domain2

Mission, ConstellationandSatellitelDs
Message type

Message subtype

= = =& —a —a

Additionally, application programs should be able to define their own set of unique elementstéfjthee
nAameubjectin order to create their own unigeebject-namsubjecs. Thereforea C2MS-definedsubiject
nameubjectcontairs a fixed portion and a variable portion of elements, iamtbfinedas follows
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Table 6-4. C2MS SubjectName-Message Subject Definition

Subject Domain Elements Mission Elements Message Element Miscellaneous Elements
Standard
Specificatio] DOMAIN1] DOMAIN2| MISSION| CONST| SAT| TyrP| suBTYP| ME1 | ME2 | ME3 | ME4 | ME5 | ME6

\ J }

Variable portion
Each message definition determines whdtseelianeous
Elemenis required or optional

Fixed portion
All elements required

In textformat the subject would appear as:

SPECIFICATION.DOMAIN1.DOMAIN2.MISSION.CONST.SAT.TYPE.SUBTYPE. ME1. ME2 . ME3 é.

[The firsteightsubjectelementsthe Specification Domainl, Domain2 Mission, Const, Sat, Type, and Subtypare fixed.These elements are always defined

the same and are required to be filled in byghelishersender of a message.

The elements to the right of the fixpdrtionof the C2MS subject are ti\discellaneousElementsand are the variable portion of the subject. The Miscellaneous

Elements arenessagepecifienessage-and-subseriber specifihat is, thesublisher/subseribesénder/receivémwould predefine or even dynamically create as

manyMiscellaneou&lementsas needed according to their filtering needs. Thus, depending on the message definition, they can have different meanings, ca

vary in number, and can be either required or optiofalugh shown as ME1 through MES in the above table, there is no defined nmfomine number o
Miscellaneous Elements.

Command and Control Message Specification™ (C2MS™) V1.1 11
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6.6.3.16.2.4.1 _Subject Standard Element of the C2MS Subject-NameSubject

The SubjectStandarcelement of thesubjectamenessage subjeidentifiesthe specification usedrhisinterface
specification document is the standard by whichGB# S Subject-Nam8ubjectis definedandinterpreted For

C2MSdefinedsubjectnamanessage subjest, t he fir st CaMSe.ment i s

al ways

A C2MS Subject-NamBubjectwill be distinguished from otherubjecthramesubjecs by the first element, which
n the capi Foéxanple:d

shall cont ai

1 C2MS.VALID.SUBJECT (valid C2MS subject)
1 C2ms.not.valid.subject (invalid C2MSibject-ramsubject not uppercase "C2MS")

6.6.3.26.2.4.2 Domain Elements of the C2MS

text AC2MSO

Subjeet—NameSubject

(no

qguotes) .

The two domain element®omainl and Domain®y thesubjectramesubjectallow logical separation of messages
and access control rules to missgpecific messages based on physical or logical domains within a mission or
ent er pr i s e dhis may inclhde insgandesof tke.same mission system operating in different modes, e.g.
operations and backup operatiohBssions should coordinate their use for messages outside of specific areas as
allowed for situational awareness, testing, etc.

6.6.3.36.2.4.3 Mission Elements of the C2MS Subject-NameSubject
Threeelements comprise the fixédission Elements They aredescribedn the tablebelow.

Table 6-5. Descriptions of the Mission Elements of the

C2MS SubjectNameSubject

Element Nam

Value

Description

Mission [Name of mission]

Name of a missidhg.MyMission

Const [Name of constellatio|

Name of constellation, dyfConst1

Sat [Name dfatellitg

Name of satelliteE.g. MySatl

For singlesatellitemissions, the mission identifieconstellationandsatellitelD may bedifferent, or may be

identical.Or the mission may choose to name sa¢ellite by d d i n g th& thissiort namé=or example:

C2MSD1.D2. Sun. Cl1. HELIO.MSG.LOGs

or,

C2MSD1.D2. Sun. C1l. SUNMSG.LOGé

or,

C2MSD1.D2. Sun. SUN1.SUNL.MSG.LOGe

Some missions may consist of a fleet or a constellatisateflitesor multiple constellationand can be
distinguished in the following mannsimilar to a product manufactuermodel and serial number identification

C2MSD1.D2.
C2MSD1.D2.
C2MSD1.D2.

C2MSD1.D2.

C2MSD1.D2.
C2MSD1.D2.

12

Moon.
Moon.
Moon.

Mars
Mars
Mars

Const 1. LUNAR
Const 1. LUNAR
Const 1. LUNARS

.C1.11
.C1.12
.C1.13
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C2MSD1.D2.MSN1. CONSTA.Sat 1
C2MSD1.D2.MSN1. CONSTB.Sat 1
C2MSD1.D2.MSN1. CONSTA.Sat 2
C2MSD1.D2.MSN1. CONSTB.Sat 2
C2MSD1.D2.MSN1. CONSTA.Sat 3
C2MSD1.D2.MSN1. CONSTB.Sat 3

It is important to note thahesubjectnamingcon v e nt i o n of cerl etnteen tii Saft t he s ject does not have to refe
to a single physicaatellite though that maydo a common wayo od | digm@é migo ¢t hé S&heéer to the

physicalsatellite(perhaps by flight model number), to a logisateliten a me such as ACONTROLLERO, AiPRI MEO,

AEASTO, -AlBHWNGPARE20 .

ub
i

Creative use of the Mi s s i @ € aamd&Sat® , e | gtorefer to a physical, logical, group (subset), or entire
constellation ofatellitesis possible and permitgreatlatitude for categdzation and unique identification of assets

In generic terms, th®lissionElements are simply the taxonomy of classifying groups (or sets) and group members
(elements bthe s¢s).

For services not associated with a constellation or a satellite, place the service name in the "Sat" element.

6.6.2.46.2.4.4 |Message Elements of the C2MS Message Subject -Name
Two elements comprise the fixdlessageElements

TheType elementis used to describe the kind of message communication used @&Mi$ Theavailable values
areRequest Response andMessageA Message(Type MSG) is sei-publishedvithout a required or expecte|d
responsgethough it may cause an action when receive®equestmessage is used to request a speaiftion or
information from adata provider or product generatdrRequestmessage may or may not requirBesponse
messageMessage types are discussed in detail in Seétib@2MS Messages: Their Characteristics and
Interactions [COmmemed [MA22]: C2MS12167 ]

The Subtype element contains the ID or name of the message definfloalMessageElementsaresummarizedn
the tablebelow.

Table 6-6. Descriptions of the Message Elements of the ~ C2MS SubjeetNameSubject |

Element Name Value Description
Type MSG Message

Kindor intentioof REQ Request

communication RESP Response
AMSG Archive Message Retrieval
AMVAL Archive Mnemonic Value Retrie\
CMD Command

Name or Igu;t?;&ined CMDECHO Com-man‘d Echo

Message CFG Configution Status
CNTL Control
DEV Device
DIR Directive
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Element Name Value Description

HB Heartbeat
LOG Log (or event)
NDM Navigation Data Message
MVAL Mnemonic Value
PROD Product
RSRC Resource
RTLM Replay Telemetry
SERV Simple Service
TLMPKT Telemetr€CSDS Packet
DEPRECATED-MFRAME Telemetry CCSDS Frame
TLMCCSDSADUFRAME Telemetry CCSDS CADU Frame
TLMCCSDSRANSFERFRAME| Telemetry CCSDS Transfer Frar
TLMTDM Telemetry TDM Frame
TLMPROC Telemetry Processed Frame

6.6.3.56.2.4.5 |Miscellaneous Elements of the C2MS Message Subject -Name| Commented [MA23]:

alignment of terms.

C2MS12167- this is an editorial

Eachindividual message definition iBection8 specifieswhether a Miscellaneous Element is required or optional
and how those fields should be populat8dme typical uses of the miscellaneous elements are shdletable
belowand followingtext

Table 6-7. Message Type Determines Content of the  Miscellaneous Elements

Miscellaneous Elements
Message Typ{ Meaning ME1 ME2] ME3 | ME#
REQ Request | Responder Undefined
RESP Response Requestor Status| Undefine Undefined
MSG Message| Publishdende Message specific
If TYPE = REQ,then ME1 = componenter-greuper-servicg-name ofservice providerresponder
ME2, ME3, uhdefined
If TYPE = RESPthen ME1 = componentergroup)name of requestor

ME2 = status of the recst
ME3,ME4,é undefined

If TYPE = MSG,then ME1 = componentergroupiname ofpublishesender
ME2, ME3, néessage specific

The other primary factor that determines the value oMiseellaneousElementsis theMessageSubtypei the
abbreviated name of thmessageThe MiscellaneousElementsare further defined iSection8 PIM i Message

Definitions, where theC2MSmessages are de«ﬁdl [Commemed [MA24]:

C2MS12192

[ Commented [MA25]:

C2MS12167
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6.76.3 Message Fields

6.7.16.3.1 Field Name s

Field names represetite name of an item contained in a C2MS Message. A generalizeddiglohg convention
has been implemented that adheres to the following rules:

1 For each message, all field names are unique

1 Field names consist of ad)p,haarmudnedadtcs /cphearriaocd se r(sfi .

1 Alpha characters are capitalized

6.7.26.3.2  Required, Optional and Dependent Fields

Fields are classified as Required, OptiooalDependentThe required fields must be present in order to be
compliant with C2MS

An optionalfield may or may not be included in a mess&gtional fields may be useful to the Receiver and may
beimplementedas necessarfoftware components, missions, or interface definitions may determine if these fields
are required for their particular needs and applications.

Dependent fields areptional fields that become required based on the presence or values of other fields in the
messageThis information will be documented in the specific Message section where applicable.

[ Commented [MA26]: C2MS12167

ao)ashes (nd

Field information tables for each message include a column, "Presence" that will indicate a R, O, or D as appropriate

for the given field.

UML diagrams throughout this document use multiplicity designators to indicate if a field is required or optional.
Default multiplicity is ‘1" if not shown and indicates a required fieldhinfigure below EVENT-TIME is a

required field, using default multiplicity of '1', while SPACECRARIME is optional, as shown by a multiplicity

of either '0" or '1".

Log Message

{Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == LOG}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]
-SPECIAL-INFO : Binary [0..1] This diagram illustrates a
subset of the Log Message
with some attributes elided.

Figure 6-16-2. Message Field Multiplicity

Command and Control Message Specification™ (C2MS™) V1.1
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6.7.36.3.3  Series Fields

Some fields contain a series of items. In this case another preceding field designates the number of items in the
series as shown in the followingxample:

NUM OF MNEMONICS
MNEMONIC.n.NAME
MNEMONIC.n.NUMOF SAMPLES
MNEMONIC.n.SAMPLE.m.TIME- STAMP
MNEMONIC.n.SAMPLE.m.RAWVALUE

WherNeM-DFA is the standard prefix of the field name. The two suffixes in
AMNEMONICS0 a SAMPLES | are then used in the singular form to describe the ser
that follows. In the above example NUM-OFMNEMONICS = 2 andMINEMONIC.n.NUM-OF

SAMPLES= 3, the actual message would contain the field names as follows:

NUMOF MNEMONICS

MNEMONIC.1.NAME

MNEMONIC.1.NUMOF SAMPLES
MNEMONIC.1.SAMPLE.1.TIME - STAMP
MNEMONIC.1.SAMPLE.1. RAWNVALUESROUNLRAW
MNEMONIC.1.SAMPLE.2.TIME - STAMP
MNEMONIC.1.SAMPLE.2. GROUNLRAVRAWA/ALUE
MNEMONIC.1.SAMPLE.3.TIME - STAMP
MNEMONIC.1.SAMPLE.3. GROUNIRAVRAVWA/ALUE
MNEMONIC.2.NAME

MNEMONIC.2.NUMOF SAMPLES
MNEMONIC.2.SAMPLE.1.TIME - STAMP
MNEMONIC.2.SAMPLE.1. GROUNIRAVRAWA/ALUE
MNEMONIC.2.SAMPLE.2.TIME - STAMP
MNEMONIC.2.SAMPLE.2. GROUNIRAVRAWA/ALUE
MNEMONIC.2.SAMPLE.3.TIME - STAMP
MNEMONIC.2.SAMPLE.3. GROUNLRAVRAWA/ALUE

Note thatfindos t art s wi th fA10.
Finally, note that this could have been represented using array notation, such as

MNEMONIC[1]. SAMPLE[2]. GROUND-RAWRAW-VALUE, but is represented throughout this document in the
notation described in this section for continuity with earlier iterations of this specifi¢ation. [Commemed [MA27]: C2MS13B ]

In UML diagrams throughout this document, each series is represented as shivevfignrebelow.
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[ commented [MA28]:  Cams1B

Telemetry Processed Frame Message
{Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMPROC,
CONTENT-VERSION == 2026.0}

-NUM-OF-MNEMONICS : U16

This diagram illustrates a
subset of the Telemetry
Processed Frame Message
with some attributes elided.

-MNEMONIC | 0.."

Mnemonic

-n.NAME : String
-n.NUM-OF-SAMPLES : U16

-SAMPLE | 0.*

Sample

-m.TIME-STAMP : Time [0..1]
-m.GROUND-RAW : Typed Variable [0..1]

Figure 6-26-3. Message Series Fields

Here, the Telemetry Processed Frame Message contains a series of MNEMONIC items, each one starting with the
'n' notation, so that the full name resolves to "MNEMONIC.n.", such as "MNEMONIC.n.NAME. Note that as

shown in this diagram, each Telemetry Procgé$3ame Messages contains a series of 0 or more MNEMONICS,
making this series optional, and in turn, each MNEMONIC optionally contains a series of SAMPLES.

6.7.46.3.4 _ Tracking Fields

All messages contain tracking fields tlaaé reserved for use by the implementing software and thus any user
supplied data in these fields may be overwritiacking field information will be documented in the specific
Message section where applicable.

6.7.66.3.5 Type

The Field Type is the data typerossplatform compatibility is achieved using the defined field types listed below.
The intention is for the client application to not have to deal with-byt@pping or other number format changes.
Type definitions are based on the Institute of Electrical and Electronics Engineers (IEEE) stafiderdigld

types are based on the 1ISO 8601 standardiss specified otherwise in a given PSM, character encoding in| C2MS

is assumed to be UT& (Unicode Transformation Formaibit). [Commemed [MA29]:  C2MS12126

Following each message diagram, additidnfdrmationis presented for each field the message ithe format ofa
tablethat adds information about the values and any important notes about the field.

Command and Control Message Specification™ (C2MS™) V1.1
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Table 6-8. Field Type Definitions

Field Type Definition Range/Comments
Binary [Blob] | 0 or more of any combination of bytes, ir] Its structure may be dependent upon message tyy
floating points, doubles, time, and stringg message subtype, or application generating the m
Boolean (1) False/true, nolyes [0, 1]
Character . .
Native single ASCII character representg [0, 127]
F32
32bit single precision floating point 32 bits composed of 23 bits for the fraction, 8 bits
Float (3) representation exponent, and 1 sign bit. (See IEEE 754)
F64
64bit double precision (extended) floatin{ 64 bits composed of 52 bits for the fraction, 11 bit
Double (3) representation exponent, and 1 sign bit. (See IEEE 754)
C2MS recommendation is to use the format speci
RFC 4122, which will likely be the required format|
GUID Globally Unique WString that uniquely | future version of C2M8lues of this type must comy
identifiean itenfrom all others with Subject Token String restrictions as GUIDs a
sometimes used in Message Subject Elements. C
treats GUIDs as case sensitive for GUID lookup/ni
Subiect Token Any combinatiorupfercase or lower casg This field type defines fields in the format
ol al phanaméedash) i an| ofsubjectnarsabjecelements.
String .
characters. Must be at least one character in length
116 oo . ) [-215 257 1]
Short (3) 16bit signed integer representation 16 bits.
132 oo . ) [-281, 217 1]
Long (3) 32bit signed integer representation 32 bits
164 . . ) [-263 237 1]
Longlong (2,3) 64bit signed integer representation 64 bits
String 0 or more ASCII characters Also, seS€ubject Token String
Time \Str!ng representation ClSELAE e SeeTables-9 Ordinal Date and Time Field Type De
Universal Time (UTC) [Commemed [MA30]: C2MS12108
u16 16bit unsigned integer representation [0, 207 1]
UShort (3) 9 9 p 16 bits, no sign bit
u32 . . . . [0, 227 1]
ULong (3) 32bit unsigned integer representation 32 bits, no sign bit
ue4 . . . . [0, 241 1]
ULonglong (3) 64bit unsigned integer representation 64 bits, no sign bit
User needs to ascertain the data type of the field |
ing th | .g. with a functiornealfpriabl
DEPRECATED ..\ o0 accessing the value (¢.g. with a functiaheairiabl (. rorvea was1)._ cosim
Varlable rmiciu couiu uc (:llly Udila lpr ypc ||a>. UCTIT U-C}JI':L,CALCU 1 1avol UI. e I ypcu
type, which provides a means of designating the f [Formatted: Font: Bold
associated with the binary Value data.
Typed Variablg Field could represent any data type User needs to ascertairdtia type of the field prior{ [Formaned Table
accessing the value via the structure of the Variah
as describedfn3.5.Typed Variable Structure [ Formatted: Font: (Default) Arial Narrow, 10 pt
[Field Code Changed
Notes [Field Code Changed

o ) ) UL

1. fi Bo o l-&heC2MS defines thealueof the Boolean field to be 0 (zero) orThe descriptionor
meaning of the value can take various forms, such as no/yes, false/true, disabled/enklies!pint-of-
limits, active/static, and so oh.is important to take into account that some programming and scripting
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languages (e.g., Java), schemas, commercial products, and custom software will only interphe¢dfe
a Boolean field to be false/true.

2. Field types larger than 32 bits may not be available ehiBarchitecture platforms.

3. In support of both 3bit and 64bit architecture platforms for various equipment manufacturers, these
ambiguous terms are targeted for future deprecation.

6.3.5.1 _Time Type Value and Format « [Formaned: Heading 4

Thefollowing tabledescribsthe format used to represent time in the Time type. Absolute times in C2MS afe
always assumed to be in Coordinated Universal Time (UTC) unless specifically designated as Spacecraft Time.

Relative times are assumed to be relative to d&@e-of the-commeonly-used-time-formdish-e—A-Ti—me format s

data D n d C2N atake ma are-inely efaran€®a ma ,-.-_

[ Commented [MA32]: C2MS12108

Table 6-9. Ordinal Date and Time Field Type Definition
Field Type Definition Range
Note: This time type can represent either an abso
or relative time.
Time in the form:

[+-1YYYODBh h: mm: ss[ . f f é]
Where:
i+0 -flamd ei | eadi ng signs
times. If the sign is omitted, absolute time is indica
Relative (duration) times are given in the same fo
leading fields may be omitted rather than being s¢
zeros. For example,6@00000:12:21 may be
abbreviated +12:21
Aselulotiec e LHC Dased,
Applications need to convert from the string formg
native system representations.
"YYYY" is the year. 0000 to 9999
"DDD" is the day number of the year3850886 in

) absolute time or as the number of days offset in rq
Time time as 06864. The following examples illustrate t  Commented [MA33]:  C2MS12108

extreme values of DDD for absolute time:

2031001:09.00.00

2031365:12.30.00dnLeapYear) 001 to 365/366 (absolute]
time)
2032366:04.15.00 (Leap Year) or 0364 (relative time)

and relative time:
+0001000:12.00.00 (1 yrs 12 hrs)

+0006864:08.00.00 (364 days, 8 hrs)

"hh" is hours of day on-Ad4 clock. 00 to 23
"mm" is the minutes of hour. 00 to 59

Command and Control Message Specification™ (C2MS™) V1.1
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Field Type Definition Range
"ss" is the seconds of minute. 00 to 60 (allowing for lea
seconds)

"ff é" Hen fractiorel sécansise Fractional
seconds are considered optional. If present, the n| 0 to 999999
digits can vary in length from 1 to 6.

ISTARTTIME and STOPIMECouplets

In some C2MS Request Messages, there are STARIE and STOPTIME fields present. In these cases,
specifying a STARTTIME with no STOPTIME has the meaning of beginning from STARTME with no end.
Specifying a STOHIME with no STARTTIME indicates startig 'now' and going to STOGPIME. The requestor
could specify the START and STOP times in the watyswn in the following tableAt least one of thetart and

stop times mst be absoluteSpecifying two relative times is not allowed in C2MS. [Commented [MA34]:  C2MS12108
Table 8-10. Examples of Start and Stop Times
Start Time Stop Time Example Description
Absolute Absolute START: 201¥2314:30:00 Boundaries of the Start and Stop
- I STOP: 201¥2314:30:10 have been exactly specified.
Absolute Relative (duratio START: 201¥2314:30:00 Time window has an absolute sti
STOP: +10:00 time and extends for 10 minutes,
P Time window will end at a specifi
Relative (duratig Absolute START:10:00 stop time and start 10 minutes pl

STOP: 201¥2314:30:00

that.

Unless there has been some
previously established baseline f|
Relative Relative Not Applicable upon which to offset the duration|
times (such as
combination is ambiguous.

6.3.5.2  Typed Variable Structure <« [ Formatted: Heading4

The Typed Variable structure contains a binary value along with a Type Discriminator to designate how the value
should be treated at runtime. This allows messages to have a field that is of type Typed Variable, without knowing
what types of data might beldl in the field, such as SPACECRARAW.

A TYPE-DISRIMINATOR of "Custom" allowsuse ofa type that is not in the predefined list.

The following figure shows a UML object diagram of the Typed Variable structure.

[ Formatted: Keepwith next
Typed Variable /

-CONTENT-VERSION : F32 = 2026.0 /
-VALUE : Binary “«
-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, 116, 132, 164, String, U16, U32, U64, Custom}
-CUSTOM-TYPE-DISCRIMINATOR : String [0..1]

Eigure 6-3. Variable Type Diagram

The following table describes the structure of the Typed Variable.
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Table -6-1012. Typed Variable Field Structure

Field Name Type Presence Value Description
CONTENT Version Number for this type cor|
VERSION = B il description
: This field holds the value dontair|
DATA/ALUF — B this Typed Variable in bindry for|
Value Description
116 16bit signed integer
representation
132 32bit signec_l integer
- representation
64bit signed integer
164 ;
representation
Ui 16bit unsigr_led integer
- representation
32 32bit unsigr_led integer
- representation - - - )
TYPE String 64bit unsigned integer .I‘ndlcates"(as in string text,|e.g.:
DISCRIMINATQ (Enumeration B ol representation Boolean_ Jhe type ofthe PATA
— - VALUE field.
F32 32-b|‘t smgl_e precision | T
— floating poirgpresentatio
64bit double precision
F64 (extended) floating point]
representation
String | 0 or more ASCII charact]
Characte Native single ASCII_
= | characterepresentation
Boolean | Falseltrue, nolyes
Custom See note following this
— |table
Indicates the type of the DIATA
CUSTOMYPE Strin D VALUE field. Required when-TY
DISCRIMINAT( =ing = DISCRIMINATOR is set td Cust
otherwise not used.
Using "Custom" for the TYPIEDESCRIMINATOR, above, provides a way to designate a type (via CUSTOM
TYPE-DISCRIMINATOR) that is not in the enumerated list of TYABESCRIMINTOR values. In doing so,
however both the producer and consumer of this message must be able to agree to the meaning of the cystom type.
In order to avoid the proliferation of nestandard types, C2MS encourages limiting the use of CUSTORE-
DESCRIMINATOR only to cases where it is mmissible to use one of the alregutpvided TYPE
DESCRMATOR values.
6,3,6 Value
ISemeValues for most fields can be any value that conforms to the field type. However, some may need td be a
specific value to be C2MS compliant (Constants) and some may be a value in an enumerated set (Enumeration),
o in = - o — = hevalud of the
m v i ext
section [ commented (A3s:  coms1®
Command and Control Message Specification™ (C2MS™) V1.1
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6.3.6.1 Constraints « [ Formatted:

Heading 4 ]

Some fields throughout this document are indicated to be constants, shown as "String (Constant)" or "F32
(Constant)". In these cases, the type of the field is as shown (String, F32) but these fields are constrained to a
specified unchangeable value. Forewle, the value of the SPECIFICATION field is always "C2MS".

6.3.6.2 Enumerations « [ Formatted:

Heading 4 ]

Some fields throughout this document are indicated to be enumerations, shown as "String (Enumeration)”, "U16
(Enumeration)”, etc. In these cases, the type of the field is as shown (String, U16, etc.) but these fields are
constrained to a discreet set ofpible values and only the enumerated values are allowed. The discreet set is
specified in this document as a table listing such as REQ, RESP, and MSG or in the form {REQ, RESP, MSG},

meaning that the only possible values are "REQ", "RESP", or "MSG" dbfitHd in this example. [cOmmemed [MA36]: C2MS1210 ]

6.7.76.3.7 STREAM-MODE Usage Caution

Several messages in this specification support a STREADDE field that is used to indicate whether the message
is to be interpreted as a Reahe (RT), Replay (RPY), Simulated (SIM) or Test (TEST) message.

The use of STREAMMODE for anything other than Retime (RT) may be appropriate for smatiale or
experimental satelliteperations buis strongly discouraged in a large formal enterprise.

It is recommended to use environmental separation for performing replay, test, and simulation and to avoid flowing
replay,test,or simulation messages in the operational enterprise, where they might be misinterpreted by message
recipients as reakorld.

It is further recommended to enforce Réale (RT) as the only valid STREAMIODE value in such enterprises
through enterprise logic.

Finally, note that when using environmental separation to perform, for example, simulation, it is preferred to mark

all messages that flow in the simulation environment as-fRaal (RT). In an enterprise simulation environment,

marking messages with a SERM-MODE of Simulation (SIM) likely will not exercise the system in exactly the

same way as the operational system due to differences in message subject element values and probable differences
in message handling.

6.3.8 Hierarchical Product Names 8 Type, Subtype , and Subcategories

The fields PROBTYPE, PRODSUBTYPE, NUM-OFPRODSUBTYPESUBCATEGORIES and PROD
SUBTYPESUBCATEGORY.n.NAME in conjunction with Table-& illustrates how to form hierarchical
namesi/types for products withetbedisparate fields.

For examplereferencing row in Table £ Flight Dynamics FD OrbifORBIT), Instrument(INST), andHigh
Gain Antenna Predictio$1GAP) would create field definitions as follows:

PRODNAME=OurProduct - ( Formatted:

Font: (Default) Courier New

PROBTYPE=FD

PROD SUBTYPE=ORBIT ( Formatted:

L J

Indent: Left: 0.5", SpaceAfter: 0 pt

NUM OF PROD SUBTYPE SUBCATEGORIES=2
PROD SUBTYPE SUBCATEGORY.1.NAME =INST
PRODB SUBTYPE SUBCATEGORY.2.NAME =HGAP

Note that the PROISUBTYPESUBCATEGORY.n.NAME field is referred to as a PREIWBTYPE in the

heading of Table A2 Commented [MA37]:  C2MS1239, but at edit time, adjusted
the title of the new section to from the Jira Issue to make it mor

readable.
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6.86.4 C2MS Messages: Their Characteristics and Interactions

6.4.1 hdentifyinq C2MS Message Type « [ Formatted: Heading 3

The type, structure, and contents of C2MS Messages in transit are uniquely identified by the values held |n the [Formaned; Font: 10 pt

following message fields:

Message Header.SPECIFICATION

Formatted: List Paragraph, Bulleted + Level: 1 + Aligned at:
0.25" + Indent at: 0.5"

EXTSPECIFICATION2MS Extension Messages only (Seetion9.1 C2MS Extension Messaiyr
Message Header. MESSAGEPE

e e N

Formatted: Font: 10 pt

1_CONTENYERSION

Message Header.MESSASIEBTYPE [

Formatted: Caption Table

For example, the Command Response Message as defined in the 2026 version of that message, with all jts s’trucl[ Formatted Table

and contents, and only that message/version, has all of the values shown in the tab(l dteldhat EXF [Formaned: Font: Arial Narrow, 10 pt
SPECIFICATION is not present, because Command Response Message is not a C2MS Extension Message); [F PS—— : o0t
ormatted: ont: Arial Narrow, P
o i [ Formatted: Font: Arial Narrow, 10 pt
Table 6-11. Message Identifying Field Values for Command Response Message « [F ted: Font Arial N 1001
ormatted: ont: Arial Narrow, p
Field Name Value « { Formatted: Font: Arial Narrow, 10 pt
Message Header.SPECIFICATION C2MS { Formatted: Font: Arial Narrow, 10 pt
essage Header. MESSABEE ESP -

MJt\e/lssaqequader MESSSGBTYPE RCW) { Formateq: _Font: Aria Narrow, 10 p
CONTENVYERSION 2026.0 [ Formatted: Font: Arial Narrow, 10 pt

[ Commented [MA39]: C2MS12118

[Meanwhile, theOMG Generic Service Request Message as defined in the 2026 version of that message, With all it{ Formatted: Font: 10 pt

structure and contents, and only that message/version, has all of the values shown in the table below (In
EXT-SPECIFICATION is present, becaube OMGGeneric Service Request Message is a C2MS Extensiol

his cas
T Formatted: Font: 10 pt

Message): [ Formatted: Font: 10 pt

A

Commented [MA38]: C2MS12177

Table 6-12. Message Identifying Field Values for the OMG Generic Service Request Message Formatted: Font: 10 pt

Field Name Value | Formatted: Font: Arial Narrow, 10 pt

Message Header.SPECIFICATION C2MSEXT Formatted: Font: Arial Narrow, 10 pt

EXFSPECIFICATION OMG Formatted: Font: Arial Narrow, 10 pt

Message Header.MESSABEE RESP
Message Header. MESSSGBTYPE CMD

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt

CONTENVERSION 2026.0

Formatted: Font: Arial Narrow, 10 pt

Formatted: Font: Arial Narrow, 10 pt

6.816.4.2 |C2MS Message Type Overview

Formatted: Font: Arial Narrow, 10 pt

Three types or classes of messages have been defined witliaNt® The type of the message identifies the kind Formatted: Font: 10 pt

of communication for which the actual message is being 0$etlthree types of messages asdollows
Formatted: Normal

C2MS Notification Message(MSG)-e+-generic-message Commented [MA40]:  C2MS12177

Formatted: Font: Bold

1
T C2MS RequestReguest(REQ) message
1

C2MS ResponsgRESP)-message Formatted: Font: Bold

(
(
(
(
(
(
(
1
N O [ Formatted: Font: Arial Narrow, 10 pt
(
(
(
(
(
(
(
(

Formatted: Font: Bold

o U 0 U 0 C JC JU U 0 U U U JC 0 U U U U
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TheCZMS Request Messaqs used to request a specmc action or |nformat|0n from a s@meauy—thegeneﬁc [Formaned; Font: Bold ]

Formatted: Font: Bold ]
e TheC2MS Notification Messages sent out without a required or expected response (though it may<cause [ Formatted: Font: Bold ]
an action when received). Additionally, notification messages may be generated at any time or may be generated[ Formatted:  No bullets or numbering ]

when requested. Examples of the former case include telemetry mesgaighsare distributed as notification
messages as data arrives from the satellite. The latter case is illustrated in the Mnemonic Value Request Message,
followed by a Mnemonic Value Response Message and a flow of Mnemonic Value Data Messages.

In the C2MS Subject-NamBubjectDefinition (seeSection6.2.4C2MS MessageSubjectStandaré-2.3C2MS
Subject-Naméstandar), the type of messag®SG, REQ, andRESP) is specified in thd@'ype element.

Thesethree fundamental2MS Mmessage types can be used in various combinations with one another tawereate
infinite-numbenumerouof message exchange patterimsturn, thesenessage exchangatterns can be used in the
description of the interfaces for any number of serviédsasic set o€2MSMessage Exchange Patterns (MEPS) is
describedn Section7 PIM i Message Exchange Patterns

Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all
have in common are illustrated in Sect®i@.2C2MS Message Types

In the C2MS Message type discussion that immediately follows, the t®E@, RESP, andMSG or the
corresponding "request”, "response” or "notification messaijebe used in reference to the type of message.

te;ms—message—reqaes&—and—mspeﬂse—m;ﬂ#@#eﬁe—ae&u%messages
6.8.26.4.3 C2MS-MSG Message Type Details

6.4.3.1_[C2MS MSG Message Type | <[ commented [MA41]:  Cams12177 )
The MSG messagénotification messagdype isthe-basic-message-typesed to convey any kind of information [Formatted: Heading 4 ]

from a componenfThis information can be normative or criticliican be used by itself or in combination with the
other message types of REQ and RB&Ren used by itself as a single message it is commonly sent for
informational purposeg$lotification messages are sent to no specificsumer buare distributed to any component
listening for that type of message.

All notification messages (MSG type) use the component name of the sender for Miscellaneous Element "ME1" in
the message subject (sBection6.2.4.9Miscellaneous Elementf the C2MS MessageSubjec).

Example®erhaps-the-two-most-commen-uebthe MSG typeareincludethe C2MSLog Mmessagethe-and-the
Componente-CompenentTransfer{C2C K eartbeaMmessageand telemetry frame messag€he Log
Mmessage is primarily informationat.is typically published-/-sesentout by all components with no further
regard or accounting by the sendether components wMtatch for and receive theﬂdasenbe%ethmg
Mmessages; some without regard to their soutee: thne

exists between thpublishers-and subseribers.

Likewise, thec2CX-HeartbeatVimessage isumpedsentout periodically with no regard for its destinatien
subseriberOther components willvatch for and receisibseribe-tothe Heartbeat/lmessages and use them to
monitor the active status of tkending comgonemsblﬁhe#s%s with many notlflcatlon messa@q there is no
request made for theeartbeat Messageessages,he-¢ age-e A : and
no interest on the part of the sender to receive a response or feedback. Commented [MA42]:  C2MS12167- because of this effort, we
soften this sentence to remove concept of how components are
linked, and take the opportunity to make the sentence more clei
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A final example of the uncoupled use of the MSG message type is as a stream of data messages, most typically for a
telemetry data strearin this circumstance, one message follows another in a continuous stream of MSG messages.
The stream of MSG messages can be solicited or unsoligiteeixample of unsolicited MSG messages is a real

time telemetry data provider that automaticallyplishessends ou€CSDS formatted frames or packets onto the

network upon receiving them from‘mnt endprowder B e I
? elemetry data.

When the MSGnotification messagdype is used in conjunction with the other message types of REQ and |RESP,
it will either precede (instigate)raquest/respondRegquest/Responsaessage exchange, or follow the exchange

such as:

1 MSGREQRESP
1 REQRESRMSG

When a notification message follows a request/response as part of the Request/Response/Notify Messa

e Exchange

Pattern, it may contain the REQUESD of the original request message for correlation purposes. However,
message is available to any intéegscomponents which may or may not filter messages by that REQUE ST
other words, REQUESTD in a notification message provides an optional, not required, correlation/filtering

capability.

The details of these &sage Exchand®atterrs are discussed in later sections.

6.8.2.16.4.3.2 _|C2MS REQ Message Type -Details]

the

C2mS1277

The REQ message typetigically-used to make a request of another comporiére.request could be for data,
product, service, or to take some actidhe request may or may not require a respdhseexample, one

component may request another component take some action and does not needrtorigatelyif the action
was successful or not, as it may not care or it may discover the result by otheyonéamsy take a considerab
amount of time for the action to be completed.

All request messages (REQ type) use the component name of the destination component (the service cq
expected to respond) for Miscellaneous Element "ME1" in the message subjed¢¢tent.2.4.9Miscellaneous
Elementf the C2MS MessageSubjec). Except for the deprecated Simple Service Request Message, ME1
optional for all C2MS Request Messages. When ME1 (destination component) is not specified in the requ
message subject, the meaning is that the request is made to no specific comganémtibio any service

component configured to receive the request message and process it. Therefore, leaving ME1 unspecifie
request message results in requesting a service without first knowing the component name of a service p

Additionally, as shown in the table below, all request messages include a REQDHSIH, used to identify the|
request message uniguely. The value in this field is used to correlate response messages with the origing

Table 6-13. Reqguest Message Common Fields

[ Commented [MA43]:

le

mponent

is
est

fina
ovider.

| request.

“ [ Formatted: Caption Table

Field Name Type Presence Value Description o ( Formatted  Table
REQUESID GUID R ID to identify the request message.

iye

s language
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£.8226.4.3.3 C2MS RESP Message Type Details] ( commented [MA44]:

C2MS12119, C2MS1277, C2MS1204 ]

The RESP message type is used in response to a REQ messafiésy@er used in the initiation of a message
exchange, only in respondeor example, when sending a Directive Respdriseessage, the TYPE and SUBTYPE
elements of theubjectrameubjeciwill be RESP and DIR, respectively.

All response messages (RESP type) use the component name of the destination component (the component that
made the initial request and to which the response is directed) for Miscellaneous Element "ME1" in the message
subject (se&ection6.2.4.9Mliscellaneous Elements the C2MS MessageSubjec)

Additionally, all response messages include a REQUHSfield, used to identify the original request message
resulting in this response.

Within all response messages isea of common fields to correlate the response with the original request and to
conveyf-Re-sp-o-n-se—Status-o--statuslinformationelated toe¢he tequesirespomsetiseaeguest.
Depending on the status code (in the RESPOISSETUS field)within-the-structurethe response message can

take on a number of different meaningsrther information on the status of the request can be found in the optional
RETURN-VALUE field-of-the-structurBeld. These common fieldShis-structureand the possible status codes are
shown inthefollowing table

L e e i e e
STFRUCTFURERaspony - [ Formatted Table
Statds
Value Description
1 Acknowledgement
: -
RESPONSE § YYORdAg ;eep“""tfon . .
STATUS E&.;ssss B hiiE R o e e el gt ks
4 Fatled-Completion
5 Feeedidbennes]
6 Final Message
COMPLETED e ——————
RETURN RMWMMEC
ALUE te&rewée#uneﬂe&eaﬂ—statm%ed&m%&ease qd
completion
Table 6-14. Response Message Common Fields
Field Name Type Presence Value Description - [ Eormatted Table
The ID of the request message tha;
resulted in this response message.
REQUESID GUID R fieldoébs value is
REQUESID in the associated REQ)
message.
Value Description
1 Acknowledgemen
& BT R i Identifies the status of the request
116 3 SULGSS.M message that was processed. The
RESPONSETATUS — R = Completion — :
(Enumeration 7 Eallecompletion of 6-F|na] Messaqg |s_deprecate(_j
= - the description earlier in this sectio
5 Invalid Request
DEPRECATED
6 -
= Final Message
FINALRESPONSE Boolean o When True, indicates the last mesg
in the response sequence. The def|
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value for this field is specified|indivi
in each response message type.

Time application completed pfoces|
the requedt UTEWhile always [Commemed [MA45]:  C2MS12.08

optional, this field only applies if-F
RESPONSE True.

(@]

TIMECOMPLETED Time

[ Formatted Table

(D G

Return value or status basedfon th [Commemed [MA46]:  C2MS1204
RESPONSETATUS. May be lised
provide additional respcddéngd
information such as an error ¢ode (
other clarifying numeric data felate
the completion of the request

RETURNALUE

N
(@]

The use of "6=Final Message" in RESPONSEATUS is deprecated beginning in C2MS 1.2. Instehd, a FINAL
RESPONSHBoolean field is now a part of all response messages to better indicate the completion state. This allm{ Commented [MA47]:  C2MS1204 ]
any RESPONSESTATUS, such as "3=Successful Completion" for example, to be the final message in the|sequence
with no need to send a follean messagwith "6=Final Message". This change also removes a major ambigpity

when a responder sends a RESPOMSKRTUS of "1=Acknowledgment". Prior to C2MS 1.2 it was impossible for

a requestor to know if the responder intends to keep working or end further responses

The|FINAL-RESPONSHoolean, introduced in C2MS 1.2, is optional in response messages to avoid a bafkward [Commented [MA48]:  C2MS1204 ]
breaking change. Although the field is technically optional, it is assumed that when service providers update to
C2MS 1.2 and remove the use of the "6=Final Message' PREISSESTATUS, that they will mark the last

response message in any message exchange pattern via-RIE®RONSEThe default value for FINAL [Commented [MA49]:  C2MS12119, C2MS1+277 ]
RESPONSHtrue or false) is specified individually in each response message type. Commented [MASORAS): _ The textis being shifted to after th
table for readability reasons.

Depending on the type of messages and the sédaizethe responder is providing, there may be a need for more
than one’Response message to be returned toghaestorFor specific response message types where only ¢gne
response message is allowed to be returned by definition, that response message type will support a redjiced set of
possible values for RESPONSEATUS as "2=Working / Keep Alive" and the deprecated "6=Rifessage” will
have no meaning and "1=Acknowledgment" may not be used. Indiviesabdnse messages describe which values
they support within the defined RESPONSEATUS values.

( commented (A1 Cams1204 )

For example, the responder may initially retuniRasponse message with a RESPONSRTUS of

i Wor ki ng/ Kehisstatusihdicates the message has been recendthathe request is still active or
being processeblutis not yet completeThe responder mayeriodically return this same status until the processing
has been completed.

AtthispointaRe sponse message is returned with a status of either fASuccessful o or
STATUS field.Thus, a series oResponse messages may be returned to the requestbrreturn status is
explained in greater detail beloDue to theuncertain amountf time required to process requests, there is no
defined interval between th&equest and (multipleResponse messagé&iscussion of each status code follows.

Commented [MA52]:  While working on C2MS1P19, | made
these bolded subsection keywords conform in font and size to t
these are used in the rest of the document (as an editorial upda

|Acknowledgement |

1 Meaning- The Request Message was receiladlaction has yet been taken on the Request Message.

[ Formatted: Font: (Default) Arial, 11 pt ]
[ Formatted: Font: (Default) Arial, 11 pt ]

1 Sequencing This could be the first of a series of Respomsssages dye the one and only final message
in the case where theessage exchange pattern is RegAektiowledgementACK). Only 1 ACK status
would normally be returned.
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Working/Keep Alive [ Formatted: Font: (Default) Arial, 11 pt

1 Meaning- The request has been received and is actively being processed.

1 Sequencing This status could initially be returned or coblel the secondpllowing an ACK statusThis
status could be returned a multiple number of tintteshould not be the last response messagened.

Successful Completion [Formatted: Font: (Default) Arial, 11 pt

1 Meaning- The request was valid and has bpevcessedh a successful manner.

1 Sequencing This status could be initially returned, or it could follow either of the two statuses dbove.
will also be the last status returnéfdnitially returned, the responder was able to complete the request in a
timely manner and immediately return a respoitsether cases, the responder requiréehgthiertime
period to complete the request.

JFailed Completion [Formatted: Font: (Default) Arial, 11 pt

1 Meaning- The requesivas valid, processing was initiated, but the responder was unable for any number of
reasongo fully and successfully complete the request.

1 Sequencing This status could initially be returned (th&dnd only statusor couldfollow an ACK or
Working/Keep Alive statudt will not follow a Successful statult.will be the last status returned.

JInvalid Request [ Formatted: Font: (Default) Arial, 11 pt

1 Meaning- The request message was unable to be fully interpreted for proc&dsimgcould be missing
parametersinconsistencies, or incorrect values.

1 Sequencing This status could be the first and only one returitezbuld also follow an ACKIt will be
thelast status returned.

(DEPRECATED),Final Message [ Commented [MA53]:  C2MS12119

1 Meaning- This is the last and final message in a series of messHgestatus code has been included to

[ Formatted: Font: (Default) Arial, 11 pt

providean unmistakable indication that this is indeed the final message in a series. Formatted:

Font: (Default) Arial, 11 pt

1 Sequencing This status will never be the first one returned and will always follmviousResponse
messages, either a series of data value messages, or other Response messages.

A summary of hesequencin@f the statuses is shovimthe following table

Table 6-1511. Sequence of Response Status

Sequence
Status Code Initial Status | Intermediate Status  Final Status « [ Formatted Table
1 Acknowledge Yes No Yes
2 Worklr_]g/Keep Yes Yes No
Alive
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Sequence
Status Code Initial Status | Intermediate Status Final Status
Successful
3 Completion Yes No Yes
Failed
& Completion s P L
5 trvalid-Reguest Yes No Yes
Invalid
56 RequesEinal YedNo NaNe Yestes
Message

6.5 [Tailoring C2MS Messages

The complete set of C2MS Messages may be tailored to meet the needs of a particular mission or domainby 1) [ Formatted:

augmenting existing messages through the addition of custom fields and/or 2) creating extension messag

-« [ Formatted Table

Body Text

es. C2MS

defines a standardized approach fus tailoring as described in this section. This is done to promote the usqg
C2MS as a standard message set and yet allow mission or domain specific customizations, so long as th

of
ey adhere to

the C2MSdefined mechanisms for these additions. Adding fieldsew message types following the defined
mechanisms is considered C2M8mpliant.

6.5.1 C2MS Message Augmentation

Message augmentation in this context means adding custom information to an existingl€fiti8 message (d
extension message) via the Custbialds attribute of that message. This provides a mechanism for a knowr]
message to carry additional informatidmeeaning to a producer/consumer, without changing its type. Mess
augmentation preserves the ability for other components in the environment, not aware of the additional g
fields, to receie and process the message in their normal manner becausgéhmessage has not been modi
See SectioB.2.3C2MS Messagdugmentatiorthrough Custom Fields

Age
ustom
ied.

6.5.2 Adding C2MS Extension Messages

Custom C2MS Extension Messages may be created when a particular capability is needed beyond what

[ Formatted:

Font: 10 pt

defined in C2MS, but following standard C2MS Message structure, attributes and uses. See 9.1 Extendin
Messages.

6.5.3 Submitting Custom Fields and Extension Messages to OMG for Possible
Inclusion

Custom fields applied to existing C2MS Message or custom C2MS Extension Messages may be of use td
broader community. If desired, these additions may be submitted to OMG for consideration for possible fU
inclusion in core C2MS messages. To do théate an issue against the current version of C2MS by navigati

s alread Formatted:

Font: 10 pt

b C2MS

the
ture
hg to

https://www.omg.org/spec/C2M®hd using the option to report an isfue.
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7 PIMT Message Exchange Patterns

C2MS message exchange pattetaine common interactions and activities associated wéhticrg and using
C2MS message3hefollowing figure shows a UML use case diagramtieése message exchange patterns.

.

'/anunsllAC Kllnturim\

N

Request Data Stream

Figure 7-17-1. C2MS Message Exchange Patterns Diagram

Actors

Requestori The componeniitiating the exchange of messages.

Responderi The component responding to the initial message from the requestor.
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Message Exchange Patte8equence Diagrams

Section6 described some specific ways in which the three C2MS message types of REQ, RESP, and MSG can be
used.In fact, these three message typasbe combined to create an endless number of message exchange patterns
(MEPs).Fortunately, a limited number of MEPs can be identified to satisfy practically all interaction requirements
of software applications iolving service consumers and providers.

Each MEP is detailed in its own section that includes a descrigtissage, and a sequence diagram depicting the
interactions.

Table7-1, Table7-2, Table7-3, andTable7-4 belowshow the currently define@2MS message exchange pattern
For thelegend for these tableseeTable7-5.
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[The following tabledescribes theublishNotify message exchange patteime-simplestForlegend seeTable7-5below No t e

to the suksections that follow. For examplepblishNotify (#1) is described in sectiohl

Table 7-1. C2MS Message Exchange Pattern 1 (Publish-Notify )

t h adlumn coreespantso

MSG Sequence Direction (W

Pattern # Description / Use Initiator) and 2 Examples
Message
Message Types Used
1. Sendbut an Eveatl ogor Heartbeat

message

P&bﬁs&ﬁencbuta single messate . — 2. Send out a flow of Telemetry messe

PublisiNotify 1 no specific recipient;eaeany gl;ts"s e:MSF‘ En:otn‘lcatlon None one at a tinsend-a-Directive-to a

purposawith no follow up required componentforexecution:no-respor

neecessary

The following tabledescribes the currently defined Request / Response Theme message exchangd-patégrersd seeTable7-5 below.

Table 7-2. C2MS Message Exchange Patterns 2 6 (Request / Response Theme)

MSG Sequence Direction (W

Fault

Pattern # Description / Use Initiator) and Examples
Message Types Used Message
1. A component sends a request and r
Request / 5 PublistBenda message and receivg Out: REQ None to know if it was rgcelved.
ACK an acknowledgement In: RESP (ACK) 2. One component pings other compol
to test their responsiveness
For Requests that can be fulfilled y Out: REQ Response Request a product, data, or a service -
Request/ Respons| 3 . . another component and receive the resi
single Response message In: RESP (Status) (Status) .
the single RESP message.
Request/ The requestor requires an Out: REQ Response vTv?tﬁ I':Igzlsﬁgggssr;(r;]sizsgaegﬁe:iigzsgosr:;
ACK/ 4 acknowledgement to the Request, Inf RESP (ACK) (Status) ACK: then the Response message (witf
Response a Response. In: RESP (Status) ) .
appropriate status) will follow.
Request/ For requests that take an extende . A request for a product is responded to
) . Out: REQ an ACK, then any n
ACK/ time, initially provide an ACK to thq Response -
. 5 s In: RESP (ACK) messages as the product is generated,
Interim Status/ Request, then periodic status updg |, . L (Status) . ’ -
) Iné RESP (Workigg) with a final Response message containi
Response and then the final response messg | -
In: RESP (Status) product.
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MSG Sequence Direction (W

Fault

Pattern Description / Use Initiator) and Examples
Message Types Used Message
Request/ Identical to the Request/ ACK /Intg . Arequest for a %rOdUCt 1S refzsporjded i
Interim Status/ Status/Response pattern but with Ogt', REQ - Response |any number o nwoll
ResDonse ACK message Iniré RESP (Workirg) (Status) product is generated, ending with a final
P ge- In: RESP (Status) RESP message containing the product.

The following tabledescribes the currently defined Triad Theme Patterns message exchange pattlrgend seeTable7-5 below.

Table 7-3. C2MS Message Exchange Patterns 77 8 (Triad Theme Patterns)

MSG Sequence Direction (W

Fault

Pattern Description / Use Initiator) and Examples
Message Types Used Message
For requests that either take a lon A request for a product is responded to
TRIAD 1 time, or that require a subsequent| Out:  REQ Response the RESP messagater, when the produc
Request/ Respons message, and no interim status ug In: RESP(Working or Statl (Status) is generated or made available, it is sen
PublisiNotify are require@Combination of In: RESP or MSG a RESP or MSG typke requestor dpes r
Request/Response &ndblishotify. require any interim status messages.
TRIAD 2 Send notification that Requests ca| Provider sends message announcing
- . acceptedlhen accept request(s) fo| Out: MSG Response | availability of prod@tnsumers use the
PublisiNotify . O ; . -
Request/ Respons that produ_ct/sem(@ombmatlon of | In: REQ (Status) Request/Respon;e interaction pattFrn t
PublisiNotifyand Request/Respod\s Out: RESP (Status) reguest and receive the product.

[Commented [MA58]: C2MS12167

[The following tabledescribes the currently definétbquest Data StreaSubseriptiormessage exchange pattefor legend seeTable7-5 below. |
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Commented [MA59]:  C2MS12167 with minor editorial
adjustments for improved clarity.
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Table 7-4. C2MS Message Exchange Pattern 9 (Request Data Stream Subseription—Pattern)

MSG Sequence Direction (Wi

Pattern Description / Use Initiator) and M%lsjlat e Examples
Message Types Used Mvessag

Request Data
StreanSubseription
1 Subserib&equ

estStartData Request to start and Stegseribe-an Utse Request/l;esppnsafau and

! - stopubseribe-

Stream unsubseribe data, products, or | Outln: REQRESP (Status) | oo Z&? S mg:;%%?s suc

1 DataSstream message streang€ombination of | Iné MSGé P S e e :
= ; ; . (Status) values during consaettFhe-stream is

1 RequesStop Regquest/ResponseiblisiNotifyand | Outin: REQ- RESP (Status) - . Later

Data Request/Response.) s IEE T RS '

Date unsubsecribe-to-the-messages.

Streantyasubs

cribe
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For terms and meaninggesTable7-5 below.

Table 7-5. Legend for Table 7-1, Table 7-2, Table 7-3, and Table 7-4

Term Meaning
Wrt With respect to
REQ, RESP, and MY Are message types
iéo Indicates any number of these messages from 0 to n

ACK, Working, Staty

|l

of AACKO i nSTATU®fielRESPONSE
1 RESP (Working): indicates an interim status message in the form of a Response n
status code of fAWOATUSfielddo in the RESP(
1 RESP (Status): indicates a final Response message in the message exchange pai

RESP (ACK): indicates an ACK message in the form of a Response message with

o For successful exchanges, the sta
RESPONSETATUS field.

o For fault messages, the status -co
STATUS field.

7.1

Publish-Notify

DESCRIPTION

Commented [MA60]:  Adjusted the font size of these

The simplest message exchange pattern involves no obvious exchange with theTdensemdesends out a
notificationpublishes-anessagéMSG), and from the perspective of the sender, the exchange is conTiilete.

publishersendethas no more interest |n the message and has no need to follow up on its pfoitpEssomponepnts

may receiv he message and process it accordingp¢aeheir own
s—u-b-s—ereguiremenisshe mechanism for how a component receives a notification message is determi
the choice of PSM, system architecture and design patterns

Most typically, this pattern is seen when a software compagnesishessends oua C2MS Log message using
MSG message typ@he Log message and this exchange pattern provide a simpl@agnaeans of information
distribution.

Also, data streams of telemetry will beblishedsent ouusing the C2MS MSG typégain, the data isent out

unidirectionallypublishedunidirectionalwith receiving componentsubseribersngesting the messages and
processing them aieswe@regrammedj
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subsection keywords to conform with the rest of the document.
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throughout this chapter.

[ Formatted: Font: 11 pt
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SEQUENCE DIAGRAM ( Formatted: Font: 11 pt

Thefollowing figure shows dJML sequence diagram for tireiblishNotify message exchange pattern

[ Commented [MA62]: C2MS12167

Sender Receiver

[
[
1: MSG Message :

Figure 7-27-2. Sequence Diagram of Publish-Notify

7.2 Request/A cknowledgement

DESCRIPTION ( Formatted: Font: 11 pt

J

The Request/ACK message exchange pattern consists-ifiahecRequest message and a returned Response

messageThe RESPONSSSTATUS fi el d of the Response messaigge contains a value of fAAckn
Response message FINARESPONSHield is set to TrueNo further messages will be returned to the sender. [Commemed [MAB3]: C2MS1204
(Commented [MA64]:  C2MS15
USAGE
[ commented (A6s]:  Cams12167
A component sends a Request message and needs to know if it was réteiftether information is necessary. [Formaned' Font: 11 pt

Most likely, the sender of the request will need to take subsequent action if the message was notTheedferk,
the Request/ACK pattern can provide confirmation the message was received when no other information is
necessary.

Anot her possi bl e usage Onescontpaneniinpay meegddo take aral call af membersnineita t s .

group.This could be accomplished with a Request message (e.g., Directive Request) that requires all recipients to
return a Response message with the status of ACK.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiRequest/ACKmessage exchange pattern

Requestor

1: REQ Message

Responder

2: RESP [ACK) Message

Figure 7-37-3. Sequence Diagram of Request/ACK

7.3 Request/ Response

DESCRIPTION

The Request/Response message exchange pattern is a comrfionr@memessage exchangéis MEP takes the
previously described Request/ACK one step furthrethis case the Response message will contain an informative
status code on the results of the requése Sectio$.4.2.2C2MS RESP Message Type Detdds a discussion on
the possible statusdesfor a Response messagée Response message may also contain the resultant data and

information, either within the messagewa referenceThe Response messdge FINRESPONSHield is set to

True. No further messages will be returned to the seMsammry C2MS messagelefinitions are paired in tHe

Request/Response fashion.

USAGE

Components that need to know the results and/or require infornfediora request will use the Request/Response

MEP. Requests can be made for almost anythimguding the following:

Telemetry and Command

Replay Telemetry Request/Response
Mnemonic Value Request/Response
Archive Mnemonic Value Request/Response
Command Request/Response

EECECED]

Product and Services

1 Product Request/Response

Command and Control Message Specification™ (C2MS™) V1.1
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JFunction Specific [Formatted: Font: 11 pt ]

1 Directive Request/Response

SEQUENCE DIAGRAM  Formatted: Font: 11 pt )
Thefollowing figure shows dUML sequence diagram for tiRequest/Responseessage exchange pattern

o

1: REQ Message

2! RESP Message

Figure 7-47-4. Sequence Diagram of Request/Response Message Exchange Pattern

7.4 Request/A cknowledgement /Response

DESCRIPTION ( Formatted: ~ Font: 11 pt )

The Request/ACK/Response message exchange pattern is a combination of the Request/ACK and the

Request/Response MERs.this case, the requestor requires confirmation that the request was reiceizedorm

of a Response message with the RESPOSSEATUS f i el d containing a value of fAAcknowledgemento anc
FINAL -RESPONSHEalue of False. This is followed by one final Response message containing status information
on the results of the request, and most likely information generated from processing the request, as well as having
the FINAL-RESPONSHield is set to True. No further messages will be returned to the skmalestatus [Commemed [MAG8]: C2MS1204 ]
in nati asy of-the regue nd-mostlikeh—in nati i he request.

[ Commented [MA69]: C2MS135 ]

USAGE [Formatted: Font: 11 pt ]

Usageis similar to the Request/Response MEP.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiRequest/ACK/Responseessage exchange pattern

Requestor

1: REQ Message

Responder

2. RESP (ACK) Message

3. RESP (Status) Message

Figure 7-57-5. Sequence Diagram of Request/ACK/Response Message Exchange Pattern

7.5 Request/A cknowledgement /Interim Status/Response

DESCRIPTION

For some requests, an extended period of time may be required to complete the actioddiiéskally, the
requestor may want to be kept abreast of the progress of such a regthéstcase, the Request/ACK/Interim
Status/Response message exchange pattern is approfiniatpattern provides for the following responses:

1 Initial Response message with an Acknowledgement (ACK) status
T Any number of interim Response
1 Afinal Response message with the status of the request and possibly information generated from

processing the request.

messages

wi th

fThe final Response message in the above sequence has theRE@FLONSEﬁeId is set to True. No further

messages will be returned to the sender.

The number and frequency of the interim Response messages are left up to the interacting components to be

determined prior to execution.
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For example, depending on the request and the resources required by the responder, it could take seconds, minutes,
hours, or even days to complete a requEsé requestor may want to be kept informed with periodic Response
messages (with a status of AWorkingo) to be assured that the request has n

Thus, the requestor can be kept informed over an extended period of time that a final response is forthtoening.
interim status Response messages cease, the requestor can determine what subsequent action to take.

AUSAG\E [ Formatted: Font: 11 pt ]

A component mayaguest a telemetry data produdor examplean archived data set or a data pldte provider

of this data product may need to first validaterdguest anthen request the necessary data from another data
provider.This could take the form of another Request/Response MEP with another com@neenthe data set

has been retrieved, the data plot can be generated and finally provided back to the original régthestor.

instance, seconds may transpire while the original request ripples through a system generating other product and
service requests.

A second]ongerdurationexample is a request made for a product that is not yet available and requires ancillary
data thatvill not be available for some time.

For example, a request may be issued featallitecontact schedule, tracking data, an activity plan, or for the set of
available resource3hese products may be generated on a scheduled, periodic basis, after the completion of a pass,
or only after some other product has been generated in the future.

The provider to the original request may store or queue the request to latteth@pon wheather data products

become availablé. n t he meanti me, the responder wil/|l issue a AWorking/ Keep Aliveo st
messageperiodicallyuntil the request can be satisfi¢dsome link in the sequence chain of dependent product

generation is brokeh for examplea necessary product is not forthcominthen afault Response message can be

issued.n either case, whether the request can be sdisii not, a final Response messagelmeissuedand the

requestocan determine appropriate actions.
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SEQUENCE DIAGRAM | ( Formatied:  Font: 11 pt

Thefollowing figure shows dJML sequence diagram for tiRequest/ACK/Interim Status/Responmsessage
exchange pattern

g

1. REQ Message

2: RESP [ACK) Message

3: RESP (Working) Message

Any number of interim status
messages.

4: RESP (Working) Message

5: final RESP (Status) Message

Figure 7-67-6. Sequence Diagram of Request/ACK/Interim Status/Response Message Exchange Pattern |

7.6 Request/Interim Status/Response

DESCRIPTION | [Formatted: Font: 11 pt

The Request/Interim Status/Response message exchange pattern is an abbreviated form of the Request/ACK/Interim
Status/Response MERo ACK Response message is provided in the sequence, only interim status messages and a

final Response messagéie final Response message has M—RESPONSHieId is set to True. No further [Commented [MA72]: C2MS1204

messages will be returned to the sender.

USAGE [Format[ed: Font: 11 pt

Usage is similar to the previous Request/ACK/Interim Status/Response MEP.
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SEQUENCE DIAGRAM ( Formatted: Font: 11 pt

Thefollowing figure shows dJML sequence diagram for tiRequest/Interim Status/Respomsessage exchange
pattern

resonr

]
]
: 1: REQ Message

2: RESP (Working) Message

Any number of interim status
3: RESP (Working) Message messages.

4: final RESP (Status) Message

Figure 7-77-7. Sequence Diagram of Request/Interim Status/Response Message Exchange Pattern

7.7 Request/Response/ Publish-Notify

DESCRIPTION ( Formatted: Font: 11 pt

Themessage exchange pattern of Request/ResparsethNotify will typically be used where requests could take
a long time tdulfill or require a subsequent message after the Request/Response inteFhetjasiso do not

require any interim status messagdse Request/ResponseiblishNotify MEP can be thought of as a combination
of the Request/Response dnagblishNotify MEPSs.

In this message exchange pattern, a Request message is followed by a single Response message, with status and a

FINAL -RESPONSFvalue of True, meaning that no additional Response messages will be sent, and thereafter zer( Commented [MA73]:  C2MS1204

or more notification messages are sent containing the results of the reques]t, if any.

[ Commented [MA74]: C2MS15

TheRequest/ResponseiblishNotify MEP will be used where the provider of a service or product can respond
fairly quickly with an indication that the request cansbisfied butannot provide the results within the Response
message itself.

I f the request can be saoti siiWeddfus ithirtheRespoose meéssage,the A Successful o
requestor knows a subsequent message will folldve. subsequent message will contain information about the
results of the request.

The subsequent message could be a Log message, one of the aforementioned data messages, a Prodoict message
another Response messdlget is better suited to contain the requested informaliiosome cases, only one
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subsequent message will folloim. other cases, a stream of messd&ESP or MSG)nay be required to complete
the data request.

Note that this MEP differs frorthe Request Data StreamsubseriptiotMEP. The Request Data StreAm
subseriptionMEP remainopen,andnotificationmessages will bpublishedsentbetween the request to start and

the request to stop the streamtil-the-subseription-is-cancellelihe Request/ResponsaiblishNotify MEP is a one
time request for information, data, service, or product that may take one or more messages to fulfill.

USAGE | [Formatted: Font: 11 pt

A user requests a data product from a product provides.provider is able to satisfy thequestand this is
conveyed through the Product Request/Product Response intersi¢tien.the requested product is generated or
available, it will bepublishedsent ouwith the Product Message.

A set of historical mnemonic values is requested from a data provider. The Archive Mnemonic Value Request
message allows a number of delivery options, including the option to receive archived mnemonic data as a stream of
messageslhe subseriberequestomay prefer taeceive,and process archived data in the same manner afsrrbal

data, i.e.as a stream of messages.

SEQUENCE DIAGRAM l ( Formatied: ~ Font: 11 pt
Thefollowing figure shows dUML sequence diagram for tiRequest/ResponseiblishNotify message exchange
pattern

g

1: REQl Message

2: RESF Message Amy amount of time

3 MSG or RESP Message

Any number of messages to
satisfy the request

Figure 7-87-8. Sequence Diagram of Triad 1: Request/Response/ Publish—Notify Message Exchange Pattern ] | [Commented [MA75]: C2MS12167
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7.8 Publish-Notify /Request/Response

DESCRIPTION [Formatted: Font: 11 pt

ThePublisiNotify/Request/Response message exchange pattern is a combinatimbtsaNotify MEP and a
Request/Response MEPhe initial PublishNotify MEP of a MSG(notification messagepressagaill instigate a
follow up Request/Response interactidhis PublisiNotify/RequestRespons&EP will typically be initiated by a
service or product provideFhe data or product provider williblishsend ouan MSG (notification message)
messagdo notify interestedsubseribersomponentshat a productserviceor data is now availabl&ubseribers
These receivingamponent®-the-MSG-messagan then request and receive the product through the

Request/Response interactlon. [Commemed [MA76]: C2MS1267

USAGE [Formatted: Font: 11 pt

A network/antenna provider needing to modify a contact schedule for deconfliction or reallocation of resources
sends out an updated Contact Reservation Data Message. A T&C component receives this message, but finding that
it does not meet the requiremenfshe contact, sends a request to modify or delete the contact reservation: This in

turn results ina response from the network/antenna pro%e@hed%predﬁe&predﬁee#hasws&eemple{ed the

A second scenario could involve a mnemonic data providehis example, the data provider has just completed

Aiscrubbingo the data ( mer géendspypubigslesmnofificatidninesspge toaghatd correcting) and
effect. Users interested in clean data can then initiate the Request/Response interaction for the scrubbed archived

mnemonic data.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tietblisi\otify/Request/Response message exch

pattern

1: MSG Message

- Receives notification
- Requests product or service

2: REQ Message

3: RESP Message

Receives product
L

Figure 7-97-9. Sequence Diagram of Triad 2:

ﬁutiﬁcation of availability

- Receives product request
- Provides product or service

[Formatted: Font: 11 pt
nge

Publish-Notify /Request/Response Message Exchange Pattern ] |
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7.9 |Request Data Stream Subseription—

DESCRIPTION [Formatted: Font: 11 pt

TheReguest Data Streasabseriptiormessage exchange pattern is used to provide a continuous data or product
delivery serviceThe data or product can take the form of one or a series of mesEagstepsfor a

subseriptiothis patterrwill typically be:

Request/Responsé REQ/RESRnmessage parareused to request the data or product that is desired
Publish-Notify - the MSGtype messages are udedthepublisherdata provideto distribute the specified data
Request/Response REQ/RESHnmessage pairareusedto end the stream ehsubseribe-from-thdata

Thestream of data will continsebseription-willremain-activantil thearequest to erebibseribercaneelt There
is no restriction on the timing of the MSG messages, nor onutiberof messagesthis message exchange

patteriFhe-subseriptiocould result in one MS@&essager a set of MSG messagesliditionally, the set of MSG
messages could be periodically repeated.

Thesubseriberequestois free toend the stream of data messages (via reeastpl-the-subseripticat any time;
however, the provider can also terminateghieam of dataubseriptierfor its own reasons.

USAGE [Formatted: Font: 11 pt

A subseribecomponentequests a specific set of reathe mnemonic data values from a data providéee

provider will respond with a Response message indicating success or failure of the Heteestquest was
successful, mnemonic data values willheslishedent ouias notification messageFhe data streansubseription
will remain-openontinueand on the next pass the requestor will again receive the specifigimeahnemonic
data.The datestream will continuesil-continue-to-be-publishefbr each pass until thequest to end the data
streamrequestor-unsubseribes-from-the-ddtae listening componerdgubseribeican request the termination of the

data values at any time.
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SEQUENCE DIAGRAM

Thefollowing figure shows dJML sequence diagram for tiieequest Data Streasabseriptiormessage exchanl;e

Request Start of
Data Stream

Request Stop of
Data Stream

pattern

Figure 7-107-10. Sequence Diagram of Request Data Stream Subscription—Message Exchange Pattern | | |

Command and Control Message Specification™ (C2MS™) V1.1

|
I
I
Il

1: REQ Message

2: RESP Message

3: MSG Message

4: MSG Message

5: MSG Message

6: REQ Message

7: RESP Message

Provides dala:‘productlservic%'

Terminates service

a7
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