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Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membership, not-for-profit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies and academia.

OMG member companies write, adopt, and maintain its specifications following a mature, open process. OMG's
specifications implement the Model Driven Architecture® (MDA®), maximizing ROI through a full-lifecycle approach
to enterprise integration that covers multiple operating systems, programming languages, middleware and networking
infrastructures, and software development environments. OMG’s specifications include: UML® (Unified Modeling
Language™); CORBA® (Common Object Request Broker Architecture); CWM™ (Common Warehouse Metamodel);
and industry-specific standards for dozens of vertical markets.

More information on the OMG is available at https:/www.omg.org/. [ Field Code Changed

OMG Specifications

As noted, OMG specifications address middleware, modeling and vertical domain frameworks. All OMG Formal
Specifications are available from this URL:

https://www.omg.org/spec [ Field Code Changed

All of OMG’s formal specifications may be downloaded without charge from our website. (Products implementing
OMG specifications are available from individual suppliers.) Copies of specifications, available in PostScript and PDF
format, may be obtained from the Specifications Catalog cited above or by contacting the Object Management Group,
Inc. at:

OMG Headquarters
9C Medway Road
PMB 274

Milford, MA 01757
USA

Tel: +1-781-444-0404
Fax: +1-781-444-0320

Email: pubs@omg.org [ Field Code Changed
Certain OMG specifications are also available as ISO standards. Please consult http://www.iso.org [ Field Code Changed

Issue Reporting

The reader is encouraged to report any technical or editing issues/problems with this specification find by completing the
Issue Reporting Form listed on the main web: OMG Specifications, report an issue.
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Introduction to Specification

The objective of this C2MS (Command and Control Message Specification) standard is to establish common_message
format specifications for use in performing satellite command and control in an integrated, flexible, dynamic, and
extensible satellite ground segment environment. Using C2MS allowste-aHew for common data exchange interfaces-and
enablesfor integrating satellite mission ground data system products from multiple vendors and system developers.

The message formats may be of benefit for system-internal interface definitions and for communications between
systems. Using C2MS enables present, ongoing, and future interoperability across satellite ground segment components

systems, missions and domains.

C2MS is built around three basic types of messages: request, response and notification. All C2MS messages belong to
one of these categories, enabling a versatile range of message exchange patterns. While a simple exchange involves a

request followed by a response, more robust interactions are also supported. This document defines the message types.
the complete set of specific messages, and their associated exchange patterns.

C2MS is not a system, service, or deployable component. Although this document defines message structures and
exchange patterns, the implementation details, such as transport mechanisms and message handling, are choices of the
system, enterprise, or mission employing it. Each implementation determines how messages are sent, received, and
utilized within its architecture.

While C2MS is built to be flexible for use in a wide variety of satellite ground systems, some tailoring of its usage may
be needed or useful in any given environment. For example, the policies enacted in a particular domain along with its
domain logic, might require the presence of a field that is defined as optional in C2MS. As an illustration, all C2MS
messages have an optional CLASSIFICATION field within the message header, but a particular domain may mandate
that the field always be present. Such tailoring is expected and encouraged to ensure C2MS aligns with domain-specific
requirements.

Furthermore, tailoring of the messages themselves is a built-in feature of C2MS. As discussed in this document, C2MS
supports augmenting individual messages with additional custom data and creating entirely new, domain-specific
message types, while remaining within the overall C2MS umbrella.
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1 Scope

This document, the Command and Control Message Specification (C2MS), is the definition of the standardized
messages along with interaction patterns for their use for common interfaces found in typical satellite ground data
systems. This promotes platform independence that allows easy plug and play intercommunication among
components. The Platform Independent Model (PIM) simply describes the messages and interactions necessary to
communicate between components.

1}\! tao thaot NTACA 1 d 1 d Dlotf (sl 110 MNMaod I(DCI\/I) £ d-t. GMSEC Tha CAMSEC APDI
develop <} -
£ 1 tad 1. dd fotl digteihatad ey NTA QA ()4l 3 £ - | 1 14, 41
g P o/ g 4
%Mf% [Commented [MA3]: c2ms12-28

2 Conformance

The primary point of conformance is support of the PIM. Conformance to any defined PSM is optional, but if a
defined platform is used, such as eXtensible Markup Language (XML) or JavaScript Object Notation (JSON), the
implementation must conform to the appropriate PSM. In the event that a PSM does not exist for a specific protocol,
implementers are encouraged to define a PSM and submit it for standardization to the OMG.

3 References

3.1 Normative References

The following normative documents contain provisions that, through reference in this text, constitute provisions of
this specification. For dated references, subsequent amendments to, or revisions of, any of these publications do not
apply.

XML Tim Bray, Jean Paoli, C.M. Sperberg-McQueen, and Eve Maler, editors. Extensible Markup Language (XML)

1.0 (Fifth Edition). World Wide Web Consortium, 2008. (See http:/www.w3.org/TR/2008/REC-xmI-20081126.) [ Field Code Changed

ECMA - 404 The JSON Data Interchange Format, 2" Edition / December 2017, ECMA International (See

http://ecma-international.org/publications-and-standards/standards/ecma-404.) [ Field Code Changed

CCSDS - In relation to telemetry data formats, particularly the Consultative Committee for Space Data Systems
(CCSDS) frames and packets and the contents of the C2MS navigation messages, the CCSDS Recommendations

and Reports should be referenced (See http:/www.ccsds.org). For navigation data messages, see the following [ Field Code Changed
specifications (See http://ccsds.org/publications/allpubs): [ Field Code Changed

e  Attitude Data Messages 504.0-B-2
e Orbit Data Messages 502.0-B-3
e Tracking Data Message 503.0.B-2

XTCE - XML Telemetric and Command Exchange (XTCE) - The XML Telemetric and Command Exchange

(XTCE) data specification provides an information model for telemetry and command data. This OMG specification
defines a standard exchange format for telemetry and commanding that will support the exchange of data through all

Command and Control Message Specification™ (C2MS™) V1.1
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phases of the satellite, payload, and ground segment lifecycle: system design, development, test, validation, and
mission operations (see https://www.omg.org/spec/xtce).

3.2 Non-Normative References

3.2.1 NASA GMSEC Documents

Note that NASA has developed a Platform Specific Model (PSM) referred to as GMSEC. The GMSEC API

software, selected components, and documentation are distributed by NASA. Others are free to develop alternative

PSMs.

The following GMSEC documents set forth the NASA GMSEC Architecture and the GMSEC Applications
Programming Interface User’s Guide. Documents for specific GMSEC-compliant software components should be

consulted on an individual basis.

. [GMSEC Architecture Document, Release 3.0.0, February 2018Release2-8-1Febraary 2044
e GMSEC API 5.2 User’s Guide, November 2023|

4 Terms and Definitions

The following table lists terms and descriptions for selected acronyms and abbreviations used in this document.

Table 4-1. Acronyms and Abbreviations

[ Field Code Changed

[Commented [MA4]: c2ms12-28

[Commented [MA5]: c2mS12-109

Term Description [ Formatted Table
ACK Acknowledge or Acknowledgement
ANL Analysis
AOS Acquisition of Signal
API Application Programming Interface
APID CCSDS Application Process Identifier
ARC Archive
AST Assessment
C2CX Component-to-Component Transfer
C2MS Command and Control Message Specification
CCSDS Consultative Committee for Space Data Systems
CFG Configuration
CFG Configuration Control and Management
CNTL Control
COTS Commercial off the shelf
CRYPT Encryption
CvCbU Coded Virtual Channel Data Unit
CVT Current Value Table
DEV Device
EPH Ephemeris (cc ted [MA6]: C2Ms12-8
EY Engineering-Units
EUI Extended Unique Identifier
FEP Front End Processor
GMSEC Goddard Mission Services Evolution Center
GOTS Government off the shelf
GSFC Goddard Space Flight Center
GUI Graphical User Interface
HB Heartbeat
2 Command and Control Message Specification™ (C2MS™) V1.1
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Term Description < ( Formatted Table
D Identifier
IEEE Institute of Electrical and Electronics Engineers
IP Internet Protocol
JSON JavaScript Object Notation
LOS Loss of Signal
LRV Last Received (or recorded) Value
MAC Media Access Control
MAN Maneuver Planning
ME Miscellaneous Element
MEP Message Exchange Pattern
MON Monitor
MSG Message
NAC Navigation and Control
NASA National Aeronautics and Space Administration
oD Orbit Determination
OMG Object Management Group
0S Operating System or Systems
PAGE Paging
PIM Platform Independent Model
PSM Platform Specific Model
PTA Plotting, Trending and Analysis
REQ Request or Required
RESP Response
RPY Replay
RSRC Resource
RT Real-time
RULE Rule-Action
ISATOPS Satellite Operations, specifically the management of the satellite (vehicle) and corresponding satellite contgcts [c°mmented [MA7]: C2ms12-43
SCH Schedule or Scheduling
SCID CCSDS Spacecraft Identifier
SDTF Space Domain Task Force
SIM Simulation or Simulator
SQL Structured Query Language
T&C Telemetry and Command
TDM Time Division Multiplexing or Tracking Data Message
TLM Telemetry
UML Unified Modeling Language
URI Uniform Resource Identifier
uTtc Coordinated Universal Time
UTF-8 Unicode Transformation Format 8-bif [r d [MA8]: C2MS12-126
VCID CCSDS Virtual Channel Identifier
VER Verify
Wrt With respect to
XML eXtensible Markup Language
XTCE XML Telemetric and Command Exchange

The following table describes selected terms used in this document. The descriptions below are summaries for quick
identification. All terms are defined in more detail elsewhere in this Specification.

Command and Control Message Specification™ (C2MS™) V1.1



Table 4-2. Glossary

Term

Description

cams

A Command and Control Message Specification standard to establish common format
specifications to allow for common data exchange interfaces for integrating satellite
mission ground data system products from multiple vendors and system developers.

Message Exchange Pattern

A description of how C2MS messages can be sent between components.

Message Subject

See Subject

Message Type

Three fundamental C2MS message types (message, request, and response) are defined
in C2MS and can be used in various combinations with one another to create an infinite
number of message exchange patterns. In turn, these message exchange patterns can
be used in the description of the interfaces for any number of services.

Miscellaneous Elements

Application programs should be able to define their own set of unique elements of the
message subject aame-in order to create their own unique subject-namesubjects.
Therefore, a C2MS-defined subject-namesubject contains a fixed portion and a variable
portion of miscellaneous elements.

OMG

An open membership, not-for-profit computer industry standards consortium that
produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments.

Subject-Name

Also known as message subject%pmu&ng#eadepa#w—headepg thls constnutes»s

employing C2MS in a system usmq |nd|rect message delivery, as discussed in Section
6.2 Message Subjects (Optional).

Tracking

Tracking, one of the message classes composed of aggregated UML classes, is reserved
for Application Programming Interface usage. Message classes are composed of
aggregated UML classes that show whether the fields are required, optional, tracking, or
dependent.

5 Additional Information
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6 PIM — C2MS Subject Names and Message
Composition

6.1 Overview

The C2MS defines a standard, platform independent model (PIM) for communication among various components.
The C2MS model does not presume or try to define a specific system level architecture. Instead, it defines generic
concepts such as messages and parameters that are relatively simple to implement; this provides system integrators
with common ways to connect heterogeneous suites of space related software. The C2MS PIM consists of message |
classes that define the messages’ contents so that the user can create, send, and receive messages.

Each C2MS defined message is composed of two parts:three-pieces: A-C2MS-Subjeet Name-thatidentifiesa
me&sag%t-hea C2MS Message Header that is common to all messages and a C2MS Message Body Content portion
that is unique for each message. I ub/sub-sy u a £ 4 .

Additionally, C2MS defines an optional C2MS Subject that may be used for message routing information as
described below.

CAS Sebieattiame |

Content

E SIS DS ARS A

Both theFhe Message Header and Message Body Centent-portions are composed rised-of fields. One of the fields in|
betheach message portions is a version number. The version number identifies the iteration of the specific message
portlon HEADER-VERSION for the header, CONTENT-VERSION for the body.-message-definition-and-isshows

6.2 |Message Subjects (Optional)Subject Names

Message subjects can be used to provide optional message routing metadata. In this way, message subjects enable
component decoupling through indirect delivery of messages between components. This can be achieved, for
example, through a Broker Pattern (or similar) or a Publish-Subscribe Pattern within the chosen architecture. C2MS

seeks to enable (rather than prescribe) a variety of architecture and implementation choices, and in this case,
defining the optional message subject, enables the possibility of indirect message delivery.

Being metadata, message subjects are populated from field values present in the corresponding message, but are not|
contained within the message itself.

Command and Control Message Specification™ (C2MS™) V1.1

( Commented [MA10]: C2vs12-167

[ Formatted: Body Text




Note that all fields that are used to populate the message subjects are of type Subject Token String to enforce format
of the subject elements. This is always true, even when not using the optional message subjects in a particular
chosen PSM, architecture or design patterns. This is done to enable interoperability between disparate systems or
domains so that all C2MS messages may be used with subject elements.

6.2.1 Filtering Messages by Subject

Using message subjects in an indirect message delivery environment provides an efficient and flexible means to
filter message traffic.

Filtering may occur at two levels: the message transmission level and the receiving application level. Filtering takes
place at the message transmission level based solely upon the message subject. It is assumed that the transmission
mechanism does not extract information from the message contents - it routes messages based solely on the subject
contents.

Filtering at the receiving application level takes place based upon the message contents.

Applications should be built and subjects defined so as to maximize filtering at the subject level by at the
transmission level. Filtering messages at the receiving application level may be necessary for some applications but

should be minimized to maximize system efficiency.

6.3 The following table suggests some subject elements (in addition to the message type and subtype) that

could be specified for filtering at the transmission level to limit the number of messages that might be sent to any
given application. Not every message or possibility is listed.Subj i [COmmented [MA11]: c2Ms12-167

subseribing-application(s)-efficientflexibility-to-filter messages:

Table 6-1. Sample Subject Filtering Items in Addition to Type and Subtype\ . [Commented [MA12]: C2MS12-167
Message Subiject Filtering ltems
e Mission
o  Constellation
Real-time Log Message s Sateliite i
e SenderPublisher
e Occurrence type
e Severity
Archive Message Retrieval : Eg:ﬁg:?oerr
Request and Response o Response Status (ACK, Working, Success, Failure, Invalid, Final)
Directive Request and e Requestor
Response e Response Status (ACK, Working, Success, Failure)
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Message

Subject Filtering ltems

Telemetry Messages

Mission
Constellation
Satellite
SenderPublisher
Telemetry format
Stream mode
Channel or APID

Replay Telemetry Message

® & o o o o o (06 0 0o 0o o o o

Mission
Constellation
Satellite
PublisherSender
Telemetry format
Stream mode
Channel or APID

Mnemonic Value Data Message,
Request, and Response

Mnemonic
Requestor

Archive Mnemonic Value Data
Message, Request, and
Response

Mission
Constellation
Satellite

Requestor

Product, Product Request, and
Product Response

Mission
Constellation
Satellite
PublisherSender |
Product Type and Subtype

e o o o o

6.6.16.2.2 _ [Characteristics of Subject NamesMessage Subjects| ‘

1.

C2MS messages must be easily distinguishable by subject; short elements are encouraged for fast parsing and
efficient throughput.

In order forthe middleware-to distinguish standard C2MS messages from other routable messages, an indicator|
or element should be present in the message subject-rane. Thus, C2MS standardized messages can be filtered

Most applications will filter messages by subject so a common set of filtering parameters would be beneficial.
But a common set of parameters may not be applicable to all messages’ subject-nasnies. Therefore, applications|
will use the common set of parameters but also be able to expand upon these common filtering parameters with

Examples of the common filtering parameters include: constellation and/or satellite, message type and subtype.
A subjeetnamesubject should contain elements with these common distinguishing characteristics.

2.

and routed apart from other non-C2MS messages.
3.

their own unique filtering parameters.
4.

A means of distinguishing telemetry data streams (or other data/messages streams) is needed at the subjeet
namesubject level so that an application can receive messages from subseribe-to-one or more data/message
streams.

An application may want to subseribe-toreceive-a telemetry from a data stream (or a subset of data streams): |

e  That has not started flowing yet; that has a single telemetry format or a subset of telemetry formats; that is
from a single satellite or a constellation of satellites.:
e  That contains real-time or playback data.;

Command and Control Message Specification™ (C2MS™) V1.1
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e  That is a subset of mnemonics from a single satellite.

A configuration table of active or future (expected) data streams could assign a unique Stream Identifier (ID) to each
data stream that the sender (producpublisher) would then include in the message subject-name-. A receiving
appllcatlon could look up the Stream ID in the tablc and filter on message sub]ccts that includes that umquc IDA

Furthermore, the producublisher of the data may (request to) update the data stream table with the subject by which
the data will be publishedsent. (This could also be used to distinguish a real-time stream from a playback stream.
Applications listening for these notification messages Subseribers-must also determine if they need to stop listening
for these messages unsubseribe-once the data stream has ceased.)

6.6.26.2.3 _Format of C2MS Message Subjects Names|  Commented [MA14]: C2vis12-167

fBased on the characteristics of the C2MS Subjects-Names-and-on-existing-subjeet(topic)-conventions, the following
subjeetnamesubject format rules are used:

Message sSubject-names follow the format of a string of characters separated by the dot (“.”) character. The
character strings separated by the dots are called elements.

e THIS.IS.A.VALID.SUBJECT (This subject has 5 elements)

Only alphanumeric (uppercase or lowercase), underscore (“_”), and dash (“~") characters are valid. No invisible or
control type characters are used. No element is empty; subjects must be at least one character in length. Subjects are

case- sensitive, S0 satl " 1s not cqual to "SATI1" and nc1thcr is cqual to "Satl" - Han-clement-is required-but-not

e THIS.IS.NOT.A.VALID.SUBJECT. (missing element at the end)
e .THIS.IS.NOT.A.VALID.SUBJECT (empty element at beginning)
e THIS.IS..NOT.A.VALID.SUBJECT (empty element in middle)

“ [ Formatted: Indent: Left: 0.5", No bullets or numbering

[ Formatted: Space After: 0 pt, No bullets or numbering

(C2MS and C2MS-EXT subjects areA-C2MS-subjectis distinguished from other subjects by the first element, which
contains the capitalized text “C2MS” or "C2MS-EXT" (no quotes). Otherwise, uppercase or lowercase are valid.

e C2MS.VALID.SUBJECT (valid C2MS subject)

e C2MS-EXT.VALID.SUBJECT (valid C2MS-EXT subject) Formatted: Font: (Default) Courier New

s —C2ms.not.valid.subject (invalid C2MS subject-namesubject, not uppercase "C2MS") Formatted: Font: (Default) Courier New

° -

. . . Formatted: Space After: 0 pt
e (C2MS-ext.not.valid.subject (invalid C2MS-EXT subject, not uppercase "C2MS-EXT")

e C2MS.valid.subject (valid C2MS subject, uppercase and lowercase both Valid)] | Formatted: Font: (Default) Courier New

Commented [MA15]: C2MS12-167

6.2.3.1 Use of Wildcards for Subject Filtering < Formatted: Font: (Default) Courier New

6.6.2.1 Message subject filtering can be configured using various wildcards within the subject filter. Wildcard Formatted: Indent: Left: 0.25"
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characters are not used when sending messages, only when setting up filters. The wildcard rules are as follows: An Formatted: Heading 4
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An asterisk (*) can take the place of exactly one whole element but not a substring of an element. The asterisk

DOES NOT -have to be the right-most character. \ | [Commented [MA16]: C2MS12-118

| [COmmented [MA17]: c2mMS12-167

e THIS.*.VALID (valid wildcard substitution)
e THIS.IS*.NOT.VALID (invalid wildcard substitution)

A greater-than (>) character can appear ONLY as the right-most character of a subject immediately after the element

@ 2

delimiter (.”) and will match any subject with one or more elements to the right.

e THIS.IS.VALID.> (valid wildcard substitution)
e THIS.IS.>.NOT.VALID (invalid wildcard substitution)

A plus (+) character can appear ONLY as the right-most character of a subject immediately after the element

@ 2

delimiter (.”) and will match any subject with zero or more elements to the right.

e THIS.IS.VALID.+ (valid wildcard substitution)
e THIS.IS.+.NOT.VALID (invalid wildcard substitution)

The following examples illustrate the use of the “*”, “>”, and “+” wildcard syntax and the matching semantics.

Table 6-2.  Asterisk, Greater Than, and Plus Sign Wildcard Syntax Examples

Example Comments

THIS.IS.VALID.* | Match the first three elements and any fourth element. Here, subjects with more than 4 elements
will not match.

THIS.IS.VALID.> | Aslong as the first three elements match, will match any subject of any greater length. Subjects of
three elements will not match.

THIS.IS.VALID.+ | Aslong as the first three elements match, will match any subject of any greater or equal length.
Subjects of three elements will match.

Table 6-3. Subject NameSubject Matching Examples

Subject Matching Subjects Non-Matching Subjects Non-Matching Reason
ONE.TWO. * | ONE.TWO.THREE ONE.TWO.THREE.FOUR | Extra element

ONE.TWO.SEVEN ONE.TWO Missing element
ONE.TWO.TWO ONE.TWOTHREE.FOUR | Non-matching second element

ONE.> ONE.TWO TWO.ONE Position mismatch
ONE.TWO.THREE ONE Missing element
ONE.TWO.XYZ.FIVE | ONEZ.TWO Non-matching first element

ONE. + ONE TWO.ONE Position mismatch
ONE.TWO ONEZ.TWO Non-matching first element
ONE.TWO.XYZ.FIVE
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NOTE: As guidance, in order to maximize speed and throughput rates, subjeet-namemessage subjects should be
short and not use an extraordinary number of elements.

e [Though not specifically required. in order to improve human readability, theFhe length of an element
should not exceed 3025 characters, except when it represents a GUID |

e The length of a subject is dependent on the number of elements.

6.2.3.2 |Use of the Reserved Subject Word FILL

The reserved word "FILL" (with no quotes) is used for cases where a message subject element is not specified, but

must be present because of the requirements of the message subject. This can occur for one of the following reasons:

If an element is defined as being required but is not applicable for that mission or to that specific message, "FILL"

(no quotes) is placed in that element's position, meaning that it is not known or specified. For example, most but not

all messages are satellite-related, so a “Satellite ID” is part of all message’s subjects. If a message is not satellite

specific, "FILL" can be used in place of the "Satellite ID".

If a later element in a message subject must be specified, this makes all earlier elements required, since no element
can be empty. For example, if a subject needs to specify a value in Miscellaneous Element 4, but not Miscellaneous

Element 3, then “FILL” (no quotes) is placed in the Miscellaneous Element 3 position for that element, meaning that

it has no value.

This results in the following example message subjects:

e C2MS.FILL.VALID.SUBJECT (valid C2MS subject)
e C2MS.FILL.VALID.FILL.SUBJECT (valid C2MS subject)
e C2MS.VALID.SUBJECT.FILL (valid C2MS subject)

-

6.6.36.2.4 C2MS Message Subject Name SStandard
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A few common elements of the subject can be identified that would (nearly) always be included in the subjeet
namemessage subject. They are:

Subject standard

Domainl and Domain2

Mission, Constellation, and Satellite IDs
Message type

Message subtype

Additionally, application programs should be able to define their own set of unique elements of the subjeet
namesubject in order to create their own unique subjeet-namesubjects. Therefore, a C2MS-defined subjeet
namesubject contains a fixed portion and a variable portion of elements, and is defined as follows:
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Table 6-4. C2MS Subject NameMessage Subject Definition

Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Specification | DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP MET | ME2 | ME3 | ME4 | ME5 | ME6

\ J }

Variable portion
Each message definition determines whether a Miscellaneous
Element is required or optional

Fixed portion
All elements required

In text format the subject would appear as:

SPECIFICATION.DOMAINI.DOMAINZ2 .MISSION.CONST.SAT.TYPE.SUBTYPE.MEI.ME2.MES...

[The first eight subject elements, the Specification, Domainl, Domain2, Mission, Const, Sat, Type, and Subtype are fixed. These elements are always defined
the same and are required to be filled in by the publisher/sender of a message.

The elements to the right of the fixed portion of the C2MS subject are the Miscellaneous Elements and are the variable portion of the subject. The Miscellaneous

Elements are message-specificmessase-and-subseriberspeeifie. That is, the publisher/subseriber{sender/receiver) would predefine or even dynamically create as|
many Miscellaneous Elements as needed according to their filtering needs. Thus, depending on the message definition, they can have different meanings, can

vary in number, and can be either required or optional. [Though shown as ME1 through MEG6 in the above table, there is no defined maximum for the number of

Miscellaneous Elememsﬂ
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6.6.3.16.2.4.1 Subject Standard Element of the C2MS Subject-NameSubject

The Subject Standard element of the subjeetnamemessage subject identifies the specification used. This interface
specification document is the standard by which the C2MS Subjeet NameSubject is defined and interpreted. For
C2MS defined subjeetnamemessage subjects, the first element is always “C2MS”.

A C2MS Subjeet NameSubject will be distinguished from other subjeet-namesubjects by the first element, which
shall contain the capitalized text “C2MS” (no quotes). For example:

e C2MS.VALID.SUBJECT (valid C2MS subject)
e (C2ms.not.valid.subject (invalid C2MS subjeet-namesubject, not uppercase "C2MS")

6.6.3.26.2.4.2 Domain Elements of the C2MS Subject NameSubject

The two domain elements, Domainl and Domain2, in the subjeet-namesubject allow logical separation of messages
and access control rules to mission-specific messages based on physical or logical domains within a mission or
enterprise’s architecture. This may include instances of the same mission system operating in different modes, e.g.,
operations and backup operations. Missions should coordinate their use for messages outside of specific areas as
allowed for situational awareness, testing, etc.

6.6.3.36.2.4.3 Mission Elements of the C2MS Subject NameSubject

Three elements comprise the fixed Mission Elements. They are described in the table below.

Table 6-5. Descriptions of the Mission Elements of the C2MS Subject NameSubject
Element Name Value Description
Mission [Name of mission] Name of a mission. E.g., MyMission
Const [Name of constellation] | Name of constellation, e.g. MyConst1
Sat [Name of satellite] Name of a satellite. E.g., MySat1

For single satellite missions, the mission identifier, constellation, and satellite ID may be different, or may be
identical. Or the mission may choose to name the satellite by adding “1” to the mission name. For example:

C2MS.D1.D2.Sun.Cl.HELIO.MSG.LOG..
or,

C2MS.D1.D2.Sun.C1l.SUN.MSG.LOG..
or,

C2MS.D1.D2.Sun.SUN1.SUN1.MSG.LOG..

Some missions may consist of a fleet or a constellation of satellites or multiple constellations and can be
distinguished in the following manner similar to a product manufacturer’s model and serial number identification:

C2MS.D1.D2.Moon.Constl.LUNAR1
C2MS.D1.D2.Moon.Constl.LUNAR2
C2MS.D1.D2.Moon.Constl.LUNAR3

C2MSs.D1.D2.Mars.Cl.11

C2MS.D1.D2.Mars.Cl.12
C2MS.D1.D2.Mars.C1.13
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C2MS.D1.D2.MSN1.CONST-A.Satl
C2MS.D1.D2.MSN1.CONST-B.Satl
C2MS.D1.D2.MSN1.CONST-A.Satz2
C2MS.D1.D2.MSN1.CONST-B.Satz2
C2MS.D1.D2.MSN1.CONST-A.Sat3
C2MS.D1.D2.MSN1.CONST-B.Sat3

It is important to note that the subject naming convention for the “Sat” element of the subject does not have to refer
to a single physical satellite, though that may be a common way of using the “Sat” element. “Sat” could refer to the
physical satellite (perhaps by flight model number), to a logical satellite name such as “CONTROLLER”, “PRIME”,
“EAST”, “RING-A1”, and “SPARE2”.

Creative use of the “Mission”, “Const”, and “Sat” elements to refer to a physical, logical, group (subset), or entire
constellation of satellites is possible and permits great latitude for categorization and unique identification of assets.

In generic terms, the Mission Elements are simply the taxonomy of classifying groups (or sets) and group members
(elements of the sets).

For services not associated with a constellation or a satellite, place the service name in the "Sat" element.

6.6.3.46.2.4.4 Message Elements of the C2MS Message Subject-Name

Two elements comprise the fixed Message Elements.

The Type element is used to describe the kind of message communication used within C2MS. The available values
are Request, Response, and Message. A Message (Type MSG) is sentis-published without a required or expected |
response, though it may cause an action when received. A Request message is used to request a specific action or
information from a data provider or product generator. A Request message may or may not require a Response
message. Message types are discussed in detail in Section 6.4 C2MS Messages: Their Characteristics and
Interactions |

The Subtype element contains the ID or name of the message definition. The Message Elements are summarized in
the table below.

Table 6-6. Descriptions of the Message Elements of the C2MS Subject NameSubject |

Element Name Value Description
Type MSG Message

Kind or intention of REQ Request

communication RESP Response
AMSG Archive Message Retrieval
AMVAL Archive Mnemonic Value Retrieval
CMD Command

Subtype

Name or ID of C2MS Defined |- MPECHO Command Echo

Message CFG Configuration Status
CNTL Control
DEV Device
DIR Directive

Command and Control Message Specification™ (C2MS™) V1.1
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Element Name Value Description
HB Heartbeat
LOG Log (or event)
NDM Navigation Data Message
MVAL Mnemonic Value
PROD Product
RSRC Resource
RTLM Replay Telemetry
SERV Simple Service
TLMPKT Telemetry CCSDS Packet
DEPRECATED TLMFRAME Telemetry CCSDS Frame
TLMCCSDS-CADUFRAME Telemetry CCSDS CADU Frame
TLMCCSDS-TRANSFERFRAME Telemetry CCSDS Transfer Frame
TLMTDM Telemetry TDM Frame
TLMPROC Telemetry Processed Frame

6.6.2.56.2.4.5 |Miscellaneous Elements of the C2MS Message SubjectName] Commented [MA23]: C2MS12-167 - this is an editorial

alignment of terms.

Each individual message definition in Section 8 specifies whether a Miscellaneous Element is required or optional
and how those fields should be populated. Some typical uses of the miscellaneous elements are shown in the table
below and following text.

Table 6-7. Message Type Determines Content of the Miscellaneous Elements

Miscellaneous Elements
Message Type | Meaning ME1 ME2 | ME3 | ME4..
REQ Request | Responder Undefined
RESP Response | Requestor Status | Undefined | Undefined
MSG Message | PublisherSender Message specific

If TYPE = REQ, then ME]I = component (ergroup-or-serviee)name of service provider (responder)
ME2, ME3, ... undefined

ME]I = component (ergroup)-name of requestor

ME?2 = status of the request

ME3, MEA, ... undefined

ME] = component {e+greup)-name of publishersender

ME2, ME3, ... message specific

If TYPE = RESP then

If TYPE = MSG, then

The other primary factor that determines the value of the Miscellaneous Elements is the Message Subtype — the
abbreviated name of the message. The Miscellaneous Elements are further defined in Section 8 PIM — Message

Definitions, where the C2MS messages are deﬁned.\
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6.76.3 Message Fields

6.716.3.1 Field Names

Field names represent the name of an item contained in a C2MS Message. A generalized field-naming convention
has been implemented that adheres to the following rules:

e  For each message, all field names are unique.
e  Field names consist of alphanumeric characters, dashes (“-”), and dots/periods (“.”).
e Alpha characters are capitalized.

6.7.26.3.2 Required, Optional and Dependent Fields

Fields are classified as Required, Optional, or Dependent. The required fields must be present in order to be
compliant with C2MS.

An optional field may or may not be included in a message. Optional fields may be useful to the Receiver and may
be implemented, as necessary. Software components, missions, or interface definitions may determine if these fields
are required for their particular needs and applications.

Dependent fields are optional fields that become required based on the presence or values of other fields in the
message. This information will be documented in the specific Message section where applicable.

Field information tables for each message include a column, "Presence" that will indicate a R, O, or D as appropriate
for the given field.

UML diagrams throughout this document use multiplicity designators to indicate if a field is required or optional.
Default multiplicity is '1" if not shown and indicates a required field. In the figure below, EVENT-TIME is a
required field, using default multiplicity of '1', while SPACECRAFT-TIME is optional, as shown by a multiplicity
of either '0' or '1".

Log Message

{Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == LOG}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]
-SPECIAL-INFO : Binary [0..1] This diagram illustrates a
subset of the Log Message
with some attributes elided.

Figure 6-16-2. Message Field Multiplicity

Command and Control Message Specification™ (C2MS™) V1.1
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6.7.36.3.3  Series Fields

Some fields contain a series of items. In this case another preceding field designates the number of items in the
series, as shown in the following example:

NUM-OF-MNEMONICS
MNEMONIC.n.NAME
MNEMONIC.n.NUM-OF-SAMPLES
MNEMONIC.n.SAMPLE.m.TIME-STAMP
MNEMONIC.n.SAMPLE.m.RAW-VALUE

Where “NUM-OF-“ is the standard prefix of the field name. The two suffixes in this example,
“MNEMONICS” and “SAMPLES”, are then used in the singular form to describe the series of field names
that follows. In the above example, if NUM-OF-MNEMONICS = 2 and MNEMONIC.n.NUM-OF-
SAMPLES = 3, the actual message would contain the field names as follows:

NUM-OF-MNEMONICS
MNEMONIC.1.NAME

MNEMONIC.1.NUM-OF-SAMPLES
MNEMONIC.1.SAMPLE.1l.TIME-STAMP
MNEMONIC.1.SAMPLE.1.RAW—¥ALHEGROUND*RAW
MNEMONIC.1.SAMPLE.2.TIME-STAMP
MNEMONIC.1.SAMPLE. 2 . GROUND-RAWRAW-VALUE
MNEMONIC.1.SAMPLE. 3.TIME-STAMP
MNEMONIC.1.SAMPLE. 3 . GROUND-RAWRAW~VALUE
MNEMONIC. 2 .NAME
MNEMONIC. 2 .NUM-OF-SAMPLES
MNEMONIC.2.SAMPLE.1l.TIME-STAMP
MNEMONIC.2.SAMPLE. 1 .GROUND-RAWRAW-VALUE
MNEMONIC.2.SAMPLE. 2 .TIME-STAMP
MNEMONIC.2.SAMPLE. 2 . GROUND-RAWRAW-VALUE
MNEMONIC.2.SAMPLE. 3.TIME-STAMP
MNEMONIC. 2 .SAMPLE. 3 . GROUND-RAWRAW-VALUE

Note that “n” starts with “1”.
Finally, note that this could have been represented using array notation, such as
MNEMONIC[1].SAMPLE[2]. GROUND-RA WRAW-VALUE but is represented throughout this document in the

notation described in this section for continuity with earlier iterations of this speciﬁcation.‘

In UML diagrams throughout this document, each series is represented as shown in the figure below.
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Telemetry Processed Frame Message
{Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMPROC,
CONTENT-VERSION == 2026.0}

-NUM-OF-MNEMONICS : U16

This diagram illustrates a
subset of the Telemetry
Processed Frame Message
with some attributes elided.

-MNEMONIC | 0.."

Mnemonic

-n.NAME : String
-n.NUM-OF-SAMPLES : U16

-SAMPLE | 0.*

Sample

-m.TIME-STAMP : Time [0..1]
-m.GROUND-RAW : Typed Variable [0..1]

Figure 6-26-3. Message Series Fields

Here, the Telemetry Processed Frame Message contains a series of MNEMONIC items, each one starting with the
n' notation, so that the full name resolves to "MNEMONIC.n.", such as "MNEMONIC.n.NAME. Note that as
shown in this diagram, each Telemetry Processed Frame Messages contains a series of 0 or more MNEMONICS,
making this series optional, and in turn, each MNEMONIC optionally contains a series of SAMPLES.

6.7.46.3.4 _ Tracking Fields

All messages contain tracking fields that are reserved for use by the implementing software and thus any user
supplied data in these fields may be overwritten. Tracking field information will be documented in the specific
Message section where applicable.

[ £iald 4 vy £1 1 tao ha (CONAQ 1 4+ 1£ 1 ifiad ¢l 1 £41 Eiald
i P 5
AL H 1ohla- 1 it s £ to th ifiad T Q tho T ] 1ty 1 th + 4

6.7.66.3.5 Type

The Field Type is the data type. Cross-platform compatibility is achieved using the defined field types listed below.
The intention is for the client application to not have to deal with byte-swapping or other number format changes.
Type definitions are based on the Institute of Electrical and Electronics Engineers (IEEE) standards. Time field
types are based on the ISO 8601 standards. Unless specified otherwise in a given PSM, character encoding in camy
is assumed to be UTF-8 (Unicode Transformation Format 8-bit)]

Following each message diagram, additional information is presented for each field in the message in the format of a
table that adds information about the values and any important notes about the field.

Command and Control Message Specification™ (C2MS™) V1.1
17

[Commented [MA28]: c2mS12-8

[Commented [MA29]: c2mMS12-126




Table 6-8. Field Type Definitions

= ted [MA30]: C2Ms12-108

Commented [MA31]: C2MS12-8

Formatted: Font: Bold

Field Type Definition Range/Comments

Binary [Blob] 0 or more of any combination of bytes, integers, | lts structure may be dependent upon message type,

floating points, doubles, time, and strings. message subtype, or application generating the message.

Boolean (1) Falseltrue, nolyes [0,1]

Character Native single ASCII character representation [0, 127]

F32

32-bit single precision floating point 32 bits composed of 23 bits for the fraction, 8 bits for the
Float (3) representation exponent, and 1 sign bit. (See IEEE 754)
F64

64-bit double precision (extended) floating point | 64 bits composed of 52 bits for the fraction, 11 bits for the

Double (3) representation exponent, and 1 sign bit. (See IEEE 754)

C2MS recommendation is to use the format specified in
RFC 4122, which will likely be the required format in a
GUID Globally Unigue ID. A String that uniquely future version of C2MS. Values of this type must comply
identifies an item from all others with Subject Token String restrictions as GUIDs are
sometimes used in Message Subject Elements. C2MS
treats GUIDs as case sensitive for GUID lookup/matching.

Subiect Token Any combination of uppercase or lower case This field type defines fields in the format

o) alphanumeric, “-” (dash), and “_" (underscore) of subject-namesubject elements.

String :

characters. Must be at least one character in length

116 16-bit signed integer representation [-2%% 2% -1]

Short (3) 9 gerrep 16 bits.

132 Y . . [-231,231-1]

Long (3) 32-bit signed integer representation 32 bits.

164 Lo . ) [-263, 263 — 1]

Longlong (2,3) 64-bit signed integer representation 64 bits.

String 0 or more ASCII characters Also, see Subject Token String.

Time \Str!ng reprgsentatlon dlilme Gzl See Table 6-9 Ordinal Date and Time Field Type Definition

Universal Time (UTC)

u16 I . ' [0,216-1]

UShort (3) 16-bit unsigned integer representation 16 bits, no sign bit

u32 R . ' [0,2%2-1]

ULong (3) 32-bit unsigned integer representation 32 bits, no sign bit

u64 T . . [0,264-1]

ULonglong (3) 64-bit unsigned integer representation 64 bits, no sign bit
User needs to ascertain the data type of the field prior to

EPRECATED accessing the value (e.g. with a function call). The Variable
——— Field-could be-any datatype ——— —typehas been-deprecated-infavorof the Typed-Variabte—
eliable type, which provides a means of designating the type
associated with the binary Value data.

Typed Variable Field could represent any data type User needs to ascertain the data type of the field prior to < Formatted Table
accessing the value via the structure of the Variable Type
as described in 6.3.5.2 Typed Variable Structure.

Field Code Changed
Notes:

1. “Boolean” - The C2MS defines the value of the Boolean field to be 0 (zero) or 1. The description or
meaning of the value can take various forms, such as no/yes, false/true, disabled/enabled, in-limits/out-of-
limits, active/static, and so on. It is important to take into account that some programming and scripting
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languages (e.g., Java), schemas, commercial products, and custom software will only interpret the value of
a Boolean field to be false/true.

2. Field types larger than 32 bits may not be available on 32-bit architecture platforms.

3. In support of both 32-bit and 64-bit architecture platforms for various equipment manufacturers, these
ambiguous terms are targeted for future deprecation.

6.3.5.1 _Time Type Value and Format « [Formatted: Heading 4

[The following table describes the format used to represent time in the Time type. Absolute times in C2MS are
always assumed to be in Coordinated Universal Time (UTC) unless specifically designated as Spacecraft Time.
Relative times are assumed to be relatlve to UTC. wm%eﬁth%eemmeﬁly*medﬂm&fe;maﬁ—?hﬂ%fe{maﬂs

[Commented [MA32]: c2mS12-108

Table 6-9. Ordinal Date and Time Field Type Definition

Field Type Definition Range
Note: This time type can represent either an absolute
or relative time.
Time in the form:

[+, -1 YYYY-DDD-hh:mm:ss[.ff...]
Where:
“+” and “-“ are leading signs used for relative (duration)
times. If the sign is omitted, absolute time is indicated.
Relative (duration) times are given in the same format, but
leading fields may be omitted rather than being set to
zeros. For example, +0000-000-00:12:21 may be
abbreviated +12:21
B L
Applications need to convert from the string format to
native system representations.
"YYYY"is the year. 0000 to 9999
"DDD" is the day number of the year as 001-365/366 in

. absolute time or as the number of days offset in relative
Time time as 000-364. The following examples illustrate the [Commented [MA33]: c2ms12-108

extreme values of DDD for absolute time:

2031-001:09.00.00

2031-365:12.30.00 (non-Leap Year) 001 to 365/366 (absolute
time)
2032-366:04.15.00 (Leap Year) or 0-364 (relative time)

and relative time:
+0001-000:12.00.00 (1 yrs 12 hrs)

+0000-364:08.00.00 (364 days, 8 hrs)

"hh" is hours of day on a 24-hour clock. 00 to 23
mm" is the minutes of hour. 00 to 59
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Field Type Definition Range
"ss" is the seconds of minute. 00 to 60 (allowing for leap
seconds)

"ff..." is the base-ten fractional seconds. Fractional
seconds are considered optional. If present, the number of | 0 to 999999
digits can vary in length from 1 to 6.

START-TIME and STOP-TIME Couplets

In some C2MS Request Messages, there are START-TIME and STOP-TIME fields present. In these cases.
specifying a START-TIME with no STOP-TIME has the meaning of beginning from START-TIME with no end.
Specifying a STOP-TIME with no START-TIME indicates starting 'now' and going to STOP-TIME. The requestor
could specify the START and STOP times in the ways shown in the following table. At least one of the start and

stop times must be absolute. Specifying two relative times is not allowed in C2MS | [Commented [MA34]: C2MS12-108
Table 8-10. Examples of Start and Stop Times
Start Time Stop Time Example Description
Absolute Absolute START: 2014-123-14:30:00 Boundaries of the Start and Stop time
- I STOP: 2014-123-14:30:10 have been exactly specified.
Absolute Relative (duration START: 2014-123-14:30:00 Time window has an absolute start
- Relative (duration) STOP: +10:00 time and extends for 10 minutes.
Time window will end at a specified
) ) START: -10:00 - - -
Relative (duration) Absolute STOP: 2014-123-14:30:00 stop time and start 10 minutes prior to

that.

Unless there has been some
previously established baseline time
Relative Relative Not Applicable upon which to offset the duration
times (such as “now”), this
combination is ambiguous.

6.3.5.2 Typed Variable Structure « [ Formatted: Heading 4

The Typed Variable structure contains a binary value along with a Type Discriminator to designate how the value
should be treated at runtime. This allows messages to have a field that is of type Typed Variable, without knowing
what types of data might be held in the field, such as SPACECRAFT-RAW.

A TYPE-DISRIMINATOR of "Custom" allows use of a type that is not in the predefined list.

The following figure shows a UML object diagram of the Typed Variable structure.

[ Formatted: Keep with next
Typed Variable /

-CONTENT-VERSION : F32 = 2026.0 /
-VALUE : Binary “«
-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, 116, 132, 164, String, U16, U32, U64, Custom}
-CUSTOM-TYPE-DISCRIMINATOR : String [0..1]

Figure 6-3. Variable Type Diagram

The following table describes the structure of the Typed Variable.

20 Command and Control Message Specification™ (C2MS™) V1.1



Table -6-1042._Typed Variable Field Structure
Field Name Type Presence Value Description
CONTENT- Version Number for this type coptent
VERSION — g 2 description
- This field holds the value contail
e — . o this Typed Variable in binary forfn
Value Description
116 16-bit signed integer
representation
32-bit signed integer
132 -
representation
64-bit signed integer
l64 -
representation
U16 16-bit unsig‘ned integer
- representation
U32 32-bit unsig‘ned integer
_— Lepresentaion | Indicates (as in string text, e.g.:
L 2] R u64 R "goolean” the type of the DATA
DISCRIMINATOR | (Enumeration) - — | representation VALUE field "
32-bit single precision —
floating point representation
F64 extended) floating point
representation
String 0 or more ASCII characters
Native single ASCII
Character ;
character representation
Boolean | Falseltrue, nolyes
Sl See note following this
— 2
Indicates the type of the DATA-
CUSTOM-TYPE- String D VALUE field. Required when TYJPE-
DISCRIMINATOR = DISCRIMINATOR is set to Custf
otherwise not used.
Using "Custom" for the TYPE-DESCRIMINATOR, above, provides a way to designate a type (via CUSTOM-
TYPE-DISCRIMINATOR) that is not in the enumerated list of TYPE-DESCRIMINTOR values. In doing so
however, both the producer and consumer of this message must be able to agree to the meaning of the custom type.
In order to avoid the proliferation of non-standard types, C2MS encourages limiting the use of CUSTOM-TYPE-
DESCRIMINATOR only to cases where it is not possible to use one of the already-provided TYPE-
DESCRIMATOR values.
6,3,6 Value
\SﬁValues for most fields can be any value that conforms to the field type. However, some may need to be a
specific value to be C2MS compliant (Constants) and some may be a value in an enumerated set (Enumeration),
described belowfieldsm ontain-speei alues-to-be no-value-is-specifiedthe-value o
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6.3.6.1 Constraints «

Some fields throughout this document are indicated to be constants, shown as "String (Constant)" or "F32
(Constant)". In these cases, the type of the field is as shown (String, F32) but these fields are constrained to a
specified unchangeable value. For example, the value of the SPECIFICATION field is always "C2MS".

6.3.6.2 Enumerations «

Some fields throughout this document are indicated to be enumerations, shown as "String (Enumeration)", "U16

(Enumeration)", etc. In these cases, the type of the field is as shown (String, U16, etc.) but these fields are
constrained to a discreet set of possible values and only the enumerated values are allowed. The discreet set is
specified in this document as a table listing such as REQ, RESP, and MSG or in the form {REQ, RESP, MSG}
meaning that the only possible values are "REQ", "RESP", or "MSG" for that field in this example|

6.7.76.3.7  STREAM-MODE Usage Caution

Several messages in this specification support a STREAM-MODE field that is used to indicate whether the message
is to be interpreted as a Real-time (RT), Replay (RPY), Simulated (SIM) or Test (TEST) message.

The use of STREAM-MODE for anything other than Real-time (RT) may be appropriate for small-scale or
experimental satellite operations but is strongly discouraged in a large formal enterprise.

It is recommended to use environmental separation for performing replay, test, and simulation and to avoid flowing
replay, test, or simulation messages in the operational enterprise, where they might be misinterpreted by message
recipients as real-world.

It is further recommended to enforce Real-time (RT) as the only valid STREAM-MODE value in such enterprises
through enterprise logic.

Finally, note that when using environmental separation to perform, for example, simulation, it is preferred to mark
all messages that flow in the simulation environment as Real-time (RT). In an enterprise simulation environment,
marking messages with a STREAM-MODE of Simulation (SIM) likely will not exercise the system in exactly the
same way as the operational system due to differences in message subject element values and probable differences
in message handling.

6.3.8 Hierarchical Product Names — Type, Subtype, and Subcategories

The fields PROD-TYPE, PROD-SUBTYPE, NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-
SUBTYPE-SUBCATEGORY.n.NAME in conjunction with Table A-2 illustrates how to form hierarchical
names/types for products with these disparate fields.

For example, referencing row in Table A-2 — Flight Dynamics FD Orbit (ORBIT), Instrument (INST), and High
Gain Antenna Predictions (HGAP) would create field definitions as follows:

PROD-NAME=OurProduct <
PROD-TYPE=FD

PROD-SUBTYPE=ORBIT

NUM-OF-PROD-SUBTYPE-SUBCATEGORIES=2

PROD-SUBTYPE-SUBCATEGORY.1.NAME =INST

PROD-SUBTYPE-SUBCATEGORY . 2 .NAME =HGAP

Note that the PROD-SUBTYPE-SUBCATEGORY.n.NAME field is referred to as a PROD-SUBTYPE in the
heading of Table A-2|
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6.86.4 C2MS Messages: Their Characteristics and Interactions

6.4.1 |ldentifying C2MS Message Type <

The type, structure, and contents of C2MS Messages in transit are uniquely identified by the values held in the

following message fields:

e Message Header.SPECIFICATION
® EXT-SPECIFICATION - C2MS Extension Messages only (see Section 9.1 C2MS Extension Messaged)+
e Message Header.MESSAGE-TYPE

o Message Header.MESSAGE-SUBTYPE
e CONTENT-VERSION

and contents, and only that message/verswn has all of the values shown in the table below (Note that EXT-

SPECIFICATION is not present, because Command Response Message is not a C2MS Extension Message):
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Table 6-11. Message Identifying Field Values for Command Response Message «
Formatted: Font: Arial Narrow, 10 pt
Field Name Value « Formatted: Font: Arial Narrow, 10 pt
Message Header.SPECIFICATION C2MS -| Formatted: Font: Arial Narrow, 10 pt
Message Header MESSAGE-TYPE RESP 4 Fort: Aral
Message Header MESSAGE-SUBTYPE CMD | Formatted: Font: Arial Narrow, 10 pt
CONTENT-VERSION 2026.0 Formatted: Font: Arial Narrow, 10 pt

[Meanwhile, the OMG Generic Service Request Message as defined in the 2026 version of that message, with all its [

structure and contents, and only that message/version, has all of the values shown in the table below (In this case
EXT-SPECIFICATION is present, because the OMG Generic Service Request Message is a C2MS Extension

Message):

A
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Table 6-12. Message Identifying Field Values for the OMG Generic Service Request Message Formatted: Font: 10 pt
Field Name Value -| Formatted: Font: Arial Narrow, 10 pt
Message Header.SPECIFICATION C2MS-EXT Formatted: Font: Arial Narrow, 10 pt
EXT-SPECIFICATION OMG Formatted: Font: Arial Narrow, 10 pt
4}!___6558(16 Header. MESSAGE-TYPE RESP Formatted: Font: Arial Narrow, 10 pt
Message Header. MESSAGE-SUBTYPE CMD : —
CONTENT-VERSION 2026.0 Formatted: Font: Arial Narrow, 10 pt

A

6.816.4.2 (C2MS Message Type Overview

Three types or classes of messages have been defined within the C2MS. The type of the message identifies the kind
of communication for which the actual message is being used. The three types of messages are as follows:

e C2MS Notification Message (MSG)-orgenerie-messag

e (C2MS Request Reguest (REQ) messag:
e C2MS Resp (RESP)-essag
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The C2MS Request Message is used to request a speuﬁe action or mformatlon from a servlcellypieaﬂ—y—eh%geﬂem

. The £C2MS Notification Message is sent out without a required or expected response (though it may cause <
an action when received). Additionally, notification messages may be generated at any time or may be generated
when requested. Examples of the former case include telemetry messages, which are distributed as notification
messages as data arrives from the satellite. The latter case is illustrated in the Mnemonic Value Request Message
followed by a Mnemonic Value Response Message and a flow of Mnemonic Value Data Messages.

In the C2MS Subjeet NameSubject Definition (see Section 6.2.4 C2MS Message Subject Standard6:2-3-C2MS
Subjeet Name-Standard), the type of message (MSG, REQ, and RESP) is specified in the Type element.

These three fundamental C2MS Minessage types can be used in various combinations with one another to create an

infinite-numbernumerous of message exchange patterns. In turn, these message exchange patterns can be used in the
description of the interfaces for any number of services. A basic set of C2MS Message Exchange Patterns (MEPs) is
described in Section 7 PIM — Message Exchange Patterns.

Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all
have in common are illustrated in Section 8.2.2 C2MS Message Types.

In the C2MS Mmessage type discussion that immediately follows, the terms REQ, RESP, and MSG or the

non

correspondlng reguest response or notlﬁcatlon message ' will be used in reference to the type of message.-The

6.8.26.4.3 C2MS-MSG Message Type Details

6.4.3.1 [C2MS MSG Message Type| -

The MSG message #(notification message) type is the-basie-messase-type-tused to convey any kind of information
from a component. This information can be normative or critical. It can be used by itself or in combination with the
other message types of REQ and RESP. When used by itself as a single message it is commonly sent for
informational purposes. Notification messages are sent to no specific consumer but are distributed to any component

listening for that type of message.

All notification messages (MSG type) use the component name of the sender for Miscellaneous Element "ME1" in
the message subject (see Section 6.2.4.5Miscellaneous Elements of the C2MS Message Subject).

ExamplesPerhaps-the-two-most-common-uses of the MSG type are-include the C2MS Log Mmessage, the -and-the

Component-to-Component Transfer (C2C€X)-Heartbeat Mmessage and telemetry frame messages. The Log
Minessage is primarily informational. It is typically published-/sentsent out by all components with no further

regard or accounting by the sender. Other components will walch for and receive Lhesesubseﬁbete%he Log
Minessages; some without regard to their source. :

exists between the publishers and subscribers.

Likewise, the €2C€X-Heartbeat Mmessage is pumped-sent out periodically with no regard for its destination-ex
subseriber. Other components will watch for and receivesubseribe-to- the Heartbeat Maessages and use them to
monitor the active status of the sending component pabhsher—s LA w1th many notification message sath, there is no
request made for the Heartbeat Messagemessages;o-d ge-e ween a and
no interest on the part of the sender to receive a response or feedback |
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A final example of the uncoupled use of the MSG message type is as a stream of data messages, most typically for a
telemetry data stream. In this circumstance, one message follows another in a continuous stream of MSG messages.
The stream of MSG messages can be solicited or unsolicited. An example of unsolicited MSG messages is a real-
time telemetry data provider that automatically pubhshefrsends out CCSDS formatted frames or packets onto the
network upon receiving them from a front-end provider. A-selie G

Request/Response-message-exchangeforareplay-of stored-telemetry-date-

When the MSG (notification message) type is used in conjunction with the other message types of REQ and RESP,
it will either precede (instigate) a request/response Request/Respense-message exchange, or follow the exchange
such as:

e MSG-REQ-RESP
e REQ-RESP-MSG

When a notification message follows a request/response as part of the Request/Response/Notify Message Exchange|
Pattern, it may contain the REQUEST-ID of the original request message for correlation purposes. However, the
message is available to any interested components which may or may not filter messages by that REQUEST-ID. In
other words, REQUEST-ID in a notification message provides an optional, not required, correlation/filtering

capability.

The details of these Message Exchange Patterns are discussed in later sections.

6.8.2.16.4.3.2 |C2MS REQ Message Typegetailsl [Commented [MA43]: c2ms12-177

The REQ message type is typicatiy-used to make a request of another component. The request could be for data, a
product, service, or to take some action. The request may or may not require a response. For example, one
component may request another component take some action and does not need to know immediately if the action
was successful or not, as it may not care or it may discover the result by other means; or it may take a considerable
amount of time for the action to be completed.

All request messages (REQ type) use the component name of the destination component (the service component
expected to respond) for Miscellaneous Element "ME1" in the message subject (see Section 6.2.4.5Miscellaneous
Elements of the C2MS Message Subject). Except for the deprecated Simple Service Request Message, ME1 is
optional for all C2MS Request Messages. When ME1 (destination component) is not specified in the request
message subject, the meaning is that the request is made to no specific component but rather to any service
component configured to receive the request message and process it. Therefore, leaving ME1 unspecified in a
request message results in requesting a service without first knowing the component name of a service provider.

Additionally, as shown in the table below, all request messages include a REQUEST-ID field, used to identify the
request message uniquely. The value in this field is used to correlate response messages with the original request.

Table 6-13. Request Message Common Fields “ [ Formatted: Caption Table
Field Name Type Presence Value Description o { Formatted Table
REQUEST-ID GUID R ID to identify the request message.
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6.8.2.26.4.3.3 C2MS RESP Message TypeDetails\ [Commented [MA44]: C2MS12-119, C2MS12-177, C2MS12-204 ]

The RESP message type is used in response to a REQ message type. It is never used in the initiation of a message
exchange, only in response. For example, when sending a Directive Response Mmessage, the TYPE and SUBTYPE
elements of the subjeetnamesubject will be RESP and DIR, respectively.

All response messages (RESP type) use the component name of the destination component (the component that
made the initial request and to which the response is directed) for Miscellaneous Element "ME1" in the message
subject (see Section 6.2.4.5Miscellaneous Elements of the C2MS Message Subject)

Additionally. all response messages include a REQUEST-ID field. used to identify the original request message
resulting in this response.

Within all response messages is a set of common fields to correlate the response with the original request and to
convey “Respense-Status™-substruecture-to-provide-status information related to the request/response.en-therequest:
Depending on the status code (in the RESPONSE-STATUS field)-within-the strueture, the response message can
take on a number of different meanings. Further information on the status of the request can be found in the optional
RETURN-VALUE field-of the-struetureficld. These common fields Fhisstrueture-and the possible status codes are
shown in the following table.

Fable 6-10.Response Status Substructure
STRUCTURE Response < [ Formatted Table )
Status
Value Description
1 Acknowledgement
2 Working/Keep-Alive
SRkt 3 Suecessful-Completion Identifies-the-status-of the-Requestul thatwaspr e
L 4 | Fallod-Complotion . )y :
5 Invalid Request
6 Final-Message
COMPLETED Time application completed processing the request
RETURN- 2 .“”.SEMEESE“ il ;, S ‘S'.“SEd
VALUE R d.SL s g el
Table 6-14. Response Message Common Fields
Field Name Type Presence Value Description <« [ Formatted Table ]
The ID of the request message that
REQUEST-ID GUID R field’s value is to be the same as the
REQUEST-ID in the associated REQ
message.
Value Description
1 Acknowledgement
i sz Al Identifies the status of the request
RESPONSE-STATUS 116 R 3 W message that was processed. The use
—==——==="00=2 | (Enumeration) = 7 F;Ez %g)r: o of 6=Final Message is deprecated per
] - PIETIOn the description earlier in this section.
5 Invalid Request
6 DEPRECATED
= Final Message
FINAL-RESPONSE B 0 When True, indicates the last message
e — in the response sequence. The default
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in each response message type.

value for this field is specified indiviqually

the request in UTC| While always

TIME-COMPLETED Time

(e}

Time application completed procesding

optional, this field only applies if F AL

RESPONSE |s True.

Return value or status based on the]
RESPONSE-STATUS. May be use

RETURN-VALUE 132

10

information such as an error code o

the completion of the request.

i to
provide additional responder-definegi

other clarifying numeric data related to

The use of "6=Final Message" in RESPONSE-STATUS is deprecated beginning in C2MS 1.2. Instead, a FINAL-

any RESPONSE-STATUS, such as "3=Successful Completion" for example, to be the final message in the sequencg¢
with no need to send a follow-on message with "6=Final Message". This change also removes a major ambiguity

when a responder sends a RESPONSE-STATUS of "1=Acknowledgment". Prior to C2MS 1.2 it was impossible forf
a requestor to know if the responder intends to keep working or end further responses.

The [FINAL-RESPONSE| Boolean, introduced in C2MS 1.2, is optional in response messages to avoid a backward-
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breaking change. Although the field is technically optional, it is assumed that when service providers update to
C2MS 1.2 and remove the use of the "6=Final Message" RESPONSE-STATUS, that they will mark the last
response message in any message exchange pattern via FINAL-RESPONSE/ The default value for FINAL-

Depending on the type of messages and the service/data the responder is providing, there may be a need for more
than one rResponse message to be returned to the requestor. For specific response message types where only one
response message is allowed to be returned by definition, that response message type will support a reduced set of
possible values for RESPONSE-STATUS as "2=Working / Keep Alive" and the deprecated "6=Final Message" wil
have no meaning and "1=Acknowledgment" may not be used. Individual response messages describe which values
they support within the defined RESPONSE-STATUS values.

For example, the responder may initially return a rResponse message with a RESPONSE-STATUS of
“Working/Keep Alive”. This status indicates the message has been received and that the request is still active or
being processed but is not yet complete. The responder may periodically return this same status until the processing
has been completed.

At this point a rResponse message is returned with a status of either “Successful” or “Failed” in the RESPONSE- |
STATUS field. Thus, a series of rResponse messages may be returned to the requestor. Each return status is
explained in greater detail below. Due to the uncertain amount of time required to process requests, there is no
defined interval between the rRequest and (multiple) rResponse messages. Discussion of each status code follows.

|Acknowledgement]

e Meaning - The Request Message was received. No action has yet been taken on the Request Message.

e Sequencing - This could be the first of a series of Response messages or be the one and only final message
in the case where the message exchange pattern is Request/Acknowledgement (ACK). Only 1 ACK status
would normally be returned.
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Working/Keep Alive

Meaning - The request has been received and is actively being processed.

Sequencing - This status could initially be returned or could be the second, following an ACK status. This
status could be returned a multiple number of times. It should not be the last response message returned.

Successful Completion

Meaning - The request was valid and has been processed in a successful manner.

Sequencing - This status could be initially returned, or it could follow either of the two statuses above. It
will also be the last status returned. If initially returned, the responder was able to complete the request in a
timely manner and immediately return a response. In other cases, the responder required a lengthier time
period to complete the request.

[Failed Completion

Meaning - The request was valid, processing was initiated, but the responder was unable for any number of
reasons to fully and successfully complete the request.

Sequencing - This status could initially be returned (the 1% and only status) or could follow an ACK or
Working/Keep Alive status. It will not follow a Successful status. It will be the last status returned.

Invalid Request

Meaning - The request message was unable to be fully interpreted for processing. There could be missing
parameters, inconsistencies, or incorrect values.

Sequencing - This status could be the first and only one returned. It could also follow an ACK. It will be
the last status returned.

(DEPRECATED), Final Message

Meaning - This is the last and final message in a series of messages. This status code has been included to
provide an unmistakable indication that this is indeed the final message in a series.

Sequencing - This status will never be the first one returned and will always follow previous Response
messages, either a series of data value messages, or other Response messages.

A summary of the sequencing of the statuses is shown in the following table.

Table 6-1541. Sequence of Response Status

Sequence
Status Code Initial Status Intermediate Status Final Status
1 Acknowledge Yes No Yes
2 Workm_glKeep Yes Yes No
Alive
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Sequence
Status Code Initial Status Intermediate Status Final Status
Successful

3 Completion Yes No Yes
Failed

4 Completion Yes No Yes

8 Invalid-Request Yes No Yes
Invalid

56 RequestFinal YesNe NoNe YesYes

Message

6.5 [Tailoring C2MS Messages

The complete set of C2MS Messages may be tailored to meet the needs of a particular mission or domain by 1) -

augmenting existing messages through the addition of custom fields and/or 2) creating extension messages. C2MS
defines a standardized approach for this tailoring as described in this section. This is done to promote the use of
C2MS as a standard message set and yet allow mission or domain specific customizations, so long as they adhere to
the C2MS-defined mechanisms for these additions. Adding fields or new message types following the defined
mechanisms is considered C2MS-compliant.

6.5.1 C2MS Message Augmentation

Message augmentation in this context means adding custom information to an existing C2MS-defined message (or
extension message) via the Custom-Fields attribute of that message. This provides a mechanism for a known
message to carry additional information of meaning to a producer/consumer, without changing its type. Message
augmentation preserves the ability for other components in the environment, not aware of the additional custom
fields, to receive and process the message in their normal manner because the core message has not been modified.
See Section 8.2.3 C2MS Message Augmentation through Custom Fields.

6.5.2 Adding C2MS Extension Messages

Custom C2MS Extension Messages may be created when a particular capability is needed beyond what is already |

defined in C2MS, but following standard C2MS Message structure, attributes and uses. See 9.1 Extending C2MS
Messages.

6.5.3 Submitting Custom Fields and Extension Messages to OMG for Possible
Inclusion

Custom fields applied to existing C2MS Message or custom C2MS Extension Messages may be of use to the
broader community. If desired, these additions may be submitted to OMG for consideration for possible future
inclusion in core C2MS messages. To do this create an issue against the current version of C2MS by navigating to
https://www.omg.org/spec/C2MS/ and using the option to report an issue,
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https://www.omg.org/spec/C2MS/

7 PIM — Message Exchange Patterns

C2MS message exchange patterns define common interactions and activities associated with creating and using
C2MS messages. The following figure shows a UML use case diagram of these message exchange patterns.

Lo~ = T~
'/anunsllAC Kllntsrim\

(

Request Data Stream

Figure 7-17-1. C2MS Message Exchange Patterns Diagram

Actors

Requestor — The component initiating the exchange of messages.

Responder — The component responding to the initial message from the requestor.
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Message Exchange Pattern Sequence Diagrams

Section 6 described some specific ways in which the three C2MS message types of REQ, RESP, and MSG can be
used. In fact, these three message types can be combined to create an endless number of message exchange patterns
(MEPs). Fortunately, a limited number of MEPs can be identified to satisfy practically all interaction requirements
of software applications involving service consumers and providers.

Each MEP is detailed in its own section that includes a description, a usage, and a sequence diagram depicting the
interactions.

Table 7-1, Table 7-2, Table 7-3, and Table 7-4 below show the currently defined C2MS message exchange patterns.
For the legend for these tables, see Table 7-5.
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[The following table describes the Publish-Notify message exchange pattern;-the-simplest. For legend, see Table 7-5 below. Note that the “#” column corresponds
to the sub-sections that follow. For example, Publish-Notify (#1) is described in section 7.1.

Table 7-1. C2MS Message Exchange Pattern 1 (PublishNotify)

MSG Sequence Direction (Wrt

e o Fault
Pattern # Description / Use Initiator) and — Examples
Message Types Used Message
1. Send out an Event,a- Log, or Heartbeat

message

Pubhsh’ Send out a single message fo . re— 2. Send out a flow of Telemetry messages,

PublishNotify 1 no specific recipient and-fer-any nowgtésa o A liniliaton None one at a timeSend-a Directive to 3

purpese; with no follow up required SESTSISRRES T

necessarny

The following table describes the currently defined Request / Response Theme message exchange patterns. For legend, see Table 7-5 below.

Table 7-2. C2MS Message Exchange Patterns 2 — 6 (Request / Response Theme)

MSG Sequence Direction (Wrt

Pattern # Description / Use Initiator) and — Examples
Message Types Used Message
1. A component sends a request and needs
Request / 2 Publish-Send a message and receive Out: REQ None o know if it was rgcelved.
ACK an acknowledgement In: RESP (ACK) 2. One comppnent plngs other components
to test their responsiveness
For Requests that can be fulfilled witha | Out: REQ Response Request a product, data, or a service from.
Request/ Response | 3 . ) another component and receive the result in
single Response message In: RESP (Status) (Status) X
the single RESP message.
Request The requestor requires an ot REQ Response | wilh a Response message nving sl -
ACK/ 4 acknowledgement to the Request, then | In: RESP (ACK) P ) P 9 gast
: (Status) ACK; then the Response message (with
Response a Response. In: RESP (Status) ) .
appropriate status) will follow.
A request for a product is responded to with
Request/ Eor reque sts thatltake an extended Out; REQ an ACK, then any number of “working”
ACK/ time, initially provide an ACK to the . Response . .
. 5 o In: RESP (ACK) messages as the product is generated, ending
Interim Status/ Request, then periodic status updates, ; (Status) ) ’ -
In... RESP (Working)... with a final Response message containing the
Response and then the final response message. :
In: RESP (Status) product.
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MSG Sequence Direction (Wrt Fault
Pattern # Description / Use Initiator) and Messaae Examples
Message Types Used ressage

Request/ Identical to the Request/ ACK /Interim . Arequest for a“p WC‘ 'S responded to with

. . Out: REQ Response any number of “working” messages as the

Interim Status/ 6 Status/Response pattern but with no . . . S i
Resnonse ACK message In-in...  RESP (Working ...) (Status) product is generated, ending with a final
P ge. In: RESP (Status) RESP message containing the product.

The following table describes the currently defined Triad Theme Patterns message exchange patterns. For legend, see Table 7-5 below.

Table 7-3. C2MS Message Exchange Patterns 7 — 8 (Triad Theme Patterns)

MSG Sequence Direction (Wrt Fault
Pattern # Description / Use Initiator) and Messaae Examples
Message Types Used ressage
For requests that either take a long A request for a product is responded to with
TRIAD 1 time, or that require a subsequent Out: REQ Response the RESP message. Later, when the product
Request/ Response/ | 7 message, and no interim status updates | In: RESP(Working or Status) (Status) is generated or made available, it is sent with
PublishNotify are required. (Combination of In: RESP or MSG a RESP or MSG type. The requestor does|not
Request/Response and PublishNotify). require any interim status messages.
TRIAD 2 Send notification that Requests can be Proyideﬁ sends message announcing
PublishNotify/ 8 accepted. Then accept request(s) for Out: MSG Response availability of product. Consumers use the
Request/ R_Mesponse that product/service. (Combination of In: REQ (Status) Request/Response interaction pattern to then
Publish-Notify and Requesthesponse).\ Out: RESP (Status) request and receive the product. [Commented [MAS58]: C2MS12-167
[The following table describes the currently defined Request Data Stream Subseription-message exchange pattern. For legend, see Table 7-5 below. Commented [MA59]: C2MS12-167 with minor editorial
adjustments for improved clarity.
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Table 7-4. C2MS Message Exchange Pattern 9 (Request Data Stream Subsecription Pattern)

MSG Sequence Direction (Wrt

o s Fault
Pattern Description / Use Initiator) and ocsac Examples
Message Types Used Message

Request Data
StreamSubseription
o  SubseribeRequ

est Start Data Request to start and stopSubseribe-and lthze mnggﬁggﬁ :ﬁgsigd es such

Stream unsubseribe-to data, products, or Out-In:  REQ - RESP (Status) Response ggmmew%mwmnegomc
o Data Sstream message streams. (Combination of In... MSG ... (Status) values during contactset. The-stream-is
e Request Stop Request/Response, Publish-Notify and | Out-in:  REQ - RESP (Status) sabseﬁbedrteandrmgestedﬂep

Data Request/Response.) unsubsenbe%emessage& '

StreamUnsubs

cribe
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For terms and meanings, see Table 7-5 below.

Table 7-5. Legend for Table 7-1, Table 7-2, Table 7-3, and Table 7-4

Term Meaning

Wrt With respect to

REQ, RESP, and MSG | Are message types

w0 Indicates any number of these messages from 0 to n

ACK, Worklng Status | e RESP (ACK): indicates an ACK message in the form of a Response message with a status code
of “ACK” in the RESPONSE-STATUS field.

status code of “Working” in the RESPONSE-STATUS field.
e  RESP (Status): indicates a final Response message in the message exchange pattern.

RESPONSE-STATUS field.
o For fault messages, the status code is either “Failure” or “Invalid” in the RESPONSE-
STATUS field.

e RESP (Working): indicates an interim status message in the form of a Response message with a

o For successful exchanges, the status code is either “Success” or “Final Message” in the

7.1 PublishNotify

DESCRIPTION

The simplest message exchange pattern involves no obvious exchange with the sender. The sender sends out a
notificationpublishes-a message (MSG), and from the perspective of the sender, the exchange is complete. The
publisher-sender has no more interest in the message and has no need to follow up on its progress. Other components

may receiveSeme-othercomponent-will subseribe-te the message and process it according to-the their own

subseriber’s-requirements. The mechanism for how a component receives a notification message is determined by
the choice of PSM, system architecture and design patterns.

Most typically, this pattern is seen when a software component publishes-sends out a C2MS Log message using the
MSG message type. The Log message and this exchange pattern provide a simple, one-way means of information
distribution.

Also, data streams of telemetry will be published-sent out using the C2MS MSG type. Again, the data is sent out

unidirectionallypublished-unidireetional with receiving components subseribers-ingesting the messages and
processing them as deslredpfegmmmed‘

Command and Control Message Specification™ (C2MS™) V1.1
35

Commented [MA60]: Adjusted the font size of these
subsection keywords to conform with the rest of the document.
This was an editorial update for consistency... performed
throughout this chapter.

[ Formatted: Font: 11 pt

[ Formatted: Font: 11 pt

[ Formatted: Font: 11 pt

| Commented [MA61]: C2vs12-167




SEQUENCE DIAGRAM
The following figure shows a UML sequence diagram for the Publish-Notify message exchange pattern.

1: MSG Message

Figure 7-27-2. Sequence Diagram of PublishNotify

7.2 Request/Acknowledgement

DESCRIPTION

’The Request/ACK message exchange pattern consists of a published-Request message and a returned Response
message. The RESPONSE-STATUS field of the Response message contains a value of “Acknowledgement”. The
Response message FINAL-RESPONSE| field is set to True. No further messages will be returned to the sender.|

USAGE

A component sends a Request message and needs to know if it was received. No further information is necessary.
Most likely, the sender of the request will need to take subsequent action if the message was not received. Therefore,
the Request/ACK pattern can provide confirmation the message was received when no other information is
necessary.

Another possible usage is to “ping” other components. One component may need to take a roll call of members in its

group. This could be accomplished with a Request message (e.g., Directive Request) that requires all recipients to
return a Response message with the status of ACK.
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SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/ACK message exchange pattern.

Requestor

1: REQ Message

2: RESP [ACK) Message

Figure 7-37-3. Sequence Diagram of Request/ACK

7.3 Request/Response

DESCRIPTION

The Request/Response message exchange pattern is a common one-for-one message exchange. This MEP takes the
previously described Request/ACK one step further. In this case the Response message will contain an informative
status code on the results of the request. See Section 6.4.2.2 C2MS RESP Message Type Details for a discussion on

the possible status codes for a Response message. The Response message may also contain the resultant data and
information, either within the message or via reference. [The Response message [FINAL-RESPONSE field is set to

True. No further messages will be returned to the sender. Many C2MS message definitions are paired in the ‘

Request/Response fashion.

USAGE

Components that need to know the results and/or require information from a request will use the Request/Response
MEDP. Requests can be made for almost anything, including the following:

Telemetry and Command

e Replay Telemetry Request/Response

e  Mnemonic Value Request/Response

e  Archive Mnemonic Value Request/Response
e Command Request/Response

Product and Services

e Product Request/Response

Command and Control Message Specification™ (C2MS™) V1.1
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Function Specific

e Directive Request/Response

SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/Response message exchange pattern.

1: REQ Message

2! RESP Message

Figure 7-47-4. Sequence Diagram of Request/Response Message Exchange Pattern

7.4 Request/Acknowledgement/Response

DESCRIPTION

The Request/ ACK/Response message exchange pattern is a combination of the Request/ACK and the
Request/Response MEPs. In this case, the requestor requires confirmation that the request was receivedL in the form
of a Response message with the RESPONSE-STATUS field containing a value of “Acknowledgement” and a

[FINAL-RESPONSE value of False. This is followed by one final Response message containing status information
on the results of the request, and most likely information generated from processing the request, as well as having

the FINAL-RESPONSEfield is set to True. No further messages will be returned to the sender.|fnal

5 S

USAGE
Usage is similar to the Request/Response MEP.
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SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/ACK/Response message exchange pattern.

Requestor

1: REQ Message

Responder

2. RESP (ACK) Message

3. RESP (Status) Message

Figure 7-57-5. Sequence Diagram of Request/ACK/Response Message Exchange Pattern

7.5 Request/Acknowledgement/Interim Status/Response

DESCRIPTION

For some requests, an extended period of time may be required to complete the action or task. Additionally, the
requestor may want to be kept abreast of the progress of such a request. In this case, the Request/ ACK/Interim
Status/Response message exchange pattern is appropriate. This pattern provides for the following responses:

e Initial Response message with an Acknowledgement (ACK) status

e Any number of interim Response messages with a status of “Working/Keep Alive”
e A final Response message with the status of the request and possibly information generated from

processing the request.

‘Thc final Response message in the above sequence has the rFINAL—RESPONSE

field is set to True. No further

messages will be returned to the sender.|

The number and frequency of the interim Response messages are left up to the interacting components to be

determined prior to execution.
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For example, depending on the request and the resources required by the responder, it could take seconds, minutes,
hours, or even days to complete a request. The requestor may want to be kept informed with periodic Response
messages (with a status of “Working”) to be assured that the request has not been lost, dropped, or forgotten.

Thus, the requestor can be kept informed over an extended period of time that a final response is forthcoming. If the
interim status Response messages cease, the requestor can determine what subsequent action to take.

AUSAGE [Formatted: Font: 11 pt

A component may request a telemetry data product — for example, an archived data set or a data plot. The provider
of this data product may need to first validate the request and then request the necessary data from another data
provider. This could take the form of another Request/Response MEP with another component. Once the data set
has been retrieved, the data plot can be generated and finally provided back to the original requestor. In this
instance, seconds may transpire while the original request ripples through a system generating other product and
service requests.

A second, longer-duration example is a request made for a product that is not yet available and requires ancillary
data that will not be available for some time.

For example, a request may be issued for a satellite contact schedule, tracking data, an activity plan, or for the set of
available resources. These products may be generated on a scheduled, periodic basis, after the completion of a pass,
or only after some other product has been generated in the future.

The provider to the original request may store or queue the request to later be acted upon when other data products
become available. In the meantime, the responder will issue a “Working/Keep Alive” status in interim Response
messages periodically until the request can be satisfied. If some link in the sequence chain of dependent product
generation is broken — for example, a necessary product is not forthcoming — then a fault Response message can be
issued. In either case, whether the request can be satisfied or not, a final Response message can be issued, and the
requestor can determine appropriate actions.
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The following figure shows a UML sequence diagram for the Request/ACK/Interim Status/Response message
exchange pattern.

g

1. REQ Message

2: RESP [ACK) Message

3: RESP (Working) Message

Any number of interim status
messages.

4: RESP (Working) Message

5: final RESP (Status) Message

Figure 7-67-6. Sequence Diagram of Request/ACK/Interim Status/Response Message Exchange Pattern |

7.6 Request/Interim Status/Response

DESCRIPTION |  Formatted: Font: 11 pt

The Request/Interim Status/Response message exchange pattern is an abbreviated form of the Request/ACK/Interim
Status/Response MEP. No ACK Response message is provided in the sequence, only interim status messages and a

final Response message. The final Response message has the FINAL-RESPONSEH] field is set to True. No further [Commented [MA72]: c2MS12-204

messages will be returned to the sender.

AUSAGE [ Formatted: Font: 11 pt

Usage is similar to the previous Request/ACK/Interim Status/Response MEP.
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SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/Interim Status/Response message exchange
pattern.

resonr

]
]
: 1: REQ Message

2: RESP (Working) Message

Any number of interim status
3: RESP (Working) Message messages.

4: final RESP (Status) Message

Figure 7-77-7. Sequence Diagram of Request/Interim Status/Response Message Exchange Pattern

7.7 Request/Response/PublishNotify

DESCRIPTION

The message exchange pattern of Request/Response/Publish-Notify will typically be used where requests could take
a long time to fulfill or require a subsequent message after the Request/Response interaction. They also do not
require any interim status messages. The Request/Response/Publish-Notify MEP can be thought of as a combination
of the Request/Response and Publish-Notify MEPs.

lin this message exchange pattern, a Request message is followed by a single Response message. with status and d
FINAL-RESPONSE| value of True, meaning that no additional Response messages will be sent, and thereafter zero

or more notification messages are sent containing the results of the request, if anv.]

The Request/Response/Publish-Notify MEP will be used where the provider of a service or product can respond
fairly quickly with an indication that the request can be satisfied but cannot provide the results within the Response
message itself.

If the request can be satisfied, by indicating a “Successful” or “Working” status within the Response message, the
requestor knows a subsequent message will follow. The subsequent message will contain information about the
results of the request.

The subsequent message could be a Log message, one of the aforementioned data messages, a Product message, or
another Response message that is better suited to contain the requested information. In some cases, only one
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subsequent message will follow. In other cases, a stream of messages (RESP or MSG) may be required to complete
the data request.

Note that this MEP differs from the Request Data Stream a-subseription- MEP. The Request Data StreamA
subseription MEP remains open, and notification messages will be published-sent between the request to start and
the request to stop the streamuntil-the subseription-is-eancelled. The Request/Response/Publish-Notify MEP is a ong-
time request for information, data, service, or product that may take one or more messages to fulfill.

A user requests a data product from a product provider. The provider is able to satisfy the request, and this is
conveyed through the Product Request/Product Response interaction. When the requested product is generated or
available, it will be published-sent out with the Product Message.

A set of historical mnemonic values is requested from a data provider. The Archive Mnemonic Value Request
message allows a number of delivery options, including the option to receive archived mnemonic data as a stream of
messages. The subseriberrequestor may prefer to receive, and process archived data in the same manner as rcal—timl:
data, i.e., as a stream of messages.

SEQUENCE DIAGRAM

The following figure shows a UML sequence diagram for the Request/Response/Publish-Notify message exchange
pattern.

Requestor Responder

1: REQl Message

2: RESF Message Amy amount of time

3 MSG or RESP Message

Any number of messages to
satisfy the request.

Figure 7-87-8. Sequence Diagram of Triad 1: Request/Response/Publish-Notify Message Exchange Pattern] |
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7.8 PublishNotifleequesthesponse

DESCRIPTION  Formatted: Font: 11 pt

The PublishNotify/Request/Response message exchange pattern is a combination of a Publish-Notify MEP and a
Request/Response MEP. The initial Publish-Notify MEP of a MSG (notification message) # se-will instigate a
follow up Request/Response interaction. This PublishNotify/Request/Response MEP will typically be initiated by a
service or product provider. The data or product provider will publish-send out an MSG (notification message)
message-to notify interested subseribers-components that a product, service, or data is now available. Subseribers
These receiving componentste-the MSG-message can then request and receive the product through the

Request/Response interaction.\ [Commented [MA76]: c2mMS12-167

AUSAGE [ Formatted: Font: 11 pt

A network/antenna provider needing to modify a contact schedule for deconfliction or reallocation of resources
sends out an updated Contact Reservation Data Message. A T&C component receives this message, but finding that
it does not meet the requirements of the contact, sends a request to modify or delete the contact reservation. This in-

turn results in a response from the network/antenna provider. A-schedule-produetproducerhasjustecompleted-the

A second scenario could involve a mnemonic data provider. In this example, the data provider has just completed
“scrubbing” the data (merging, gap filling, and correcting) and sends outpublishes a notification message to that
effect. Users interested in clean data can then initiate the Request/Response interaction for the scrubbed archived
mnemonic data.
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SEQUENCE DIAGRAM

Tl“he following figure shows a UML sequence diagram for the PublishNotify/Request/Response message exchange

pattern.

- Receives notification
- Requests product or service

Receives product

1: MSG Message

2: REQ Message

3: RESP Message

Notification of availability

- Receives product request
- Provides product or service

Figure 7-97-9. Sequence Diagram of Triad 2: PublishNotify/Request/Response Message Exchange Pattern] |

Command and Control Message Specification™ (C2MS™) V1.1

45

[ Formatted: Font: 11 pt

[COmmented [MA77]: c2ms12-167




7.9 |Request Data StreamSubseription

DESCRIPTION ( Formatted: Font: 11 pt

The Request Data Stream subseription-message exchange pattern is used to provide a continuous data or product
delivery service. The data or product can take the form of one or a series of messages. The steps for &

subseriptionthis pattern will typically be:

Request/Response — REQ/RESP message pairs are used to request the data or product that is desired
Publish-Notify - the MSG type messages are used by the publisher-data provider to distribute the specified data
Request/Response - REQ/RESP message pairs are used to end the stream ofunsubseribefrom-the data

The stream of data will continuesubseription-willremainaetive until the-a request to endsubseribereaneels it. There
is no restriction on the timing of the MSG messages, nor on the number of messages. This message exchange

patternThe-subseription could result in one MSG message or a set of MSG messages. Additionally, the set of MSG
messages could be periodically repeated.

The subseriberrequestor is free to end the stream of data messages (via request)eanecel-the-subseription at any time;
however, the provider can also terminate the stream of data subseription-for its own reasons.

USAGE [ Formatted: Font: 11 pt

A subseriber-component requests a specific set of real-time mnemonic data values from a data provider. The
provider will respond with a Response message indicating success or failure of the request. If the request was
successful, mnemonic data values will be publishedsent out as notification messages. The data stream subseription

will remain-epencontinue and on the next pass the requestor will again receive the specified real-time mnemonic
data. The data stream will continuewill-centinue-to-be-published for each pass until the request to end the data

stream-requestor-unsubseribesfrom-the-data. The listening component subseriber-can request the termination of the
data values at any time.
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SEQUENCE DIAGRAM |  Formatted: Font: 11 pt

The following figure shows a UML sequence diagram for the Request Data Stream subseription-message exchange |

I I
| |
| 1: REQ Message |

Request Start of
Data Stream

Provides data/product/service I

2: RESP Message

3: MSG Message

4: MSG Message

5: MSG Message

6: REQ Message

Request Stop of

Data Stream
Terminates service
7: RESP Message

pattern.

Figure 7-107-10. Sequence Diagram of Request Data Stream Subseription-Message Exchange Pattern\ I [r ted [MA78]: C2MS12-167
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8 PIM — Message Definitions

This C2 Message Specification Document contains the standard set of defined messages. Each standard message is
composed of a C2MS Message Header section and a Message Contents section. Additionally, each message defines

the subjeet-namesubjects associated with the message.

These messages are described in detail in the following sections. For the diagrams of the messages, UML classes are
used. The field names, field types, and field values are also shown or each message.

8.1 C2MS Message Envelope

C2MS Messages may be contained within a C2MS Message Envelope. This Envelope includes fields used for
tracking, meta information about the user sending the message, encryption information about the message and a
digital signature or message authentication code.

The purpose of the C2MS Message Envelope is to separate fields out from the message that are not part of C2 but
related to message handling. In earlier versions of C2MS and its predecessors, these fields were part of the message
itself. At this time, all the fields that exist in the C2MS Message related to these message-handling aspects are
preserved within the C2MS Messages for backward compatibility. This means that many fields exist both in the
C2MS Message and in the C2MS Message Envelope. This has the benefit of making the Envelope an entirely
optional construct. However, in a future release, C2MS will make C2MS Message Envelope required for sending
messages and may deprecate and/or remove overlapping fields from the C2MS Messages. With this in mind, it is
advised to begin using C2MS Message Envelope at the earliest opportunity in order to aid future migration.

8.1.1 [Message Security Support in C2MS Message Envelope

The C2MS Message Envelope includes fields that allow mission enterprises to utilize their own established and
already-approved policies and procedures to handle data in a secure manner outside of C2MS and the transport layer
implementation (PSM). In this way, a sender and receiver(s) are not dependent upon the third-party capabilities of
the transport layer to protect their data. Additionally, this approach ensures that the message can be protected from
access and/or modification by non-authorized entities throughout the entire transport of the message from the sender
to each authorized recipient.

For example, a message producer may decide to encrypt a C2MS Message using mission policies and procedures
and package the encrypted message into a C2MS Message Envelope along with optional information regarding how
the message was encrypted (such as the possible inclusion of a SEC-ENCRYPT-KEY-ID). The message producer
then sends the C2MS Message Envelope via the transport layer implementation (PSM) to one or more recipients.
Any recipient of the mMessage eEnvelope can read the information in the provided fields to assist in performance of
message decryption, if authorized by the same mission policies and procedures. In this example, C2MS and the
transport layer do not encrypt or decrypt the message but are used to deliver the encrypted message from a sender to
recipients.

These C2MS Message Envelope security fields fall into three areas: message encryption, message authentication,
and user credentials. Each area provides a distinct security aspect of messages.\

8.1.1.1 Message Encryption

The C2MS Message Envelope contains a C2MS Message. The contained Message may be in the clear or may be
encrypted. As described above, the particular manner and method for encryption are independent of C2MS and
assumed to be a matter for the C2MS Message sender and receiver. However, the C2MS Message Envelope contains
a field called MESSAGE-SECURITY.SEC-ENCRYPT-KEY-ID that may be used to convey information about
what encryption key is used to encrypt/decrypt the message. In this way, the sender can convey this information to
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the receiver. MESSAGE-SECURITY.SEC-ENCRYPT-KEY-ID is not interpreted by C2MS. It may, for example,
contain the ID of a key, either symmetric or asymmetric that should be used to decrypt the message. This is entirely
at the discretion of the sender/receiver.

C2MS provides the facility for C2 Systems to supply an encrypted C2MS Message but retain tracking information
within the unencrypted C2MS Message Envelope, so that the message can be properly routed. With this approach, a
sender can send a C2MS Message to a recipient and be assured that only that authorized recipient can decrypt the
message; in this case, the C2MS Message remains encrypted throughout the entirety of message handling process.

Note that this encryption of the C2MS Message is apart from and not related to connection encryption (TLS)
between the sending/receiving component and the transport layer. While TLS is good for protecting the connection,
it does nothing to encrypt the message as it is processed by various componentstraverses-a-message-bus or once it
has been delivered to a recipient. Encryption of the C2MS Message prior to transport is a way to guarantee that only
valid recipients can decrypt the message to view its contents.

8.1.1.2 Message Authentication

Because the C2MS Message Envelope is separate from the contained C2MS Message, the Envelope may be used tol
convey a digital signature or message authentication code (MAC) over the entirety of the enclosed C2MS Message.
This information may be contained within the message authentication fields of the Mmessage cEnvelope. The
purpose of this is to provide proof of the message origin and assurance that the message has not been modified since
it originated.

As with encryption, the particular manner and method for generating or evaluating these message authentication
fields are left to the C2 System sender and receiver(s), though two common and expected forms are a Digital
Signature (using asymmetric keys) and Message Authentication Code, or MAC (using symmetric keys).

C2MS itself does not examine or attempt to use the message authentication fields but conveys the information for
the benefit and use of the sender/receiver to authenticate the C2MS Message.

Finally, as a note, a Digital Signature or MAC may be used on a C2MS Message whether or not that message has
been encrypted. The two functions and purposes are separate from each other.

8.1.1.3 Sender Credentials Tracking in C2MS Message Envelope\ |

The USER-NAME field from the C2MS Message Header has been brought into the C2MS Message Envelope for
compatibility reasons. This field may be used to hold the "account name or owner of the account that started the
component - reserved for use by implementation (PSM). API-generated tracking field." Note, though, that this is for
informational purposes and should not be confused with providing user-based authentication or authorization.

Instead, the C2MS Message Envelope adds new fields: MESSAGE-SECURITY.SENDER-IDENTITY and
MESSAGE-SECURITY.SENDER-ACCESS, which may be used for more secure user-based credentials. Note that
SENDER, in this case could be human (user) or non-human (component). It could also refer to a group rather than
an individual. This is all according to mission policy.

SENDER-IDENTITY is a Binary field that may be used to hold token-like data used by the mission enterprise
policies and procedures for passing authentication credentials, usually the result from an authentication service,
rather than the identity to be authenticated. This could be, for example, a SAML Token or an OpenID Connect ID
Token.

Similarly, SENDER-ACCESS is a Binary field that may be used to hold token-like data used by the mission
enterprise policies and procedures for passing authorization credentials. This could be, for example, an OAuth2
Access Token.
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Each of these fields has a corresponding type indicator to convey within the enterprise the type of data contained in
the field: SENDER-IDENTITY-TYPE and SENDER-ACCESS-TYPE. For example, these fields would convey if
the corresponding field contains a SAML Token or OAuth2 Access Token.

Together, these fields allow the mission enterprise to utilize its own established policies and procedures to convey
authentication and authorization information for a C2MS Message within the C2MS Message Envelope. Any
individual mission enterprise may choose to use neither, either or both IDENTITY and ACCESS fields. These fields
are not evaluated by C2MS. Note that it is often the case and may be required according to mission policies and
procedures to sign and/or encrypt the SENDER-IDENTITY and SENDER-ACCESS fields. In practice these fields
are often represented as String types, but because they may be encrypted and because C2MS does not proscribe any
particular implementation for mission use of identity or authorization management, C2MS employs Binary types for
these fields.

8.1.2 C2MS Message Envelope Subject

The C2MS Message Envelope does not define any particular Subject. It is assumed that the Message Subject is that
of the contained C2MS Message itself and should be established by the sender at the time of creating the message
and inserting it into the message envelope.

8.1.3 C2MS Message Envelope Contents | Commented [MA81]: c2vs12-156

The C2MS Message Envelope contains fields as described in the figure and table below.

[The following figure shows a UML object diagram of the of the C2MS Message Envelope\ with its required, [Commented [MA82]: c2Ms12-143

optional, and tracking fields. [Commented [MA83]: C2Ms12-156

C2MS Message Envelope
-ENVELOPE-VERSION : F32 = 2024.0
-SPECIFICATION : Subject Token String = C2MS
-UNIQUE-ID : GUID K . [
-PUBLISH-TIME : Time MESSAGE-SECURITY Message Securtty
-SEC-ENCRYPT : Boolean 0.1 |-SENDER-IDENTITY : Binary [0..1]
-TIME-TO-LIVE : UB4 [0..1] -SENDER-IDENTITY-TYPE : String [0..1]
-MW-INFQ : String [0..1] -SENDER-ACCESS : Binary [0..1]
-CONNECTION-ID : U32 [0..1] -SENDER-ACCESS-TYPE : String [0..1]
-NODE : Subject Token String [0..1] -SEC-ENCRYPT-KEY-ID : U64 [0..1]
-PROCESS-ID : U32 [0..1] -SECURITY-CONTROL-INFO : String [0..1]
-USER-NAME : String [0..1] L

Asymmetric Key Authentication

-ASYM-KEY-AUTH - Bi
-MESSAGE-BODY -DIGITAL-SIGNATURE : Binary
C2MS Message Abstraction

Is Abstract

0.1 |-SIGNER-PUBLIC-KEY - Binary [0..1]

Symmetric Key Authentication

0.1 -MESSAGE-AUTHENTICATION-CODE : Binary
-SYM-KEY-AUTH |-AUTHENTICATION-KEY-ID : Ug4 [0..1]

Encrypted C2MS Message | C2MS Message ]

Figure 8-18-1. |C2MS Message Envelope Diagram

The following table describes additional field names, values, and notes for the C2MS Message Envelope.] [Commented [MA84]: C2MS12-156
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Table 8-1 [ C2MS Message Envelope Additional Information

(c ted [MA85]: C2Ms12-156

held in the SENDER-ACCESS field.
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Field Name Type Presence Value Description
F32 . . -
\HEADER-VERSION (Constant) R 2024 Version number for this envelope description [Commented [MA86]: C2MS12-10
Subject [ Formatted: Font: Bold
SPECIFICATION ;Ct’:r?g R C2MS Name of Specification Document used to define this header
(Constant)
UNIQUE-ID GUID 0 ((};Jgt;ﬂa)lly unique ID - reserved for use by implementation

PUBLISH-TIME Time Time the message was publishedsent[n UTC]- reserved for ( Commented [MA87]: c2vis12-108
use by implementation (PSM)

SEC-ENCRYPT Boolean R Indicates whether the MESSAGE-BODY is encrypted
Duration in seconds starting with the PUBLISH-TIME that it
is valid for the message to be delivered. Note, however, that
this is considered a suggestion. If not specified the transport
layer implementation (PSM) should use its default duration
and if a TIME-TO-LIVE is specified here, the

TIME-TO-LIVE Ub4 0 In Seconds |mplementatlon (PSM) may choose how to and whgther to
honor it based on policy. It is assumed that the polices of
the transport layer implementation (PSM) will be understood
by the message sender. Note that after a message has
expired, the implementation (PSM) should not deliver it to
any additional recipients and should scramble the security
information (keys, key IDs, and signatures).

) Container for information on the underlying middleware, |
MW-INFO String 0 any - reserved for use by implementation (PSM)
CONNECTION-ID U32 0 Unlque_ID for each gonnectlon per process. Reserved for
use by implementation (PSM)
) Actual device (host) generating the message. Reserved for
NODE String 0 use by implementation (PSM)
PROCESS-ID U32 0 Application ID for onboard e\{ents or Proqess ID for ground
events - reserved for use by implementation (PSM)
' Account name or owner of the account that started the
USER-NAME String 0 component - reserved for use by implementation (PSM)
May be used to hold token-like data used by the mission
MESSAGE- Ailbntoajon cracentaf, acaly e fosl fom an
SECURITY.SENDER- Binary 0 o ) : v Ihe resut
IDENTITY authent!catlon service, rather than the identity to be
authenticated. This could be, for example, a SAML Token or
an OpenID Connect ID Token.
MESSAGE- A discreet string defined by the mission enterprise to
SECURITY.SENDER- String 0 convey thg typ_e qf SENDER-IDENTITY used, such. asa

IDENTITY-TYPE defined string indicating that a SAML token is held in the

SENDER-IDENTITY field.
May be used to hold token-like data used by the mission
MESSAGE- enterprise policies and procedures for passing authorization
SECURITY.SENDER- |  Binary 0 prise polc p passing
credentials. This could be, for example, an OAuth2 Access
ACCESS
Token.
MESSAGE- A discreet string defined by the mission enterprise to
SECURTYSENDER- | Sfing | O Cened siing ndcating hat an ORI Acces Toer s
ACCESS-TYPE g 9



Field Name Type Presence Value Description
MESSAGE- An ID used to look up the encryption or decryption key from
SECURITY.SEC- u64 0 an external key storage service, such as a Key
ENCRYPT-KEY-ID Management Service, as defined by the mission enterprise.
The mission enterprise may define and pass string values
MESSAGE- as a way to communicate expected processing of security
SECURITY.SECURIT String 6] information. For example, how a signer's public key is to be
Y-CONTROL-INFO found. These are to be non-executable discreet reference
string values defined outside of C2MS.
MESSAGE-
SECURITY.ASYM- Binary 0 The digital signature of the MESSAGE-BODY generated
KEY-AUTH.DIGITAL- before the message envelope was sent.
SIGNATURE
MESSAGE- The public key of the entity that digitally signed the
SECURITY.ASYM- Binary 0 MESSAGE-BODY. Note that this is not required to
KEY-AUTH.SIGNER- accompany a digital signature, but may, if desired under
PUBLIC-KEY mission enterprise policies.
MESSAGE-
SECURITY.SYM-
KEY- Binary 0 The Message Authentication Code, or MAC (using
AUTH.MESSAGE- symmetric keys).
AUTHENTICATION-
CODE
SE%E:IS:IQG;-(M- An ID used to look up the symmetric key used in generating
KEY-' Usd 0 the MAC from an exterpal key sto.rage service, _su;h asa
AUTH.AUTHENTICA Key Mgnagement Service, as defined by the mission
TION-KEY-ID enterprise.
C2MS The contained C2MS Message. This may be an in-the-clear
MESSAGE-BODY Message R message (type C2MS Message) or an encrypted message
Abstraction (type Encrypted C2MS Message).
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8.2 [C2MS Message

The C2MS Message class is the base class for all C2MS messages and any extensions. Therefore, all C2MS
Messages contain fields defined in the C2MS Message class, including fields in the C2MS Message Header and the
facility to extend the contents of the message via custom fields.

The following figure shows a UML object diagram of the C2MS Message with its constituent parts. Message

Header and Custom Fields will be described in detail later in this section.

{Commented [MA88]: C2MS12-53, C2MS12-143

C2MS Message Message Header [ Formatted: Keep with next

/

-CUSTOM-FIELD |0..*
Custom Field

Figure 8-2. C2MS Message Diagram “a [Formatted: Caption Figure

“« [ Formatted: Body Text
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8.28.21  C2MS Message Headerl

a—Messag&HeadePaleﬁg%&ﬁhﬁﬂess&g&éeﬁﬁed—ﬁelds—?heFefﬁ%aﬂAll flelds }m the Message Header appear in all
C2MS messages. However, the values of the Message Header fields may vary between messages. The specifics of
the Message Header field values for each message are included in its corresponding message section.

The following figure shows a UML object diagram of the of the Message Header with its required, optional, and
tracking fields.

C2MS Message Message Header

-HEADER-VERSION : F32 = 2026.0
-SPECIFICATION : Subject Token String

-DOMAIN1 : Subject Token String

-DOMAIN2 : Subject Token String

-MESSAGE-TYPE : Subject Token String = {REQ, RESP, MSG}
-MESSAGE-SUBTYPE : Subject Token String
-MESSAGE-CLASS : Subject Token String [0..1]
-MSG-VERSION : String [0..1]

-MISSION-ID : Subject Token String
-CONSTELLATION-ID : Subject Token String
-SAT-ID-PHYSICAL : Subject Token String
-SAT-ID-LOGICAL : Subjecl Token String

N -FACILITY : Subject Token String

0.. -CLASS : Subject Token String [0..1]

Custom Field -COMPONENT : Subject Token String
-SUBCOMPONENT1 : Subject Token String [0..1]
-SUBCOMPONENT?2 : Subject Token String [0..1]
-ROLE : 116 [0..1]

-DESTINATION-COMPONENT : Subject Token String [0..1]
-DESTINATION-NODE : Subject Token String [0..1]
-DESTINATION-FACILITY : Subject Token String [0..1]
-UNIQUE-ID : GUID [0..1]

-PUBLISH-TIME : Time [0..1]

-MW-INFQ : String [0..1]

-CONNECTION-ID : U32 [0..1]

-NODE : String [0..1]

-PROCESS-ID : U32 [0..1]

-USER-NAME : String [0..1]

Figure 8-38-2. Message Header Diagram
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The following table describes additional field names, values, and notes for the Message Header.

able 8-2. Message Header Additional Information|

Field Name Type Presence Value Description h
Version number for this message
HEADER-VERSION | F32 (Constant) R 2024 description
Name of specification governing the
structure, conventions, and uses of thq
Subject Token message containing this header. Always
SPECIFICATION String _ C2MS or COMS-EXT | cons or COMS-EXT for C2MS-complfant
messages.SpeeiﬁeaTen—Deeumeni—ustd
to-define-this-header|
DOMAIN SUbjgfrtirLOKen R Additional field to allow for more filterirlg
DOMAIN2 S“bjgtcrtirrg"ke” R Additional field to allow for more filtering
) Value Description
Subject Token REQ | Request Message type identifier- REQ, RESP, br
MESSAGE-TYPE String R RESP | Response MSG
{Enumeration} MSG Message
See Table 6-6 Unique message subtype identifier, fixgd
Subject Token Descriptions of the for core C2MS Standard-Messages,
MESSAGE-SUBTYPE String B Message Elements of the | customizable for C2MS Extension
C2MS Subject Name Messages
MESSAGE-CLASS Subject' Token Generic field for missions to cIaISS|fy‘tlhe|r
String message set to aid message dispositign.
MSG-VERSION String Version information for the message
Subject Token Unique mission name, e.g., MOONMAP,
MISSION-ID String SUNSCAN, TEMPTRACK  etc.
CONSTELLATION-ID Subject_ Token R Used _for constellations or satellite
String groupings
SAT-ID-PHYSICAL Subject' Token R ArI1 Ip for' the satellite that is fixed for it
String mission life
Subiect Token An ID for a satellite or group of satellitgs
SAT-ID-LOGICAL JStrin R that can change during its mission life
9 (ex., a positional reference)
A physical source (i.e. ACS Lab,
FACILITY Subject_ Token R CandDH String, etc.) generating thel
String message, e.g., spacecraft, remote site|
etc.
CLASS Subject' Token 0 See Table A-1 Sqftware Class and
String Subclass Categories
Subject Token Name of software application, ex. APH1,
COMPONENT String R CLIENT2, TAC3
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Field Name Type Presence Value Description “
SUBCOMPONENT1 Subject_ Token 0 First subsystem level within the
String component that produced the message
SUBCOMPONENT2 Subject_ Token 0 Second subsystem level within the
String component that produced the message
Value Description
1 Primary, Role the component is assigned in the
Master configuration (Primary, Backup, Hot
ROLE 116 0 2 Secondary, Backup, Secondary, Spare ...). Roles are
Backup dependent on the operational concepts
3 Tertiary being employed in the configuration.
Spare, ...
Intended component recipient of the
[DESTINATION- Subject Token po message (if any)._Though optional in the
COMPONENT String = definition of the header itself, in certain

message types, this field is required.

DESTINATION-NODE Subject' Token 0 Iptended node recipient of the message
String (if any).
DESTINATION- Subject Token 0 Intended facility recipient of the message
FACILITY String (if any).
Tracking Field - Globally unique ID -
UNIQUE-ID GUID 0 reserved for use by implementation
(PSM)
Tracking Field - Time the message was
PUBLISH-TIME Time 0 publishedsent in UTC| - reserved for use
by implementation (PSM)
Tracking Field - Container for
MW-INFO String 0 information on the underlying
middleware, if any - reserved for use by
implementation (PSM)
Tracking Field - Unique ID for each
CONNECTION-ID u32 0 connection per process. Reserved for

use by implementation (PSM)

Tracking Field - Actual device (host)
NODE String 0 generating the message. Reserved for
use by implementation (PSM)

Tracking Field - Application ID for
onboard events or Process ID for ground

PROCESS-ID u32 0
events - reserved for use by
implementation (PSM)
Tracking Field - Account name or owner

USER-NAME String 0 of the account that started the
component - reserved for use by
implementation (PSM)

8.2.18.2.1.1 _ [Fields for Subject NameSubjects «

SPECIFICATION, DOMAIN1, DOMAIN2, MISSION-ID, CONSTELLATION-ID, SAT-ID-PHYSICAL, SAT-ID-
LOGICAL, MESSAGE-TYPE, MESSAGE-SUBTYPEl

As discussed in Section 6.2.3 C2MS Subject Name Standard, the first set of elements of the C2MS subject are fixed.
Please refer to this section for important information on the format of subjeetramesubjects and their content. All of
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the elements of the C2MS Subject NameSubject can be made up from required fields in the C2MS Message Headerl
Recall that the definition of the subject follows the following format:

SPECIFICATION.DOMAIN1.DOMAIN2.MISSION.CONST.SAT.MSGTYPE.MSGSUBTYPE.MEI.ME2.ME
3.

The following table shows how fields from the C2MS Message Header can be directly used as elements of a C2MS
Subjeet NameSubject.

It is important to remember that a C2MS Subjeet-NameSubject is text that is in Subject Token String format, so if a
field’s value is extracted from the Message Header and used in the subject-namesubject, it must be in Subject Toke
String format.

Table 8-3. Mapping of Message Header Fields to the C2MS SubjectNameSubject |

Subject-NameSubject Element | Possible Fields Used from the Message Header Field |
Specification SPECIFICATION
Domain1 DOMAIN1
Domain2 DOMAIN2
Mission MISSION-ID
Const CONSTELLATION-ID
SAT SAT-ID-PHYSICAL or SAT-ID-LOGICAL
Type MESSAGE-TYPE
Subtype MESSAGE-SUBTYPE
8.2.28.2.1.2 _[Fields for Message Uniqueness <

LUNIQUE-ID, PUBLISH-TIMEl

I
The UNIQUE-ID is a globally unique ID reserved for use by the implementing software. It will make each message
uniquely identifiable from all others. The implementing software likewise may supply the PUBLISH-TIME Me

time-of publication-of the messageindicating when the message was sent (in UTC}).| These fields are valuable for

identification and tracking purposes.

8.2.38.2.1.3 _Middleware Tracking Information -«
MW-INFO, CONNECTION-ID|

These fields are reserved for use by the implementing software. The implementing software may fill in these
Message Header fields prior to sending the message. They serve to identify the connection and/or path of the
message with the underlying middlewareL if any.‘

8.2.48.2.1.4 Component Information — Location and ID <
AFACILITY, NODE, PROCESS-IDl

These fields refer to physical locations, equipment, or identifiers. For example, facility might refer to a city,
building, LAN, satellite control center, room, or whatever is used to uniquely identify the physical location. NODE
will normally be used to identify a single piece of equipment - commonly a computer. It could also refer to a larger
entity such as a satellite tracking station. Typically, the node is found within the facility. Another example usage is
the computers (nodes) found on a LAN (facility).
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PROCESS-ID is the unique ID of an executing task or process on a NODE and is usually assigned by the host
operating system. The combination of these three fields serves to uniquely identify the executing software process
within an enterprise. The implementing software will optionally supply the NODE and PROCESS-ID information
on which the process is executing in the Message Header.

8.2.58.2.1.5 __Component Information — Logical -« ( Formatted: Heading 4

CLASS, COMPONENT, SUBCOMPONENT1, SUBCOMPONENT2, USER-NAME, ROLE, DESTINATION- [ Formatted: Font: 11 pt
COMPONENﬂ [Commented [MA104]: c2ms12-53
These fields provide for source traceability of a message. A C2MS Class is a high-level category of functionality. A [ Formatted: Font: 11 pt
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C2MS Subclass is defined as a subset genre of a Class. A Class is composed of one or more subclasses. A C2MS
Component is defined as the name of the executing software application that fulfills, in part or in whole, an instance
of a C2MS Class or Subclass. Class and Subclass are sometimes used interchangeably to refer to a type of system,
whereas component always refers to an actual piece of software. The component generates C2MS messages and
identifies in the Message Header the Class and/or Subclass to which it belongs. It has the option to further delineate
the source of a message by using the SUBCOMPONENT1 and SUBCOMPONENT? fields. The relationship
between the C2MS Classes and Subclasses is shown in Table A- 1, Software Class and Subclass Categories.

The implementing software will optionally supply the USER-NAME field, which is the name or owner of the
account that started the component. The ROLE of the component is optionally supplied to indicate what function the
component is assigned to play in the overall concept of operations. Components will perform different functions
depending on their roles and responsibilities. The DESTINATION-COMPONENT field is the intended recipient of

the message and also appears in the subjectnamesubject of many messages. [Though optional in the definition of the

header, this field may be required when the header is used in certain message types. For example, all response

messages require the DESTINATION-COMPONENT to be specified.| [Commented [MA105]: C2mMS12-177
8.2.2 C2MS Message Types “« ( Formatted: Heading 3

‘All messages in the core C2MS specification h"all into a hierarchy containing three main branches including [Commented [MA106]: C2MsS12-118

notification, request and response messages. See Section 6.4 C2MS Messages: Their Characteristics and Interactions
for a detailed discussion of this hierarchy.

|Each of the three message types, along with their context within the hierarchy of C2MS and the attributes they all [commented [MA107]: C2MS12-177, C2MS12-143

have in common are shown in the following figure:

C2MS Message
Is Abstract
M Head
~CONTENT-VERSION : 32 Sl
Custom Field N
0.* RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,
6=Final Message
The use of "6=Final Message"
has been DEPRECATED
C2MS Notification Message C2MS Request Message C2MS Response Message V
{Message Header SPECIFICATION == C2MS, {Message Header.SPECIFICATION == C2MS, {Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG} Message Header MESSAGE-TYPE == REQ} Message Header MESSAGE-TYPE == RESP} 4
Is Abstract Is Abstract Is Abstract 4
/
-REQUEST-ID : GUID -REQUEST-ID - GUID The default value for
-RESPONSE-STATUS : 116 ={1,2,3,4,5,6} FINAL-RESPONSE is
-FINAL-RESPONSE ' Boolean[0.1] & — — — — specified individually in
~TIME-COMPLETED : Time [0..1] each response
Figure 8-4. C2MS Message Hierarchy “ [ Formatted: Caption Figure
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As shown above, all C2MS Messages include a field called "CONTENT-VERSION" inherited from the base class
all C2MS Request Messages include a "REQUEST-ID", and all C2MS Response Messages include a "REQUEST-
ID". a "RESPONSE-STATUS". an optional "FINAL-RESPONSE]", and other fields.

CONTENT-VERSION in each message indicates the version of that message (as opposed to the version of the
C2MS Message Envelope or the Message Header). For example, this field had a value of "2019.0" in Telemetry
CCSDS Packet Message when first introduced with C2MS 1.0, but was updated to "2024.0" with C2MS 1.1, when
new optional fields were added to that message.

8.2.3 C2MS Message Augmentation\ through Custom Fields
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In the event that any given C2MS Message could be made more useful for a particular use case, all C2MS Message:
can be extended by adding custom fields in the form of name-value pairs. This prevents the need to redefine C2MS
messages in order to extend them, as has sometimes been observed in earlier versions of C2MS.

Domain, Mission or Satellite specific logic determines the meaning and enforcement of these custom fields.

C2MS recommends applying unique designators to the beginning of the CUSTOM -FIELD.Name to distinguish the
mission, vendor, or other appropriate namespace to avoid naming collisions with fields defined by others.

Finally, as a convention C2MS recommends adding custom fields to C2MS Messages only when there is no way to
utilize the base C2MS Message contents for the purpose and to the extent that the custom fields naturally enhance
and belong to the given message. For example, custom fields added to the Mnemonic Value Data Message should
relate to mnemonic value data and not be already available in the Mnemonic Value Data Message.

The following figure shows a UML object diagram of the Custom Field with its fields.

C2MS Message Message Header I

-CUSTOM-FIELD |0.."
Custom Field

-n.VALUE

Typed Variable

-CONTENT-VERSION : F32 = 2026.0

-VALUE : Binary

-TYPE-DISCRIMINATOR : String = {Boolean, Character, F32, F64, 116, 132, 164, String, U16, U32, U64, Custom}
-CUSTOM-TYPE-DISCRIMINATOCR : String [0..1]

-n.NAME : String «

{ Formatted: Keep with next

Figure 8-5. Custom Field Diagram “ { Formatted: Caption Figure

The following table describes additional field names, values, and notes for the Custom Field.
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Table 8-4. Custom Field Additional Information -
Field Name Type Presence Value Description
For application use. Name of the ‘n"" custom field
CUSTOM- Strin R - “n” starts at “1”. Care must be taken to avoid
FIELD.n.NAME =ling B :

collisions in custom field names,

For application use. Value of the ‘nt” custom field -

CUSTOM- Typed Variable “n” starts at “1”. This field represents the value of
FIELD.n.VALUE el el the name-value pair as agreed upon between the
producer and consumer of this message.

10

8.3 [Control-and Monitor Level Messages,

Monitor type messages are provided in C2MS covering two different aspects of the overall system as follows:

satellites and satellite contacts monitored by the C2 System, such as acquisition or loss of signal, command state on

the vehicle, and telemetry limit state transitions.

Log Messages capture processing at the application level. These provide a view into the flow of control within the
componentry of the overall system, such as configuration changes, completion of flight dynamics products, receipt
of directives, data processing flow, unexpected software conditions, component lifecycle reporting, etc.

Care must be taken to provide monitoring information of the appropriate type, following the above separation
between Events and Logs. Note that in early versions of C2MS, there was a single Log Message that encompassed
all of the monitored information. In C2MS 1.2, Event Message was introduced to distinguish SATOPS reporting
from capturing application process flow.

When creating Event Messages or Log Message, with corresponding text and details, it is recommended to use the
suggested text format, when specified, and to seek to achieve the following clarity goals:

from it (and others to provide context), making a decision and taking action becomes more perceptible. It

also becomes easier to pre-define the actions and program them into clear, unambiguous rules.

8.3.1_Event Message

[ Formatted: Caption Table

[ Formatted: Superscript

- [ Formatted: Normal

Commented [MA110]: C2MS12-43 - This entire section
substantially reworked under this issue resolution, including
changes to Log Message and adding a new Event Message.
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An Event Message is time-tagged text generated by an application to notify the operator that a ground system or
satellite event has occurred, such as contact transitions or satellite events. For example, a ground system event might
indicate that a loss of signal is detected for a satellite data stream and a satellite event might indicate a change in
state of health of the vehicle.
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If Event Messages are saved in an archive, they can provide a wealth of data as well as a chronological history of
contact processing and vehicle state. This audit trail can be very useful in troubleshooting and reporting SATOPS
anomalies.

As a suggested best practice, while a component may produce Event Messages for a variety of reasons, at a
minimum these components should produce an Event Message any time the SEVERITY level changes for the
situation or element being evaluated. For example, if an antenna that is engaged in a contact moves from "Normal' td
'Distress' SEVERITY an event should be produced, and again if it moves from 'Distress' to 'Critical', and again if it
moves from 'Critical' to Normal'. Optionally. a component that is concerned with the state of that contact may
choose to monitor that antenna directly, if able, without relying only on the receipt of each Event Messages.

Table 8-5. Event Message Summagd

Sender Any C2MS compliant application
Intended Usage by Sender Notify
Recei Expert Subsystem, Alerting Subsystem, Assessment Subsystem, or
eceiver —
similar, that uses Event Messages
Intended Usage by Receiver Receive event notification messages
What Event for display, archive, data mining, reporting, etc.
When As needed
Examples

1. _Any component needing to disseminate events related to SATOPS should send out an Event Message.

2. An archiving application may filter for all messages to place in an archive.

3. A flight dynamics application may filter for Orbital Event occurrence types.

4. A display application may filter for Critical (Level 4) Severity Event Messages.
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8.3.1.1  Event Message Subjects
Table 8-6. Event \ age Sub'|ect Naming
S—J—St::deacrt, Domain Elements Mission Elements Message Elements Miscellaneous Elements
ES—J—I‘;%‘:; fL?ca‘:lco'n DOMAIN1 | DOMAIN2 | MISSION | CONST |SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 | ME5 | MEG
Subject [domain1- | [domain2-} constel [COMPON | [SUBCLA | [OCCURRE | [SEVERITY . Formatted: Centered
Content C2MS system system [mission] ation [sat] | MSG EVENT ENT SS NCETYEE USER¥-| REN
- S_Qecific specific] ENT] S9] NCE-TYPE] 1 w Formatted Table
| Formatted: Centered
Bamoelor | caws | pow | powe | wssv | onst | saTi|mse| EveNT | T3 | IM | TMMT | 2 | wst+| 12 Commented ATsE covemiet
I (
Example for . | Formatted: Centered
Sender 23 DOM{ DOM2 MESN Chst SAOL | MSG EVENT ILM3 ChD SENT 1 wsh %( Formatted: Centered
E)I(?aen;eil\?ef:r C2MS DOM1 DOM2 MSSN * * MSG EVENT * * * H < [ Formatted: Centered
[Commented [MA114]: c2mS12-162
[ Formatted: Centered
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Table 8-7. Properties of the Miscellaneous Elements for the Event Message

Miscellaneous Required / . e . .
T Element ; Field in Nsg, It applicable
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of sender COMPONENT from header
The subclass of the component or
ME2 Required subsystem to which the event SUBCLASS
message occurrence belongs
ME3 Required The occurrence type of the event | OCCURRENCE-TYPE
ME4 Required The severity of the occurrence SEVERITY
) The user or work-position
MES Optional originating the event message USER
. A reference ID assigned to the
ME6 Optional | ooy message REFERENCE-ID

Examples for Sender

Appl, TLM2, and TLM3 each send an Event Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.EVENT.Appl.TLM.AOS.1

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.EVENT.Appl.CMD.SENT.1.WS3.794

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.EVENT.TLM2.

TLM.TLM-LIMIT.3.DECOM1.456

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT]1.MSG.EVENT.TLM3.TLM. PREPASS.1

Examples for Receiver

[coMs.*.*.*.*.* MSG.EVENT.>

C2MS.*.* .MSSN.*.*.MSG.EVENT.>

C2MS.*.*.*.* ,SAT1.MSG.EVENT.TLM2.>

C2MS.*.*.MSSN.*.* MSG.EVENT.*.*.*.4.H

Note that since some elements are optional, it is best to filter using the “+” character to ensure capturing all

messages.

8.3.1.2 Evenﬂ Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Event Message, including both

message and message header fields.

Table 8-8. Event Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE EVENT
CONTENT-VERSION 2026.0
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8.3.1.3 Event Message Contents

The following figure shows a UML object diagram of the Event Message with its required and optional fields.

C2MS Message

-CONTENT-VERSION : F32
FAY

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
FaS

Event Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == EVENT,
CONTENT-VERSION == 2026.0}

-SUBCLASS : Subject Token String
-OCCURRENCE-TYPE : Subject Token String

-USER : Subject Token String [0..1]
-SPACECRAFT-TIME : Time [0..1]
-EVENT-TIME : Time

-REFERENCE-ID : Subject Token String [0..1]
-MSG-TEXT : String

-MSG-TEXT-DETAILS : String [0..1]

-SEVERITY : 116 ={1, 2, 3, 4} g

0..

M ge Header
Custom Field

SEVERITY
1=Normal,
2=Warning,
3=Distress,
1 4=Critical

Figure 8-6. Event Message Diagram

The following table describes additional field names, values, and notes for the Event Message.

Table 8-9. Event Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 0026 \J/ersi(l)nrNumber for this message content
UTSUIPUVIT
. See Table A- 1 Subclass generating the Event Message (or
SUBCLASS StbjectToken | g | Software Class and | applicable subsystem of which the Even
=tind Subclass Categories Mmessage belongs)
OCOURRENGE. | SubpctTolen | | o téfueni | Anooatenc oe hatcotgorges e kg
TYPE String R of activity-or-event that happened; triggering
—_— the Event Message
Value | Description | Indicates the severity of the Event Message.
1 Normal Scale traditionally applied to message based
SEVERITY 16 R — — on requirements and characteristics of the
I {Enumeration) - 2 Warning component or ground system. The severity
3 Distress may be used to alert the operator in some way
4 Critical such as visual or audible notification.
USER Subject Token 0 The user/work position/proc to which the
- String - message relates
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d [MA119]: C2MS12-167

Field Name Type Presence Value Description [
SPACECRAFT-TIME Time 0 Time event hgppened (may be earlier tha
— — actual posted time)

. [Time event happened in UTC (maybe earlier
EVENT-TIME Time R than PUBLISH-TIME time) (c
REFERENCE-ID Sub) ectl Token 0 A local mdex or map to a table of additiongl
- String information
MSG-TEXT Strin R Text for display (typically about 60 characlers
One or more paragraphs that includes mofe
MSG-TEXT-DETAILS String 0 detail. Suggested corrective action. Suggdst
specifying URL in this field

8.3.1.4 Event Message Occurrence Types

The tables in this section list suggested Event Message occurrence types. The OCCURENCE-TYPE field is a

required field. The tables contain lists of SATOPS occurrences that could be used to identify the occurrence that

triggered the generation of the Event Message.

This is not a complete list of occurrence

es. Additional values can be added as necessai

[Commented [MA120]: C2MS12-108

8.3.1.4.1 Pass Related Occurrence Types
Table 8-10. Pass-Related Occurrence Types|
Value Occurrence Type Occurrence Description

Period of time prior to start of a pass. Allows for allocation

PREPASS Pre-Pass setup, and check out of resources, communication

- E— pathways, and general preparation. Could be ~5-10 minutes
in length.

PASSSTART Planned Start Time of Time in UTC the pass is scheduled to start. (Scheduled AOS

— Pass time).
Actual time in UTC of the AOS when ground (antenna)

AOS Acquisition of Signal receives the signal; or could be the time in mission operation
center when first data is received.

LOS Loss of Signal Actual Fimle in UTC the data drops out or ceases

- =oss ot oignal transmission.

PASSEND Planned End Time of Time in UTC the pass is scheduled to end. (Scheduled LOS

— Pass time).
Period of time immediately after the LOS to wrap up the
pass activities. Could include deallocation of resources,

POSTPASS Post-Pass producing pass summary reports, initiation of offline data
processing, and so on. Could last a few minutes or until next
Pre-Pass.

For pass-related occurrences, it is recommended that the MSG-TEXT portion of the Event Message contain the

Occurrence Type value and the EVENT-TIME value in the format of:

[OCCURRENCE-TYPE] Time: [EVENT-TIME]
Examples
PREPASS Time: 2014-74-16:18:15
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PASSSTART Time: 2014-74-16:28:15
AOS Time: 2014-74-16:28:16
PASSEND Time: 2014-74-16:46:30
LOS Time: 2014-74-16:46:40
POSTPASS Time: 2014-74-16:47:20

8.3.1.4.2 Telemetry Limit Violation Occurrence Types

Table 8-11. Telemetry Limit Violation Occurrence Types

Value Occurrence Type Occurrence Description +
NORMAL 1=Normal Range Reports mnemonic returning to (i.e. entering) a Normal (within range) condition.
WARNING 2=Warning Limit Reports mnemonic entering a Warning limit condition
DISTRESS 3=Distress Limit Reports mnemonic entering a Distress limit condition
CRITICAL 4=Critical Limit Reports mnemonic entering a Critical limit condition

For telemetry limit violation notices, it is recommended that the MSG-TEXT portion of the Event Message contain

the following information.

[term for value] [tlm word #] [mnemonic] [violation description] “the” [limit description] “Limit of”

[threshold value] “with a value of” [mnemonic value] [mnemonic units]

Examples

LRV #102 BATVOLT1 exceeded the Lower Warning limit of -12 with a value of

-13 volts

TLM #156 BATVOLT2 is above the Upper Distress limit of 15 with a value

of 15.75 volts

CVT #156 BATVOLT3 is within the Normal limit of 16 with a value of

14.75 volts
Note:
LRV - Last Received (or recorded) Value

TLM — Telemetry
CVT — Current Value Table

8.3.1.4.3 Command Verification Occurrence Types
Table 8-12. Command Verification Occurrence Types

Value Occurrence Type Occurrence Description
The network that connects the ground system to the spacecraft
XFRD transferredToRange has received the command. (Comes from something other than
the spacecraft.)
The command has been transmitted to the spacecraft by the
SENT sentFromRange network that connects the ground system to the spacecraft.
(Verifier comes from something other than the spacecraft.)
RCVD Received The SpaceSystem has received the command.
ACPT Accepted The SpaceSystem has accepted the command.
QUED Queued The SpaceSystem has scheduled the command for execution.
EXEC Executing The command is being executed.
COMP Complete Command is considered complete.
FAIL Failed The command failed.
TIMEQUT Timeout I;T:}l g()j(pired for the command to complete. A specific instance
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The values in the table above were taken from the master schema for the OMG Space Domain Task Force XML
Telemetric and Command Exchange (XTCE) format. This document is found at https:/www.omg.org/xtce.

No recommended format has been defined for this occurrence type.

8.3.1.4.4 Miscellaneous Occurrence Types

Table 8-13. Miscellaneous Occurrence Types

Value Occurrence Type Occurrence Description
ORB Orbital Event Reportg calculated grbltal event §uch as orbit number,
- - ascending/descending node, eclipse state

SAT Satellite Indicates/reports activity occurred on the satellite
8.3.18.3.2  Log Message ( Commented [MA122]: c2mis12-43

A Log Message is time-tagged text generated by an application to provide insight into its internal processing.

Examplcs mcludc rcccmt of directives data proccssmg flow, and softwarc state. ﬁeﬂ-ﬁy—t—hc—epem%eﬁ-ha{—a—glﬂemad

While it is common for applications to log this kind of information locally. the intent of the Log Message is to
provide relevant application processing information to the larger community of (distributed) peer applications. If
Log Messages are saved in an archive, they can provide a-wealth-of data-as-well-as-a chronological history of the
processing of C2 system components.greund-system-activities: This audit trail can be very useful in troubleshooting
unexpected issues in system behavior.and-reperting:

Table 8-144. Log Message Summary| [r ted [MA123]: C2Ms12-161
Sender Any C2MS compliant application
Senders Intended
Usagelntended Usage by PublishNotify ( Formatted: Font: Arial Narrow, 10 pt
Sender
Expert SubsystemSubelass, Alerting SubsystemAlert-Subelass, and
Receiver Assessment Subsystem, or similar, that uses elass-thatuses-Log
Messages
ReceiversIntended
Usagelntended Usage by Receive log data notification messagesSubseribe
Receiver
What Log actien-or-eventitem for display, archive, data mining, reporting, etc.
When As needed
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1. Any component needing to disseminate information related to processing at the application level should <«
publish-produce a Log Message.

because of its implied pub/sub architecture.

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
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4:2. A display application may filter forsubseribe-te Critical (Level 4) Severity messagesLog Messages. -
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8.3.21

Log Message Subjects

Table 8-155. Log Message Subject Naming

J o

(DA S D

Sst::iizcrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Seeci- | pomaINt | DOMAIN2 | missioN | consT | saT | TYp | sueTYP ME1 ME2 ME3 ME4 | ME5 | ME6
Element fication
Oceur- .
I | [Seueptsts
[Subelass: AOS [ Normak
ARG, l:@% INFO;2- [ref 1D,
. [domain 1 - | [domain 2 — CEG; . Warning: [usef+ | eplie Formatted: Centered
Subject C2MS system | system | [mission] | %" | saq | msc | Log | [COMPON | cup | EREEAS L waRN. | optiodd | REF :
Content o - ation] ENT] 7 Formatted: Centered
specific] specific] DRy — USER] | EN
TLMSUB WARNIN B 4-Critical- |p Formatted Table
CLASS] OCCURRE FATAEVER [Commented [MA125]: c2Ms12-50
NCE-TYPE] [TYH [Commented [MA126]: C2MS12-191
Example for CRITICALC |
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG LOG TLM3 TLM G 41 wsd « 79[ Formatted: Centered
Sender rG I
Example for |
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG LOG TLM3FD1 | GMDEPH | CMDVSYS 4 ws§ « 12[ Formatted: Centered
Sender [ Formatted: Centered
Example for
Subseriber / C2MS DOM1 DOM2 MSSN * * | MsG LOG * * * * EdR | Commented [MA127]: C2ms12-162
Receiver [ Formatted: Centered
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8.3.1.1 Log Message Subject Names

Table 8-166. Properties of the Miscellaneous Elements for the Log M ge
Miscellaneous Required / - L . . « [ Formatted Table
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of senderpublisher COMPONENT from header
. The subclass of the component or subsystem to
ME2 Required which the occurrence belongsleg-message SUBCLASS
ME3 Required The occurrence type of the eventLog Message OCCURRENCE-TYPE
ME4 Required The severity of the occurrencelog-message SEVERITY
MES5 Optional The user or work-position originating the log USER
message
ME6 Optional A reference ID assigned to the log message REFERENCE-ID
Examples for Publisher/-Sender
Appl, TLM2, and TLM3 each send a Log Message.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.LOG.APP1l.TLM.WARNINGCFG. 14
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.LOG.APP1.CMD.SYSEMBY . 4. WS3.794
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.LOG.TLM2 .TLM.DIRERITICAL .41 . DECOM1.456
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.LOG.EFDTEM3 . SCH. 21-NORMAL
Examples for Subscriber/Receiver
[c2MS.* . * . * % * MSG.LOG.—>
C2MS.*.* .MSSN.*.* .MSG.LOG.—>
C2MS.*.* *_ *_SAT1.MSG.LOG.TLM2.—>
C2MS.*.* .MSSN.*.* MSG.LOG.*.*.*. 4. —+3| [Commented [MA128]: C2MS12-162
Note that since some elements are optional, it is best to filtersubseribe with-using thd “i>”‘ character to ensure capturing [ Commented [MA129]: C2MS12-162
all messages.
8.21.28.3.22 |JlogM ge Pre-defined Field ValuesHeader [Commented [MA130]: C2mMS12-177

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Log Message, including both message and message header fields.:

Table 8-177. Log Message Pre-defined Header Field Values

Header Field Name Value

Message Header.SPECIFICATION C2MS
Message Header MESSAGE-TYPE MSG
Message Header MESSAGE-SUBTYPE LOG
CONTENT-VERSION 2026.0
MESSAGE-TYPE MsG
MESSAGE-SUBTYPE LOG

Formatted Table

Formatted: Left

Formatted: Left

(
(
[ Formatted: Left
(
(

Formatted: Left

(D D W
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8.3.1.38.3.2.3 Log Message Contents
The following figure shows a UML object diagram of the Log Message with its required and optional fields.

Commented [MA131]: C2MS12-43, C2MS12-53, C2MS12-177,
C2MS Message C2MS12-143

-CONTENT-VERSION : F32

Fa) Message Header
Custom Field
0

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Ay
SEVERITY
Log Message 0=DEBUG,
{Message Header.SPECIFICATION == C2MS, 1=INFO,
Message Header. MESSAGE-TYPE == MSG, 2=WARN,
Message Header. MESSAGE-SUBTYPE == LOG, 3=ERROR,
CONTENT-VERSION == 2026.0} _ < |a=FATAL
-SUBCLASS : Subject Token String -
-OCCURRENCE-TYPE : Subject Token String -
-SEVERITY : 116 ={0, 1, 2, 3, 4} aq
-USER : Subject Token String [0..1]
-SPACECRAFT-TIME : Time [0..1] -
-EVENT-TIME : Time e B
-REFERENCE-ID : Subject Token String [0..1] — |SPACECRAFT-TIME
-MSG-TEXT : String and SPECIAL-INFO
-MSG-TEXT-DETAILS : String [0..1] - ~ |are DEPRECATED
-SPECIAL-INFO : Binary [0..1] a =

Figure 8-78-3. Log Message Diagram

The following table describes additional field names, values, and notes for the Log Message.

Table 8-188. Log Message Additional Information

Field Name Type Presence Value Description “ [ Formatted Table
CONTENT-VERSION F32 R 20242026 Z:;i'r?gﬂgﬂmber for this message CONLL | o mmented [MA132]: Caws12.53, Caws12.177
Subclass of the producer of thisgererdting
SUBCLASS Subject Token R See Table A- 1 Software Class | thedeg-message Log Message (or
String and Subclass Categories applicable subsystem ef-to which the lllog

mMessage belongs)

An occurrence type that categorizes the

OCCURRENCE-TYPE | SublectToken | g | See tables in Section 8314 1 yin /ot actiyity or event that happened
String Log Message Occurrence Types | .. .
triggering the Llog Mmessage
Value Description Although this field continues to be nanjed
0 Standby-DEBUG 'SEVERITY" in keeping with C2MS 1.0} its
SEVERITY 116 _ R 1 NormakINFO intent is to indicate the logging level of @he
(Enumeration) - Log Message as produced by the sendling [ Formatted: Font: Bold
2 Warning-WARN application Jadicates-the-severity-of the-Log
3 Distress-ERROR Message. Scale traditionally applied td
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Field Name

Type

Presence

Value

Description «

GCritieal-FATAL

message based on requirements and
istios of
system—The-severity-may-be-used-to-alert
) .
te.speats_f SOME-WaY SHER-85 VISHaro

USER

Subject Token
String

The user/work position/proc to which the
message relates\Which-useriwerk

DEPRECATED

Time on the spacecraft that the event
happened (maybe earlier than actual
posted time). Note that this is to
accommodate a difference between the
spacecraft time and UTC. It is however
reported here in the same format as all

SPACECRAFT-TIME

-
rme

o

C2MS Time values. This field has been—
deprecated because it more properly
belongs to the new Event Message than the
application logging use of Log Message. If
the spacecraft time is relevant for a Log

Message, it can be added to MSG-TEXT-
DETAILS as desired.

EVENT-TIME

Time

Mime_of the occurrence being logged-event
happened in UTC (maybe earlier than
published-PUBLISH-TIME fime). Note that

"EVENT" here has no correlation with Event

[ Formatted Table

[ Formatted: Font: Bold

( Commented [MA133]: cavs12-167

Messages.

REFERENCE-ID

Subject Token
String

Alocal index or map to a table of additional
information

MSG-TEXT

String

Text for display (typically about 60
characters)

MSG-TEXT-DETAILS

String

One or more paragraphs that includes more
detail. Suggested corrective action. Suggest
specifying URL in this field

(c ted [MA134]: C2MS12-108

|DEPRECATED

For application use. This field has been
deprecated in order to avoid using opaque
data within a notification message that is

SPECIAL-INFO

Binat‘y

o

intended to H|uvidr: ata{us'and'insight'into -
application processing to other components
in the environment. It will be removedin a
future release of C2MS.

SEVERITY

This field designates the level of the Log Message as determined by the application sending it.

0 (DEBUG) - The message contains fine-

L

srained information useful for debugging the process flow of an «

ss flow of an application

2 (WARN) - The application has neared an error condition, but from which it is able to recover in its current

process flow.
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3 (ERROR) - The application has encountered an error that prevents it from performing its current process

flow, though the application continues to operate.

A (FATAL) - A severe error has occurred leading toward an application abort.

It is assumed that applications producing Log Messages will be configurable to raise or lower the logging level.
Common configurations would be to produce FATAL and ERROR Log Messages, but to be able to add, progressively

WARN, INFO and DEBUG as needed.

Similarly, applications that receive Log Messages may allow configurability around the log levels for which they
monitor. Note that filtering for SEVERITY 2 (WARN) does not result in receiving any other log levels and application,

must filter separately for each log level of interest (preferred) or filter for all Log Message log levels and discard those
of no interest after receipt.

8.3.1.48.3.2.4 Log Message Occurrence Types

8.345 This section listsThefollowing tables; starting-with-Table-8-9.list suggested Log Message occurrence types.
The OCCURENCE-TYPE field is a required field. The tables contain lists of ground system occurrences that could be

used to identify the occurrence event-that triggered the generation of the Log Message.

The component is not requlred to put outa Log Message for each type of occurrence or state change. B&Hﬁ%h%l:eg

This is not a complete list of occurrence types. Additional values can be added, as necessary.

[Formatted: Font: Bold

[ Formatted: Font: Bold

[ Formatted: Body Text
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Table 8-114—C. d-\/ £ 4 Occt Typac
Value Occurrence Type Occurrence Description

8.3.1.5.48.3.2.4.1 Miscell isLog Message Occurrence Types

Table 8-1912. Miscellaneous-Log Message Occurrence Types

Value Occurrence Type Occurrence Description

CFG Configuration Change Repprts that the physical or logical configuration of the
equipment and/or software has changed.
The echo of a directive message issued by the operator,

DIR Directive command procedure, command schedule, or automated
process

FDN Flight Dynamics Notification Reports completion of flight dynamics process or product

OPER Operator Information Operator entered log message

PROD Product Available and/or Reports that a product has been generated and is available

generated to access

sYS System/Software Reports detested-system/software processing |n.f<.)rmat|on

state changes, errors, error-or unexpected conditions
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DIR

A

It is recommended to follow the table below when a Log Message is used to echo a Directive Request Message.

Table 8-2013. Log Message to Echo a Directive Request Message

Retrieve From Here And Insert Into Here
Message Directive Request Message Log Message
Field DIRECTIVE-STRING MSG-TEXT
JPROD

It is recommended to follow the table below when a Log Message is used to echo a Product Message.

Table 8-2144. Product M

ge to Echo a Directive Request M je

)

Retrieve From Here

And Insert Into Here

Message

Product Message

Log Message

Field

TIME-COMPLETED

EVENT-TIME

Field

PROD-NAME
PROD-TYPE
PROD-SUBTYPE
PROD-DIST-METHOD
URI

MSG-TEXT

The MSG-TEXT format of the Log Message would be in the following format:

“Product Type/Subtype:” [PROD-TYPE] / [[PROD-SUBTYPE], “Created:” [TIME-COMPLETED],
“Available By:” [PROD-DIST-METHOD] {- URI}

Examples

Product Type/Subtype:
2014-123-14:32:25,
Facility.Node.Computer.Disk.

Created:

Product Type/Subtype:
123-14:32:25,

76

PAS /

PAS /
Available By:

Contact Schedule, Prod ID: WhiteSandsl24,
Available By: URI -
directory.filename

Schedule, Prod ID: SCHED124, Created: 2014-
PROD REQ
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8.4 Archive Message Retrieval Messages

Archive Message Retrieval Messages provide access to messages, excluding telemetry data, stored in a C2MS message
archive. The Archive Message Retrieval Request is used to request messages from the message archive by either:

1. Providing a specific query-like statement to be used directly by the responder to access the underlying data
storage mechanism. These statements could be in the form of a Structured Query Language (SQL) statement
for a database, a grep statement to search for strings inside a file, or Perl script statement.

2. Providing a time range and pairs of message types/subtypes for a coarse description and gathering of
messages.

The Archive Message Retrieval Response returns the status of the Request and the location of the output product.
Although telemetry messages could be archived and retrieved, they are categorized and treated separately since their

data requires specialized processing.

Any number of C2MS messages may be archived by any number of components. For example, one component may

only archive C2MS Log messages. Another component may archive Log Messages and all Directive Request Messages.

Also, components that archive messages do not necessarily have to provide a service to other components to extract
those messages. The messages may be for that component’s internal use only. How the C2MS messages are archived
and organized is left up to the mission. Lastly, as inferred from above, the method of storing the messages is not
defined. A database, flat text files, or any other means could be used.

8.4.1 Archive Message Retrieval Request

The Archive Message Retrieval Request is a service request issued when an application desires messages from a
message archive. The component issues an Archive Message Retrieval Request to an archive provider component that
has access to a message archive. The request specifies the time range and message types.

Table 8-2215. Archive Message Retrieval Request Summary| |

Sender Any C2MS compliant application
Intended Usage by Request |
SenderSenders-Intended-Usage
. Any C2MS compliant application that provides access to a message
Receiver arc};ive, eg., GgEAT i P )
ReceiversIntended SubseribeRequest processing
Usagelntended Usage by
Receiver
What C2MS messages
When As needed
Examples

1. An Archive and Assessment component may request archived messages, such as Log Messages for limit
violations, in order to generate a report.

2. A Planning and Scheduling component may request archived messages for the re-planning of a schedule or
may even request future event messages that have been archived.

3. An analyst may want all archived messages in a specific time window for further problem analysis.

Command and Control Message Specification™ (C2MS™) V1.1 77

[Commented [MA137]: c2mMS12-161




The method for identifying, matching, and extracting messages from the archive is to specify a few key fields in the
messages. This method will result in a coarse selection of messages for perusal. It is not meant to identify a specific
value of a specific field of a specific message - though that is possible in some circumstances. Typically, a group of
associated messages will be located, extracted, and returned.

The Archive Message Retrieval tRequest Mess-ag(%—Header identifies the message as a C2MS Archive Message Retrieval
Request. The message contents specify the parameters for extraction out of an archive. The parameters are:

Time range

e Type of time: spacecraft or a C2MS standard format
e  Start and stop times of messages from which to retrieve

Messages to examine

e Type and Subtype pairing
e Name of field in the messages that contains the time to use for the time range

Fields in messages to pattern match
e  Other fields in the message to extract the contents and pattern match
Other fields in the message content specify the output. They are:
Location of the one output file for the product

e Uniform Resource Identifier (URI) location to store the output file
e  File name of the output file

File description

e  Maximum size of the output file
e  Format of the output file
e  Version number of the format

Only one file is expected for the output product. The requestor of archived messages has the option of getting the
resulting product file in either or both of the following ways:

e By reference within the response message
e Included within the response message

The C2MS standard messages that may be archived contain different time fields. Some are spacecraft time, and some
are in the C2MS standard time format. Also, times in messages can be the actual occurrence time of an event, the
requested execution time, or the publish-send time of a message. These times are naturally named differently.
Therefore, the Request Message must specify the name of the time field in the message to use for the boundaries of the
time range.

A previous version of C2MS supported what was called "shorthand" queries in which the requestor could send in a
REQ-STRING rather than enumerating a set of MSGs, specified by NUM-OF-MSGS, to formulate the query. This
REQ-STRING contains "a database query, a script expression, Unix statement, or some other statement" to be executed
within the responding service on behalf of the requestor. REQ-STRING and the "shorthand" method have been
deprecated over security concerns.
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What was previously termed the "longhand" method, enumerating a set of MSGs, specified by NUM-OF-MSGS, has
been retained and is now the only non-deprecated method for performing this request.

Note that while REQ-STRING is retained in the C2MS Message definition with DEPRECATED designation, a service

implementer may choose not to allow REQ-STRING to be used for "shorthand" queries due to those same security
concerns.
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8.4.1.1 Archive Message Retrieval Request Subjects
Table 8-2316. Archive Message Retrieval Request Subject Naming
Ss;::ileacrtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | hoyaINt | DOMAIN2 | MissioN | cONsT | saT | TYP | suBTYP ME1 ME2 | ME3 | ME4 | ME5 | ME6
Element fication
. [domain 1 | [domain 2 .
oublect | cams | —system | —system | [mission] [c:t?;:?” sa | REQ | AMSG [ggiﬂTP'gANTE'ﬁ%' | [ Formatted Table
specific] specific] [ Formatted: Centered
Example for [ Formatted: Centered
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMSG ARCHIVER « [ Formatted: Centered
Sender |
Example for |
Publisher/ C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | REQ AMSG ANALYZER - [ Formatted: Centered
Sender [ Formatted: Centered
Example for I
Subscriber/ C2Ms DOM1 DOM2 * * * REQ AMSG ANALYZER « [ Formatted: Centered
Receiver
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[Table 8-2417. Properties of the Miscellaneous Elements for Archive Message Retrieval Request\
Miscellaneous Required / e s . .
Element Optional Description Field in Msg, if applicable
Optional component name of Service
Provider (Responder) (See Section
ME1 ReguiredOptional | 6.4.3.2 C2MS REQ Message Type EEﬁEg:LON'COMPONENT
regarding optionality) Gempenent
name-of Responder
ME2 Notused
ME3 Not used
Examples

Two components, ANALYZER and ARCHIVER, interact with the Archive Message Retrieval Request.

ANALYZER subjeetnamesubject to send the Archive Message Retrieval Request to ARCHIVER:

C2MS.FILL.FILL.FILL.FILL.FILL.REQ.AMSG.ARCHIVER

ARCHIVER subjeetnamesubject to receive its own Archive Message Retrieval Request:

C2MS.* . * * * * REQ.AMSG.ARCHIVER

8.4.1.2 V-\rchive Message Retrieval Request-M

ge Pre-defined Field VaIuesHeadel#

The abbreviated following table shows the required values of the namedMESSAGE-TYPE -and MESSAGE-

SUBTYPE fields for the Archive Message Retrieval Request-Message-header, including both message and message

header fields.-

Table 8-2548. Archive Message Retrieval Request-Message HeaderPre-defined Field Values

HeaderField Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE- REQ
TYPEMESSAGE-TYPE
Message Header. MESSAGE-
SUBTYPEMESSAGE-SUBTYPE AMSG
CONTENT-VERSION 2026.0
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8.4.1.3 Archive Message Retrieval Request Contents

lThe following figure shows a UML object diagram of the Archive Message Retrieval Request with its required, Commented [MA141]: C2MS12-10, C2MS12-41, C2MS12-53,
optional, and dependent fields. C2MS12-177, C2MS12-143, C2MS12-119

C2MS Message
-CONTENT-VERSION : F32
T‘ Custom Field

C2MS Request Message
(M Header. SPECIFICATION == C2MS,
Messag- Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID ‘

Archive Message Retrieval Request Product Subtype Sub
{Message Header. SPECIFICATION == G2MS, -PROD-SUBTYPE-SUBCATEGORY | _Product Subtype Subcategory
0.~ |-n.NAME : String

Message Header. MESSAGE-SUBTYPE == AMSG
CONTENT-VERSION == 2026.0}

-START-TIME : Time

-STOP-TIME : Time [0..1] PROD-TYPE
-DELIVER-VIA-REFERENCE : Boolean [0..1] = false AAA=Archive and Assessment
-DELIVER-VIA-INCLUDE : Boolean [0..1] = frue TIME-TYPE
-PROD-NAME : String [0..1] P 0=Spacecraft Time
-PROD-DESCRIPTION : Slring [u A1 - ) 1=C2MS std. Time
-PROD-TYPE : String [0..1] = r Requested Message
-PROD-SUBTYPE : String [0.. 1] [0 TYPE - String -
-NUM-OF-PROD-SUBTYPE- SUBCATEGORIES u16 MSB| 7 SUBTYPE : String s
e o, [T 0.* |-n.TIME-FIELD-NAME : String [0..1] -
“DESCRIPTION : String [0..1] B e
-FORMAT : String [0..1)
-VERSION : String [0..1]
-SIZE : U32 [0..1
-REQ-STRING : Sring [0..1) q
-NUM-OF-MSGS : U16 ~ -FIELD|0..*
\ Message Field
REQ-STRING is -m.NAME : String
DEPRECATED -m.CONTENT - String

Figure 8-88-4. Archive Message Retrieval Request Diagram

The following table describes additional field names, values, and notes for the Archive Message Retrieval Request.

r'l'able 8-2619. Archive Message Retrieval Request Additional Information\ C ted [MA142]: C2MS12-10
€ — [ 1
[lgglﬂ_rr:za’\lnﬁ Type Presence Value Description < [ Formatted Table
VERSION F32 R 0242026 Version number for this message (c ted [MA143]: C2MS12-53, C2Ms12-177
Requested start time of the messages to be [commented [MA144]: C2MS12-53, C2MS12-177
) retrieved from the Message Archive. May be
SIARIRIME time B relative time or absolute time in UTC. See [Table [Formatted: Font: Arial Narrow, 10 pt
8-10 Examples of Start and Stop Times. :
F tted: Font: Arial N , 10 pt
REQUEST-ID GUD R ID to identify the request message [ Formatted: Font: Aral Narrow, 10 p

o ) WU )

Requested stop time of the messages to be
retrieved from the Message Archive. Defaults to
STOP-TIME Time 0 the end of the Message Archive. May be relative

time or absolute time in UTC. See Table 8-10 [Formatted: Font: Arial Narrow, 10 pt

[Examples of Start and Stop Times.

[ Formatted: Font: Arial Narrow, 10 pt
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Field Name Type Presence Value Description “
DELIVER-VIA- Boolean 0 Indicates if the data will be referenced by a URI in
REFERENCE the single response message. Defaults to Falge.
DELIVER-VIA- Boolean 0 Indicates if the data is to be included in the s|ngle

INCLUDE response message. Defaults to True.
PROD-NAME String 0 Name of the product being requested
DES%F:?CI)FE)'I:I ON String (0] Description of the product in text or xml
String Value Desgription
EROPIMEE (Constant) e AAA ﬁ;(;r:\slsr:;‘r?t Product type and subtype being requested. (See
il Table A- 2, Product Categories)
PROD-SUBTYPE (Constant) 0 MSG
Number of further delineations / categories
oLl Ol L beyond the product subtype. Also, used as mgg
LB dig B subject elements MES, MES, etc. in the Produgct
SUBCATEGORIES B ! 1 MO, 81C.
essage.
First subcategory of the product subtype. (Sullject
PROD-SUBTYPE- elements ME5, MES, etc. of thg Produpt .
. Message) - “n” starts at “1”. This field is required
SUBCATESORY.N | String B for each PROD-SUBTYPE-SUBCATEGORY
specified by NUM-OF-PROD-SUBTYPE-
SUBCATEGORIES.
Location where the requesting component is
. asking for the product file(s) to be stored. Could
e il _ be a web address, directory, or folder
specification
NAME-PATTERN String 0 Describes the name of the output file
DESCRIPTION String 0 Description of the file in text or xml
For application use. This field describes the fil
FORMAT String (0] format as agreed upon between the produceand
consumer of this message.
VERSION String 0 Identifies the version of the file
- Maximum size of the file acceptable to the
e o g tinEyies requester. Size specified in KB.
Note that is field has been deprecated and will be
removed in a future release of C2MS. Deprecated
description: Specific to the responder / provider of
??EE?S?IQIHE(I;J String 0 the requested information. The string will defiEe a
database query, a script expression, Unix
statement, or some other statement for extracting
the information from the provider's repository.
Indicates the number of different message type /
NUM-OF-MSGS u16 R 1+ subtype pairs requested from the Mesage
Archive.
MSG.n.TYPE String D Message Type/Subtype pairing to identify| the
message to be retrieved from the archive L “n”
MSG.n.SUBTYPE String D starts at “1”. This field is required for each mesfage

specified by NUM-OF-MSGS.
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Field Name Type Presence Value Description « [ Formatted Table
Name of field in the message that contains the time
s String 0 fo examine. Wil default to PUBLISH-TIME in
Message Header.
L g:::;’::f?n Indicateg the format-value of the time to examine in
MSG.n TIME-TYPE u16 0 0 Time the retneyed messages. Default§ ;o G2MS
o (Enumeration) BN standard-time-format:UTC. Note that in either case
1 TimeUTC the format of the time is as defined in C2MS.
Number of message fields to examine and match
MSGI':TI'ET%'!'OF' u16 D for retrieval from the archive. This field is required
for each message specified by NUM-OF-MSGS.
Name of the message field to match for retrieval
MSG.n.FIELD.m.NA Strin Do from the archive - both “n” and "m" start at “1”. This
ME 9 = field is required for each field when MSG.n.NUM-
OF-FIELDS > 0.
Contents of the message field used in matching the
MSG.n.FIELD.m.CO Strin Do messages for retrieval from the archive - both “n”
NTENT 9 = and "m" start at “1”. This field is required for each
field when MSG.n.NUM-OF-FIELDS > 0] [r. d [MA145]: C2MS12-41

[Commented [MA146]: C2MS12-108

[ Formatted: Font: 11 pt
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Commented [MA147]: Moved the earlier discussion of START-
TIME and STOP-TIME as directed in C2MS12-108

|

8.4.2 seArchive Message Retrieval Response

843 “ [ Formatted: Normal

An archive message provider responds to an Archive Message Retrieval Request by sending an Archive Message
Retrieval Response. The archive message provider must return the status of the action completed along with the
location of the Archive Retrieval Message file product.

A series of Archive Message Retrieval Responses may be required. In this case, an initial acknowledgement
response message is issued, followed by interim or interactive “working” response type messages to let the
requesting application know that the request is still being processed, and finally by a completion response type
message.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these
types of messages.

able 8-2721. Archive Message Retrieval Response Summary| | [Commented [MA148]: C2Ms12-161
Sender Application that received the Archive Message Retrieval Request
Senders-Intended-Usagelntended . Rep|
Usage by Sender yRepy
Receiver Application that issued the Archive Message Retrieval Request
Recei
Usagelntended Usage by SubseribeReceive response
Receiver

Provide success/failure response to the service that was requested and the
What

knowledge to access the extracted messages

Upon receipt of the Archive Message Retrieval Request, on an interval for
When h . ; f

those services that are time-consuming, and on completion.

Examples
1. Acknowledge receipt of an Archive Message Retrieval Request.
2. Indicate the Archive Message Retrieval Request is still being processed.

3. Indicate the Archive Message Retrieval Request has successfully completed.
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8.4.3.18.4.2.1

Archive Message Retrieval Response Subjects

Table 8-2822. Archive Message Retrieval Response Subject Naming

) J I J

Sst:r?iieaitd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject §pe_ci- DOMAIN1 | DOMAIN2 | MISSION | CONST SAT TYP SUBTYP VE1 VE2 vEs | mEs | ME5 | MEG
Element fication
[Response b [ Formatted: Centered
. [domain 1 | [domain 2 _ | acknewledge .
(S:gmzﬁtt C2MS —system | —system | [mission] [C;?;t;” [saf] | RESP AMSG %gﬂ;gﬁgﬁ% ment .4 : | Formatted Table
specific] specific] failedRESPO [ Formatted: Centered
NSE- |
STATUS] [ commented [MA149]: C2Ms12-191
Example for |
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMSG ARCVR 1 < [ Formatted: Centered
Sender |
Example for l
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP AMSG ARCVR 3 < [ Formatted: Centered
Sender [ Formatted: Centered
Example for
Subscriber/ C2MS DOM1 DOM2 * * * RESP AMSG APP1 * A [ Formatted: Centered
Receiver
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Table 8-2923. Properties of the Miscellaneous Elements for the Archive Message Retrieval Response
Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor Ef;g:qATlON'COMPONENT from
) Status type supplied by g
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, APP1 and ARCVR, interact with the Archive Message Retrieval Response.
1. ARCVR subject to send the Archive Message Retrieval Response to APP1:

C2MS.FILL.FILL.FILL.FILL.FILL.RESP.AMSG.APP1.3
2. APPI1 subject to receive its own Archive Message Retrieval Responses:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMSG.APP1.* or
C2MS.*.* * * * RESP.AMSG.APPl.>

8.4.3.28.4.2.2 |Archive Message Retrieval Response Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYnamedPE|

fields for the Archive Message Retrieval Response, including both message and message header fields.-Message
header:

Table 8-3024. Archive Message Retrieval Response M ge-Pre-defined Field ValuesHeader Field-Values

HeaderField Name Value

Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE AMSG
CONTENT-VERSION 2026.0
MESSAGE-TYRE RESP
MESSAGE-SUBTYPE AMSG

8.4.2.28.4.2.3 _Archive Message Retrieval Response Contents

The following figure shows a UML object diagram of the Archive Message Retrieval Response with its required and
optional fields.
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[Commented [MA151]: C2MS12-53, C2MS12-177, C2MS12-143 ]

C2MS Message

-CONTENT-VERSION : F32 Message Header

RESPONSE-STATUS
1=Acknowledgement,

o Custom Field 2=Working/Keep Alive,

o 3=Successful Completion,
4=Failed Completion
5=Invalid Request,

C2MS Response Message _ - 6=Final Message
{Message Header. SPECIFICATION == C2MS, - -
Message Header. MESSAGE-TYPE == RESP} - The use of "6=Final Message"
-REQUEST-ID : GUID -~ has been DEPRECATED

-RESPONSE-STATUS : 116 ={1,23456} o~
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1] N\,
-RETURN-VALUE : 132 [0..1] - - - _ _ RETURN-VALUE

— - - - _ 1=Product file placed in URI
| specified by requestor, 2=Produc
file placed in URI specified by
responder, Other=Error code of a
failed completion

Archive M ge Retrieval Resp
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYP ESP,
Message Header MESSAGE-SUBTYP! AMSG,
CONTENT-VERSION == 2026.0}

-PROD-SUBTYPE-SUBCATEGORY |0..*
-PROD-NAME : String [0..1

-PROD-DESCRIPTION Silring [0.1) Product Subtype Subcategory
-PROD-TYPE : String [0..1] = AAA . -n.NAME : String
-PROD-SUBTYPE : String [0..1] = MSG ~
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16 ~
-URI : String [0..1] ™~
-NAME-PATTERN : String [0..1] N
-DESCRIPTION - String [0..1]

-FORMAT : String [0..1]
-VERSION : String [0..1] PROD-TYPE

-SIZE : U16 [0..1] AAA=Archive and Assessment
-DATA : Binary [0..1]

Figure 8-98-5. Archive Message Retrieval Response Diagram

The following table describes additional field names, values, and notes for the Archive Message Retrieval Response.

Table 8-3125. Archive Message Retrieval Response Additional Information| [r ted [MA152]: C2MS12-10, C2MS12-119, C2MS12-204 ]
Field Name Type Presence Value Description <
CONTENT-VERSION F22 R Version number for this message [ Formatted Table ]
- 20242026 content description [ C d [MA153]: C2MS12-53, C2MS12-177 }
Value Description [Commented [MA154]: C2MS12-53, C2MS12-177 ]
1 Acknowledgement
2 Working/keep alive | Identifies the status of the Archive
FESPONSE.STATUS 16 N 3 SuccTsts_fuI retrieval n;e_ﬁ]age Rec}léesFtAbe:n’\gj
- . completion processed. The use of 6=Final Message
(Enumeration) 4 Failed completion | is deprecated. See 6.4.3.3 C2MS RESP [ Formatted: Font: Arial Narrow, 10 pt ]
5 [ Invalid Request Message Type.
6 DEPRECATED [ Formatted: Font: Bold ]
Final Response
When True, indicates the last message
in the response sequence. Defaults to
FINAL-RESPONSE Boolean 9 False. See 6.4.3.3 C2MS RESP [ Formatted: Font: Arial Narrow, 10 pt )
Message Type.
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(c ted [MA155]; C2Ms12-108

Field Name Type Presence Value Description « [ Formatted Table
This field's value is to be the same|as
REQUEST-ID GUID R the REQUEST-ID in the associateg « [ Formatted Table
REQ message.
TIME-COMPLETED Time 0 [Tlme appllcatlon completed procedsing
the request in UTC|
Value Description
1 il;r(l)Jd;lc; f”eecirfJifgid Return value or status based on the
request(?r ¥ | RESPONSE-STATUS. Used to indicate
RETURN-VALUE 132 0 Product file placed %gg”g;r? E«L ?fs;zqt‘ée::g\;izgﬁfn‘gi o‘:]er'
2 in UR Zpecmed by call status or error code in the case of
responder failed completion
Error code of a
Other ’ :
failed completion
PROD-NAME String 0 Name of the product being returnef
PROD-DESCRIPTION String 0 Description of the product in text of xml
String Value Description
PROD-TYPE 0 Archive and Product type and subtype being
(Constant) AM Analysis requested. (See Table A- 2, Produpt
String MSG Categories).
PROD-SUBTYPE (Constant) 0
Number of further delineations /
NU'SVIUS‘IEYZTEOD U16 R o+ categories beyond the product subtype.
Also, used as msg subject elemenis
SUBCATEGORIES MES5, MEG, etc. in Product Message.
First subcategory of the product |
subtype. (Subject elements ME5, MES,
etc. of the Product Message) - “n” starts
PROD-SUBTYPE- . A ;
String D at “1”. This field is required for eacE
SUBCATEGORY.n.NAME PROD-SUBTYPE-SUBCATEGOR
specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.
URI Strin 0 URI specifying the location where the
9 file product is stored
NAME-PATTERN String Describes the name of the file
DESCRIPTION String 0 )L()rcrellscnptlon of the file contents in tgxt or
For application use. This field desdribes
FORMAT Strin 0 the file format as agreed upon between
9 the producer and consumer of this
message.
VERSION String 0 Indicates the version of the file
SIZE u16 6] KB Actual size of the file
DATA Binary 0 The file content

A product consisting of a single file is returned in the response message. The file contains the messages that satisfied

the criteria specified in the‘ Archive Message Retrieval RequestMessage.‘

Table 8-3226. Meaning of Response Status and Return Value with Recommended Actions

User Specified
the URI

RESPONSE-
STATUS

RETURN-
VALUE

URI

Action
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(Thezonly Product was generated and Requestor should retrieve
N Successful meaningful placed in URI chosen by file at responder’s URI
responder location
value)
Product was generated and Requestor should retrieve
Y Successful 1 placed in URI specified by file at the specified URI
requestor
Product was generated but Requestor should retrieve
Y Successful 2 placed in alternate URI chosen | file at responder’s URI
by responder location
Product exceed maximum
YorN Failed 3 requested file size or the default
maximum file size

[For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTY PE- Formatted: Font: 10 pt

Formatted: Font: 10 pt

Subcateoories,‘

SUBCATEGORY .n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and [

Formatted: Font: 10 pt

A

L

Commented [MA157]: C2MS12-39, but with modified section
title.

8.5 Directive Messages
[ Formatted: Font: 10 pt

[ Formatted: Font: 10 pt

(D

Directives (which are instructions directing a component to action) may originate from a Graphical User Interface
(GUI), command line, schedule, procedure, or virtually anywhere within a space-ground system.

The Directive Request Message is the mechanism to send a directive to a component.

The Directive Response Message is used to return an acknowledgement and status of the directive action to the
originator.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion about these
types of messages.

8.5.1 Directive Request Message

A Directive Request Message is the means for one application to request a service from, or an action to be taken by,
another application. Directives themselves can be input from a user through a GUI or command line, or as part of
the internal logic of a component. They can also be grouped together with logic in a file as a procedure (or proc).

Directives can also be found in a command schedule organized by time for automatic execution. Typically, as
automation increases, more and more Directive Request Messages are generated internally as certain data conditions
are detected.

The Directive Request Message is primarily used for requests that are also to be visible to the operations staff and
are directly related to the overall mission of the system. For example, a Directive Request would normally be used to
page a Flight Operations Team member. Directive Messages will typically include a text string the receiver will
parse to determine the function is being requested.

Table 8-3327. \Directive Request Message Summary\ [Commented [MA158]: C2Ms12-161
Sender Any C2MS compliant application “ [ Formatted Table
Senders Intended
Usagelntended Usage by Request a service or function
Sender
Receiver Application providing a service, or an application collecting directives for audit trail purposes
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ReceiversIntended
Usagelntended Usage by
Receiver

SubseribeDirective processing

What Action or service request initiated by user, software, procedure, command schedule, etc.
When Upon detection of data condition, upon scheduled time, upon entry
Examples

1. An operator input issuing a satellite command.

2. An operator input requesting a display page.

3. A request to start, pause, stop, or resume a schedule.

4. A request to initiate pre-pass setup.

5. Any request issued from a procedure.
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8.5.1.1 |Directive Request Message Subjects | Commented [MA159]: C2ms12-87

Table 8-3428. Directive Request Message Subject Naming
Sst:r?iieaitd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | hoyaINt | DOMAIN2 | MissION | CONST | saT | TYP | suBTYP ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
. domain 1 | [domain 2
Subject [ . [constell [DESTINATION- | [DIRECTIVE b [ Formatted: Centered
C2MS —system | —system | [mission] ) [sat] | REQ DIR N «

Content specific] specific] ation] COMPONENT] | -KEYWORD] [ Formatted Table
Example for [ Formatted: Centered
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ DIR APP1 [DO_ABC] « [ Formatted: Centered

Sender |
Example for l
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ DIR APP2 [DO-XYZ] < [ Formatted: Centered

Sender [ Formatted: Centered
Example for I
Subsecriber! C2MS DOM1 DOM2 MSSN * SAT1 | REQ * APP4 [DO_ABC] - [ Formatted: Centered

Receiver |
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Table 8-3529. \Pro-aerties of the Miscellaneous Elements for the Directive Request Message\

Miscellaneous Required /

Element Optional Description Field in Msg, if applicable

Optional component name of Service
Provider (Responder) (See Section
MET OptionalReguired | 6.4.3.2 COVIS REQ Message Type | DESTINATION-COMPONENT

E h A
regarding optionality)Gerpenent iaad

A keyword the receiving process

ME2 Optional could use for filtering DIRECTIVE-KEYWORD
Examples

Two components, APP1 and APP4, interact with the Directive Request Message.
APPI subject to send the Directive Request to APP4:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.DIR.APP4

APP4 subject to receive its own Directive Request Messages:
[CZMS .DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.DIR.APP4.+>
APP4 subject to receive any APP4 Request Message:
C2MS.*.* . * * * REQ.*.APP4.+>
APP4 subject to receive a specific Directive Request Message:

C2MS.*.* . * . * * REQ.DIR.APP4.DO ABC

8.5.1.2 [Directive Request M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|

fields for the Directive Request Message-, including both message and message header fieldsheader.

Table 8-3630. Directive Request Message Pre-defined Header Field Values

HeaderField Name Value

Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE DIR

CONTENT-VERSION 2026.0
MESSAGE-TYPE =
MESSAGE-SUBTYPE DIR
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8.5.1.3 Directive Request Contents

The following figure shows a UML object diagram of the Directive Request Message with its required and optional
fields.

Commented [MA164]: C2MS12-15, C2MS12-53, C2MS12-177,
C2MS Message C2MS12-143

-CONTENT-VERSION : F32
Message Header
C2MS Request Message o Custom Field
{Message Header.SPECIFICATION == C2MS, N

Message Header MESSAGE-TYPE == REQ}
-REQUEST-ID : GUID

Directive Request Message
{Message Header.SPECIFICATION == C2MS, 3
Message Header MESSAGE-TYPE == REQ, o\
Message Header. MESSAGE-SUBTYPE == DIR, PRIORITY
CONTENT-VERSION == 2026.0} TAeh
-USER : String [0..1] 2=Medium,
-DIRECTIVE-KEYWORD : Subject Token String [0..1] - |3=High
-DIRECTIVE-STRING : String & e
-SPECIAL-INFO : Binary [0..1] s
-PRIORITY : 116 [0..1] = {1, 2, 3} oq —
-RESPONSE : Boolean - < :
-REQUESTED-EXECUTION-TIME : Time [0..1] | RESPONSE is
-REQUESTED-EXPIRATION-TIME : Time [0..1] DEPRECATED

Figure 8-108-6. Directive Request Diagram

The following table describes additional field names, values, and notes for the Directive Request Message.

Table 8-3731. Directive Request Message Additional Information| [r ted [MA165]: C2MS12-10
Field Name Type Presence Value Description < [ Formatted Table
CONTENT- F32 R }29242026] Version number for this message content description
VERSION ey [Commented [MA166]: C2MS12-53, C2MS12-177
USER String 0 Which _user/work position/proc/schedule the message
is coming from
DIRECTIVE- Subject Token 0 Keyword extracted from the directive string. Useful for
KEYWORD String routing/processing
DIS‘IEF({;I-II:JIXE- String R Full directive string that includes the keyword
SPECIAL-INFO Binary 0 For application use
Value | Description
PRIORITY 116 0 1 Low Indicates processing priority, if applicable. Default: 2
(Enumeration) 2 Medium Medium).
3 High
Indicates if a response is required. Note that is field
has been deprecated and will be removed in a future
|DEPRECATED ey 5 release of C2MS. Receivers of this request should [Commented [MA167]: C2Ms12-15
RESPONSE Coowear " ignore this field and assume a response is required. | Formatted: Font: Bold
Requesting components may choose not to watch for : :
response messages. Defaults to True.
REQUEST-ID GUID R ID to identify the request message
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Field Name Type Presence Value Description
REQUESTED-
EXECUTION- Time (6] Absolute (UTC) or relative time can apply.
TIME
REQUESTED-
EXPIRATION- Time 0 | Absolute (UTC) or relative time can apply.|
TIME

For an explanation on how the REQUESTED-EXECUTION-TIME and REQUESTED-EXPIRATION-TIME could

operate, see Table 8-10,Examples of Start and Stop Timessee-Fable-8-20-Examples-of Start-and-Stop-TFimes.

8.5.2 Directive Response Message

A Directive Response Message is sent by an application in response to a Directive Request Message. The Directive
Response Message will provide acknowledgment of the Directive Request Message, and a status of the action
completed. A series of Directive Response Messages may be required in the case where the processing of the action

is not immediate.

An example of this would be an archive retrieval, a plot, or an orbit determination calculation. In this event, an
interim or interactive “working” type message would be issued to let the requesting application know that the action

is still being processed.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these

types of messages.

Table 8-3832. Directive Res

ponse Message Summary

[ Formatted Table

[Commented [MA168]: C2MS12-108

Formatted: Font: Times New Roman

Formatted: Font: Times New Roman

[ Formatted: Font: Times New Roman
[ Formatted: Font: Times New Roman

o

Sender

Application that received the Directive Request Message corresponding to the Directive
Response Message

Senders-Intended

Usagelntended Usage by
Sender

Reply

Application that issued the Directive Request Message or an application collecting Directive

Usagelntended Usage by
Receiver

Receiver Response Messages for audit trail purposes
Receivers Intended Receive responseSubseribe

What Provide success/failure response to the service that was requested
When Upon receipt of Directive Request Message or at intervals for those services that are time-
consuming
Examples

1. Acknowledge receipt of a directive.

2. Indicate the directive

3. Indicate the directive

is still being processed.

has successfully completed.
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8.5.2.1 Directive Response Message Subjects| | Commented [MA170]: C2ms12-87
Table 8-3933. Directive Response Message Subject Naming

Sst::ﬁ:'td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomaINt | DOMAIN2 | MISSION | CONST | SAT TYP | SUBTYP ME1 ME2 ME3 | ME4 | ME5 *| MEG | Formatted Table
Element fication
. [domain 1 | [domain 2 i ) :
gz:{:‘t coMs | —system | —system | [mission] [C;?;:‘]*” [sa | RESP DIR [BEETQ'S’;TE'S?] l[StaEw-si{/ETsu%]NS : Formatted: Centered
specific] specific] = Formatted: Centered
Example for Commented [MA171]: C2MS12-191
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP DIR APP1 1 « Formatted: Centered
Sender -
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP DIR APP4 4 < Formatted: Centered
Sender Formatted: Centered
Example for
Subscriber/ C2MS DOM1 DOM2 MSSN * SAT1 | RESP DIR APP4 * < Formatted: Centered
Receiver
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Table 8-4034. Properties of the Miscellaneous Elements for the Directive Response Message
Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor DESTINATION-COMPONENT
from header
ME2 Required | SLuus type supplied by RESPONSE-STATUS
Responder
Examples

Two components, APP4 and APP1, interact with the Directive Response message.
IAPP1 subject to send the Directive Response to APP4:
C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.DIR.APP4.3

APP4 filters for-subseribes-to-reeeive-its-own Directive Response Messages:

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.DIR.APP4.* or

C2MS.*.*.* . * * RESP.DIR.APP4.>]

8.5.2.2 [Directive Response M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Directive Response Message-, including both message and message header fields. header.

Table 8-4135. Directive Response Message Pre-defined HeaderField Values

HeaderField Name Value

Message Header.SPECIFICATION C2MS

Message Header MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE DIR

CONTENT-VERSION 2026.0

MESSAGE-TYPE RESP
MESSAGE-SUBTYPE DIR

8.5.2.3 Directive Response Contents

The following figure shows a UML object diagram of the Directive Response Message, with its required and

optional fields.
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C2MS Message

-CONTENT-VERSION : F32

[

C2MS Response Message

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6}
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Directive Response Message
{Message Header. SPECIFICATION == CZMS
Message Header. MESSAGE-TYPE == RESP,

-DATA : Binary [0..1]

Figure 8-118-7. Directive Response Diagram

Message Header
Custom Field
0

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,
6=Final Message

The use of "6=Final Message"

has been DEPRECATED

The following table describes additional field names, values, and notes for the Directive Response Message.

Commented [MA174]: C2MS12-53, C2MS12-177, C2MS12-

143, C2MS12-119

]

[Table 8-4236. Directive Response M ge Additional Information\ [r ted [MA175]: C2MS12-10, C2MS12-119, C2MS12-204 ]
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 20242026 Zgr:ts;rt] g eug:;tr)i?);ig:lr this message [Commented [MA176]: C2MS12-53, C2MS12-177
Value Description
1 Acknowledgement
9 Working/keep
aliveKeep Alive Identifies the status of the Directive
116 Successful being processed. The use of 6=Final
RESPONSE-STATUS (Enumeration) R 8 Ceompletion Message is deprecated. See 6.4.3.3 [ Formatted Table
4 Failed Ceompletion L2MS RESP Message Type. [ Formatted: Font: Arial Narrow, 10 pt
5 Invalid Request
6 DEPRECATED Final [ Formatted: Font: Bold
Message
When True, indicates the last
message in the response sequence.
w m Q Defaults to False. See 6433ACZMS [ Formatted: Font: Arial Narrow, 10 pt
RESP Message Type.
This field's value is to be the same as
REQUEST-ID GUID R the REQUEST-ID in the associated
REQ message.
TIME-COMPLETED Time 0 Time ap.pllcatlon.comple‘ted
processing the directive in UTC| (c ted [MA177]: C2MS12-108
Return value or status based on the
RETURN-VALUE 132 0 RES.PONSE-'STATUS. Useful to
provide function call status or error
code in the case of failed completion
. Additional data that may be desired
DATA Binary 0 along with the completion status
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8.6 Component-to-Component Transfer (C2CX) Messages

The Component-to-Component Transfer (C2CX) Messages provide the ability to transfer control and status
information between components. The messages are used for sending status, control, setup, initialization, heartbeat,
security, a handshake, etc. from one component to another (one-to-one) or to multiple components (one-to-many).

The C2CX messages are typically unidirectional. If components need back and forth interaction or confirmation, it
is recommended that the Directive Request and Response messages be used. Also, if it is desirable to know the
progress or status of a C2CX message, the receiver of the message can issue a Log message at noteworthy points
within its processing cycle. This means the C2CX messages act at a layer below general system knowledge that is
accomplished through other messages such as the Log message and Directive messages. The C2CX messages seek
to provide a communication mechanism just under the radar of the general system, but also easily viewable, as
necessary.

8.6.1 Configuration Status Message

The CFG — Configuration Status C2CX message is used by software components to report their configuration
information. (The DEV — Device C2CX message is used to report the status of devices.) Note that the Message
Header already contains information about the component:

e Support of mission and satellites
e Name and location (facility and node)
e Class of capabilities provided

The additional information to be passed or reported is non-standard. The components reporting the configuration
information and the components monitoring the configuration will need to establish:

e  What configuration information is to be reported (and name the fields)
e  When it is to be reported (upon change or periodically)
e What format to report the configuration information

A monitoring agent would collect Heartbeat messages and Configuration Status messages and possibly the Device
messages to maintain a picture of what software is operating where, in what capacity, in what state, and with what
physical and/or logical associations. The collected information can be:

e Presented in a graphical colored display depicting the operating environment and the logical associations of
the components.
e  Used to determine what pre-determined actions to take in the event of a failure or degraded operations.

As an example, a front-end telemetry and command processor would publish-produce a CFG message whenever it is
first run and thereafter when it associates (or disassociates) itself with another cooperating component. In addition to
the information already provided in the Message Header, it would also report the following configuration
information:

e The role of the reporting component (PRIMARY, BACKUP)
e Number of associations

Name of component or port associated with, such as:
e  Telemetry and command processor (decommutation and command verification).
e  External telemetry and command link / port.

e Planner and Scheduler - to direct the setup and operation of a pass.
e  Flight dynamics component - to exchange downlink or other information.
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e Node of the associated component, if known.
e Role of the associated component (PRIMARY, BACKUP).

If the monitoring agent is also a configuration manager, it can establish the present operating configuration and also
prepare a contingent configuration. In the event of a component failure or processor failure, the configuration
manager will know if it has the required and sufficient number of components to sustain operations. If not, it can
also determine if it has the required and necessary numbers of components should a failover or restart procedure be
invoked, and if so, automatically initiate that procedure.

The minimum and sometimes maximum configuration information a component can report is its own role. A single
component with no associations would normally report its role as PRIMARY. Some configuration information may
already be known and available if the components used a pre-registration or registration mechanism to disclose such
information as:

e Nodes where they can execute.
e Ifthey are standalone or redundant, and if redundant, on what nodes could the redundant component
operate.

Furthermore, the Configuration Status Message may be used to report group associations. That is, to what group
does this component belong, and is it a member and/or a manager of the group. Some groups of components may
operate in a peer only association where other groups may require a group manager for organization, control, and
direction.

Groups can be used for a number of purposes. These include, but are not limited to:

Message Exchange - groups can be formed to pass messages in a number of relationships and locations that
include:

e Peer-to-Peer

e  Client-Server

e Manager-Member

e Local and Distributed

Configuration Management - equipment can be logically associated to form groups (or suites or strings)
that must operate together, failover together, have a minimum configuration (quorum), be addressed as a

group, or other operating constraints or configurations.

Group formation can be pre-defined or dynamic. If dynamic, then additional group functions may be required, such
as Create / Disband and Join / Leave.

Groups can also be hierarchical, as shown in the following table.

Table 8-4337. Group Hierarchical Associations

Grouping Level Space Ground
Software Software Application Software Application
Processor Computer
Hardware / Equipment Busl Bus/LANNVAN/Web
Satellite Facility/Center
Constellation Enterprise
Business Mission
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The above discussion and illustrations provide a sampling of the ways groups may be employed within the
messaging framework.

able 8-4438. Configuration Status Message Summary| [Commented [MA178]: C2Ms12-161
Sender Any C2MS compliant application “ [ Formatted Table
Seadamlalaadad
Usagelntended Usage by PublishNotify
Sender
Receiver Any C2MS compliant application
Pessbierslnianded
Usagelntended Usage by SubseribeReceive configuration status data notification messages
Receiver
What Status and Control type information
When As needed and depends upon the type of information being transferred
Example

1. A component needs information about another component’s software configuration information from a
logical or relational perspective.
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8.6.1.1

Configuration Status Message Subjects

o J U A U

Table 8-4539. Configuration Status Message Subject Naming
Sst:r?iieaitd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomaint | pomaiNz | mission | consT | saT | Typ | sueTYP ME1 ME2 ME3 ME4 MES5
Element fication
. domain 1 | [domain 2
Subject [ . [constell [COMPONE | [DESTINATION- | [DESTINATI | [DESTINAT|G- [ Formatted: Centered
C2MS —system | -system | [mission] ) [sat] | MSG CFG ¥ i
Content specific] specific] ation] NT] COMPONENT] | ON-NODE] | N-FACILITY] [Formatted: Centered
Example for [ Formatted Table
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CFG APP1 « [ Formatted: Centered
Sender
Example for [.Formatted: Centered
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CFG CFGMGR AGENT3 ~ [ Formatted: Centered
Sender
[Example for [ Commented [MA179]: C2MS12-162
Subscriber/ C2MS DOM1 DOM2 MSSN i SAT1 | MSG CFG >* > « [Formatte d: Centered
Receiver Y :
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Table 8-4640. Properties of the Miscellaneous Elements for the Configuration Status Message
Miscellaneous Required /

Element Optional Description Field in Msg, if applicable
ME1 Required Component name of SenderPublisher COMPONENT from header
ME2 Optional Component name of destination DESTINATION-COMPONENT

from header

Component destination:

The two miscellaneous elements may be
used to direct the message to a specific DESTINATION-NODE
ME3 . destination, as necessary, in Subject

ME4 Optional Token String format DESTINATION-

' FACILITY

ME3 = DESTINATION-NODE
ME4 = DESTINATION-FACILITY

Configuration status messages may be published-produced for general consumption, or they may be targeted to a
central collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/SendinProducing Configuration Status messages:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1 or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1.COMPONENT or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CFG.APP1.COMPONENT.DESTINATION-
NODE . DESTINATION-FACILITY

Subseribe-to-/reeetveFiltering for a Configuration Status message:

[c2MS.* . * . * % * MSG.CFG.MYAGENT.CFGMGR.+> or

COMS.*.*.*. *. % MSG.CFG.CFGMGR.+>| ( commented [MA180]: C2ms12-162

8.6.1.2 |Configuration Status M ge Pre-defined Field ValuesHeader [Commented [MA181]: C2MS12-177

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Configuration Status Message-, including both message and message header fields.header.

Table 8-4741. Configuration Status Message Pre-defined Header Field Values

o U )

Header Field Name Value « ( Formatted Table
Message Header.SPECIFICATION C2MS - [ Formatted: Left
Message Header. MESSAGE-TYPE MSG -
Message Header. MESSAGE-SUBTYPE CEG « | Formatted: Left
CONTENT-VERSION 2026.0 < [ Formatted: Left
MESSAGE-TYPE MSG  Formatted: Left
MESSAGE-SUBTYPE CEG

8.6.1.3 Configuration Status Message Contents

The following figure shows a UML object diagram of the Configuration Status Message with its required and
optional fields.
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C2MS Message |

|-CONTENT-VERSION : F32
Ay

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
Ay

Configuration Status Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == CFG,
CONTENT-VERSION == 2026.0}

-MY-ROLE : String
-NUM-OF-ASSOCS : U16

"l;lliessage Header '

Custom Field
0.>

ASsoc| _ Association |
0.* |-N.GROUP : String
-n.NODE : String
-n.ROLE : String

Figure 8-128-8. Configuration Status Message Diagram

The following table describes additional field names, values, and notes for the Configuration Status Message.

Table 8-4842. Configuration Status Message Additional Information

[Commented [MA182]: C2MS12-53, C2MS12-177, C2MS12-143 J

8.6.2 Control Message

The Control messages are those that are typically used to request “under the hood” functions that, while essential for

operations, are not of general interest.

The Control message is used to start, restart, reinitialize, or otherwise control another component. As an example,
components may determine that they will not proceed with their processing until they have received a Control
message with a CNTL-STRING of “INIT” or “START”. Other components may require additional information in

CNTL-STRING to begin processing. Still other components that have been performing their processing may allow

themselves to be re-directed in their processing. Upon the reception of a Control message, a component will re-
direct itself according to the supplied string of parameters.

For instance, a component could request another component to change its rate of publishing-producing a Heartbeat |
message. The requesting component would send a Control message with a known decipherable command string in
the CNTL-STRING field; for example: “SET HB 15”.

Missions may want to have different processing modes or signals when the course of events changes what standard

actions are to follow. For example, a system wide indicator may be sent using the CNTL messages with a value for
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Field Name Type | Presence Value Description
CONTENT-VERSION F32 R 20246 Version number for this message content description | [commented [MA183]: C2MS12-53, C2MS12-177 ]
g . Role the reporting component has in the configuration. E.g.
MY-ROLE String R PRIMARY, BACKUP, AGENT, SERVER, MEMBER, MGR, ...
NUM-OF-ASSOCS U16 R The number of associations to be reported.
ASSOC.n.GROUP String [¢] Name of component or group associated with - “n” starts at “1”.
ASSOC.n.NODE String 0 Location of associated component or group
. Role the associated component has, if known. E.g. PRIMARY,
ASSOCnROLE | Sting 0 BACKUP, AGENT, SERVER, MEMBER, MGR, ...



the CNTL-STRING to signify that a pass has begun, and the processing mode is ‘PASS’. Or, the processing mode is

‘PRE-PASS’, ‘POST-PASS’, ‘LIGHTS-OUT’, ‘LIGHTS-ON’. ‘AUTONOMOUS’, ‘SIMULATION’, ‘LAUNCH”,
‘ECLIPSE-PERIOD’, ‘MANEUVER’, ‘SAFE-MODE’, or any such state that could affect some components and
result in conditional processing or decision making.

In these examples, a monitoring agent, criteria action agent, decision making component, script controller, or
processing manager would monitor the events for state changes and then issue the CNTL message for all or a subset

of the components.

A further example could involve distributed simulations. A key factor in these simulations is to know the simulated

time. A CNTL message can be defined to set, distribute, or synchronize components to a simulated time. The CNTL

message might be used to set the time or advance the simulated time by a delta time. This includes training,
development, integration, and pre-launch / operations simulations. If necessary, a separate C2CX message may be
developed with a called SETTIME with associated parameters.

Finally, a simple application could be a PING function. “PING” placed in the CNTL-STRING field would simply
require the receiver to publish-produce the same type of message but with “PING-ACK” in the CNTL-STRING
field. Alternately, separate C2CX messages could be defined for the PING and PING-ACK functionality.

Table 8-4943. Control Messa

e Summary|

Sender

Any C2MS compliant application

Senders Intended

Usagelntended Usage by
Sender

NotifyPublish

Receiver

Any C2MS compliant application

Receivers Intended

Usagelntended Usage by
Receiver

SubseribeControl message processing

What Status and Control type information
When As needed and depends upon the type of information being transferred
Example:

1. A component can request another component to action with the CNTL message.
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o U A L )

8.6.2.1 Control Message Subjects
Table 8-5044. Control Message Subject Naming |
Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- .
; opee DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 E
Element fication 5
. domain 1 | [domain 2 [DESTINAT [ Formatted: Centered
Subject [ . [constell [DESTINATION- | [DESTINATIO b
Content C2MS - sysftgm - sysltem [mission] ation] [sat] | MSG CNTL [COMPONENT] COMPONENT] N-NODE] ION- [ Formatted Table
specific] specific] FACILITY] .
Example for LIFormatted: Centered
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CNTL APP1 < [ Formatted: Centered
Sender [ Formatted: Centered
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CNTL CFGMGR AGENT3 < [ Formatted: Centered
Sender I
Example for |
Subseriber/ C2MS DOM1 DOM2 MSSN * SAT1 | MSG CNTL Eﬁ >] < [Commented [MA185]: C2MS12-162
Receiver [ Formatted: Centered
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Table 8-5145. Properties of the Miscellaneous Elements for the Control Message
Miscellaneous Required / - . . .
Element Optional Description Field in Msg, if applicable
ME1 Required PublisherComponent name of Sender COMPONENT from header
) - DESTINATION-COMPONENT
ME2 Optional Component name of destination from header
Component destination:
The two miscellaneous elements may be
used to direct the message to a specific
ME3 Obtional destination, as necessary, in Subject DESTINATION-NODE
ME4 P Token String format. DESTINATION-FACILITY
ME3 = DESTINATION-NODE
ME4 = DESTINATION-FACILITY
VE5 Optional A keywqrd the receiving process could CNTL-KEYWORD” from msg
use for filtering content

Control messages may be published-produced for general consumption, or they may be targeted to a central collector

component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/Sending Control messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CNTL.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CNTL.
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CNTL.

NODE . DESTINATION-FACILITY or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CNTL.

NODE . DESTINATION-FACILITY.KEYWORD
Filtering forSubseribe-to-/receive a Control message:

[c2MS.* . * . * % * MSG.CNTL.MYAGENT.CFGMGR.

C2MS.*.*.* % * MSG.CNTL.CFGMGR. +>

APP1l or
APP1.COMPONENT or
APP1.COMPONENT.DESTINATION-

APP1.COMPONENT.DESTINATION-

+> or

8.6.2.2 |Control M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed

fields for the Control Message-, including both message and message header fields. header.

Table 8-5246. Control Message Pre-defined Header Field Values

HeaderField Name Value

Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE CNTL
CONTENT-VERSION 2026.0
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE CNTL
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8.6.2.3 Control Message Contents

The following figure shows a UML object diagram of the Control Message with its required and optional fields.

[Commented [MA188]: C2mMS12-53, C2MS12-177, C2MS12-143 ]

C2MS Message
-CONTENT-VERSION : F32

4{ Custom Field
C2MS Notification Message 0.*

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Control Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == CNTL,
CONTENT-VERSION == 2026.0}

-CNTL-KEYWORD : Subject Token String [0..1]
-CNTL-STRING : String
-SPECIAL-INFO : Binary [0..1]

Figure 8-138-9. Control Message Diagram |
The following table describes additional field names, values, and notes for the Control Message.

Table 8-5347. Control Message Additional Information |

Field Name Type Presence Value Description
CONTENT-VERSION F32 R \2024@ Version number for this message content description | [Commented [MA189]: C2MS12-53, C2MS12-177 ]
CNTL-KEYWORD Subject. 0 Keyword extraclted from the CNTL-STRING. Useful for
Token String routing/processing.
Parameters to guide the component on further
CNTL-STRING String R processing. E.g., INIT, Stop, Shutdown, Restart, Do X,
Y, and Z.
I . For application use. Any additional information can be
SPECIAL-INFO Binary 6] provided here,

8.6.3 Device Message

The Device C2CX message is used to report the status of devices, physical or virtual. (The Heartbeat message and
the Configuration Status message are used to report status on software components.) The Device message would
typically be used to report the status of devices that would not be capable of reporting themselves. For example, a
software component may interact with a specialized device or merely have access to the status of devices operating
in the same environment. A designated software component would gather the status of the device(s) and publish
send out the information with the Device C2CX message. This message is not intended to communicate with the
device.

Thus, in conjunction with the Configuration Status and Heartbeat messages, a full story on the configuration can be
gathered for reporting and subsequent actions when a system-wide re-configuration is implemented.

Of course, this message does not need to be restricted to physical devices. Virtual devices may be constructed and

reported on as well. A physical device may be logically partitioned, or a logical device may be spread over a number
of physical devices. Or a virtual (or pseudo) device could be constructed or defined with no relation to any physical
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device. For example, a set of parameters, somehow related, could be grouped as a “device” and reported on for
display and monitoring. A single reporting agent could be responsible for a virtual device and report on it. Or a
number of agents could report on separate parameters and the collector of the Device messages could effectively
construct a virtual device from the disparate information. A set of key or critical parameters could be constructed

and reported on using this meth

od.

A hypothetical example for a communications data path could consist of a ground antenna, a ground station
processor/controller, a data link, and a front-end processor. Together these devices could constitute a virtual data
link device whose individual device statuses are collected (and logically ANDed together) to provide a GO/NOGO

or rollup Normal, Warning, Dis

Table 8-5448. Device Messag

tress or Critical status on the data link.

Je Summary

Sender

Any C2MS compliant application

Senders-Intended

Usagelntended Usage by
Sender

NotifyPublish

Receiver

Any C2MS compliant application

Receivers Intended

Usagelntended Usage by
Receiver

Receive device data notification messagesSubseribe

What Status and Control type information
When As needed and depends upon the type of information being transferred
Example

1. A component reports its status, physical or virtual, or any collection of data.

110

Command and Control Message Specification™ (C2MS™) V1.1

| commented [MA190]: c2ms12-161

[ Formatted Table




8.6.3.1 Device Message Subjects
Table 8-5549. Device Message Subject Naming |
Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- m
) ope DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 E
Element fication 5
. domain 1 | [domain 2 [DESTINA [Formatted: Centered
Subject [ . [constell [DESTINATION- | [DESTINATIO b
Content C2MS | —system | —system | [mission] | Toqon" | [saf | MSG | DEV. | [COMPONENT] | “covpoNENT) | N-NODE] | ., [ Formatted Table
specific] specific] FACILITY] .

Example for | Formatted: Centered
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG DEV APP1 “ [ Formatted: Centered

Sender [ Formatted: Centered
Example for
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG DEV CFGMGR AGENT3 < [ Formatted: Centered

Sender I
Example for |
Subseriber/ Cc2MS DOM!1 DOM2 MSSN * SAT1 | MsG DEV = 3 “ | Commented [MA191]: C2Ms12-162

Receiver [ Formatted: Centered

Command and Control Message Specification™ (C2MS™) V1.01




Table 8-5650. Properties of the Miscellaneous Elements for the Device Message

Miscellaneous Required / - s . .
Element Optional Description Field in Msg, if applicable
. Component name of Publisher
ME1 Required Component COMPONENT from header
name of Sender
) o DESTINATION-COMPONENT
ME2 Optional Component name of destination from header
Component destination:
The two miscellaneous elements may be used
to direct the message to a specific destination,
. : : . DESTINATION-NODE
%Ei Optional as necessary, in Subject Token String format. DESTINATION-FACILITY
ME3 = DESTINATION-NODE
ME4 = DESTINATION-FACILITY

Device messages may be published-produced for general consumption, or they may be targeted to a central collector
component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/-Sending Device messages:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1l or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT.DESTINATION-
NODE .DESTINATION-FACILITY

Filtering for Subseribe-to-/+ecetve-a Device message:

[c2MS.* . * . * % * MSG.DEV.MYAGENT.CFGMGR.+> or

C2MS.*.* . *.* % MSG.DEV.CFGMGR. +>| [COmmemed[MA192hczmm14M

8.6.3.2 |Device M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Device Message-, including both message and message header fields.header.

Table 8-57. Device Message Pre-defined Field Values

Field Name Value

Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE DEV

CONTENT-VERSION 2026.0

Header Field-Name Value < [ Formatted Table
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE DEV
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8.6.3.3 Device Message Contents\

The following figure shows a UML object diagram of the Device Message with its required and optional fields.

C2MS Message
-CONTENT-VERSION : F32

A

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
Ay

Device Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == DEV, 0..
CONTENT-VERSION == 2026.0}

-NUM-OF-DEVICES : U16

Figure 8-148-10. Device Message Diagram

“Message Header |

Wmm‘
1 STATUS
Device | 0=Standby,
s 1=Normal,
TNOMBER - 16 (0.1 !2=Warning.
-n i 3=Distress,

-DEVICE| ., MODEL : String [0..1]
+ |-n.SERIAL : String [0..1]

~ | 4=Critical
e L

-n.VERSION : String [0..1] -
-n.GROUP : String [0..1] -
-n.ROLE : String [0..1] -
-n.STATUS : 116 ={0, 1, 2, 3,4}
-n.INFO : 116 [0..1]
-n.NUM-OF-PARAMS : U16
-PARAM |0..*
[ Device Parameter | VALUE is
-m.NAME : String DEPRECATED
-m.TIME : Time [0..1] s R —
-m.VALUE : Variable [0

-m.PARAM-VALUE : Typed Variable [0..1

A) o
1]

The following table describes additional field names, values, and notes for the Device Message.

able 8-5852. Device Message Additional Information|

( Commented [MA193]: Cavis12-177

Commented [MA194]: C2MS12-8, C2MS12-41, C2MS12-53,

C2MS12-177, C2MS12-143

|

(cc

ted [MA195]: C2M512-10

[ Formatted Table

[Commented [MA196]: C2MS12-53, C2MS12-177

Field Name Type Presence Value Description “
CONTENT- Version number for this message content
VERSION Fa2 R l202ﬂ4 description
NUM-OF-DEVICES U16 R 1+ Number of devices being reported in this
message
Name of the device - “n” starts at "1". This fleld is
DEVICE.n.NAME String R required for each device specified by NUM-OF-
DEVICES.
DEVICE.n.NUMBER 16 0 Numper als3|gnedlto the device to distinguigh it
from identical devices.
DEVICE.n.MODEL String 0 Model number of the device
DEVICE.n.SERIAL String 6] Serial number of the device
DEVICE.n.VERSION String 0 :j/:\;isclgn of the firmware operating within theg
DEVICE.n.GROUP String o] Name of group with which device is associgted
Role of the device, if known. E.g. PRIMARY,
DEVICE.n.ROLE String 0 BACKUP, AGENT, SERVER, MEMBER, MGR,
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Field Name Type Presence Value Description « [ Formatted Table
Va(l)ue Desstcrlg:on Condition of the device being reported. The
e 1 Ns;‘maly criteria for selecting the DEVICE.n.STATUS
DEVICE.n.STATUS . D x description is left to the reporting component.
(Enumeration) 2 Warning | This field is required for each device specified by
3 Distress | NUM-OF-DEVICES.
4 Critical
DEVICE.n.INFO 116 0 An a_ddmong! status code.that can be supplied
that is specific to that device
Number of additional parameters being reported
DEVICE.n.NUM-OF- U16 D that are associated with the device. This field is
PARAMS required for each device specified by NUM-OF-
DEVICES.
Name of the additional parameter - both “n” and
[DEVI&E&EERAM. String Do "m"start-at“1”- This field is required-for each | Commented [MA198]: cawms12-41
' field when DEVICE.n.NUM-OF-PARAMS > 0.
DEV'(r:nE'IlqﬁéRAM. Time 0 Time of parameter sampllingw [Commented [MA197]: C2MS12-108
IDEPRECATED Value of the named parameter being reported. [Commented [MA199]: c2ms12-8
DEVICE.n.PARAM. Variable 0 This field has been deprecated. Use [ Formatted: Font: Bold
m.VALUE DEVICE.n.PARAM.m.PARAM-VALUE, instead. : :
Value of the named parameter being reported.
The Typed Variable structure contains the data
via a type discriminator (PARAM-VALUE.TYPE-
DISCRIMINATOR) and value (PARAM- -
EVICENPARAM. | 1o Variable 0 VALUE DATA-VALUE) - both “n” and "m" start at | | Formatted: Font: Not Bold
m.PARAM-VALUE T -
1”. This field would normally be required for
each field when DEVICE.n.NUM-OF-PARAMS >
0, however, it is left as optional since it was
introduced in C2MS 1.2.

8.6.4 Heartbeat Message

The Heartbeat message is used to notify other components that the sending /publishing-component is alive or active.
Other components monitoring the Heartbeat messages can determine what action to take, if any, when a Heartbeat
message fails to appear as scheduled, or if the COMPONENT-STATUS is not normal/green. If the component does
not publish-send the heartbeat at the default rate, it can supply the publishinerate (PUB-RATE field) and a counter
(COUNTER field) for a monitor to calculate when a heartbeat is expected or might be missing or late. Each
component, system, or mission can determine its own preferred heartbeat rate.

Not Using the COMPONENT-STATUS Field

If the COMPONENT-STATUS field is not to be used, then if the component is running but not 100%, then a
component should cease publishing-producing its Heartbeat message. The termination of the Heartbeat message will
then make auto/re-configuration options possible. Which is to say, if the component is either 100% or 0%, or those
are the only two states the component can report, then using the COMPONENT-STATUS field is not necessary, as
long as the component can cease publishing-producing the Heartbeat message in circumstances when it knows it is
not 100%.

Using the COMPONENT-STATUS Field

A component may typically only supply the COMPONENT-STATUS of 1 — Normal/Green. However, when the
status of the component is less than normal / green (100%), say yellow (75%), indicating a less than optimal
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operating state, it may also supply a status code in the COMPONENT-INFO field. This code would only have
context within that component. A component may also issue a Log Message in conjunction with a change in
COMPONENT-STATUS. The component would include the COMPONENT-INFO value in the subsequent Log
Message so the Heartbeat message and the Log Message could be cross-referenced. Components can self-determine
what constitutes a Normal, Warning, Distress, or Critical state of processing. A component that ceases to send a
heartbeat message will be presumed to be absent and in a Critical condition. If applicable, a component will then be
susceptible to a pre-determined recovery action, including failover and restart. A monitoring agent can use the
COMPONENT-STATUS value to color code a display of the component’s status.

Table 8-5953. Heartbeat Message Summary| [Commented [MA200]: C2Ms12-161
Sender Any C2MS compliant application « [ Formatted Table
Senders-Intended
Usagelntended Usage by NotifyPublish
Sender
Receiver Any C2MS compliant application
Receiversntended
Usagelntended Usage by Receive heartbeat data notification messagesSubseribe
Receiver
What Status and Control type information
When As needed and depends upon the type of information being transferred

Example

1. All active components publish-produce a heartbeat (aka keep-alive); a monitoring component checks on th¢
ongoing presence of the components and detects their absence.
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8.6.4.1 Heartbeat Message Subjects

Table 8-6054. Heartbeat Message Subject Naming
Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- L
. ope DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 E
Element fication 5
. [domain 1 [domain 2 [DESTlNAT [ Formatted: Centered
Subject a - . [constell [DESTINATION- | [DESTINATI b
Content Cc2ms system | —system | [mission] | T | [sal | MSG | HB [COMPONENT] | "coMPONENT] | ON-NODE] | ,ION [ Formatted Table
specific] specific] FACILITY] .
Example for LIFormatted: Centered
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG HB APP1 “ [ Formatted: Centered
Sender [ Formatted: Centered
Example for I
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG HB CFGMGR AGENT3 A [ Formatted: Centered
Sender |
Example for |
Subseriber C2MS DOM1 DOM2 MSSN * SAT1 | MsG HB = > “ | Commented [MA201]: C2Ms12-162
Receiver [ Formatted: Centered
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Table 8-6155. Properties of the Miscellaneous Elements for the Heartbeat Message
Miscellaneous Required / - . . .
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of SendPublisher COMPONENT from header
ME2 Optional Component name of destination DESTINATION-COMPONENT
from header
Component destination:
The two miscellaneous elements may be
used to direct the message to a specific
ME3 Obtional destination, as necessary, in Subject DESTINATION-NODE
ME4 P Token String format. DESTINATION-FACILITY
ME3 = DESTINATION-NODE
ME4 = DESTINATION-FACILITY

Heartbeat messages may be published-produced for general consumption, or they may be targeted to a central

collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/-SendinProducing Heartbeat messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1 or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1.COMPONENT or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.HB.APP1.COMPONENT .DESTINATION-
NODE . DESTINATION-FACILITY

[c2MS.* . * . * % * MSG.HB.MYAGENT.CFGMGR.+> or

C2MS.*.*.* % * MSG.HB.CFGMGR. +>|

8.6.4.2 Heartbeat M
The abbreviated table below shows the required values of the namedMESSAGE-TYPE and MESSAGE-SUBTYPE|

ge Pre-defined Field ValuesHeader

fields for the Heartbeat Message-, including both message and message header fields.heades-

Table 8-6256. Heartbeat Message Pre-defined Header Field Values

HeaderField Name Value

Message Header.SPECIFICATION C2MS

Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE HB

CONTENT-VERSION 2026.0

MESSAGE-TYPE MSG
MESSAGE-SUBTYPE HB
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8.6.4.3 Heartbeat Message Contents

The following figure shows a UML object diagram of the Heartbeat Message with its required, optional, and

tracking fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Heartbeat Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == HB,
CONTENT-VERSION == 2026.0}

-COUNTER : U186 [0..1]

-PUB-RATE : U16 [0..1]
-COMPONENT-STATUS : 116 [0..1]={0,1,2,3,4} ¢

—( Message Header
Custom Field
0.

-SUBSCRIPTION

COMPONEN T-STATUS—
0=Standby,
1=Normal,
2=Warning,
3=Distress,
_-|4=Critical
PR
-
~

Heartbeat Subscription Data |

-COMPONENT-INFO : 116 [0..1]
-COMPONENT-INFO-DETAILS : String [0..1]
-COMPONENT-VERSION : Typed Variable [0..1]

Figure 8-158-11. Heartbeat Message Diagram

-SW-VERSION : Variable [0..1] C

-MW-CONNECTION-ENDPOINT : String [0..1] | ]

-NUM-OF-SUBSCRIPTIONS : U16 [0..1] SW-VERSION is
DEPRECATED

o -n.SUBJECT-PATTERN : String |

The following table describes additional field names, values, and notes for the Heartbeat Message.

Table 8-6357. Heartbeat Messa

e Additional Information|

Commented [MA204]: C2MS12-8, C2MS12-53, C2MS12-177,

C2MS12-143

Field Name Type Presence Value Description
CONTENT- F32 R 20264 Version number for this message content description
VERSION =
Indicates the number of times that the C2CX heartbeat
COUNTER' u16 0 1+ message has been publishedsent out, including this
message.
Indicates the rate, in number of seconds, which the
C2CX heartbeat message is being published-produced
by the component. A rate of zero or less indicates that
PUB-RATE u1e 0 this C2CX message is not repeatedly published
produced by the component. The default publishing
rate of the C2CX heartbeat message is 30 seconds.
Value | Description
0 Standby Indicates the condition of the component being
COMPONENT- 116 0 1 Normal monitored, typically itself, although it may be a proxy
STATUS (Enumeration) 2 Warning for a remote component. The component may choose
3 Distress the condition level based on its own criteria.
4 Critical
COMPONENT- 16 0 An additional status code the component can supply
INFO that is specific to that component.
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Field Name Type Presence Value Description
COMPONENT- Strin 0 Allows a component to detail its status in a verbose
INFO-DETAILS 9 message
Version number identifier of the reporting component.
The cGomponent must ascertaln the data type b fore
Eﬁﬁgﬁggﬁ Variable 0 acces
field has been deprecated Use COMPONENT-
VERSION, instead.
Version number identifier of the reporting comporent.
COMPONENT- The Typed Variable structure contains the data via a
VERSION Typed Variable 0 type discriminator (COMPONENT-VERSION.TYHE-
— DISCRIMINATOR) and value (COMPONENT-
VERSION.DATA-VALUE).
MW- Tracking field - Broker(s) to which the client
CONNECTION- String (6] application is currently connected - reserved for use by
ENDPOINT implementation (PSM)
NUM-OF- Tracking field - The number of active subscriptions
SUBSCRIPTION u16 0 set up across all connections held by the running
S application - reserved for use by implementation (PSM
SUBSCRIPTION. ;I;racking field -_The nth _sub‘scrip}io"n subject ‘;‘)a"ttern
n . eld by the running epphcatlon - “n” starts at 1'- '
SUBJECT- String D reserved for use by implementation (PSM) . This field
PATTERN is required for each subscription when NUM-OF-
SUBSCRIPTIONS > 0.

* Note: At a rate of two messages per minute, this counter will overflow after 22 days.

8.6.5 Resource Message (DEPRECATED) Jj

The Resource Message has been deprecated and will be removed in a future release of C2MS. Use industry -standar:
tools for performing resource monitoring, instead. ]

The C2CX Resource message is used to publish-disseminate computer performance data. Resource data is
organized per CPU, disk, and network port. It is intended that the data be a snapshot of the resources at the time of
collection and not a cumulative summary. The snapshot of the resources can be paired with the-time-of he&bl—reaﬂ(-m |

PUBLISH-TIME| of the message to produce a data point. After the collection of a number of data points, a trend
/plot of the resources can be established.

All resource information has been marked as optional so that a component may provide any or all of the resource
information, as necessary. For example, an agent collecting and publishingproducing data mightay determine to
publish-send out the CPU resources at a differentee rate than the disk resources. Resource messages for CPUs migh
be published-produced every 60 seconds, while disk Resource messages might be published-produced every 300
seconds.

If a component is to be controlled or directed as to the frequency of producing resource messagespublishing, it coul
use the CNTL message with a CNTL-STRING of “SET RSRC CPU 60” to set the CPU resources publicationrat
at 60 seconds, or disk resources at 300 seconds with “SET RSRC DISK 300”.

Table 8-6458. Resource Message Summary|
| sender | Any C2MS compliant application
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Senders Intended

Usagelntended Usage by NotifyPublish

Sender

Receiver Any C2MS compliant application

Pessbeerslatanded

Usagelntended Usage by Receive resource data notification messagesSubseribe

Receiver

What Status and Control type information

When As needed and depends upon the type of information being transferred
Example
1. This message is used to report a snapshot of computer performance data (CPU, memory, disk, and network

usage).

120 Command and Control Message Specification™ (C2MS™) V1.1



U A L

8.6.5.1 Resource Message Subjects
Table 8-6559. Resource Message Subject Naming |
Subject Domain Elements Mission Elements Message Elements Miscellaneous Elements
Standard
Subject Speci- .
) ope DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 ME4 E
Element fication 5
. domain 1 | [domain 2 [DESTINATI [Formatted: Centered
Subject [ - [constell [DESTINATION- | [DESTINATI b
Content C2MS - sys_tgm - sysltem [mission] ation] [sat] | MSG RSRC [COMPONENT] COMPONENT] | ON-NODE] ON [ Formatted Table
specific] specific] FACILITY] .
Example for LIFormatted: Centered
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG RSRC APP1 “ [ Formatted: Centered
Sender [ Formatted: Centered
Example for I
Publisher/ C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG RSRC CFGMGR AGENT3 < [ Formatted: Centered
Sender I
Example for |
Subseriber/ C2MS DOM1 DOM2 MSSN * SAT1 | MSG RSRC > >] < [Commented [MA211]: C2MS12-162
Receiver [ Formatted: Centered
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Table 8-6660. Properties of the Miscellaneous Elements for the Resource Message
Miscellaneous Required / - . . .
Element Optional Description Field in Msg, if applicable
ME1 Required PublisherComponent name of Sender COMPONENT from header
) - DESTINATION-COMPONENT
ME2 Optional Component name of destination from header
Component destination:
The two miscellaneous elements may be
used to direct the message to a specific
UED | gy | Somen setssan DS pesmumonone
ME4 P g format. DESTINATION-FACILITY
ME?2 = destination component or group
ME3 = DESTINATION-NODE
ME4 = DESTINATION-FACILITY

Resource messages may be published-produced for general consumption, or they may be targeted to a central

collector component. The second element, ME2 (component of recipient), is used if necessary.

Examples

Publishing/SendingProducing Resource messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSRC.APP1 or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.RSRC.APP1.COMPONENT or

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.DEV.APP1.COMPONENT.DESTINATION-

NODE .DESTINATION-FACILITY
Subseribe-to-/reeeiveaFiltering for a Resource message:

[CZMS LKLUX K% ¥ MSG.RSRC.MYAGENT.CFGMGR. +> or

CZMS.*.*.*.*.*.MSG.RSRC.CFGMGR.i—>]

8.6.5.2 [Resource M
The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPE named

ge Pre-defined Field ValuesHeader

fields for the Resource Message-, including both message and message header fields.heades-

Table 8-6761. Resource Message Pre-defined Header Field Values

HeaderField Name Value
Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE RSRC
CONTENT-VERSION 2026.0
MESSAGE-TYPE MsG
MESSAGE-SUBTYPE RSRGC
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8.6.5.3 Resource Message Contents

The following figure shows a UML object diagram of the Resource Message with its required and optional fields.

Commented [MA214]: C2MS12-31, C2MS12-53, C2MS12-177,
C2MS Message C2MS12-143

-CONTENT-VERSION : F32
—i Message Header
Custom Field
0.r

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Resource Message has |
been DEPRECATED

-
Resource Message - -
{Message Header.SPECIFICATION == C2MS, -~ cPU
Message Header. MESSAGE-TYPE == MSG, - -
Message Header MESSAGE-SUBTYPE == RSRC, |- -n.MEM : U32 [0..1]
CONTENT-VERSION == 2026.0} -CPU HHTEI"L’IUF‘I;; [:OF::]Q [0..1]
-COUNTER : U16 [0..1] 0.* | P BaGE A
-PUB-RATE : U16 [0..1] -n.PAGE-FAULTS : U32 [0..1]
-OPER-8YS : String [0..1]
-NUM-OF-CPUS : U16 E
-NUM-OF-DISKS : U16 _DISK Disk
-MEM.UTIL : F32 [0..1] - |-N.NAME : String [0..1)
-MEM.PHYSICAL.TOTAL : U4 [0..1] 0.. -n.SIZE : U32 [0..1]
-MEM.PHYSICAL.AVAIL : U64 [0..1] -n.UTIL : F32[0..1]
-MEM.VIRTUAL.TOTAL : U64 [0..1]
-MEM.VIRTUAL.AVAIL : U84 [0..1]
-MEM.SWAP-UTIL : F32 [0..1]
-PROC.ZOMBIES : U32 [0.1] -NET-PORT NetworkiRort
-PROC.TOTAL : U32 [0..1] 0.* |-N.NAME : String [0..1]
-NUM-OF-NET-PORTS : U16 -n.EUI-ADR : String [0..1]

-n.IP-ADR : String [0..1]
-n.TOTAL-BANDWIDTH : U32 [0..1]
-n.UTIL : F32[0..1]
-n.BYTES-SENT : U64 [0..1]
-n.BYTES-RECEIVED : U4 [0..1]
-n.ERRORS : U32 [0..1]

Figure 8-168-12. Resource Message Diagram |
The following table describes additional field names, values, and notes for the Resource Message.

Table 8-6862. Resource Message Additional Information |

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 20246 Xeesri'r‘i’:ﬁg‘;mber forthis message content |  Commented [MA215]: Cavis12-53, Camis12-177
Indicates the number of times that the C2CX
COUNTER' u16 0 1+ Resource message has been publishedprod|iced,

including this message.
Rate the data is being collected and :

! publishedsent out. The default-publishing ratg is
PUB-RATE U6 0 Seconds 30 seconds. A rate of zero indicates this message
is not being repeatedly publishedproduced. |

OPER-SYS String 0 Operating system component is using
NUM-OF-CPUS u16 R 1+ Number of CPUs being monitored
CPU.n.MEM u32 0 In megabytes Amount of memory for this CPU - “n” starts at “1”.
CPU.NMEM-UTIL F32 0 0-100 miir;;dry utilization. Percentage of memory
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Field Name Type Presence Value Description
CPU.n.UTIL F32 0 0-100 CPU utilization. Percentage of CPU utilized
CPU.n.PAGE-FAULTS U32 0 1+ Number of page faults
NUM-OF-DISKS u16 R 0+ Number of disks being monitored
DISK.n.NAME String 0 Name of the disk - “n” starts at “1".
DISK.n.SIZE u32 0 In megabytes Absolute size of the disk
DISK.n.UTIL F32 0 0-100 StlliI; eSé)ace utilization. Percentage of Disk space
MEM.UTIL F32 6] 0-100 Percent of main memory utilized
MEM.PHYSICAL TOTAL Us4 0 1+ 'tl)')c/)ttiamount of physical memory present, in
MEM.PHYSICAL AVAIL Us4 0 0+ g)(/)ttiamount of physical memory available, in
MEM.VIRTUAL.TOTAL u64 o 1+ Total amount of virtual memory present, in bytes
MEM.VIRTUAL.AVAIL u64 6] 0+ Total amount of virtual memory available, in bytes
MEM.SWAP-UTIL F32 0 0-100 Percent of swap space used
PROC.ZOMBIES uU32 0 0+ Number of zombie processes
PROC.TOTAL uU32 0 0+ Number of total processes
NUM-OF-NET-PORTS u16 R 1+ Number of network ports
NET-PORT.n.NAME String 0 Name of the network port - “n” starts at “1”.
0 1-22?4[2?3;?;9-& Media Access Control (MAC) or Extended Unique
NET-PORT.n.EUI-ADR String 0 or Identifier (EUI) physical address. MAC-48, EUI-
01:23:45:67:89:ap |+ O EUI-64 format.
208.77.188.166 or
. 2001:0db8:85a3:08 | Internet Protocol (IP) logical address. IPv4 (32-bit)
NET-PORT.n.IP-ADR String O | 43:1319:8a26:0370: | or IPv6 (128-bit) format
7334
NET-PORT.n.TOTAL- . )
BANDWIDTH u32 6] 0+ Bandwidth of the port in Kbps
NET-PORT.n.UTIL F32 0 0-100 Percentage of Network port utilization
NET-POSEN?BYTES' Ue4 0 0+ Number of bytes sent over the port
NET-PORT.n.BYTES- .
RECEIVED u64 0 0+ Number of bytes received over the port
NET-PORT.n.ERRORS U32 0 0+ Number of errors encountered on the port

* Note: At a rate of 2 messages per minute, this counter will overflow after 22 days.

8.7 Real-time Telemetry Data Messages

Telemetry Messages are data packages that contain metrics from remote devices such as spacecraftspaceeraft-health
and-safety-data. In most ground systems, a Telemetry Message is packaged by the spacecraft and sent to the ground
station. The ground station performs spaceais-to-ground quality checking, adds ground station information, and
routes the data to the ground system. Archive retrieval systems, simulators, and data generators can also provide
Telemetry Messages in replay, simulation, and test modes.

Additionally, the data can be published-sent “as is” (Raw), or after a degree or level of processing (Processed). Fhe

(EH-The following table lists the messages tl;at have been defined to transport the various kinds of}elemet;y data.
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Table 8-6963. Telemetry Messages

Telemetry Message Data Form (Level) Data Format
Telemetry CCSDS Packet Raw CCSDS Packet
DEPRECATED Telemetry CCSDS Frame | Raw CCSDS Frame
Telemetry CCSDS CADU Frame Raw CCSDS Channel Access Data Unit (CADU) Frame
Telemetry CCSDS Transfer Frame Raw CCSDS Transfer Frame
Telemetry TDM Frame Raw TDM Frame
Processed Telemetry Data Processed (Converted) Data samples for one frame organized by mnemonic

The CCSDS CADU Frame, CCSDS Transfer Frame, and CCSDS Packet are industry standard formats. Time
Division Multiplexing (TDM) is the method and format for sending multiple digital signals along a single
telecommunications transmission. Specific decommutation instructions for the frames and packets are documented
in other resources.

Note: Additional telemetry message contents may be added, as necessary.

8.7.1 Telemetry CCSDS Packet Message

The Telemetry CCSDS Packet Message is used for transferring CCSDS telemetry packets. The Telemetry Message
Contents consists of the raw CCSDS telemetry packet, the time of the packet and the quality of the data.

Table 8-7064. Telemetry CCSDS Packet Message Summary| [Commented [MA216]: C2Ms12-161
Sender A C2MS compliant application such as a ground station, simulator, archive component, or ||, [
front-end processor Formatted Table
Sendemaianaad
Usagelntended Usage by NotifyPublish
Sender
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Hessbeerslatonded
Usagelntended Usage by SubseribeTelemetry processing
Receiver
What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.7.141

[Table 8-7165. Telemetry CCSDS Packet Message Subject Naming

Telemetry CCSDS Packet Message Subjects

= ted [MA217]: C2MS12-50

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES5

MEG6

Subject
Content

C2mMS

[domain 1
—system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

MSG

TLMPKT

[COMPO
NENT]

modeS
TREAM
-MODE]

[Virtual
Channel
IBVCID

[APID]

[Cellection

PeinCOLL
ECTION-
POINT{|

De
)SCl

oB 1

Example for
SenderExam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

MSG

TLMPKT

SATSIM

SIM

GEP1

~

Example for
SenderExam

ple for
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

MSG

TLMPKT

TFEP

RT

Example for
ReceiverExa

mplefor
Subsecriber/
Receiver

C2MS

DOM1

DOM2

SAT1

MSG

TLMPKT

RT
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Table 8-7266. Properties of the Miscellaneous Elements for the Telemetry CCSDS Packet Message

Miscellaneous | Required / . s . .
Element Optional Description Field in Msg, if applicable
ME1 Required | PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-MODE to
. Identifies stream as real-time, designate a message as anything other than Real-time
ME2 Required . . ’ . .
playback, simulator, or test. (RT) is strongly discouraged in a large formal enterprise.
See STREAM-MODE Usage Caution in Section 6.3.7.
) . VCID from msg content; or from header portion of
ME3 Required | Virtual Channel ID CCSDS frame
ME4 Required APID - identifies a particular From header portion of data stream
subsystem on the spacecraft
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured
MES Optional | SpacecraftID SCID from msg content or from header portion of

CCSDS packet

Example for Publisher/-Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPKT.SATSIM.SIM.2.1

Example for Subseriber/Receiver of Telemetry Messages

C2MS.*.* . MSSN.*.* MSG.TLMPKT.TFEP.RT.>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG. TLMPKT.TFEP.RT.2.1[. 4|

8.71.2 |Te|emetry CCSDS Packet M

ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for Telemetry CCSDS Packet Message-, including both message and message header ficldsheader.

Table 8-7367. Tel

try CCSDS Packet Message Pre-defin

ed HeaderField Values

HeaderField Name Value

Message Header. SPECIFICATION C2MS

Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMPKT

CONTENT-VERSION 2026.0

MESSAGE-TYPE MsG
MESSAGE-SUBTYPE TLMPKT

128

Command and Control Message Specification™ (C2MS™) V1.1

A A A A A

[Commented [MA219]: C2mMS12-162

( commented [MA220]: c2ms12-177

Formatted Table

Formatted: Left

Formatted: Left

(
(
[ Formatted: Left
(
[

Formatted: Left

O U )




8.7.1.3 Telemetry CCSDS Packet Message Contents

The following figure shows a UML object diagram of the Telemetry CCSDS Packet Message with its required and
optional fields.

[Commented [MA221]: C2MS12-53, C2MS12-177, C2MS12-143 ]
C2MS Message

-CONTENT-VERSION : F32
Custom Field
0"

C2MS Notification Message
{Message Header. SPECIFICATION == CZMS,
Message Header. MESSAGE-TYPE == MSG}
FaN

STREAM-MODE

Telemetry CCSDS Packet Message RT=real time,
{Message Header. SPECIFICATION == C2MS, RPY=replay/playback,
Message Header. MESSAGE-TYPE == MSG, SIM=simulator,
Message Header MESSAGE-SUBTYPE == TLMPKT, TEST=test/data generator
CONTENT-VERSION == 2026.0}

~COLLECTION-POINT : String [0.1] - g’;:g::,g;ﬂﬁgﬁg"ﬂ?”E o
-STREAM-MODE : String = {RT, RPY, SIM, TEST} o e Real-time (RT)
-FINAL-MESSAGE : Boolean [0..1] is strongly discouraged in a large
_IZIITYECLTNE -[0311‘] formal enterprise.

-PHY- : String L

-SCID : U32[0..1]

VCID | U16 [0..1]

-APID : U16 [0.1]
QUALITY-CHECK - 116 [0..1]
-QUALITY : 116 [0..1]

-DATA : Binary

Figure 8-178-13. Telemetry CCSDS Packet Message Diagram |

The following table describes additional field names, values, and notes for the Telemetry CCSDS Packet Message.

Table 8-7468. Telemetry CCSDS Packet Message Additional Information| [r ted [MA222]: C2MS12-10 ]
Field Name Type Presence Value Description < [ Formatted Table ]
CONTENT- F32 R [202 46] Version number for this message content
VERSION = description [Commented [MA223]: C2MS12-53, C2MS12-177 ]

Receiver, device, point, path, etc. where data
COLLECTION- Strin 0 was received. Used to distinguish data
POINT 9 simultaneously received at multiple collectiop
points.
Value Description | Identifies the mode of the stream of telemetfy
RT Real-time as either Real-time, Replay, Simulator, or Test.
STREAMMODE String . RPY | Replay The use of STRyErf\'M-MtCh)DEt r:o deRsigln?te a
- . SIM | Simulator message as anything other than Real-time
(Enumeration) (RT) is strongly discouraged in a large formgl
TEST ée;té[r):t?r enterprise. See STREAM-MODE Usage T
Caution in Section 6.3.7.
When true (and known, especially for replay

FINAL-MESSAGE Boolean o] data), indicates the last message in the

stream.
TIME Time 0 Time of packet, usually ground receipt timeL In
utg [Commented [MA224]: C2M512-108 ]
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Field Name Type Presence Value Description “
PHY-CHAN String R Physical channel on which data is received
CCSDS Spacecraft Identifier (SCID). This field
SCID u32 0 originates from the CCSDS Transfer Frame
and is not part of the CCSDS Packet.
CCSDS Virtual Channel Identifier (VCID). This
VCID u16 o] field originates from the CCSDS Transfer
Frame and is not part of the CCSDS Packet.
APID u16 CCSDS Application Process Identifier (APID)
Value Description Indicates quality checking was performed for
QUALITY-CHECK 16 0 Bit0 | Partial Packet reason indicated.
Value Description | Indicates quality state if checking was
QUALITY 16 0 Bit0 | Partial Packet performed
DATA Binary R Raw telemetry data

8.7.2 Telemetry CCSDS Frame Message (DEPRECATED)

The Telemetry CCSDS Frame Message has been deprecated and will be removed in a future release of C2MS. The
new CCSDS Frame Messages, Telemetry CCSDS CADU Frame Message and Telemetry CCSDS Transfer Frame

Message, should be used instead.

The Telemetry CCSDS Frame Message is used to transfer CCSDS telemetry frames. The Telemetry Message
Contents consists of the raw CCSDS telemetry frame, the time of the frame, quality checking performed, and the
resulting quality of the data.

A frame with a Frame Sync pattern at the front that includes Reed-Solomon check symbols is called a Coded Virtual
Channel Data Unit (CVCDU) in the CCSDS documentation.

Table 8-7569. Telemetry CCSDS Frame Message Summary|

A C2MS compliant application such as a ground station, simulator, archive component,

Sender or front-end processor

Sendemlnionded

Usagelntended Usage by NotifyPublish

Sender

Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Receivers-Intended

Usagelntended Usage by SubseribeTelemetry processing

Receiver

What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.7.21

[Table 8-7670. Telemetry CCSDS Frame Message Subject Namingj

Telemetry CCSDS Frame Message Subjects

Com d [MA226]: C2M512-50

Sst::ﬁ:'td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | nomaint | pomaiN2 | mission | consT | saT | TP | susTyp ME1 ME2 ME3 ME4 MES5
Element fication
STREA

Subject [domain 1} [domain 2 [constell = s [COL;E-CHO Formatted Table
Content C2MS —system | —system | [mission] ation] [sat] | MSG | TLMFRAME | [COMPONENT] | MODEIS | Channel [APID] POIi]_

specific] specific] fream- IBCID] ol nﬁemt] Formatted: Centered

Fode Cc ted [MA227]: C2M512-191
Example for
SenderExam
ple for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMFRAME SATSIM SIM 2 1 < Formatted: Centered
Publisher/
Sender
Example for
SenderExam
plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMFRAME TFEP RT 1 2 - Formatted: Centered
Publisher/
Sender
[Example for Commented [MA228]: C2MS12-162
ReceiverExa
mplefor C2MS DOM1 DOM2 | | SAT1 MSG | TLMFRAME | RT >* 1 < Formatted: Centered
Subseriber/
Receiver
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Table 8-7771. Properties of the Miscellaneous Elements for the Telemetry CCSDS Frame Message
Miscellaneous Required / . s . .
Element Optional Description Field in Msg, if applicable
Component name of
ME1 Required PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-
MODE to designate a message as
ME2 Required Identifies stream as real-time, anything qther than R_eal-tlme (RT)is
playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
) . VCID from msg content; or from header
ME3 Required Virtual Channel ID portion of CCSDS frame
ME4 Optional APID - identifies a particular From header portion of data stream
subsystem on the spacecraft
) Point on ground system where data
MES Optional was captured COLLECTION-POINT

Example for Publisher/-Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMFRAME.SATSIM.SIM.2.1

Example for Subseriber/Receiver of Telemetry Messages

[c2MS.*.* .MSSN.*.* .MSG.TLMFRAME.TFEP.RT. 3

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMFRAME.TFEP.RT.2.1

8.7.2.2 |Te|emetry CCSDS Frame Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed

fields for Telemetry CCSDS Frame Message-, including both message and message header fieldsheader.

Table 8-7872. Telemetry CCSDS Frame Message Pre-defined Head
HeaderField Name Value
Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMFRAME
Message Header. SPECIFICATION C2MS
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE TLMERAME
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8.7.2.3 Telemetry CCSDS Frame Message Contents

The following figure shows a UML object diagram of the Telemetry CCSDS Frame Message with its required and
optional fields.

[Commented [MA231]: C2MS12-53, C2MS12-177, C2MS12-143 ]

C2MS Message

-CONTENT-VERSION : F32 Message Header |
Ay
Custom Field
0"

C2MS Notification Message
{Message Header. SPECIFICATION == C2MS,

Message Header. MESSAGE-TYPE == MSG} Telemetry CCSDS

S Frame Message has
been DEPRECATED

~
- N
-
Telemetry CCSDS Frame Message ﬂf&g‘mﬂf S
{Message Header. SPECIFICATION == C2MS, RPY=repIay,'blayback,
Message Header MESSAGE-TYPE == MSG, SIM=simulator,
Message Header MESSAGE-SUBTYPE == TLMFRAME, TEST=test/data generator
CONTENT-VERSION == 2026.0}
-COLLECTION-POINT : String [0..1] - The use of STREAM-MODE to
-STREAM-MODE : String = {RT, RPY, SIM, TEST} g = designate a message as
-FINAL-MESSAGE : Boolean [0..1] anything other than Real-time (RT)
-LENGTH : U32 [0..1] is strongly discouraged in a large
-TIME : Time [0..1] formal enterprise.
-PHY-CHAN : String
-VCID : 116
-FRAMESYNC-STATUS : 116 [0..1]={1, 2,3, 4} F - _ \
-RS-PRESENT : Boolean [0..1] - -
-QUALITY-CHECK : 116 [0..1] — —|FRAMESYNC-STATUS
-QUALITY : 116 [0..1] 1=Search,
-DATA : Binary [0..1] 2=Verify,
3=Lock,
4=Check

Figure 8-188-14. Telemetry CCSDS Frame Message Diagram |

The following table describes additional field names, values, and notes for the Telemetry CCSDS Frame Message.

Table 8-7973. Telemetry CCSDS Frame Message Additional Information| [r ted [MA232]: C2MS12-10 ]
Field Name Type Presence Value Description < [ Formatted Table ]
CONTENT- F22 R l20-1-92026] Version number for this message content

VERSION ey description [Commented [MA233]: c2MS12-53, C2MS12-177 ]
Receiver, device, point, path, etc. whefe
COLLECTION- String 0 data was received. Used to distinguish
POINT data simultaneously received at multiple
collection points.
Value Description Identifies the kind or source of the strehm
RT Real-time of telemetry as either Real-time, Replay,
RPY | Replay Simulator, or Test. The use of STREAM-
String SIM Simulator MODE to designate a message as
STREAM-MODE (Enumeration) R anything other than Real-time (RT) is
TEST Test/Data strongly discouraged in a large formal
Generator enterprise. See STREAM-MODE Usade
Caution in Section 6.3.7.
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[l‘ ted [MA234]: C2MS12-108

Field Name Type Presence Value Description b [ Formatted Table
When true (and known, especially for
FINAL-MESSAGE Boolean 0 replay data), indicates the last message in
the stream.
LENGTH u32 Bytes Length of frame
TIME Time {;”8?8{ frame, usually ground receipt time
PHY-CHAN String f;?;si‘\l/?(; channel on which data is
VCID 116 CCSDS Virtual Channel Identifier (VCID)
Value Description
1 Search -
FRAMESYNC- 116 0 2 Verify State of frame synchronization from
STATUS (Enumeration) 3 Lock equipment when frame is ingested
4 Check
RS-PRESENT Boolean 0 Indlcate§ if the Reed-Solomon codes are
present in the data.
Value Description
Bit0 gs;%ﬁgx%h%k Indicates quality checking performed, if
QUALITY-CHECK 116 o] Bit 1 Quality Check applicable. If the bit is set the particular
Y - quality check was performed.
Bit2 Turbo Code Quality
Check
Value Description
Bit0 gs;%:;gzitate Indicates quality state if checking is
QUALITY 116 0 Bit 1 . performed. If the bit is set the particular
Quality State X ;
— quality check failed.
. Turbo Code Quality
Bit 2
State
DATA Binary 0 Raw telemetry data

8.7.3 Telemetry CCSDS CADU Frame Message
The Telemetry CCSDS CADU Frame Message is used to transport CCSDS Channel Access Data Units (CADU).

The CCSDS CADU Message consists of varying information depending on how the data source generated the
CADU. In some cases, the CADU will consist of only the Attached Sync Marker (ASM) and CCSDS Transfer

Frame. In other cases, the CADU will consist of the ASM, CCSDS Transfer Frame, and Forward Error Correction
(FEC) parity data known as codeblocks or codewords, e.g. Reed-Solomon codeblocks.

The intent of this CADU message is not only to transport the data, but also to carry critical metadata describing both
the contents of the CADU as well as the results of various CADU processing functions. Content metadata includes
timestamp, physical channel from which the CADU originated, ASM presence and length, Inverted Data, and FEC
Parity Length. Processing metadata includes Frame Synchronization Status, Derandomization, ASM Bit Errors
detected, and FEC Decode results.

In a satellite ground system, the CADU Frame is typically produced by a Frame Synchronizer and FEC Decoder,

which is then transferred to a CCSDS Data Link Processor that translates and produces CCSDS Transfer Frames
from the CADUs.
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Table 8-8074. Telemetry CCSDS CADU Frame [Message Summary!

Sender

A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor

Senders Intended

Usagelntended Usage by
Sender

NotifyPublish

Receiver

Telemetry Decommutation System, Archive System, Trending System, Expert System

Receivers Intended

Usagelntended Usage by
Receiver

SubseribeTelemetry processing

What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.7.3.1 Telemetry CCSDS CADU Frame Message Subjects

Table 8-8175. Telemetry CCSDS CADU Frame Message Subject Naming [Commented [MA236]: C2MS12-50

Subject

Standard Domain Elements Mission Elements Message Elements Miscellaneous Elements

= -
Subject Speci- | nomaint | pomainz | mission | const | saT | Tve | sustyp ME1 ME2 ME35 Commented [MA237]: C2M512-190 (The revised figure for this
Element fication ) P o

one in 190 turns out to be identical to the original. However, the

COLLECTI text clearly says to make the change performed here.

[domain 1 | [domain 2 fconstel TLMCCSDS- [STREAM- o :
ormatted Table

AA

Subject

ation]

Content C2MS -system | -system [mission] [sat] MSG CADUFRAME [COMPONENT] | MODE|Stream- POIW]G@H

specific] specific] mode P ‘

Formatted: Centered

Commented [MA238]: C2MS12-191

SenderExam
enaer: TLMCCSDS-
plefor C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG CADUFRAME SATSIM SIM

Formatted: Centered

[
Example for %
[

J L U

Publisher/
Sender

Example for
SenderExam TLMCCSDS-

TFEP RT « [ Formatted: Centered

pka:ie; C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG CADUFRAME
Sender

Example for

ReceiverExa
mplefor coams | opomt | pom2 : : sAT1 | MsG g/kI’\DAL(J:IS:RSEhiE : RT «{ Formatted: Centered

Subscriber/
Receiver
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Table 8-8276. Properties of the Miscellaneous Elements for the Telemetry CCSDS CADU Frame Message |
Miscellaneous Required / - Lo . .
Element Optional Description Field in Msg, if applicable
ME1 Required PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-
MODE to designate a message as
) Identifies stream as real-time, anything other than Real-time (RT) is
ME2 Required playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
VE3 Optional Point on ground system where data COLLECTION-POINT
was captured

Example for Publisher/-Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-CADUFRAME . SATSIM.SIM

Example for Subseriber/Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.* MSG.TLMCCSDS-CADUFRAME.TFEP.>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-CADUFRAME . TFEP.[RTi]

8.7.3.2 Telemetry CCSDS CADU Frame Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE-and MESSAGE-SUBTYPEnamed|

fields for Telemetry CCSDS CADU Frame Message-, including both message and message header fieldsheader.

Table 8-8377. Telemetry CCSDS CADU Frame Message Pre-defined HeaderField Values

HeaderField Name Value

Message Header. SPECIFICATION C2MS

Message Header MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMCCSDS-CADUFRAME

CONTENT-VERSION 2026.0

MESSAGE-TYPE MsSG
MESSAGE-SUBTYPE TEMCGSDS-CADUFRAME
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8.7.3.3 Telemetry CCSDS CADU Frame Message Contents
lThe following figure shows a UML object diagram of the Telemetry CCSDS CADU Frame Message with its

required and optional fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Telemetry CCSDS CADU Frame Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMCCSDS-CADUFRAME,
CONTENT-VERSION == 2026.0}

-COLLECTION-POINT : String [0..1]

-STREAM-MODE : String = {RT, RPY, SIM, TEST} e
-FINAL-MESSAGE : Boolean [0..1]

-LENGTH : U32

-TIME : Time [0..1]
-PHY-CHAN : String
-FRAMESYNC-STATUS : 116 [0..1] = {1, 2, 3, 4} T
-ASM-LENGTH : U16

-ASM-BIT-ERRORS : U16 [0..1]
-INVERTED-DATA : Boolean [0..1]
-DERANDOMIZE-ALG : U16 = {0, 1} S
-FEC-ALG :U16 =1{0, 1, 2, 3} &
-FEC-PARITY-LENGTH : U32[0..1]
-FEC-INTERLEAVE : U16 [0..1]
-FEC-UNCORRECTABLE : Boolean [0..1]
-FEC-CORRECTED-BITS : U16 [0..1]
-DATA : Binary [0..1]

Message Header
Custom Field
0.

Figure 8-198-15. Telemetry CCSDS CADU Frame Message Diagram

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to

designate a message as

anything other than Real-time (RT)
~is strongly discouraged in a large

formal enterprise.

FRAMESYNC-STATUS
1=Search,

2=Verify,

3=Lock,

_ — —|4=Check

DERANDOMIZE-ALG

— ~—|0=None

1=CCSDS-131.0

[N

FEC-ALG

0=None
1=Reed-Solomon,
2=Turbo-Code,
3=LDPC

The following table describes additional field names, values, and notes for the Telemetry CCSDS CADU Frame

Commented [MA240]: c2mS12-10, C2MS12-53, C2MS12-177,
C2MS12-143

Message.
Table 8-8478. Telemetry CCSDS CADU Frame Message Additional Information| [r d [MA241]: C2Ms12-10
Field Name Type Presence Value Description « [ Formatted Table
CONTENT- F32 R 29242026] Version number for this message content
VERSION = description [Commented [MA242]: c2ms12-53, C2MS12-177
Receiver, device, point, path, etc. where
COLLECTION- String 0 data was received. Used to distinguish
POINT data simultaneously received at multiple
collection points.
Value Description |dentifies the kind or source of the stream
RT Real-time of telemetry as either Real-time, Replay,
String RPY | Replay Simulator, or Test. The use of STREAM-
STREAM-MODE (Enumeration) R SIM | Simulator MODE to designate a message as
TEST Test/Data anything other than Real-time (RT) is
Generator strongly discouraged in a large formal
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Field Name Type Presence Value Description b [ Formatted Table
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
When true (and known, especially forJ
FINAL-MESSAGE Boolean 0 replay data), indicates the last message<in [ Formatted Table
the stream.
Length of frame in bits, including the
LENGTH u32 R Bits Attached Sync Marker (ASM) and any
FEC Parity/Check-Symbols
TIME Time 0 Tlme of frame, usually ground receipt fime
in UTC| [t‘- d [MA243]: C2Ms12-108
PHY-CHAN String R Phys_lcal channel on which data is
received
Value Description
1 Search o
FRAMESYNC- 116 0 2 Verif State of frame synchronization from
STATUS (Enumeration) 3 Locky equipment when frame is ingested
4 Check
Length of the Attached Sync Marker
i . (ASM) in bits. A length of zero indicatess
ASM-LENGTH u16 R Bits the ASM was removed, e.g., by the [ Formatted Table
FrameSync
ASM-BIT-ERRORS u16 6] Number of bit errors detected in the A$M
INVERTED-DATA Boolean 0 Trug if data inversion was required to
achieve lock on the frame
DERANDOMIZE- u16 . Va(')”e Norze“"pm" The algorithm used to derandomize/dg-
ALG (Enumeration) 1 CCSDS-131.0B scramble the frame data
Value Description
U16 0 None The Forward Error Correction (FEC)
FEC-ALG . R 1 Reed-Solomon algorithm used to decode/error-correc{ the
(Enumeration) 2 Turbo-Code frame data
3 LDPC
Length of the FEC Parity/Check-Symbpls
in bits. Zero indicates the data was neyer
iy U2 0 FEC-encoded (when FEC-ALG=None, or | |_Formatted Table
the FEC-ALG decoded the data and
removed the check-symbols
The block decoder’s Interleave Depth
FEC-INTERLEAVE u16 0 used by FEC-ALG
Value Description
Any identified
FEC- False | errors were Indicates the result of error correction
Boolean 0 corrected processing for this CADU (if no errors
UNCORRECTABLE Errors found that were identified, this is set to FALSE)
True could not be
corrected
FEC-CORRECTED- U16 0 The number of error bits corrected by | < [ Formatted Table
BITS FEC-ALG
CADU telemetry containing the user data
DATA Binary 0 followed by the FEC Parity/Check-

Symbols when FEC-PARITY-LENGTH is

non-zero
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8.7.4 Telemetry CCSDS Transfer Frame Message

The Telemetry CCSDS Transfer Frame Message is used to transport CCSDS Transfer Frames (TF). A TF is
typically extracted from a CCSDS CADU Frame, then parsed and processed per one or more “Services” as
described in the various CCSDS Data Link Protocol specifications.

The CCSDS TF Message consists of varying information depending on how the data source generated the TF. In
some cases, the TF will consist of only the CCSDS TF Primary Header and User Data. In other cases, the TF will
consist of the CCSDS TF Primary Header, Header Error Control Field (HECF), Insert Zone, User Data, Operational

Control Field (OCF), and CRC known as Frame Error Control Field (FECF).

The intent of this TF message is not only to transfer the user data, but also to carry critical metadata describing both

the contents of the TF as well as the results of various TF processing functions. Content metadata includes

timestamp, physical channel from which the TF originated, TF Version, Spacecraft ID, Virtual Channel ID, Insert

Zone Presence and Length, and FECF/HECF/OCF Presence and usage. Processing metadata includes Sequence
Errors, Parse Errors, and HECF Decode results.

Table 8-8579. Telemetry CCSDS Transfer Frame \Message Summary\

Sender

A C2MS compliant application such as a ground station, simulator, archive component,
or front-end processor

Senders Intended

Usagelntended Usage by
Sender

NotifyPublish

Receiver

Telemetry Decommutation System, Archive System, Trending System, Expert System

Receivers-intended

Usagelntended Usage by
Receiver

SubseribeTelemetry processing

What Spacecraft health and safety data to be decommutated and/ or archived
When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.7.4.1 Telemetry CCSDS Transfer Frame Message Subjects

(NN

[Table 8-8680. .Telemetry CCSDS Transfer Frame Message Subject Namingj Commented [MA245]: C2MS12-50
ss;:::;td Domain Elements Mission Elements Message Elements Miscellaneous Elements
;‘;mz‘r"‘t fi’:’:ﬁ)‘n DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP SUBTYP ME1 ME2 ME3 ME4 ME5
STREA [Virtual [GOLLEC
Subject CEany | Eemaie [constell TLMcesDs- | [compoN | M = Channel | TION: | ted [MAZ46]: CaMs12-191
Content c2Ms —system | —system | [mission] ation] [sat] | MSG TRANSFERFRAME ENT] MODE (SCIDSCID B POINTICe : _
specific] specific] Stream- }1— EIBYCI Jection | Formatted: Centered
fode D Point Formatted Table

Example for
SenderExam TLMCCSDS-

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 MSG SATSIM SIM 4 2 « Formatted: Centered
Publisher/ TRANSFERFRAME

Sender
Example for
SenderExam TLMCCSDS-

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG TRANSFERFRAME TFEP RT 5 1 < Formatted: Centered
Publisher/

Sender
Example for
ReceiverExa

mple-for covs | oomt | Dpowmz : + | sam | mse TR/Ill\]'\SAI(::ECRSIPRSAME . RT 6 bk - Commented [MA247]: C2s12.162
Subscriber/

Receiver Formatted: Centered
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Table 8-8781. Properties of the Miscellaneous Elements for the Telemetry CCSDS Transfer Frame Message
Miscellaneous Required / Description Field in Msg, if applicable
Element Optional P g, 1 app
ME1 Required PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-
MODE to designate a message as
ME2 Required Identifies stlream as real-time, anything qther than Rgal-tlme (RT)is
playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
) SCID from msg content or from header
MES Required SCID (Spacecraft ID) portion of CCSDS transfer frame
. . VCID from msg content or from header
ME4 Required VCID (Virtual Channel ID) portion of CCSDS transfer frame
VE5 Optional Point on ground system where data COLLECTION-POINT
was captured

Example for Publisher/-Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-TRANSFERFRAME . SATSIM.SIM.2.1

Example for Subseriber/Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.* MSG.TLMCCSDS-TRANSFERFRAME.TFEP.RT.>

[CZMS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMCCSDS-TRANSFERFRAME . TFEP.RT.2. li‘

8.7.4.2 ([Telemetry CCSDS Transfer Frame M
The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed

ge Pre-defined Field ValuesHeader

fields for Telemetry CCSDS Transfer Frame Message-, including both message and message header fieldsheader.

Table 8-8882. Telemetry CCSDS Transfer Frame Message Pre-defined Header Field Values

HeaderField Name Value

MESSAGE-TYPE MsSG
MESSAGE-SUBTYPE TLMCGSDS-TRANSFERFRAME

Message Header.SPECIFICATION C2MS

Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMCCSDS-TRANSFERFRAME

CONTENT-VERSION 2026.0
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8.7.4.3 Telemetry CCSDS Transfer Frame Message Contents

lThe following figure shows a UML object diagram of the Telemetry CCSDS Transfer Frame Message with its

required and optional fields.

[ C2MS Message L

[-CONTENT-VERSION 1 F32

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
Fay

y CCSDS Transfer Frame M g
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == TLMCCSDS-TRANSFERFRAME,
CONTENT-VERSION == 2026.0}

|-COLLECTION-POINT : String [0..1]

-STREAM-MODE : String = {RT, RPY, SIM, TEST} o

-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32[0..1]

-TIME : Time [0..1]

-PHY-CHAN : String
-FRAME-VERSION : U16

-SCID : U32

-VCID : U16
-SEQUENCE-COUNT : U32 [0..1]
-INSERT-ZONE-LENGTH : U32
-OCF-PRESENT : Boolean

-FECF-USAGE : U16 = {0, 1, 2} o
-HECF-USAGE : U16 = {0, 1, 2} -

-FECF-ERROR : Boolean [0..1]
-HECF-ERROR-UNCORRECTABLE : Boolean [0..1]
-HECF-CORRECTED-BITS : U16 [0..1]
-PARSE-ERRORS : U16 [0..1]
-SEQUENCE-ERRORS : U32 [0..1]

-DATA : Binary [0..1]

Figure 8-208-16. Telemetry CCSDS Transfer Frame Message Diagram

Message Header |
L Custom Field
0. |

>

| STREAM-MODE

| RT=real time,

| RPY=replay/playback,

| SIM=simulator,

‘ TEST=test/data generator

i The use of STREAM-MODE to
| designate a message as

_- anything other than Real-time (RT)
|is strongly discouraged in a large ’
| formal enterprise.

FECF-USAGE

0=Not Present

1=Is Present, Not Used
2=Is Present, Is Used

i B |

— {HECF-USAGE

0=Not Present
1=Is Present, Not Used
2=Is Present, Is Used

The following table describes additional field names, values, and notes for the Telemetry CCSDS Transfer Frame

Commented [MA250]: c2mS12-10, C2MS12-53, C2MS12-177,
C2MS12-143

Message.
rTabIe 8-8983. Tel try CCSDS Transfer Frame Message Additional Information\ [r ted [MA251]: C2MS12-10
Field Name Type Presence Value Description <
CONTENT- F32 R l202 46] Version number for this message coptent [Formatted Table
VERSION =l description [Commented [MA252]: c2MS12-53, C2MS12-177
Receiver, device, point, path, etc. whefe
COLLECTION- Strin 0 data was received. Used to distinguish
POINT 9 data simultaneously received at multiple
collection points.
Value Description Identifies the kind or source of the strehm
RT Real-time of telemetry as either Real-time, Repldy,
] String RPY Replay Simulator, or Test. The use of STREAM-
STREAM-MODE (Enumeration) R SIM Simulator MODE to designate a message as
anything other than Real-time (RT) is
TEST | Test/Data Generator strongly discouraged in a large formal
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Field Name

Type

Presence

Value

Description <

enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.

FINAL-MESSAGE

Boolean

When true (and known, especially for
replay data), indicates the last message in
the stream.

LENGTH

u32

Bytes

Length of the transfer frame in bytes

TIME

Time

Time of frame, usually ground receipt time
fin UTC|

[ Formatted Table

(cc d [MA253]: C2Ms12-108

PHY-CHAN

String

Physical channel on which data is
received

FRAME-VERSION

u16

The CCSDS Transfer Frame Version of
this frame

SCID

u32

CCSDS Spacecratt Identifier (SCID)

VCID

u16

CCSDS Virtual Channel Identifier (VCID)

SEQUENCE-
COUNT

us2

Current value of the CCSDS Virtual
Channel Frame Count

INSERT-ZONE-
LENGTH

us2

The length in Bytes of the CCSDS AOS
Insert Zone of this frame

OCF-PRESENT

Boolean

Indicates whether the CCSDS Operational
Control Field (OCF) is present in this
frame

FECF-USAGE

uU16
(Enumeration)

Description

Not Present

Is Present, Not Used

Is Present, Is Used

Indicates presence and usage of the
CCSDS Frame Error Control Field (i.e.,
CRC). “Is Present Not Used” means the
FECEF field exists in the DATA, but the
CRC was not performed

HECF-USAGE

u16
(Enumeration)

Description

Not Present

Is Present, Not Used

Is Present, Is Used

Indicates presence and usage of the
CCSDS Header Error Control Field (i.e.,
Reed-Solomon 10,6). “Is Present Not
Used” means the HECF field exists in the
DATA, but the Reed-Solomon (10,6)
Decoding was not performed

FECF-ERROR

Boolean

Value

Description

False

FECF/CRC detected
no error(s) in frame

True

FECF/CRC detected
error(s) in frame

Indicates whether FECF/CRC detected
any errors in this frame; these are
uncorrectable

HECF-ERROR-
UNCORRECTABLE

Boolean

True indicates that the HECF/Reed-
Solomon(10,6) detected an uncorrectable
error in this frame

HECF-
CORRECTED-BITS

u16

The number of header error bits corrected
by the HECF/Reed-Solomon(10,6)
algorithm

PARSE-ERRORS

u16

[The combined number of parse errors
relative to this CCSDS Transfer FrameFFhe

combined number of parse errors relative

144
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Field Name

Type

Presence

Value

Description <

SEQUENCE-
ERRORS

u32

o]

Indicates the number of Virtual Channgl
Frame Count sequence errors relativeJto
this frame, e.g., frame gaps/missed frames

DATA

Binary

CCSDS Transfer Frame telemetry |
containing the Transfer Frame Primary
Header, the optional InsertZone (for ADS),
the Transfer Frame Data Field, and th
optional Transfer Frame Trailer (with
optional OCF and FECF fields)

PARSE-ERRORS

A
The combined number of parse errors relative to this CCSDS Transfer Frame includes: ASM bit errors, Bit Slips.

and Unlocked Frames received from the Frame-Sync, Uncorrectable FEC errors received from the Block-FEC

Decoder, CCSDS FECF (CRC) Errors, Uncorrectable CCSDS HECF/Reed-Solomon(10,6) errors, and Invalid

CCSDS Transfer Frame Version rcccivcd.\

A

8.7.5 Telemetry TDM Frame Message

The Telemetry Time-Division Multiplexing (TDM) Frame Message is used to transfer TDM frames. The Telemetry
Message Contents simply consists of the raw TDM frame, length of the frame, and the time of the frame.

Table 8-9084. Telemetry TDM Frame Message Summary|

A C2MS compliant application such as a ground station, simulator, archive component,

Sender or front-end processor

Sendamlalondad

Usagelntended Usage by NotifyPublish

Sender

Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System

Pessbierslnianded

Usagelntended Usage by SubseribeTelemetry processing

Receiver

What Spacecraft health and safety data to be decommutated and/ or archived

When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.7.5.1 Telemetry TDM Frame Message Subjects

[Table 8-9185. Telemetry TDM Frame Message Subject Namingj Com| d [MA257]: C2MS12-50

Subject

Standard Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | nomaint | pomaiNz | mission | consT | saT | Tvp | susTvp ME1 ME2 ME3 ME4 ilgs | Formatted Table

Element fication
STREAM COLLEC
NOT [NOT TION-

[domain 1 | [domain 2

Subject C2MS —system | —system | [mission]

feonstell | e | msG | TLMTOM | [COMPONENT] | MODEIS | USEDJNet | USEDst | POMNTICS! | Formatted: Centered

Content specific] specific] ation] eam- Used Used] lection

mode Point| | commented [MA258]: C2MS12-191

Example for
SenderExam
plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMTDM SATSIM SIM FILL FILL GEP1
Publisher/
Sender

Example for
SenderExam
plefor C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG | TLMTDM TFEP RT FILL FILL GEP2
Publisher/
Sender

Example for
ReceiverExa

mplefor C2MS DOM1 DOM2 * * SAT1 | MSG | TLMTDM * RT o “ Commented [MA259]: C2MS12-162

Subscriber Formatted: Centered

Receiver

146 Command and Control Message Specification™ (C2MS™) V1.1



Table 8-9286. Properties of the Miscellaneous Elements for the Telemetry TDM Frame Message |

Miscellaneous Required / - Lo . .
Element Optional Description Field in Msg, if applicable
ME1 Required PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-MODE
Identifies stream as real-time to designate a message as anything other than
ME2 Required lavback. simulator. or test ' Real-time (RT) is strongly discouraged in a
playback, ' ' large formal enterprise. See STREAM-MODE
Usage Caution in Section 6.3.7.
ME3 Not used
ME4 Not used
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured

Example for Publisher/-Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMTDM. SATSIM.SIM.FILL.FILL.GEP1

Example for Subseriber/Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.* .MSG.TLMIDM.TFEP.RT. +>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMIDM.TFEP.RT.FILL.FILL.GEP2

8.7.5.2 ([Telemetry TDM Frame M

ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for Telemetry TDM Frame Message-, including both message and message header fieldsheader.

Table 8-9387. Telemetry TDM Frame Message Pre-define
HeaderField Name Value
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE TLMTDM
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE TLMTDM
CONTENT-VERSION 2026.0

Command and Control Message Specification™ (C2MS™) V1.1
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8.7.5.3 Telemetry TDM Frame Message Contents

The following figure shows a UML object diagram of the Telemetry TDM Frame Message with its required and

optional fields.

C2MS Message

-CONTENT-VERSION : F32
fay

Message Header

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
[AY

Custom Field
0.

Telemetry TDM Frame Message

{Message Header. SPECIFICATION == C2MS, The use of STREAM-MODE to

Message Header. MESSAGE-TYPE == MSG, _ ,demgnate a message as
Message Header. MESSAGE-SUBTYPE == TLMTDM, - anything other than Real-time (RT)

CONTENT-VERSION == 2026.0} - Is strongly discouraged in a large
- formal enterprise.

-COLLECTION-POINT : String [0..1] - -
-STREAM-MODE : String = {RT, RPY, SIM, TEST} o
-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32[0..1] ™
-TIME : Time [0..1] | FRAMESYNC-STATUS
-FRAMESYNC-STATUS : 116 [0..1] ={1, 2, 3, 4} F - — — — = — 1=Search, 2=Verify,
-DATA : Binary [0..1] 3=Lock, 4=Check

Figure 8-218-17. Telemetry TDM Frame Message Diagram

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The following table describes additional field names, values, and notes for the Telemetry TDM Frame Message.

Table 8-9488. Telemetry TDM Frame Message Additional Information|

[Commented [MA262]: C2MS12-53, C2MS12-177, C2MS12-143 ]

(c

ted [MA263]: C2MS12-10

Field Name Type Presence Value Description < [ Formatted Table
CONTENT- F32 R ?026% Version number for this message content
VERSION =) description [Commented [MA264]: C2MS12-53, C2MS12-177
Receiver, device, point, path, etc. where data
COLLECTION- Strin 0 was received. Used to distinguish data
POINT 9 simultaneously received at multiple collection
points.
Value Description Identifies the kind or source of the stream of
RT Real-time telemetry as either Real-time, Replay,
RPY | Replay Simulator, or Test. The use of STREAM-
String SIM Simulator MODE to designate a message as anything
STREAM-MODE (Enumeration) R other than Real-time (RT) is strongly
Test/Data discouraged in a large formal enterprise. See
TEST | Generator STREAM-MODE Usage Caution in Section
6.3.7.
When true (and known, especially for replay
FINAL-MESSAGE Boolean 0 data), indicates the last message in the
stream.
LENGTH u32 0 Bytes Length of frame in bytes
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(c ted [MA265]; C2Ms12-108

Field Name Type Presence Value Description | « [ Formatted Table
TIME Time 0 Time of frame, usually ground receipt time in
utc
Value Description
1 Search -
FRAMESYNC- 116 0 2 Verlfy State of frame synchronization from
STATUS (Enumeration) 3 Lock equipment when frame is ingested
4 Check
DATA Binary 0 Raw telemetry data

8.7.6 Telemetry Processed Frame Message

The Telemetry Processed Frame Message is a hybrid between the unprocessed (raw) Telemetry Message and the

Mnemonic Value Data Message. It contains both raw and converted data for a frame of telemetry data that is
organized in the message by mnemonic. Thus, it is frame-based as are the telemetry messages, but mnemonic-
organized as are the Mnemonic Value Data Messages. It serves to provide all the telemetry data in a raw and
processed format. Therefore, many consumers could be provided with a substantial amount of data without needing
to specifically request a custom selected mnemonic data set.

When this message is published-produced is to be determined by the mission or data provider. It could be published
sent “alongside” or in accordance with the raw telemetry data messages or by itself. Also, it could be published-sent
out automatically or only by request, as a replay.

Table 8-9589. Telemetry Processed Frame Message Summary|

A C2MS compliant application such as a ground station, simulator, archive component,

Usagelntended Usage by

Sender
or front-end processor
Senders Intended NotifyPublish
Usagelntended Usage by
Sender
Receiver Telemetry Decommutation System, Archive System, Trending System, Expert System
Pessbierslnianded ibeTelemetry monitoring

Receiver

What Spacecraft health and safety data to be decommutated and/ or archived

When As needed but usually dependent on data rate and/or replay rate
Example

e Spacecraft health and safety data sent from ground station to ground system
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8.7.6.1

Telemetry Processed Frame Message Subjects

Table 8-9690. Telemetry Processed Frame Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES

Subject
Content

C2MS

[domain 1
- system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

MSG

TLMPROC

[COMPONENT]

STREAM

MODE]St

NOT
USED]Net

NOT
USEDIN

eam-
mode

Used

otJsed

[COLLECTIO

N.
POINT]Calle
cilor Poini.

Formatted Table

Formatted: Centered

Cc ted [MA267]: C2MS12-191

Example for
SenderExam

ple-for
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

MSG

TLMPROC

SATSIM

SIM

FILL

FILL

GEP1

Formatted: Centered

Example for
SenderExam
plefor
Publisher/
Sender

C2Ms

DOM1

DOM2

MSSN

CNS1

SAT1

MSG

TLMPROC

TFEP

RT

FILL

FILL

GEP2

Formatted: Centered

Example for
ReceiverExa
mplefor
Subseriber/
Receiver

C2MS

DOM1

DOM2

SAT1

MSG

TLMPROC

RT

Commented [MA268]: C2MS12-162

Formatted: Centered
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Table 8-9791. Properties of the Miscellaneous Elements for the Telemetry Processed Frame M ge
Miscellaneous Required / - Lo . .
Element Optional Description Field in Msg, if applicable
ME1 Required PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-
MODE to designate a message as
) Identifies stream as real-time, anything other than Real-time (RT) is
ME2 Required playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
ME3 Not Used
ME4 Not Used
ME5 Optional Point on ground system where data COLLECTION-POINT
was captured

Example for Publisher/-Sender of Telemetry Messages

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPROC.SATSIM.SIM.FILL.FILL.GEP1

Example for Subseriber/Receiver of Telemetry Messages

C2MS.*.* .MSSN.*.*.MSG.TLMPROC.[TFEP.RT. {>

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.TLMPROC.TFEP.RT.FILL.FILL.GEP2

8.7.6.2 |Te|emetry Processed Frame Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|

fields for Telemetry Processed Frame Message-, including both message and message header fieldsheader.

Field Values

Table 8-9892. Telemetry Processed Frame Message Pre-defined Head
HeaderField Name Value
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE TLMPROC
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header.MESSAGE-SUBTYPE TLMPROC
CONTENT-VERSION 2026.0
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8.7.6.3 Telemetry Processed Frame Message Contents

lThe following figure shows a UML object diagram of the Telemetry Processed Frame Message with its required,

optional, and dependent fields.

[ comsmessage |
-CONTENT-VERSION : F32

C2MS Notification Message
{Message Header. SPECIFICATION == C2MS,
Header. MESSAGE-TYPE == MSG}

y Pr Frame Je]
{Message Header.SPECIFICATION == C2MS,

Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == TLMPROC,
CONTENT-VERSION == 2026.0} > -

-COLLECTION-POINT : String [0..1) -
-STREAM-MODE : String = {RT, RPY, SIM, TEST}
-FINAL-MESSAGE : Boolean [0..1]
-LENGTH : U32 [0..1]

-TIME : Time [0..1] —
-FRAMESYNC-STATUS : 116 [0..1] = {1, 2, 3, 4] + ~
-NUM-OF-FORMAT-IDENTIFIERS : U16
-NUM-OF-MNEMONICS : U168

-FORMAT-IDENTIFIER |0.."
Format Identifier
-n.VALUE : String

-MNEMONIC|0.."
Mnemonic
-N.NAME : String
-n.STATUS : 116 = {1,2,3}
-n.UNITS : String [0..1]
-n.NUM-OF-SAMPLES : U16

Message Header
Custom Field
0.7 L

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to

designate a message as

anything other than Real-time (RT)
- |Is strongly discouraged in a large

Figure 8-228-18. Telemetry Processed Frame Message Diagram

The following table describes additional field names, values, and notes for the Telemetry Processed Frame Message

Additional Information

Commented [MA271]: C2MS12-8, C2MS12-53, C2MS12-177,
C2MS12-143

- formal enterprise.
- FRAMESYNC-STATUS
1=Search,
2=Verify,
— = ~ |3=Lock,
- 4=Check
STATUS RAW-VALUE, EU-VALUE
1=Valid, and TEXT-VALUE are
2=Valid, Nodata, DEPRECATED. Use
3=Invalid SPACECRAFT-RAW,
7 GROUND-RAW and
7 VALUE, instead
-~
s
7 Sample
-m.TIME-STAMP : Time [0..1] \
-m.SPACECRAFT-RAW : Typed Variable [0..1 }
-SAMPLE |-m.GROUND-RAW : Typed Variable [0. 1][ ] EL@T'ET?BLE'D‘SABLE
-m.VALUE : Typed Variable [0..1] 1:Elsabled
-m.RAW-VALUE : 132 [0..1) ===lal
-m.EU-VALUE : F64 [0..1] -
-m.TEXT-VALUE : String [0..1] -
-m.LIMIT-ENABLE-DISABLE : Boolean of

Table 8-9993. Tel try Processed Frame Message Additional Information| [r ted [MA272]: C2MS12-10
Field Name Type Presence Value Description < [ Formatted Table
Version number for this message content
CONTENT-VERSION F32 R 20264 description ( Commented [MA273]: Cavs12-53, C2MS12-177
Receiver, device, point, path, etc. where data
COLLECTION-POINT String 0 was received. Used .to dlst|ngU|§h data .
simultaneously received at multiple collection
points.
Value | Description | Identifies the kind or source of the stream of
RT Real-time telemetry as either Real-time, Replay,
String RPY | Replay Simulator, or Test. The use of STREAM-MODE
STREAM-MODE . R SIM | Simulator to designate a message as anything other than
(Enumeration) Test/Dat Real-time (RT) is strongly discouraged in a
TEST Ges ata large formal enterprise. See STREAM-MODE
enerator Usage Caution in Section 6.3.7.
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Field Name

Type

Presence

Value

Description <

FINAL-MESSAGE

Boolean

0

When true (and known, especially for repla:
data), indicates the last message in the strgam.

LENGTH

u32

0

Length of frame in bytes

TIME

Time

0]

Time of frame, usually ground receipt timel
utC

=

[ Formatted Table

ted [MA274]: C2MS12-108

FRAMESYNC-STATUS

116
(Enumeration)

Value

Description

Search

Verify

Lock

Al

Check

State of frame synchronization from equipnjent
when frame is ingested

NUM-OF-FORMAT-
IDENTIFERS

u16

0+

Number of fields used to identify the frameg
(e.g., TDM major/minor frames would have fa
value of 2). Zero is only permissible for vehicles
with one telemetry format with a single type! of
frame.

FORMAT-
IDENTIFIER.n.VALUE

String

Value of the nath field used to identify the|
telemetry - “n” starts at “1”. If the message is
used with XTCE, this is the n"ath comparispn
in a comparison list in the restriction criterigf in
an XTCE container. This field is required fol
each format identifier when NUM-OF-
FORMAT-IDENTIFIERS > 0.

NUM-OF-MNEMONICS

u16

1+

Total number of mnemonics in this messagg

MNEMONIC.n.NAME

String

Name of the ‘n™ mnemonic - “n” starts at “1".
This field is required for each mnemonic when
NUM-OF-MNEMONICS > 0.

MNEMONIC.n.STATUS

116
(Enumeration)

Value

Description

Valid

Valid,
Nodata

Invalid

Status of the ‘n" mnemonic: valid mnemonjc
or valid mnemonic with no data, or invalid
mnemonic. This field is required for each
mnemonic when NUM-OF-MNEMONICS >(0.

MNEMONIC.n.UNITS

String

Units (such as "meters" and "mV") associated
with the VALUE field for each SAMPLE of rhw
value-converted-to-engineering-units-for the ‘nt
mnemonnic. As a simple String type, the
UNITS field is intended to be used for display
purposes only, as the sender and receiver ¢f
this information should agree on the units of the

value prior to usage.ie

MNEMONIC.n.NUM-
OF-SAMPLES

u16

Number of data samples for the ‘nth” mnemoni
This value should equal the number of times
the mnemonic appears in the telemetry frame
(e.g., will be greater than 1 for super-
commutated telemetry points. This field is
required for each mnemonic when NUM-OF-
MNEMONICS > 0.

C.

[r

MNEMONIC.n.SAMPLE
.m.TIME-STAMP

Time

of the ‘nth” mnemonic - both “n” and "m" start at

Time stamp in UTC for the ‘mat! data sam%le
1(111.‘

[Commented [MA275]: c2mMS12-117

(c

ted [MA276]: C2Ms12-108

MNEMONIC.n.SAMPLE
.m.SPACECRAFT-

Typed Variable

RAW

10

Space Segment Raw value (data as
represented on the spacecraft) for the ‘mt’ data
sample of the ‘n” mnemonic. The Typed
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Field Name

Type

Presence

Value

Description “

Variable structure contains the data via a type
discriminator (SPACECRAFT-RAW.TYPE-
DISCRIMINATOR) and value (SPACECRAFT-
RAW.DATA-VALUE).

MNEMONIC.n.SAMPLE
.m.GROUND-RAW

T Variable

10

Ground Segment Raw value for the ‘m®” data
sample of the ‘n” mnemonic. The Typed
Variable structure contains the data via a type
discriminator (GROUND-RAW.TYPE-
DISCRIMINATOR) and value (GROUND-
RAW.DATA-VALUE).

MNEMONIC.n.SAMPLE
.m.VALUE

Typed Variable

10

The final transformed value (having been
converted from a Raw) for the ‘mt" data sample
of the ‘n®” mnemonic. The Typed Variable
structure contains the data via a type
discriminator (VALUE.TYPE-DISCRIMINATOR)
and value (VALUE.DATA-VALUE).

[ Formatted Table

[ Formatted: Font: Not Bold

[ Formatted: Font: Not Bold

MNEMONIC.n.SAMPLE
.m.RAW-VALUE

Ground Seament Raw value for the ‘mat]data
sample of the ‘n'"” mnemonic. This field has
been deprecated. Use
MNEMONIC.n.SAMPLE.m.GROUND-RAW.
instead.

DEPRECATED
MNEMONIC.n.SAMPLE
.m.EU-VALUE

F64

Ground Segment Raw value converted to
Engineering Units if engineering units
conversion is present for the ‘@n‘hF ,,,,,,,,,,,,
of the ‘ant"” mnemonic. This field has been

deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE, instead.

DEPRECATED
MNEMONIC.n.SAMPLE
.m.TEXT-VALUE

String

Ground Segment Raw value converted to a text
string if text conversion is present for the ‘Amt’ ]
data sample of the ‘nt” mnemonic. This field

has been deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE, instead.

[COmmented [MA277]: c2ms12-117

[ Formatted: Font: Bold

( commented [MA278]: c2ms12-117

[Commented [MA279]: c2mMS12-117

MNEMONIC.n.SAMPLE
.m.LIMIT-ENABLE-
DISABLE

Boolean

Value

Description

Disabled

Enabled

Indicates the limit checking state for thé—‘mn'h’"
data sample of the ‘nt” mnemonic. This field is
required for each mnemonic with samples, in
other words, when NUM-OF-MNEMONICS > 0
and NUM-OF-SAMPLES > 0 for a given
mnemonic.

MNEMONIC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE), but because it was introduced

in C2MS 1.2. it is currently designated as 'optional.|
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8.8 Replay Telemetry Data Messages

The Replay Telemetry Data-Messages prevideThis provides access to streams of raw telemetry data (via Telemetry
CCSDS Packet Messages, Telemetry CCSDS Frame Messages, Telemetry CCSDS CADU Frame Messages, Telemetry
CCSDS Transfer Frame Messages, or Telemetry TDM Frame Messages) packets;frames;ete-)>-as well asnd-alse
processed (converted) data (via Telemetry Processed Frame Message). Collectively, these six replayable message types
are referred in this section as "telemetry data messages".- This data is replayed from a data archive, either as already
represented in the archlve or reaching into the future as the data arrives in the archive. ean%&real—ﬂm%rep#ayed—fmma

Replaying telemetry data messages is The ReplayTelemetry Data-Messages-are-an example of the Request-Response-
Message Triad. That is, the Replay Telemetry Data Request Message is followed by the Replay Telemetry Data Response

Message followed by a series or stream of replayed telemetry data FelemetryData messages.

Note that replayed telemetry data messages are all to be marked with a STREAM-MODE of RPY (Replay), regardless of]
the original STREAM-MODE of the archived message.

Care should be taken when replaying telemetry data messages. It is recommended to replay telemetry using environmentgl
separation to avoid producing (from past telemetry) MVALs and EVENTS related to telemetry limit violations that could|
affect the CONOPs of the operational system. See Section 6.3.7 STREAM-MODE Usage Caution.

A common use of replaying telemetry data messages the Replay Felemetry Data Messages-is when a decommutation

component needs to process raw archived telemetry data. The decommutation component builds a Replay Telemetry Data
Request, specifying the source of telemetry data, range of data, and the playback speed.

The component sends the request to a Telemetry Archive component. The Telemetry Archive component processes the
request by locating the requested telemetry data from the archive and returning the status of the request in a Replay
Telemetry Data Response Message The Telemetry Archive component will then retrieve the telemetry data from the
archive and publish-sent it out in replayed telemetry data messages Replay-TFelemetryData-Messages-at the requested
speed. TherequestingAny component that has-subseribed-tois watching for the telemetry data messages FelemetryData
Messagesreceives and processes the requested telemetry data. The decommutation component may in turn provide
processed telemetry messages (Telemetry Processed Frame Messages).er-archived-mnemeonie-data-value s o

Replay (Request and Response) Telemetry Data Messages can also be used to request real-time data or even future
telemetry data messages as they arrive to the data archive simply by setting the requested ORBIT or STOP-TIME in the
future. This may be useful as a secondary process viewing real-time data via the replay mechanism that allows

constraining the PLAYBACK-RATIO or DATA-RATE.

While it is technically possible to request real-time and future telemetry data messages as they arrive in a data archive
replaying these messages is intended primarily as a means of performing analysis of past contacts/events. Real-time
telemetry should normally be obtamed by receiving Japropnate real- tlme (non-replayed) telemetry data messages directly.

ted [MA282]: C2MS12-20
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8.8.1 Replay Telemetry Data Request Message

|A Replay Telemetry Data Request Message is a service request that is issued to a telemetry data provider by an
application to receive telemetry data. The request is for telemetry data to be replayed from a data archive, either as already
represented in the archive or reaching into the future as the data arrives in the archive. eould-be-forarchived-orreal-time

TEerallrequests;-the mission and satellite identification is found in the message header and associated subjeet
namesubject. Other data selection parameters include:

e Data stream characteristics (flow control, speed, data type)
e Broad data selection parameters (time window, orbit no., or data file name)
e Refined data selection parameters (data format and data specific)

e PLAYBACK-RATIO*
+ —DATA-RATE*

o Filename ticlds «
* The service provider may choose to ignore these fields when bemg set up by the request to replav telemetry
messages as they arrive in the archlve Hov

The Replay Telemetry Response Message returns the status of the request. Please see Section 6.4 C2MS Messages: Their +

Characteristics and Interactions for a general discussion on these types of messages.,

Table 8-10094. Replay Telemetry Data Request Message Summary|

{

Formatted: Indent: Left: 0.75", Don't add space between
paragraphs of the same style, No bullets or numbering

| Formatted: Indent: Left: 0"

Commented [MA283]: C2MS12-20

d [MA284]: C2MS12-161

Sender Any C2MS compliant application requesting archived telemetry data <
Sendemlaiendad

Usagelntended Usage by Request

Sender

Receiver Any C2MS compliant application with access to a telemetry archive

Receivers-Intended

Usagelntended Usage by SubseribeRequest processing

Receiver

What Telemetry data as Telemetry Message

When As needed
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Examples
1. Archived telemetry data replayed to a Telemetry and Command (T&C) component.

2. “Register” to receive a future real-time telemetry data stream.

Command and Control Message Specification™ (C2MS™) V1.1

157



8.8.1.1
Table 8-

Replay Telemetry Data Request Message Subjects

0195. Replay

Telemetry Data Request Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES5

ME6

Subject
Content

C2MS

[domain 1
—system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

REQ

RTLM

[DESTINATION-
COMPONENT]

AA

Formatted: Centered

Formatted Table

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

REQ

RTLM

TLM2

[
[
[ Formatted: Centered
[

Formatted: Centered

J U

Example for
SenderExam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

REQ

RTLM

TLM3

[ Formatted: Centered

[ Formatted: Centered

Example for
ReceiverExa

mple for
Subscriber/
Receiver

C2MS

DOM1

DOM2

SAT1

REQ

RTLM

TLM3

[ Formatted: Centered
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Table 8-10296.Proj

perties of the Miscellaneous Elements for the Replay Tel

try Data Request Message|

‘M'sgfe’::gf:;’"s Rgg:g:gll Description Field in Msg, if applicable
Optional component name of Service Provider
) : (Responder) (See Section 6.4.3.2 C2MS REQ | DESTINATION-

L2 L Message Type regarding COMPONENT from header
optionality)Gempenentname-of Responder

ME2 Netused

ME3 Notused

Examples

Two components, ARCHIVER and TLM3, interact with the Replay Telemetry Request Message.

TLM3 sends a message with the following subject to request a Replay of Telemetry.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.RTLM.ARCHIVER

ARCHIVER subseribes-to-reeeive-filters for the Replay Telemetry Request Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.RTLM.ARCHIVER or

C2MS.*.* . * * * REQ.RTLM.ARCHIVER

8.8.1.2

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Replay Telemetry Data Request Message. including both message and message header fields-header.

|Rep|ay Telemetry Data Request Message Pre-defined Field ValuesHeader

Table 8-10397. Replay Tel

try Data Request Message Pre-defined H

HeaderField Name Value
MESSAGE-TYPE SEC
MESSAGE-SUBTYPE RTLM

Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE RTLM
CONTENT-VERSION 2026.0

Command and Control Message Specification™ (C2MS™) V1.1
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8.8.1.3 Replay Telemetry Data Request Message Contents

lThe following figure shows a UML object diagram of the Replay Telemetry Data Request Message with its required Commented [MA288]: C2MS12-20, C2MS12-53, C2MS12-177,
and optional fields. C2MS12-143

C2MS Message

-CONTENT-VERSION : F32
o Message Header
Custom Field
C2MS Request Message 0-
{Message Header.SPECIFICATION == C2MS,

Header.MESSAGE-TYPE == REQ} ACTION

-REQUEST-ID : GUID 1=start, 2=stop, 3=pause,
4=continue, 5=step

e
/7
/
Replay Telemetry Data Request Message Y
{Message Header. SPECIFICATION == C2MS, ya STREAM-MODE
Message Header. MESSAGE-TYPE B RT=real time,
Message Header. MESSAGE-SUBTYPE == RTLM, 4 RPY=replay/playback,
CONTENT-VERSION == 2026.0} | / SIM=simulator,
_ACTION : 116 = {1, 2, 3, 4, 5} P __ | TEST=test/data generator
-STREAM-MODE : String [0..1] = {RT, RPY, SIM, TEST] - — 7
N oA IRATE) :r,':"rf’zllg__}] 1RT, RPY, SIM, TEST} 9 The use of STREAM-MODE in this
-DATA-RATE : U16 [0..1] message has been deprecated.
-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-ORBIT : U32[0.1]
-NUM-OF-FILES : U16
-FORMAT : String = {ALL, CCSDSPKT, CCSDSFRAME, CCSDSCADUFRAME, CCSDSTRANSFERFRAME, TDM, PROCESSEDR-
-COLLECTION-POINT : String [0..1] ~
:38:8 gg:ng {gH GCSDSFRAME Format has been
-APID : String [0..1] DEPRECATED in favor of
CCSDSCADUFRAME and
CCSDSTRANSFERFRAME Formats.

Figure 8-238-19. Replay Telemetry Data Request Message Diagram

The following table describes additional field names, values, and notes for the Replay Telemetry Data Request.

Table 8-10498. Replay Telemetry Data Request Message Additional Information| [r d [MA289]: C2Ms12-10
Field Name Type Presence Value Description < [ Formatted Table
CONTENT- F32 R l202 46] Version number for this message content
VERSION 2 description [Commented [MA290]: c2MS12-53, C2MS12-177
Value Description
1 Start
ACTION 116 R 2 Stop Identifies the desired action to perform
(Enumeration) 3 Pause on the telemetry data stream.
4 Continue
5 Step
Value Description Note that is field has been deprecated
RT Real Time and will be removed in a future release of
[DEPRECATED String oR RPY | Replay / Playback C2MS. See note following this table. [ Formatted: Font: Bold
STREAM-MODE | (Enumeration) = SIM | Simulator Deprecated description: |dentifies the
TEST | Test/Data Generator tIype of datFaStIoRbEe Epubhshed! MOD Eprodﬂ.

160 Command and Control Message Specification™ (C2MS™) V1.1



ted [MA291]: C2MS12-20

Field Name Type Presence Value Description “ [ Formatted Table
a-message-as-anything-other than-Regl-
e (RT) : .
. MODE Usage Caution-in-Seetion-6-3-1] [r
>0and < I slower than real- Speed of playback as a ratio of playbdck
PLAYBACK- time rate . o
F32 0 4 . rate to real-time rate. This is the defaut
RATIO =1is equal to the real-time rate . -
. . method; default = 1.
> 1 is faster than real-time rate
DATA-RATE u16 0 >0 Data rate in Kilobits per second
) Time of first telemetry data. Defaults t
START-TIME Time 0 the start of the archive
STOP-TIME Time 0 Time of last teleme.try data. Defaults t9
the end of the archive
ORBIT U32 0+ Orbit or revolution number of the vehigle
(past or future).
NUM-OF-FILES U16 R 1+ Number of Telemetry files to replay
3 Name of the Telemetry file to replay - [n”
F”F‘,i%'\é/mlz String D starts at “1”. This field is required for
each file when NUM-OF-FILES > 0.
Value Description
ALL All message
types
CCSDSPKT gﬁgﬁ Telemetry Message types to playback|
String CCSDSFRAME | frames processed data. CCSDSFRAME has
FORMAT . R CCSDSCADUF | CCSDS
(Enumeration) RAME CADU frames been deprecated. Use
CCSDS CCSDSCADUFRAME and
CCSDSTRANS ransfer CCSDSTRANSFERFRAME formats
FERFRAME f instead.
rames
TDM TDM frames
Converted
PROCESSED LM
ID to identify the request message. If the
REQUEST-ID is used here for the first
time, ACTION must be "Start". However,
REQUEST-ID GUID R specifying the same REQUEST-ID froLn
a previous request is used to perform
subsequent ACTION against an
established telemetry replay stream.
Receiver, device, point, path, etc. where
COLLECTION- Strin 0 data was received. Used to distinguis
POINT 9 data simultaneously received at multigle
collection points.
CCSDS Spacecraft Identifier (SCIDs);
SCID String 0 comma delimited SCIDs with *-* for SQID
ranges. Example: 1,2,6-9,10
CCSDS Virtual Channel Identifier
VCID String 0 (VCIDs): comma delimited VCIDs with *-*

for VCID ranges. Example: 1,2,6-9,10
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Field Name Type Presence Value Description “
CCSDS Application Process Identifier

(APIDs): comma delimited APIDs with *-*
for APID ranges. Example: 1,2,6-9,10.
APID String 0 The APID field is only applicable when

requested FORMAT is CCSDSPKT or
PROCESSED. APID does not apply to
CADUs, Transfer Frames, or TDM.

STREAM-MODE

Previous versions of C2MS supported supplying a designator in the STREAM-MODE field to Identify "the type of

data” to be produced. However, this field has been deprecated as of C2MS 1.2. Instead, it is assumed that:

e Only telemetry messages that were originally designated with STREAM-MODE "RT" (Real-time) will be

replayed

e All replayed telemetry messages will use a STREAM-MODE of "RPY" (Replay)

The STREAM-MODE field in the Replay Telemetry Request Message, therefore, is logically ignored and is no

longer required.]

[Foran explanation on how the START-TIME and STOP-TIME

These fields can be expressed in absolute (UTC) time or relative time. For an explanation on how these fields could

be used, see Table 8-10, Examples of Start and Stop Times,. ﬁ%%%wﬂ}pleﬁaﬁ&%dﬂé&eﬁiﬁme&i

FieH—Nﬂnewage

ACTION

This field controls the flow of the data from the provider. Once a telemetry data stream has begun, the requestor may
Pause, Continue, Step though (frame-by-frame or Packet-by-packet), or Stop. If a data provider does not provide all
the options of the data flow, it should respond with the appropriate status in a Replay Telemetry Data Response

Message.

REQUEST-ID

This field may be used to submit an ACTION related to a previous request designated by the same REQUEST-ID.
For example, a new REQUEST-ID is used to start a telemetry stream and a later request with the same REQUEST -
ID can be used to pause, continue, or stop the stream based on the specified ACTION.

The first time a REQUEST-ID value is used in a request, the ACTION must be "Start". It is invalid for any
subsequent requests using that same REQUEST-ID to specify an ACTION value of "Start".

Data Stream Speed

The requestor has two methods of specifying the replay speed of the selected telemetry data in the fields
PLAYBACK-RATIO and DATA-RATE. Either method can be used, but not both.
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If both methods are specified in the request, the PLAYBACK-RATIO should default. DATA-RATE is the rate the
data will be replayed in kilobits per second. PLAYBACK-RATIO is a ratio of the playback speed to the real-time
speed.

If the rate of the replay is to be the same as the real-time rate, the ratio would be REPLAY: REAL-TIME or 1. If the
replay speed is to be twice as fast as the real-time rate, the ratio would be 2. If the replay speed is to be one-tenth the
speed of the real-time rate, the ratio would be 0.1. Thus, the PLAYBACK-RATIO must be greater than 0.

No upper bound is placed on the PLAYBACK-RATIO, however, }the responder/publisher-of the-datadata provider
may self-impose itstheir own replay ﬂimit.

COLLECTION-POINT

Some satellites may be in contact with more than one ground station or receiver at a time, with each simultaneously
collecting the downlinked data stream. If a requestor desires a data stream from a specific collection point, this field
can be used to specify that site.

Broad Data Selection Parameters

The requestor of a telemetry data replay (or playback) can select the limits or range of the data to be replayed by
specifying a time window or orbit number, or by naming specific files of data.

Any method can be used to limit the data, but not more than one. If Start and Stop times are present in the request
message, this method will take precedence over any other provided information. Specifying specific data files will
take precedence over orbit number.

Refined Data Selection Parameters (data format and data specific)

Requestors are required to specify the data format (FORMAT). More specific data selection can be accomplished
with the CCSDS Virtual Channel Identifier (VCID) and CCSDS Application Process Identifier (APID) fields.

8.8.2 Replay Telemetry Data Response Message

A Replay Telemetry Data Response Message is sent by a telemetry data stream provider in response to a Replay
Telemetry Data Request Message. The primary purpose of the Replay Telemetry Data Response Message is to
provide acknowledgment of the Replay Telemetry Data Request Message, and a status of the action completed.

Multiple Replay Telemetry Data Response Messages may be used by the }Feqﬁes%er—rcspondcr ﬁ'f the processing and |
completion of the request is lengthy. In this event, an interim or interactive “working” type message would be issued
to let the original application know that the action is still being processed.

Table 8-10599. Replay Telemetry Data Response M ge Summary

Commented [MA295]: Making this text more clear with
C2MS12-167

[Commented [MA296]: c2mMS12-212

= ted [MA297]: C2Ms12-161

Sender Application that received the Replay Telemetry Request Message “
Sendamlalondad

Usagelntended Usage by Reply

Sender

Application that issued the Replay Telemetry Request Message and an application collecting

Receiver Messages for audit trail purposes

Pessbierslnianded

Usagelntended Usage by Receive responseSubseribe

Receiver

What Provide success/failure response to the service that was requested

When Upon receipt of Replay Telemetry Request Message or on an interval for those services thal

are time-consuming
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Example

e Previously recorded spacecraft health and safety data retrieved from an archive and sent to a Telemetry
and Command System.
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8.8.2.1 Replay Telemetry Data Response Message Subjects

) I U L

Table 8-106100. Replay Telemetry Data Response Message Subject Naming
Sst::ﬁ:'td Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Spec- | nomaint | pomainz | mission | const | saT | TvP | susTyp ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication
RESPONSE-
. [domain 1 | [domain 2 STATUS]{Respe . :
(S:gg{:tt C2MS —system | —system | [mission] [C;?OSI:T” [sat] | RESP RTLM [ggfﬂTF!gANEﬁTN] nse-Status: p Formatted: Centered
specific] specific] ack;-working; Formatted Table
SHGGQSSTM Formatted: Centered
Example for Commented [MA298]: C2MS12-191
SenderExam
ple for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP RTLM TLM2 1 b Formatted: Centered
Publisher/
Sender
Example for
SenderExam
plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP RTLM TLM3 3 - Formatted: Centered
f usenderb5|9| Formatted: Centered
Example for
ReceiverExa
mplefor C2MS DOM1 DOM2 * * SAT1 RESP RTLM TLM3 * < Formatted: Centered
Subscriber!
essies
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Table 8-107101. Properties of the Miscellaneous Elements for the Replay Telemetry Data Response Message

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor Ef;g:qATlON'COMPONENT from
) Status type supplied by g
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, ARCHIVER and TLM3 interact with the Replay Telemetry Response Message.

ARCHIVER sends a Replay Telemetry Response Message back to the requestor.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.RTLM.TLM3.1

The original requestor subseribes-tofilters for the Replay Telemetry Response Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.RTLM.TLM3.>

8.8.2.2 [Replay Telemetry Data Response M

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Replay Telemetry Data Response Message. including both message and message header fields.

ge Pre-defined Field ValuesHeader

Table 8-108102. Replay Telemetry Data Response Message Pre-defined HeaderField Values

Header:
HeaderField Name Value
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE RTLM
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE RTLM
CONTENT-VERSION 2026.0
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8.8.2.3 Replay Telemetry Data Response Message Contents

lThe following figure shows a UML object diagram of the Replay Telemetry Data Response Message with its Commented [MA300]: C2MS12-53, C2MS12-177, C2MS12-
required and optional fields. 143, C2MS12-119

| C2MS Message
I-GONTENT-VERSION :F32

Message Header
Custom Field
C2MS Response Message 0.
{Message Header. SPECIFICATION == C2MS,

Header. MESSAGE-TYPE == RESP}
-REQUEST-ID : GUID

-RESPONSE-STATUS : 16 ={1,2,3456} & __ RESPONSE-STATUS
-FINAL-RESPONSE : Boolean [0..1] = 1=Acknowledgement,
-TIME-COMPLETED : Time [0..1] T — |2=Working/Keep Alive,
-RETURN-VALUE : 132 [0..1] 3=Successful Completion,

4=Failed Completion
5=Invalid Request,
6=Final Message

The use of "6=Final Message"
Replay Telemetry Data Response Message has been DEPRECATED
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == RTLM,
CONTENT-VERSION == 2026.0}

-DATA : Binary [0..1]

Figure 8-248-20. Replay Telemetry Data Response Message Diagram |

The following table describes additional field names, values, and notes for the Replay Telemetry Data Response

Message.
rTabIe 8-109103. Replay Telemetry Data Response Message Additional Information\ [r d [MA301]: C2MS12-10, C2MS12-119, C2MS12-204 ]
Field Name Type Presence Value Description “
Version number for this message [ Formatted Table ]
CONTENT-VERSION F32 R 20246 content description [Commented [MA302]: C2MS12-53, C2M512-177 ]
Value Description
1 Acknowledgement
2 g\ﬁocrl(;nsg;/f}::eep Alive Identifies the status of the rgquest being
RESPONSE-STATUS 116 ] R 3 Ceompletion processed. The use of 6=Final Mes: pade
(Enumeration) 7 Eailed Coompletion is deprecated. See 6.4.3.3 C2MS RESP [ Formatted: Font: Arial Narrow, 10 pt ]
——= Message Type.
5 Invalid Request
6 | DEPRECATED Final  Formatted: Font: Bold )
Message
When True, indicates the last messfige
in the response sequence. Defaults|to
FINAL-RESPONSE Boolean o False. See 6.4.3.3 C2MS RESP [ Formatted: Font: Arial Narrow, 10 pt J
Message Type.
This field's value is to be the same as
REQUEST-ID GUID R the REQUEST-ID in the associated |REQ [ Formatted Table ]
message.
TIME-COMPLETED Time 0 Time applicgtion completed procesging
the request in UTC| [r d [MA303]: C2MS12-108 ]
Return value or status based on the
RETURN-VALUE 132 0 RESPONSE-STATUS. Useful to prdvide
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function call status or error code in the
case of failed completion

DATA

Binary

Additional data that may be desired
along with the completion status

8.9 Real-time Mnemonic Value Messages

The Mnemonic Value Messages provide the mechanism for requesting and sending mnemonic data that has been
processed from a data stream.

A requesting component, such as a trending system, may request a set of mnemonics from a data stream. The
request may be for a single set of values or for a continual stream of values based upon a sampling rate or upon
change. The responding component, such as a Telemetry and Command system, extracts the set of requested
mnemonics from the data stream and sends them to the requesting component.

The Mnemonic Value Messages remove the burden from the requesting component of having to process
(decommutate) the data and therefore having to know the specifics of the telemetry database. The three specific
Real-time Mnemonic Value messages are:

Mnemonic Value Request Message
Mnemonic Value Response Message
Mnemonic Value Data Message

8.9.1 Mnemonic Value Request Message

The Mnemonic Value Request Message is used when an application is to receive real-time mnemonic data from
another application.

A common use of the Mnemonic Value Request Message is when a Flight Dynamics application is to producing a
flight dynamics product, such as ephemeris, orbit, and attitude products. The Flight Dynamics application builds a
request of the mnemonic values to be collected and sends this request to the telemetry subsystem. The telemetry
subsystem would package the decommutated values and flags for all the requested mnemonics into a Mnemonic
Value Data Message and publish-send it outit for use.

The Mnemonic Value Request Message is used to subseribe-requestto- real-time mnemonics, while the Mnemonic
Value Response and Mnemonic Value Data Message are used to provide: ish mnemonics.

The Mnemonic Value Request Message is used to request current mnemonic values and optionally a-subseription-to
receive ongoing mnemonic updates as a stream. This messages has the following specific uses:

Oneshot - the mnemonic values are returned in the response message.

Start - the mnemon
established resultin;

ic values are returned in the response message and a subseription-stream is
g in a series of mnemonic value messages that flow until stopped or expired.

Stop - the mnemonic values are returned in the response message and the subseription-stream ofte
mnemonic values established via Start is ended.

Table 8-110404. Mnemonic Value Request \Message Summary\

A C2MS compliant application such as a GUI Subsystem, Command Verification
Sender
process, Expert Subsystem, FDS Process
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Senders Intended

Usagelntended Usage by
Sender

Request

Receiver

Any mnemonic processor such as a Telemetry Decommutation process or data archiver

Receivers Intended
Usagelntended Usage by
Receiver

SubseribeRequest processing

What Spacecraft health and safety data and configuration data values
When As needed
Example

1. Command verification process requests telemetry value to check if spacecraft command executed as

expected.

2. Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.
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The following figure shows a UML sequence diagram for the different Mnemonic Value Messages exchanged
between the requestor and data provider.

Data Requestor Data Provider

Request to Start |

1: Mnemonic Value Request Message

Response to Start

ZM ic Value F M

| Values

loop |

[Send Data Values]

3 M ic Value Data M
L -
Updated Values

Request to Stop

4: Mnemonic Value Request Message

Data Valu

5 M ic Value F M

Figure 8-258-21. Mnemonic Value Message Sequence Diagram

The Mnemonic Value Request Message consists of a Message Header and the Message Body Content. The Message
Header identifies the message as a C2MS Mnemonic Value Request Message. The message contents specify the
number of mnemonics being requested, the type of request, the data sampling criteria, the rate the messages should
be publishedsent, and the mnemonic names.

The data requestor (client) would issue a Request to send the Mnemonic Value Request Message (with a Request-
Type of Start or Oneshot) and the data provider {server/publisher)-would issue a Reply to send the Mnemonic Value
Response Message back to the requestor. If the Request-Type was to “Start”, the data provider/publisher/server
would producepublish-the Mnemonic Value Data Messages until it was determined they were no longer needed.
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To conclude the scenario, the data requestor would then again issue a Request to send the Mnemonic Value Request
Message to the data provider with a Request-Type of “Stop”, and the data provider would use the Reply to send the
final message in the sequence, the Mnemonic Value Response Message.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these
types of messages.
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8.9.1.1
Table 8-

Mnemonic Value Request Message Subjects

11105. Mnemonic Value Request Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1 | DOMAIN2

MISSION

CONST

SAT

TYP SUBTYP

ME1

ME2 | ME3 ME4

MES

ME6

Subject
Content

C2MS

[domain 1
—system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

REQ MVAL

[DESTINATION-
COMPONENT]

AA

Formatted: Centered

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1 DOM2

MSSN

CNS1

SAT1

REQ MVAL

TLM3

Formatted: Centered

[
[ Formatted Table
[
[

Formatted: Centered

J U

Example for
SenderExam
plefor
Publisher/
Sender

C2MS

DOM1 DOM2

MSSN

CNS1

SAT1

REQ MVAL

TLM2

[ Formatted: Centered

Example for
ReceiverExa

mple for
Subscriber/
Receiver

C2MS

DOM1 DOM2

SAT1

REQ MVAL

TLM3

[ Formatted: Centered
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Table 8-1 12-106. Properties of the Miscellaneous Elements for the Mnemonic Value Request Message

‘M'sgfe’::g,‘:;’"s Rggﬁgggi’ Description Field in Msg, if applicable
Optional component name of Service Provider
) : (Responder) (See Section 6.4.3.2 C2MS REQ | DESTINATION-
L2 L Message Type regarding COMPONENT from header
optionality)Gempenentname-of Responder
ME2 Netused
Examples

Two components, APP5 and TLM3 interact with the Mnemonic Value Request Message.

TTLMS filters forsubseribes-to-reeeive the Mnemonic Value Request Message.

C2MS.*.* . * * * REQ.MVAL.TLM3

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.*.TLM3 (TLM3 will receive any REQ msg)

APPS5 (BataRequestor/Subseriber/ChientData Requestor) sends a request to TLM3, the (Data
Provider/Publisher/ServerData Provider).

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.MVAL. TLM3‘

8.9.1.2

Mnemonic Value Request M

ge Pre-defined Field ValuesHeader
The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed

fields for the Mnemonic Value Request Message, including both message and message header fields.-

Table 8-113107. Mnemonic Value Request Message Pre-defined Head

HeaderField Name Value
MESSAGE-TYPE SEo
MESSAGE-SUBTYPE MVAL
Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE MVAL
CONTENT-VERSION 2026.0
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8.9.1.3 Mnemonic Value Request Message Contents

lThe following figure shows a UML object diagram of the Mnemonic Value Request Message with its required,

Commented [MA310]: C2MS12-8, C2MS12-53, C2MS12-177,

optional, and dependent fields. C2MS12-143
C2MS Message
-CONTENT-VERSION : F32
4‘ Message Header
—‘0 " Custom Field
C2MS Request Message "
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}
-REQUEST-ID : GUID
REQUEST-TYPE
1=Oneshot,
2=Start,
Mnemonic Value Request Message 3=Stop
{Message Header.SPECIFICATION == C2MS, P 1
Message Header. MESSAGE-TYPE == REQ, .
Message Header MESSAGE-SUBTYPE == MVAL, -
CONTENT-VERSION == 2026.0}| -
-REQUEST-TYPE : 116 = {1, 2, 3} d
-PUBLISH-RATE : U16 [0..1]
-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-DURATION : U16 [0..1]
-COLLECTION-POINT : String [0..1] DATA-TYPE
-NUM-OF-MNEMONICS : U16 1=Raw,
2=Converted,
3=Both
DATA-TYPE is DEPRECATED
7
-MNEMONIC| 0. P <
Mnemonic | 7 STATE-ATTRIBUTES 7]
N . Qb e 1=No (do not return state attributes),
‘EEQ_IF;.‘IAE'nglEng”G [0.1]={1,2,3) __ —{2=Yes (return state attributes)
-n.STATE-ATTRIBUTES : 116 [0..1] = {1, 2} -
-n.CRITERIA ; 116 [0..1] = {1, 2, 3}
-n.SAMPLE-RATE : U16 [0..1] =<
CRITERIA
1=0n Change,
2=Every Sample,
3=Sample Rate
Figure 8-268-22. Mnemonic Value Request Message Diagram
The following table describes additional field names, values, and notes for the Mnemonic Value Request Message.
Table 8-114108. Mnemonic Value Request Message Additional Information| [r ted [MA311]: C2MS12-10
Field Name Type Presence Value Description «
e Version number for this rr':essage content [ Formatted Table
CONTENT-VERSION F32 R POZ‘@ description [Commented [MA312]: C2MS12-53, C2MS12-177
Value | Description
116 1 Oneshot Identifies the type of mnemonic value request
REQUEST-TYPE . R ¥P 9
(Enumeration) 2 Start message
3 Stop
Identifies the rate, in number of seconds, which
PUBLISH-RATE u16 0 0+ o X
the Mnemonic Value Data messages are
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Field Name Type Presence Value Description b [ Formatted Table ]
publishedsent. Zero means the server shduld
publish-produce the data as fast as possitjle.
Default rate = 5 seconds.
START-TIME Time 0 Requested start time of the mnemonic val]es.
STOP-TIME Time 0 Requested stop time of the mnemonic val{ies.
Length of time from “now”, in seconds, for|the
DURATION u16 0 request to be active, after which the data
1+ messages will automatically cease.
Receiver, device, point, path, etc. where data
COLLECTION-POINT String 0 was received. Used .to distinguis_h data
simultaneously received at multiple collection
points.
D to identify the request message. If the |
REQUEST-ID is used here for the first time,
REQUEST-TYPE must be "Start" or "Oneshot".
However, specifying the same REQUEST;ID
REQUEST-ID GuID R from a previous request is used to perform a
subsequent "Stop" the [previously-established
stream of Mnemonic Value Data Messa
SHbSGHPUQH‘ Cc d [MA313]: C2MS12-167, reword to get ride of }
NUM-OF-MNEMONICS u16 R " for Oneshotand. | Total umber of mnemonics being ————
art, 0 for Stop
Name of the mnemonic - “n” starts at “1”. This
MNEMONIC.n.NAME String D field is required for each mnemonic when NUM-
OF-MNEMONICS > 0.
Value | Description | Indicates the data type to be returned, either
IDEPRECATED 1 Raw __ Et;e raw va_lue; Ior“the cSanarted value, " [Commented [MA314]: C2Ms12.8 ]
MNEMONIC.n.DATA- 116 o < | onvered Defaults o boffr. This field has been : R
TYPE Epoter o efaults to both. This field has been [ Formatted: Font: Bold ]
3 Both deprecated: Beqlmmnq in C2MS 1.2, lthe [ Formatted: Font: Bold ]
request handler is to send all the availabld data
including raw and converted values.
WENONGoSTATE | o | [Vl | Deciblon | s o s (2 I S| (1o ot )
ATTRIBUTES (Enumeration) 2 Yes Defaults to No.
Value | Description
Change Identification of how the data is to be gathpred
UNEMONIC.n CRITERIA 16 o 1 (s\tliﬂz) flags, fc;rdthte Tn?mor;lic. IncIud:est eit)her upon change
n. . of data (value, flags, or status), or every
(Enumeration) 2 Every sample, or at a specified sampling rate. The
Sample default Criteria is “Change” only data.
3 Sample Rate
If CRITERIA is specified as “Sample Rate, this
field will specify the data sampling rate in
MNEMONIC.n.SAMPLE- U16 D 1+ milliseconds for the mnemonic. SAMPLE-(!?ATE
RATE does not affect PUBLISH-RATE but may ¢ause

multiple samples to be included each time the

data is publishedsent out.
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Oneshot Request

A REQUEST-TYPE of “Oneshot” will result in one set of mnemonic data being returned - the most recent value.
No further updates will occur. For a “Oneshot” request the following fields or options are not meaningful:

e PUBLISH-RATE

e DURATION

e  MNEMONIC.n.CRITERIA

e  MNEMONIC.n.SAMPLE-RATE

Start Request
A REQUEST-TYPE of “Start” will result in an initial set of mnemonic data being returned - the most recent value -
in the Mnemonic Value Response Message followed by data streaming in a series of Mnemonic Value Data

Messages.

Stop Request

A REQUEST-TYPE of “Stop” is used to lend a stbs previously-
established stream of Mnemonic Value Data Messages. It will result in a final set of mnemonic data being returned -
the most recent value - in the Mnemonic Value Response Message. Note that it is invalid to request a "Stop" where
there was no earlier corresponding "Start" request.

REQUEST-ID

This field may be used to submit a "Stop" related to a previous request designated by the same REQUEST-ID. For
\example, anew REQUEST-ID is used to start a stream of Mnemonic Value Data Messages subseription-and a later
request with the same REQUEST-ID can be used to stop the stream of datasubsesiption, Issuing a stop in this way
stops the flow of all data associated with the original start request, regardless of any information in other fields in the
stop request. Once stopped, the flow may not be restarted using the same REQUEST-ID.

It is invalid to reuse the same REQUEST-ID from an earlier request to issue a new request with REQUEST-TYPE
"Start" or "Oneshot". Similarly, it is invalid to send a REQUEST-TYPE "Stop" that does not correspond through
REQUEST-ID to a REQUEST-TYPE "Start" message.

MNEMONIC.n.CRITERIA

If the MNEMONIC.n.CRITERIA are not specified in the Mnemonic Value Request Message, then the criteria will
default to a value of 1 for Change only data.
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START-TIME and STOP-TIME

For some real-time mnemonic data requests, the requestor will need to know the time period of the desired data. As
an example, a data requestor of a satellite with a 12-hour pass or even a satellite in constant ground contact will need
a means to selectively limit the data it receives, rather than take all the data from the pass. To specify data with a
time window, the START-TIME and STOP-TIME parameters are to be used. [ These fields can be expressed in
absolute (UTC) time or relative time. For an explanation on how these fields could be used, see Table 8-10,

[Examples of Start and Stop Times.l

DURATION

\When a data requestor does not specify any START-TIME or STOP-TIME parameters, a potential issue with the
Mnemonic Request, Response, and Value Messages is how to halt-stop the-endlesspublication-of ’
messagesproducing messages endlessly when the requestor fails to request the cessation of Mnemonic Value Data
Messages. This could occur by poor design or through equipment failure where the requestor disappears and is no
longer alive to request that publication-the stream of data be halted. ‘

One option is to have the requestor specify the DURATION of time that the Mnemonics Value Messages should be
published-p (the length of a pass in seconds, for example). At the conclusion of this time period the publisherdata
provider would automatically cease producing data messagesublication. The advantage to this approach is that no
matter what the reason for the requestor failing to reques}t a halt to the publication-stream of messages, they-it will
automatically and eventually stolp.

Or the data provider may self-impose a default maximum duration. That is, the provider will only publish-produce |
mnemonic values for, say a maximum of 30 minutes, or until a stop request is received. (Note that this may not be a
good option for non-GUI types of processes.) If a data provider does self-impose a maximum duration, the [FINAL—
RESPONSE‘MF—S%ABF field should be set appropriately in the last message sent.

PUBLISH-RATE, MNEMONIC.n.CRITERIA and MNEMONIC.n.SAMPLE-RATE

There are two concepts of 'rates' in the Mnemonic Value Request Message. The PUBLISH-RATE determines how
often the Mnemonic Value Data Message will be created/sent. Independently, the data associated with each
mnemonic is gathered at different intervals, including on change, per sample or at a given SAMPLE-RATE.
However the data for each mnemonic is gathered, it does not affect the PUBLISH-RATE of the Mnemonic Value
Data Message. Rather, there may be multiple samples present for each mnemonic in each published-Mnemonic
Value Data Message produced.

8.9.2 Mnemonic Value Response Message

The Mnemonic Value Response Message is used to return the most current mnemonic values requested and to
acknowledge receipt of and provide status for a Mnemonic Value Request Message. The Response Status in the
Mnemonic Value Response Message indicates the success or failure of the component to process the Mnemonic
Value Request Message.

The ordering of the mnemonics in the Mnemonic Value Response shall be the same as the receiving order specified
in the Mnemonic Value Request Message. When an invalid mnemonic is detected in the Mnemonic Value Request
Message the following shall apply to the Mnemonic Value Response Message:

e  Set the RESPONSE-STATUS field to “5 Invalid Request”

e  Set the MNEMONIC.n.STATUS field of the invalid mnemonic(s) to “3 Invalid”

e Set the MNEMONIC.n.STATUS field of all other valid mnemonics to ‘2 Valid, Nodata”
e  Set the MNEMONIC.n.NUM-OF-SAMPLES to zero for all mnemonics

e The Mnemonic Value Data Messages shall not be publishedproduced
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The Mnemonic Value Response Message also provides a message time-stamp and the values of the requested
mnemonics.

Regardless of the REQUEST-TYPE of the corresponding Mnemonic Value Request Message, the Mnemonic Value
Response Message contains current values of the requested mnemonics.

The Number of Samples for a mnemonic can be either zero or one.

e In the case of an invalid mnemonic or a valid mnemonic with no data, the Number of Samples shall be set
to zero.

e In the case of a valid mnemonic with a good data sample, the Number of Samples shall be set to one.

e Ifthere is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with
a no data condition and the subsequent data value fields will not be provided for this mnemonic.

Table 8-115109. Mnemonic Value Response Message Summary| [Commented [MA322]: C2Ms12-161
Sender A C2MS compliant application such as a telemetry decommutation process « [ Formatted Table
Sendamlalondad
Usagelntended Usage by Reply
Sender
Receiver GUI Subsystem, Command Verification process, Expert Subsystem, Analysis subsystem
Receivers Intended
Usagelntended Usage by Receive responseSubseribe
Receiver
What Acknowledgment and status of Mnemonic Value Request Message
When Upon receipt of a Mnemonic Value Request Message

Example

1. Command verification process requests telemetry value to check if spacecraft command executed as
expected.

2. Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.
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8.9.21

Mnemonic Value Response Message Subjects
Table 8-116410. Mnemonic Value Response Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES5

MEG6

Subject
Content

C2MS

[domain 1
- system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

RESP

MVAL

[DESTINATION-
COMPONENT]

[RESPONSE-
STATUS]Stat
us}

A

Formatted: Centered

Formatted Table

Example for
SenderExam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

RESP

MVAL

TLM3

13
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Example for
SenderExam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

RESP

MVAL

APP5

Formatted: Centered

Formatted: Centered
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Example for
ReceiverExa

mple-for
Subscriber/
Receiver

C2mMS

DOM1

DOM2

SAT1

RESP

MVAL

TLM3

Formatted: Centered
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Table 8-117441. Properties of the Miscellaneous Elements for the Mnemonic Value Response Message

Miscellaneous Required / - . s . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components FD (the DataRegquestor/Subseriber/ChientData Requestor) and TLM3 (the Data
Provider/Publisher/ServerData Provider) interact with the Mnemonic Value Response Message.

LFD subseribe-filter subject to receive the Mnemonic Value Response Message.

C2MS.*.* MSSN.*.* RESP.MVAL.FD.>

C2MS.*.*.*.* . * RESP.MVAL.FD.>

TLM3 sends a response message to FD.

@i

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.MVAL. FD.@% or

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.MVAL. FD.§4|

8.9.2.2 anemonic Value Response Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed

fields for the Mnemonic Value Response Message, including both message and message header fields.-

Table 8-118112. Mnemonic Value Response Message Pre-defined HeaderField Values

HeaderField Name Value
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE MVAL
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE MVAL
CONTENT-VERSION 2026.0
180
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8.9.2.3 Mnemonic Value Response Message Contents

lThe following figure shows a UML object diagram of the Mnemonic Value Response Message with its required and

optional fields.
C2MS Message

-CONTENT-VERSION : F32

C2MS Response Message
{Message Header SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP}
-REQUEST-ID : GUID
RESPONSE-STATUS - 116 = {1,2,3,4,5,6}
FINAL-RESPONSE - Boolean [0..1]
-TIME-GOMPLETED : Time [0..1]
-RETURN-VALUE 132 [0.1]

T

Mnemonic Value Response Message
{Message Header. SPECIFICATION == C2MS
Message Header MESSAGE-TYPE }
Message Header. MESSAGE-SUBTYPE == MVAL,
CONTENT-VERSION == 2026.0}
-SUPPORTED-STOP-TIME : Time [0..1]
“NUM-OF-MNEMONICS : U16

Message Header

Mnemonic
-MNEMONIC -n.NAME - String

0.7 |-n.STATUS : 116 ={1,2, 3}
-n.UNITS - String [0..1]
-n.NUM-OF-SAMPLES : U16

-SAMPLE|0..*

Valid RESPONSE-STATUS values
for this message type:
3=Successful Completion,
4=Failed Gompletion

5=lnvalid Request

Note that the earlier use of
1=Acknowledgment has been
DEPRECATED

Sample

-m.TIME-STAMP - Time [0..1]
-m.SPAGECRAFT-RAW : Typed Variable [0..1]
-m.GROUND-RAW : Typed Variable [0..1] ~
-m.VALUE : Typed Variable [0..1]
-m.RAW-VALUE : 132[0..1]
-m.EU-VALUE : F64 [0..1]
-m.TEXT-VALUE : String [0..1]
-m.FLAGS : 132 [0..1
-m.LIMIT-ENABLE-DISABLE : Boolean [0..1] &
-m.RED-HIGH : Boolean [0..1]
-m.RED-LOW - Boolean [0..1]
-m.YELLOW-HIGH : Boolean [0..1]
-m.YELLOW-LOW : Boolean [0..1
-mALARM-STATE : 116 [0.1]={0,1,2,3,4) & —
-m.STATIC : Boolean [0..1] - - _
-m.QUALITY - Boolean [0.1] s

Figure 8-278-23. Mnemonic Value Response Message Diagram

h’able 8-119113. Mnemonic Value Response Message Additional Information\

STATUS
1=Valid,
— — 7 2=Valid, Nodata,
3=Invalid

RED-HIGH, RED-LOW, YELLOW-HIGH and
YELLOW-LOW have been DEPRECATED.
Use ALARM-STATE instead

RAW-VALUE, EU-VALUE and TEXT-VALUE
have been DEPRECATED. Use
SPACECRAFT-RAW, GROUND-RAW and

_ | VALUE, instead

1=Normal,

LIMIT ENABLE DISABLE
_|0=Disabled,
— ~|1=Enabled
— |2=Warning,

_ - 3=Distress,
4=Critical

ALARM-STATE
0=Unavailable,

STATIC
0=Active,
1=Static

QUALITY
0=Good quality,
1=Questionable quality

The following table describes additional field names, values, and notes for the Mnemonic Value Response Message.
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Field Name

Type

Presence Value

Description <

FINAL-RESPONSE

Boolean

(e}

When True, indicates the last message
in the response sequence. Defaults to
True and is always True if present.

[ Formatted Table

See 6.4.3.3 C2MS RESP Message
Type.and note following this table.

REQUEST-ID

GUID

This field's value is to be the same as
the REQUEST-ID in the associated
REQ message.

TIME-COMPLETED

Time

Time application completed processing
the request in UTC|

[ Formatted: Font: Arial Narrow, 10 pt

SUPPORTED-STOP-TIME

Time

The service's calculated stop time[in
UTC| This is based on the DURATION
or STOP-TIME specified in the request
but may be limited to what the service
can support. For example, if the
REQUEST specified a STOP-TIME a
year in the future or a DURATION of
100 years, the service may calculate a
reasonable SUPPORTED-STOP-TIME
and return that value in this field.
Reasonability is as determined by the
service. This alerts the requestor that
Mnemonic Value Data Messages will
not be sent after the SUPPORTED-
STOP-TIME.

RETURN-VALUE

132

Return value or status based on the
RESPONSE-STATUS. Useful to
provide function call status or error
code in the case of failed completion

NUM-OF-MNEMONICS

u16

Total number of mnemonics returned.
Should echo the “NUM-OF-
MNEMONICS’ field in the request

MNEMONIC.n.NAME

String

message.

Name of the ‘nt" Mnemonic - “n” starts
at“1”. This field is required for each
mnemonic when NUM-OF-
MNEMONICS > 0.

MNEMONIC.n.STATUS

116
(Enumeration)

Value Description

1 Valid

Valid, Nodata

3 Invalid

Status of the ‘nt” mnemonic: valid
mnemonic or valid mnemonic with no
data or invalid mnemonic. This field is
required for each mnemonic when
NUM-OF-MNEMONICS > 0.

MNEMONIC.n.UNITS

String

Units (such as "meters" and "mV")
associated with the VALUE field for
each SAMPLE ofUnits-asseciated-with

the-value-converted-to-engineering
unitsfor- the ‘nt” mnemonic. As a
simple String type, the UNITS field is
intended to be used for display
purposes only, as the sender and
receiver of this information should
agree on the units of the value prior to
usage.
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Field Name

Type

Presence

Value

Description

MNEMONIC.n.NUM-OF-
SAMPLES

u16

Number of data samples for the
mnemonic. This field is required f|
each mnemonic when NUM-OF-

=

pr

MNEMONICS > 0.

[ Formatted Table

MNEMONIC.n.SAMPLE.m.TIME-
STAMP

(o]

Time stampin UTC fof the ‘m™” dpta|
sample of the ‘n'” mnemonic - both “n”

and "m" start at “1”.

[MNEMONIC.n.SAMPLE.m.SPACE

Space Segment Raw value (datalas

represented on the spacecraft) fo

the

‘mt” data sample of the ‘nt"” mner|

honic.

[Commented [MA334]: c2mMS12-108

[Commented [MA335]: C2mMS12-117

CRAFT-RAW

1O

the data via a type discriminator
(SPACECRAFT-RAW.TYPE-

DISCRIMINATOR) and value
(SPACECRAFT-RAW.DATA-VAL

UE).

MNEMONIC.n.SAMPLE.m.GROU
ND-RAW

Typed Variable

(e

Ground Segment Raw value for t

e

‘mt” data sample of the ‘nt"” mner|

honic.

The Typed Variable structure confains

the data via a type discriminator
GROUND-RAW.TYPE-

DISCRIMINATOR) and value
(GROUND-RAW.DATA-VALUE).

MNEMONIC.n.SAMPLE.m.VALUE

Typed Variable

(@]

The final transformed value (having

been converted from a Raw) for

ne

‘mt” data sample of the ‘n"” mner|

honic.

The Typed Variable structure confains

the data via a type discriminator
(VALUE.TYPE-DISCRIMINATOR,

) and

value (VALUE.DATA-VALUE).

STAMP

Time stamp-for-the first data-sam|
g f e
5‘3#—31—1—“ z o

ble-of

-

DEPRECATED
MNEMONIC.n.SAMPLE.m.RAW-
VALUEMNEMONIG-A-SAMPLEm-
RAW-VALUE

132132

Ground Segment Raw value for the

‘mt” data sample of the ‘nt"” mner|

honic.

This field has been deprecated. U

lse

MNEMONIC.n.SAMPLE.m.GROWYND-

RAW, instead.

inth? :

DEPRECATED
MNEMONIC.n.SAMPLE.m.EU-
VALUEMNEMONIC.A.SAMPLE.m.
EU-VALUE

E64F64

Ground Segment Raw value con

erted

to Engineering Units if engineerin

of

units conversion is present for the

‘mtv

data sample of the ‘nf" mnemonig.

This field has been deprecated. U
MNEMONIC.n.SAMPLE.m.VALU|

lse
E.

instead.Raw value-converted-to

Engineering Units-if engineering ynits

Y ; ;
fha i :

Hata

DEPRECATED
MNEMONIC.n.SAMPLE.m.TEXT-
VALUEMNEMONIC.A.SAMPLE.m.

FEXT-VALLE

StringString

Ground Segment Raw value con

erted

to a text string if text conversion i

present for the ‘mt data sample ¢f the

‘n"” mnemonic. This field has begn

deprecated. Use

MNEMONIC.n.SAMPLE.m.VALUE,
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Field Name Type Presence Value Description < [ Formatted Table
instead.Raw value converted to a text
String it o ‘
the first data sample of the ‘nt*
mnemonic
Flags native to the T&C component for
MNEMONIC.n.SAMPLE.m.FLAGS 132 0 the ‘m"'first data sample of the ‘nt’
| { mnemonic
Value Description Indicates the limit checking state for Commented [MA337]: C2MS12-117
MNEM%NEEB'T'S A[\)’\IASPA_BEILE.L'M”- Boolean 0] 0 Disabled the ‘m"'first- data sample of the ‘nt’ [
1 Enabled mnemonic
Value Description | Indicates the Red High limit status of
DEPRECATED 0 In-limits the ‘m_WﬁFsL_dgta sample of the ‘nt’
MNEMONIC.n.SAMPLEMRED- | Boolean 0 mnemonic. This field has been
HIGH 1| Outotimits | deprecated. Use
MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description | Indicates the Red Low limit status of
DEPRECATED 0 In-limits the Mﬁfsk_dgts; sample of the ‘nt’
MNEMONIC.n.SAMPLE.m.RED- |  Boolean 0 mnemonic. Ths field has been
LOW 1| Outotimits | deprecated Use
MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description | Indicates the Yellow High limit status
DEPRECATED 0 In-limits of the mﬁrsg_data sample of the ‘nth’
MNEMONIC.n.SAMPLEmM.YELLO |  Boolean 0 mnemonic. This field has been
W-HIGH 1| Outorimis | deprecated. Use
MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value Description | Indicates the Yellow Low limit status of
DEPRECATED 0 In-limits the Mﬂfst—_dgta sample of the ‘nt’
MNEMONIC.n.SAMPLEmM.YELLO |  Boolean 0 mnemonic. This field has been
w-Low 1| Outorimits | deprecated. Use
MNEMONIC.n.SAMPLE.m.ALARM-
STATE, instead.
Value | Description
0 Unavailable
MNEMONIC.n.SAMPLE.m.ALARM 116 0 1 Normal Indicates the limit state of the ‘m™"“mth’
-STATE (Enumeration) 2 Warning data sample of the ‘nth” mnemonic
3 Distress
4 Critical
Value Description | Indicates the static (stale) condition of
MNEMONIC‘”'Sé\ MPLE.m STATI Boolean 0 0 Active the ‘mfirst- data sample of the ‘nt’
1 Static mnemonic
Value Description
MNEMONIC.n.SAMPLE.m.QUALI B 0 Good quality Indicates the Quality of the ‘m"'first
oolean 0 - e .
TY 1 Questionable | data sample of the ‘nt"” mnemonic
quality

ILike all C2MS Response Messages, Mnemonic Value Response Messages contain RESPONSE-STATUS and

FINAL-RESPONSE Boolean fields. In the case of this message type, only one response will be produced for each
request. For this reason, RESPONSE-TYPE lcan never be the deprecated "1=Acknowledgement", "2=Working /

Keep Alive" or the deprecated "6=Final Message". Additionally, the FINAL-RESPONSE Boolean defaults to True [Commented [MA338]: C2MS12-119, C2MS12-204

and is always True if present,| [r ted [MA339]: C2MS12-176
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IMNEMONIC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE). but because it was introduced
in C2MS 1.2, it is currently designated as 'optional'.‘

The following data attributes are not included in the Mnemonic Value Response or Mnemonic Value Data
messages: Delta Limits, Rail Limits, Inverted Limits, and Foreground / Background colors for text values.

8.9.3 Mnemonic Value Data Message

The Mnemonic Value Data Message provides the telemetry or configuration mnemonic data that was requested in
the Mnemonic Value Request Message.

The message is generated in response to receiving a Mnemonic Value Request Message to “start” publishing
producing the Mnemonic values for one or more mnemonics and following the generation of a Mnemonic Value
Response Message with successful completion status.

The Mnemonic Value Data Messages shall not be published-produced if the Mnemonic Value Request Message |
contained any invalid mnemonics.

The Mnemonic Value Data Message will continue to be published-produced at the requested distribution rate until a|
“Stop” Mnemonic Value Request Message is received, or the DURATION specified in the Mnemonic Value
Request Message has expired.

The ordering of the mnemonics in the Mnemonic Value Data Message shall be the same as the receiving order
specified in the Mnemonic Value Request Message.

The Mnemonic Value Data Message will contain one or more mnemonics and one or more data samples per
mnemonic.

If there is no data available for a mnemonic, the mnemonic status field will indicate a valid mnemonic with a no data
condition and the subsequent data value fields will not be provided for this mnemonic.

[Commented [MA340]: c2ms12-8

Table 8-120414. Mnemonic Value Data [Message Summary\
Sender A C2MS compliant application such as a telemetry decommutation process
Senders Intended
Usagelntended Usage by PublishSend as part of a data stream
Sender
Receiver GUI Subsystem, Command Subsystem, Schedule Execution process, Expert Subsystem
Receivers Intended
Usagelntended Usage by SubseribeTelemetry MVAL monitoring
Receiver
What Spacecraft health and safety data or configuration data values
When Upon interval requested at a minimum and dependent on data rate and/or replay rate and/o
change rate
Example

1. Telemetry data to be displayed on a GUI page

2. Telemetry data for an analysis plot
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8.9.31

Table 8-1211415. Mnemonic Value Data Message Subject Naming

Mnemonic Value Data Message Subjects

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES

MEG6

Subject
Content

C2MS

[domain 1
- system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

MSG

MVAL

[COMPONENT]

[request
idREQUEST
D]

A

Formatted Table

Formatted: Centered

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

MSG

MVAL

TLM3

[GUID]

Formatted: Centered

Commented [MA342]: C2MS12-191

Formatted: Centered

o JC U A

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

MSG

MVAL

TLM2

[GUID]

Formatted: Centered

Example for
ReceiverExa

mple-for
Subscriber/
Receiver

C2mMS

DOM1

DOM2

SAT1

MSG

MVAL

TLM3

[GUID]

Formatted: Centered

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4{3e-957c-

1a29ec4¢7d50" or similar.
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Table 8-122116. Properties of the Miscellaneous Elements for the Mnemonic Value Data Message |

Miscellaneous Required / - . . .
Element Optional Description Field in Msg, if applicable
. Component name of
ME1 Required PublisherComponent name of Sender COMPONENT from header
ME2 Optional ID associated with original request REQUEST-ID
ME3 Notused |
Examples

After the successful exchange of the Mnemonic Value Request and Response Messages, the Mnemonic Value Data
Message is publishedproduced.

The Requestor s filters for-te-reeeive- the intended Mnemonic Value Data Messages.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL. *

The Data-Provider/Publisher/ServerData Provider sends out the Mnemonic Value Data Message with the following |
subject:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL.TLM3

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.MVAL.TLM2

8.9.3.2 |Mnemonic Value Data M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Mnemonic Value Data Message. including both message and message header fields.-

Table 8-123117. Mnemonic Value Data Message Pre-defined HeaderField Values
HeaderField Name Value
St E e e
e e L
Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE MVAL
CONTENT-VERSION 2026.0
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8.9.3.3 Mnemonic Value Data Message Contents

lThe following figure shows a UML object diagram of the Mnemonic Value Data Message with its required and

optional fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header. SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Mnemonic Value Data Message
{Message Header SPECIFICATION
Message Header MESSAGE-TYPE .
Message Header. MESSAGE-SUBTYPE == MVAL,
CONTENT-VERSION == 2026 .0}

Message Header
L——— Custom Field
0~

-MNEMONIC Mnemonic

-FINAL-MESSAGE : Boolean [0..1]
-NUM-OF-MNEMONICS - U16
-REQUEST-ID : GUID

= |-N.NAME : String

0" |_.nSTATUS - 16 ={1,2,3}
-n.UNITS : String [0..1]
-n.NUM-OF-SAMPLES - U16

STATUS
1=Valid,
__ —2=Valid, Nodata,
— 3=Invalid

-SAMPLE|0.*
Sample
-m.TIME-STAMP - Time [0..1]

-m.SPACECRAFT-RAW : Typed Variable [0..1] -

-m.GROUND-RAW : Typed Variable [0..1]
-m.VALUE : Typed Variable [0..1]
-m.RAW-VALUE - 132 [0.1]
-m.EU-VALUE : F64[0_1]
-m.TEXT-VALUE : String [0..1]
-m.FLAGS - 132 [0.1]
-m.LIMIT-ENABLE-DISABLE : Boolean [0.1] &~
-m.RED-HIGH : Boolean [0..1]

-m.RED-LOW : Boolean [0..1]
-m.YELLOW-HIGH : Boolean [0..1]
-m.YELLOW-LOW : Boolean [0..1]
-m.ALARM-STATE - 116 [0.1]= (0, 1,2, 3, 4}

-m.STATIC : Boolean [0..1] - —

-m QUALITY - Boolean [0..1] 1

Figure 8-288-24. Mnemonic Value Data Message Diagram

RED-HIGH, RED-LOW, YELLOW-HIGH and
YELLOW-LOW have been DEPRECATED
Use ALARM-STATE instead

RAW-VALUE, EU-VALUE and TEXT-VALUE
have been DEPRECATED. Use
SPACECRAFT-RAW, GROUND-RAW and
VALUE, instead

~
~
E!\EI)IT—ENABLE—DISABLE ALARM-STATE
=Disabled,
1=Enabled OfUnavallable,
- 1=Normal,
-~ 2=Warning,
- _ ~ |3=Distress,
- 4=Critical
- STATIC
_ - — — — — = T 7 7 "o=Active,
- 1=Static
QUALITY
0=Good quality,

1=Questionable quality

The following table describes additional field names, values, and notes for the Mnemonic Value Data Message.

Commented [MA345]: c2MS12-10, C2MS12-41, C2MS12-42,
C2MS12-8, C2MS12-53, C2MS12-177, C2MS12-143, C2MS12-142

Table 8-124418. Mnemonic Value Data Message Additional Information [r ted [MA346]: C2MS12-10
Field Name Type Presence Value Description < [ Formatted Table
Version number for this message
CONTENT-VERSION F32 R ﬁ024§] content description [ Commented [MA347]: C2MS12-53, C2MS12-177
When true, indicates last message
FINAL-MESSAGE Boolean 6] in the series.
NUM-OF-MNEMONICS U16 R Total number of mnemonics in this
message
This field's value is to be the same
REQUEST-ID GUID R as the REQUEST-ID in the
associated REQ message.
Name of the ‘nt” mnemonic - “n”
MNEMONIC.n.NAVE String Do S eS| commented (MA3as]: cawsiz42
OF-MNEMONICS > 0. ( Commented [MA349]: C2mis12-41
116 Value | Description | Status of the ‘nt” mnemonic: valid
NS (Enumeration) = 1 Valid mnemonic, or valid mnemonic with
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Field Name

Type

Presence

Value

Description «

Valid,
Nodata

no data, or invalid mnemonic.| This
field is required for each mnefnonic

Invalid

when NUM-OF-MNEMONICS > 0.

MNEMONIC.n.UNITS

String

converted to engineering unit$ for

Units associated with the raw{value
the ‘nt” mnemonic

MNEMONIC.n.NUM-OF-SAMPLES

u16

Number of data samples for the
‘nth” mnemonic. This field is
required for each mnemonic when
NUM-OF-MNEMONICS > 0.

[ Formatted Table

IMNEMONIC.n.SAMPLE.m.TIME-

STAMP

T
rme

(@]

data sample of the ‘n®" mnempnic -
both “n” and "m" start at “1”.

IMNEMONIC.n.SAMPLE.m.SPACEC

=

Space Segment Raw value (data
as represented on the spacedraft)
for the ‘mt” data sample of th¢ ‘n’

mnemonic. The Typed Variab

RAFT-RAW

1 ygt—;d Variable

1©

e
structure contains the-data vig-
ti;_ge discriminator {SPACEC%AFT-
RAW.TYPE-DISCRIMINATOIR)

and value (SPACECRAFT-
RAW.DATA-VALUE).

MNEMONIC.n.SAMPLE.m.GROUND
-RAW

Typed Variable

10

Ground Segment Raw value for the
‘mt"” data sample of the ‘ni"
mnemonic. The Typed Variab
structure contains the data vig

type discriminator (GROUND!
RAW.TYPE-DISCRIMINATO

and value (GROUND-RAW.DATA-
VALUE).

o [©

MNEMONIC.n.SAMPLE.m.VALUE

Typed Variable

(e}

The final transformed value (Havin
been converted from a Raw) for
the ‘mth” data sample of the ‘nf”
mnemonic. The Typed Variable
structure contains the data vid a
type discriminator (VALUE.TYPE-

DISCRIMINATOR) and value
(VALUE.DATA-VALUE).

DEPRECATED
MNEMONIC.n.SAMPLE.m.RAW-
VALUEMNEMONIC.n.SAMPLE.m.RA
W-VALUE

132132

Ground Segment Raw value for the
‘mt"” data sample of the ‘"’
mnemonic. This field has beep
deprecated. Use
MNEMONIC.n.SAMPLE.m.GROU
ND-RAW, instead.Raw-valuefor

the-'n"data-sample-of the-n'f"

mRemente

DEPRECATED
MNEMONIC.n.SAMPLE.m.EU-
VALUEMNEMONIC.n.SAMPLE.m-EU
B

F64F64

Ground Segment Raw value

converted to Engineering Unifs if
engineering units conversion |s
resent for the ‘mt” data sample of

the ‘nt"” mnemonic. This field has

been deprecated. Use
MNEMONIC.n.SAMPLE.m.VALUE,
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Field Name Type Presence Value Description “
instead.Raw-value-converted-to
Enaineerl Tl il
‘' data sample of the ‘n"*
maemonic
Ground Segment Raw value
converted to a text string if text
conversion is present for the ‘mt’
data sample of the ‘n'” mnemonic.
MNEMOB%mm.TEXT— . . This field has been deprecated.
VALUEMNEMONIC A-SAMPLEmTE | Stingsting L =
TVALUE MNEMONIC.n.SAMPLE.m.VALUE,
instead.Raw-value-converted-toa
‘ntdata-sample-of
the-'n""mnemonic
Flags native to the T&C component
MNEMONIC.n.SAMPLE.m.FLAGS 132 (0] for the ‘mat” data sample of the
‘nth” mnemonic
Value | Description | Indicates the limit checking state
MNEM?ENI/%[E AIE)’\IASP,&IEI;E'UMIT- Boolean 0 0 Disabled for the ‘mnt"” data sample of the
1 Enabled ‘nt” mnemonic
Value | Description | Indicates the Red High limit status
DEPRECATED 0 In-limits ‘fog‘ythe ‘mpt’ Qat_i'_ahgarfm)ll(;e r?f thbe
MNEMONIC.n.SAMPLE m RED- Boolean 0 L
HIGH 1| Outoflimits | deprecated Use
MNEMONIC.n.SAMPLE.m.ALARM
-STATE, instead.
Value | Description | Indicates the Red Low limit status
DEPRECATED 0 In-limits fo;"the ‘mpt’ @?sarfpp”(;a r?f thbe
MNEMONIC.n.SAMPLE.m RED- Boolean 0 I
Low 1| Outotimis | deprecated. Use
MNEMONIC.n.SAMPLE.m.ALARM
-STATE, instead.
Value | Description | Indicates the Yellow High limit
DEPRECATED 0 In-limits statysthfor the ‘mﬁ‘h’ da.ta gample of
MNEMONIC.n.SAMPLE.m.YELLOW- |  Boolean 0 the ¥ mnemanic. This feld has
HIGH 1 Out-of-limits been deprecated. Use
MNEMONIC.n.SAMPLE.m.ALARM
-STATE, instead.
Value | Description | Indicates the Yellow Low limit
DEPRECATED 0 In-limits statysmfor the ‘mpf'h’ da@a gample of
MNEMONIC.n.SAMPLE.m.YELLOW- |  Boolean 0 the e mnemanic. This feld has
LOW ’ Out-of-imits been deprecated. Use
MNEMONIC.n.SAMPLE.m.ALARM
-STATE, instead.
Value | Description
0 Unavailable . -
MNEMONIC.n. SAMPLE.m.ALARM- 116 - 1| Normal 'g‘fhﬁ:tfztaht: 's":r'rt] Slt:tgf?;éh.fﬂh,
STATE (Enumeration) 2 Warning il P
: mnemonic
3 Distress
4 Critical
MNEMONIC.n.SAMPLE.m.STATIC Boolean 0 Value | Description
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Field Name Type Presence Value Description “
0 Active Indicates the static (stale) cor{dition
1 Static for the ‘math’ _data sample of the
‘nth” mnemonic
Value | Description
MNEMONIC.n.SAMPLE.m.QUALITY |  Boolean 0 0 | Good quality | HCSISSIISISERINCRIEI I
y Quest!onabl data sample of the ‘nth” mnempnic
e quality

, should always be present (for each SAMPLE). but because it was introduced

d as 'optional
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8.10 Archive Mnemonic Value Messages

The Archive Mnemonic Value Messages provide a mechanism for requesting and delivering mnemonic data that has
been stored in an archive.

A requesting component, such as a trending system, may request a set of mnemonics from the data archive. The
request is generally for a set of values over an interval of time and at a desired data-sampling rate.

The responding component, such as an Archive system, extracts the set of requested mnemonics from the data
archive and provides them to the requesting component via a variety of available delivery methods.

The Archive Mnemonic Value Messages remove the burden from the requesting component of having to process
(decommutate) the data from the archive and therefore having to know the specifics of the telemetry database and
the structure of the data archive. The Archive Mnemonic Value Messages also remove the burden from the
requesting component from hardware and software associated with the creation, management, and maintenance of a
data archive.

The three specific Archive Mnemonic Value messages are:
e Archive Mnemonic Value Request Message

e Archive Mnemonic Value Response Message
e Archive Mnemonic Value Data Message

8.10.1 Archive Mnemonic Value Request Message

The Archive Mnemonic Value Request Message is used when an application requires mnemonic data from
previously recorded data that has been stored in the Telemetry Archive.

A common use of the Archive Mnemonic Value Request Message is when an analysis component produces a
trending product, such as Battery charge/discharge, or a propellant graph. The analysis component builds a request
of the mnemonics to be retrieved from the telemetry archive and sends this request to an Archive Management
component. The Archive Management Component may be a stand-alone component, or it may be part of another
subsystem, such as a T&C subsystem.

The Archive Management component will package the decommutated values and their associated attributes (if
desired) for all the requested mnemonics over the time frame requested.

A number of extraction options and delivery methods are available. These include:
Time interval

e  The requestor is required to specify the time span of the desired data.
Data selection

e The requested can be for raw, converted, or both types of data.

e  Attributes (flags, limits, static, quality) can be included or not.

e  Data sampling can specify all, upon change, or at a periodic sample rate.

Data delivery method

e  One single response message, or
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e  Asastream of messages similar to a real-time mnemonic data value. If this delivery method is selected, the
requestor can also select the speed of the data delivery, either as kilobits per second or as a ratio of the real -
time rate.

Actual data or by reference
e  The data can be within the response message, or a URI can reference the location of a data file.

If the requestor has asked for a data file, the attributes of the file can be further specified.

e Using product specifications, and
e File specifications

In summary, a variety of data selection criteria and data delivery mechanisms are available to customize and best
match the needs of the requestor.

Many of the fields in the Archive Mnemonic Value Request Message are optional and dependent on other fields, but
they also have specified default values so that only a minimal number of fields need be actually specified to extract
and deliver the data.

Of course, the more specific and customized the data request, the more fields that will need to be specified.

fTabIe 8-125119. Archive Mnemonic Value Request Message Summary] [Commented [MA355]: c2mMs12-161
Sender A C2MS compliant application such as an Analysis and Assessment component « [ Formatted Table
Sendamlaloasad
Usagelntended Usage by Request
Sender
. Any Archive mnemonic processor such as an Archive Management component or a T&C
Receiver
component
Receivers Intended
Usagelntended Usage by SubseribeRequest processing
Receiver
What Spacecraft health and safety data, ground configuration data, or any data stored with a
mnemonic name
When As needed
Example

1. An Analysis process requests telemetry values to create a graph of a spacecraft instrument’s performance.
2. A Flight Dynamics process requests telemetry values used in the generation of Flight Dynamics products.
The Archive Mnemonic Value Request Message consists of a Message Header and the message content.
The Message Header identifies the message as a C2MS Archive Mnemonic Value Request Message.

The message content specifies the time range, the data sampling criteria, and the mnemonic names. The message
content also provides for the specification of the delivery method of the data.
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8.10.1.1 Archive Mnemonic Value Request Message Subjects

Table 8-

26120. Archive Mnemonic Value Request Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES5

MEG6

Subject
Content

C2MS

[domain 1
—system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

REQ

AMVAL

[DESTINATION-

COMPONENT]

AA

Formatted: Centered

Example for
SenderExam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

REQ

AMVAL

TLM3

Formatted: Centered

[
[ Formatted Table
[
[ Formatted: Centered

J U

Example for
SenderExam

ple-for
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

REQ

AMVAL

TLM2

[ Formatted: Centered

Example for
ReceiverExa

mple for
Subscriber/
Receiver

C2MS

DOM1

DOM2

MSSN

SAT1

REQ

AMVAL

hic

[ Commented [MA356]: C2MS12-162

[ Formatted: Centered
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Table 8-127421. [Properties of the Miscellaneous Elements for the Archive Mnemonic Value Request |
Message

Elorant Optional Description Field in Msg if applicable

Optional component name of Service Provider
(Responder) (See Section 6.4.3.2 C2MS REQ | DESTINATION-

ME OptionalRequied | y1o<cage Type regarding COMPONENT from header
optionality)Gempenentname-of Responder
ME2 Not used
Examples

Two components, FD (Data Requestor/Subseriber/Client) and TLM3 (Data Provider/Publisher/Server), interact wit]]l
the Archive Mnemonic Value Request Message.

[FD sends the Archive Mnemonic Value Request Message to TLM3. <
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.AMVAL.TLM3 “«
TLM3 subseribes-to-receivefilters for the Archive Mnemonic Value Request Message from FD. «
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.AMVAL.TLM3 or «

[c2aMs.* . * . * * * REQ.AMVAL. +>|

8.10.1.2 V-\rchive Mnemonic Value Request Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Archive Mnemonic Value Request Message. including both message and message header fields.
header:

Table 8-128122. Archive Mnemonic Value Request Message Pre-defined HeaderField Values

Command and Control Message Specification™ (C2MS™) V1.1 195

HeaderField Name Value «
MESSAGE-TYPE REQ
MESSAGE-SUBTYPE AMVAL
Message Header.SPECIFICATION C2MS «
Message Header. MESSAGE-TYPE REQ «
Message Header. MESSAGE-SUBTYPE AMVAL «
CONTENT-VERSION 2026.0 «

Commented [MA357]: C2MS12-93

Commented [MA358]: C2MS12-192
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8.10.1.3 Archive Mnemonic Value Request Message Contents

lThe following figure shows a UML object diagram of the Archive Mnemonic Value Request Message with its Commented [MA362]: C2MS12-8, C2MS12-53, C2MS12-177,
required, optional, and dependent fields. C2MS12-143
C2MS Message

-CONTENT-VERSION - F32

Message Header
C2MS Request Message ﬁ Crmrl

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

I

Archive Mnemonic Value Request Message B

{Message Header. SPEGIFICATION == C2MS, _PROD-SUBTYPE-SUBCATEGORY DATA-TYPE
Message Header MESSAGE-TYPE

REQ, ["Product Subtype Subcategory 1=Raw,
E == AMVAL, 0" 2=Converted,
CONTENT-VERSION == 2026 0} RARGMEESIIg 3=Both

Message Header MESSAGE-SUBTYP!

-START-TIME : Time

_ | DATA-TYPE is DEPRECATED
e “MNEMONIC - 7 ———— ]
= ring [0..1] R — Mnemonic -

COLLECTION-POINT - String [0.1] o _-

_RESPOND-VIA-MSG - Siring = {MSG AMVAL, RESP AMVAL} -1 NAME - String ~

_DEL IVER-VIA-REFERENCE - Boolean [0. 1] - DATATYPE 116 [0.1]= {1, 2, 3} y

_DELIVER-VIAINCLUDE * Boolean [0..1] _n STATE-ATTRIBUTES - 116 [0 =01, 2}[ ————— flﬁgE( dAOEFr‘e‘?uUmTEg‘e o
_PLAYBACK-RATIO - F32 [0 1] - CRITERIA 116 [0 1] = {1, 2, 3} I i
_DATA-RATE - 116 [01] -0 SAMPLE-RATE - U16 [0 1] ~ .

-PROD-NAME - String [0_1] -~ _

-PROD-DESCCRIPTION  Sring [0 1] ~

-PROD-TVPE - Sting [0.1] =AM

-PROD-SUBTYPE  String [01] = =~ CRITERIA
NUV-OF-PROD-SUBTYPE SUBCATEGORIES - Ut ~ 1=0n Change,

-URI : String [0..1] 2=Every Sample,
-NAME-PATTERN : String [0..1] PROD-TYPE 3=Sample Rate

-DESCRIPTION - String [0-.1] AAA=Archive and Assessment
-FORMAT : String [0..1]
-VERSION : String [0..1]
-SIZE : U32[0.1]
-NUM-OF-MNEMONICS : U16

Figure 8-298-25. Archive Mnemonic Value Request Message Diagram

The following table describes additional field names, values, and notes for the Archive Mnemonic Value Request

Message.
fTabIe 8-129423. Archive Mnemonic Value Request M ge Additional Information\ [r ted [MA363]: C2MS12-10
Field Name Type Presence Value Description * " ( Formatted Table
Version number for this message
CONTENT-VERSION F32 R 0264 content description [Commented [MA364]: C2MS12-53, C2MS12-177
Requested start time of the
START-TIME Time R mnemonic values to be retrieved from

the telemetry archive.
Requested stop time of the

) mnemonic values to be retrieved from
STOP-TIME Time 0 the telemetry archive. Defaults to the
end of the telemetry archive
Project Database version to be used
by the responder when processing

PDB-VERSION String 0 the archived data. Defaults to the
PDB version used when the data was
archived.

Receiver, device, point, path, etc.
COLLECTION-POINT | String 0 where data was received. Used to

distinguish data simultaneously
received at multiple collection points.

RESPOND-VIA-MSG R Value | Description
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Field Name

Type

Presence

Value

Description <

String
(Enumeration)

‘MSGAMVAL® | AMVAL
Message

AMVAL
Response
Message

‘RESP.AMVAL”

Indicates the message to use to
deliver the mnemonic data. MSG will
be a stream of messages; RESK will
be a single response message.

REQUEST-ID

GUID

ID to identify the request message

DELIVER-VIA-
REFERENCE

Boolean

This parameter is used only if
“‘RESP.AMVAL" is selected aboye,
Indicates if the data will be referenced
by a URI'in the single response
message. Defaults to False.

DELIVER-VIA-
INCLUDE

Boolean

This parameter is used only if
“RESP.AMVAL" is selected aboye.
Indicates if the data is to be incliided
in the single response message
Defaults to True.

PLAYBACK-RATIO

F32

>0 and < 1 is slower than real-time
rate
= 1is equal to the real-time rate
> 1 is faster than real-time rate

If “MSG.AMVAL” is selected abgve,
specifies the speed of data deliviery
as a ratio of playback rate to reg-time
rate.

DATA-RATE

116

>0

If “MSG.AMVAL" is selected abqve,
specifies the speed of data delivery in
Kilobits per second

PROD-NAME

String

The “PROD-” fields are optionally
used when the “RESP.AMVAL” has
been specified above. Name of the
product being requested.

PROD-DESCRIPTION

String

Description of the product in text or
xml

PROD-TYPE

String
(Constant)

Value Description

Archive and
Assessment

PROD-SUBTYPE

String
(Constant)

DATA

Product type and subtype being
requested. (See Table A- 2 Product
Categories.)

NUM-OF-PROD-
SUBTYPE-
SUBCATEGORIES

u16

Number of further delineations /
categories beyond the product
subtype. Also, used as msg sublect
elements ME5, MES, etc. in Product
Message.

PROD-SUBTYPE-
SUBCATEGORY.n.NA
ME

String

First subcategory of the product]
subtype. (Subject elements MES5,
MES, etc. of the Product Message) -
“n” starts at “1”. This field is required
for each PROD-SUBTYPE-
SUBCATEGORY specified by NUM-
OF-PROD-SUBTYPE-
SUBCATEGORIES.

URI

String

Location where the requesting |
component is asking for the product
file(s) to be stored. Could be a vieb
address, directory, or folder
specification

NAME-PATTERN

String
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Field Name Type Presence Value Description “ [ Formatted Table
DESCRIPTION String D Description of the file in text or xml
FORMAT String D Describes the file format
VERSION String D Identifies the version of the file
SIZE U32 D Kilobytes Maximum size of the file acceptable
to the requester.
NUM-OF- U16 R Total number of mnemonics being
MNEMONICS requested
Name of the mnemonic - “n” starts at
. “1”. This field is required for each
MNEMONIC.n.NAME String D mnemonic when NUM-OF-
MNEMONICS > 0.
DescriptionBe | Indicates the data type to be
M scription returned, either the raw value, or the
1 Raw converted value, or both. Defaults to
DEPRECATED | 2 Converted goth. T.hisr fmgzﬁgr;e;nt :ergrecatetd. [Commented [MA365]; Cavs125
MNEMONIC.n.DATA- 116 s B
MNEMONICAD handler is to send all the available
m! TATYRE o L BB data including raw and converted
= values.Indicates-the-data-type-to-be
8 Both returned, either the faw value, or the
Encineort .
Textconvertedi-orbeth-Dafaulisie
both:
Value Description | Indicates if the State Attributes (flags,
MNEMONIC.n.STATE 116 0 1 No limits, static flag, and data quality)-of [ Formatted Table
-ATTRIBUTES (Enumeration) 9 Yes the mnemonic are to be returned.
Defaults to No.
Value Description | Identification of how data should be
1 Change (value, | sampled for the mnemonic. Includes
MNEMONIC.n.CRITE 116 0 flags, status) either upon change of data (value,
RIA (Enumeration) 2 Every Sample | flags, or status), or every sample, or
3 Sample Rate at a specified sampling rate. Defaults
to “Change” only data.
If CRITERIA is specified as “Sample [ Formatted: Left
MNEMONIC.n.SAMPL U16 D 1+ Rate”, this field will specify the data
E-RATE sampling rate for the mnemonic.in

milliseconds

[For-an-explanation on-how the START-TIME and STOP-TIME

These can be expressed in absolute (UTC) time or relative time. For an explanation on how these fields could

operate, see Table 8-10 Examples of Start and Stop TimesseéFabl&S-Z@—E:eamples«#Sla%aﬁeLS&epihﬂesi

The archived mnemonic data can be delivered in a stream of messages (as described below in “Stream of Messages
Data Delivery”), akin to the stream of real-time mnemonic data value messages; or a single response message (as
described below in “Single Response Message Data Delivery”).

Product Type, Subtype and Subcategories

For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-

SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories |
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§IREAM—OI'LMESSAGES—DAIA—DEH¥ER¥Stream of Messages Data Delivery

The advantage of delivering the archived mnemonic data as a stream of messages is that the processing can be
similar if not identical to the procedure used with the real-time Mnemonic Value Data Messages. To use this
delivery mechanism, specify the following:

e  Set the field RESPOND-VIA-MSG to the value “MSG.AMVAL”.

e  Optionally, specify the speed of data delivery with either of the fields “PLAYBACK-RATIO” or “DATA-
RATE”.

e Identify the number and names of the mnemonics along with their extraction criteria.

ISINGLE RESPONSE MESSAGE DATA DELIVERYSingle Response Message Data Deliver\lﬂ

The advantage of delivering the archived mnemonic data in a single response message is that the data is entirely
contained within one location and can be processed in bulk. When using this data delivery mechanism, the requestor
has a few options on how and where the data is to be delivered. The requested data will be delivered all at once. The
requestor can ask for the data:

1. Within the single response message

2. By reference, using a URI within the single response message

3. Both methods
To accomplish the desired result, each of these options is explained below.
FIRST, for all the above options using a single response message:

e  Set the field RESPOND-VIA-MSG to the value “RESP.AMVAL”
SECOND, choose one of the three following data delivery options:

1. INCLUDE WITHIN MESSAGE: To include only the data within the single response message (with no
URI reference), the requestor should do the following:

e  Nothing. The “DELIVER-VIA-“ fields will default to include the data within the single response
message with no URI reference. No other field under the Product Distribution Options section is

required to be specified.

2. BY REFERENCE: To only have the data file specified by reference and NOT be included in the single
response message, the requestor should do the following:

e  Set the field DELIVER-VIA-REFERENCE to the value “Yes/True”.
e  Set the field DELIVER-VIA-INCLUDE to the value “No/False”.

3. BOTH: To have both the data included in the single response message AND specified as a reference the
requestor should do the following:
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Set the field DELIVER-VIA-REFERENCE to the value “Yes/True” (The field DELIVER-VIA-
INCLUDE will default to the value “Yes/True”).

THIRD, for all the options above, the requestor must do the following:

Identify the number and names of the mnemonics along with their extraction criteria..

Other features of note for this request message are:

When specifying the mnemonics, if the MNEMONIC.n.CRITERIA is not specified in the Archive
Mnemonic Value Request Message, then the criteria will default to a value of 1 for Change only
data.

If a URI has been specified in the request, it is assumed that the DELIVER-VIA-REFERENCE
field was set to “Yes/True”. If the URI was specified, the resulting archive mnemonic value
product will be “pushed” to the location specified by the URI.

If the URI has not been specified in the request, but the DELIVER-VIA-REFERENCE field was
set to “Yes/True”, then the resulting archive mnemonic value product will be copied to a URI
location designated by the provider of the data. This URI location must also be included in the
Archive Mnemonic Value Response Message. The requestor of the data file can “pull” the file
using the provided URI.

If the component servicing the Archive Mnemonic Value Request Message supports several
formats or versions of a product, then the requesting component can specify the format or version
of the resulting product in the FORMAT and VERSION fields. If the FORMAT and/or VERSION
fields are not specified, then the component servicing the Archive Mnemonic Value Request
message shall default to the latest format or version of its product.

8.10.2 Archive Mnemonic Value Response Message

An Archive Provider in response to an Archive Mnemonic Value Request Message sends an Archive Mnemonic
Value Response Message.

The job of the Archive Mnemonic Value Response Message is to provide acknowledgment of the Archive
Mnemonic Value Request Message, the overall status of the completed action, the specific status of each requested
mnemonic, and optionally, the resulting data and associated attributes.

A series of Archive Mnemonic Value Response Messages may be required. In this case, an initial acknowledgement
response message is issued, followed by interim or interactive “working” response type messages to let the
requesting application know that the request is still being processed, and finally a completion response type

message.

If an audit trail or operator notification is required, the requesting application is responsible for generating a Log
Message indicating the result of the Archive Mnemonic Value Request Message.

Please see Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these
types of messages.

Table 8-130424. Archive Mnemonic Value Response Message Summary|

Sender

A C2MS compliant application that has access to a telemetry archive such
as a T&C component

Senders-Intended-Usagelntended
Usage by Sender

Reply
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Receiver Assessment and Analysis component
Receiversntended
Usagelntended Usage by Receive responseSubseribe
Receiver
What Acknowledgment and status of Archive Mnemonic Value Request Message
When Upon receipt of an Archive Mnemonic Value Request Message and/or
completion of the Request
Examples

1. An Archive Manager responds to a component in the Assessment and Analysis subsystem that requested
battery telemetry values to check the spacecraft battery rate of charge/discharge.

2. The Archive Manager responds to a component in the Flight Dynamics subsystem that requested telemetry
values to be used in the generation of a Flight Dynamics product.
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8.10.2.1 Archive Mnemonic Value Response Message Subjects

Table 8-

31425. Archive Mnemonic Value Response Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES5

MEG6

Subject
Content

C2MS

[domain 1
—system
specific]

[domain 2
- system
specific]

[mission]

[constell
ation]

[sat]

RESP

AMVAL

[DESTINATION-

COMPONENT]

RESPONSE-
STATUS][Respons

AA

Formatted: Centered

Formatted Table

Example for

SenderExam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

RESP

AMVAL

FD

Commented [MA371]: C2MS12-191

[

[

[ Formatted: Centered
| |

[

[

Formatted: Centered

Example for
SenderExam
ple for
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

RESP

AMVAL

FD

[ Formatted: Centered

[Example for
ReceiverExa
mplefor
Subscriber/
Receiver

C2MS

DOM1
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MSSN

SAT1

RESP

AMVAL

B
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Table 8-132126. Properties of the Miscellaneous Elements for the Archive Mnemonic Value Response

)

Miscellaneous Required / e . S L . "
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Required | Status fype supplied by RESPONSE-STATUS
Responder
Examples

Two components, TLM2 (BataProvider/Publisher/ServerData Provider) and FD (Pata
Requestor/Subseriber/ChientData Requestor), interact with the Archive Mnemonic Value Response Message.

TLM?2 subjeet-namesubject to send two Archive Mnemonic Value Response Messages to FD.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.2
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL.FD.3

FD filters forsubseribes-to-receive the Archive Mnemonic Value Response Message from TLM2.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.AMVAL .IFD .>j

8.10.2.2 V\rchive Mnemonic Value Response M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Archive Mnemonic Value Response Message, including both message and message header fields.-

Table 8-133127. Archive Mnemonic Value Response Message Pre-defined Header Field Values

HeaderField Name Value
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE AMVAL

Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE AMVAL
CONTENT-VERSION 2026.0
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8.10.2.3 Archive Mnemonic Value Response Message Contents

lThe following figure shows a UML object diagram of the Archive Mnemonic Value Request Message with its
required, optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Response Message

Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}
-REQUEST-ID : GUID

-RESPONSE-STATUS : 116 ={1,234586} o — —
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE :132[0..1]

Archive Mnemonic Value Response Message
{Message Header SPECIFICATION == C2MS,
Message Header. MESSAGE-TYP! RESP,

Message Header MESSAGE-SUBTYPE == AMVAL,
CONTENT-VERSION == 2026.0}

-SUPPORTED-STOP-TIME : Time [0..1]
-PROD-NAME : String [0..1]
-PROD-DESCCR\PTION Slrmg [0.1]
-PROD-TYPE : String [0..1] =
-PROD-SUBTYPE : String [0. ] DATA
-NUM-OF-PROD- SUBTYPE SUBCATEGORIES : U16
-URI : String [0..1]

“NAME.PATTERN String [0..1]
-DESCRIPTION : String [0..1]
-FORMAT : String [0..1]

-VERSION : String [0..1]

-SIZE : U32[0..1)

-DATA : Binary [0..1]
-NUM-OF-MNEMONICS : U16

—' Message Header
Custom Field
0.

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion

- 5=Invalid Request,

B6=Final Message

The use of "6=Final Message"
has been DEPRECATED

|

PROD-TYPE
AAA=Archive and Assessment

-

-PROD-SUBTYPE-SUBCATEGORY | Product Subtype Subcategory |

0.* |—n.NAME : String |

-MNEMONIC

Mnemonic | =y
0-* [ MNEMONIC.n.NAME : String _ — {iValk: Nodana,
“MNEMONIC.n.STATUS : HE {1,2,3} - 3=Invalid

Commented [MA375]: c2mS12-53, C2MS12-177, C2MS12-
143, C2MS12-119

MNEMONIC n. STATUS

Figure 8-308-26. Archive Mnemonic Value Response Message Diagram

The following table describes additional field names, values, and notes for the Archive Mnemonic Value Response

Message.
Table 8-134428. Archive Mnemonic Value Response Message Additional Information| [Comm ted [MA376]: C2MS12-10, C2MS12-119, C2MS12-204 ]
Field Name Type Presence Value Description <
Version number for this message [ Formatted Table ]
CONTENT-VERSION F32 R 20264 content description | Commented [MA377]: C2Ms12-53, C2MS12-177 )
Value Description
1 Acknowledgement
2 X\{i(\)/tmg [ Keep Identifies the status of the Archive
16 Successful Mnemonic Value Request Message that
RESPONSE-STATUS . R 3 . was processed. The use of 6=Final
(Enumeration) Completion .
7 Failed Compiation Message is deprecated. See 6.4.3.3
- P C2MS RESP Message Type.: [ Formatted: Font: Arial Narrow, 10 pt ]
5 Invalid Request
6 | REPRECATED ( Formatted: Font: Bold )
Final Message
When True, indicates the last message
in the response sequence. Defaults to
FINAL-RESPONSE Boolean 9 False. See 6.4.3.3 C2MS RESP [ Formatted: Font: Arial Narrow, 10 pt ]
Message Type.

204

Command and Control Message Specification™ (C2MS™) V1.1



Field Name

Type

Presence

Value

Description «

REQUEST-ID

GUID

R

This field's value is to be the same|as
the REQUEST-ID in the associate
REQ message.

A

TIME-COMPLETED

Time

Time application completed procedsing
the request in UTC|

[ Formatted Table

[ Formatted Table

(c ted [MA378]: C2Ms12-108

SUPPORTED-STOP-
TIME

Time

The service's calculated stop timeL In
UTC /| This is based on the DURATJON
or STOP-TIME specified in the request
but may be limited to what the service
can support. For example, if the
REQUEST specified a STOP-TIME a
year in the future or a DURATION pf
;

100 years, the service may calculate a
reasonable SUPPORTED-STOP-TIME
and return that value in this field.
Reasonability is as determined by the
service. This alerts the requestor that
Archive Mnemonic Value Data
Messages will not be sent after the
SUPPORTED-STOP-TIME.

RETURN-VALUE

132

RESPONSE-STATUS. Useful to
provide function call status or error code
in the case of failed completion

Return value or status based on th’la

PROD-NAME

String

Name of the product

PROD-DESCRIPTION

String

Description of the product in text of xml

PROD-TYPE

String
(Constant)

Value

Description

Archive and
Assessment

PROD-SUBTYPE

String
(Constant)

DATA

Product type and subtype being
requested. (See Table A- 2, Produf
Categories).

_=

NUM-OF-PROD-
SUBTYPE-
SUBCATEGORIES

u16

Number of further delineations /
categories beyond the product subtype.
Also, used as msg subject elemenis
MES5, MES, etc. in Product Message.

PROD-SUBTYPE-
SUBCATEGORY.n.NAME

String

First subcategory of the product
subtype. (Subject elements ME5, MES,
etc. of the Product Message) - “n” starts
at “1”. This field is required for each
PROD-SUBTYPE-SUBCATEGOR!
specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.

=

URI

String

URI specifying the location where the
(single) output file product is store

NAME-PATTERN

String

Describes the name of the output file

DESCRIPTION

String

[e){e]

Description of the file in text or xml

FORMAT

String

For application use. This field desqribes
the file format as agreed upon betyeen
the producer and consumer of this
message.

VERSION

String

Identifies the version of the file

SIZE

u32

Kilobytes

Actual size of the file

DATA

Binary

O|Oo|Oo

The file content
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Field Name Type Presence Value Description “
NUM-OF-MNEMONICS u16 R Total number of mnemonics returned
Name of the ‘n™ Mnemonic - “n” starts
) at “1”. This field is required for each
MNEMONIC.n.NAME String D mnemonic when NUM-OF-
MNEMONICS > 0.
Value Description Status of the ‘nt” mnemonic: valid
16 1 Valid mnemonic or valid mnemonic with no
MNEMONIC.n.STATUS . D 2 Valid, Nodata data or invalid mnemonic. This field is
(Enumeration) 3 Invalid required for each mnemonic when
nvall NUM-OF-MNEMONICS > 0.

[For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-
SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategorie&]

<

The RESPONSE-STATUS field in the Archive Mnemonic Value Response Message indicates the success or failure
of the component to process the Archive Mnemonic Value Request Message.

The values returned in the RESPONSE-STATUS field indicate if the request message was received, valid, invalid,
able to be successfully and completely processed, or if the processing failed.

The ordering of the mnemonics in the Archive Mnemonic Value Response shall be the same as the receiving order
specified in the Archive Mnemonic Value Request Message.

If any of the requested mnemonics in the Archive Mnemonic Value Request Message are invalid, the following are
to occur:

e Set the RESPONSE-STATUS field to “5” or “Invalid Request”.

e Set the status field of the invalid mnemonic(s) to “3” or “Invalid” (MNEMONIC.n.STATUS).
e  Set the status field of all other valid mnemonics to “2” or “Valid, Nodata”.

e The Archive Mnemonic Value product shall not be generated.

The MNEMONIC.n.STATUS field provides the status of each requested mnemonic. These dependent fields
indicate:

e Valid — mnemonic was validated, and data was located that met the criteria in the Archive Mnemonic
Request Message.

e Valid, nodata — mnemonic was validated, but no data met the criteria in the corresponding request message.
e Invalid — mnemonic was not found in the database or list of mnemonics.

The following table indicates when the dependent fields in the response message are required.

able 8-135129. Relationship between RESPONSE-STATUS and Dependent Fields]
Value Description Dependent Fields Required?

1 Acknowledgement N

2 Working/Keep Alive N

3 Successful Completion Y
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4 Failed Completion N
5 Invalid Request Y
6 Eaohpcas N

If a request is invalid (RESPONSE-STATUS field = “Invalid Request”) it could be because one or more of the
requested mnemonics was invalid. For this return status, the responder should provide all the requested mnemonics
and the status of each.

The requestor has the option of specifying the URI where the responder should place the product file. If the URI is
not specified, the responder will place the product file in its own designated location and return that location in the
URI field of the response message. If the requestor specifies the URI, the responder will place the product file in that
location, if possible, and return that same URI from the request message in the response message along with the
corresponding RESPONSE-STATUS and RETURN-VALUE values.
If the responder is unable to place the product file in the specified URI location, the responder will place the file in
an alternate URI location and return the URI in the response message along with the corresponding RESPONSE -
STATUS and RETURN-VALUE values.
It is possible that the responder cannot access (write to) the URI specified by the requestor, and neither can the
requestor access (read from) the alternate URI chosen by the responder in which case they will need to work out
access and protection issues.
When the RESPONSE-STATUS is successful, the RETURN-VALUE can have the following status indicators:

1 — Product file was placed in requestor’s designated location

2 — Product file was placed in provider’s designated location

3 — Product file was generated in format other than that requested

The following table shows the relationship between the URI, RESPONSE-STATUS, and the RETURN-VALUE.

Table 8-136130. Interpretation of the RESPONSE-STATUS and RETURN-VALUE Fields |

User Specified | RESPONSE- RETURN- URI Action
the URI STATUS VALUE
Product was generated and Requestor should retrieve
N Successful 2 placed in URI chosen by file at responder’s URI
responder location
v 3 ol 1 Plroduch stngener?eg gnd Requestor should retrieve
uccessiu praced In UKl specitied by file at the specified URI
requestor
Product was generated but Requestor should retrieve
Y Successful 2 placed in alternate URI chosen | file at responder’s URI
by responder location
Requestor should retrieve
nfa Successiul 3 nfa file at the specified UR.

The requestor also has the option of specifying the format and version of the product file.

If the FORMAT and VERSION are not specified, the responder will use the latest file format and version to build
the product.

If the requestor specified the FORMAT and VERSION, the responder will generate the product in the desired
format and version, if possible.
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If the responder is unable to generate the product in the format and version requested, the responder will generate
the product in the latest format and version along with the corresponding RESPONSE-STATUS and RETURN-
VALUE.

8.10.3 Archive Mnemonic Value Data Message

The Archive Mnemonic Value Data Message provides the telemetry or configuration mnemonic data that was
requested in the Archive Mnemonic Value Request Message.

The messages are generated in response to receiving an Archive Mnemonic Value Request Message to publish
produce the requested Mnemonic values in a stream of messages. In this case, the Archive Mnemonic Value Request
Message specified the delivery mechanism to be a stream of messages — similar to the real-time Mnemonic Value
Data Messages.

The following figure shows a UML sequence diagram for the different Archive Mnemonic Value Messages and how

the message protocol between the data requestor and data provider would occur.

Data Requestor Data Provider

1: Archive Mnemonic Request

2! Archive Mnemonic Response

3: Archive Mnemonic Value Data Messages (initial values)

4: Archive Mnemonic Value Data Messages (stream of values)

5: Archive Mnemonic Value Data Messages (final values)

§: Final Archive Mnemonic Response Message

Figure 8-318-27. Archive Mnemonic Value Message Sequence Diagram

[The previous diagram shows an initial exchange of the Archive Mnemonic Value Request Message and Archive
Mnemonic Value Response Message. This is followed by a stream of Archive Mnemonic Value Data Messages. A
final Archive Mnemonic Value Response Message indicates the final status, such as "3=Successful Completion" or
"4=Failed Completion", with the Boolean FINAL-RESPONSE set to True.iﬁ‘.ﬂpﬁeﬂﬂ%]

The stream of Archive Mnemonic Value Data Messages follows the successful exchange of the Archive Mnemonic
Value Request and Response Messages. The Archive Mnemonic Value Data Messages shall not be published
produced if the Archive Mnemonic Value Request Message contained any invalid mnemonics. The Archive
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Mnemonic Value Data Messages will continue to be published-produced at the specified rate until all requested dat:
has been publishedproduced. The ordering of the mnemonics in the Archive Mnemonic Value Data Message shall
be the same as the order specified in the Archive Mnemonic Value Request Message.

The Archive Mnemonic Value Data Message will contain one to many mnemonics and one to many data samples

per mnemonic.

If there is no data available for a mnemonic, the MNEMONIC.n.STATUS field will indicate a “Valid, Nodata”
condition exists, and the subsequent associated data value fields will not be provided for this mnemonic.

Table 8-137431. Archive Mnemonic Value Data \Message Summary\

A C2MS compliant application that has access to a telemetry archive such as a T&C

Usagelntended Usage by
Sender

Sender
component
Senders Intended PublishSend as part of a data stream

GUI Subsystem, Command Subsystem, Schedule Execution process, Expert

Usagelntended Usage by
Receiver

Receiver Subsystem, Assessment and Analysis
Receivers-intended SubseribeArchived MVAL analysis

What Spacecraft health and safety data, configuration data values, any mnemonic data value
After sending successful Archive Mnemonic Value Response Message. Then, at
When e
specified interval or requested rate.
Examples

1. Telemetry data to be displayed on a GUI page

2. Telemetry data for an analysis plot
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8.10.3.1 Archive Mnemonic Value Data Message Subjects
Table 8-138432. Archive Mnemonic Value Data Message Subject Naming

Sst:r?ilz(:'td Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | nomaint | pomainz | mission | consT | saT | Tve | sueTye ME1 ME2 ME3 | ME4 | ME5 | MES
Element fication

[domain 1 | [domain 2

A

Subject [constell sa | msG AMVAL [COMPONENT] REQUEST- Formatted Table

C2MS —system | -system [ [mission]
specific] specific]

ation] IDlfrequest id] Formatted: Centered

Content

Formatted: Centered

Example for
SenderExam Formatted: Centered

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG AMVAL TLM3 [GUID] «
Commented [MA384]: C2MS12-191

Publisher/
Sender Formatted: Centered

O

Example for

SenderExam

plefor C2Ms DOM1 DOM2 MSSN CNS1 SAT1 | MSG AMVAL TLM2 [GUID] « Formatted: Centered
Publisher/

Sender
Example for

ReceiverExa
mplefor C2MS DOM1 DOM2 * * SAT1 | MSG AMVAL TLM3 [GUID] - Formatted: Centered

Subseriber/
Receiver

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4{3e-957c-
1a29ec4c7d50" or similar.
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Table 8-139433. Properties of the Miscellaneous Elements for the Archive Mnemonic Value Data Message |

Miscellaneous Required / - . . .
Element Optional Description Field in Msg, if applicable
. Component name of
ME1 Required PublisherComponent name of Sender COMPONENT from header
ME2 Optional ID associated with original request REQUEST-ID
Examples

After the successful exchange of the Archive Mnemonic Value Request and Response Messages, the Archive
Mnemonic Value Data Messages are publishedproduced.

Two different PataProvider/Publisher/ServerData Providers send out the Archive Mnemonic Value Data Messages|
with the following subjects:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL.TLM3
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.AMVAL.TLM2

The Requestor/Subseriber/Client filters forsubseribes-to-receive the intended Archive Mnemonic Value Data
Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1 .MSG.AMVALI.ﬂK

8.10.3.2 /Archive Mnemonic Value Data M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Archive Mnemonic Value Data Message header.

Table 8-140134. Archive Mnemonic Value Data Message Pre-defined HeaderField Values

HeaderField Name Value
MESSAGE-TYPE MsSG
MESSAGE-SUBTYPE AMVAL
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE AMVAL
CONTENT-VERSION 2026.0
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8.10.3.3 Archive Mnemonic Value Data Message Contents

lThe following figure shows a UML object diagram of the Archive Mnemonic Value Data Message with its required Commented [MA387]: C2MS12-8, C2MS12-41, C2MS12-42,
and optional fields. C2MS12-10, C2MS12-53, C2MS12-177, C2MS12-143, C2MS12-142
C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message
{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

STATUS
1=Valid,
2=Valid, Nodata,
3=Invalid

Archive Mnemonic Value Data Message /s
{Message Header. SPECIFICATION -MNEMONIC Mnemonic s
Message Header MESSAGE-TYP | Ve
Message Header MESSAGE-SUBTYPE == ANVAL, 0 | TS 8= 1.2, 3
CONTENT-VERSION == 2026.0} "n.UNITS - String [0.1] RED-HIGH, RED-LOW, YELLOW-HIGH and
"REQUEST-ID - GUID .NUM-OF-SAMPLES : U16 P o have boan DEPREGATED. Use
-FINAL-MESSAGE : Boolean [0..1]
M ORMNEHONICSENG RAW-VALUE, EU-VALUE and TEXT-VALUE hav
been DEPRECATED. Use
SPACECRAFT-RAW, GROUND-RAW and
VALUE, instead
-SAMPLE|0..*
T Tsa";g'j] LIMIT-ENABLE-DISABLE
-m 5 ime [0.. 0O=Disabled, It
-m.SPACECGRAFT-RAW : Typed Variable [0..1] 1=Enabled 9‘:8,52(‘,5;@22
-m.GROUND-RAW : Typed Variable [0..1] 1=Nomal H
-m.VALUE : Typed Variable [0..1] 2:Warn|n§
-m RAW-VALUE - 132 [0_1] 3=Distress.

-m EU-VALUE : F64 [0_1]
-m.TEXT-VALUE : String [0..1]
-mFLAGS : 132 [0.1
-m LIMIT-ENABLE-DISABLE - Boolean [0.1] &
-m.RED-HIGH : Boolean [0..1]
-m.RED-LOW : Boolean [0..1]
-m.YELLOW-HIGH : Boolean [0..1]
-m.YELLOW-LOW : Boolean [0..1]
“MALARM-STATE - 116 [0.1] = {1, 2, 3, 4} e _ - =
-m.STATIC : Boolean [0..1] -
-m.QUALITY : Boolean [0.1] 4 — _ _ lauauty
0=Good quality,
1=Questionable quality

4=Critical

Figure 8-328-28. Archive Mnemonic Value Data Message Diagram

The following table describes additional field names, values, and notes for the Archive Mnemonic Value Data

Message.
rTabIe 8-141435. Archive Mnemonic Value Data Message Additional Information\ [r ted [MA388]: C2MS12-10
Field Name Type Presence Value Description < [ Formatted Table
Version number for this message content
CONTENT-VERSION F32 R 20246 description ( Commented [MA389]: C2vs12-53, C2Ms12-177
This field's value is to be the same as the
REQUEST-ID cuiD R REQUEST-ID in the associated REQ message.
FINAL-MESSAGE Boolean 0 yihen e, indicates he last message it e, |- rormatted: Centered
NUM-OF-MNEMONICS u16 R Total number of mnemonics in this message
Name of the ‘n" mnemonic - “n” starts at “1”.
MNEMONIC.n.NAME String DO This field is required for each mnemonic when [Commented [MA390]: c2ms12-42
__ NUM-OF-MNEMONICS > 0. [‘. ted [MA391]: C2Ms12.41
Value | Description o r— .
1 Valid Stzlagus of the ‘n! rrtlgem%nltc. valid m?gmonlc, or
116 n valid mnemonic with no data, or invali
SO e e b (Enumeration) g 2 \l\/lzlclj(i;ta mnemonic. This field is required for each
3 nvalid mnemonic when NUM-OF-MNEMONICS > 0.
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Field Name Type Presence Value Description [« | (Formatted Table
Units (such as "meters" and "mV") associated
with the VALUE field for each SAMPLE of Wi
associated with the raw value converted to
" engineering-unitsfor-the ‘" mnemonic. Ada
MNEMONIC.n.UNITS Sting 9 imple String type. the UNITS field s infenderi o | | Commented [MA394]: caws12-8
be used for display purposes only, as the s¢nder [ Formatted: Centered
and receiver of this information should agree on
the units of the value prior to usage.
MNEMONIC.n NUM- Number of data samples for the W™ mnempnG. | "ol i Centered
OF-S AMI';‘L.ES uU16 D This field is required for each mnemonic wl‘len :
NUM-OF-MNEMONICS > 0.
MNEMONIC.n.SAMPLE Time o Time stamp in UTClfor the ‘ma data samgle of | [ commented [MA392]: cams12-108
.m.TIME-STAMP the ‘n"” mnemonic - both “n” and "m" start gt “1”. - .
Space Segment Raw value (data as represgnted [r [MA393]: Cams12-117
MNEMONIC.n.SAMPLE on the ’spacecraﬁ) for the ‘mt” data_ sample jof
"m.SPACECRAFT- s Ve 0 the nfh mnemonlc.lThe Tvpeq Vgrl{able strycture
RAW contains the data via a type discriminator
— (SPACECRAFT-RAW.TYPE-DISCRIMINATOR)
and value (SPACECRAFT-RAW.DATA-VALUE).
Ground Segment Raw value for the ‘m™” dajta
sample of the ‘n” mnemonic. The Typed
MNEMONIC.n.SAMPLE Typed Variable 0 Variable structure contains the data via a type
.m.GROUND-RAW ~yped anel o = discriminator (GROUND-RAW.TYPE-
DISCRIMINATOR) and value (GROUND-
RAW.DATA-VALUE).
The final transformed value (having been
converted from a Raw) for the ‘mt” data sanple
MNEMONIC.n.SAMPLE Tyoed Variable 0 of the ‘nt” mnemonic. The Typed Variable
.m.VALUE Lyped Vanable = structure contains the data via a type
discriminator (VALUE.TYPE-DISCRIMINATIOR)
and value (VALUE.DATA-VALUE).
Ground Segment Raw value for the ‘mt” dajta
MNIW%PLE zample (t)f(t’h%‘n‘h' mnemonic. This field haa been
T g eprecated. Use
VALUE—im 1R EA'W |;' Cns Lo ge MNEMONIC.n.SAMPLE.m.GROUND-RAW,,
R o instead.Ravrvalue for the-‘n" data-sample pf the
AMPLE m:RAW-VALUE e )
Ground Segment Raw value converted to
DEPRECATED Engineering Units if engineering units convérsion
MNEMONIC.n.SAMPLE is presenlt for the l‘m‘h’ data sample of the ‘nj’
T F64ESA 00 mnemonic. This field has been deprgcated. Use
VALUE! '” E. MONIC.A-S = MNEMONIC.n.SAMPLE.m.VALUE, instead.Raw
‘A data-sample-of the-‘A*mnemonic
Ground Segment Raw value converted to g text
DEPRECATED string if text conversion is present for the ‘"’
MNEMONIC.n.SAMPLE data sample of the ‘n'" mnemonic. This fieldl has
.m.TEXT- . . been deprecated. Use
VALUEMNEMONIG.A-S E e = MNEMONIC.n.SAMPLE.m.VALUE, instead,Raw
YALUE is-present-forthe-'n*"data-sample-of the-‘n’
mnemonic
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Field Name Type Presence Value Description “
MNEMONIC.n.SAMPLE 132 0 Flags native to the T&C component for the ‘Amt’
.m.FLAGS data sample of the ‘n™” mnemonic
MNEMONIC.n.SAMPLE Value | Description ) . . R
m LIMIT-ENABLE- Boolean 0 0| Disabled | eicates e lmi checking state forthe ‘s
DISABLE 1| Enabled P
Value | Description | Indicates the Red High limit status for the ‘mat”
DEPRECATED 0 In-limits data sample of the ‘nt” mnemonic. This field has
MNEMONIC.n.SAMPLE Boolean 0 been deprecated. Use
.m.RED-HIGH 1 Out-of-limits | MNEMONIC.n.SAMPLE.m.ALARM-STATE,
instead.
Value | Description | Indicates the Red Low limit status for the ‘Amt’
DEPRECATED 0 In-limits data sample of the ‘nt” mnemonic. This field has
MNEMONIC.n.SAMPLE Boolean 0 been deprecated. Use
.m.RED-LOW 1 Out-of-limits | MNEMONIC.n.SAMPLE.m.ALARM-STATE,
instead.
Value | Description | Indicates the Yellow High limit status for the
DEPRECATED 0 In-limits ‘mat data sample of the ‘n"" mnemonic. This
MNEMONIC.n.SAMPLE Boolean 0 field has been deprecated. Use
.m.YELLOW-HIGH 1 Out-of-limits | MNEMONIC.n.SAMPLE.m.ALARM-STATE,
instead.
Value | Description | Indicates the Yellow Low limit status for the
DEPRECATED 0 In-limits ‘mat data sample of the ‘n"" mnemonic. This
MNEMONIC.n.SAMPLE Boolean 0 field has been deprecated. Use
.m.YELLOW-LOW 1 Out-of-limits | MNEMONIC.n.SAMPLE.m.ALARM-STATE,
instead.
Value | Description
0 Unavailable
MNEMONIC.n.SAMPLE 116 0 1 Normal Indicates the limit state of the ‘m"mth’ data
.Mm.ALARM-STATE (Enumeration) 2 Warning sample of the ‘nth’ mnemonic
3 Distress
4 Critical
MNEMONICn SAMPLE | o o [ DesCHPO | pnjicates th staic (stle) conditon for the ‘mat”
.m.STATIC oolean ctlye data sample of the ‘nt” mnemonic
1 Static
Value | Description
MNEMONIC.n.SAMPLE Boolean 0 0 Good quality | [Indicates the Quality for the ‘mat” data sample of
.m.QUALITY 4 | Questionabl | the mnemonic|
e quality

H\/INEMONlC.n.SAMPLE.m.VALUE should always be present (for each SAMPLE), but because it was introduced

in C2MS 1.2, it is currently designated as 'optional',

8.11 Satellite Command Messages

The Command Request, Command Response, and Command Echo Messages are used to send satellite commands
and then return status among components within the space-ground system.

Command Request/Response Messages are the core messages for initiating the transfer of already-built binary-
formatted commands (held in the CMD-DATA field) from a mission’s operation center through the ground network
and providing status regarding the uplink through the ground network toward the satellite. Due to bandwidth
narrowing on the uplink that may be considerably less than what is available on the ground, the commands may not
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be uplinked to the satellite in the same exact format. It is possible that the commands as transported through the
ground network may be stripped, compacted, or otherwise reduced in volume for transmission to the satellite.

Command Echo Message is used to provide echo information from the ground or the spacecraft during the uplink.

Command Creation Request/Response Messages are optionally used as an aid for generating a binary-formatted

command from a command name and set of zero or more variable command arguments. The generated command
can then be sent via the Command Request Message. Command-Messages-which-originate-within-a-mission’s

s

8.11.1 Command Request Message

TThe Command Request Message is the mechanism to send a binary-formatted satellite command from one
component to another as part of the uplink -within the space-ground system. A satellite command may pass through
a number of evolutionary steps that include scheduling, building, creating, validating, transporting, execution, and
verification.

The Command Request Message is used to package a binary-formatted command in whatever circumstance it is
found and transport it to the next component for processing.

Thus, a Command Request Messages may originate from a number of sources such as a GUI / work position, a
command line, a schedule, procedure, or any number of places within a space-ground system. It may be used by and
pass through a number of components before arriving at its satellite destination.

Table 8-142436. Command Request Message Summary|

x

Sender A C2MS compliant application responsible for generating or processing a satellite command

Senders Intended

Usagelntended Usage by Request processing of a satellite command

Sender

Recei Application providing a satellite command service such as building, executing, verifying, or
SGeIvel transporting

ReceiversIntended

Usagelntended Usage by SubseribeCommand request processing

Receiver

What Action request initiated by user, software, procedure, command schedule, etc.

When Normally, at scheduled time, or as circumstances warrant
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Examples

1. An operator input resulting in the generation of a satellite command that is then issued through this

message.fssti [COmmented [MA399]: c2Mms12-16

2. A command schedule execution component.

3. A request issued from a procedure.
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8.11.1.1 Command Request Message Subjects

Table 8-143137. Command Request Message Subject Naming

Subject
Standard

Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | nomaint | pomaiz | mission | consT | sat | Ty | sueTye ME1 ME2 | ME3 | ME4 | ME5 | MES
Element fication

[domain 1 | [domain 2

C2MS —system | —system | [mission] Formatted: Centered

Subject [constell [DESTINATION-

AA

safl | REQ CMD

Content ation] COMPONENT] Formatted Table

specific] specific]

SenderExam Formatted: Centered

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ CMD COMMOUT <

Publisher/

Example for [ Formatted: Centered, Space After: 0 pt
[ Formatted: Centered

A U A

Sender

Example for
SenderExam

ple for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ CMD ANTENNAS “ [ Formatted: Centered

Hubliched]
Seader

Example for
ReceiverExa

mple-for C2MS DOM1 DOM2 MSSN * SAT1 | REQ CMD COMMOUT - [ Formatted: Centered

Subscriber/
Hesciher
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Ta‘ble 8-144138. Properties of the Miscellaneous Elements for the Command Request Message\
Miscellaneous Required / inti il in T
Element Optional Description Field in Msg; if applicable
Optional component name of Service Provider
- - (Responder) (See Section 6.4.3.2 C2MS REQ | DESTINATION-
L2 L Message Type regarding COMPONENT from header
optionality)Gempenentname-of Responder
Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Request Message.

(CMDEXEC subject to send the Command Request to CMDOUT:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CMD.CMDOUT

CMDOUT subject to receive its own Command Request Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CMD.CMDOUT

CMDOUT subject to receive any CMDOUT Request Message:

C2MS.*.*x * * * REQ.*.CMDOUT

CMDOUT subject to receive any kind (REQ or RESP) of Command messages:

C2MS.*.* . * * * * CMD.CMDOUT]|
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8.11.1.2 [Command Request M

ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE-and MESSAGE-SUBTYPEnamed
fields for the Command Request Message, including both message and message header fields.-heades-

Table 8-145139. Command Request Message Pre-defined HeaderField Values
HeaderField Name Value “
MESSAGE-TYPE REQ
] e
Message Header. SPECIFICATION C2MS <
Message Header. MESSAGE-TYPE REQ -
Message Header. MESSAGE-SUBTYPE CMD «
CONTENT-VERSION 2026.0 «
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8.11.1.3 Command Request Message Contents

lThe following figure shows a UML object diagram of the Command Request Message with its required, optional, Commented [MA404]: C2MS12-16, C2MS12-53, C2MS12-114,
and dependent fields. C2MS12-15, C2MS12-177, C2MS12-143
[ }:}[}teressage

E-CONTENT—VERSION F32

Message Header I

Custom Field
0.* |

C2MS Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

CCSDSFRAME Format has been
DEPRECATED in favor of
CCSDSTRANSFERFRAME Format.

Command Request Messege Command Greaion Requeet Message
{Message Header.SPECIFICATION == C2MS, a froma
Message Header MESSAGE-TYPE E
Message Header MESSAGE-SUBTYP! :,ahriy;: ac:: f:;: fb:oar?’r;?er:’dtgrgumems,
CONTENT-VERSION 3 1c Request

-CMD-SOURCE : String [0..1] -
-CMD-FORMAT : String = {CCSDSPACKET, CCSDSFRAME, CCSDSTRANSFERFRAME, CLTU, MNEMONIC, RAW, TDM} o
-CMD-DATA : Binary
-SCID : U32[0..1]
-VCID : U16[0..1]
‘/B\$RSLSJ1 68[0 .11] 0.4] -CMD-METADATA-ITEM l [
- : Boolean [0..
FRAME-COUNTER : U32 [0..1] | Command Metadata item |
-PACKET-COUNTER : U32 [0..1] -n.NAME : String
-CMD-TYPE : String [0..1] = {REALTIME, FUTURE} -n.VALUE : String
-RELEASE-TIME : Time [0..1]
-EARLIEST-UPLINK-TIME : Time [0..1]
-LATEST-UPLINK-TIME : Time [0..1] _—
-SPACECRAFT-EXECUTION-TIME : Time [0..1]
-CMD-ECHO : Boolean [0..1] __ _ ARESPONSE is
-RESPONSE : Boolean ¢ —— - = DEPRECATED ‘

Figure 8-338-29. Command Request Message Contents Diagram |

The following table describes additional field names, values, and notes for the Command Request Message.

rTabIe 8-146140. Command Request Message Additional Information [r. d [MA405]: C2MS12-10
Field Name Type Presence Value Description - [ Formatted Table
Version number for this message
CONTENT-VERSION Fa2 R |2024d content description [Commented [MA406]: C2MS12-53, C2MS12-177
Which user/work
CMD-SOURCE String 0 position/proc/schedule the

message originated from
Type of command. CCSDSFRAME
has been deprecated. Use
CCSDSTRANSFERFRAME format

{ICCSDSPACKET, instead._ MNEMONIC has been
| String (DEPRECATED) CCSDSFRAME, | deprecated. Use Command
CMD-FORMAT . R CCSDSTRANSFERFRAME, Creation Request Message to Commented [MA407]: C2Ms12-16
{Entimeration} CLTU, (DEPRECATED) generate a command from a [

MNEMONIC, RAW, TDM} command name and set of
command arguments, which car
then be applied to a Command
Request Message.

CMD-DATA Binary R Command data
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Field Name

Type

Presence

Value

Description “

SCID

u32

CCSDS Spacecraft Identifier. SCID
applies to CCSDSPACKET,
CCSDSFRAME,
CCSDSTRANSFERFRAME, and
CLTU CMD-FORMAT.

VCID

u16

CCSDS Virtual Channel ID

APID

u16

CCSDS Application Process
Identifier . APID specifically applies
to the CCSDSPACKET CMD-
FORMAT.

BYPASS

Boolean

CCSDS COP-1 flag for “Bypass of
Acceptance Check”, i.e. without
verification

FRAME-COUNTER

u32

Reset to next expected command
counter

PACKET-COUNTER

u32

CMD-TYPE

String
(Enumeration)

{IREALTIME, FUTURE}}

If REALTIME, execute upon
receipt. If FUTURE, execute at
SPACECRAFT-EXECTION-TIME.

RELEASE-TIME

Time

Time in UTC the command should
begin being released from the
front-end processor to the remote
tracking station.

EARLIEST-UPLINK-
TIME

Time

Absolute (UTC) or relative time can
apply.

LATEST-UPLINK-TIME

Time

Absolute (UTC) or relative time can
apply.

SPACECRAFT-
EXECUTION-TIME

Time

Required if CMD-TYPE =
‘FUTURE". Absolute (in spacecraft
time) or relative time can apply.

CMD-ECHO

Boolean

Indicate if an ECHO should be sent
at any configured point(s) along the
ground chain as the command is
transmitted. Note that an ECHO

may not be produced if not
supported or not confiqured.\

[ Formatted Table

[Commented [MA408]: C2MS12-108

DEPRECATED

RESPONSE

Boolean

Indicates if a response is required.
Note that is field has been
deprecated and will be removed in
a future release of C2MS.
Receivers of this request should
ignore this field and assume a
response is required. Requesting
components may choose not to

watch for response messages.
Defaults to True.\

(c d [MA409]: C2Ms12-18

[ Formatted: Font: Bold

(c ted [MA410]: C2Ms12-15

REQUEST-ID

GUID

ID to identify the request message

INUM-OF-CMD-
METADATA-ITEMS

u16

170

Number of provided command
metadata name-value pairs
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Field Name Type Presence Value

Description [«

CMD-METADATA- -
ITEM.n.NAME =ing

lw)

Name of the command metadat
item - "n" starts at "1". This fieldjis
required for each command

metadata item specified when
NUM-OF-CMD-CMD-METADAT|A-

ITEMS > 0.

CMD-METADATA- -
ITEM.n.VALUE =ing

1o

Value of the command metadat:

item - "n" starts at "1". This fieldis
required for each command

metadata item specified when
NUM-OF-CMD-CMD-METADAT|A-
ITEMS > 0.

8.11.2 Command Response Message

A Command Response Message is sent by an application in response to a Command Request Message. The
Command Response Message provides acknowledgement of the Command Request Message, and a status of the
action completed. Since the building, transmission, execution, and verification of a satellite command may involve a

number of components, the status that is returned may be for any one of these steps in the process.

Command Response Messages, as described in Section 6.4.3.3, C2MS RESP Message Type, This includes

[ Formatted Table
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potentially providing command processing status of both the Ground Segment and Space Segment as reported in thq

field XTCE-STATUS of the Command Response Message.

For example, by monitoring the progress of the requested command through the ground processing as well as the

onboard processing of the spacecraft (via downlinked telemetry), the responding application may send a sequence of

Command Response Messages similar to the following:

Table 8-147. Command Response Message Sequence Example

Formatted

: Font: Times New Roman

Formatted

: Font: Times New Roman

Formatted

: Caption Table

Formatted

: Font:

Arial Narrow

Formatted

: Font:

Arial Narrow

Formatted

Formatted Table

Message RESPONSE-STATUS XTCE-STATUS [ Formatted: Font: Arial Narrow
/ [ Formatted: Font: Arial Narrow
Command Response Message 1 1 (Acknowledgement) N < [Formatted
Command Response Message 2 2 (Working/Keep alive) 3 (TransferredToRange) <[ Formatted: Font: Arial Narrow
[ Formatted: Font: Arial Narrow
Command Response Message 3 2 (Working/Keep alive) | 4 (SentFromRange) s [ Formatted
Command Response Message 4 2 (Working/Keep alive) B (Accepted) « [ Formatted: Font: Arial Narrow
. i . [ Formatted: Font: Arial Narrow
Command Response Message 5 2 (Working/Keep alive) 8 (Executing) < [ Formatted
\ I
Command Response Message 6 3 (Successful completion 9 (Complete) b [ Formatted: Font: Arial Narrow
[ Formatted: Font: Arial Narrow
[ Formatted
[ Formatted: Font: Arial Narrow
[ Formatted: Font: Arial Narrow
[ Formatted
Table 8-148141. Command Response Message Summary| [Commented [MA413]: C2mis12-161
| Sender | A C2MS application that received the Command Request Message J« (
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Senders Intended

Usagelntended Usage by Reply to the Command Request Message

Sender

Receiver Application that issued the Command Rt_equgst Message, or an application collecting
Command Response Messages for audit trail purposes

Pessbeerslatanded

Usagelntended Usage by Receive responseSubseribe

Receiver

What Provide success, failure, or interim status of the progress of the satellite command that was
issued/requested

When Upon receipt of the Command Request Message, or completion of this step of processing

Examples

1. Acknowledge receipt of the satellite command.

2. Return status of this step in the sequence of sending a satellite command.
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8.11.2.1 Command Response Message Subjects

Table 8-149142. Command Response Message Subject Naming

Sst:r?fieaitd Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | pomaiNt | pomainz | mission | const | sat | TP | sutve ME1 WE2 | ME3 | ME4 | MES5 |[ ME | Formatted Table

Element fication Yp

. . RESPONS
[domain 1 | [domain 2 [constell [DESTINATION- Formatted: Centered

Subject

7 Y

C2MS —system | —system | [mission] ation] [sat] | RESP CMD COMPONENT] STA%S][S

Content specific] specific] [ Formatted: Centered
tatus] !

L Commented [MA414]: C2MS12-191

o L )

Example for
SenderExam

ple-for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP CMD CMDOUT 1 I [ Formatted: Centered

Publisher/
Sender

Example for

SenderExam
ple for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP CMD CMDEXEC 4 [ [ Formatted: Centered

Publisher/
Sender

Example for
ReceiverExa

mple-for C2Ms DOM1 DOM2 MSSN * SAT1 | RESP CMD CMDEXEC * I [ Formatted: Centered

Subseriber/
Receiver
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Table 8-150443. Properties of the Miscellaneous Elements for the Command Response M

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable
ME1 Required Component name of Requestor DESTINATION-COMPONENT
from header
Status type supplied by
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Response message.

(CMDOUT subject to send the Command Response to CMDEXEC:

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.CMD.CMDEXEC. 3

CMDEXEC filters for thesubseribes-te-receive-itsown Command Response Messages:

C2MS.*.*.* . * * RESP.CMD.CMDEXEQ. *}|
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8.11.2.2 [Command Response M

ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Command Response Message, including both message and message header fields.-header:

Table 8-151144. Command Response Message Pre-defined H

der-Field Values

Header Field Name Value
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE CMB

Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE CMD
CONTENT-VERSION 2026.0

8.11.2.3 Command Response Message Contents

The following figure shows a UML object diagram of the Command Response Message with its required and

optional fields.

[ C2MS Message
-CONTENT-VERSION : F32

Message Header
Custom Field
0.*

C2MS Response Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID _—
-RESPONSE-STATUS : 16 = {1,2,3,4,5,6} -
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Command Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == CMD,
CONTENT-VERSION == 2026.0}
-RELEASE-TIME : Time [0..1] - -
-XTCE-STATUS :116[0..1] ={1,2,3,4,56,7,8,9,10} &
-RETURN-DATA : Binary [0..1]

Figure 8-348-30. Command Response Message Diagram

— — ~5=Invalid Request,

- 7=Queued,

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion

6=Final Message

The use of "6=Final Message"
has been DEPRECATED

AN
XTCE-STATUS
1=Acknowledgement,
2=Invalid,
3=TransferredToRange,
4=SentFromRange,
5=Received,
- — T |6=Accepted,

8=Executing,
9=Complete,
10=Failed

The following table describes additional field names, values, and notes for the Command Response Message.
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rTabIe 8-152145. Command Response Message Additional Information\ [r ted [MA419]: C2MS12-10, C2MS12-119, C2MS12-204 ]
Field Name Type Presence Value Description ~ [ Formatted Table
Version number for this message
CONTENT-VERSION F32 R 0246 content description [Commented [MA420]: C2MS12-53, C2M512-177

)
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[ Formatted Table

[ Formatted: Font: Arial Narrow, 10 pt

[ Formatted: Font: Bold

Field Name Type Presence Value Description “
Value Description
1 Acknowledgement
" z aocrggf}jfep Aalive Ld@tifies the stztuTshof the ctf;rgn;mdl
: eing processed. The use of 6=Final
RESPONSE-STATUS (Enumeration) R 7 gjﬁ:jpggz ation Message is deprecated. See 6.4.3.3
d ..eomp C2MS RESP Message Type.
5 Invalid fRequest
6 DEPRECATED Final
Message
When True, indicates the last message
in the response sequence. Defaults to
EINAL-RESPONSE Boolean 0 False. See 6.4.3.3 C2MS RESP
Message Type.
This field's value is to be the same as
REQUEST-ID GUID R the REQUEST-ID in the associated <
REQ message.
- Time application completed processing
TIME-COMPLETED Time 0 the Command i UTC.
Return value or status based on the
RETURN-VALUE 132 0 RES.PONSE-.STATUS. Useful to
provide function call status or error code
in the case of failed completion
Time in UTC command finished being
RELEASE-TIME Time 0 released from the front-end processor to
the remote tracking station.
Value Description
1 Acknowledgement
2 Invalid
3 TransferredToRange
CTCE.STATUS 16 o 451 gentfroszange _Srtz?tus ctqdes Lrocm the Ol\él(j )t(ML
- . eceive elemetric and Command data
(Enumeration) 6 Accepted Exchange data specification.
7 Queued
8 Executing
9 Complete
10 Failed
RETURN-DATA Binary 0 Additional data that may be desired

along with the completion status

8.11.3 Command Echo Message

A Command Echo Message is sent by an application that receives echo data, such as ground station equipment that
collects data from the antenna (either looped back at the ground site or the spacecraft itself). This message is
nominally sent after a Command Request is processed by the final destination (e.g., antenna or spacecraft). The
Command Echo Message can also be generated without a prior Command Request Message being sent; this is
known as an “unsolicited echo” and can be generated by ground station equipment as a result of the antenna
receiving noise or interference. The purpose of this message is to carry the actual command data that was received
by the final destination and supply it to the spacecraft operations center for comparison to the original command to
ensure integrity of the command bits received at the destination.
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Table 8-153146. Command Echo \Message Summary\ [Commented [MA422]: c2MS12-161

Sender A C2MS application that (may have) received the Command Request Message “ [ Formatted Table

Usagelntended Usage by Reply to the Command Request Message or send unsolicited

Sender

Receiver Application that issued the Command Request Message, or an application collecting
Command Echo Messages for audit trail purposes

Receivers Intended

Usagelntended Usage by SubseribeCommand echo monitoring

Receiver

What Provide success, failure, or interim status of the progress of the satellite command that
was issued/requested

When Upon receipt of the Command Request Message, or completion of this step of
processing or unsolicited (see description)

Examples

1. Acknowledge receipt of the satellite command.

2. Return status of this step in the sequence of sending a satellite command.
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8.11.3.1 Command Echo Message Subjects

Table 8-154147. Command Echo Message Subject Naming

Subject
Standard

Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | nomaint | pomainz | mission | const | saT | TvP | sustyp ME1 ME2 ME3 | ME4 | ME5 | MEG Formatted Table

Element fication |

Subject [domain 1 [domain 2 [constell CMDECHO E- T

Content C2MS —system | -system | [mission] ation] [sat] MSG [COMPONENT] STAT_US]{S Q]{Fe_ques .Formatted:Centered

[RESPONS | [REQUES “ [ Formatted: Centered
(

specific] specific] tatus} tid]

Commented [MA423]: C2MS12-191

Example for
SenderExam

ple-for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | CMDECHO CMDOUT 1 [GUID] “ [ Formatted: Centered

Publisher/
Sender

Example for

SenderExam
ple for C2MS DOM1 DOM2 MSSN CNS1 SAT1 MSG | CMDECHO CMDEXEC 4 [GUID] < [ Formatted: Centered

Publisher/
Sender

Example for
ReceiverExa

mple-for C2Ms DOM1 DOM2 MSSN * SAT1 | MSG | CMDECHO CMDEXEC * [GUID] < [ Formatted: Centered

Subseriber/
Receiver

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957c-
1a29ec4c7d50" or similar.
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Table 8-155148. Properties of the Miscellaneous Elements for the Command Echo M

=)

Miscellaneous Required / Descriotion Field Origination in Msg, if
Element Optional P applicable

ME1 Required PublisherComponent name of | COMPONENT from header
Sender

ME2 Requied | St type supplied by CMD-ECHO-RESULT
Responder

ME3 Optional ID associated with original REQUEST-ID
request

Examples

Two components, CMDEXEC and CMDOUT, interact with the Command Echo message.

‘CMDOUT subject to send the Command Echo to CMDEXEC:

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.CMDECHO.CMDEXEC .GOOD

CMDEXEC filters for thesubseribes-to-receive-its-own Command Echo Messages:

C2MS.*.* . * * * MSG.CMDECHO.CMDEXEC. +}

8.11.3.2 |[Command Echo Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPE name
fields for the Command Echo Message. including both message and message header fields.-headet-

Table 8-156149. Command Echo Message Pre-defined H.

d

HeaderField Name Value
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE CMBEGHO
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE CMDECHO
CONTENT-VERSION 2026.0
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8.11.3.3 Command Echo Message Contents

lThe following figure shows a UML object diagram of the Command Echo Message with its required and optional

fields.

ca2ms

|-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS, |
Message Header. MESSAGE-TYPE == MSG} |

|

-

Message Header |

éommandWEEh'o iiessage

| Custom Field ]
0.! Lh——

{Message Header.SPECIFICATION == C2MS,

CCSDSFRAME

[Commented [MA427]: c2MS12-53, C2MS12-177, C2MS12-143 ]

Message Header. MESSAGE-TYPE == MSG,

Message Header. MESSAGE-SUBTYPE == CMDECHO,
CONTENT-VERSION == 2026.0}

-REQUEST-ID : GUID

-CMD-ECHO-RESULT : String = {NOTC, GOOD, MISC, TOUT, UNEX}

-ECHOED-RECEIVE-TIME : Time [0..1]

-ECHOED-CMD-FRAME-COUNTER : U32 [0..1]

-ECHOED-CMD-SOURCE : String [0..1]

-ECHOED-CMD-FORMAT : String [0..1] = {CCSDSPACKET, CCSDSFRAME, CCSDSTRANSFERFRAME, CLTU, MNEMONIC, RAW, TDM}¢

3

Format has been
DEPRECATED in
favor of
CCSDSTRANSFER

-ECHOED-CMD-ENCODING : String [0..1] = {BINARY, DIBIT, TRIBIT}
-ECHOED-CMD-DATA : Binary [0..1]

-ECHOED-CMD-SCID : U32 [0..1]
-ECHOED-CMD-VCID : U16 [0..1]
-ECHOED-CMD-APID : U16 [0..1]
-ECHOED-CMD-BYPASS : Boolean

[0.1]

-ECHOED-CMD-PACKET-COUNTER : U32
-ECHOED-CMD-TYPE : String [0..1] = {REALTIME, FUTURE}

-ECHOED-RELEASE-TIME : Time [0

1]

|-ECHOED-EARLIEST-UPLINK-TIME : Time [0..1]
-ECHOED-LATEST-UPLINK-TIME : Time [0..1]
-ECHOED-SPACECRAFT-EXECUTION-TIME : Time [0..1]

Figure 8-358-31. Command Echo Message Diagram

The following table describes additional field names, values, and notes for the Command Echo Message.

fTabIe 8-157450. Command Echo Message Additional Information\ [r. ted [MA428]: C2MS12-10 ]
Field Name Type Presence Value . Descrlptlonl < [ Formatted Table ]
CONTENT-VERSION F32 R 20246 Version number for this
2 message content description [ Commented [MA429]: C2MS12-53, C2MS12-177 ]
This field’s value is to be the
same as the REQUEST-ID in
REQUEST-ID cuID R the associated REQ
message.
Value Description
NOTC | Not Compared
! ! String GOOD | Good Compare
CMD-ECHO-RESULT Enumeration R MISC | Miscompare The command echo result
TOUT | Timed out waiting for echo
UNEX | Unexpected echo received
ime in UTC the echo was
EIC;AHEOED'RECEIVE' Time 0 received or when the timeout
occurred| (c ted [MA430]: C2MS12-108 )
ECHOED-CMD- U32 0 The echoed command
FRAME-COUNTER counter; i.e., the command id
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Field Name Type Presence Value Description < [ Formatted Table
Which
ECHOED-CMD- Strin 0 user/workposition/proc/sched
SOURCE 9 ule the message originated
from
Type of command.
. {ICCSDSPACKET, CCSDSFRAME has been
ECHOED-CMD- String 0 (DEPRECATED) CCSDSFRAME, deprecated. Use
FORMAT (Enumeration) CCSDSTRANSFERFRAME, CCSDSTRANSFERFRAN E
CLTU, MNEMONIC, RAW, TDM}} f X
ormat instead.
) Type of command encoding;
ECHOED-CMD- String 0 (IBINARY, DIBIT, TRIBIT}] required if ECHOED-CM-
ENCODING (Enumeration) DATA is present
Received command echo
ECHOED-CMD-DATA Binary 6] data used to compare er
uplinked CMD-DATA
CCSDS Spacecraft Identifier.
SCID applies to
CSDSPACKET,
ECHOED-CMD-SCID u32 0 CCSDSFRAME,
CCSDSTRANSFERFRAME,
and CLTU ECHOED-CMD-
FORMAT.
ECHOED-CMD-VCID u16 0 CCSDS Virtual Channel I
CCSDS Application Process
Identifier. APID specificall
ECHOED-CMD-APID u16 0 applies to the L
CCSDSPACKET ECHOED-
CMD-FORMAT.
CCSDS COP-1 flag for
ECHOED-CMD- Boolean 0 “Bypass of Acceptance
BYPASS Check”, i.e., without
verification
ECHOED-CMD- “ Formatted: Left
PACKET-COUNTER us2 0 [
If REALTIME, execute uppn
String receipt; if FUTURE, execute
ECHOED-CMD-TYPE Enumeration 0 {[REALTIME, FUTURE}] at ECHOED-SPACECRAFT-
EXECUTION-TIME
Time in UTC the comman
[ECHOED-RELEASE- Time 0 should begin being releasgd [Commented [MA431]: c2MS12-108
TIME from the front end procesgor
to the remote tracking station
ECHOED-EARLIEST- Time 0 Absolute (UTC) or relative
UPLINK-TIME time can apply
ECHOED-LATEST- Time 0 Absolute (UTC) or relative
UPLINK-TIME time can apply
Required if ECHOED-CMD-
ECHOED- ”
SPACECRAFT- Time 0 TYPE="FUTURE", abs°"J‘.’
EXECUTION-TIME (_ln spacecraft time) or relgtive
time can apply
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8.11.4 Command Creation Request Message| < [ commented [MA432]: cavis12-16

J ssage is a mechanism for generating a forma [ Formatted: Heading 3

e command arguments. This allows a compo [ Formatted: Font: 10 pt

request from a service the building of the command from the data available, perhaps as provided by an operator. The
binary-formatted command, as returned in the corresponding Command Creation Response Message, can then be
provided as the CMD-DATA of the Command Request message.

It is not required to use Command Creation Request/Response Message to generate commands. Rather, this message
paring is provided to facilitate separation of concerns in the satellite command data processing flow, if desired.

)

Table 8-158. Command Creation Request Message Summﬂ\ . [r ted [MA433]: C2MS12-161
Sender A C2MS compliant application responsible for processing a satellite command < [ Formatted: Caption Table
Intended Usage by Sender Request creation of a satellite command in preparation of a Command Request Message [ Formatted Table
Receiver Application providing a satellite command building service Ny [ Formatted: Justified
Intended Usage by Receiver | Command creation
What Data processing related to command preparation
When During command preparation

Examples

1. An operator input issuing a satellite command

2. A command schedule or procedure execution involving variable arguments
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8.11.4.1 Command Creation Request Message Subjects
Table 8-159. Command Creation Request Message Subject Namin
| Sst%:\)iiea_crtd Domain Elements Mission Elements Message Elements Misceffaneous Elements [Ic"'“'“e"ted LT CAWSIZLG, VG
Subject | Speck: | poyang | pomaNz | mission | consT |saT | Tve | susTye ME1 ez | mEs | mes |mes  |Mes (Formatted Table
Element fication — — — — | — ]
. domain 1 | [domain 2 1
L — - - : H
(s%gi_‘:t C2MS _system — system [mission] I%Sr:e” [sat] REQ CR_(I:E,X'IE)ION gg?ATI;gANEI(\?',I}I] 2 [ Formatted: Centered, Space After: 0 pt
- sgec_ific specific] [ Formatted: Centered
Example for C CMD- CMDBUILDER- [ Formatted: Centered
2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ e - «
E :;ngc:: o CREQEION CMDEGTSDER [ Formatted: Centered
Xi = _§ Rl .
Sender C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ CREATION SATT [ .Formatted. Centered
Example for CMD- CMDBUILDER- . ! -
Receiver C2MS DOM1 DOM2 MSSN | w @ CREAT'ON A_B;C [.Formatted. Centered
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Table 8-160. Properties of the Mis

cellaneous Elements for the Command Creation Request Message
Miscellaneous Required / . . . . « Commented [MA435]: C2MS12-192. Note that this issue was
Element Optional = Fietd in Msq if a ble for “all Request Messages”, but this particular request message was
i i i included in the issue simply because it is new and did not
Optional component name of Service Provider DESTINATION-COMPONENT gk InlEiCe] L LIEN 5

ME1 Optional [Res:onder) (See Section 6.4.3.2 ‘CZMS REQ : ——r already eXIS‘E in the document. Fo: this reason, it is |ncIu’<,ied in this

— ~ptiona! Messaqe Tvpe rqurdinq optionalit rom-neaaer documentation change as part of “all Request Messages”.
‘ [ Formatted Table
) [ Formatted: Font: Arial Narrow, 10 pt
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Examples

Two components, CMDPROCESSOR1 and CMDBUILDER-SATI, interact with the Command Creation Request | <+

Message.

CMDPROCESSORI1 sends a message with the following subject to request creation of a formatted command.

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.CMD-CREATION.CMDBUILDER-SAT1 -«
CMDBUILDER-SAT] filters for the Command Creation Request Message. “
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.CMD-CREATION.CMDBUILDER-SAT1 or <
C2MS..... * .CMD-CREATION.CMDBUILDER-SAT1
8.11.4.2 [Command Creation Request Message Pre-defined Field Values -«

The abbreviated table below shows the required values of the named, fields for the Command Creation Request

[ Formatted:

Message, including both message and message header fields.

Table 8-161. Command Creation Request Message Pre-defined Field Values

Field Name Value -

Message Header. SPECIFICATION C2MS «

Message Header. MESSAGE-TYPE REQ «

Message Header. MESSAGE-SUBTYPE CMD-CREATION <

CONTENT-VERSION 2026.0 «
8.11.4.3 Command Creation Request Message Contents| -

The following figure shows a UML object diagram of the Command Creation Request Message with its required

and optional fields.
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C2MS Message

-CONTENT-VERSION : F32

T

C2MS Request Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Command Creation Request Message
{Message Header.SPECIFICATIO
Message Header. MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CMD-CREATION,
CONTENT-VERSION == 2026.0}

== C2MS,

Message Header

-CMD-NAME : String
-NUM-OF-CMD-ARGUMENTS : U16
-NUM-OF-CMD-METADATA-ITEMS : U16

-CMD-ARGUMENT | 0..*

Command Argument

-n.NAME : String [0..1]
-n.DATA : Typed Variable

-CMD-METADATA-ITEM | 0..*

Command Metadata Item

-n.NAME : String
-n.VALUE : String

Figure 8-36. Command Creation Request Message Diagram

The following table describes additional field names, values, and notes for the Command Creation Request

Message.
Table 8-162. Command Creation Request Message Additional Information <
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Verspn lnumber for this message content
T — — description
REQUEST-ID GUID R ID to identify the request message
The Name of the Command to be created - used
CMD-NAME String for command lookup by the command creation
component.
NUM-OF-CMD- .
"ARGUMENTS u16 R 0+ Number of provided command arguments
CMD- Strin 0 Name of the command argument - "n" starts at
ARGUMENT.n.NAME =ting = """
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Field Name

Type Presence Value

Description

CMD-
ARGUMENT.n.DATA

lw]

Typed Variable

Data associated with the argument as "Ty|

ped

Variable" defined in Section 6.3.6.2 Typed

Variable Structure, containing both a data
discriminator and a value - "n" starts at "1'
type of the data, including whether it is ra

type
. The
or

converted data, is as agreed upon betwee

n the

requestor and responder for this particular

argument. This field is required for each

command argument specified when
NUM-OF-CMD-ARGUMENTS > 0.

NUM-OF-CMD-
METADATA-ITEMS

c
=
I
120
o
¥

Number of provided command metadata rjame-

value pairs

CMD-METADATA-
ITEM.n.NAME

lw)

String

Name of the command metadata item - "n|'

starts at "1". This field is required for each

command metadata item specified when
NUM-OF-CMD-CMD-METADATA-ITEMS

CMD-METADATA-
ITEM.n.VALUE

lw]

String

Value of the command metadata item - "n

starts at "1". This field is required for each

command metadata item specified when
NUM-OF-CMD-CMD-METADATA-ITEMS

Command arguments can be represented positionally or as name-value pairs with the value represented as a Typed

Variable. To use name-value pairs, both the optional CMD-ARGUMENT.n.NAME and the required CMD-

ARGUMENT.n.DATA are specified. To use positional command arguments do not use the optional CMD-

ARGUMENT.n.NAME. In this latter case, the first argument (n=1) fills the first argument needed for the command

ete.

Command metadata items are always represented as name-value pairs.

8.11.5Command Creation Response Message

The Command Creation Response Message is sent in response to a Command Creation Request Message. It containfs
result of the responder's attempt to create the formatted command as requested. If successful, the formatted message]

<

is contained in the CMD-DATA field, which the original requestor can provide in CMD-DATA of a subsequent

Command Request message.

Table 8-163. Command Creation Response Message Summa[y\

[ Formatted: Font: 10 pt

[Commented [MA437]: c2mMS12-16

‘ [Formatted: Heading 3

{c d [MA438]: C2Ms12-161

Sender

Receiver

Intended Usage by Sender

A C2MS compliant service application responsible for generating a satellite command
Respond to a request for creation of a satellite command

The original requesting application

Intended Usage by Receiver | Receive response

What Data processing related to command preparation
When During command preparation
Examples

1. Command generation in response to operator input for a satellite command

2. Command generation during a command schedule or procedure execution involving variable command

arguments
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“ [ Formatted: No bullets or numbering
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8.11.5.1 Command Creation Response Message Subject
Table 8-164. Command Creation Reseonse Message Sub'|ect Naming
Sublect | Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject M DOMAIN1 | DOMAIN2 | MISSION | CONST SAT TYP SUBTYP ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication |/ |7/ |/ _ _ —_— —_— | = | |
. domain 1 domain 2
et | s [ | S { o | 0 | e | 20 | oo | s T [romatn o
- sgec_ific specific] [ Formatted Table
Example for CMD- CMD- B [ Formatted: Centered
Sender C2ws | DOM1 | DOM2 | MSSN | CNS1 | SATH | RESP | ~peation | PROCESSOR g (ormatted: Fort cotor uro
Example for CMD- CMD- . p
Sender C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP CREATION | PROCESSOR1 4 [ Formatted: Centered
Example for CMD- CMD- { Formatted: Centered
- C2MS DOM1 DOM2 MSSN SAT1 | RESP e P 5 «
|__Receiver - CREATION ] PROCESSOR2 _ [ Commented [MA439]: C2MS12-16, C2MS12-167, C2MS12-191
[ Formatted: Centered
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Table 8-165. Properties of the Miscellaneous Elements for the Command Creation Response Message
Miscellaneous Required / e Field in Msgq, if
Element Optional Description applicable
DESTINATION-
ME1 Required Component name of Requestor COMPONENT
from header
ME2 Required | Status type supplied by Responder ,gfil;%gSE- ( Formatted: Font: 10 pt
[ Formatted Table
Examples
Two components, CMDPROCESSOR1 and CMDBUILDER-SATI, interact with the Command Creation Response
Message.
After processing a Command Creation Request Message, CMDBUILDER-SATI sends a Command Creation
Response Message to the original requestor with the following subject.
C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.CMD-CREATION.CMDPROCESSORI . 3 <« [ Formatted: Indent: Left: 0", First line: 0.5"
CMDPROCESSORI filters for the Command Creation Response Message. . [ Formatted: Indent: Left: 0"
[c2MS.DOM1 . DOM2 . MSSN.CNS1.SAT1 .RESP.CMD-CREATION . CMDPROCESSORL . * or .. [ Formatted: Indent: Left: 0.5"
C2NE 0 0000 RESP.CMD-CREATION.CMDPROCESSORL. *‘ [Commented [MA440]: C2MS12-162

8.11.5.2 Command Creation Response Message Pre-defined Field Values [Commented [MA441]: c2ms12-177

The abbreviated table below shows the required values of the named fields for the Command Creation Response
Message, including both message and message header fields.

Table 8-166. Command Creation Response Message Pre-defined Field Values
Field Name Value < { Formatted Table
Message Header.SPECIFICATION C2MS « [ Formatted: Left
Message Header. MESSAGE-TYPE RESP -
Message Header. MESSAGE-SUBTYPE | CMD-CREATION “« ( Formatted: Left
CONTENT-VERSION 2026.0 « [ Formatted: Left
[ Formatted: Left

o L)

8.11.5.3 Command Creation Response Message Contents

The following figure shows a UML object diagram of the Command Creation Response Message with its required
and optional fields.

240 Command and Control Message Specification™ (C2MS™) V1.1



C2MS Message
-CONTENT-VERSION : F32

Message Header

C2MS Response Message

{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6}
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1] Valid RESPONSE-STATUS values
-RETURN-VALUE : 132 [0..1] for this message type:
3=Successful Completion
4=Failed Completion

5=Invalid Request

Command Creation Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == CMD-CREATION,
CONTENT-VERSION == 2026.0}
-CMD-FORMAT : String = {CCSDSPACKET, CCSDSTRANSFERFRAME, CLTU, RAW, TDM}
-CMD-DATA : Binary

Figure 8-37. Command Creation Response Message Diagram

The following table describes additional field names, values, and notes for the Command Creation Response
Message.

Table 8-167. Command Creation Response Message Additional Information - [ Formatted: Caption Table ]

Field Name Presence Value Description

g

R 2026 Version number for this mespage

LAY fant o it
contentaescription

CONTENT-VERSION

‘l'l
[o8)
N

[Commented [MA442]: c2MS12-53, C2MS12-177, C2MS12-204 ]

This field's value is to be the]

R same as the REQUEST-ID ip the
associated REQ message.

(]
=
S]

REQUEST-ID

Description Indicates the result of the request
Successful Completion | to generate the formatted
Failed Completion command. [Only the values shown
Invalid Request are valid here) ( commented [MA443]: cams12.177 )

<
=N
=
3

116
RESPONSE-STATUS | o =2

1=

o I~ Im‘

When True, indicates the lag
message in the response
sequence. Defaults to True 4nd is
always True if present. See
6.4.3.3 C2MS RESP Message [ Formatted: Font: Arial Narrow, 10 pt ]
Type.and note following this|table.

FINAL-RESPONSE Boolean

(o]

application |

( commented [MA444]: cams12-108 )
completed processing the repuest

TIME-COMPLETED Time

(@]

Return value or status based on

RETURN-VALUE 132 the RESPONSE-STATUS. Useful

(o]
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Field Name Type Presence Value Description

to provide error code in the case
of failed or invalid completion.

Font: Bold

String CCSDSPACKET Type of formatted command held
CMD-FORMAT . R CCSDSTRANSFERFRAME, -
- (Enumeration) CLTU. RAW. TDM! in CMD-DATA
Formatted Command as
CMD-DATA Binar R processed by the sender as a

result of the Command Creation
Request Message

It is assumed that processing a request to create a binary-formatted command is not long-running, resulting in only
one Command Creation Response Message. Because of this, the possible values of the RESPONSE-STATUS field
are constrained to the end-result: "Successful completion”, "Failed completion", and "Invalid request" (See Section
6.4.3.3, C2MS RESP Message Type).

8.12 Product Messages

8.12.1Product Request Message

C2MS has defined the Product Request Message, Product Response Message, and Product Messagefeltowing
messages to facilitate the needs of product producers and consumers. Products are data items associated with

command and control, such as orbital data, trending graphs, or other reports. (see Product Categories in Appendix A

— Categorization).

Product Request Message — used to request a product.
Product Response Message — used to return status of the request, and optionally to provide the product.
Product Message — used to:

1. Announce the availability of a generated product
2. Announce a product is accessible by providing the location with a Uniform Resource Identifier (URI), or
3. Provide the Product in the message or as an attachment.

Table 8-168151. Uses of the Product Message
Usage User Required Action

Available Must request the product

Accessible | Use the URI to get the product
Attachment | Extract the product from the message

The Product Message is publishedsent out either:

1. After the exchange of the Product Request and Product Response Messages, or
2. Unsolicited

The Product Response Message and the Product Message are used to distribute products. These messages are used
for a single product that may contain a multiple number of files. Generally, the contents of the different messages
are as follows:
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Product Request Message

Requests the distribution of product(s) — might require the producer to generate

Specifies attributes to describe the requested product(s)

Provides information to direct the means of distribution and/or target the distribution location
Optionally, includes precursor products (files) that are used to generate the requested product

Product Response Message

e  Return Status of the Product Request
e  Optionally, contains the actual product or product location information and the product attributes

Product Message

e  Contains the actual product or product location information
e  Contains product attributes

The C2MS Product Request Message effectively requests the distribution of a product. It may incidentally require
the generation of that product by the producer if it does not already exist.

The C2MS Product Response Message and the Product Message incorporate a framework to identify the number of
files per product. The messages also allow for determining the location of the distribution. The requestor could
specify the location or allow the producer to specify the location. Of course, these locations are dependent on the
granted access and authorization of components to these designated locations.

This set of messages can be used in the following Message Exchange Patterns (see Section 7 PIM - Message

Exchange Patterns):
. uest/Response - A Product Request Message followed by one or more Product Response Messages | < [ Formatted: Font: Bold
which ultimately contain the requested product(s) Formatted: Bulleted + Level: 1 + Aligned at: 0.25" +
Indent at: 0.5"

¢ Request/Response/Notify - A Product Request Message followed by one or more Product Response [ Formatted: Font: Bold

Messages and one or more Product Messages

e Notify - An unsolicited notification of a produced product via a Product Message [ Formatted: Font: Bold
e Notify/Request/Response - An unsolicited notification announcing product availability after which an [ Formatted: Font: Bold

interested component requests the product(s) via request/response

These are shown in more detail in the following table:

Table 8-169. Example Scenarios Using the Set of Product Messages
Message
Service Exchange Step 1 Message Step 2 Message Step 3 Message
Pﬂarn
Product Message: Option 1: Consumer can
Announce Product Noti retrieve product
Availability Notify Contains information about | Qption 2: Consumer must
new product request product
Deliver Product .
Automatically . Product Message:
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Step 1 Message

Step 2 Message

Step 3 Message

Contains product

Product Request:

Product Response:

Consumer requests
product

Producer delivers product

Product Request:

Product Response:

Product Message:

Consumer requests

Producer responds with

product generation and
delivery

status, begins product
generation

Producer delivers
generated product

Message
Service Exchange
Pattern
Deliver Available
Product Upon Rziqzizte
Request Response
Generate and Triad 1
Deliver Product (Rea/ Resp/
Upon Request Msa)
Announce and Triad 2
Deliver Product (Msa/ Rea/
Upon Request Resp)

Product Message:

Product Request:

Product Response:

Producer announces

Consumer requests

product availability

product

Producer delivers product

8.12.1 Product Request Message

|A Product Request Message is a service request that is issued to a data product provider by an application requesting

the distribution of product information.

Table 8-170. Product Request Message Summﬂ

Sender

A C2MS compliant application requesting product data from a product data service

Intended Usage by Sender

Request

Receiver

A product data service provider

Intended Usage by Receiver

Process request for product data

What Specifies attributes to describe the requested product(s)
When On demand
Examples

1. An application requests the distribution of product(s)‘
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8.12.1.1 Product Request Message Subjects

Table 8-171452. Product Request Message Subject Naming

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1 | DOMAIN2

MISSION

CONST

SAT

TYP SUBTYP

ME1 ME2 ME3 ME4 | MES ME6

Subject
Content

C2MS

[domain 1 | [domain 2
—system | —system
specific] specific]

[mission]

[constell
ation]

[sat]

REQ PROD

[DESTINATION-
COMPONENT]

AA

Formatted: Centered

Formatted Table

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1 DOM2

MSSN

CNS1

SAT1

REQ PROD

USER10 “

Formatted: Centered

Formatted: Centered

J U

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1 DOM2

MSSN

CNS1

SAT1

REQ PROD

APP5 <«

Formatted: Centered

Example for
ReceiverExa

mple-for
Subscriber/
Receiver

C2mMS

DOM1 DOM2

SAT1

REQ PROD

PLOTGEN b

Formatted: Centered
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Ta‘ble 8-172153. Properties of the Miscellaneous Elements for the Product Request Message\
Miscellaneous Required / n il in T .
Element Optional Description Field in Msg; if applicable
Optional component name of Service Provider
- - (Responder) (See Section 6.4.3.2 C2MS REQ | DESTINATION-COMPONENT
L2 L Message Type regarding from header
optionality)Gempenentname-of Responder
ME2 Not used
Examples

Two components, USER10 and PLOTGEN interact with the Product Request Message.

TUSERIO (PataRequestor/Subseriber/ClientData Requestor) sends a request to PLOTGEN (the-Pproduct
Provides/Publisher)/Server.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.PROD.PLOTGEN

PLOTGEN filters for-subseribe-subjeet-to-receive the Product Request Message.

C2MS.*.* . * * * REQ.PROD.PLOTGEN

C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ. * . PLOTGEN (PLOTGEN will receive any REQ

message)

8.12.1.2 lProduct Request Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE-and MESSAGE-SUBTYPEnamed

fields for the Product Request Message, including both message and message header fields.-header-

Table 8-173154. Product Request Message Pre-defined Header Field Values

HeaderField Name Value
MESSAGE-TYPE SEC
MESSAGE-SUBTYPE PROD
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE PROD
CONTENT-VERSION 2026.0
246
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8.12.1.3 Product Request Message Contents

lThe following figure shows a UML object diagram of the Product Request Message with its required and optional

fields.

C2MS M

~CONTENT-VERSION : F32

C2MS Request Message
{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID |

Product Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header MESSAGE-SUBTYPE PROD,
CONTENT-VERSION == 2026.0}

-START-TIME : Time [0..1]

-STOP-TIME : Time [0..1]

-REQ-STRING : String [0..1]

-NUM-OF-INPUT-FILES : U16

-PROD-NAME : String [0..1]

-PROD-DESCRIPTION : String [0..1]

-PROD-TYPE : String

-PROD-SUBTYPE : String
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16
-RESPOND-VIA-MSG : Siring = {(MSG.PROD, RESP.PRQOD}
-DELIVER-VIA-REFERENCE : Boolean [0..1] = false
-DELIVER-VIA-INCLUDE : Boolean [0..1] = true

-URI : String [0..1]

-NAME-PATTERN : String [0..1]

-FORMAT : String [0..1]

-VERSION : String [0..1]

-SIZE : U32 [0..1]

-PROD-SUBTYPE-SUBCATEGORY

Custom Field
0.7

Product Subtype Subcategory

-n.NAME : String

0.*

Input File

-n.URI : String [0..1]
JINPUT-FILE |-n.NAME-PATTERN : String [0..1]

Figure 8-388-32. Product Request Message Diagram

o+ |""DESCRIPTION : String [0..1]
- |-n.FORMAT : String [0..1]
-n.VERSION : String [0..1]
-n.SIZE : U32[0..1]

-n.DATA : Binary [0..1]

The following table describes additional field names, values, and notes for the Product Request Message.

Table 8-174455. Product Request Message Additional Information|

Commented [MA452]: c2mS12-10, C2MS12-41, C2MS12-53,
C2MS12-177, C2MS12-143

(D |

: _ [r d [MA453]: C2M512-10
Field Name Tipe Fresence valie Version number fc?ri:i":sr:m;:slge content - [r ted [MA456]: Cams12-41
CONTENT-VERSION F32 R 0248 e ( Formatted Table
START-TIME Time 0 Eegéj\iasrted starttime for the scope of the pfoduct [ Commented [MA454]: C2Ms12-53, C2MS12-177
STOP-TIME Time 0 Requested stop time for the scope of the product
to cover.
For application use as defined by the product
g ’ provider. The string will define a directive $tring,
TN Sl L or some other keyword syntax made kno;/n by
the provider.
Indicates the number of files included in this
NUM-OF-INPUT-FILES u16 R 0+ request message. ’1
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Field Name Type Presence Value Description < [r ted [MA456]: C2MS12-41
URI specifying the location where the file of the
product is stored - “n” starts at “1”. Either [ Formatted Table
INPUT-FILE.n.URI String Do INPUT-FILE.n.URI or INPUT-FILE.n.DATA (but
not both) must be present for each input file
when NUM-OF-INPUT-FILES > 0.
INPUT-FILE.n.NAME- Strin 0 Describes the file name. Not used if INPUT-
PATTERN 9 FILE.n.DATA is present,
INPUT- . o .
FILE.n.DESCRIPTION String 0 Description of the file in text or xml
INPUT- For application use. This field describes the file
FILE n.FORMAT String 0 format as agreed upon between the producer
and consumer of this message.
INPUT- : . .
FILE.n.VERSION String 0 Identifies the version ID of the file
INPUT-FILE.n.SIZE u32 0 KB Size of the included file
The file content. Either INPUT-FILE.n.URI or
. INPUT-FILE.n.DATA (but not both) must be
s CE A Binary e present for each input file when NUM-OF-
INPUT-FILES > 0.
PROD-NAME String ] Name of the product
PROD-DESCRIPTION String 0 Description of the product in text or xml
o b [ Formatted: Left
Description
Archive and
CE e
“ [ Formatted: Left
Automation
- ; “ [ Formatted: Left
Prod b d. (See Table A2, |
X . roduct type being requested. (See Table i Formatted: Left
UL String = Modeling-and Product Categories).
;
: b [ Formatted: Left
anRiRG 3 E
Scheduling
“ [ Formatted: Left
Serinting.C
“ [ Formatted: Left
Telemetry-and
Command
Product type-and
. SUDtype SeiRg Product subtype being requested. (See
RiROPAs CEMEE Sl J B e Table A- 2, Product Categories)
A-2 Product : gories).
. - n N .
NUM-OF-PROD- Number of further delineations / categories
beyond the product subtype. Also, used as msg
SUBTAE Sib J fk subject elements MES, MEBG, etc. in Product
SUBCATEGORIES ! ’ T
Message.
248 Command and Control Message Specification™ (C2MS™) V1.1




Field Name Type Presence Value Description < [r ted [MA456]: C2MS12-41
First subcategory of the product subtype.
PROD-SUBTYPE (Subject elements MES, MES, etc. of the [ Formatted Table
SUBCATEGORY.nNA String b Prod_uct Message) - “n” starts at “1”. This field is
ME required for each PROD-SUBTYPE-
SUBCATEGORY specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.
Value | Description
“MSG.P | Product
String ROD” | Message Indicates the message to use to deliver the
RESPOND-VIA-MSG (Enumeration) R ‘RESP Product product.
PROD" Response
Message
REQUEST-ID GUID R ID to identify the request message
Indicates if the product will be referenced py a
URI in the message specified above. Defdults
DELIVER-VIA- Boolean 0 to False. DELIVER-VIA-REFERENCE and
REFERENCE DELIVER-VIA-INCLUDE are mutually
exclusive. One or the other, but not both, fnust
be True.-
Indicates if the product is to be included inthe
message specified above. Defaults to Trug.
DEIII:JI(\JILEL'JRD\I/EIA Boolean 0 DELIVER-VIA-REFERENCE and DELIVER-
VIA-INCLUDE are mutually exclusive. Ong or
the other, but not both, must be True.:
Location where the requesting componentis
asking for the product file(s) to be stored. Could
URI String Do be a web address, directory, or folder
specification. Required if DDELIVER-VIA-
REFERENCE |s True. Not used otherwisel [r ted [MA455]: C2MS12-154
: Describes the file name. Not used if DELIYER-
NAME-PATTERN String 0 VIAINCLUDE is True.
For application use. This field deseribes
specifies the requested format of the resulting
FORMAT String 0 product file(s)file-format as agreed upon
between the producer and consumer of thls
message.
Specifies the requested version ID of the
VERSION String ] resulting product file(s)ldentifies-the-versigniB
of thefile
Maximum size in Kilobytes for each resulting
SIZE U32 0 KB product file.of the file-acceptable-to-the
The RESPOND-VIA-MSG field allows the requestor to specify if the product data should be provided directly in aJ
single Product Response Message or in a pattern of Product Response Messages (with status, but no products) and 4|
series of Product Messages.
The Product Request Message indicates whether the requestor expects to receive files containing the requested
product contents contained within the resulting messages (DELIVER-VIA-INCLUDE) or at an accessible location
(DELIVER-VIA-REFERENCE, URI and optional NAME-PATTERN). Note that DELIVER-VIA-INCLUDE and
DELIVER-VIA-REFERENCE (with its associated URI and optional NAME-PATTERN) are mutually exclusive. Ii
either case, FORMAT, VERSION, and SIZE all refer to the requested product files to be delivered.
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The Product Request Message may include "input files" containing precursor products used in the generation of the
requested products. These input files each have either a reference to an accessible location (via URI and the optional

NAME-PATTERN) or directly-contained DATA. The DATA field and URI (with its associated optional NAME-

PATTERN) are mutually exclusive. The input file's FORMAT, VERSION, and SIZE fields all refer to the contents

of each input file.

For an explanation on how the START-TIME and STOP-TIME could operate, see Table 8-10,Examples of Start and

Stop Timessee-Fable-8-20-Examples-of Start-and-Stop-Times.

[For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTY PE-

SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories|

The Product service provider should take care not to allow a database query, script expression, or other

executable string in REQ-STRING as this would create an exploitable security concern. Specifically, the service
requestor would thereby be able to provide an expression to be executed directly on the service provider at the
service provider's level of privilege. Instead, REQ-STRING should only be used to convey some keyword to the

service provider to indicate the type of action to be performed.

8.12.2 Product Response Message

A Product Response Message is sent by an application in response to a Product Request Message. The Product

Response Message will provide acknowledgment of the Product Request Message and a status of processing the

request toward completion. A series of Product Response Messages may be required in the case where the

processing of the action is not immediate. An example of this would be an orbit determination calculation. In this
event, an interim or interactive “working” type response message would be issued to let the requesting application

know that the action is still being processed.

The Product Response Message may contain the resulting product(s) or th

Product Messages.A

Please see Section 6.4.3.3 C2MS RESP Message Type for a general discussion of response messages.

Table 8-175. Product Response Message Summagd

e product(s) may follow in one or more
108-8 Me ge

Formatted: Font: Times New Roman

Formatted: Font: Times New Roman

| Formatted: Font: Times New Roman

(
(
{ Formatted: Font: Times New Roman
(
(

Formatted: Font: 10 pt

o L)

Commented [MA457]: C2MS12-39, but with modified
reference section title.

(c d [MA458]: C2Ms12-161

Sender A C2MS compliant application that received the Product Request Message
Intended Usage by Sender Reply
Receiver Application that issued the original request

Intended Usage by Receiver
What

Receive response

Acknowledgment and status of original request; possibly product data

Upon receipt of Product Request Message or at intervals for those services that are

When - -
time-consuming
Examples

1. An application provides product information directly in response to a request for product(s)

2. _An application responds to a request for product(s) by providing product gathering status in Product
Response Message(s). followed by one or more Product Messages
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8.12.2.1 Product Response Message Subjects

Table 8-176156. Product Response Message Subject Naming

Subject
Standard

Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- Formatted Table

s DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 | ME4 | ME5 *| ME6
Element fication |

[domain 1 | [domain 2

Subject [constell

C2MS —system | —system | [mission] [sat] | RESP B COMPONENT] STATUS?L{Statu “ Commented [MA460]: C2Ms12-191

Content

PRODPRO [DESTINATION- RESPONSE- « [ Formatted: Centered
ation] [
.

specific] specific]

L Formatted: Centered

o ) U

Example for
SenderExam

ple-for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP PROD USER1 1 “ [ Formatted: Centered

Hubliched]
Sender

Example for
SenderExam

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP PROD SCHED 1 N [ Formatted: Centered

Publisher/ [ Formatted: Centered

Sender

Example for
ReceiverExa

mple-for C2MS DOM1 DOM2 * * SAT1 | RESP PROD JOE * < [ Formatted: Centered

Subseriber/
Receiver
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Table 8-177157. Properties of the Miscellaneous Elements for the Product Response Message

Miscellaneous Required / - . s . .
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Required ;‘atus type supplied by RESPONSE-STATUS
esponder
Examples

Two components, the Scheduler (SCHED) (the DataRequestor/Subseriber/ClientData Requestor) and FD (the Data
Provider/Publisher/ServerData Provider) interact with the Product Response Message.

[FD sends a response message to the Scheduler (SCHED) -

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED. 1 or “

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.PROD.SCHED. 4

SCHED filters forsubseribes-to-receive the Product Response Message. <

[coMS. *.*.MSSN.*.* .RESP.PROD.SCHED. *> or “«

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.RESP.PROD. SCHED.1>‘

8.12.2.2 Product Response M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE -and MESSAGE-SUBTYPEnamed|
fields for the Product Response Message. including both message and message header fields.-

Table 8-178158. Product Response Message Pre-defined Header Field Values
HeaderField Name Value «
] =
MESSAGE-SUBTYPE PROD
Message Header.SPECIFICATION C2MS «
Message Header. MESSAGE-TYPE RESP «
Message Header. MESSAGE-SUBTYPE PROD «
CONTENT-VERSION 2026.0 «
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8.12.2.3 Product Response Message Contents

lThe following figure shows a UML object diagram of the Product Response Message with its required and optional

fields.

cams yessage

-CONTENT-VERSION : F32

C2MS Response Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3.4,5,6} & ~
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Product Response Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP,
Message Header MESSAGE-SUBTYPE == PROD,
CONTENT-VERSION == 2026.0}

-PROD-SUBTYPE-SUBCATEGORY | product Subtype Subcategory

I Message Header

|

| Custom Field
0:.%

1 AN
| RESPONSE-STATUS

| 1=Acknowledgement,

| 2=Working/Keep Alive,

— — — _|3=Successful Completion,

|4=Failed Completion
| 5=Invalid Request,
| 6=Final Message

The use of "6=Final Message"
| has been DEPRECATED

-PROD-NAME : String [0..1]

-PROD-DESCRIPTION : String [0..1]

-PROD-TYPE : String

-PROD-SUBTYPE : String

-REQUEST-ID : GUID
-NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16
-PROD-MSGS-TO-SEND : U16 [0..1]
-NUM-OF-FILES : U16

0..* |-n.NAME : String

File

-FILE|-n.URI : String [0..1]
-n.NAME-PATTERN : String [0..1]

Figure 8-398-33. Product Response Message Diagram

0.* |.n.DESCRIPTION : String [0..1]
-n.FORMAT : String [0..1]
-n.VERSION : String [0..1]
-n.SIZE : U32[0..1]

-n.DATA : Binary

The following table describes additional field names, values, and notes for the Product Response Message.

Table 8-179459. Product Response Message Additional Information|

Commented [MA464]: C2MS12-10, C2MS12-41, C2MS12-53,

C2MS12-177, C2MS12-143, C2MS12-119

[" ted [MA465]: C2MS12-10, C2MS12-119, C2MS12-204 ]

[Commented [MA466]: C2MS12-53, C2MS12-177

)

[ Formatted: Font: Arial Narrow, 10 pt

[ Formatted: Font: Bold

Field Name Type Presence Value Description
CONTENT-VERSION F32 R 20246 Version numper_for this message
content description
Value Description
1 Acknowledgement Identifies the status of the Product
2 Working / Keep Alive Request Message that was
116 3 Successful Completion | processed. The use of 6=Final
RESPONSE-STATUS (Enumeration) R 4 Failed Completion Message is deprecated. See
5 Invalid Request 6.4.3.3 C2MS RESP Message
6 DEPRECATED Final | Type-
Message
When True, indicates the last
message in the response
FINAL-RESPONSE Boolean 0] sequence. Defaults to False. See
6.4.3.3 C2MS RESP Message
Type.
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Field Name

Type

Presence

Value

Description

TIME-COMPLETED

Time

0]

Time application completed
processing the request in UTC|

ted [MA467]: C2MS12-108

RETURN-VALUE

132

Return value or status based on
the RESPONSE-STATUS. Used
to provide function call status or
error code in the case of failed
completion

PROD-NAME

String

Name of the product

PROD-DESCRIPTION

String

Description of the product in text
or xml

PROD-TYPE

String

170

Echo of the PROD-TYPE fie
from the Product Request
message.

[=%

PROD-SUBTYPE

String

Echo of the PROD-SUBTYPE
field from the Product Requgst
message.Product-type-and
subtype-beingrequested{Spe

REQUEST-ID

GUID

This field’s value is to be the
same as the REQUEST-ID in the
associated REQ message.

NUM-OF-PROD-
SUBTYPE-
SUBCATEGORIES

u16

0+

Number of further delineations /
categories beyond the product
subtype. Also, used as msg
subject elements ME5, MES, etc.
in Product Message.

PROD-SUBTYPE-
SUBCATEGORY.n.NAME

String

First subcategory of the product
subtype. (Subject elements MES5,
MEB, etc. of the Product
Message) - “n” starts at “1”. This
field is required for each PROD-
SUBTYPE-SUBCATEGORY
specified by NUM-OF-PROD-
SUBTYPE-SUBCATEGORIES.

PROD-MSGS-TO-SEND

u16

0+

Indicates the number of Product
Messages that will be

publishedsent out to satisfy the
PROD REAQ. [f unknown, dofnot

include this field. 19

can be usedto indicate

| Commented [MA468]: C2Vis12-35

NUM-OF-FILES

u16

0+

Indicates the number of files
included in this response
message.
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Field Name Type Presence Value Description
. URI specifying the location where
FILEnURI String 0 the file of the product is stored
FILE.n.NAME-PATTERN String o Describes the file name
FILE.n.DESCRIPTION String 0 Erzlscnptlon of the file in text or
For application use. This field
describes the file format as
FILE.n.FORMAT String o] agreed upon between the
producer and consumer of this
message.
FILE.n.VERSION String 0 Identifies the version ID of the file
FILE.n.SIZE u32 6] KB Size of the included file
The file content - “n” starts at “1".
. This field is required for each
FILEn.DATA Binary e mne‘monic when NUM-OF-FILES
>0,

(c ted [MA469]: C2Ms12-41

Note: The C2MS Product Message and Product Response Messages are used for a single product, that is, one
product per message. The Product Response and Product Messages allow for multiple files per product.

[For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-

SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories |

Table 8-180160. Meaning of RESPONSE-STATUS and RETURN-VALUE with Recommended Actions

User
Specified Rgﬁi‘%ﬂgE' RETURN-VALUE URI Action
the URI
N Successful (Thezonly Product was generated and placed Requestor should retrieve file at
. in URI chosen by responder responder’s URI location
meaningful value)
Y Successful 1 Product was generated and placed Requestor should retrieve file at
in URI specified by requestor the specified URI
v Successful 9 Product was generated but placed in | Requestor should retrieve file at
alternate URI chosen by responder | responder’s URI location
Product exceeded maximum
YorN Failed 3 requested file size or the default
maximum file size
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8.12.3 Product Message

h"he Product Message can be used by itself or in conjunction with the Product Request and Product Response
Messages. When the Product Message is used by itself, it can contain a notification of product availability or contain
the product itself. This is dependent upon the system design and mechanism chosen for product delivery.

Table 8-181. Product Message Summa[y\

Sender A C2MS compliant product data service -

Intended Usage by Sender Notify

Receiver Application interested in product data

Intended Usage by Receiver | Receive product data notification messages

What Product information from the product data service provider

When When product data becomes available for consumption by interested components
Examples

1. A product data service provider produces an unsolicited notification message with product data

2. A product data service provider produces a notification message containing product information as part of 4«

stream of data\
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8.12.3.1 Product Message Subjects
Table 8-182162. Product Message Subject Namingj

Com d [MA473]: C2MS12-190

J U U A

Subject Domain Elements Mission Elements Message Miscellaneous Elements
Standard Elements
Subject Speci- | homaiNt | DOMAINZ | Mission | consT | saT | TvP | susTYp | mE1 VE2 ME3 ME4 | ME5 | ME6 | ME7
Element fication 4
REQ
Subject [domin 1 [domain 2 [constell [COMPO | [PROD- | [PROD- | [PROD- | (see | (see || T Formatted: Centered
C2MSs —system | —system | [mission] . [sat] | MSG | PROD ST " : il
Content specific] specific] ation] NENT] NAME] TYPE] | SUBTYPE] | notes) | notes) Ql[Fe Formatted: Centered
id] Formatted Table

Example for Commented [MA474]: C2MS12-191
SenderExam )

ple-for coms | oomt | pom2 | wmssn | const | satt [mse| Proo | FD | pavsos | FD | oreev | FiL | FiL |[ [GU! | Formatted: Centered
Publisher/ D]

Sender
Example for
SenderExam Gl 5

ple for C2MS DOM1 DOM2 MSSN CNS1 | SAT1 | MSG | PROD FD MANS5 FD MAN 5 Formatted: Centered
Publisher / I

Sender
Example for
ReceiverExa -« [Gul )

mple for C2MS DOM1 DOM2 * * SAT1 | MSG | PROD FD * FD ORBEVT * * b Formatted: Centered
Subscriber/ I

Receiver
Bxampefor | coms | powt | pom2 . + | st |mse | proD | D . FD | ORBEVT | * ] % Formatted: Centered

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4{3e-957c-

1a29ec4c7d50" or similar.
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Table 8-183163. Properties of the Miscellaneous Elements for the Product Message

Miscellaneous Required / . Field in Msg, if
Element Optional Used For Description applicable

Publichi

ME1 Required Producing PublisherComponent name of Eeoal\él:rONENT from
Component Sender

ME2 Required Product Name The Name of the product PROD-NAME
Product Type or Categorization of the Product

ME3 Required | (o P type. (See Table A- 2, Product | PROD-TYPE

Categories).

ME4 Required Product Subtype Sub-categorization of the Product PROD-SUBTYPE
or Subclass Type. See above.

VE5 As necessar Product Subtype Sub-categorization of the PROD- | See “MES and ME6" note

Y| Subcategory 1 SUBTYPE below.
ME6 As necessary g:ﬁiﬁ;:g;%pe Sub-categorization of the above S:Izwl\.ﬂﬁ and MEG" note
MET Optional | Request D 'rsqifs(ic'a‘ed with original REQUEST-ID

WES and MEG6 note: The subject elements ME5and ME64Maﬁd-se+m are used to categorlze and sub-delineate

the products

ME?2 element and open end (>) the subject elements beyond ME4.|

Examples

~The eub%er-rber— nterested component may not always know the ME2 element
(PROD- NAME) or the number of subject elements used beyond the basic categorization of product type (ME3) and
product subtype (ME4). In this case, the interested subseriber-component should filter using a wildcard (*) forthe the

[Commented [MA475]: c2mMS12-190

Commented [MA476]: C2MS12-167 - reword to get rid of
‘subscribe’.

The Data-Previder/Publisher/ServerData Provider sends out the unsolicited Product Message with the following
subject:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD. FD.ORBEVT.FD.OE

The Requestor/Subseriber/Clientinterested component filters forsubseribes-to-reeeive a Product Message categorized
with a product type and subtype. It wildcard’s the MEI and ME? fields of component and product name (PROD-
NAME), respectively.

[C2MS .DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.*.* . FD.OE. +> or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.PROD.FD.ORBEVT.FD.OE.PERAPTIME. +>|
FD — Component name of product producerpublisher

ORBEVT —PROD-NAME of the product

FD — Product Type (FD = Flight Dynamics)

OE — Product Subtype (OE = Orbital Event)

PERAPTIME - A subtype of OE. PERAPTIME refers to a product that contains the perigee and apogee
times of the orbit.
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8.12.3.2 [Product Message Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Product Message, including both message and message header fields.-header:

Table 8-184164. Product Message Pre-defined Header Field Values

8.12.3.3 Product Message Contents
fl"he following figure shows a UML object diagram of the Product Message with its required and optional fields.

C2MS Message
-CONTENT-VERSION : F32
Fay

-

Message Header

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}
Fay

The following fields have been DEPRECATED:
- RESPONSE-STATUS

- TIME-COMPLETED

- RETURN-VALUE

- PROD-MSGS-TO-SEND
Product Message
{Message Header SPECIFICATION == CZMS, -
Message Header MESSAGE-TYPE == MSG, P
Message Header. MESSAGE-SUBTYPE ROD, -
CONTENT-VERSION == 20260} _ —
FINAL-MESSAGE : Boolean [0..1] 8
-RESPONSE-STATUS : 116 = {1,2,34,5,6) .
-TIME-COMPLETED - Time [0..1] -PROD-SUBTYPE-SUBCATEGORY [ product Subtype Subcategory |
-PRODUCT-CREATION-TIME - Time [0..1] rm =
"RETURN-VALUE : 132 [0..1] 0. [RESAMEESaINg
-DELIVER-VIA-REFERENCE : Boolean [0..1]
-DELIVER-VIA-INCLUDE : Boolean [0..1]
-PROD-MSGS-TO-SEND : U16 [0..1]
-PROD-SEQ-NUM : U16 [0..1]
-PROD-NAME : String [0..1]
-PROD-DESCRIPTION - String [0..1] File
-PROD-TYPE : Slring FILEoRT
PROD-SUBTYPE : String LA il e
-REQUEST-ID : GUID 0.* |-n.NAME- A'ITERI_\J : String [0..1]
NUM-OF-PROD-SUBTYPE-SUBCATEGORIES : U16 L DESGRETION Sine [0-.11
NUM-OF-FILES : U16 ! - 8tring [0..1]
-n.VERSION : String [0..1]
-nSIZE : U32[0.1]
-n.DATA : Binary

Figure 8-408-34. Product Message Diagram

The following table describes additional field names, values, and notes for the Product Message.
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HeaderField Name Value <
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE PROD

Message Header.SPECIFICATION C2MS “

Message Header. MESSAGE-TYPE MSG «

Message Header. MESSAGE-SUBTYPE PROD «

CONTENT-VERSION 2026.0 «

[Commented [MA478]: c2MS12-177

[ Formatted Table

| Formatted: Left

Formatted: Left

(
[ Formatted: Left
(
[ Formatted: Left

(D Y

Commented [MA479]: C2MS12-10, C2MS12-41, C2MS12-53,
C2MS12-177, C2MS12-143, C2MS12-119, C2MS12-150




)

)

Table 8-185165. Product Message Additional Information| [r d [MA480]: C2MS12-10, C2MS12-119, C2MS12-150 ]
Field Name Type Presence Value Description < [ Formatted Table
CONTENT- F32 R 0246 Version number for this message content

VERSION V 4J description [Commented [MA481]: C2MS12-53, C2MS12-177

FINAL-MESSAGE Boolean 0 When true, indicates the last message in

the stream. Defaults fo False.
Value Description Identifies the status of the Product Message
1 Acknowledgement that was processed. This field has been
2 Working / Keep Alive | deprecated. Use the concept of
5 | Successful RESPONSE-STATUS and FINAL-
Completion RESPONSE in the Product Response [Commented [MA482]: C2Ms12-204
EPRECATED 16 4 Failed Completion Message, instead. See note following the [Formatted. Font: Bold
- . D i i Note:Eventhough-a —
RESSTi(%UgE Enumeration) R 5 Invalid Request eRnedq Oefst4hl'ss t,a,ab'lde a-productmay-netbe-able [ Formatted: Font: Bold
. :
. tsb? SESE.ESSFE WEFEEM this-case
6 Final Message indicate-a Eailed Completion.
Time application created the producﬂm
DEPRECATED Time 0 UTC]. This field has been deprecated. Use [Commented [MA483]: C2M512-108
TIME-COMPLETED PRODUCT-CREATION-TIME, instead. See [ F ) :
- - ormatted: Font: Bold
note following the end of this table. [
~ Formatted Table
CRiFéi(T)I[é)LIJ\I(—:IME Time 0] Date/Time the the product was created.
Return value or status based on the
RESPONSE-STATUS. Used to provide
DEPRECATED 132 0 function call status or error code in the case [ Formatted Table
RETURN-VALUE of failed completion. This field has been
deprecated. See note following the end of
this table.
VIA Indicates the product is referenced by a
??EEE\E/EENV({Q Boolean 0] URI. A product can be included in a
message, referenced by a URI, or both.
Indicates the product is included in this
DElllzll(\J/LELTD\I/EIA Boolean o] message. A product can be included in a
message, referenced by a URI, or both.
Indicates the number of Product Messages
DEPRECATED that will be publishedsent out to satisfy the
PROD-MSGS-TO- u16 0] 0+ PROD REQ_. This field has been
SEND deprecated. See note following the end of
this table.
Indicates which message this is in the
PROD-SEQ-NUM u16 0 1+ sequence of Product Messages that
constitutes a product
PROD-NAME String 0 Name of the product
DESF(,)'T?(I)IBI-'I ON String o] Description of the product in text or xml
Uale Category of product. (See Table A- 2
PROD-TYPE String R " Description Product Categ_orles)
Archive-and-Analysis Regquest-message. If this Product Data
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Field Name

Type

Presence

Description

<

Message is the result of a Product Re

uest

Message, then this field is an echo of

he

PROD-TYPE field from that request.

PROD-SUBTYPE

String

Subcategory of the product. . (See Talple A-

2, Product Categories). If this Product

Data

Message is the result of a Product Re

uest

Message, then this field is an echo of

he

PROD-SUBTYPE field from that
request.Could-be-echo-of the PROD-
SUBTYPE field-of the-Product Reques
Message

ft

REQUEST-ID

GUID

This field's value is to be the same as
REQUEST-ID in the associated Produ
Request Message, if this message is
produced as a result of a request. .RE

he

bt

R

NUM-OF-PROD-
SUBTYPE-
SUBCATEGORIES

u16

1+

message.
Number of further delineations / categ
beyond the product subtype. Also, use
msg subject elements ME5, MES, etc.
Product Message.

ries
d as
in

PROD-SUBTYPE-
SUBCATEGORY .n.
NAME

String

First subcategory of the product subty
(Subject elements ME5, MES, etc.) -
starts at “1”. This field is required for e
PROD-SUBTYPE-SUBCATEGORY

specified by NUM-OF-PROD-SUBTYP
SUBCATEGORIES.

@

h
ach

E-

NUM-OF-FILES

u16

0+

Indicates the number of files included
Product Message.respense-message-

n this

FILE.n.URI

String

URI specifying the location where the file of

o

the product is stored — “n” starts at “1”

FILE.n.NAME-
PATTERN

String

Describes the file name

FILE.n.DESCRIPTI
ON

String

Description of the file in text or xml

FILE.n.FORMAT

String

For application use. This field describ:
file format as agreed upon between th
producer and consumer of this messa

s the

[

FILE.n.VERSION

String

Identifies the version ID of the file

FILE.n.SIZE

u32

KB

Size of the included file

FILE.n.DATA

Binary

The file content - “n” starts at “1”. This
is required for each mnemonic when

field
UM-

[ Formatted Table

(c d [MA484]: C2Ms12-41

OF-FILES > 0.
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[Note: A number of fields in the Product Message that related to the response semantics of the

Request/Response/Notify Message Exchange Pattern have been deprecated as of C2MS 1.2. These previously

dincluded fields properly belong to the Product Response Message but do not belong in the Product Message since
the latter may be generated without a Request/Response.

[For an explanation on how the NUM-OF-PROD-SUBTYPE-SUBCATEGORIES and PROD-SUBTYPE-
SUBCATEGORY.n.NAME should be used, see Section 6.3.8 Hierarchical Product Names — Type, Subtype, and

Subcategories.
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8.13 ]Simple Service Messages (DEPRECATED)

844 The Simple Service Messages have been deprecated and will be removed in a future release of C2MS. The
new OMG Generlc Service Messages should be used. mstead (see Section 9.2 OMG Generic Service

Messages).

them-with-a-completelynew set of messages: This is for the purpose of moving away from some constructs such as
the dual-use of the DESTINATION-COMPONENT field as well as the dual-use of the Simple Service Request
Message as either a service request or a completely unrelated publishnotification. At present, these messages are

retalned as-is in C2MS for backward compatlblhty Meaﬂwhﬂ%&M&eﬂem&age&h{mﬂ-ﬂg&h&us&efSﬂple

In many service-oriented designs, a one-to-one message exchange will occur between the consumer and producer of
a service. That is, the consumer will make a request of the producer of the product or service, and the producer will,
in turn, reply with a response. Many such message exchanges are possible using a complementary pair of Request
and Response type messages. The pair of Simple Service Messages is a general mechanism for the invocation of a
service from one component to another. Software components wishing to expose or make certain services available
to other components can utilize this general mechanism for that purpose.

The Simple Service Messages are similar in nature and function to the Directive Messages. Where the Directive
Request Message will use a keyword or text string to request some functionality of a component, the Simple Service
Request Message will make a service request by name, number, and/or operation. It will also pass in any parameters
that are required. The Simple Service Messages do not provide for files to be included in the messages though a
block of data can be returned in the Simple Service Response message. Also, it is expected that the number of
services offered by a component will be small enough so that name or number can easily identify them.

The intention of the Simple Service Messages is to allow a component to offer a small number of simple services to
other components and the system in general. They are not meant to provide a comprehensive service framework.
Simple Service Messages are not intended to provide permanent access to service capabilities, but rather, to provide
a way for onboarding new service capabilities quickly. The process of maturing service-providing components
should include establishing their own component-specific interfaces, leaving behind the use of Simple Service
Messages. Services are expected to be provided locally and not across domains, thereby allowing (or requiring) for
all provided services to be uniquely named within the immediate service area. Thus, any component could request
any service, by name, offered by another component, if authorized, within the local domain. Because a service name
may be used as a subjeetnamesubject element (MET) it must follow the same syntax as elements in a message
subject.

8.14.18.13.1 Simple Service Request Message (DEPRECATED)

The Simple Service Request Message has been deprecated and will be removed in a future release of C2MS. The
new OMG Generic Service Request Message or OMG Generic Service Data Message should be used, instead, for
purposes previously assigned to the Simple Service Request Message (see Section 9.2, 0MG Generic Service

Messages).

A Simple Service Request Message is a service request that is issued to one application from another. A service
request may also be input from a user through a GUI or command line, or as part of the internal logic of a
component. Services could also be grouped together in a procedure (or proc), an executable schedule, or other such
orchestration techniques. As components become less coupled, they may tend to offer or provide more services and
thus enable more rapid software development with orchestrated modules. The Simple Service Request Message will
request the invocation of a single service from a single component.
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8.14.1.18.13.11 Simple Service Request Message Subjects

In most request/response message exchange patterns, the ME] element is used to identify the requestor and
responder of the request. With the Simple Service messages, the MEI element may also be used to identify the
service. That is, the unique name of the service (following the syntax of the message subjeetnamesubject elements)
is inserted into element ME/. When the name of the service is inserted into the ME element, the message subject
elements TYPE, SUBTYPE, and ME! would appear as follows:

.. REQ.SERV.[SERVICENAME]
and
.. RESP.SERV.[SERVICENAME] ...

The above syntax shows the message subject for a service request message and service response message. In service
terminology, the requestor is known as the consumer of the service and the responder is known as the producer or
provider. This message subject syntax allows the consumer to request a service without knowledge of the name of
the component providing the service. The provider of the service should respond in kind using the service name in
the ME] element. As should be obvious, the producer must subseribe-filter not only forte messages subjects using
ME] as a component name, but also to message subjects usmg ME] as a serv1ce name. - a

Services are expected to be provided locally and not across domains, thereby allowing for all provided services to be
uniquely named within the immediate service area. If the service cannot be uniquely named within the service area,
then the ME] and ME?2 elements can be employed together to uniquely identify all services, similar to the mission-
satellite and message type-subtype pairings. The ME?2 element will serve as the general subject matter or group, and
the ME! element will identify the service, uniquely named, within that group.

Since a service name may be used as a subjeet-namesubject element it must follow the same syntax as elements in a

message subject. See Section 6.2.3 Format of C2MS Message Subjectsé6-2-2Format-of C2MS-Subject Names.

In order to distinguish service names from component names, naming conventions may be established. For
example, all services could be named as ““S_NNNN”, and/or all components could be named “C_NNNN”.
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Table 8-166. Simple Service Request Message Subject Naming

ss;::fa% Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- | nomaint | pomainz | mission | consT | sat | Tve | sueTye ME1 ME2 ME3 ME4 | ME5 | ME6
Element fication
[DESTINATION- | [SERVIC

[domain 1 | [domain 2 [constell COMPONENT o | EEREICHCRE . Commented [MA490]: C2Ms12-191

Subject -
Cc2MSs =system—{——system | [mission] h [sat] | REQ SERV GROUPs RATION-
Content ation] or SERVICE- NAME] Formatted Table

specific] specific] NAME]
group]

Example for

SenderExam

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ SERV FD DAY304 FD r Formatted: Centered

Publisher/
Sender
Example for

SenderExam
FD N Formatted: Centered

plefor C2MS DOM1 DOM2 MSSN CNS1 SAT1 | REQ SERV FD MAN55
Rublisher/

Sender
Example for

ReceiverExa
mple-for C2MmS DOM1 DOM2 * * SAT1 | REQ SERV FD * FD r Formatted: Centered

Subscriber/
Receiver
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rTabIe 8-167. Properties of the Miscellaneous Elements for the Simple Service Request Message{ [Commented [MA491]: c2mS12-93

Miscellaneous Required / s Field in Msg, if -
Element Optional Description applicable [ Formatted Table
DESTINATION-
Component name of producer, or COMPONENT
ME]I Required P £ th ¢ of producer, from header; or
name of the service SERVICE-
NAME
. Functional area, subject matter, or SERVICE-
ME2 Optional group to which the service belongs GROUP
. Name of the operation within the OPERATION-
ME3 Optional | (o ice NAME

The ME2 and ME3 elements serve as a two-element pair to uniquely identify all services, similar to the mission-
satellite and message type-subtype pair. Should the name of the service not be unique, the ME2 element can be
utilized to avoid ambiguity.

Examples:
Two components, APP4 and APP1, interact with the Simple Service Request Message. APP4 sends a Simple
Service Request Message to APP1.

APP4 subject to send a Simple Service Request for a particular service to APP1:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.APP1

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEA (using the service name convention
in MET)
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.SERV.SERVICEA.GROUPB (using the optional
service name convention of ME] and ME?2)
C2MS.DOM1.DOM2.MSSN.CNS1.SAT1.REQ.SERV.SERVICEA.GROUPB.OPERATIONI (using all
the ME elements)

lAPPl filters formessage-subjeet-subseripti ceive a request for a particular service using the service name
convention in ME1 (assumes all services are uniquely named):
C2MS.*.* % * * * % SERVICEA.+>

APPI filters formessage-subjee 5
unique, using the ME/ and ME?2 elements.
C2MS.*.*x * * *x * * SERVICEA.GROUPB.+>

ve a request for a particular service when service names are not

APP1 filters formessasesubjeet subseription-to-reeeive a request for a particular operation within a service by using
all the subject elements.
C2MS.* . * * * * * * SERVICEA.GROUPB.OPERATION1

APP1 filters formessase subjeet subseription-to-reeeive requests for any of its provided services when the service

naming convention is not used:

C2MS.*.*.*.*.* REQ.SERV.APPL.+| ( Commented [MA492]: C2ms12-162

APP1 subjects to receive all requests for any of its services:
FZMS.DOMl.DOMZ.MSSN.CNSl.SATl.REQ.SERV.APPl.i>
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEA. +>
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C2MS.*.* . * * * REQ.SERV.SERVICEB.+>

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.SERV.SERVICEC .i>|

and so on for each service.

8.14.1.28.13.1.2 Simple Service Request M

ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed
fields for the Simple Service Request Message. including both message and message header fields.-header:

{eaderField Values

Table 8-168. Simple Service Request Message Pre-defined |

HeaderField Name Value
MESSAGE-TYPE RECQ
MESSAGE-SUBTYPE SERV
Message Header. SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE SERV
CONTENT-VERSION 2026.0
814.4.38.13.1.3  Simple Service Request Message Contents

The following figure shows a UML object diagram of the Simple Service Request Message with its required and

optional fields.

C2MS Message

-CONTENT-VERSION : F32 Message Header

Custom Field

C2MS Request Message
{Message Header.SPECIFICATION == C2MS, 7
Message Header. MESSAGE-TYPE == REQ} 4

-REQUEST-ID : GUID

Simple Service Request Message

{Message Header.SPECIFICATION == C2MS,

Message Header MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == SERV,

CONTENT-VERSION == 2026.0} -PARAM

Simple Service Request
Message has been

DEPRECATED

Simple Service Parameter

"
RESPONSE : Boolean 0.
-USER : String [0..1]
-SERVICE-NAME : String [0..1]
_SERVICE-GROUP : String [0..1]
-SERVICE-NUMBER : 116 [0..1]
-SERVICE-VERSION : String [0..1]
_OPERATION-NAME : String [0..1]
~OPERATION-NUMBER : 116 (0..1]
_OPERATION-VERSION : String [0..1]
-NUM-OF-PARAMS : U16 -
-PRIORITY : 116 [0..1] = {1,2,3} 4 -
-REQUESTED-EXECUTION-TIME : Time [0..1]
REQUESTED-EXPIRATION-TIME : Time [0..1]

Figure 8-418-35. Simple Service Request Message Diagram

Command and Control Message Specification™ (C2MS™) V1.1

-n.NAME : String [0..1]
-n.VALUE : Variable [0..1]
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The following table describes additional field names, values, and notes for the Simple Service Request Message.

Table 8-169. Simple Service Request Message Additional Information| [r d [MA496]: C2MS12-10
Field Name Type Presence Value Description < [ Formatted Table
CONTENT- F32 R 2026] Version number for this message content

VERSION PQ 92026 description [Commented [MA497]: C2MS12-53, C2MS12-177
RESPONSE Boolean R Indicates if a response is required
REQUEST-ID GUID R ID to identify the request message
USER String 0 Which usgr/workl;posmon/proc/scheduIe the
message is coming from
Name of the service offered by a component. Note
that if the SERVICE-NAME is being used in the

SERVICE-NAME String 0 Message Subject (ME1), then the SERVICE-NAME

field must conform to the specialized String type,
Subject Token String.
Functional area, subject matter, or group to which
the service belongs. Note that if the SERVICE-

: . GROUP is being used in the Message Subject

SERVICE-GROUP | String 0 (ME2), then the SERVICE-GROUP field must

conform to the specialized String type, Subject
Token String.
SERVICE- )
NUMBER 116 0 Number of the service
SERVICE- . ) '
VERSION String 0 Version of the service
Name of the operation within the specified service.
OPERATION- String D An operation name or number may be specified, but
NAME
not both.
) Number of the operation within the specified service.
OPERATION 116 D An operation name or number may be specified, but
NUMBER
not both.
OPERATION- ) . N " .
VERSION String 0 Version of the operation within the specified service

NUM-OF-PARAMS U16 :\le:nl}é);r of parameters included within the service

PARAM.n.NAME String Name of the parameter - “n” starts at “1”.

Value of the parameter; Component must ascertain

PARAM.n.VALUE Variable 0 the data type before accessing the value (e.g., with

a function call)
Value | Description
PRIORITY 116 0 1 Low Indicates processing priority, if applicable. Default: 2
(Enumeration) 2 Medium Medium). ( Formatted: Font: Bold
3 High
E)‘(REECCEJLJI'IIESI-\IFEI'[I)ME Time 0 Absolute (UTC) or relative time can-apply | Commented [MA498]: caws12-108
- [ Formatted Table
REQUESTED-
EXPIRATION- Time 0 Absolute (UTC) or relative time can apply
TIME

Services may evolve over time and services may offer a number of variations or operations for a particular service.
A service may be identified by name or number. The requestor may choose either option. If there are a number of
operations for that service, then the requestor must specify which operation, by name or number is being requested.
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When service and operation parameters are not specified, the default will be the first service and first operation
within that service as determined by the provider.

The Simple Service Request Message can be used to:
1. Request a service
2. Provide an unsolicited service

To request a service and receive a response via the Simple Service Response Message, the requestor must mark the
RESPONSE field as true.

The Simple Service Request Message can also be used to provide an unsolicited service. That is, an application can
provide a set of data to other applications automatically, without them having to issue a request. The service
provider simply populates the “Parameters” fields of the Simple Service Request Message with the data to be
publishedsent out. The application can also identify the service in the “Service Information” fields. Additionally, th
provider of the unsolicited service will publish-produce the message with the name of the service in the ME/
element of the message subject. Applications wanting to avail themselves of the service will filter forsubseribe-te th
message subject for that service.

As an example, at the conclusion of a pass, an application will automatically provide a description of the pass that
includes the start and stop times, the collection point, and the satellite. This data can be inserted into the “Parameter”
fields along with the service name, say, ‘PASSDESC”, in the “SERVICE-NAME” field. Also, the “RESPONSE”
field is set to false. Then the message is publishedsent out with ‘PASSDESC” in the ME! element of the message
subject. Applications wishing to receive this pass description data automatically can easily filter forsubseribe-te this
message and receive all pass descriptions whenever they are publishedsent out.

Note that for unsolicited services, the Simple Service Request Message will be sent with a “PublishNotify” messagd
exchange pattern.

8.14.28.13.2 Simple Service Response Message (DEPRECATED)

The Simple Service Response Message has been deprecated and will be removed in a future release of C2MS. The
new OMG Generic Service Response Message should be used, instead (see Section 9.2, 0MG Generic Service

Messages, ).\

A Simple Service Response Message is sent by an application in response to a Simple Service Request Message.
The Simple Service Response Message will provide acknowledgment of the Simple Service Request Message, a
status of the action completed, and any data to be returned. A series of Simple Service Response Messages may be
required in the case where the processing of the action is lengthy. An example of this would be a complex
mathematical calculation using a large volume of data. In this event, an interim or interactive “working” type
message would be issued to let the original application know that the action is still being processed. Please see
Section 6.4 C2MS Messages: Their Characteristics and Interactions for a general discussion on these types of
messages.
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8-14-2.18.13.2.1

Table 8-170. Simple Service Response Message Subject Naming

Simple Service Response Message Subjects

Subject
Standard

Domain Elements

Mission Elements

Message Elements

Miscellaneous Elements

Subject
Element

Speci-
fication

DOMAIN1

DOMAIN2

MISSION

CONST

SAT

TYP

SUBTYP

ME1

ME2

ME3

ME4

MES5

MEG6

Subject
Content

C2mS

[domain 1
—system
specific]

[domain 2
— system
specific]

[mission]

[constell
ation]

[sat]

RESP

SERV

[DESTINATION-
COMPONENT
or SERVICE-
NAMEservice
name]

[RESPONS
E-STATUS]

Formatted Table

Example for
Sendej&eam
plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

RESP

SERV

FD

DAY3042

Commented [MA500]: C2MS12-191

Formatted: Centered

Example for
SenderExam

plefor
Publisher/
Sender

C2MS

DOM1

DOM2

MSSN

CNS1

SAT1

RESP

SERV

FD

MANS53

Formatted: Centered

Example for
ReceiverExa

seleer
Subscriber/
Receiver

C2mS

DOM1

DOM2

SAT1

RESP

SERV

FD

Formatted: Centered
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Table 8-171. Properties of the Miscellaneous Elements for the Simple Service Response Message

Miscellaneous | Required / Description Field Origination in Msg, if
Element Optional P applicable
DESTINATION-
Component name of COMPONENT from header,
MEI Required | consumer or name of or
service “SERVICE-NAME” from
content of Request msg
ME Reauired Status type supplied by “RESPONSE-STATUS” from
equire Responder content of Response message

Examples:
Two components, APP4 and APP1, interact with the Simple Service Response message. APP1 sends a Simple
Service Response Message to APP4.

APP1 subject to send the Simple Service Response to APP4:
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.SERV.APP4.1 or
C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.SERV.SERVICEA.1

APP4 filters forsubseribes-to-receive-its-own Simple Service Response Messages:
[C2MS . DOM1 . DOM2 . MSSN . CNS1 . SAT1.RESP. SERV.APP4 . *> or
C2MS.*.* .* . * * RESP.SERV.APP4.*>

8.14.2.28.13.2.2 Simple Service Response M ge Pre-defined Field ValuesHeader

The abbreviated table below shows the required values of the MESSAGE-TYPE and MESSAGE-SUBTYPEnamed|
fields for the Simple Service Response Message. including both message and message header fields.-header:

Table 8-172. Simple Service Response Message Pre-defined HeaderField Values

HeaderField Name Value
MESSAGE-TYPE RESP
MESSAGE-SUBTYPE SERV
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE SERV
CONTENT-VERSION 2026.0
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8.14.2.38.13.2.3

Simple Service Response Message Contents

The following figure shows a UML object diagram of the Simple Service Response Message with its required and

optional fields.

C2MS Message
-CONTENT-VERSION : F32

—1 Message Header
—‘0 Custom Field

C2MS Response Message
{Message Header.SPECIFICATION == C2MS,

Message Header. MESSAGE-TYPE == RESP} _ - -
-REQUEST-ID : GUID - -
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6} q

-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Simple Service Response Message - -
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == SERV,
CONTENT-VERSION == 2026.0}

-SERVICE-NAME : String [0..1]
-DATA : Binary [0..1]

Figure 8-428-36. Simple Service Response Message Diagram

16=Final Message

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
5=Invalid Request,

The use of "6=Final Message"
has been DEPRECATED

B

Simple Service Response
__|Message has been
- DEPRECATED

The following table describes additional field names, values, and notes for the Simple Service Response Message.

Commented [MA503]: C2MS12-22, C2MS12-53, C2MS12-177,
C2MS12-143

Table 8-173. Simple Service Response Message Additional Information| [r ted [MA504]: C2MS12-10
Field Name Type Presence Value Description < [ Formatted Table
CONTENT- F32 R [202 46] Version number for this message content

VERSION 2 description [Commented [MA505]: C2MS12-53, C2MS12-177
Value Description
1 Acknowledgement
2 Working/Kkeep Aalive
RESPONSE- 116 R 3 Successful Identifies the status of the Simple Service
STATUS (Enumeration) Ceompletion being processed
4 Failed Ceompletion
5 Invalid Request
6 Final Message
This field's value is to be the same as the
REQUEST-ID GUID R REQUEST-ID in the associated REQ
message.
Name of the service offered by a component.
Note that if the SERVICE-NAME is being
SERVICE- String 0 used in the Message Subject (ME1), then the
NAME SERVICE-NAME field must conform to the
specialized String type, Subject Token
String.
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(c ted [MA506]; C2Ms12-108

Field Name Type Presence Value Description | “ [ Formatted Table
TIME- Time 0 Time application completed processing the
COMPLETED Simple Service in UTC|
RETURN- Return value or status based on the
132 0 RESPONSE-STATUS. Provides additional
VALUE : ) .
status information particular to the requést.
DATA Binary 0 Additional data that may accompany
the response

8-158.14 Navigation Data Messages

Within the CCSDS recommended standards there are definitions for various telemetry messages and formats
(frames and packets). The C2MS includes a corresponding message set to encapsulate the CCSDS telemetry
message definitions. (Additionally, C2MS includes other types of non-CCSDS telemetry messages.) See Section 8.7
Real-time Telemetry Data Messages.

Currently, CCSDS has defined a set of six navigation data messages for attitude, orbit, and tracking data. It is
expected that these types of definitions will grow in number. The C2MS will follow a similar course of action with
the navigation data messages as it has with the telemetry messages. As a result, the C2MS will be able to provide
support for the existing set of navigation data messages and be extensible in anticipation of accommodating
additional navigation data messages.

There are three basic types of CCSDS Navigation Data Messages (NDM).

e Attitude Data Message (ADM)
e Orbit Data Message (ODM)
e Tracking Data Message (TDM)

ADMs are used to convey spacecraft attitude information. These can include:

e Attitude Parameter Message (APM) — Consists of instantaneous attitude state and optional attitude

maneuvers.

e Attitude Ephemeris Message (AEM) — Consists of a history/forecast of the attitude of the object that can be

interpolated to ascertain the attitude of the object at other times.

ODMs are used to convey trajectory information. These can include:

e Orbit Parameter Message (OPM) — Consists of a single state vector at a given time that represents the

trajectory of the object.

e Orbit Mean-Elements Message (OMM) — Consists of a single object at a specified epoch expressed in mean

Keplerian elements.

e  Orbit Ephemeris Message (OEM) — Consists of a history/forecast of state vectors that can be interpolated to
ascertain the trajectory of the object at other times.

TDMs are used to convey a variety of tracking data used in the orbit determination process.

For example:

e Doppler and range radiometrics in a variety of tracking modes

e Very-long-baseline Interferometry (VLBI) data, antenna pointing angles, etc.
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The CCSDS navigation data messages are summarized in the following table.

Table 8-174. CCSDS Navigation Data M ge

specific time range

single message

CCSDS CCSDS Doc.
Message Contents Purpose Document No.
Suitable for exchanges that
Attitude Parameter Attitude state for single ;Lj;ehiﬁgw?;f:r:;?g 2)
Message (APM) object at single epoch do notrequire high idelty | . 504.0-8-1
dynamic modeling Melsl;aeesa a
9 (05/2008)
Attitude Ephemeris Attitude state for single 1S)u :ﬁ?;;g;?g?iggﬁﬁ;hmt h
Message (AEM) object at multiple epochs o ; 2) require g
fidelity dynamic modeling
Suitable for exchanges that
Orbit Parameter Position and velocity of a 1) are automated and/or
Message (OPM) single object at a specified have human interaction; 2)
9 epoch do not require high fidelity
dynamic modeling
Suitable for exchanges that 502.0-B-2
Orbit Mean-Elements Specifies orbital 1) are automated and/or Orbit Data ‘
Message (OMM) characteristics of a single have human interaction; 2) Messages (11/2009)
9 object at a specified epoch do not require high fidelity
dynamic modeling
Position and velocity of a )
Orbit Ephemeris single object at multiple 1S)u gﬁf’;ﬁ;ﬁ?iggﬁﬁéhﬁt h
Message (OEM) epochs within a single time o " quire hig
fidelity dynamic modeling
range
Tracking data for one or Convey a variety of tracking 503.0.B-1
Tracking Data Message | MO tracking participants at | data used in the orbit Tracking Data -
9 g multiple epochs within a determination process in a Message (11/2007)

CCSDS Navigation messages can be exchanged in one of two formats: keyword value notation (KVN) and XML,
the “eXtensible Markup Language”. XML is a better format for specifying the ASCII-based data in the messages.

The schema for these types of messages can be found at the CCSDS web site public.ccsds.org in the document
“XML Specification for Navigation Data Messages (CCSDS 505.0.B-1, 12/2010). Additionally, other non-CCSDS
navigation data messages may be exchanged. These messages could be in ASCII format, binary, or even a raw

tracking data stream.

Attitude data messages are used to transfer spacecraft attitude information between cooperating entities. They can be
used for preflight planning and tracking, tracking and attitude operations, attitude propagations and predictions.

Orbit data messages are used to transfer spacecraft orbit information between cooperating entities. They can be used
for preflight planning and tracking, scheduling tracking support, orbit propagation, orbit reconstruction, collision
avoidance analysis, and maneuver planning and assessment.
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Tracking Data Messages are used to exchange spacecraft tracking data between space agencies, between centers
within a space agency, between systems within a center, and other types of interfaces. Some examples of the data
within a Tracking Data Message are uplink frequencies, range, Doppler, antenna angles, clock parameters, and
meteorological data.

Note:

e For Navigation Data messages subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages.

e  For Navigation Data message header, see Section 8.14.7.2 Header for Navigation Data Messages.

8.15-18.14.1 Attitude Parameter Message

The content of the C2MS Attitude Parameter Message contains a CCSDS APM (or another format) and is used for

transferring APMs. Attitude information within the Attitude Parameter Message contains the state of a single object
at a specified epoch. The APM provides information for use in modeling finite maneuvers. Solar radiation pressure

can be modeled when accompanied with an Orbit Parameter Message.

The NDM-TYPE field of the Attitude Parameter Message Contents is set to CCSDS-APM or APM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of APMs. The mode of the APM can
be either real-time (RT), replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction
with the mission and vehicle to identify the specific activity that is occurring during the mission. The FORMAT
field indicates whether the APM is in XML, keyword value notation, raw, or binary format.

8.145.418.14.1.1 Attitude Parameter Message Subjects

For Attitude Parameter Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages

8.15.4.28.14.1.2 Attitude Parameter Message Header

For Attitude Parameter Message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.1.38.14.1.3 Attitude Parameter Message Contents

The following figure shows a UML object diagram of the Attitude Parameter Message with its required and optional

fields.
Commented [MA507]: C2MS12-10, C2MS12-53, C2MS12-177,
C2MS Message C2MS12-143
-CONTENT-VERSION : F32 ———
vy Message Header

Custom Field
0.°

C2MS Notification Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

STREAM-MODE
RT=real time,
RPY=replay/playback,

Attitude Parameter Message
{Message Header. SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE SIM=simulator,
Message Header MESSAGE-SUBTYPE == NDM, TEST=test/data generator
CONTENT-VERSION == 2026.0}

-NDM-TYPE : String = {CCSDS-APM APM} _ —|The use of STREAM-MODE to designate a message
-NDM-SUBTYPE : String [0..1] _ - - as anything other than Real-time (RT) is strongly
-STREAM-MODE : String = {RT,RPY,SIM, TEST} T~ discouraged in a large formal enterprise.

-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN, XML ,RAW,BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

Figure 8-438-37. Attitude Parameter Message Diagram

The following table describes additional field names, values, and notes for the Attitude Parameter Message.

fTabIe 8-175. Attitude Parameter Message Additional Information] [Commented [MA508]: C2Ms12-10
Field Name Type Presence Value Description “ [ Formatted Table
CONTENT-VERSION F32 R Q@-LQM] X;:fé?ﬂ gzsrztr)i?);igzr this message [Commented [MA509]: C2MS12-53, C2MS12-177
NDM-TYPE String R {ICCSDS-APM, APM}} gfé??ﬁif&"éi’?ﬁ;”ﬁ gigjggs or
(Enumeration) Y another format

Descriptor of the type / kind of the
contents of the APM. E.g. Attitude

NDM-SUBTYPE String 0 [miscellaneous] .
state info, Euler angle rates, or
spacecraft parameters
Value Description Identifies the mode of the stream of
RT Real-time messages as either Real-time,
RPY | Replay Replay, Simulator, or Test. The use
STREAM-MODE String R SIM | Simulator of STREAM-MOEF to (:ﬁsigtr;]ate a
- . message as anything other than
(Enumeration) Real-time (RT) is strongly
TEST | Test/Data Generator discouraged in a large formal
enterprise. See STREAM-MODE
Usage Caution in Section 6.3.7.
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Field Name Type Presence Value Description | < [ Formatted Table
When true (and known, especially
FINAL-MESSAGE Boolean 0 for replay data), indicates the [pst
message in the stream.
CREATION-TIME Time 0 Time the Nayigation Data Meskage
was created in UTC] (c ted [MA510]: C2Ms12-108
ACTIVITY-ID String 0 Speplfles thg aptmty occurring
within the mission
. Creating agency. E.g., GSFC-FDF,
ORIGINATOR String o] GSOC, JPL, JAXA efc.
OBJECT-NAME String 0 Spacecraft name
OBJECT-ID String 0 Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notatign,
FORMAT String R {IKVN, XML, RAW, BIN, Custorn}] R eXthns(it)ple M?”ffu i sk
. , , \ ustom aw, or Bin (binary). If anothef
(Enumeration) format is used, specify 'Custorp’,
here, and designate the format in
CUSTOM-FORMAT.
Used to designate a format no
available in the enumerated list,
above. To do this, use 'Custony' for
CUSTOM-FORMAT String D the FORMAT and specify the mame
of the custom format here. Thip field
is required when FORMAT is det to
'Custom".
Attitude Parameter Message
DATA Binary 0 contents — see Table 8-174 fof « [ Formatted Table
reference to CCSDS format

8.15.28.14.2 Attitude Ephemeris Message

The content of the C2MS Attitude Ephemeris Message is a CCSDS AEM (or another format) and is used for
transferring AEMs. Attitude information within the Attitude Parameter Message contains the state of a single object
at multiple epochs within a specified time range. The AEM provides information for use in dynamic modeling of
various kinds of torques such as solar pressure, magnetics, and atmospheric torques.

The NDM-TYPE field of the Attitude Ephemeris Message Contents is set to CCSDS-AEM or AEM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of AEMs. The mode of the AEM can
be either real-time (RT), replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction
with the mission and vehicle to identify the specific activity that is occurring during the mission. The FORMAT
field indicates whether the AEM is in XML, keyword value notation, raw, or binary format.

8.15.2.18.14.2.1 Attitude Ephemeris Message Subjects
For Attitude Ephemeris Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages.

8.15.2.28.14.2.2 Attitude Ephemeris Message Header
For Attitude Ephemeris Message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.2.38.14.2.3 Attitude Ephemeris Message Contents

The following figure shows a UML object diagram of the Attitude Ephemeris Message with its required and
optional fields.

Commented [MA511]: C2MS12-10, C2MS12-53, C2MS12-177,

C2MS Message C2MS12-143

-CONTENT-VERSION : F32

Message Header
Custom Field I
0.

_

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
Ay

STREAM-MODE
RT=real time,
RPY=replay/playback,
SIM=simulator,

Attitude Ephemeris Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == NDM,

TEST=test/data generator

The use of STREAM-MODE to designate a message

CONTENT-VERSION == 2026.0}

-NDM-TYPE : String = {CCSDS-AEM,AEM)
-NDM-SUBTYPE : String [0..1]

-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]
-ACTIVITY-ID : String [0..1]
-ORIGINATOR : String [0..1]
-OBJECT-NAME : String [0..1]
-OBJECT-ID : String [0..1]

-CUSTOM-FORMAT : String [0..1]
-DATA : Binary [0..1]

-STREAM-MODE : String = {RT,RPY,SIM,TEST} o

-FORMAT : String = {KVN,XML,RAW,BIN,Custom}

as anything other than Real-time (RT) is strongly
— discouraged in a large formal enterprise.

Figure 8-448-38. Attitude Ephemeris Message Diagram

The following table describes additional field names, values, and notes for the Attitude Ephemeris Message.

Table 8-176. Attitude Ephemeris Message Additional Information|

(c ted [MA512]; C2Ms12-10
Field Name Type Presence Value Description < [ Formatted Table
Version number for this message content
CONTENT-VERSION F32 R PMM] description [Commented [MA513]: C2MS12-53, C2MS12-177
X String : Message contains an Attitude Ephemeris
NDM-TYPE [Enumeration) R {ICCSDS-AEM, AEMY Message in CCSDS or another format [ Formatted: Font: Bold
Descriptor of the type / kind of the contents of
NDM-SUBTYPE String 0] [miscellaneous] the AEM. E.g., Quaternion values, spin data,
and Euler elements
Value | Description | Identifies the mode of the stream of messages
RT Real-time as either Real-time, Replay, Simulator, or Test.
String RPY | Replay The use of STREAM-MODE to designate a
STREAM-MODE . R SIM | Simulator message as anything other than Real-time (RT)
(Enumeration) Test/Dat is strongly discouraged in a large formal
TEST Ges ata enterprise. See STREAM-MODE Usage
eneralor Caution in Section 6.3.7.
FINAL-MESSAGE Boolean 0 When Itrug (and known, espemallyl for replay
data), indicates the last message in the stream.
CREATION-TIME Time 0 Time thq Navigation Data Message was
created in UTC! (cc ted [MA514]: C2Ms12-108 )
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Field Name Type Presence Value Description “
ACTIVITY-ID String 0 Speglfles the activity occurring within the
mission
ORIGINATOR Strin 0 Creating agency. E.g. GSFC-FDF, GSOC| JPL,
9 JAXA efc.
OBJECT-NAME String 0 Spacecraft name
OBJECT-ID String [¢] Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
XML: eXtensible Markup Language
o | e S8 || LI RAILBI | R b
— - = ’ ' format in CUSTOM-FORMAT.Fermat-of-tHe
Sting BN DATA field
Used to designate a format not available in the
enumerated list, above. To do this, use
CUSTOM-FORMAT String D ‘Custom' for the FORMAT and specify the
name of the custom format here. This field is
required when FORMAT is set to 'Custom).
) Attitude Ephemeris Message contents— sge,
DATA Binary 0 Table 8-174 for reference to CCSDS format

8.15.38.14.3 Orbit Parameter Message

The content of the C2MS Orbit Parameter Message contains a CCSDS OPM (or another format) and is used for
transferring OPMs. Orbit information within the Orbit Parameter Message contains position and velocity
information about a single object for a specific epoch. The OPM provides information for use in modeling
maneuvers, atmospheric drag, and other predictive calculations.

The NDM-TYPE field of the Orbit Parameter Message Contents is set to CCSDS-OPM or OPM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the many types of OPMs. The mode of the OPM can
be either real-time (RT), replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction
with the mission and vehicle to identify the specific activity that is occurring during the mission. The FORMAT
field indicates whether the OPM is in XML, keyword value notation, and raw, or binary format.

8.15:3-18.14.3.1

Orbit Parameter Message Subjects

For Orbit Parameter Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages.

8.15.3.28.14.3.2

Orbit Parameter Message Header

For Orbit Parameter Message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.3.38.14.3.3

Orbit Parameter Message Contents

The following figure shows a UML object diagram of the Orbit Parameter Message with its required and optional

fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message o Custom Field

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}

Message Header

|

STREAM-MODE
RT=real time,
RPY=replay/playback,

Orbit Parameter Message SIM=simulator,

{Message Header.SPECIFICATION == C2MS, TEST=test/data generator

Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == NDM, The use of STREAM-MODE to

CONTENT-VERSION == 2026.0} |designate a message as

-NDM-TYPE : Siring = {CCSDS-OPM,.OPM} -~ 7 |EpiinglehegthanRael ime)(RT)
-NDM-SUBTYPE : String [0..1] - is strongly discouraged in a large
-STREAM-MODE : String = {RT,RPY,SIM. TEST} of formal enterprise.

-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-OBJECT-NAME : String [0..1]

-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML,RAW,BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

Figure 8-458-39. Orbit Parameter Message Diagram

The following table describes additional field names, values, and notes for the Orbit Parameter Message.

rTabIe 8-177. Orbit Parameter Message Additional Information|

Commented [MA515]: C2MS12-10, C2MS12-53, C2MS12-177,
C2MS12-143

(c ted [MA516]: C2Ms12-10
Field Name Type Presence Value Description - [ Formatted Table
Version number for this message content
CONTENT-VERSION F32 R 26492026 description k | Commented [MA517]: C2Ms12-53, C2Ms12-177
NDM-TYPE String R {{CCSDS-OPM, OPM} Message contains an Orbit Parameter [

(Enumeration) Message in CCSDS or another format

NDM-SUBTYPE

Descriptor of the type / kind of the contents of
String 0 [miscellaneous] the OPM. E.g., state vector, Keplerian
elements, maneuvers, matrix

Formatted: Font: Bold

(cc ted [MA518]: C2MS12-108

Value | Description | Identifies the mode of the stream of messages
RT | Real-time as either Real-time, Replay, Simulator, or
String RPY | Replay Test. The use of STREAM-MODE to
STREAM-MODE . R SIM | Simulator designate a message as anything other than
(Enumeration) Test/Dat Real-time (RT) is strongly discouraged in a
TEST Ges ata large formal enterprise. See STREAM-MODE
enerator Usage Caution in Section 6.3.7.
When true (and known, especially for replay
FINAL-MESSAGE Boolean ] data), indicates the last message inthe < [ Formatted Table
stream.
CREATION-TIME Time 0 Time thg Navigation Data Message was
created in UTC|
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- [ Formatted Table

Field Name Type Presence Value Description
ACTIVITY-ID String 0 Speqfles the activity occurring within the
mission
) Creating agency. E.g. GSFC-FDF, GSOC
ORIGINATOR String 0 JPL, JAXA etc.
OBJECT-NAME String 0 Spacecraft name
OBJECT-ID String 0 Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation,
XML: eXtensible Markup Language
Strng KN UL RA, | (e cosana re]
FORMATFORMA iEm‘Lm;;““lS RR BIN. Custom}fk¥N: | £/ at in CUSTOM-FORMAT Formatof te
5 BN DATA field
Used to designate a format not available i
the enumerated list, above. To do this, us
CUSTOM-FORMAT String D 'Custom' for the FORMAT and specify the
name of the custom format here. This field is
required when FORMAT is set to 'Custom].
DATA Binary 0 Orbit Parameter Message contents—see T[able

8-174 for reference to CCSDS format

8.15.48.14.4 Orbit Mean-Elements Message

Orbital Mean-Elements data messages are used to transfer spacecraft orbital characteristics between cooperating
entities. The information can be used to determine future contact parameters between ground and space assets.

The content of the C2MS Orbital Mean-Elements Message contains a CCSDS OMM (or another format) and is used
for transferring OMMs. Orbital state information within the Orbital Mean-Elements Message can contain mean
Keplerian elements, spacecraft parameters, and two-line element sets of a single object for a specific epoch. The
OMM provides information for use in directing antennas and planning contacts with satellites.

The NDM-TYPE field of the Orbit Parameter Message Contents is set to CCSDS-OMM or OMM for non-CCSDS
formats. The NDM-SUBTYPE is a string that describes one of the types of OMMs. The mode of the OMM can be
either real-time (RT), replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in conjunction
with the mission and vehicle to identify the specific activity that is occurring during the mission. The FORMAT
field indicates whether the OMM is in XML or keyword value notation.

8.15:418.14.41

Orbit Mean-Elements Message Subjects

For Orbit Mean-Elements Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages.

8.15.4.28.14.4.2

Orbit Mean-Elements Message Header

For Orbit Mean-Elements Message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.4.38.14.4.3

Orbit Mean-Elements Message Contents

The following figure shows a UML object diagram of the Orbit Mean-Elements Message with its required and

optional fields.

C2MS Message

-CONTENT-VERSION : F32

T‘

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

T

Orbit Mean-Elements Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYP
CONTENT-VERSION == 2026.0}

= NDM,

-DATA : String [0..1]

-NDM-TYPE : String = {CCSDS-OMM,OMM}
-NDM-SUBTYPE : String [0..1]
-STREAM-MODE : String = {RT,RPY,SIM,TEST} ¢~
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME - Time [0..1]
-ACTIVITY-ID : String [0..1]
-ORIGINATOR : String [0..1]
-OBJECT-NAME : String [0..1]
-OBJECT-ID : String [0..1]
-FORMAT : String = {KVN,XML,RAW,BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

Message Header

Custom Field
0.*

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to designate a message
— — |as anything other than Real-time (RT) is strongly
- discouraged in a large formal enterprise.

Figure 8-468-40. Orbit Mean-Elements Message Diagram

The following table describes additional field names, values, and notes for the Orbit Mean-Elements Message.

Commented [MA519]: C2MS12-10, C2MS12-53, C2MS12-177,
C2MS12-143

Table 8-178. Orbital Mean-Elements Message Additional Information| [r ted [MA520]: C2MS12-10
Field Name Type Presence Value Description - [ Formatted Table
Version number for this message content
CONTENT-VERSION F32 R 0192026] description [Commented [MA521]: C2MS12-53, C2MS12-177
NDM-TYPE String R {{CCSDS-OMM, Message contains an Orbit Mean-Elements
JEnumeration) OMM} Message in CCSDS or another format [ Formatted: Font: Bold
Descriptor of the type / kind of the contents of
NDM-SUBTYPE String 0 [miscellaneous] the OMM. E.g. two-line element set, Keplerian
elements, covariance matrix, or user defined
Value | Description | Identifies the mode of the stream of messages
RT Real-time as either Real-time, Replay, Simulator, or Test.
String RPY | Replay The use of STREAM-MODE to designate a
STREAM-MODE . R SIM | Simulator message as anything other than Real-time (RT)
(Enumeration) Test/Dat is strongly discouraged in a large formal
TEST Ges ata enterprise. See STREAM-MODE Usage Caution
enerator in Section 6.3.7.
FINAL-MESSAGE Boolean 0 When ‘trutle (and known, espemally for replay
data), indicates the last message in the stream.
CREATION-TIME Time 0 Tlme the Navigation Data Message was created
in UTC. [r d [MA522]: C2Ms12-108
ACTIVITY-ID String [¢] Specifies the activity occurring within the mission
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Field Name Type Presence Value Description “
ORIGINATOR String 0 Creating agency. E.g., GSFC-FDF, GSOC, |JPL,
JAXA etc.
OBJECT-NAME String o Spacecraft name
OBJECT-ID String 0 Spacecraft identifier
Format of the DATA field
KVN: Keyword = Value Notation
. XML: eXtensible Markup Language
String KVN, XML, RAW. R P .
EORMAT . aw, or Bin (binary). If another format is usgd,
FORMAT (w RR BIN. CustomjtkV; specify 'Custom', here, and designate the fgrmat
Sting t in CUSTOM-FORMAT .Format-of the DATAfield
Used to designate a format not available in the
enumerated list, above. To do this, use 'Cugtom'’
CUSTOM-FORMAT String D for the FORMAT and specify the name of tHe
custom format here. This field is required when
FORMAT is set to 'Custom'.
) Orbit Mean-Elements Message contents- see
DATA String 0 Table 8-174 for reference to CCSDS formaje

8.15.58.14.5 Orbit Ephemeris Message

The content of the C2MS Orbit Ephemeris Message contains a CCSDS (or other format) OEM and is used for
transferring OEMs. Orbit information within the Orbit Ephemeris Message contains position and velocity
information about a single object at multiple epochs within a specific time range. The OEM provides information for
use in modeling maneuvers, representing orbits, and other predictive calculations.

The NDM-TYPE field of the Orbit Ephemeris Message Contents is set to CCSDS-OEM or OEM (for non-CCSDS
formats). The NDM-SUBTYPE is a string that describes one of the many types of OEMs. The mode of the OEM
can be either real-time (RT), replay (RPY), simulation (SIM), or test (TEST). The ACTIVITY-ID is used in
conjunction with the mission and vehicle to identify the specific activity that is occurring during the mission. The
FORMAT field indicates whether the OEM is in XML or keyword value notation.

8.15.5:18.14.5.1 Orbit Ephemeris Message Subjects
For Orbit Ephemeris Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages.

8.15.5.28.14.5.2 Orbit Ephemeris Message Header
For Orbit Ephemeris Message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.5.38.14.5.3

The following figure shows a UML object diagram of the Orbit Ephemeris Message with its required and optional

fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Notification Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Orbit Ephemeris Message
{Message Header.SPECIFICATION == C2MS,

Orbit Ephemeris Message Contents

—‘ Message Header
—-{ Custom Field
(1 Jas

STREAM-MODE
RT=real time,
RPY=replay/playback,
SIM=simulator,

Message Header. MESSAGE-TYPE == MSG,
Message Header MESSAGE-SUBTYPE == NDM,
CONTENT-VERSION == 2026.0}

-ORIGINATOR : String

-DATA : String [0..1]

-NDM-TYPE : String = {CCSDS-OEM,0EM}
-NDM-SUBTYPE : String [0..1]
-STREAM-MODE : String = {RT,RPY,SIM,TEST} e
-FINAL-MESSAGE : Boolean [0..1]
-CREATION-TIME : Time [0..1]
-ACTIVITY-ID : String [0..1]

[0.1]

-OBJECT-NAME : String [0..1]
-OBJECT-ID : String [0..1]

-FORMAT : String = {KVN,XML,RAW BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

_—

—

TEST=test/data generator

The use of STREAM-MODE to designate a message
as anything other than Real-time (RT) is strongly
— ~|discouraged in a large formal enterprise.

Figure 8-478-41. Orbit Ephemeris Message Diagram

The following table describes additional field names, values, and notes for the Orbit Ephemeris Message.

Table 8-179. Orbit E;

phemeris Message Additional Information|

Commented [MA523]: C2MS12-10, C2MS12-53, C2MS12-177,
C2MS12-143

= ted [MA524]: C2Ms12-10
Field Name Type Presence Value Description « [ Formatted Table
Version number for this message content
CONTENT-VERSION F32 R 20192026 description [Commented [MA525]: C2MS12-53, C2MS12-177
X String y Message contains an Orbit Ephemeris Message
NDM-TYPE (Enumeration) R {CCSDS-OEM, OEM}} in CCSDS or another format [ Formatted: Font: Bold
Descriptor of the type / kind of the contents of F tted: Font: Bold
NDM-SUBTYPE String 0 [Miscellaneous] the OEM. E.g., state vector, Keplerian elements, [ ormattec: ront %o
maneuvers, matrix
Value | Description | Identifies the mode of the stream of messages
RT | Real-time as either Real-time, Replay, Simulator, or Test.
String RPY | Replay The use of STREAM-MODE to designate a
STREAM-MODE . R SIM | Simulator message as anything other than Real-time (RT)
(Enumeration) Test/Dat is strongly discouraged in a large formal
TEST Ges ata enterprise. See STREAM-MODE Usage Caution
eneralor | in Section 6.3.7.
FINAL-MESSAGE Boolean 0 When _trug (and known, espemally_ for replay
data), indicates the last message in the stream.
) Time the Navigation Data Message was created
CREATION-TIME Time 0 fin UTC, [l‘ d [MA526]: C2M512-108
ACTIVITY-ID String 0 Specifies the activity occurring within the mission
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Field Name Type Presence Value Description “
ORIGINATOR String 0 Creating agency. E.g., GSFC-FDF, GSOC, JPL,
JAXA etc.
OBJECT-NAME String o Spacecraft name
OBJECT-ID String 0 Spacecraft identifier

Format of the DATA field
KVN: Keyword = Value Notation

(KVN, XML, RAW XML: eXtensible Markup Language

String R P—— i
EORMAT . aw, or Bin (binary). If another format is usefl
FORMAT (Em:Lm) RR BIN. CustomjtkVh; specify 'Custom'’, here, and designate the foqmat
String t in CUSTOM-FORMAT .Format-of the DATAfleld
Used to designate a format not available in the
enumerated list, above. To do this, use 'Cusfom’
CUSTOM-FORMAT String D for the FORMAT and specify the name of thq
custom format here. This field is required when
FORMAT is set to 'Custom'.
. Orbit Ephemeris Message contents— see Table
DATA String 0 8-174 for reference to CCSDS format r

8.15.68.14.6 Tracking Data Message

The content of the C2MS Tracking Data Message contains a CCSDS (or other type of) TDM and is used for
transferring TDMs.

The NDM-TYPE field of the Tracking Data Message Contents is set to CCSDS-TDM or TDM (for non-CCSDS
formats). The NDM-SUBTYPE is a string that describes one of the many types of TDMs. Some examples are
Doppler and range radiometrics in a variety of tracking modes, very-long-baseline interferometry (VLBI) data,
antenna pointing angles, etc.

The ACTIVITY-ID is used in conjunction with the mission and vehicle to identify the specific activity that is
occurring during the mission. The FORMAT field indicates whether the TDM is in XML, keyword value notation,

raw, or binary format.

The C2MS Tracking Data Message Contents can optionally contain information about the origin, time, and quality
of the data.

8.15.6.18.14.6.1 Tracking Data Message Subjects
For Tracking Data Message subjects, see Section 8.14.7.1 Subjects for Navigation Data Messages

8.15.6.28.14.6.2 Tracking Data Message Header
For Tracking Data Message header, see Section 8.14.7.2 Header for Navigation Data Messages.
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8.15.6.38.14.6.3

Tracking Data Message Contents

The following figure shows a UML object diagram of the Tracking Data Message with its required and optional

fields.

C2MsS Message
-CONTENT-VERSION : F32

C2MS Notification Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG}
X

Tracking Data Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == NDM,
CONTENT-VERSION == 2026.0}

-NDM-TYPE : String = (CCSDS-TDM,TDM}
-NDM-SUBTYPE : String [0..1]

-FINAL-MESSAGE : Boolean [0..1]

-CREATION-TIME : Time [0..1]

-ACTIVITY-ID : String [0..1]

-ORIGINATOR : String [0..1]

-START-TIME : Time [0..1]

-STOP-TIME : Time [0..1]

-FREQUENCY-BAND : String [0..1] = {UHF, L, §, C, X, Ku, K, Ka, Q, U, V, W, Other}
-ALTERNATE-FREQUENCY-BAND : String [0..1]
-DATA-QUALITY : String [0..1] = {RAW,VALIDATED, DEGRADED}
-FORMAT : String = {KVN,XML,RAW BIN,Custom}
-CUSTOM-FORMAT : String [0..1]

-DATA : Binary [0..1]

-STREAM-MODE : String = {RT,RPY,SIM,TEST} o

-
3

Figure 8-488-42. Tracking Data Message Diagram

A Message Header
L Custom Field
0.*

STREAM-MODE

RT=real time,
RPY=replay/playback,
SIM=simulator,
TEST=test/data generator

The use of STREAM-MODE to
designate a message as
_+anything other than Real-time (RT)
-~ |is strongly discouraged in a large
formal enterprise,

The following table describes additional field names, values, and notes for the Tracking Data Message.

rTabIe 8-180. Tracking Data Messa

Commented [MA527]: C2MS12-10, C2MS12-53, C2MS12-177,
C2MS12-143

J U

e Additional Information\ [r ted [MA528]: C2MS12-10
Field Name Type Presence Value Description <
CONTENT- F32 R }29492026 Version number for this message [ Formatted Table
VERSION content description [Commented [MA529]: C2MS12-53, C2MS12-177
K String g Message contains a Tracking Data
NDM-TYPE (Enumeration) R {CCSDS-TDM, TDM} Message in CCSDS or another format [ Formatted: Font: Bold
Descriptor of the type / kind of the
NDM-SUBTYPE String 0 [miscellaneous] contents of the TDM. E.g., Doppler,
angle, range, one-way.
Value Description Identifies the mode of the stream of
RT Real-time messages as either Real-time, Replay,
RPY | Replay Simulator, or Test. The use of
I String SIM | Simulator STREAM-MODE to designate a
STREAN-MODE (Enumeration) R message as anything other than Real-
time (RT) is strongly discouraged in a
TEST | Test/Data Generator large formal enterprise. See STREAM-
MODE Usage Caution in Section 6.3.7.
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Field Name Type Presence Value Description “ [ Formatted Table

When true (and known, especially fpr
FINAL-MESSAGE Boolean 0 replay data), indicates the last mes$age
in the stream.

Time the Navigation Data Message|

CREATION-TIME Time 0 Ity ( Commented [MA530]: c2vis12-108
ACTIVITY-ID String 0 Spe0|f|e§ the activity occurring with{n
the mission
- Creating agency. E.g., GSFC-FDF,
ORIGINATOR String 0 GSOC, JPL, JAXA eto.
START-TIME Time 0 Start time of the tracking data in UTIC
STOP-TIME Time 0 Stop time of the tracking data in UT|C
Frequency band for transmitted sigpals.
i (UHE. L. S. C. X. Ku. K. Ka. Q. If using a ngrped ban%t:atyls né)t in|the
FREQUENCY-BAND ring 0 U, V. W. Other}fc. S 7 enumerated list. use ‘Other' an
(Enumeration) P designate the alternate name of the
UHF band in ALTERNATE-FREQUENCY-
BAND.

Used to designate a frequency banft
not available in the enumerated list
above. To do this, use 'Other' for the

D

ALTERNATE-

String D FREQENCY-BAND and specify the
EREQUENCY-BAND name of the alternate band here. This
field is required when FREQUENCY-
BAND is set to 'Other'.
Raw = no quality check
String {[RAW,VALIDATED, Validated = checked and passed . ]
DATA-QUALITY (Enumeration) 0 DEGRADED} Degraded = checked with quality ( Formatted Table
issues.
Format of the DATA field
KVN: Keyword = Value Notation,
XML: eXtensible Markup Language}
String (U XL RAW BIN Raw, zr Bin (l}inaéy f an(;ther fornpat
. . . , is used, specify 'Custom’, here, and
FORMATFORMAT | (Enumeration) | BR | o ciomincun XML RAW. BIN} | designate the format in CUSTOM-
Sting FORMAT Fermat of the DATA field|
XMEGX%HS%—MGFHJP—‘:&HQE@QQI i d
Used to designate a format not
available in the enumerated list, abpve.
To do this, use 'Custom' for the
CUSTOM-FORMAT String D FORMAT and specify the name of fhe
custom format here. This field is
required when FORMAT is set to
Track Data Message contents— seg
DATA Binary o] Table 8-174 for reference to CCSDp+ [ Formatted Table
format
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8.15.78.14.7 SUBJECTS and HEADER for Navigation Data Messages

8.15.7.18.14.7.1

Subjects for Navigation Data Messages

[ commented [MA531]: c2Ms12-50

[Table 8-181. Navigation Data Message Subject Namingj

Miscellaneous Elements

Commented [MA532]: C2MS12-191

Formatted Table

| Commented [MA533]: C2Ms12-162

ss;::fai:i Domain Elements Mission Elements Message Elements
;‘;’;{:‘r’l‘t fi’ﬁfén DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 | ME3 ME4 | ME5 | ME6
STREA 1 —
Subject Remealll | Komane [constell M1 NDM- SL[J'\IIBEI)"\\(APE [LDACTM (
C2MS =system—{—=system | [mission] h [sat] | MSG NDM [COMPONENT] | MODE o =B
Content o . ation] TYPE] | (ormission | VITY-
specific] specific] Stream- specific)] —Dl [
mode
Example for
SenderExam CCSDS
ple-for C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG NDM SATSIM SIM DM
Publisher/ )
Sender
Example for
SenderExam CCSDS
plefor C2MSs DOM1 DOM2 MSSN CNS1 SAT1 | MSG NDM FDF RT
Publisher/ -OPM
Sender
Example for
ReceiverExa
mplefor C2MS DOM1 DOM2 * * SAT1 | MSG NDM * RT =4
Subscriber/
Receiver |
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able 8-182. Properties of the Miscellaneous Elements for the Navigation Data Message\

M’SEIZI:Z:?"S Rggtl;::sgll Description Field in Msg, if applicable
ME1 Required PublisherComponent name of COMPONENT from header
Sender
STREAM-MODE. The use of STREAM-
MODE to designate a message as
ME2 Required Identifies stream as real-time, anything other than Real-time (RT) is
playback, simulator, or test. strongly discouraged in a large formal
enterprise. See STREAM-MODE Usage
Caution in Section 6.3.7.
ME3 Required Type of Navigation Data Message NDM-TYPE
ME4 Optional Subiype of Navigation Data NDM-SUBTYPE; or mission specific
Message
ME5 Optional Activity ID ACTIVITY-ID
s

Examples

Example for Publisher/Sender of Navigation Data Messages:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM.CENTER-FACILITY.RT.TDM

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM.CENTER-FACILITY.RT.CCSDS-TDM

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM. SATSIM.SIM.CCSDS-OPM

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM. SATSIM.SIM.CCSDS-OEM

[Example for Subseriber/Receiver of Navigation Data Messages:

[CZMS.*.*.MSSN.*.*.MSG.NDM.*.SIM.CCSDS—OPM.i;

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.NDM. * .RT.CCSDS-TDM. +>|

C2MS .DOM1 .DOM2 .MSSN.CNS1.SAT1.MSG.NDM.ANTENNAS .RT.CCSDS-OEM. EPHEM.ACTY-

ID-123|

8.15.7.28.14.7.2

PPre-defined Field Values Header for Navigation Data Messages
The abbreviated table below shows the required values of the MESSAGE-TYPE-and MESSAGE-SUBTYPEnamed|

fields for the header of Navigation Data Messages. including both message and message header fields.-

Table 8-183. Pre-defined HeaderField Values for Navigation Data Messages

HeaderField Name Value
MESSAGE-TYPE MSG
MESSAGE-SUBTYPE NDM

Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE NDM
CONTENT-VERSION 2026.0
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Commented [MA538]: This entire section (8.15) added with
C2MS12-54. Everything in this section should be assumed to come
from that issue unless specifically marked as belonging to a

existing reservations, or query statuses of existing reservations. A satellite contact is typically given by a time
window and antenna to which a satellite may make contact with the ground.

Two common architectures exist for scheduling satellite contacts. In the simplest case, the satellite operations centet
may request a contact directly with the end resource, i.e. the antenna on the ground. In a more complex architecture
the satellite operations center may reach out to an orchestrator or contact broker that is able to deconflict schedules
to find optimal placement from among various options. These messages support both architectures. These messages
also support non-terrestrial antennas, as only a network and antenna identifier are required which may be defined by
the users of these messages as appropriate for their application. There is a presumption that the owners/operators of
the satellite have knowledge of feasibility of establishing the contact reservation.

Satellite contact scheduling messages are used in two message exchange patterns (see Section 7,PIM — Message
Exchange Patterns):

Request/Response/Notify - a triad of messages consisting of a request for a service with its results <

e Notify - an unsolicited notification of an upcoming contact or a modification made

different issue resolution.

[ Formatted: Font: 10 pt

Formatted: Font: 10 pt

Formatted: Font: 10 pt

Formatted: Font: 10 pt

h Formatted: Font: 10 pt

The specific messages involved in these message exchange patterns are as follows:

Contact Reservation Request Message / Contact Reservation Response Message / Contact Reservation Data

Message;

‘| Formatted: Font: 10 pt, Bold

[ Formatted: Font: 10 pt

Formatted: List Paragraph, Bulleted + Level: 1 + Aligned at:

0.25" + Indent at: 0.5"

R
Triad used to initially schedule a contact with ground, the response (one or more messages), and the data message
containing details on the approved contact reservation. This triad supports fixed or floating requests. Provisions exisf
within this message to update/replace existing contact reservations with updated information.

Contact Reservation Query Request Message / Contact Reservation Response Message / Contact Reservation|

Data Message;

A
Triad used to query for contact reservations matching certain criteria, as accessible by the user. Zero to many
Contact Reservation Data Messages may be returned.

Contact Reservation Deletion Request Message / Contact Reservation Response Message / Contact

Reservation Data Message;

Formatted: Font: 10 pt, Bold

Formatted: Font: 10 pt

| Formatted: Font: 10 pt, Bold
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| Formatted: Font: 10 pt, Bold

| Formatted: Font: 10 pt
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A

Triad used for removing reservations. In this case a Contact Reservation Data Message is sent out from the service
provider with indication that the contact reservation was cancelled. This allows component other than the requestor
to receive this notification of change.

Contact Reservation Data Message;

R
This standalone message following the Notify message exchange pattern is used when an unrequested change is
made to a contact reservation, such as a network/antenna provider needing to modify a contact schedule for
deconfliction or reallocation of resources.

8.15.1 Contact Reservation Data Message -~

The Contact Reservation Data Me:

given by a schedule authority. This may result from any of the following:
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e Arequested action to create, update or delete a contact reservation - {

e An external change to the reservation, such as schedule deconfliction or reallocation of resources by the

Formatted: List Paragraph, Bulleted + Level: 1 + Aligned at: }
network/antenna provider

0.25" + Indent at: 0.5"

e A query for current reservations - { Formatted: List Paragraph, Left, Bulleted + Level: 1 + }
Aligned at: 0.25" + Indent at: 0.5"
Table 8-186. Contact Reservation Data Message Summagd o [Commented [MAS39]: C2Ms12-161 ]
Sender A C2MS compliant application responsible for processing satellite contact scheduling
Intended Usage by Sender Notification of a created/updated/deleted satellite contact reservation
Receiver Application requesting, guerying or monitoring the state of a satellite contact reservation
Intended Usage by Receiver | Receive notification messages
What Data regarding a satellite contact reservation
When During contact scheduling or execution
Examples

3, ... + Start at: 1 + Alignment: Left + Aligned at: 0.25" +

1. Sent when a new satellite contact reservation has been created from a corresponding request/response -
Indent at: 0.5"

Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, ‘

2. Sent when an existing satellite contact reservation is modified or deleted as requested

3. Sent when an existing satellite contact reservation is modified or deleted at the resource-provider level due
to conflict resolution

4. Sent as a set when an operator queries upcoming contacts

3, ... + Start at: 1 + Alignment: Left + Aligned at: 0.25" +

“ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
Indent at: 0.5"
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8.15.1.1 Contact Reservation Data Message Subjects
Table 8-187. Contact Reservation Data MeSssage Sub'|ect Naming
Sstlaj_::jea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci- | homaint | pomainz | mission | const |sat | Tve | susrye ME1 ME2 ME3 | ME4 | MES5 |[ MEG | Formatted Table
Eement flca_tlon
. domain 1 domain 2
Subject coMs | —system | —system | [mission] | S | pay | msg | SONTACT: | 1ooMpONENT] | [REQUEST-D] . Commented [MA540]: C2vs12-191
Content specific] specific] ation SCHED
= = L L CONTACT Formatted: Centered
Bampe ot | cows | powmt | powz | mssN | cnst | saTi | mse | “oREEE | schedt GUID | Formatted: Centered
Example for CONTACT- Formatted: Centered
C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG | =G~ Sched1 GUID N
Sender - — | SCHED - [cUD] Formatted: Centered
Example for . N CONTACT- .
Receiver C2MS DOM1 DOM2 * * SAT1 | MS “SCHED Sched1 GUID e Formatted: Centered
- Formatted: Centered
Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3e-957¢c4
1a29ec4c¢7d50" or similar.
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Table 8-188. Properties of the Miscellaneous Elements for the Contact Reservation Data Message
Miscellaneous Required / . L . .
T Element ; Description Field in Nsq, it applicable
Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Sender COMPONENT from header
ME2 Optional ID associated with original request, if any | REQUEST-ID
Examples

A contact resource service provider (Schedl) sends out a Contact Reservation Data Message, either as the result of a
request or unsolicited to notify of changes, with the following subject:

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.CONTACT-SCHED.Schedl

A contact execution component (TAndC1) filters on subjects to receive the Contact Reservation Data Message:

C2MS.DOM1.DOM2 . MSSN.CNS1.SAT1.MSG.CONTACT-SCHED.[4 or [Commented [MA541]: C2MS12-162

C2MS.*.* . * * * MSG.CONTACT-SCHED.Schedl.+

8.15.1.2 Contact Reservation Data Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Data
Message header.

Table 8-189. Contact Reservation Data Message Pre-defined Field Values

Field Name Value - [ Formatted Table
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE CONTACT-SCHED
CONTENT-VERSION 2026.0
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8.15.1.3 Contact Reservation Data Message Contents

The following figure shows a UML object diagram of the Contact Reservation Data Message with its required and
optional fields.

C2MS Messag
-CONTENT-VERSION : F32

Message Header
Custom Field
0.7

C2MS Notification Message

{Message Header SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == MSG}

Contact Reservation Data Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == CONTACT-SCHED,

CONTENT-VERSION == 2026.0}
-REQUEST-ID : GUID [0..1] REASON
-RESERVATION-ID : GUID 0=Reservation Information
-CONFIG : String [0..1] 1=Reservation Created
-NETWORK-ID : String 2=Reservation Modified as Requested
-ANTENNA-ID : String 3=Reservation Canceled as Requested
-g?féﬁ_AﬁﬁgTﬁT-TlME - Time [0..1] 4=Reservation Modified by Resource Provider
E B : Time = i i
L dELS A 5=Reservation Canceled by Resource Provider
-POST-PASS-STOP-TIME : Time [0..1] —
-CONTACT-TARGET : String -
-REASON : U16={0, 1, 2, 3, 4, 5} g

Figure 8-49. Contact Reservation Data Message Diagram

The following table describes additional field names, values, and notes for the Contact Reservation Data Message.

Table 8-190. Contact Reservation Data Message Additional Information| [r ted [MA542]: C2MS12-10
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 VEF?IOI’J " umpef-for Toria [Commented [MA543]: C2M$12-53, C2MS12-177
CONCTTCUCSUNpPUOrn
REQUEST-ID GUID 0 ID to |dent|_fv the associated reqliest
- - message, if any
ID to identify the contact reservdﬂgﬂ N
RESERVATION-ID GUID R throughout ts lifecycle ( Formatted Table
CONFIG String 0 Ground Configuration String - [ Formatted: Centered
. The identifier for the network thdt
NETWORK-ID String R holds the reservation
. The identifier for the antenna th¢ was
ANTENNA-ID String R eseved | [ Formatted Table
Scheduled start time in UTC bf the (c d [MA544]: C2Ms12-108
PRE-PASS-START- Time 0 contact pre-pass. Presence is
TIME - = dependent on the capabilities arjd
requirements of the system. Ar|>
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o

Field Name Type Presence Value Description
START-TIME Time R Sg:;itsled start time in UTC of the ( commented [MAS545]: cams12-108
— — [ Formatted Table
. Scheduled stop time in UTC bf the
STOP-TIME Time R contact o [Commented [MA546]: C2Ms12-108
Scheduled stop time n UTC bf the ( commented [MAS547]: cams12-108
POST-PASS-STOP- Time 0 contact post-pass. Presence is
TIME — = dependent on the capabilities and
requirements of the system.
The target of the contact in space
) may be the same as SAT-ID-
CONTACT-TARGET String R PHYSICAL or SAT-ID-LOGICAL or
may be a specific on-board antenna
Value Description
0 Reservation Information
1 Reservation Created
) Reservation Modified as
= Requested .
u16 - Indicates the reason the message
REASON . R Reservation Canceled
(Enumeration) 3 | 3 Requested was sent
4 Reservation Modified by
- Resource Provider
5 Reservation Canceled
= by Resource Provider

REQUEST-ID is used to correlate this message as being the result of a specific request (such as Contact Reservation
Request Message). However, an unsolicited modification or deletion could be generated by the resource provider
with no corresponding REQUEST-ID.

PRE-PASS-START-TIME is the start time at which the antenna provider begins to set up equipment for the contact.
This may be useful information to provide in an architecture where the antenna provider does not "own" the
schedule.

POST-PASS-END-TIME is the time at which the antenna provider has completed the tear down of equipment and is
prepared to start working a new a contact. This may be useful information to provide in an architecture where the
antenna provider does not "own" the schedule.

CONTACT-TARGET can be used to describe the target of the contact, which may be as detailed as needed for the
use case (e.g. down to a specific channel on a specific antenna of a specific vehicle).

8.15.2 Contact Reservation Request Message

The Contact Reservation Request Message is used to request a contact reservation, or update a requested contact
reservation. The contact reservation may be requested in a "fixed" case, with specified start/end time, or "floating",
in which an acceptable range of times are provided and a known duration is requested. It may be only necessary to
provide the network being requested - in certain architectures a contact resource provider may be able to choose

among multiple antennas.

[Table 8-191. Contact Reservation Request Message Summary|

Sender A C2MS compliant application requesting a satellite contact schedule
Intended Usage by Sender Request
Receiver A satellite contact reservation service
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Intended Usage by Receiver

Request handling

What

Parameters for a satellite contact reservation

When

During contact scheduling

Example

1. A Telemetry & Commanding component requests to create a new satellite contact reservation
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8.15.2.1 Contact Reservation Request Message Subjects

Table 8-

92. Contact
S —

Reservation Request

ssage Subject Namin

Sublect | pomain Elements Mission Elements | Message Elements Miscellaneous Elements
Sublect | Sbeck | powag | pomaz | missioN | consT | saT | Tve | susrve ME1 ME2 | MES | ME4 | MES | MES
. domain 1 domain 2
Subject B — .o constell CONTACT- | [DESTINATION- : Formatted: Centered
Content L system | —system | [mission] | Ty | [safl | REQ | Tsoen™ | coMPONENT] [
specific] | specifig] | Formatted Table
Bampelor | coms | powt | powz | mssv | cnst | sart | Req | “SSHCE | schedt + | Formatted: Centered
Example for CONTACT [ Formatted: Centered
SampEr | coaus pomt | Dom2 | MssN | onst |saTi|Req | ¥er izt | Schedt . Formatted: Centred
Example for N CONTACT- 1
e | caus pomi | DoM2 | MSSN ¢+ |satt|ReEQ | ZnEp | Schest < [ Formatted: Centered
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Table 8-193. Properties of the Miscellaneous Elements for the Contact Reservation Request Message
Miscellaneous Required / - - . .
T Flament : Description Field in Nsq, It applicable
Element Optional Description Field in Msg, if applicable
: DESTINATION-
ME1 Optional Component name of Responder COMPONENT from header [r
Examples

Two components, TAndC1 and a Contact Schedule Manager (Sched1), interact with the Contact Reservation
Request Message.

TAndC1 sends a message with the following subject to request creation of a contact reservation.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-SCHED. Schedl

Sched] filters on subjects to receive the Contact Reservation Request Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-SCHED.Schedl or

C2MS.*.* . * . * * REQ.CONTACT-SCHED. Schedl

8.15.2.2 Contact Reservation Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Request
Message, including both message and message header fields.

Table 8-194. Contact Reservation Request Message Pre-defined Field Values

Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CONTACT-SCHED
CONTENT-VERSION 2026.0
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8.15.2.3 Contact Reservation Request Message Contents

The following figure shows a UML object diagram of the Contact Reservation Request Message with its required,
optional, and dependent fields.

C2MS M g
-CONTENT-VERSION : F32

Message Header ‘

C2MS Request Message Custom Field
{Message Header.SPECIFICATION == C2MS, 0. Lo—
Message Header. MESSAGE-TYPE == REQ}
-REQUEST-ID : GUID

Contact Reservation Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CONTACT-SCHED,
CONTENT-VERSION == 2026.0}

-CONFIG : String [0..1]
-NETWORK-ID : String

-ANTENNA-ID : String [0..1]
-START-TIME : Time [0..1]
-STOP-TIME : Time [0..1]
-FLOATING-START-TIME : Time [0..1]
-FLOATING-STOP-TIME : Time [0..1]
-DURATION : U16 [0..1]
-CONTACT-TARGET : String
-SAFETY-CONTACT : Boolean [0..1] = false
-RESERVATION-ID : GUID [0..1]

Figure 8-50. Contact Reservation Request Message Diagram

The following table describes additional field names, values, and notes for the Contact Reservation Request

Message.
Table 8-195. Contact Reservation Request Message Additional Information
Field Name Type Presence | Value Description + | (Formatted Table
CONTENT-VERSION \&\ R 2026 Version number for this message content description . [,. d [MA550]: C2Ms12-177
REQUEST-ID GUID R ID to identify the request message
Contact Configuration String, used to configure electronics to
CONFIG String 0 support the contact. The format and meaning of this field are
defined by the Contact resource provider, typically.
. The identifier for the network, as defined by the system
NETWORK-ID String R architecture
The identifier of the antenna being used for the contact. if not
. present, it is assumed the contact resource provider will
ANTENNA-ID String 0 choose among multiple antennas, as indicated in the
corresponding response message.
START-TIME Time 0 Requested start time of the contact in UTC
. Requested stop time of the contact in UTC. Required if
STOP-TIME Time D START-TIME is provided, ignored otherwise.
FLOATING-START- Time 0 Earliest start time of the contact in UTC; cannot be used with
TIME - = START-TIME
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Field Name Type Presence Value Description <+ [ Formatted Table
FLOATING-STOP- Time D Latest stop time of the contact in UTC. Required if FLOATING-
TIME - = START-TIME s provided, ignored otherwise.,
The duration of the contact, in seconds. Required if
DURATION Us2 R FLOATING-START-TIME is provided, ignored otherwise,
The target of the contact in space, may be the same as JAT-
CONTACT-TARGET Spring R ID-PHYSICAL or SAT-ID-LOGICAL or may be a specific pn-
board antenna.
SAFETY-CONTACT Boolean R Boolegn, se{ tAo True if the falI.L!re to reserve this contact Would
- - result in a critical safety condition. Default to False.
If provided, this message results in a modification to the
RESERVATION-ID uiD 0 specified existing contact reservation, otherwise this message
results in a new contact reservation.

Note about CONTACT-TARGET: This could be a combination of a SATELLITE-ID, or a TLE, or a satellite

constellation name, or an RF identification number, or a pair of SATELLITE-ID and ANTENNA-ID, subject to the

requirements of the system implementing this message set.

8.15.3 Contact Reservation Response Message

This is the response message associated with each type of request message related to contact reservations, including

Contact Reservation Request Message, Contact Reservation Query Request Message, and Contact Reservation

Deletion Request Message. Additional fields specify the action rationale as it relates to the original message type, if]

any.

Table 8-196. Contact Reservation Response Message, Summa_r_\d

Sender

Application that received a request related to contact reservations

Intended Usage by Sender

Reply

Receiver

Application that issued the original request

Intended Usage by Receiver

Receive response

What

Acknowledgment or request or status of request processing

When

Upon receipt or during processing of a request related to contact

reservations

Examples

1. Acknowledge receipt of a Contact Reservation Request Message.

2. Indicate the request is still being processed.

3. Indicate the request has successfully completed.
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8.15.3.1 Contact Reservation Response Message Subjects

Table 8-197. Contact Reservation Response w\llessage Sub'|ect Naming
S%{iea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject M DOMAIN1 | DOMAIN2 § MISSION | CONST | SAT TYP SUBTYP ME1 ME2 ME3 | ME4 | ME5 | ME6
Element fication — — — — | — |/ | —
. domain 1 domain 2
Subject o constell CONTACT- | [DESTINATION- [RESPONSE- < [ Formatted: Centered
C2MS —system | —system | [mission] ; [sat] | RESP -

Content specific] specific] ation SCHED COMPONENT] STATUS] ‘ Formatted Table
Bampelor | coms | powt | powz | mssv | onst | sari | Rese | CORTACT: TLM3 1 «| | Formatted: Centered
E en |erf CONTACT [ Formatted: Centered

xample for .

Sender C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP SCHED APPS 3 h [ Formatted: Centered
Examplefor | g DOM1 | DOM2 | MsSN . satt | Resp | CONIACT: TLM3 . .| | Formatted: Centered

Receiver SCHED [ Formatted: Centered
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Table 8-198. Properties of the Miscellaneous Elements for the Contact Reservation Response Message
Miscelaneous %;t‘:gr% Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
ME2 Required W RESPONSE-STATUS
Examples

Two components, TAndC1 and a Contact Schedule Manager (Sched1), interact with the Contact Reservation
Response Message.

After TAndC1 sends a message to request creation of a contact reservation, Schedl sends a Contact Reservation
Response Message with the following subject in response.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT]1.RESP.CONTACT-SCHED.TAndC1.1

TAndCl1 filters on subjects to receive the Contact Reservation Response Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT]1.RESP.CONTACT-SCHED.TAndCl.* or

C2MS.*.*.* % * RESP.CONTACT-SCHED.TAndC1.[* [Commented [MA553]: C2MS12-162

8.15.3.2 Contact Reservation Response Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Response
Message, including both message and message header fields.

Table 8-199. Contact Reservation Response Message Pre-defined Field Values
Field Name Value 3 [ Formatted Table
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE CONTACT-SCHED
CONTENT-VERSION 2026.0
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8.15.3.3 Contact Reservation Response Message Contents

The following figure shows a UML object diagram of the Contact Reservation Response Message with its required

optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32

C2MS Response Message

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID
-RESPONSE-STATUS : 116 = {1,2,3,4,5,6}
-FINAL-RESPONSE : Boolean [0..1]
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

Contact Reservation Response Message
{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == RESP,
Message Header. MESSAGE-SUBTYPE == CONTACT-SCHED,

CONTENT-VERSION == 2026.0}

-SUPPORTING-TEXT : String [0..1]

Figure 8-51. Contact Reservation Response Message Diagram

Message Header

Valid RESPONSE-STATUS values
for this message type:
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion

5=Invalid Request

The following table describes additional field names, values, and notes for the Contact Reservation Response

Message.
Table 8-200. Contact Reservation Response Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 —he v e
CUIMCTTCUCSUITPUOTNT
REQUEST-ID GUID R ID to |dent!fv the associated request
- - message, if any
Value Description
1 Acknowledgement
9 Working / Keep
116 = Alive Identifies the status of the request
RESPONSE-STATUS (Enumeration) R n Successful message that was processed.
= | Completion
4 Failed Completion
5 Invalid Request
Depending on the value of RESPONSE-
RETURN-VALUE 132 [0} STATUS, this field may contain more

detail as discussed below
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Commented [MA556]: C2VS12-204

Commented [MA557]: C2MS12-108

Formatted Table

Formatted Table

Formatted

Field Name Type Presence Value Description
When True, indicates the last mes$age Formatted
FINAL-RESPONSE]| Boolean 0 in the response sequence. Default$ to Formatted
—_l":?lse' oat oted - Formatted
ime application completed procegsin:
TIME-COMPLETED Time o the request jn UTC, While always | Formatted
- - - optional, this field only applies if FINAL- Formatted
RESPONSE is True. Formatted
SUPPORTING-TEXT String 0] Additional human-readable information Formatted
Formatted
When RETURN-STATUS indicates either "Failed Completion" or "Invalid Request", RETURN-VALUE may Formatted
contain one of the values shown in the following table to provide more specific detail. Formatted
Table 8-201. Meaning of RESPONSE-STATUS and RETURN-VALUE Combinations j// \Formatted
Used for Used for Used fpr | | Formatted
RESPONSE- RETURN-VALUE Descriotion Contact Contact Contatt | Formatted
STATUS Value | Possible Values description Reservation | Reservation | Reservaion Formatted
Request Deletion Query |/ - ctod
4=Failed 1 No Availability Jrue False alsg </ i ‘\ Formatte

""""" s 2 Ovc.Iaps'with'Maintenanw Window Jrue False ——Falsq <) Formatted

Completion - 7
3 Service Error True True Jruel v Formatted
101 Malformed Request Jrue Jrue Jrue| « Formatted
102 Invalid CONTACT-TARGET True False True| « Formatted

S=Invalid 103 Invalid ANTENNA-ID Jrue False True| <\

Request 104 Invalid NETWORK-ID Jrue False True| <)\
105 Invalid Time Window Jrue alse True| <! Formatted
106 Invalid RESERVATION-ID True True True) Formatted

NOTE: CONTACT-TARGET is a space-based target, while ANTENNA-ID is a ground-based antenna.

8.15.4 Contact Reservation Deletion Request Message

This message is used to delete a contact reservation by providing the RESERVATION-ID.

[Table 8-202. Contact Reservation Deletion Request Message Summary|

Sender

A C2MS compliant application requesting deletion of a given contact from the schedule

Intended Usage by Sender Request
Receiver A satellite contact reservation service
Intended Usage by Receiver | Request handling

What

Parameters for a satellite contact reservation deletion request

When

During contact schedule modification

Example

1. A Telemetry & Commanding component requests to delete a satellite contact reservation
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8.15.4.1 Contact Reservation Deletion Request Message Subjects

Table 8-203. Contact

Reservation Deletion R

equest Message Sub'|ect Naming

Sublect | pomain Elements Mission Elements | Message Elements Miscellaneous Elements
Sublect | Sbeck | powag | pomaz | missioN | consT | saT | Tve | susrve ME1 ME2 | MES | ME4 | MES | MES
. domain 1 domain 2
Subject B — .o constell CONTACT- | [DESTINATION- : Formatted: Centered
Content L system | —system | [mission] | Ty | [sall | REQ | “pe erET | cOMPONENT] [
specific] | specifig] | Formatted Table

4°—Exg?n erf” CaMs pomt | pom2 | MmssN | onst |sati | Rea 7‘382‘[?%' Sched1 ~ | Formatted: Centered
Example for CONTACT [ Formatted: Centered
SampEr | coaus pomt | pom2 | mssN | onst |saTi|Req |*prec|  Schedt . Formatted: Centred
Example for N CONTACT- 1

Receiver C2MS DOM1 DOM2 MSSN " SAT1 | REQ “DELETE Sched1 - [.Formatted: Centered
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Table 8-204. Properties of the Miscellaneous Elements for the Contact Reservation Deletion Request

Message
Miscellaneous Required / L o . .
T Element ; Description Field in Nsg, It applicable
Element Optional Description Field in Msg, if applicable
- DESTINATION-
ME1 Optional Component name of Responder COMPONENT from header
Examples

Two components, TAndC1 and a Contact Schedule Manager (Sched1), interact with the Contact Reservation
Deletion Request Message.

TAndC1 sends a message with the following subject to request deletion of a contact reservation.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-DELETE. Schedl

Schedl filters on subjects to receive the Contact Reservation Deletion Request Message.

C2MS.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-DELETE. Schedl or

C2MS.*.* . * * * REQ.CONTACT-DELETE.Schedl

8.15.4.2 Contact Reservation Deletion Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Deletion
Request Message, including both message and message header fields.

Table 8-205. Contact Reservation Deletion Request Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CONTACT-DELETE
CONTENT-VERSION 2026.0
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8.15.4.3 Contact Reservation Deletion Request Message Contents

The following figure shows a UML object diagram of the Contact Reservation Deletion Request Message with its

required, optional, and dependent fields.

Figure 8-52. Contact Reservation Deletion Request Message Diagram

C2MS M

-CONTENT-VERSION : F32

T

Message Header |

C2MS Request Message Custom Field
{Message Header.SPECIFICATION == C2MS, 0:* —

Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

Contact Reservation Del

R M

{Message Header.SPECIFICATION == C2MS,
Message Header MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CONTACT-DELETE,

CONTENT-VERSION == 2026.0}

RESERVATION-ID : GUID

The following table describes additional field names, values, and notes for the Contact Reservation Deletion Request

Message.
Table 8-206. Contact Reservation Deletion Request Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version number for this message content description [r ted [MA560]: C2MS12-177
REQUEST-ID GUID R ID to identify the request message
RESERVATION-ID GUID R ID of the contact reservation to be deleted

8.15.5 Contact Reservation Query Request Message

This message is used to query for contact reservations by providing optional information about the contact

reservation details, which are returned in zero or more Contact Reservation Data Messages. These details are

additive, and additional information will generally reduce the quantity of Contact Reservation Data Messages

ted [MA561]: C2MS12-161

returned.
Table 8-207. Contact Reservation Query Request Message Summary| [ C
Sender A C2MS compliant application requesting details of contact reservations that match a
- certain set of criteria
Intended Usage by Sender Request
Receiver A satellite contact reservation service
Intended Usage by Receiver | Request handling
What Parameters for a satellite contact reservation query request
When On Demand
310 Command and Control Message Specification™ (C2MS™) V1.1



Example

1. A Telemetry & Commanding component requests a listing of current contact reservation matching supplied « | Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
criteria 3, ... + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"
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8.15.5.1 Contact Reservation Query Request Message Subjects

) U

Table 8-208. Contact Reservation Quea Reg uest Message Subject Namin
S%Lea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci: | homaiNt | DomaIN2 | mission | consT | sat | Tve | susTye ME1 ME2 | ME3 | ME4 |ME5 | MES
Element fication
. domain 1 domain 2
Cs—J—gthf‘tt C2Ms —system | —system | [mission] [_c;ri]osrgell [saf] | REQ Cg’dTE/;%T [ggﬁﬂggﬁzﬁ% - [ Formatte: Conteres
e specific] | specifig] | Formatted Table
Bamelor | cows | powt | oowz | mssn | cnst |sart|Req | SRR | Schedt + | Formatted: Centered
E en |erf CONTACT [ Formatted: Centered
ample for :
ﬁ"dT CaMs DOM1 DOM2 MSSN CNSt1 | ATt | REQ | “qigry Sched? - [.Formatted: Centered
Example for N CONTACT- . 1
Receiver C2MS DOM1 DOM2 MSSN * SAT1 | REQ 7QUERY Sched1 [.Formatted: Centered
312 Command and Control Message Specification™ (C2MS™) V1.1



d [MA562]: C2MS12-192

Table 8-209. Properties of the Miscellaneous Elements for the Contact Reservation Query Request Message
Miscellaneous Required / - - . .
= Flemenf : Description Field in Nsq, It applicable
Element Optional Description Field in Msg, if applicable
: DESTINATION-
ME1 Optional Component name of Responder COMPONENT from header [r
Examples

Two components, TAndC1 and a Contact Schedule Manager (Sched1), interact with the Contact Reservation Query

Request Message.

TAndC1 sends a message with the following subject to query existing contact reservations.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-QUERY.Schedl

Sched] filters on subjects to receive the Contact Reservation Request Message.

C2MS.DOM1 .DOM2 .MSSN.CNS1.SAT1.REQ.CONTACT-QUERY.Schedl or

C2MS.*.* . * . * * REQ.CONTACT-QUERY. Schedl

8.15.5.2 Contact Reservation Query Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the Contact Reservation Query
Request Message, including both message and message header fields.

Table 8-210. Contact Reservation Query Request Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS
Message Header. MESSAGE-TYPE REQ
Message Header. MESSAGE-SUBTYPE CONTACT-QUERY
CONTENT-VERSION 2026.0
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8.15.5.3 Contact Reservation Query Request Message Contents

The following figure shows a UML object diagram of the Contact Reservation Query Request Message with its

required, optional, and dependent fields.

Figure 8-53. Contact Reservation Query Request Message Diagram

C2Ms M

-CONTENT-VERSION : F32

[

C2MS R

equest Message

{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ}

-REQUEST-ID : GU

ID

Message Header
— e |

Contact Reservation Query Request Message
{Message Header.SPECIFICATION == C2MS,
Message Header. MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == CONTACT-QUERY,
CONTENT-VERSION == 2026.0}

-RESERVATION-ID
-NETWORK-ID : Stri

-TO-TIME : Time [O.

-CONFIG : String [0..1]

: GUID [0..1]
ing [0..1]

-ANTENNA-ID : String [0..1]
-FROM-TIME : Time [0..1]

A]

-CONTACT-TARGET : String [0..1]

The following table describes additional field names, values, and notes for the Contact Reservation Query Request

Message.
Table 8-211. Contact Reservation Query Request Message Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version number for this message content description [r ted [MA563]: C2MS12-177
REQUEST-ID GUID R ID to identify the request message
CONFIG String 0 Ground Configuration String « [ Formatted Table
RESERVATION-ID GUID 0 ID of the contact reservation, if known
NETWORK-ID Strin 0 Identifier for the provider network, if known
ANTENNA-ID String 0 Identifier for the provider antenna, if known
[FROM-TIME Time [0} The start of the search period, inclusive (in UTC) [Commented [MA564]: C2Ms12-108
TO-TIME Time 0 The end of the search period, inclusive (in UTC)
The endpoint of the contact in space, may be the same as
CONTACT-TARGET Spring 0 SAT-ID-PHYSICAL or SAT-ID-LOGICAL or may be a specific
on-board antenna.
N Formatted: Font: (Default) Times New Roman, 10 pt, Not
Bold
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9 PIM — Extension Message Definitions|

9.1 |C2MS Extension Messages

Along with the complete set of standard messages defined in the previous chapter, C2MS provides a standardized |«
mechanism for defining extended sets of messages while maintaining conformance with C2MS. This allows
customization through expansion so that mission-specific behaviors can be achieved beyond the base set of C2MS
Messages, but utilizing consistent C2MS concepts.,

This is accomplished by extending one of the C2MS Extension Message classes described in this chapter and
defining the fields needed to accomplish the desired C2 task. An example might fall in mission planning, which is
likely to be substantially different between missions. A single mission could define C2MS Extension Messages it
uses to perform mission planning and utilize these over the same transport and expect the same high-level attributes|
(C2MS Message Envelope, Message Header, message types and subtypes, message subjects, message exchange
patterns, and request/response processing) as the core C2MS Messages defined in this document.

Messages defined in this way are considered C2MS-compliant so long as they extend one of the prescribed C2MS
Extension Messages and adhere to the structure, behavior and conventions of the messages defined in this document.

As a convention C2MS recommends adding custom extension messages only when these messages naturally belong]
to the satellite C2 domain and when there is no way to utilize the base C2MS Message contents, including through
augmentation of existing messages via custom fields (see Section 8.2.3 C2MS Message Augmentation through
Custom Fields). For example, new custom extension messages should not redefine the Command Request Message
already defined in C2MS or define alternate ways to disseminate Mnemonic Values apart from Mnemonic Value
Request/Response/Data Messages, but mission planning messages not defined in C2MS would be a logical
candidate for extension messages.

9.1.1 _C2MS Extension Message Types ~

Three types or classes of extension messages have been defined within C2MS. The type (MESSAGE-TYPE field
and Type from the message subject) of the message identifies the kind of communication for which the actual
message is being used. All C2MS Extension Messages must subclass one of these message types. The three types of

extension messages are as follows:

e C2MS Extension Notification Message (MSG) A

e C2MS Extension Request Message (REQ)
e C2MS Extension Response Message (RESP)

The three types of C2MS Extension Messages, along with their context within the hierarchy of C2MS and the
attributes they all have in common are shown in the following figure:,
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‘C2MS Message

Is Abstract

-CONTENT-VERSION : F32

Custom Field

C2MS Extension Message
{Message Header.SPECIFICATION == C2MS-EXT}
Is Abstract

-EXT-SPECIFICATION : Subject Token String

i

5=Invalid Request

{Message Header. SPECIFICATION == C2MS-EXT,

C2MS Extension Notification Message

Message Header. MESSAGE-TYPE == MSG}

C2MS Extension Request Message

{Message Header SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == REQ}

C2MS Extension Response Message

{Message Header. SPECIFICATION == C2MS-EXT, /
Message Header MESSAGE-TYPE == RESP} /

Is Abstract Is Abstract

-REQUEST-ID - GUID

-REQUEST-ID - GUID

-RESPONSE-STATUS : 116 = {1,2,3,4,5} 4
-FINAL-RESPONSE : Boolean
-TIME-COMPLETED - Time [0..1]
-RETURN-VALUE : 132 [0..1]

Figure 9-1. C2MS Extension Message Hierarchy

RESPONSE-STATUS
1=Acknowledgement,
2=Working/Keep Alive,
3=Successful Completion,
4=Failed Completion
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SUBTYPE value from a static list shown in Table 6-6 Descriptions of the Message Elements of the C2MS, C2MS

Extension Messages continue use one of the three defined MESSAGE-TYPE values (MSG/REQ/RESP), but define

their own MESSAGE-SUBTYPE.

Message Naming, below, for both the message name and MESSAGE-SUBTYPE.

\\‘ AN
core C2MS Messages use one of the three defined MESSAGE-TYPE values (MSG/REQ/RESP) and a MESSAGE- \
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C2MS Extension Messages share the same structure, attributes and uses as the core C2MS Message types, as

described in 6.4 C2MS Messages: Their Characteristics and Interactions, with the following exceptions:

e All custom extension messages must inherit from one of the defined message abstract classes in the «

above diagram.

e All extension messages including those created as custom extensions must use a SPECIFICATION of

"C2MS-EXT".

e The FINAL-RESPONSE field in C2MS Extension Response Message is required, whereas it is optional in

C2MS Response Message for backward compatibility reasons. This field must be present for each custom

message of type C2MS Extension Response Message.

e The RESPONSE-STATUS field in C2MS Extension Response Message is a close copy of the field of the same

name in C2MS Response Message, but does not include "6=Final Message" as that usage has been

deprecated for base C2MS Response Messages.

The above changes result in the following fields, overriding Table 6-14 Response Message Common Fields, for

C2MS Extension Response Messages:

Table 6-1. C2MS Extension Response Message Common Fields

Field Name Type Presence Value Description
REQUEST-ID GUID R The ID of thei request message that '
- - resulted in this response message. This
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field's value is to be the same as thé
REQUEST-ID in the associated REQ

message.

Value Description
Acknowledgement
Working/Keep Alive
Successful
Completion

Failed Completion
Invalid Request

N I—

Identifies the status of the request

|RESPONSE-STATUS | o 18
!I;I IUII!

1=
1w

[S20 B=

[FINAL-RESPONSE]| Boolean R

in each response message type.

When True, indicates the last messgige
in the resﬁonse seéuence. The defjult

vatue for this field-is-specified-individually

the request in UTC|, While always

TIME-COMPLETED Time

(o]

Time application completed procesding

optional, this field only applies if FINAL-

[Commented [MA569]: c2mMS12-10

[COmmented [MA570]: C2MS12-204

[Commented [MA571]: C2MS12-108

RESPONSE s True.

Return value or status based on the]
RESPONSE-STATUS. May be use

(]

provide additional responder-defined
information such as an error code o

RETURN-VALUE 132

(e}

o

the completion of the request.

other clarifying numeric data related to

Depending on the type of messages and the service/data the responder is providing, there may be a need for more
than one response message to be returned to the requestor. For specific response message types where only one
response message is allowed to be returned by definition, that response message type will support a reduced set of
possible values for RESPONSE-STATUS as "2=Working / Keep Alive" will have no meaning and
"1=Acknowledgment" may not be used. Individual C2MS Extension Response Messages are to describe which
values they support within the defined RESPONSE-STATUS values.

9.1.2 Extension Specification ~

While all C2MS Extension Messages have a SPECIFICATION value of "C2MS-EXT", they also include a field,
EXT-SPECIFICATION, used to differentiate the messages by their originator. This could be the enterprise, agency.
mission or other appropriate namespace to avoid naming collisions with extension messages defined by others.

For example, all extension messages defined in this section have EXT-SPECIFICATION="OMG", because they ar{
extension messages that have been defined by OMG.

Note that it is not necessary to include EXT-SPECIFICATION in the message subject, because the value of that
field is part of the MESSAGE-SUBTYPE, as described later in this section. The result is that MESSAGE-
SUBTYPE is already made unique to a particular EXT-SPECIFICATION by its naming convention.

9.1.3 Extension Message Naming ~

C2MS requires using message names that start with the value of EXT-SPECIFICATION for extension messages.
Consider for example, "OMG Generic Service Request Message" defined later in this section. Applying this unique
designator to the beginning of the defined extension message names avoids naming collisions with extension
messages defined by others.

Similarly, the MESSAGE-SUBTYPE field is defined with the extension message. Core C2MS Messages defined in|
this document use a pre-defined MESSAGE-SUBTYPE from Table 6-6 Descriptions of the Message Elements of
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the C2MS . C2MS Extension Messages must define their own subtype. In order to avoid message naming collisions
related to MESSAGE-TYPE and MESSAGE-SUBTYPE, the subtype value must begin with "[EXT-
SPECIFICATION]-" and failure to do so is considered non-compliant. For example, OMG Generic Service Request
Message, with EXT-SPECIFICATION="OMG" has MESSAGE-TYPE="REQ" and MESSAGE-
SUBTYPE="OMG-GEN-SERV".

9.1.4 Extension Messages and Custom Fields <[ Formatted: Heading 3

C2MS Extension Messages, like all C2MS Messages, can have zero or more custom fields as described in Section

8.2.3 C2MS Message Augmentation through Custom Fields. — [ Formatted: Font: 10 pt

It is important to note the distinction between tailoring C2MS via custom fields vs Extension Messages. As

described in Section 6.5 Tailoring C2MS Messages, C2MS Extension Messages are used to define new types of - [Formatted: Font: 10 pt

messages, while custom fields are used to augment already-defined messages. Therefore, Custom C2MS Extension
Messages should not define, but rather allow the use of custom fields; following exactly the way core C2MS
Messages are used.
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9.2 OMG Generic Service Messages| .
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Typed Variable in C2MS 1.2.

Additionally, OMG Generic Service Messages provide a concrete example of creating C2MS-EXT messages acrosy
all three types: Notification, Request, Response.

In many service-based designs, a one-to-one message exchange will occur between the consumer and producer of a
service. That is, the consumer will make a request of the producer of the product or service, and the producer will, if

turn, reply with a response. Many such message exchanges are possible using a complementary pair of request and
response type messages. This pair of OMG Generic Service Request/Response Messages is a general mechanism fof
the invocation of a service from one component to another. Software components wishing to expose or make certai
services available to other components can utilize this general mechanism for that purpose.

The OMG Generic Service Request/Response Messages are similar in nature and function to the Directive
Messages. Where the Directive Request Message will use a keyword or text string to request some functionality of 4
component, the OMG Generic Service Request Message will make a service request by name through a combinatiop
of an optional "service group", "service name" and "operation name". It will also pass in any parameters that are
required. It is expected that the number of services offered by a component will be small enough so that the serviceq
can be easily identified by their three-part service identification fields, described later.

In addition to the request and response message pair, a notification message is also defined for the generic service
capability. This allows a service to send out unsolicited information via an OMG Generic Service Data Message.

The intention of the OMG Generic Service Messages is to allow a component to offer a small number of basic
services to other components and the system in general. They are not meant to provide a comprehensive service
framework. OMG Generic Service Messages are not intended to provide permanent access to service capabilities
but rather, to provide a way for onboarding new service capabilities quickly. The process of maturing service-
providing components should include establishing their own component-specific interfaces, leaving behind the use
of OMG Generic Service Messages in favor of purpose-built C2MS-EXT messages. Services using OMG Generic
Service Messages are expected to be provided locally and not across domains, thereby allowing (or requiring) for all
provided services to be uniquely named within the immediate service area. Thus, any component could request any
service, by name, offered by another component, if authorized, within the local domain.

OMG Generic Service Messages can adhere to the Request-Response Message Exchange Pattern (MEP). the Notify]
MEP, or the Request-Response-Notify MEP.
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9.2.1 Service Identification Fields (SERVICE-GROUP, SERVICE-NAME,

OPERATION-NAME)

Request Message), it is necessary to convey information within these messages in order to distinguish one OMG

Generic Service Message usage from another. To accomplish this, these messages include a set of fields to designate

the specific use of the message, as follows:

e SERVICE-GROUP - Functional area, subject matter, or group to which the service belongs .«

e SERVICE-NAME - Name of the service offered by a component

e OPERATION-NAME - Name of the operation within the specified service

In all OMG Generic Service Messages, at least one of the fields, above, must be specified. Outside of that constraint.

these fields may be used in any combination to aid in the correct service identification and routing for the given

message.

In order to distinguish one set of service identification fields from another, naming conventions are recommended

based on the enterprise, agency, mission or other appropriate namespace to avoid naming collisions. For example

all services created within EnterpriseA might have "EnterpriseA" included as part of the value of the service

identification fields. In practice, at least one the service identification fields should contain the distinguishing term.

An example of the hierarchy of these three fields is a service provider which might specify the following related to

OMG Generic Service Messages it supports:

e SERVICE-GROUP = FlightDynamics
e SERVICE-NAME = EnterpriseA-Ephemeris

e OPERATION-NAME = CalcForProposedManeuver

e Inthis example the service requestor would use these fields in the request, which would be sent to the

service provider listening for this particular set of fields on an OMG Generic Service Request Message.

It is the purview of the service provider to determine the choice of which of these fields are to be used and their
values to uniquely identify the service being requested.

9.2.1.1 Service Identification in OMG Generic Service Request Message “
JIn the OMG Generic Service Request Message, the DESTINATION-COMPONENT (from the Header) is optional.

Additionally, the service identification fields (SERVICE-GROUP, SERVICE-NAME, and OPERATION-NAME)

are all optional but at least one must be specified.

If the DESTINATION-COMPONENT is specified, the request message is sent to that component and the

combination of the service identification fields provide information to that component regarding the service and

operation requested.

If the DESTINATION-COMPONENT is not specified, the request message is sent out to any component configured

to receive and process the combination of service identification fields. In other words, in this use, the
DESTINATION-COMPONENT is not known by the requestor, but the assumption is that some component(s) will

receive and process the message based on the the supplied service identification fields.

9.2.1.2 Service Identification in OMG Generic Service Response Message -

the component name of the original requestor to which the response is being sent and the REQUEST -ID provides

correlation back to the original request. The service identification fields (SERVICE-GROUP, SERVICE-NAME,
and OPERATION-NAME) are all optional but at least one must be specified as an indicator back to the requestor

320
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regarding the service and operation that is responding. These contain the same values as the service identification
fields of the original request.

9.2.1.3 _Service Identification in OMG Generic Service Data Message “ [ Formatted: Heading 4
JIn the OMG Generic Service Data Message, the DESTINATION-COMPONENT (from the Header) is empty (or ndt [Formatted: Font: 10 pt

present). The service identification fields (SERVICE-GROUP, SERVICE-NAME, and OPERATION-NAME) are
all optional but at least one must be specified as an indicator to any receiving component regarding the service and
operation that is providing this notification message.

9.2.2 Creating C2MS-EXT Messages from OMG Generic Service Messages <[ Formatted: Heading 3
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The OMG Generic Service Messages are the only C2MS-EXT messages defined in this document and as such, [ Formatted: Font: 10 pt
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EXT messages defined by others. See Section 9.1.2 Extension Specification, and 9.1.3 Extension Message Namin
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OPERATION-NAME and fields related to PARAM, RETURN-DATA-ITEM, and DATA-ITEM, are unique to
these messages and should not be carried forward into other extension messages.

9.2.3 OMG Generic Service Request Message « [ Formatted: Heading 3
An OMG Generic Service Request Message is a service request that is issued to one application from another. Usin [ Formatted: Font: 10 pt

this message requests the invocation of a single service from a single component.

Table 8-2. OMG Generic Service Request Message Summary —[r d [MA574]: C2Ms12-161
Sender A C2MS compliant application requesting a service from another component via generic
- service message
Intended Usage by Sender Request
Receiver A service provider via generic service message
Intended Usage by Receiver | Reguest handling
What Parameters for a generic service request
When On demand
Example
1. An application requests a service defined by the generic service provider - | Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,

3, ... + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"
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9.23.1 OMG Generic Service Request Message Subjects

Table 8-3. OMG Generic Service Request Message Subject Naming
S%:jea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements

Subject Speci- <-M M

Subject SPect | hoMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 E | | Formatted Table

Element fication —_— _— _— _— 516

Subject domain1 | [domain2 § [constell OMG-GEN- | [DESTINATION- | [SERVICE | [SERVIC | [OPERATION- s [ Formatted: Centered

Content CoMS | —system | —system | [mission] | “ogon~ | [sall | REQ | orpy™ | "COMPONENT] | -GROUP] | E-NAME] NAME] i

- sgec_ific specific] [ Formatted: Centered
Example for OMG-GEN- MissionA | PropagateFromLat ) ! :

Sender C2MS DOM1 DOM2 MSSN CNS1 | SAT1 | REQ SERV ED1 ED -Ephem estObs [.Formatted. Centered
Example for OMG-GEN- i CalcForProposed ) 1 ;

Sender C2MS DOM1 DOM2 MSSN CNS1 | SAT1 | REQ SERV FILL EntA-FD Ephem Maneuver [.Formatted. Centered
Example for . OMG-GEN- . MissionA . _ !

Receiver c2mMs DOM1 DOM2 MSSN * SAT1 | REQ “SERV ED1 * “Ephem _ [.Formatted: Centered
Example for N OMG-GEN- 1

Receiver C2MS DOMI DOM2 MSSN - SAT1 | REQ SERV EntA-FD H I [Commented [MA575]: C2mMS12-162

- L Formatted: Centered
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Table 8-4. Properties of the Miscellaneous Elements for the OMG Generic Service Request Message
Miscellaneous Required / e - . .
T Element ; Description Field in Msq, It applicable
Element Optional Description Field in Msg, if applicable
ME1 Optional Component name of Responder EE?I.I,’;{/}EE?L\‘ —
LUUNVIFUNEIN T TTOITEauct
. Functional area, subject matter, or group to SERVIAE.ARALID
ME2 Optional which the service belongs S IREI
ME3 Optional Name of the service SERVICE-NAME
ME4 Optional | Name of the operation within the service OPERATION-NAME
Examples

A Flight Dynamics Service, FDServiceProviderl, provides ephemeris propagation requested by two service
requestors, TAndC1 and TAndC2, interacting via the OMG Generic Service Request Message. TAndC1 knows the

name of the service provider component, TAndC2 does not, and uses the service identification fields to reach it.

TAndCl1 sends a message with the following subject to request ephemeris propagation from the named component. | <

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.OMG-GEN- -«

SERV.FDServiceProviderl.FILL.FILL.PropagateFromLatestObs

TAndC2 sends a message with the following subject to request ephemeris propagation without knowing the name of <+

the service component.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.OMG-GEN-SERV.FILL.FD.MissionA- -«

Ephem.PropagateFromLatestObs

FDServiceProviderl filters on subjects to receive the OMG Generic Service Request Message.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.REQ.OMG-GEN-SERV.FDServiceProviderl.>
or

C2MS-EXT.*.* . * * * REQ.OMG-GEN-SERV.FDServiceProviderl.>

9.2.3.2 OMG Generic Service Request Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the OMG Generic Service Request
Message, including both message and message header fields.

Table 8-5. OMG Generic Service Request Message Pre-defined Field Values
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9.2.3.3 OMG Generic Service Request Message Contents

The following figure shows a UML object diagram of the OMG Generic Service Request Message with its required
optional, and dependent fields.

C2MS Message
-CONTENT-VERSION : F32

Message Header
Custom Field
0.*

C2MS Extension Message
{Message Header.SPECIFICATION == C2MS-EXT}

-EXT-SPECIFICATION : Subject Token String

C2Ms Extension Request Message
{Message Header.SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == REQ}

-REQUEST-ID : GUID

OMG ic Service Req
{Message Header. SPECIFICATION == C2MS-EXT,
EXT-SPECIFICATION == OMG,
Message Header MESSAGE-TYPE == REQ,
Message Header. MESSAGE-SUBTYPE == OMG-GEN-SERV,

CONTENTVERSION == 2029.0} Generic Service Parameter
-SERVICE-GROUP : Subject Token String [0..1] _PARAM -
-SERVICE-NAME : Subject Token String [0..1] e -"-\N/:HJEE- 51‘-”"3‘,[0\,‘.‘11 o
-OPERATION-NAME - Subject Token String [0..1] 0.+ |- : Typed Variable

-NUM-OF-PARAMS : U16

Figure 9-2. OMG Generic Service Request Message Diagram

The following table describes additional field names, values, and notes for the OMG Generic Service Request
Message.
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Table 8-6. OMG Generic Service Reques

t Message Additional Information

Field Name Type Presence | Value Description + [ Formatted Table
CONTENT-VERSION F32 R 2026 | Version number for this message content description
EXT-SPECIFICATION | Subject Token String R OMG | See Section 9.1.2 Extension Specification < [ Formatted: Font: Arial Narrow, 10 pt
REQUEST-ID GUID R ID to identify the request message [ Formatted: Centered
SERVICE-GROUP Subject Token String D
At least one of SERVICE-GROUP, SERVICE-NAME, ¢r [
. . OPERATION-NAME must be specified. See 9.2.1 Seryice Formatted: Font: Arial Narrow, 10 pt
SERVICENAME | Subject Token String D Identification Fields (SERVICE-GROUP, SERVICE-NAME,
OPERATION-NAME) for detail of these fields.
OPERATION-NAME Subject Token String D
NUM-OF-PARAMS u16 R >0 Number of parameters included within the service reqyest
PARAM.n.NAME String 0 Name of the parameter being provided - “n” starts at “1".
Value of the provided parameter. The Typed Variable
structure contains the data via a type discriminator
PARAM.n.VALUE Typed Variable D (VALUE.TYPE-DISCRIMINATOR) and value (VALUE.DATA- [ Formatted Table

VALUE). Required for each PARAM when NUM-OF-
PARAMS > 0.

Service parameters can be represented positionally or as name-value pairs with the value represented as a Typed

Variable. To use name-value pairs, both the optional PARAM.n.NAME and the required PARAM.n.VALUE are

specified. To use positional command arguments do not use the optional PARAM.n.NAME. In this latter case, the

first argument (n=1) fills the first arcument needed for the service, etc.

The now-deprecated Simple Service Request Message used a number of fields not carried forward here for the

reasons listed below:

Envelope if Authentication and Authorization are required.

¢ SERVICE-NUMBER/OPERATION-NUMBER - The SERVICE-NAME/OPERATION-NAME suffice

and are more clear.

e SERVICE-VERSION/OPERATION-VERSION - If multiple versions of a service or operation are

employed during the lifetime of a service that is enabled to use OMG Generic Service Messages, version

information can be provided as part of the service or operation name.

e PRIORITY and time-bounding fields - The OMG Generic Service Request should be considered to be on

demand. If needed, this type of execution-specific information can be provided as parameters.

e RESPONSE - Services that receive requests are expected to respond. Requesting components may choose

not to watch for the response message.
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9.2.4 OMG Generic Service Response Message

|An OMG Generic Service Response Message is sent by a service provider in response to an OMG Generic Service

Request Message. The primary purpose of this response message is to provide acknowledgment of the request
message and a status of the action completed.

Multiple OMG Generic Service Response Messages may be used by the responding service provider if the
processing and completion of the request is lengthy. In this event, an interim or interactive “working” type message

would be issued to let the original application know that the action is still being Drocessed.\ [Commented [MA576]: C2Ms12-201
Table 8-7. 9.2.4 OMG Generic Service Response Message Summa_r_ﬂ —[r d [MA577]: C2Ms12-161

Sender A C2MS compliant aglglication t.hat regeived a request for a service from

I another component via a generic service request

Intended Usage by Sender Reply

Receiver Application that issued the original request

Intended Usage by Receiver Receive response

What Acknowledgment and status of original request

When Upon receipt of a original request message
Examples

1. _An application responds to a request for a service defined by the generic service provider - | Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,

3, ... + Start at: 1 + Alignment: Left + Aligned at: 0.25" +
Indent at: 0.5"
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9.2.4.1  OMG Generic Service Response Message Subjects
Table 8-8. OMG Generic Service Response Message Subject Naming
S%:iea_crtd Domain Elements Mission Elements Message Elements Miscellaneous Elements
Subject Speci: | homaiNt | DomaN2 | mission | consT |saT | TvP | sustyp ME1 ME2 ME3 | ME4 | ME5 | MES
Element fication
. domain 1 domain 2
Subject . constell OMG-GEN- | [DESTINATION- [RESPONSE- < [Formatted: Centered
C2MS —system | —system | [mission] ; [sat] | RESP -

Content specific] specific] ation SERV COMPONENT] STATUS] ‘ Formatted Table
Bampelor | cous | powt | powz | mssn | cnst | sart | mesp | MEEERE] pangcy 1 «| | Formatted: Centered
E en |erf OMG—GE N [ Formatted: Centered

ample for _GEN-

xSender C2MS DOM1 DOM2 MSSN CNS1 SAT1 | RESP “SERV TandC1 3 « [Formaned: Centered

N - F tted: Centered
Examplefor | = oo\q DOM1 DOM2 MSSN + saT1 | Resp | QUG-GEN- TandCt . « | Formatted: Centere
Receiver SERV [ Formatted: Centered
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Table 8-9. Properties of the Miscellaneous Elements for the OMG Generic Service Response Message

Miscellaneous Required / e . s . .
T Element ; Description Field Origination in Msg, It applicable
Element Optional Description Field Origination in Msg, if applicable
ME1 Required Component name of Requestor | DESTINATION-COMPONENT from header
. Status type supplied by 2
ME2 Required Responder RESPONSE-STATUS
Examples

Two components, FDServiceProviderl and TAndCl1 interact via the OMG Generic Service Response Message after
TAndC1 has sent a previous request.

FDServiceProvider] sends an OMG Generic Service Response Message back to the original requestor (TAndCl1).

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.OMG-GEN-SERV.TAndC1.1

The original requestor (TAndC1) filters on subjects to receive the OMG Generic Service Response Message.

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.RESP.OMG-GEN-SERV .[TAndCl . *\ [Commented [MA579]: c2Ms12-162

9.2.4.2 OMG Generic Service Response Message Pre-defined Field Values
The abbreviated table below shows the required values of the named fields for the 9.2.4.2 OMG Generic Service
Response Message. including both message and message header fields.

Table 8-10. 9.2.4.2 OMG Generic Service Response Message Pre-defined Field Values

Field Name Value <« [ Formatted Table
Message Header.SPECIFICATION C2MS-EXT
EXT-SPECIFICATION OMG
Message Header. MESSAGE-TYPE RESP
Message Header. MESSAGE-SUBTYPE OMG-GEN-SERV
CONTENT-VERSION 2026.0
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9.2.4.3 OMG Generic Service Response Message Contents
The following figure shows a UML object diagram of the OMG Generic Service Response Message with its

required, optional, and dependent fields.

C2MS Message

-CONTENT-VERSION : F32

| Message Header
o Custom Field

C2MS Extension Message
{Message Header.SPECIFICATION == C2MS-EXT}

-EXT-SPECIFICATION : Subject Token String

C2MS Extension Response Message

{Message Header. SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == RESP}

-REQUEST-ID : GUID -
-RESPONSE-STATUS : 116 = {1,2,34,5} q
-FINAL-RESPONSE : Boolean
-TIME-COMPLETED : Time [0..1]
-RETURN-VALUE : 132 [0..1]

OMG ic Service Resp I']
{Message Header SPECIFICATION == C2MS-EXT,
EXT-SPECIFICATION=0MG,

Message Header MESSAGE-TYPE == RESP,

Message Header. MESSAGE-SUBTYPE == OMG-GEN-SERV,
CONTENT-VERSION == 2026.0}

-SERVICE-GROUP : Subject Token String [0..1]

RESPONSE-STATUS
1=Acknowledgment,

2=Working/Keep Alive,
3=Successful Completion
4=Failed Completion

- 5=Invalid Request

-RETURN-DATA-ITEM

Generic Service Response Data ltem

-SERVICE-NAME : Subject Token String [0..1]
-OPERATION-NAME : Subject Token String [0..1]
-NUM-OF-RETURN-DATA-ITEMS : U16

“NAME : Subject Token String [0..1]

0. | .VALUE : Typed Variable

Figure 9-3. OMG Generic Service Response Message Diagram

The following table describes additional field names, values, and notes for the OMG Generic Service Response

Message.
Table 8-11. OMG Generic Service Response Message e Additional Information
Field Name Type Presence Value Description
CONTENT-VERSION F32 R 2026 Version numper_for this message
- content description
EXT-SPECIFICATION Subiect Token R OMG See Section 9.1.2 Extension [ Formatted: Font: Arial Narrow, 10 pt
- String - Specification
REQUEST-ID GUID R ID to identify the request message
SERVICE:GRop | SblEdtToken | At least one of SERVICE-GROUP
=ting SERVICE-NAME, or OPERATION
NAME must be specified. See 9.2.{1 [
) Service Identification Fields (SER\ICE- Formatted: Font: Arial Narrow, 10 pt
SERVICE-NAME Sub gfrtig"ke” D GROUP, SERVICE-NAME,
=ling OPERATION-NAME) for detail of these
Subject Token fields.
OPERATION-NAME Supject 1oken D
String
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Field Name

Presence Value Description

RESPONSE-STATUS

[(Enumeration)]

Value Description
Acknowledgement
Working / Keep
Alive

Successful

N =

i}

Identifies the status of the request
message that was processed.

10

Completion
Failed Completion
Invalid Request

o] 1w

[FINAL-RESPONSE]|

Boolean R

When True, indicates the last message
in the response sequence. Defaults to

False.

TIME-COMPLETED

Time

Time application completed processing
the request jn UTC, While always

optional, this field only applies if FINAL-
RESPONSE is True.

(o]

RETURN-VALUE

Depending on the value of RESPONSE-
STATUS, this field may contain more
detail as discussed below

(e}

NUM-OF-RETURN-DATA-
ITEMS

Number of data items returned in this
response. This response can return <
zero-to-many resulting data items.

<
>
170

(c

ted [MA580]: C2MS12-10

[Commented [MA581]: C2MS12-204

{COmmented [MA582]: C2MS12-108

[ Formatted Table

[ Formatted: Centered

RETURN-DATA-
ITEM.n.NAME

String

Name of the data item being returned -

n” starts at “1”.

(e}

RETURN-DATA-
ITEM.n.VALUE

Typed Variable

Value of the returned data. The Typed
Variable structure contains the data via
a type discriminator (VALUE.TYPE-
DISCRIMINATOR) and value
(VALUE.DATA-VALUE). Required for
each RETURN-DATA-ITEM when NUM-
OF-RETURN-DATA-ITEMS > 0.

1o

Return data items can be repres

ented positionally or as name-value pairs with the value represented as a Typed

Variable. To use name-value pairs, both the optional RETURN-DATA-ITEM.n.NAME and the required RETURN-

DATA-ITEM.n.VALUE are sp

ecified. To use positional return values do not use the optional RETURN-DATA-

ITEM.n.NAME. In this latter case, the first data item (n=1) is the first expected returned value from the service, etc.

9.2.5 OMG Generic Service Data Message

[The OMG Generic Service Data Message can be produced by a data service provider, either as a result of a

corresponding OMG Generic S
service)

ervice Request Message or as a standalone unsolicited notification of data from the

Table 8-12. OMG Generic Se

Sender

rvice Data Message Summa[y\

A C2MS compliant application that provides a service defined through generic service
messages

Intended Usage by Sender

Notification of some service-related information

Receiver

Application monitoring service-related information

Intended Usage by Receiver

Receive notification messages

What

Information associated with the service
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When When service-related data becomes available for consumption by broader set of
- interested components

Examples
1. A generic service provider produces an unsolicited notification message with data associated with the -« | Formatted: Numbered + Level: 1 + Numbering Style: 1, 2,
service 3, .. + Start at: 1 + Alignment: Left + Aligned at: 0.25" +

Indent at: 0.5"

2. A generic service provider produces a notification message as part of a stream of data, with data associated
with the service
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9.2.5.1 OMG Generic Service Data Message Subjects

Table 8-13. OMG Generic Service Data Me-asage Sub'|ect Naming
omain elements ISsion Elements essage clements I1scellaneous Elements )
oubject | pomain Element Mission Element Message Element Miscell Element | Formatted Table
- : }
Eifm ﬁsc‘;‘:gn DOMAIN1 | DOMAIN2 | MISSION | CONST | SAT | TYP | SUBTYP ME1 ME2 ME3 ME4 ME5 | E
6
subiect |y | AL R o | sl | | s | QUESEN: | o mong | ISERVICE | ISERVICE | [OPERATION | [REQU- |( Formatted: Centeed
Content el | spedific ation MSG | ““ggpy | [COMPONENT] | “GRoup] | -NAME] -NAME] ESTID! | (Formatted: Centered
Example for OMG-GEN- MissionA- | PropagateFro | Formatted: Centered
Sender C2MS DOM1 DOM2 MSSN CNSt | SAT1 | MSG | et FD1 FD Ephem | mlatestOps | (292 e
Example for OMG-GEN- i i CalcForPropo p
Sender C2MS DOM1 DOM2 MSSN CNS1 SAT1 | MSG SERV FD-A EntA-FD Ephem sedManeuver [GUID} [ Fo.rmatted: Centered
Example for . . OMG-GEN- ] ] CalcForPropo I
Receiver C2MS DOM1 DOM2 * * SAT1 | MSG | =gf FD-A EnAFD | Ephem | o oo | [GUIDLH{ Formatted: Centered
Example for N N OMG-GEN- N MissionA- | PropagateFro - 1 ;
Recelver Ccams DOM! DOM?2 . . SAT1 | MSG | gfn : FD Ephem | mLatestObs > | [Formatted: Centered
E le f MG-GEN- 1
e | cas | powt | powe | - ¢ | sart | wse | M ‘ EnAFD | M | [commented [MAS8S]: cawis12 162
- Formatted: Centered
(

Note that "[GUID]" in the table above is a Subject Token String that conforms to the GUID type specified in this document, such as "b891bdac-964a-4f3¢-957¢c-
1a29ec4c¢7d50" or similar.
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Table 8-14. Properties of the Miscellaneous Elements for the OMG Generic Service Data Message
Miscellaneous Required / e L . . -
T Element ; Field in Nsg, It applicable

Element Optional Description Field in Msg, if applicable
ME1 Required Component name of Sender COMPONENT from header
ME2 Optional ‘Flipcilc‘)fal areg, sgb{ect matter, or group to SERVICE-GROUP

WIS e SCIvIiLE DEIVNYS
ME3 Optional 'Name of the service SERVICE-NAME <
ME4 Optional Name of the operation within the service OPERATION-NAME
MES DOptional D associated with original request, if any REQUEST-ID
Examples

A service provider (FDServiceProviderl) sends out an unsolicited OMG Generic Service Data Message with the

following subject::

C2MS-EXT.DOM1.DOM2 .MSSN.CNS1.SAT1.MSG.OMG-GEN-

SERV.FDServiceProviderl.FD.MissionA-Ephem.PropagateFromLatestObs

An interested component (TAndC1) filters on subjects to receive the OMG Generic Service Data Message.

C2MS-EXT.DOM1.DOM2 . MSSN.CNS1.SAT1.MSG.OMG-GEN-SERV.FDServiceProviderl.{|

or

C2MS-EXT.*.* . * * * MSG.OMG-GEN-SERV.*.FD.MissionA-Ephem.+

9.2.5.2 OMG Generic Service Data Message Pre-defined Field Values

The abbreviated table below shows the required values of the named fields for the OMG Generic Service Data

Message header.

Table 8-15. OMG Generic Service Data Message Pre-defined Field Values
Field Name Value
Message Header.SPECIFICATION C2MS-EXT
EXT-SPECIFICATION OMG
Message Header. MESSAGE-TYPE MSG
Message Header. MESSAGE-SUBTYPE OMG-GEN-SERV
CONTENT-VERSION 2026.0
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9.2.5.3 OMG Generic Service Data Message Contents

The following figure shows a UML object diagram of the OMG Generic Service Data Message with its required and

optional fields.

C2MS Message

C2MS Extension Message
{Message Header.SPECIFICATION == C2MS-EXT}

-EXT-SPECIFICATION : Subject Token String

C2MS Extension Notification Message
{Message Header.SPECIFICATION == C2MS-EXT,
Message Header MESSAGE-TYPE == MSG}

OMG Generic Service Data Message
{Message Header.SPECIFICATION == C2MS-EXT,
EXT-SPECIFICATION=0OMG,
Message Header. MESSAGE-TYPE == MSG,
Message Header. MESSAGE-SUBTYPE == OMG-GEN-SERV,
CONTENT-VERSION == 2026.0}

-REQUEST-ID : GUID [0..1]

-CONTENT-VERSION : F32
Custom Field
0.*

-DATA-ITEM

Generic Service Data ltem

-SERVICE-GROUP : Subject Token String [0..1]
-SERVICE-NAME : Subject Token String [0..1]
-OPERATION-NAME : Subject Token String [0..1]
-FINAL-MESSAGE : Boolean
-NUM-OF-DATA-ITEMS : U16

Figure 9-4. OMG Generic Service Data Message Diagram

1.

-NAME : Subject Token String
-VALUE : Typed Variable

The following table describes additional field names, values, and notes for the OMG Generic Service Data Message.

Table 8-16. OMG Generic Service Data Message Additional Information

Field Name Type Presence Value Description
CONTENT-VERSION F3 R 2026 Version number for this message content
- — - = description
EXT-SPECIFICATION | SUblgcToken | g oMG See Section 9.1.2 Extension Specification
REQUEST-ID GUID 0 ID to identify a request message if this message

is produced as a result of a request.

SERVICE-GROup | Sublect Token

String D
SERVICE-NAME Subject Token D

String

At least one of SERVICE-GROUP, SERVICE-

NAME, or OPERATION-NAME must be

specified. See 9.2.1 Service Identification Fields

(SERVICE-GROUP, SERVICE-NAME,

OPERATION-NAME) for detail of these fields.
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[ Formatted: Centered

[ Formatted Table

Commented [MA587]: C2MS12-22 has these as Required (R),
but they manifestly should be Dependent (D)... Required if NUM-

Field Name Type Presence Value Description
OPERATION-NAME | SublectToken | )
String
Number of data items included in this messpge.
NUM-OF-DATA-ITEMS u16 R >0 This message can include one-to-many daﬁ*
items.
. Name of the data item being made availablg - “n”

DATA-ITEM.n.NAME String . starts at“1”. Required for each DATAITEM.
Value of the returned data. The Typed Varigble
structure contains the data via a type

DATA-ITEM.n.VALUE | Typed Variable D discriminator (VALUE.TYPE-DISCRIMINATGR)

and value (VALUE.DATA-VALUE). Requi@ for

OF-DATA-ITEMS > 0. So correcting that as part of this edit.

[ Formatted Table

each DATA-ITEM.
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Appendix A — Categorization

Component Categories

Table A- 1 organizes the software standard into broad classes of functionality and further delineates the classes into
subclasses. [This is not an exhaustive list and other classes and subclasses may be identified in addition to those
listed here.

Table A- 1. Software Class and Subclass Categories\ [COmmented [MA588]: C2Ms12-10
Class Subclass
CLASS Abbr. Subclass Abbr.
Assessment AST
Archive and Assessment AAA Archive ARC
Plotting, Trending and Analysis PTA
. Paging PAGE
Automation AUTO Rule-Action RULE
Orbit Determination ob
Flight Dynamics FD Navigation and Control NAC
Ephemeris EPH
) ) . Analysis ANL
Modeling, Simulation, and Front- MAS Front End Processor FEP
End Processors .
Simulator SIM
. . Maneuver Planning MAN
Planning and Scheduling PAS Scheduling SCH
Script Control SCRIPT
. Verify VER
Security SEC Encryption CRYPT
Operating Systems 0Ss
COTS COTS
GOTS GOTS
System SYS | Monitor MON
Configuration Control and CFG
Management
Telemetry TLM
Telemetry and Command TAC Command CMD
—
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Product Categories

Table A- 2 uses the same Class categories and Class abbreviations as seen in Table A- 1 to break down and classify
the products in a hierarchical manner. [This is not an exhaustive list and other product types and subtypes may be
identified in addition to those listed here.|

Table A- 2. Product Categories

Product Product Subtype Product Product
Types Abbr. (ME4) Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (ME5) (ME6)
Archive and AAA Data DATA
Assessment
Message MSG
Plot/Graph PLOT
Report RPT
Statistics STAT
Automation | AUTO Decision Making DM
Expert EXP
Paging PAGE
Flight D At
) itude ATT
Dynamics
Environmental/Celestial | EC
Instrument INST
Maneuver MAN
Memory MEM
E"gh‘ . FD Orbit ORBIT | Ephemeris | EPHEM | Binary BIN
ynamics
FreeFlyer FF
CCSDS Orbit
Ephemeris OEM
Message
Satellite Tool Kit | STK
Special
Perturbations SP
Flight . Extended
. FD Orbit ORBIT State STATE Precision EPV
Dynamics v
ector
GPS Navigation GPSNAV
Data
Improved
Interrange IRV
Vector
CCSDS Orbit
Parameter OPM
Message
Orbital
Parameter OPR
Reports
Two Line Mean TLE
Elements
Vehicle Attitude | VEHATT
E';%g‘mics FD Orbit orarr | Saton STA AEITables | o
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Product Product Subtype Product Product
Types Abbr. (ME4) Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (MEG6)
Ground Site
Location GSL
Line Summary | LS
Predicted Site
Acquisition
Table PSAT
Site Views SV
STDN
Summary
Predictions STDNSP
Tracking Data D
Vehicle Visibility
Check we
Flight . High Gain
. FD Orbit ORBIT Instrument INST Antenna HGAP
Dynamics -
Predictions
Science Field of
View SFVP
Predictions
Sensor
Interference SIP
Predictions
U§er Antenna UAV
View
Flight FD Orbit ORBIT OrbitObject | o Orbital Events | EV
Dynamics Relationships
Shadow Times | ST
Solar Beta SBA
Angle
Sun/Earth
Relationships s
Modeling
and MAS Data Files DATA
Simulation
Data Streams STREAM
Messages MSG
Planning and Activit
Sehe duﬁng PAS Schedule SCH Sehe dyule ACT
Contact Al quce
Schedule CON Satellite Control | AFSCN
Network
Deep Space
Network DSN
Ground
Network CN
Space Network | SN
Universal
Space Network USN
glannlng and PAS Spacecraft SC Command CMD Command ' CSF
cheduling Sequence File
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Product Product Subtype Product Product
Types Abbr. (VER P Abbr. Subtype2 Abbr. Subtype3 Abbr.
(ME3) (MES5) (MEG6)
Block
Commands BC
Unmanned Aerial
Vehicles UAY
Scripting
Control SCRIPT
Telemetry
and TAC | Data Values DATA | Selected SET ID of selected | .
subset
Command
Telemetry
and TAC Level-0 RAW
Command
Telemetry
and TAC Memory Dumps MEM
Command
Telemetry .
and TAC Products Derived from PASS Pass N PD
Command a pass/contact Description
TAC Frames Lost FL
Pass
Summary PSR
Report
Spacecraft Tables TBL
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