Date: May 31, 2026

SONS- RAAML

OMG RISK ANALYSIS
AND ASSESSMENT
MODELING LANGUAGE

Risk Analysis and Assessment
Modeling Language (RAAML)
Libraries and Profiles

Version 1.2 Beta

OMG Document Number: ptc/26-06-27
Standard document URL: https://www.omg.org/spec/RAAML/




Copyright © 2021-2026, Dassault Systemes

Copyright © 2021-2026, Ford Motor Company

Copyright © 2021-2026, Gesellschaft fiir Systems Engineering
Copyright © 2022-2026, Object Management Group, Inc.
Copyright © 2024-2026, The Aerospace Corporation
Copyright © 2026, MITRE

Copyright © 2026, Boeing

Copyright © 2026, EDM Association dba EDM Council, Inc.

USE OF SPECIFICATION - TERMS, CONDITIONS & NOTICES

The material in this document details an Object Management Group specification in accordance with the terms,
conditions and notices set forth below. This document does not represent a commitment to implement any
portion of this specification in any company's products. The information contained in this document is subject to
change without notice.

LICENSES

The companies listed above have granted to the Object Management Group, Inc. (OMG) a nonexclusive,
royalty-free, paid up, worldwide license to copy and distribute this document and to modify this document and
distribute copies of the modified version. Each of the copyright holders listed above has agreed that no person
shall be deemed to have infringed the copyright in the included material of any such copyright holder by reason
of having used the specification set forth herein or having conformed any computer software to the
specification.

Subject to all of the terms and conditions below, the owners of the copyright in this specification hereby grant
you a fully-paid up, non-exclusive, nontransferable, perpetual, worldwide license (without the right to
sublicense), to use this specification to create and distribute software and special purpose specifications that are
based upon this specification, and to use, copy, and distribute this specification as provided under the Copyright
Act; provided that: (1) both the copyright notice identified above and this permission notice appear on any
copies of this specification; (2) the use of the specifications is for informational purposes and will not be copied
or posted on any network computer or broadcast in any media and will not be otherwise resold or transferred for
commercial purposes; and (3) no modifications are made to this specification. This limited permission
automatically terminates without notice if you breach any of these terms or conditions. Upon termination, you
will destroy immediately any copies of the specifications in your possession or control.

PATENTS

The attention of adopters is directed to the possibility that compliance with or adoption of OMG specifications
may require use of an invention covered by patent rights. OMG shall not be responsible for identifying patents
for which a license may be required by any OMG specification, or for conducting legal inquiries into the legal
validity or scope of those patents that are brought to its attention. OMG specifications are prospective and
advisory only. Prospective users are responsible for protecting themselves against liability for infringement of
patents.

GENERAL USE RESTRICTIONS



Any unauthorized use of this specification may violate copyright laws, trademark laws, and communications
regulations and statutes. This document contains information which is protected by copyright. All Rights
Reserved. No part of this work covered by copyright herein may be reproduced or used in any form or by any
means--graphic, electronic, or mechanical, including photocopying, recording, taping, or information storage
and retrieval systems--without permission of the copyright owner.

DISCLAIMER OF WARRANTY

WHILE THIS PUBLICATION IS BELIEVED TO BE ACCURATE, IT IS PROVIDED "AS IS" AND MAY
CONTAIN ERRORS OR MISPRINTS. THE OBJECT MANAGEMENT GROUP AND THE COMPANIES
LISTED ABOVE MAKE NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO
THIS PUBLICATION, INCLUDING BUT NOT LIMITED TO ANY WARRANTY OF TITLE OR
OWNERSHIP, IMPLIED WARRANTY OF MERCHANTABILITY OR WARRANTY OF FITNESS FOR A
PARTICULAR PURPOSE OR USE. IN NO EVENT SHALL THE OBJECT MANAGEMENT GROUP OR
ANY OF THE COMPANIES LISTED ABOVE BE LIABLE FOR ERRORS CONTAINED HEREIN OR FOR
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, RELTIANCE OR COVER DAMAGES,
INCLUDING LOSS OF PROFITS, REVENUE, DATA OR USE, INCURRED BY ANY USER OR ANY
THIRD PARTY IN CONNECTION WITH THE FURNISHING, PERFORMANCE, OR USE OF THIS
MATERIAL, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

The entire risk as to the quality and performance of software developed using this specification is borne by you.
This disclaimer of warranty constitutes an essential part of the license granted to you to use this specification.

RESTRICTED RIGHTS LEGEND

Use, duplication or disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c)
(1) (i1) of The Rights in Technical Data and Computer Software Clause at DFARS 252.227-7013 or in
subparagraph (c)(1) and (2) of the Commercial Computer Software - Restricted Rights clauses at 48 C.F.R.
52.227-19 or as specified in 48 C.F.R. 227-7202-2 of the DoD F.A.R. Supplement and its successors, or as
specified in 48 C.F.R. 12.212 of the Federal Acquisition Regulations and its successors, as applicable. The
specification copyright owners are as indicated above and may be contacted through the Object Management
Group, 9C Medway Road, PMB 274, Milford, MA 01757, U.S.A.

TRADEMARKS

CORBA®, CORBA logos®, FIBO®, Financial Industry Business Ontology®, FINANCIAL INSTRUMENT
GLOBAL IDENTIFIER®, IIOP®, IMM®, Model Driven Architecture®, MDA®, Object Management
Group®, OMG®, OMG Logo®, SoaML®, SOAML®, SysML®, UAF®, Unified Modeling Language®,
UML®, UML Cube Logo®, VSIPL®, and XMI® are registered trademarks of the Object Management Group,
Inc.

For a complete list of trademarks, see: http://www.omg.org/legal/tm_list.htm. All other products or company
names mentioned are used for identification purposes only, and may be trademarks of their respective owners.

COMPLIANCE

The copyright holders listed above acknowledge that the Object Management Group (acting itself or through its
designees) is and shall at all times be the sole entity that may authorize developers, suppliers and sellers of
computer software to use certification marks, trademarks or other special designations to indicate compliance
with these materials.



Software developed under the terms of this license may claim compliance or conformance with this
specification if and only if the software compliance is of a nature fully matching the applicable compliance
points as stated in the specification. Software developed only partially matching the applicable compliance
points may claim only that the software was based on this specification, but may not claim compliance or
conformance with this specification. In the event that testing suites are implemented or approved by Object
Management Group, Inc., software developed using this specification may claim compliance or conformance
with the specification only if the software satisfactorily completes the testing suites.



Table of Contents

PREFACE 1
1. SCOPE 4
1.1 )5 0300 D164 1 () PR 4
1.2 RAAML BACKGROUND ......ciutuuiiittteiitieeeite e etteeestateestateestataeetataestaaestateessteesssteesssteesssreesssteeessnnnes 4
1.3 INTENDED USAGE ...cuuuiiiiiiiiiiie ettt e et e e et e e et e e e et e e e eaa e s eaa e e e aaaeesaaaeesannseesananeessnneesnrnnns 5
14 RELATED DIOCUMENTS .....uuiiititetii ettt e et etee e et e e et e e e tae e e sttt eesaaa e s eaaaessanaees st eessnnsessatnessanneesssnneesnrnnns 5
2. CONFORMANCE 7
3. REFERENCES 8
3.1 NORMATIVE REFERENCES ......ouuiittutiiitieeeitieeeeiaieeestateestateestatnessstnesesnessatessateesssneesssteessaneesssnaeesssnnes 8
3.2 OMG DOCUMENTS (NORMATIVE REFERENCES) ......ccceiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeee e e e e e e e e eeeeaeeeeeeeaeaeeeeeaaeaeeasanansenenns 8
3.3 OTHER NORMATIVE REFERENCES......cccuuuitiitttiiitieeettieeeeeaieestateeststeestsnneesssnneeessteesssnsessateessaneesssnneesssnnes 8
3.4 INFORMATIVE REFERENCES ......uiiituiiiitieetitie ettt ee ettt eeetaieestatneesestnesesanessatneesatesssnsesssteessanessssneesesnnns 8
4. ACKNOWLEDGEMENTS 9
S. TERMS AND DEFINITIONS 10
6. ACRONYMS AND ABBREVIATIONS 11
7. ADDITIONAL INFORMATION (NON-NORMATIVE) 12
7.1 LANGUAGE ARCHITECTURE ....uuiiituuiiiitteeitiee ettt e eetaieeeseaaeeseateeseaaeestaaessetnnssssrnnsesssnnssssrneeesernessssreessnnnnns 12
7.2 | 43015015 0) 223 1 OO 12
7.3 PRINCIPLES OF CREATING, EDITING, AND DISPLAYING OF COMPOSITE SITUATIONS IN DIAGRAMMATIC AND
N 210 07N YA 1 21PN 12
7.3.1  Diagrammatic Situation SPEeCIfICAION ......ccocueeriuiiiiiiiniierieciiee ettt ettt e 13
7.3.2  Tabular Situation SPECIfICALION ......ccc.utirtiiriiiiiiiieiitene ettt ettt et e ettt s esbeeebeeesaeee s 15
8. DIAGRAM LEGEND (NON-NORMATIVE) 18
9. RISK ANALYSIS AND ASSESSMENT MODELING LANGUAGE (RAAML) LIBRARY AND PROFILE

20

9.1 CORE. ...ttt e e e e s s s 20
9.1.1  COT@:iC0TE LIDIATY ..ceouiiiiiiiiiiiiiiieeiiteet ettt ettt ettt ettt et e sttt e st e bt e sabeesabeesabeeebeeenanee s 21
L TR 1) (S O0) (< s (o) i L= SRR 23
9.2 GENERAL ..ottt sttt eb e saa e sab e s b s e e a e saa e s s 25
9.2.1  General::General Concepts LIDIary ..........coocueiiiiiiiiiiniiiiieciieceite ettt 26
9.2.2  General::General Concepts Profile ...........coocuiiiiiiiiiiiiiiiiiiiiieeeteree ettt 37
9.3 GENERAL SECURITY ...oouuiiiiiiiiiiiiiiiiiiinii ettt sttt st sat s st s s ema e saa e s sabe e sme s e sma e saae e saneesaneeeneis 43
9.3.1  General Security::General Security Concepts LiDIary .........ccoccceeviiiniiiniiiiniiiiiiiinieeniecneceeceeeeneeene 43
9.3.2  General Security::General Security Concepts Profile..........ccocccevviiiniiiniiiiiiiiniiiiniiniecneceec e 45
9.4 METHODS::FMEA ..o e s 48
9.4.1  Methods::FMEAZFMEALIDIATY.....c.coorittiiiieiiteeiiteniee sttt ettt ettt sttt ettt saneesbeeeieeesanee e 48
9.42  Methods::FMEA::FMEAPIOLIIC. .....ccccuiiiieiiie ettt et e et e e e e e 53
9.5 METHODSIFT AL ..o e s s 54
9.5.1  Methods::FTAIFTALIDIATY ....ccocttiiiiiiiiiiiieeite ettt ettt ettt ettt st e st e bt e st e saneesabeeebeeenanee s 54
9.5.2  Methods::FTAIFTAPLOILE ....cccoiiiieiiiiie ettt e et e e et e ettt e e st e e e e nbee e s nsaeeesnneeas 66
9.6 METHODS:ISTPA L. e 79
9.6.1  Methods::STPA:ISTPA LIDIATY ....cooruiiiiiiiiiieiiteeiteeeee sttt ettt sttt ettt st sbe e et e e 79
9.6.2  Methods::STPAIISTPA Profile ......cccooiiiiiiiiie ettt e et e e et e e ettt e e s enaeeeenneeas 89
9.7 G N ettt ettt sttt et et e a e sttt et e bt eht et sab et e et e b et e bt e e st e nabeesbeeenee 92
9.7.1  GSNIIGSN PrOFIlE ...ceoniiiiiiiiiiieeiee ettt ettt ettt ettt e sat e st e s e e et e sanee e 93

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



9.8 METHODS I ISO 20262 ..ottt e e e e e et e e e e e et eaa e s eeeeteaasaeseeeeeeeasnaaees 100

9.8.1  Methods::ISO 26262::ISO 26262 LIDIATY ......ccoueiruiiriiiiiiienietenieeetee sttt ettt st e e e sanee e 100
9.8.2  Methods::ISO 26262::ISO 26262 Profile.........cccoueieeriiiieiiiie ettt e et e e e 114
9.9 METHODS::FHA ...t 123
9.9.1  Methods::FHAIFHA LIDIATY....c...ciriiiiiiiiiiienite ettt ettt ettt sttt et ettt e sebeeebeeenaeeesanee e 123
9.9.2 Methods::FHA:IFHA Profile.........cooiiiiiiiiiiieeeiee ettt e sttt e ettt e e st e e st e e s snneeeesnneeas 133
9.10 METHODS::RBD ...t e 133
9.10.1 Methods::RBD::RBD LIDIATY........ccooutiiiiiiiiiniieiieciieeeiecesete sttt ettt st 134
9.10.2 Methods::RBD::RBD Library::ConstraintBIOCKS ..........ccocviiriiiniiiriiciiieiiienieeneceeceeeeiee e 145
9.10.3 Methods::RBD::RBD Profile...........coiiiiiiiiiiiiee ettt 168
10. VIEWS 173
10.1 CORE. ...ttt e e s s s s 173
10.1.1 COT@:ICOTE LIDIATY ...ceiutiiiiiieiiieiiee ettt ettt ettt ettt e s e s e et e sanee e 173
10.1.2 (0107 (SO0 (Tl o (o) i1 [ S 173
10.2 GENERAL ...ttt s s sb e s s ab e e s e s a e saa e saa e b e saa e s 174
10.2.1 General::General Concepts LIDIary..........ccoouieviiiiiiiiiiiiiiieniieniee ettt 174
10.2.2 General::General Concepts Profile...........ccooiiiiiiiiiiiiiiiiiiiiiicrcceec et 174
10.3 GENERAL SECURITY ...ooiuiiiiiiiiiiiiiiiiiiiiie ittt st st sas e saa e sabe e sbe s sma s saae e saneesane e e sna s e snaeesaneesans 175
10.3.1 General Security::General Security Concepts Library .........cccccovceerieiiiieiniienieeniecieceeeeneeeseeene 175
10.3.2 General Security::General Security Concepts Profile ..........cc.cccovveiriiiiiiiiniiininiecieceeceeeeeee 176
10.4 METHODS::FMEA .....ooiiiiii e 177
10.4.1 Methods::FMEAIFMEA LIDIATY .......eoiiiiiiiiiniieiiec ettt sttt ettt 177
10.4.2 Methods::FMEA::FMEA Profile ..........cc.oviiiiiiieiiiee ettt ettt e e eiaee e s e e 179
10.5 METHODS:FT A ..o e s s 179
10.5.1 Methods: :FT A FTALIDIATY .....coocttiiiiiiiiieitieetee ettt sttt ettt s s sanee e 179
10.5.2 Methods: :FTAIFTAPIOTILE......cooiiiiiieeeiiee ettt et e e et e e et e e s ennaee e eneeeas 181
10.6 METHODS:ISTPA Lot 182
10.6.1 Methods::STPA::STPA LIDIATY.....ccocutiiiiiiiieiieeriec ettt ettt ettt sanee e 182
10.6.2 Methods::STPA::STPA Profile.........ccooiiiiiiiiiiee ettt ettt e et e e e e e 184
10.7 GSIN ettt sttt ettt e h ettt st ettt su et s bt e et e bt e sub e s be e ebe e enbe e e nateesabeenane 185
10.7.1 GSNEIGSN PIOFILE ..ottt ettt ettt st e e e 185
10.8 METHODS::ISO 26202 ... e 187
10.8.1 Methods::ISO 26262::ISO 26262 LIDIATY ......eovveirieiriiiiiiieniienieenreceiee ettt e sreesreeereeesieeesaeee e 187
10.8.2 Methods::ISO 26262::1SO 26262 Profile .........cceeeeiiiiriiiieieiie ettt 188
10.9 METHODS::FHA ..ot 190
10.9.1 Methods: :FHA:FHA LIDIATY ....c...cooiiiiiiiiiieniieniec ettt ettt 190
10.9.2 Methods: :FHAFHA Profile........c..ciiiiiiiieiiiiee ettt et e et e e e eaee e s e e eneeeas 191
10.10 METHODS:IRBD ..ot e s 192
10.10.1 Methods::RBD::RBD LIDIATY........coocutiiiiiiiienieeiiec ettt sttt ettt 192
10.10.2  Methods::RBD::RBD Library::ConstraintBlOCKS ..........ccoccuieriiirieiriiiiiiiiniienieenieceee e 196
10.10.3 Methods::RBD::RBD Profile...........coiiiiiiiiiiiiee ettt s 198

Il Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



Table of Figures

Figure 7.1 — Fundamental situation modeling PrinCiples..........coocueiriuiiriiiiniieniee ettt stee et sineeseree e 13
Figure 7.2 — Typical Automotive Situation definition in the ISO26262 Library........c.ccccoevueerieeriecriecriieenieenieenieeeane 14
Figure 7.3 — User Model Defining Operational Situation “Highway Driving Straight at Speed” ........cccccccovviiinieiniecnane 15
Figure 7.4 — HazardousEvent Definition in the ISO26262 LADIary ..........coecueeriiiriieiiiieiiieeniee e e eiee e eseeesvee e 16
Figure 8.1 — Legend Of COLOT COUES .....couutiiiiiiiiiiiiiiiteeite ettt ettt sttt ettt e st e sbe e e sbeeesaaeesabeesane 18
Figure 8.2 — An example of USiNg @ I8ZEN.........cooouiiiiiiiiiiiiii ettt 18
Figure 9.1 — Core concepts domain MOEL..........ccocueiiiiiiiiiiiiieriic ettt ettt e sttt e esabee e 20
FIGUIE 9.2 — ANYSITUALION. ..ceuutiiiiiiiiiie ittt ettt ettt ettt ettt e ettt e bt e s bt e e sabe e sabeeeabe e esae e e sabeesabeesabeeebeeesaneesaneesane 22
FIGUIE 9.3 — CaUSALIEY ...ceeuttieiiieritie ittt ettt sttt et e s at e st e sttt et e e sat e e sabeesabeesabeeebneesaneesabeesane 22
FIGUIE 9.4 — STEUATION ...eeutiieiiieritie ettt ettt ettt et sttt ettt e bt e s bt e s et e sab e e sabe e e ae e e sabeesabeesabeeebeeenaneesabeenane 23
FIgure 9.5 — REIGVANITO ....ceouiiiiiiiiiie ittt ettt et ettt et e it e st e sabeesabeeesbeeesaaeesabeesane 23
Figure 9.6 — CONIOIINZIMEASUTIE .......ceocueiiiiieniiiirite ittt ettt et set et ee ettt ettt e st e st e sttt ettt esaeeesabeesabeesabeeenbeeesaneesaneenane 24
FIGUIE 9.7 — VIOIALES ...ttt ettt ettt e s at e st e st e e bt e bt e e sateesabeesabeeebeeesaneesabeesane 25
FIGUIE 9.8 — IDICAITIET ...ttt ettt ettt ettt ettt ettt et e bt e sat e sabe e sab e e et e e bt e e sabeesabeesabeeebeeesuaeesabeenane 25
FIgure 9.9 — ADSITACTEVENT ......coiutiiiiiiiiiiiiit ettt ettt ettt e sttt e et e ae e e sate e st e sabe e e bt e e saneesabeesane 26
FIgUIE 9.10 — ADSLIACTCAUSE ....cc.uveerurieiuieeeiiieniteeeitteetee ettt ettt e st e st e ettt e bt e sateesabee sttt eabeeenateesabeesabeesabeeebeeesaneesabeenane 27
FIGUIE 9. 11 — CAUSE.....veeiutieiiiiesitee ettt ettt ettt e st e sttt et e bt e s bt e e sabeesab et eabe e e bt e e sabeesabeesabeeebeeenaneesabeesane 27
Figure 9.12 — DysfunctionalEVeNLt. ........c.ccoouiiiiiiiiiiiiiiiiitec ettt ettt st e st et e s esabee s 28
Figure 9.13 — ADStractFailureMOde. .........coouuiiriiiiiiiiiiciit ettt ettt st e st e st e bt e saaeesabeesane 28
Figure 9.14 — FallUIEMOGE ......coouviiiiiiiiiiiiii ettt ettt ettt ettt st e it e sateesabeesabeeenbeeesaneesabeesane 29
FIgure 9.15 — ADSLIACIETTECE .....cuuiiiiiiiiiiiii ettt ettt ettt e st e st e bt e saaeesabeesane 30
FIGUIE 9.16 — EFTECE. .....eiiiiiiiiieeee ettt ettt et e st sab et et e sat e sabeesabeesabeeenbteesbneesabeenane 30
FIGUIE 9.17 — ACHVALION ....eeiuuiieriiiiiiiie ettt ettt ettt ettt et e sttt e bt e bt e s ae e e sabeesabe e ettt enaeeesabeesabeesabeeebeeenaneesabeenane 31
Figure 9.18 — EITOrPIOPAZAION. .....c..ueiiiiiiiiiieniiieriee ettt ettt et ettt e et et e st e st e sabeeesbteesaneesabeesane 32
Figure 9.19 — ErrOrREalIZAtION. ......c...eiiiiiiiiiiiiiiiiiee ettt ettt ettt e st e st e bt e saaeesabeesane 32
Figure 9.20 — HarmPOENTIAL.........ccoouiiiiiiiiiieiieeee ettt ettt e ettt e sate e st e sabe e e sbeeesaneesabeesane 33
FIGUIE 9.21 — HAZATA ....cooiiiiiiieiiicee ettt ettt e sttt st e it e sate e st e sabeeesbeeesaneesabeesane 33
FIGUIE 9.22 — SCEMATIO. ....uutiiiiieriiiieiiee ettt ettt ettt ettt ettt e et et e s et e sab e e sttt eabe e e bt e e sabeesabeesabeeenbeeesaneesabeenane 34
Figure 9.23 — ADSLIACTRISK .....eeeiiiiiiiiiiiieee ettt ettt sttt e bttt sate e st e sabe e e bt e saaeesabee et 34
Figure 9.24 — UNAESITEASTALE ........eeiuiiiiiiieiiieniie ettt ettt ettt et e bt e st e st e sttt ettt e sateesabeesabeesabeeenbeeesaneesaneesane 35
FIgure 9.25 — LAMITALION ....ceoutieitiiiiiee ittt ettt ettt e sttt ettt e bt esat e e sabeesabe e ettt e bt e e sabeesabeesabeeenbeeesaneesabeenane 35
FIGUIE 9.260 — LLOSS .ttt ettt ettt ettt ettt ettt e st e sttt et e bt e e s bt e s et et sab et e bt e bt e e sab e e sab et e be e eba e e saaeesabeesane 36
FIGUIE 9.27 — FFACKOT ...eiiiiiiiteeetee ettt ettt et e s ae e st e st e et e eae e e sabeesabeesabeeebteesaneesabeesane 36
Figure 9.28 — FallUIEMOGE ......coouviiiiiiiiiiiiiieeic ettt ettt ettt sttt e st e st e sabeeesbeeesaneesabeesane 37
FIGUIE 9.29 — EITOT ..ttt ettt ettt sttt e bt e s at e sab e st e eabe e e bt e e sabeesabeesabeeebeeesbneesabeesane 37
FIGUIE 9.30 — FAUIL ..cetiiiiiiiiiec ettt ettt e st e sttt et e bt e e sateesabeesabe e e bt e e saaeenabeesane 38
FIGUIE 9.3 1 — DIBIECHION ..ttt ettt ettt ettt st e ettt ettt e s bt e sab e sabe e eabe e e bt e e sabeesabeesabeeebeeesaneesabeenane 38
FIGUIE 9.32 — PIOVEILION. ...ceouuiiiiiiiiiiie ittt ettt st e et et e sat e st e st e eabe e e bt e e sateesabeesabeeebeeesbneesaneesane 39
FIGUIE 9.33 — MITIZALION ....eeeueiieiiieiiiee ettt ettt ettt ettt e st e sttt e ettt e bt e sat e e sabeesabeeeabe e e bt e e sabeesabeesabeeebaeesuneesaneesane 39
Figure 9.34 — RECOMMENAAtION «...cc.uveiiiiiiiiienitie ettt e sttt e st e ettt e bt e e sabeesabeesabeeenbeeesaneesaneesane 40
FIgure 9.35 — FallUI@STaLE. ...c..eeiiiiiiiiii ittt ettt ettt ettt e st eab et e bt e sateesabeesabeeenbeeesaneesabeenane 40
FIGUIE 9.360 — HAZATA ....cooiiiiiiiiiiiciice ettt ettt e sttt et e sae e st e st e sabe e e bt e e saaeesabeesane 41
FIGUIE 9.37 — TEOIML .. ettt ettt ettt et e s at e st e st e bt e e eat e e sateesabeesabeeebeeesbneesabeesane 41
FIGUIE 9.38 — PIeS@ItIN. . ..ciiiiiiiiiiiiiii ettt ettt sttt et st e st e st e bt e siaeesabeesane 42
Figure 9.39 — SingIeEISMENtItEM. ... ..ccocutiiiiiiiiiiiiieiecee ettt ettt ettt sate e st e st e e bt e saneesabeesane 42
Figure 9.40 — ElementGroupBasedItel..........cocueiiuiiiiiiiiiiiiiieriee ettt ettt e ettt sateesebeesabeeesbeeesaneesabeesane 43
FIgure 9.40 = ASSUITIPLION ...ccuuvteriteiiiieiiteeittentte et ettt ettt e sat e sttt e st e ettt e bt e sateesabeesabeeeabeeenaeeesabeesabeesabeeenbeeesuneesabeesane 43
FIGUIE 9.42 = TRICAL. .....eiiiiiiiiieiie ettt ettt sttt e bt e s et e s et e st eabe e e bt e e sateesabeesabeeebteesaneesabeenane 44
FIGUIE 9.43 - WRAKIIESS ....eeeuetieiiiiiiiee ettt ettt ettt ettt e et e bt e sat e s et e sttt et e e bt e e sabeesabeesabeeebeeesaneesaneesane 44
FIgure 9.44 - VUINETADILILY «....eeeriiiiiiiiiiiieii ettt ettt ettt et e st e st e sabe e e bt e e saneesabeesane 45
FIGUIE 9.45 = TRICAL. .....eiiiiiiiiieiiti ettt ettt ettt et e s et e sab e sab et e bt e e sae e e sateesabeesabeeebaeesaneesabeenane 45
FIGUIE 9.460 = TIMPACES.....ceouttiiiiieriiie ittt ettt ettt st e sttt e et e bt e s bt e e sabeesab et ettt enateesabeesabeesabeeebeeesuneesabeenane 46

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta 1]



FIGUIE 9.47 = ASSEE ..ceteiiiieeitte ettt ettt ettt et e sat e sttt et e e bt e e bt e e sab e e sab et e bt e e e ae e e sab e e sabe e s et e bt e e naaeenabeesane 46

FIGUIE 9.48 = VAIUALES ..ccuveiiiiieiiiiiiiie ettt ettt ettt ettt et e s et e st e st eabe e e bt e e sateesabeesabeeebeeesaneesabeenane 47
FIGUIE 9.49 = SECUITEYACLOT «....eeiteiiiiieiite ettt ettt ettt ettt sttt ettt e bt e s bt e sabeesab e e eabe e e bt e e sabeesabeesabeeebneesuneesaneesane 47
FIgure 9.50 - PresenteadBY.......coiiiiiiiiiiiiiiii ettt ettt et sttt et et sttt ettt e sabeesane 48
Figure 9.51 — ADStraCtFIMEATLEIMI. .....ccoutiiiiiiniiiiiee ettt ettt ettt st et e bt e e sateesabeesabeeesbeeesaneesabeesane 49
FIgure 9.52 — FIMEATLEIMI....couuttiiiiiiiiie ittt ettt ettt sttt ettt e s et e st e st e st e e sae e e sateesabeesabeeenbeeesaneesaneesane 50
Figure 9.53 — LOSSOfFUNCHION ......eiiuiiiiiiiiiiieniee ettt ettt ettt et st sabe e sttt e bt e saaeesabeesane 51
Figure 9.54 — DegradationOfFUNCHION. ..........coiiiiiiiiiiiiiii ettt ettt ettt et e st et e saaeesabeesane 51
Figure 9.55 — IntermittentFUNCHION. .......c.eiiiiiiiiiiiiic ittt et e st e s e sbe e siaeesabeesane 52
Figure 9.56 — PartialFUNCLION. .......coocuiiiiiiiiiiieniicee ettt et sttt e et et e sate e st e sabeeesbteesaneesabeesane 52
Figure 9.57 — UnintendedFUNCHION ........cueiiiuiiiiiiiiiie ittt ettt sttt et e st e s e sabe e e sbeeesaneesabeesane 52
Figure 9.58 — EXCEEAINZIFUNCLION. ......ccocutiiiiiiiiiiiiiie ettt ettt et et st e st e st e bt e saneesabeesane 53
Figure 9.59 — Delaye@dFUNCHION . .....c...ciiiitiiiiiiiieriee ettt ettt sttt e st e sate e s e sabeeenbeeesaneesaneenane 53
FIgure 9.60 — FIMEATLEIMI....ccuutiiiiiiiiiie ittt ettt ettt ettt sttt et e st e st e st e ettt e bt e e sateesabeesabeeebteesaneesaneesane 54
FIgure 9.61 — FTAEICINENE ......cooutiiiiiiiiiiiiiieite ettt ettt ettt ettt et e st e sttt st eeae e e sateesabeesabeeebeeesaneesaneesane 55
FIGUIE 9.02 — FTATICE ....ueeeiiiieiiiee ittt ettt ettt ettt ettt sttt et e e et e st e st e et e bt e e sateesabeesabeeebteesaneesabeenane 55
FIGUIE 9.03 — EVEMT .....iiiiiiiiiiiiiiee ettt ettt ettt e st et e s bt e s et e sab et eabe e e bt e e sateesabeesabeeebeeesaneesabeenane 56
FIgure 9.64 — BASICEVENL....ccc.uiiiiiiiiiiiiiiitt ettt ettt ettt ettt et e it e sate e sabeesabe e e bt e e siaeenabeenane 56
Figure 9.65 — INtermMEIatEEVENL ........ccoiuiiiiiiiiiiiiiie ettt ettt st e ettt sate e st e sabe e e bt e e saneesabeesane 57
FIGUIE 9.00 — TOPEVENT .....eeiiiiiiiiiiiiie ittt ettt ettt e sat e st sab et et esbe e e sateesabeesabeeebeeesaneesabeenane 57
Figure 9.67 — ConditioNalEVENL .........coiiiiiiiiiiiiiiie ettt ettt ettt sate e s e st e bt e saaeesabeenane 58
Figure 9.68 — DOIMANTEVENL......c...cooiuiiiiiiiiiiieniie ettt ettt ettt ettt e st e et esae e e sabeesabeesabeeenbneesaneesabeenane 58
Figure 9.69 — UndevVelOPEAEVENL.........cocuiiiiiiiiiiiiiiiiiecet ettt ettt ettt st e st e sbe e e bt e e saneesabeesane 58
FIgure 9.70 — HOUSEEVENL........coiiiiiiiiiiiiiiit ettt ettt st ettt et st e st e sabe e e bt e e saneesabeenane 59
FIGUIE 9.71 — ZETOEVENT ....ccouiiiiiiiiiiii ittt ettt ettt ettt ettt e st e st e et e eat e e sateesabeesabeeenbeeesaneesabeenane 59
FIGUIE 9.72 — GALE ...ccuveeiuiieeiite ettt et ettt sttt et e bt e sat e e s et e sab et eabe e e bt e e sateesabeesabeeebneenbaeesabeesane 60
FIGUIE 9.73 = AND ...ttt ettt st e et e bt e s at e sab e st e e bt e e bt e e sabeesabe e st e ebaeesaaeenabee et 60
FIGUIE 9.74 — OR....eiieee ettt ettt sttt e bt e s at e s et e st e et e e at e e sateesabeesabeeebaeesaaeenabeesane 61
FIGUIE 9.75 = INOT ...ttt ettt ettt sttt ettt e s bt e s et e sab et et e e bt e e sateesabeesabeeenbaeesaneesabeenane 61
FIGUIE 9.76 — XOR ...ttt ettt sttt et e s et e st e st e et e e bt e e sabeesabeesabe e e bt e e saaeesabeesane 62
FIGUIE 9.77 — SEQ ...ttt et ettt ettt sttt st e bt e s at e sab e sttt e bt e bt e e sab e e s bt e e bt e e bt e e saaeesabee et 62
FIgure 9.78 — INHIBIT ......cooiiiiiiiiie ettt ettt ettt ettt e sttt e et e eat e sateesabeesabeeebneesaneesaneenane 63
Figure 9.79 — MAJORITY _VOTE ...ttt ettt ettt sttt sttt ettt e st e sbe e e bt e saneesabeesane 63
FIGUIE 9.80 — TTEE ...ttt ettt ettt et e bt e s at e e s et e sttt eabe e e bt e e sateesabeesabeeebeeesaneesabeenane 67
FIGUIE 9.81 — GALE...cuveiiiiiieiiteeite ettt ettt ettt et e sttt et e bt e s bt e sab e e sab et eab et e nae e e sateesabeesabeeebteesuaeesabeenane 67
FIGUIE 9.82 — EVEMT ...ttt ettt ettt e bt e s bt e st e st e et e e bt e e sateesabeesabeeebaeesaaeesabeesane 67
Figure 9.83 — DOIMANTEVENL.....c...cioiuiiiiiiiiiieiieetee ettt ettt ettt e st e et eeae e e sateesabeesabeeebeeesaneesabeesane 68
FIgure 9.84 — BaSICEVENL....cccuuiiiiiiiiiiiiiieiit ettt ettt et st sttt et e et e st e st e sabe e e bt e e siaeesabee et 69
Figure 9.85 — ConditioNalEVENL .........coiiiiiiiiiiiiiiiie ettt ettt sttt et e st e st e st e bt e e saneesabeesane 70
FIgUIE 9.860 — ZETOEVENL .....couiiiiiiiiiiii ittt sttt e s ittt e sttt et e e ae e sateesabeesabeeenbteesaneesabeenane 70
Figure 9.87 — HOUSEEVENL........coiiiiiiiiiiiiiiet ettt sttt et st e st e s et e bt e saaeesabeesane 71
FIGUIE 9.88 — AND ...ttt ettt et e bt e s et e st e sab et et e e eae e e st e e s bt e e bt e bt e e saaeesabee et 72
FIGUIE 9.89 — OR ...ttt ettt sttt et et e s at e st e st e e bt e eat e e sat e e sab et e bt e bt e e saaeesabee et 73
FIGUIE 9.90 — SEQ ... ittt ettt ettt e sttt e et e bt e s bt s et e st e et e bt e sab e e s bt e e bt e e bt e e saaeenabeenane 73
FIGUIE .91 — XOR ...ttt ettt ettt et e bt e s at e s ettt sttt e bt e e bt e e sateesabeesabeeebteesaaeesabeenane 74
FIgure 9.92 — INHIBIT ......oooiiiiiiiiie ettt ettt ettt ettt et e st sab et st e ebt e e sateesabeesabeeenbeeesaneesaneesane 75
Figure 9.93 — MAJORITY _VOTE ...ttt ettt ettt ettt et sate e st e sabe e e bt e saneesabeesane 76
FIGUIE .94 — INOT ...ttt ettt ettt et sttt e bt e s bt e s et e sab et ettt e bt e e sateesabeesabeeebeeesaneesabeenane 76
Figure 9.95 — INtermMedIateEVENL ........ccoiuiiiiiiiriiiiiee ettt ettt st e ettt et e sate e st e sabe e e bt e e saneesabeesane 77
FIGUIE 9.96 — TOPEVENT .....ceiiiiiiiiiiiiit ettt ettt et e s it e st e st e et eeae e e sateesabeesabeeenbeeesuneesabeesane 78
Figure 9.97 — Transferln.....cocc.ooiiiiiiiiiie ettt ettt et e st e st e st e bt e saaeesabee st 78
FIgure 9.98 — TTaNSTEIOUL........coouiiiiiiiiiiiiti ettt ettt ettt e sttt et e bt e e sateesabeesabeeenbeeesaneesabeenane 79
Figure 9.99 — OULOTSEQUENCE.......ccouuiiiiiiiiiieniiee ettt ettt sttt ettt e st e st e st e st e e sae e e sabeesabeesabeeenbeeesaneesaneesane 80
FIGUIE 9. 100 — LLAE ...eeieiiiieiiieeitee ettt ettt ettt e et e et e s bt e sab e e st e eabe e enae e e sateesabeesabeeebeeesaaeesabeesane 80
FIGUIE 9. 101 — EAILY . eeeiiiiieiiieeee ettt ettt e st e st e et e eat e e sateesabeesabeeenbeeesaneesabeesane 80
FIGUIE 9.102 — TIOOLIONG ....eeeuttieiieeiite ettt ettt ettt sttt et e st e st e sttt et e e bt e e sateesabeesabeeebteesaneesabeesane 81

v Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



FIGUIE 9.103 — TOOSROIT. ...ceouiieiiiieiiei ettt ettt ettt et e sab e st s et e sae e sateesabeesabeeenbeeesaneesabeesane 81

FIGUIE 9.104 — PrOVIAE ....ceoiiiiiiiiiiie ettt ettt et e sttt et e eat e sabe e sabeesabeeenbeeesaneesabeenane 81
Figure 9.105 — NOtPIOVIAEA. .....cuueiiiiiiiiiiiiieite ettt ettt ettt st et et e sateesabeesabeeesbeeesaaeesabeesane 82
FIgure 9.100 — LOSSSCEMATIIO. ....c..veiiuiiiiiiiiiiienite ettt ettt ettt ettt ettt ettt e s at e st e st e e eabe e esae e e sabeesabeesabeeebeeenaneesaneenane 82
Figure 9.107 — CONIOIFIAW .....cooutiiiiiiiiiieit ettt ettt et e s ettt sab e st e bt e sateesabeesabeeesbeeesaneesabeesane 83
Figure 9.108 — InadequateControllerDECISIONS ........ccocutiriuiieriierieeriee ettt ettt et ettt e satee st esabeeesbeeesaaeesabeesane 84
Figure 9.109 — InadequateCONtrOIEXECULION. .......ccueiriueeriiiiiriieeniee ettt ettt ettt et e ettt et e satee s e sabeeesbeeesaneesaneesane 84
Figure 9.110 — InadequateProcessBeRaVIOL .........cocutiiiiiiiiiiiii ettt sttt 84
Figure 9.111 — InadequateFeedback ANdINPULS ........cccceiiiiiiriiiniii ettt ettt seree e 85
Figure 9.112 — UndesiredCONTIOIACHON. .......coouttiriieiieeeiiteite ettt ettt ettt st e ettt et e st e sabeesabeeesbeeesaneesabeesane 86
Figure 9.113 — HarmREAHZATION ........eeiiuiiiiiiiniiiiiee oottt ettt ettt ettt st e et e it e sateesabeesabeeesbeeesaaeesabeesane 87
Figure 9.114 — COntrolFIaWFACTOT ....ccocutiiiiiiiiiiiiic ettt ettt ettt e st sebe e st e bt e saaeesabeesane 87
Figure 9.115 — ControlFIaWCONSEQUEICE .......c.utirtteriieiiiteriteenteeetee ettt ettt e st e sateesabee ettt esaeeesabeesabeesabeeenbeeesaneesaneesane 88
Figure 9.116 — UndesiredControl ActionHarmPotential.............c.ceiriiiiiiiiiiiiniiiieciieeieeeeccsee et 88
FIgure 9.117 — CONIOLACHION ......veiriiiiiiieeiiteetee ettt ettt ettt ettt ettt e st e st e st e eabe e e sae e e sabeesabeesabeeenbneesaneesaneesane 89
FIGUIE 9. 118 — FEEADACK. ....coutiiiiiiiiiii ittt ettt ettt e sae e st e st e sabe e e bt e e saaeesabeesane 89
Figure 9.119 — UndesiredCONTIOIACHON. .......coottiriiiiiieeiitenite ettt ettt ettt e st e ettt e st esateesabeesabeeenbeeesaneesabeesane 90
Figure 9.120 — UnSafeCONIOLACHON. ......ccovuttiriiirite ittt ettt sttt ettt e sit e st e st ebe e esae e e sateesabeesabeeenbeeesaneesabeenane 90
Figure 9.121 — CONIOIEAPIOCESS ... ..eeouveiiiiieniiiiniie ittt ettt ettt ettt ettt sab e ettt e it e e sate e st e sabeeenbteesaneesaneesane 90
FIGUIE 9.122 — ACTUALOT «....eeiuiiieiiee ittt ettt ettt e st e sttt ettt e bt e s bt e e sabeesab et eabe e enaeeesabeesabeesabeeenbeeesuneesabeenane 91
FIGUIE 9. 123 — SEIISOT ...ceiuttiiiiieritie ettt ettt ettt ettt s et e sttt e bt e bt e s bt e e sab e e sabeeeabe e enat e e sateesabeesabeeebeeenuneesabeesane 91
FIGUIE 9.124 — COMIIOIIET. ...couuiieiiiiiiiie ittt ettt ettt e s ettt sab et et e e eae e e sateesabeesabeeenbeeesaneesabeesane 91
Figure 9.125 — CONIOISIIUCIUIE. ........eeiiiiiiiieniiie it ettt ettt et ebe ettt e st e st e st eabe e esae e e sabeesabeesabeeenbaeesaneesaneenane 92
FIgure 9.126 — LOSSSCEMATIIO. ...cc.uveiiuiiiiiiieiiienitee ettt ettt sttt ettt ettt e st e sabe e sttt ettt e bt e e sateesabeesabeeebeeesuaeesaneenane 92
Figure 9.127 — Standard UML notation for stereotyped elements (from UML 2.5.1, Figure 12.25).....cccccccevuiinvueinnecnne 93
Figure 9.128 - StrateZy NOALION. ....c...eiiiutiiriiieniiterieeetee ettt ettt ettt et e ettt e ettt e st e sabeesabe e ettt esaeeesabeesabeesabeeenbeeesaneesaneenane 93
Figure 9.129 - CombINed NOLALION. .....ccocutiiiuiiiriiiiiieeiiee ettt ettt ee et et et e sttt e st e sabe e ettt esaeeesateesabeesabeeenbeeesaneesabeenane 93
FIgUIe 9.130 — GSINNOGE .....uueiiiiiiiiiie ittt ettt ettt ettt ettt e sttt e st e sttt sabe e e bt e e sabeesabeesabeeebeeesaneesabeesane 94
Figure 9.131 — GSNATZUMENTNOGE ........eiiiiiiriiiiiiieiieceet ettt ettt sttt et et e sate e s e sabeeesbeeesaneesabeesane 94
FIGUIE 9.132 — SOIULION «..eeeiiieitee ettt ettt ettt e sat e st e st e et e e be e e sabeesabeesabeeebteesaneesabeesane 95
FIGUIE 9.133 — GOQL....eiiiiiiiiiieeeee ettt sttt et e st e st e st e et e bt e e sabe e st e ebe e e bt e e saaeesabee et 95
FIGUIE 9.134 — SHIALEEY ... uveeeetieriteeiiee ettt ettt ettt ettt st e sttt e et e bt e s bt e e sabeesab et eabe e enateesabeesabeesabeeebeeesuneesabeenane 96
Figure 9.135 — ConteXtualINfOIMALION .....cccueiiriiiiiiiiiiiiiteie ettt ettt ettt st e st e sabeeesbeeesaneesabeesane 96
Figure 9.130 — CONEXESTALEINETIE .......eeruuerriiieniieeniteeeiee ettt e ettt e sitee st ee et ee ettt esateesabeesabee ettt enaeeesateesabeesabeeenbeeenuneesaneesane 97
FIGUIE 9.137 — ASSUIMIPLION ......eeitiiiiiieiiteeitt ettt ettt ettt e st e sttt et e e bt e sateesabe e sttt eabe e e bt e e sabeesabeesabeeebeeesaneesabeesane 97
FIgure 9.138 — JUSHTICATION. ¢ ..eeritiiiiiii ittt ettt et e sat e st e sttt st e bt e e sateesabeesabeeenbeeesaneesaneesane 97
Figure 9.139 — INCONLEXTOT ......c..uiiiiiiiiiieit ettt ettt ettt e st e et e bt e e sateesabeesabeeesbeeesaneesaneenane 98
Figure 9.140 — SUPPOTEABY ....coruviiiiiiiiiiiiiee ettt ettt sttt ettt e sateesabeesabeeenbteesaneesabeesane 99
Figure 9.141 — TraffiCANAPEOPIC. ......cooouiiiiiiiiieee ettt ettt ettt st et e e e 100
FIgure 9.142 — VERICIEUSAZE ....c..veeruieiiiiiiiiieiit ettt ettt ettt ettt et e sttt s et et e sat e sabeesabeesabeeebeeenanee e 101
Figure 9.143 — ROAACONAIION ......eoiutiiiiiiiiiieiiieetee ettt ettt ettt ettt st e sttt ettt e sbe e e sabeesabeesabeeebeeenanee e 101
FIGUIE 9. 144 — LOCATION. c...eeiuiiieiiie ettt ettt ettt sttt ettt et sttt e et e bt e sat e sabeesabeeeabe e e sbb e e sabeesabeesabeeenbeeenaneens 101
Figure 9.145 — EnvironmentalCONAITION ........cccutiriiiriiiiiiiiiieniee sttt ettt ettt ettt sttt sit e e e sabeesbeeenbeeenanee e 102
Figure 9.146 — OperationalCONAItION .......ccc.utiriiirieeiieeiiee ettt ettt ettt sttt e st e et e e stteesabeesabeesabeeenbeeenaneens 102
Figure 9.147 — AbstractOperationalSTtUATION. ......c...eerveiriittiriienite ittt ettt stee et e ettt e st e sareesabeesbeeenbeeenanee s 103
Figure 9.148 — Typical AUtOMOTIVESTEUATION ... ..eeruveiriieiiiieeitteniee ettt ettt st e ettt e sttt sareesabeesabeeenbeeesanee e 103
FIGUIE 9.149 — EXPOSUIE......cooutiiitieiiieeiiteeitt ettt sit e st e ettt ettt e sttt e st e sttt et e bt e e sateesabeesabeeeabeeenbeeesabeesabeesabeeebeeenaneens 104
FIGUIE 9. 150 — SEVEIILY. c.uvtteitieriiie ittt ettt ettt st e et e bt e s ateesabeesabeeeabe e e nbbeesabeesabeesabeeebeeenaneens 104
FIGUIE 9. 151 — ASIL ...ttt ettt ettt sttt e at e st e st e st e e bt e e nbe e e sabeesabeeeabeeebeeenanee s 105
Figure 9.152 — CONrOIIADIIIEY ...c..veiiitiiiiiiiiiiei ettt sttt sttt e sat e sabe e st e s eebeeesanee e 105
FIGUIE 9. 153 — LSS 1ttt ettt ettt e st e et e bt e s at e e s et e sab et eabe e e nab e e sabeesabeeeabeeebeeenanee s 106
FIGUIE 9. 154 — MOTC ....eeiiiiieiiteeet ettt ettt ettt ettt st et e bt e sat e sab e e s bt e e bt e e nbb e e sabeesabeesabeeebeeenaneens 106
FIGUIE 9. 155 — INO. ..ttt ettt ettt et st et e bt e bt e sat e e sabeesa bt e ettt e sttt e sabeesabeeeabeeebeeenanee s 106
FIgure 9.156 — INETTIIEETIE «.c..eeeuetieiiieeiiie ettt sttt ettt et e et ettt e st e sabeesabe e ettt e sbbeesabeesabeesabeeebeeenaneens 107
Figure 9.157 — UNINEENAE ......oovuiiiiiiiiiiiiiiiieit ettt ettt sttt ettt ettt e sbt e sabeesabeeeabeeebeeenanee e 107

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta \



FIGUIE 9. 158 — EaITY . ..eeeiiiiiiiieiiee ettt ettt et e s e e sttt st e et e sbt e sabeesabeesabeeebeeenanee s 108

FIGUIE 9.159 — LAE .ttt ettt et sttt e bttt sat e st e st e et e e bt e e sabeesabe e e et ebeeenanee s 108
FIGUIE 9.160 — INVETTEA. ... .eeiieieiiieiiee ettt ettt ettt sttt ettt e st e st e st e bt e sbt e e sabeesabeesabeeebeeenaneens 108
Figure 9.161 — HazardOUSEVENL .........ccociiiiiiiiiiiiiiic ettt ettt ettt ettt et e et e sanee e 109
Figure 9.162 — ANYMAlfUNCHON.........eiiiiiiiiiiiiiieetee ettt ettt et ettt e st ebe e sttt e sabeesabeesabeeebeeenanee e 110
Figure 9.163 — AUtOMOtIVEETTECL . ......ccoiuiiiiiiiiiiii ettt st 110
Figure 9.164 — [SO26262SafetyRequirementTemMPIate .........ccueevieiriiiiiiieriiieniienie ettt 111
Figure 9.165 — ACCIAENESCEINATIO .......eerutieiiiieiiienitee it ettt ettt sttt ettt et esate e sabeesabe e ettt e sttt e sabeesabeesabeeenneeenaneens 111
Figure 9.166 — AnyTrafficANAPEOPIE .....ccouviiiiiiiiieiieceeet ettt ettt sttt e 112
Figure 9.167 — ANYVENICIEUSE .....ccouueiiiiiiiiieiiieeie ettt ettt sttt sttt e sat e sabeesabeesabeeenbeeenanee e 112
Figure 9.168 — ANYROAACONAILION ....ccouueiiiiiiiiiiiiieiiec ettt ettt sttt ettt e sat e st e sabeesabeeenbeeenanee e 113
FIgure 9.169 — ANYLOCALION ....cccuviiiiiiiiiiiiiiieitte ettt ettt ettt ettt et e st e st e st e et e sttt e sabeesabeesabeeenbeeenaneene 113
Figure 9.170 — AnyEnvironmentalCondition...........ccocueiiiiiiiiiieniieiiee ittt ettt ettt esabeesbeeenbeeesanee e 113
Figure 9.171 — SyStemMLEVEIETECT .....ccoutiiiiiiiiieiiceeete ettt ettt st st e e e 114
Figure 9.172 — VEhiCIELEVEIELTECT ....cc...eiiiiiiiiiiiiieiieceee ettt ettt ettt st st e e e 114
Figure 9.173 — OperationalSTtUAION. .......ccooutiiriiirieeiiee ettt ettt ettt ettt e st e st e st e et e e sttt e sareesabeesabeeenbeeenaneens 115
Figure 9.174 — MalfunctioningBenavior.........cccueiiiiiiiiiiiiiiiieiee ettt ettt st e 115
Figure 9.175 — IndependenceREQUITEIMENL. .........covuiiriiiiiiiiitieriee ettt ettt sttt e sie e sareesabeesabeeenbeeesanee e 116
Figure 9.176 — ASILIDECOMPOSE.......ueerureerietenitteriteerieeeieeesieteniteesabeesabeeebeeesbeeesateesabeesabeeebeeentseesaneesabeesabeeenbeeenaneens 116
FIGUIE 9. 177 — SALESTALE .....couiiiiiiiiiee ettt ettt et e st e sab et st e et e sbe e sabeesabeeeabeeebeeenanee e 117
Figure 9.178 — UserINfOREQUITEIMENT .......cocutiiriiiiiiiiiiieiiee ettt sttt ettt st e et e sttt e sabeesabeesabeeenbeeesanee e 117
Figure 9.179 — ReCOVEIYREQUITEIMENE ......ccuuviiiiiiiiiiiiiiiiee ettt sttt ettt st e sttt e sae e sabeesabeesabeeenbeeesanee e 117
Figure 9.180 — OperatiNZIMOCE ..........cooiuiiiiiiiiiiiniee ettt ettt ettt sttt ettt e sttt e sabeesabeesabeeenbeeenanee e 118
Figure 9.181 — Functional SafetyREQUITEIMENL. .........cooueiiiiiiiiieiieiiec ettt ettt sabe e e e nae e e 118
Figure 9.182 — SoftwareSafetyREqQUITEIMENT ........cccueiriiiiiiiiiiiieniieriee ettt ettt st e s e enbeeenanee e 119
Figure 9.183 — HardwareSafetyREeqUITEIMENL .......c...eiiiiiiiiiiiiiiniiie ettt sttt ettt st esaeeesanee e 119
Figure 9.184 — Technical SafetyREQUITEIMENL .......c...eiriiiiiiiiiiieniiertee ettt ettt et st e e e e e 120
FIgure 9.185 — SAfEtyGOQL ... ...coouviiiiiiiiiiiiii ettt ettt ettt ettt et e sat e st e s e st e bttt e 120
Figure 9.186 — DependabilityREQUITEIMENT .........covtiiiiiiiiiiiiiieniee ettt ettt sttt et sareesabeesbeeenbeeesanee e 120
FIGUIE 9. 187 — VETIfIEA. c....eeiuiiiiiiie ittt ettt et sttt ettt e sbt e st e sabeesabee ettt enanee e 121
Figure 9.188 — CONTIIMEM. ......eiiiuiiiiiiiiiieeiit ettt ettt ettt ettt et e sbt e sabeesabeeeabeeenbeeenanee e 121
Figure 9.189 — Hazard ANARISKASSESSIMENL . .......eirtiiiiiiiiiiiitieniee sttt ettt ettt sttt e sie e sareesabeeeabeeenbeeesanee e 122
Figure 9.190 — LesSONLEAINEA........c...eiiiiiiiiiiiiieriee ettt ettt sttt sttt e sat e sabeesabeesabeeenbeeenanee e 122
Figure 9.191 — ASILASSIZNIMENL........ccoiutiiiiiiiitenteeriee et ettt ettt e st e st eebee e bt e e sateesabeesabeeeabeeenbbeesaneesabeesabeeenbeeenaneens 122
Figure 9.192 — ASILOVEITIAERAIONALE. ... .ceoiuiiiiiiiiiiiiieieiit ettt ettt st e e e e e 123
Figure 9.193 - EXtEINAIEVENL ....c...coiiiiiiiiiiiiiiitieete ettt ettt ettt sttt et e sat e st e sabeesabeeenbeeenanee e 124
Figure 9.194 - DevelopmentAsSUranCeLeVel...........coicuiiiiiiiiiiiniiciiec ettt ettt st e 124
Figure 9.195 - OperationalCoOnditioN. .......cccuiiitiirieiiiieiieeett ettt ettt ettt sttt ebe e sttt e sabeesabeeeabeeenbeeenanee e 125
Figure 9.196 - FUNCioNalIFaIIUIE. .......ccooutiiiiiiiiiiiic ettt ettt et s e s e et e sanee e 126
Figure 9.197 - EnvironmentalCONdItion ........cooutiiiiiiiiiiiieiiieniee sttt ettt sttt et sare e s e sbeeenbeeesanee e 127
FIGUIE 9. 198 - FDAL ....coiiiiiiiette ettt ettt ettt st ettt et e st e sttt st e et e sbt e e sabeesabeeeabeeenbeeenanee s 127
Figure 9.199 - FaillureEffeCtASSESSITIENE . .......ccouutiriiiiiieeite ettt ettt ettt et sate e st e sttt et esaeeesareesabeesabeeenbeeenaneens 128
Figure 9.200 - FIIGREPRASE .......eoiiiiiiii ittt ettt sttt et e sat e st e sabeesabeeenbeeenanee e 129
Figure 9.201 - Fallur€CONAITION . ....c...eiiiiiiiiiieiiiertee ettt ettt ettt et e sttt e st ebe e sbt e e sareesabeesabeeenbeeenanee s 130
FIgure 9.202 - IDAL.....cooiiiiiieiee ettt ettt sttt et e s e ettt sttt e nbt e st e sab e e et e beeesanee s 131
Figure 9.203 - OperatioNalEVENL ........ccoc.tiiiiiiiiiiiieeriee ettt ettt ettt et s et ettt e sbt e sabeesabeesabeeenbeeenanee s 131
Figure 9.204 - FUnCtionalFailure.........coceiiiiiiiiiiiiei ettt ettt et st e s e e et e sanee e 133
Figure 9.205 - AbstractReliabilitySTEUAION ....c...eerteiriiiiiiiiiiieriee ettt sttt st sabe e et e e e e e saeee e 134
FIgure 9.200 - RESTOTADIC. .......eeiruiiiiiiiiiiiiiiieitt ettt ettt ettt et e st e st e st e et e sbt e sabeesabeesabeeenbeeenanee e 135
Figure 9.207 - ComponentReliabilitySItUALION ........ccocueiiiiiiiiiieniie ettt ettt s e e e 136
Figure 9.208 - RestorableComponentReliability STtUAtION ........eevuteiriiiiiiiiiiiieiieree ettt 137
Figure 9.209 - NonRestorableComponentReliability STtUAtION. .......c.cueiriiiiiiiiiniienieerieceec et 138
Figure 9.210 - SystemReliability STEUATION . .....ccutirteiritiiiiieii ettt ettt ettt st e e e sbeeenbeeesaeee e 139
Figure 9.211 - RestorableSystemReliability STtUAtION. ........ccoviiiriiiiiiiiiiciiiieieeree et 140
FIGUIE 9.212 - TISEIIES .uveieniiieiiie ittt ettt ettt et ettt e et et e sat e e st e st e ettt e nbt e e saseesabeesabeeebeeenaneens 141
Figure 9.213 - ReStOrableINSETIES ......ccoueiiiiiiiiiiiniee ettt ettt ettt e sat e st e sabeesabeeenbeeesanee e 141

Vi Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



FIgure 9.214 - INPATAIl].....ccc.eiiiiiiiiiiiiiii ettt ettt sttt e sttt e sat e sabe e sabeeeabeeebeeenanee e 142

Figure 9.215 - RestorableInParalle]..........cocuiiiiiiiiiiiiiiiiiiieiee ettt ettt 142
Figure 9.216 - HomogeneoUSKOTN .........coiiiiiiiiiiieiitc ettt ettt sttt ettt e st e s e enaeeesanee e 143
Figure 9.217 - RestorableHomogeneousKOfIN ..ottt 144
Figure 9.218 - HeterogenerOUSKOTN ........cooiiiiiiiiiiiiieciiie ettt sttt ettt e e e s e et e e sanee e 144
Figure 9.219 - RestorableHeterogeneousKOfN .........cociiiiiiiiiiiniieii ettt 145
FIgure 10.1 — €ore LIDIATY ..uueeiiiiiiiiiiiiieeiit ettt ettt ettt e st s et ettt e sat e sabeesabeeeabeeebeeenanee e 173
FIgure 10.2 — COTEPTOFIIE ....uuviiiiiiiiiiiiie ettt ettt ettt st ettt e sbt e st e sabeesabeeenbeeenanee e 173
Figure 10.3 - General CONCEPLS LIDTATY ....cc.eeevutiiriiiiiiiiiiieiiiieriee ettt ettt ettt et st e sabeesbeeenbeeesanee e 174
Figure 10.4 — General Concepts Profile..........ccc.oiiiiiiiiiiiiiiiiieiiciic ettt 175
Figure 10.5 - General Security Concepts LiDIary..........ccocoiiiiiiniiiiiiiiiiieiiiieitentee ettt 176
Figure 10.6 - General Security Concepts Profile...........ccoooiiiiiiiniiiiiiiiiiciiieieene et 177
Figure 10.7 — FIMEA LIDIATY ...ooouiiiiiiiiiieiiit ettt sttt ettt ettt ettt e sat e s e sabeesabeeebeeenanee e 178
Figure 10.8 — FIMEA PIOfIle ....cccuuiiiiiiiiiiiiii ettt sttt ettt et sttt e et esanee e 179
FIGUIE 10.9 = EVEIMTS.....eiiiiiiiiieiiie ittt ettt ettt st e et et e sat e st e st e e et e sbs e e sabeesabeeeabeeenbeeenaneens 179
FIgure 10.10 — FTA LIDIATY . c..ceoitiiiiiiiiieeittete ettt ettt sttt e sttt st ettt e sbt e e sabeesabeeeabeeebeeenanee s 180
FIgure 10.11 — FTA PrOfile......cooiiiiiiiiiiieiiet ettt ettt sttt sttt et st sabe e s e ebeeenanee e 181
FIgure 10.12 — STPA LIDIATY....ccuutiiiiiiiiiiiiieit ettt ettt ettt et e sttt e st e et e e sbt e e sabeesabeesabeeebeeenanee s 183
FIgure 10.13 — STPA PrOfIle....ccuuiiiiiiiiiieiiet ettt ettt ettt sttt et e sae e st esabeesabeeenbeeenanee e 185
FIgure 10.14 — GSIN PrOfIlE ...coouiiiiiiiiiieeiet ettt ettt ettt ettt e sat e st esabeesbeeebeeenanee e 186
Figure 10.15 — ISO 262602 LIDIATY .....cooouteiiiiiiiiieriee ittt ettt sttt ettt et e sttt e sttt e sabeesabeesabeeebeeenanee e 187
Figure 10.16 — All-Encompassing Operational SItUALIONS ........ccoueerreiriieeiiieeniteniee e eiee et et eesreesbeeebeeesieeesaeee e 188
Figure 10.17 — RequirementManaeIment...........ccocueerueeriteinittenieenieeeiee ettt ettt e sateesateesbeeebeeenteeesareesabeesabeeenseeenaneens 189
Figure 10.18 — ISO 26262 PrOfIle ......ccocueiiiiiiiiiiiiiieriee ettt ettt ettt sttt et ettt e st e s e enbeeesanee e 190
Figure 10.19 - FHA Library

Figure 10.20 - FHA Profile.......

Figure 10.21 - RBD Library

Figure 10.22 - AbstractReliabilitySTEUATION ....c...eerveiriiiiiiiiiiieriee ettt ettt sttt e e e e e esbeeesanee e 193
Figure 10.23 - ComponentReliabilitySItUALION ........ccocueiiiiiiiiiiiniieniie ettt et s esie e sanee e 193
FIGUIE 10.24 - TISEIIES .uveienieieiiie ittt ettt ettt ettt et sttt e et ettt e s ate e sttt st e eabe e e sbteesabeesabeeeabeeenbeeenaneens 193
Figure 10.25 - ReStOrableINSETIES ......ccocutiiiiiiiiiiiniieiiec ettt ettt sttt et e sae e st e sabe e st e enbeeenanee e 194
Figure 10.26 - INPAralle]......c.cooiiiiiiiiiiiieiiieie ettt ettt ettt sttt e sbt e st e sabeesabeeenbeeenanee e 194
Figure 10.27 - RestorableInParallel...........occooiiiiiiiiiiiiiiiiiieeereceee ettt st 194
Figure10.28 - HOmogeneoUSKOTIN .....c..ciiiiiiiiiiii ettt ettt st et e 195
Figure 10.29 - RestorableHomogeneousKOfIN .........ccociiiiiiiiiiiiiiii ettt 195
Figure 10.30 - HeterogeneoUSKOTN ........ccooiiiiiiiiiiiiiiiie ettt sttt st 195
Figure 10.31 - RestorableHeterogeneousKOfN .........coceiiiiiiiiiiniiiiie ettt 196
Figure 10.32 - DIStIIDULIONS ...ceeutiiiiieeiiieeitieite ettt ettt ettt st e ettt e st e st e st e eabeeesbbeesabeesabeesabeeenbeeenaneens 197
Figure 10.33 - ReliabilityParameterDiStriDUtION .......c...eiiuiiiiiiiniiiiieciieeete ettt ettt 198
Figure 10.34 - RBD Profile......ccouiiiiiiiiiiiiiieteee ettt ettt sttt ettt et st sabe e st e enbeeesanee e 198
Figure 10.35 - NonRestorableComponentReliability STtUAtION. ......cc.cueiriieiiiiiiniiirieeiiec et 199
Figure 10.36 - RestorableComponentReliability STtUAtION ........eevuteiriiiiiiiiiiiieiiertee et 199

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta Vi



TABLE OF TABLES

Table 1.1 — Table of Related DOCUMENES. ......ccc.eiiriiiriiiiiiiiieeiitentee ettt ettt ettt ettt e sabeesabeesbeeeaeee 5
Table 5.1 — Description of terms and definitions used in this Specification...........c...ccoceerriiiniiiniiiniiciiiieieeee e 10
Table 6.1 — Description of acronyms used in this SPECIfICALION ........c.eerruiiiriiiriiiiiiieciiie ettt sree e 11
Table 7.1 — Table for Specifying Operational Situations with Situation “Highway Driving Straight at Speed” Defined.15
Table 7.2 — Hazardous Event Table with Grouped COIUMNS .........ccoceiiiuiiriiiiniieiieceiee ettt sree et seree e 17
Table 9.1 — Mapping of core concepts to the SySML/UML 1anguage ............covueirieirieeriiienieenieenieeeieeenieeeseeesnee e 21

viil Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



Preface
OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membership, not-for-profit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable and
reusable enterprise applications in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies and academia. OMG member companies write, adopt, and
maintain its specifications following a mature, open process. OMG's specifications implement the Model Driven
Architecture® (MDA®), maximizing ROI through a full-lifecycle approach to enterprise integration that covers multiple
operating systems, programming languages, middleware and networking infrastructures, and software development
environments. OMG's specifications include: UML® (Unified Modeling Language™); CORBA® (Common Object
Request Broker Architecture); CWM™ (Common Warehouse Metamodel); and industry-specific standards for dozens of
vertical markets. More information on the OMG is available at https.//www.omg.org/.

OMG Specifications

As noted, OMG specifications address middleware, modeling, and vertical domain frameworks. All OMG Specifications
are available from this URL: https://www.omg.org/spec.

Specifications are organized by the following categories:
Domain Categories

Platform Categories

Other Categories

All of OMG’s formal specifications may be downloaded without charge from our website. (Products implementing OMG
specifications are available from individual suppliers.) Copies of specifications, available in PDF format, may be
obtained from the Specifications Catalog cited above or by contacting the Object Management Group, Inc. at:

OMG Headquarters

92 Medway Road, PMB 274
Milford, MA 01757 USA
Tel: +1- 781-444-0404

Fax: +1-781-444-0320
Email: pubs@omg.org

Certain OMG specifications are also available as ISO standards. Please consult h#tps://www.iso.org
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Typographical Conventions

The type styles shown below are used in this document to distinguish programming statements from ordinary English.
However, these conventions are not used in tables or section headings where no distinction is necessary.

Times/Times New Roman - 10 pt.: Standard body text

Helvetica/Arial - 10 pt. Bold: OMG Interface Definition Language (OMG IDL) and syntax elements.
Courier - 10 pt. Bold: Programming language elements.

Helvetica/Arial - 10 pt: Exceptions

Note — Terms that appear in italics are defined in the glossary. Italic text also represents the name of a document,
specification, or other publication.
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Issues

All OMG specifications are subject to continuous review and improvement. As part of this process, we encourage readers
to report any ambiguities, inconsistencies, or inaccuracies they may find by completing the Issue Reporting Form listed
on the main web page https://www.omg.org, under Documents, Report a Bug/Issue (https://issues.omg.org/issues/create-

new-issue).
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1.Scope

1.1 Introduction

There are two parts to this specification, one being normative and another informative. The normative part is:

e  The Risk Analysis and Assessment Modeling Language (RAAML) Library and Profile (this document) defines
concepts and relationships for capturing safety and reliability aspects of a system in the library and profile form.

The informative part is:

e The RAAML Example Model, Annex A (see document ad/2020-11-01), which illustrates practical usages of
RAAML.

1.2 RAAML Background

Model-Based Systems Engineering (MBSE) is gaining popularity in organizations creating complex systems where it is
crucial to collaborate in a multi-disciplinary environment. SysML, being one of the key MBSE components, has a good
foundation for capturing requirements, architecture, constraints, views, and viewpoints. However, SysML does not
provide the constructs to capture safety, reliability and security information in the system model. A group of industry
experts at the OMG has been working since 2016 to define a new specification providing the necessary capabilities.

The need for a standardized UML profile/library for addressing safety, reliability and security aspects emerged long ago.
Working group members have seen multiple commercial-grade model-based safety, reliability and security solution
implementations being developed during the recent years and successfully used in practice. While the various safety,
reliability and security implementations may fit the needs for a specific purpose, there are many instances where
information needs to be traced and shared across multiple organizations. These inconsistent model-based solutions
prohibit direct model sharing between organizations and across the various tools. One of the key goals for the working
group is to reconcile these different approaches to alleviate the industry from repeatedly formulating safety, reliability
and security constructs in their tools. The specification provides the modeling capabilities for tool vendors to build
safety, reliability and security modeling tools that provide traditional representations (e.g., trees, tables, etc.) while using
a modern model-based approach.

This RAAML 1.1 specification defines extensions to SysML needed to support safety, reliability and security analysis. It
describes:

e the core concepts and shows how the simple concepts are powerful enough to unite all safety, reliability and
security information across a variety of analysis methods

e the approach to automating several safety and reliability analyses, which is built on leveraging existing SysML
functionalities to ensure that the profile and library is usable with existing tooling

e specific safety and reliability analysis methods and application domains that are supported
o Failure Mode and Effect Analysis (FMEA)
o Fault Tree Analysis (FTA)
o Systems Theoretic Process Analysis (STPA)
o Goal Structuring Notation (GSN)
o IS0 26262 Road Vehicles - Functional Safety
o Reliability Block Diagrams (RBD)
o Functional Hazard Assessment (FHA)

e extension mechanisms that are typically needed by the industry to apply the specification in practice
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1.3 Intended Usage

The RAAML specification provides the foundation for conducting various safety and quality engineering activities
including safety and reliability analysis methods. Besides the method support, linkages to the SysML model-of-interest
are provided, enabling integration with and traceability to the analyses. The specification can be used for modeling
safety, reliability and security aspects directly in the model or as a standard language to import and export from external
safety and reliability tools.

The organization of RAAML facilitates tailoring the methodologies to specific engineering domains and industries to
support the various assessment and certification agencies.

1.4 Related Documents

The specification is delivered as a set of related documents. The primary normative document is this document, while a
set of additional machine-readable documents is provided to specify the UML profiles and model libraries, specified by
this standard.

For each safety/reliability domain, supported by this standard (FMEA, FTA, ISO-26262, STPA, RBD and FHA) there is
a pair of profile and library.

In addition to that there is a pair of profile and library for the concepts used in multiple domains — General and General
Security; and a pair of profile and library for the very core concepts that might be useful for the implementers of other
standards in the safety/reliability/security domain.

GSN stands separately, as it is an add-on, which can be used with any of the aforementioned domains for additional
substantiation of the safety models. It consists of just the profile; no library is necessary. The GSN profile only covers the
GSN version 2 standard core notation.

Non-normative examples document is also provided, illustrating how to apply RAAML for capturing safety and
reliability data.

Table 1.1 — Table of Related Documents

Document Description File Name Nor-  [Machine
Number mative |[Readable
tc/26-04-05  |Core portion of the RAAML. CoreRAAML.xmi Y Y
tc/26-04-06  |[Library portion of the RAAML. CoreRAAMLLIb.xmi Y Y
ptc/26-04-07  (General portion, shared across domains of the |GeneralRAAML.xmi Y Y
RAAML.
ptc/26-04-08  [General Library portion, shared across domains [GeneralRAAMLLIib.xmi Y Y
of the RAAML.
ptc/26-05-01  (Goal Structuring Notation profile. IGSN.xmi Y Y
tc/26-05-02  [FMEA portion of the RAAML. FMEA.xmi Y Y
tc/26-05-03  [FMEA Library portion of the RAAML. FMEALib.xmi Y Y
ptc/26-05-04  [FTA (Fault Tree Analysis) portion of the FTA.xmi Y Y
RAAML.
ptc/26-06-25  [FTA (Fault Tree Analysis) Library portion of |[FTALib.xmi Y Y
the RAAML.
ptc/26-05-06  [[SO26262 Functional Safety Standard portion [[SO26262.xmi Y Y
of the RAAML
ptc/26-05-07  [[SO26262 Functional Safety Standard Library [[SO26262Lib.xmi Y Y
ortion of the RAAML
ptc/26-06-26  [STPA (Systems Theoretic Process Analysis)  [STPA.xmi Y Y
ortion of the RAAML
ptc/26-05-09  |STPA (Systems Theoretic Process Analysis)  [STPALib.xmi Y Y
Library portion of the RAAML
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tc/26-05-10  [Security profile portion of the RAAML GeneralRAAML Security.xmi__ [Y Y
tc/26-05-11  [Security library portion of the RAAML GeneralRAAMLSecurityLib.xmilY Y
ptc/26-05-12  RBD (Reliability Block Diagram) profile RBD.xmi Y Y
ortion of the RAAML
ptc/26-06-31  RBD (Reliability Block Diagram) library RBDLib.xmi Y Y
ortion of the RAAML
ptc/26-06-23  FHA (Functional Hazard Assessment) profile |[FHA.xmi Y Y
ortion of RAAML
ptc/26-06-24  |FHA (Functional Hazard Assessment) library |[FHALib.xmi Y Y
ortion of RAAML
ptc/26-05-14  MagicDraw model from which all XMIs and |RAAML_81.mdzip N Y
images were produced
ptc/26-05-15  [Risk Analysis and Assessment Modeling OMG RAAML Examples N N
Language (RAAML) Examples 1.2.docx
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2. Conformance

RAAML specifies two types of conformance.

e Type 1 Conformance: RAAML model interchange conformance. A tool demonstrating model interchange
conformance can import and export conformant XMI for all valid RAAML models.

e Type 2 Conformance: RAAML View specification conformance. A tool demonstrating view specification
conformance shall implement the views specified in RAAML specification.

A tool vendor may choose to implement one method supported by the specification (FMEA, FTA, STPA, GSN, ISO
26262, RBD or FHA) and claim conformance to it.
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5. Terms and Definitions

New terms and definitions have been required to create this specification. They are listed in the table below.

Table 5.1 — Description of terms and definitions used in this specification

Situation

A situation describes a set of situation occurrences of some type. The system, place, time, and
state parameters are described by classifiers rather than individual descriptions. A situation
occurrence is a system being in a given place at given time and in a given state.

For example, “Boeing 747 with S/N 12305 is being refueled at Gate 7 of Amsterdam Schiphol at
11:45 on Monday, 30th of July 2018.”

Causality

Identifies cause-effect relationship between two situations. Causality could be direct (non-
conditional), conditional, probabilistic or any other inter-situation relationship, defined by the
user. Multiple situations can cause one situation and vice versa - one situation can cause multiple
other situations.

For example, a car in frequent contact with salt, causing safety-critical parts to corrode, which
causes leaks in the brake line, causing the brakes to fail, causing a car accident, causing a
passenger injury.

Relevant To

The Relevant To relationship is used to link situations to system model elements to provide
context and relevance for the Situation.

For example, in an insulin pump, a Situation where the insulin pump cannot be charged would be
related to the main battery element in the system model.

Controlling A measure taken to address (mitigate severity, reduce probability of occurrence, increase
Measure probability of detection) a potential or real adverse situation.
10 Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta




6. Acronyms and Abbreviations

For the purposes of this specification, the following List of acronyms and abbreviations apply.

Table 6.1 — Description of acronyms used in this specification

AC Advisory Circular

AMC Acceptable Means of Compliance
ARP Aerospace Recommended Practice
ASIL Automotive Safety Integrity Level
CDF Cumulative Distribution Function
DAL Development Assurance Level

DET Detectability

FDAL Function Development Assurance Level
FHA Functional Hazard Assessment
FMEA Failure Mode and Effect Analysis
FTA Fault Tree Analysis

GSN Goal Structuring Notation

HARA Hazard Analysis and Risk Assessment
HAZQOP A hazard and operability study

HIRF High-Intensity Radiated Fields

IDAL Item Development Assurance Level
MBSE Model-Based Systems Engineering
MTBF Mean Time Between Failures

MTTF Mean Time to Failure

MTTR Mean Time to Restore

ISO International Standardization Organization
OoCC Occurrence

OMG Object Management Group

PDF Probability Density Function
RAAML Risk Analysis and Assessment Modeling Language
RBD Reliability Block Diagram

RPN Risk priority number

SEV Severity

STPA Systems Theoretic Process Analysis
SysML Systems Modeling Language

UAF Universal Architecture Framework
UML Unified Modeling Language
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7. Additional Information (non-normative)

7.1 Language Architecture

The RAAML specification reuses a subset of UML 2.5.1 and SysML 1.6 and provides additional extensions needed to
address the Safety and Reliability for UML RFP (ad/2017-03-05) requirements. Those requirements form the basis for
this specification. This document specifies the language architecture in terms of UML 2.5.1 and SysML 1.6. It explains
the design principles and how they are applied to implement RAAML.

7.2 Philosophy

The RAAML working group uses a library approach heavily with a light UML profile support. Using model libraries has
several significant benefits compared with implementing everything in a profile:

¢ It makes use of the full UML structural modeling capabilities instead of just using metamodeling, which are
further limited by the UML prescriptions for stereotyping. The tools with good support for UML/SysML class
and composite structure diagrams can make use of their existing generic functionality for modeling safety and
reliability aspects of a system.

e Jtenables end users to extend the libraries and profiles provided by the specification because safety and
reliability practices vary across domains (automotive, aerospace, nuclear, etc.) and organizations.

e Finally, it is typically easier to make modifications and extensions to model libraries than to profiles, as
extensions occur at lower metalevels.

The RAAML development uses a model-driven approach. A simple description of the work process is:

e The specification is generated from the UML model used to describe RAAML. This approach allows the
working group members to concentrate on architecture issues rather than documentation production. The UML
tool automatically maintains consistency.

7.3 Principles of Creating, Editing, and Displaying of Composite
Situations in Diagrammatic and Tabular Views

This standard uses UML/SysML structural modeling capabilities to capture safety and reliability data. The safety and
reliability data are captured by a collection of scenarios and situations as shown in

Figure 7.1.
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«Situation»
AnySituation

from |0..* to (0.* o scenarioStep|0..*

Causality

«Situation»
Scenario

Figure 7.1 — Fundamental situation modeling principles

Complex scenarios can be built by inheriting from other scenarios and composing other situations as parts. Scenarios
defined in libraries of this standard provide template scenarios from which to be inherited from. This way multilevel
composite situations can be built.

e Situations are UML Classes, SysML Blocks.

e  Scenario steps are captured using SysML parts - UML Properties with aggregation set to composite, and type set
to sub-situation (which is UML Class, SysML Block); usually an association is also created for this property.

e  Situation attribute values are captured using value properties - UML properties with type describing possible
values (which is UML DataType, SysML ValueType) with the value specified in the defaultValue field.

When inheriting from library situations the properties of the user defined situations redefine or subset the properties of
the library situation.

Note that user’s model can have additional properties (including sub situations, and attributes and other kinds of
properties), beyond those defined in the library. However, from the viewpoint of this standard, they carry user-specific
extensions and are not relevant.

Situation in the user model can be inherited from the situation in the standard library indirectly through intermediate
situations. This can be used to capture generality/specificity between the real-world situations being described and
introduce user-specific library extensions.

Creation and Displaying of situation and scenario models can be done in diagrams, usual for UML/SysML tools, e.g.,
Class or Block Definition and Composite Structure or Internal Block diagrams. This suits rather well for the safety and
reliability domains, which are used to graphical information input such as Fault Tree Analysis and Reliability Block
Diagrams.However, users of many safety and reliability domains such as FMEA, STPA or ISO26262 are accustomed to
tabular information input. Therefore, the principles of how these models can be described in a tabular format are
explained in section §7.3.2.

7.3.1 Diagrammatic Situation Specification

Taking the operational situation Typical AutomotiveSituation from ISO26262 library as an example, here is how the
situation “Highway Driving Straight at Speed” would be defined in a diagram.

The 1S026262 library shown in (Figure 7.2) stipulates, that Typical AutomotiveSituation is described by specifying
trafficAndPeople, vehicleUsage, roadCondition, location, and environmentalCondition sub-situations and an Exposure
attribute.
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«Siuations | 1® wvalugTypen

. ! ) Exposure
AnySituation from Causality E0

T E2

E3

CU“de"SJ wOperationalSituations E4
= | OperationalCondition

«OperationalSituation» «OperationalSituation» «OperationalSituations «OperationalSituations
AbstractOperationalSituation TrafficAndPeople RoadCondition EnvirenmentalCondition
values trafficAndPeople roadCondition environmentalCondition
Exposure | Exposure [1] 0.t 0.t 0.t
{subsets conditions} {subsets conditions} {subsets conditions}
«OperationalSituations «DperationalSituations
VehicleUsage Location
vehicleUzage location
«OperatienalStuations 0.: 0.
TypicalAutomotiveSituation {subsetzs conditions} {subsets conditions}

Figure 7.2 — Typical Automotive Situation definition in the 1S026262 Library

The “Highway Driving Straight at Speed” situation, in the user model (Figure 7.3) specifies, that Exposure level is E4
(chosen from the level enumeration defined in the library), trafficAndPeople is “Traffic Free Flow” (another situation
defined by the user or coming from a library of operational conditions), the vehicleUsage is “Driving at Speed”, location
is “City Roads” and “Highway” (two values), while roadCondition and environmental Condition are left unspecified.

Note that:

a)
b)

9)

d)

e)

14

The scenario and sub-situations are inherited from the situations defined in the library.

Exposure, which is a value attribute (i.e., an attribute, whose type is not a situation, but some data type instead a
numeric or enumerated value) is specified by redefining a library attribute and specifying a default value.

The trafficAndPeople and vehicleUsage attributes, which specify sub-situations, are redefining corresponding
library attributes, and specifying a different type. The normal rules for UML attribute redefinition apply, i.e.,
redefined attribute type must be narrower that the parent attribute type.

The roadCondition and environmentalCondition are not redefined, therefore they are left unspecified. The
attributes type remains the maximally wide, library type (“RoadCondition” and “EnvironmentalCondition”
library types).

Two values are being specified for location attribute. Therefore, two attributes locationl and location2 are
defined in the situation. These attributes are sub-setting the parent location attribute instead of redefining, as in
case 3 above. Note that, according to UML rules, names of the sub-setting attributes are not regulated and
therefore they can be anything. However, it is strongly recommended that the tool vendor adopt some intuitive,
user-friendly naming scheme like parent_attribute_name+number.
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«OperationalSituations
TypicalAutomotiveSituation

{subsets conditions}

vehicleUsage [0..F

«0perationalSituations
{subssts conditions} VehicleUsage {subsets conditions
trafficAndPeople |0..* ™ location |0..*

«0perationalSituations «0perationalSituations
TrafficAndPeople Location
115026262 Libraryt

|User Model|
«OperationalSituations
Traffic Free Flow

«OperationalSituations trafficAndPeople fredefines traficAndPeople}
Highway Driving Straight at Speed 0.*

Exposure : E:-tl:ceure.:gi'-'ece"ea Exposure] vehicleUsage 0. JGOD?F?“U“EBME“U"»
' : {redefines venicleUsagey | Driving at Speed

locatien1 | «OperationalSituations

{subsets location} 0.% City Roads

lecation2 [, operationalSituations
{subzets location} 0.7 Highway

Figure 7.3 — User Model Defining Operational Situation “Highway Driving Straight at Speed”

7.3.2 Tabular Situation Specification

The same Typical AutomotiveSituation, defined by the ISO26262 library and again shown in Figure 7.2, can also define a
table format for entering automotive situation user model data in a tabular format.

The table for specifying typical automotive situations comprises the main Name column for defining the situation itself,
plus one column per each attribute. A table for typical automotive situations, as defined by Typical AutomotiveSituation
library situation class would then have columns for Exposure, vehicleUsage, trafficAndPeople, location, roadCondition,
and environmentalCondition. The column’s name does not need to follow library attributes strictly. They can be
beautified, for the sake of user-friendliness. It is important that when the user adds or edits rows in this table, the
underlying model data must be created in accordance with the chapters above.

The table below (Table 7.1) shows the same “Highway Driving Straight at Speed” situation defined in tabular format as
in the previous chapter. Therefore, the underlying UML model structures must be the same as those shown in
diagrammatic format (

Figure 7.1).
Table 7.1 — Table for Specifying Operational Situations with Situation “Highway Driving Straight at Speed”
Defined

# Name Exposure | Vehicle Traffic and | Location Road Environmen
Usage People Condition | tal
Condition
1 Highway Driving E4 Driving at Traffic Free | Highway,
Straight at Speed Speed Flow City Roads
1.1 | Highway Driving E3 Driving at Traffic Free | Highway, Wet, Reduced
Straight at Speed, Speed Flow City Roads Visibility
g Ice
Dangerous Conditions
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A typical safety and reliability domain such as ISO26262 will then use multiple tables, one for each of the structures
defined in the library for that domain.

The tables can have additional columns, at the vendor’s discretion, for specifying additional data about the situation,
being described in a row. An example of such data could be a description (realized by e.g., UML Comment) of the
situation.

Sub-classing by using a generalization relationship between situations can be expressed in tabular format, using
hierarchical indented text in table row. In the above table, the “Highway Driving Straight at Speed, Dangerous
Conditions” situation is a subclass of the “Highway Driving Straight at Speed” situation. Therefore, a generalization
relationship is created between the two in the model. Note that the more specific situation can narrow down the field
types of the parent. In this example, the sub-classing situation provides additional data for road and environmental
conditions by using attributes and redefining attributes from the library. Using UML redefinition overrides the parent
exposure to E3. The vehicle use, traffic and people, and location settings are inherited from the parent and do not require
additional model elements.

In case of multiple composition levels between the situations defined the in the library, it is possible to show multi-level
composite situation data in a single table instead of the multiple interrelated tables by using hierarchical grouped column
approach.

An example of using this hierarchical approach is shown for the main situation - HazardousEvent - in the library for
15026262 standard (Figure 7.4):

«Situation» accidentScenario «Situation» malfunctioningBehavior «MalfunctioningBehaviors
HazardousEvent ] AccidentScenario g p AnyM alfunction

IASIL: ASIL [0, {redefines trigger} | Controllabiiity - Controllability [1]

«OperationalSituation»

— aperationalSituation AbstractOperationalSituation
hazard | «Situations

0. Hazard 1.* Exposure ; Exposure [1]

{redefines riskSource}

0.* | SystemLevelEffect

systemlLevelEffect «Situations T

«OperationalSituations
TypicalAutomotiveSituation

vehicleLevelEffect «Situations
p.* |VehicleLevelEffect

{redefines harm}
{subsets conditions} {subsets conditions} e{gﬂggg{gegjt ﬁﬁﬂgﬂg’f"
trafficAndPeople [0..* roadCondition |0..* 0.*
«OperatienalSituations «OperationalSituation» «OperationalSituations
TrafficAndPeople RoadCondition EnvironmentalCondition
{subsets conditions} {subsets conditions}
vehiclkeUsage [0.* location | 0..%
«OperationalSituations «OperationalSituations
VehicleUsage Location

Figure 7.4 — HazardousEvent Definition in the 1ISO26262 Library

The HazardousEvent comprises sub-situations hazard, systemLevelEffect, vehicleLevelEffect which are elementary and
an accidentScenario which is a composite sub-situation. AccidentScenario is composed of the elementary
malfunctioningBehavior and operationalSituation. OperationalSituation is composed of a multitude of operational
condition sub-situations vehicleUsage, trafficAndPeople, location, roadCondition, and environmentalCondition.

If tabular format is used for entering this information, there could be 3 simple tables:

1. Table for operational situations, having columns for vehicleUsage, trafficAndPeople, location, roadCondition,
and environmental Condition.
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2. Table for accident scenarios, having columns for malfunctioningBehavior and operationalSituation.

3. Table for hazardous events, having columns for hazard, systemLevelEffect, vehicleLevelEffect, and
accidentScenario.

Alternatively, all this data can be entered in a single table, as shown in Table 7.2:
1. Table for hazardous events, having columns for hazard, systemLevelEffect, vehicleLevelEffect, and an

accidentScenario.

1.1. Accident scenario is a column group, comprising of columns malfunctioningBehavior and
operationalSituation.

1.1.1. Operational situation is a column group comprising of columns vehicleUsage, trafficAndPeople,
location, roadCondition, and environmental Condition.

Table 7.2 — Hazardous Event Table with Grouped Columns

Name | Hazard | Accident Scenario System | Vehicl

i Level e Level
Effect Effect

Malfunct | Operational Situation
ooy Vehicl | Traffic | Locati | Road | Environ | Expo | °llabi

Behavior | ¢ and on Condit | mental | sure | lity
Usage | People ion Conditi
on

Note — some columns (like ASIL level, or names of accident scenario, operational situation) have been skipped in the
table for compactness reasons; in the actual tool that is not limited by page width they would be present.
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8. Diagram Legend (non-normative)

The section 9 is comprised of diagrams that represent elements from the RAAML 1.0 specification. The diagrams are
color-coded to help the reader to understand the model easier. Please refer to the legend in Figure 8.1 to understand the
diagrams.

Diagram shapes color-coded using gray color represent elements belonging to
other packages than the one being specified in the current diagram.

Diagram shapes color-coded using white color represent elements belonging
to packages that are being specified in the current diagram.

Figure 8.1 — Legend of color codes

An example in Figure 8.2 demonstrates how legends are used. Elements that belong to FTA (Fault Tree Analysis) library
will be represented in white color in diagrams which belong to FTA method specification. Other elements like
DysfunctionalEvent will be represented in gray since they belong to the General part of the specification.

«Situation»
DysfunctionalEvent

[

«Situation»
FTAElement

probability : Real = 0 C

Figure 8.2 — An example of using a legend
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9. Risk Analysis and Assessment Modeling Language
(RAAML) Library and Profile

The RAAML library and profile imports the entire SysML profile. The use of this import is intended to provide more
seamless integration with system modeling using SysML and to be able to fully leverage the capabilities of SysML.

9.1 Core

The core concepts domain model is depicted in Figure 9.1. The submission team uses this domain model to derive the
CoreLibrary and CoreProfile packages (specified in sections 9.1.1 and 9.1.2 respectively). The other libraries and profiles
of the specification are based on the CoreLibrary and CoreProfile packages and contain elements and relationships
representing concepts common across safety and reliability analysis methods.

Generalization Composition
Causality Color code
. . to attributes Entity
0. 0. __——constraint [0..%] D . .
general part 1 0.1 _— [ Relationship
| Element |,—{ Violates }— Situation ‘:,C-U-ﬁ'te;d [T Foreign Domain Concept
1 1 e ———

description : String [0..1] Tl from
1

Element 1 e 1
=
7
// J
partPath_~~0.* attribute [0..*

-Part DependabilityElement DependabilityAttribute
attribute hutes redefines

0 name:SifinQ 0.1
1 © |type : DataType [0..1]
0.* nit [0..1] attribute

u
| Element lr- ICnntmlli, I affects |value [0..1] 5 -
g 0.7

AttributeRelation

formula : String [0.1]

Figure 9.1 — Core concepts domain model

The central element in the core concepts domain model is the “Situation” concept. A situation occurrence is defined as a
system being in a given place at given time and in a given state. For example, “Boeing 747 with S/N 12305 is being
refueled at Gate 7 of Amsterdam Schiphol at 11:45 on Monday, 30th of July 2018.” An elementary situation is a
classifier. It describes a set of situation occurrences of some type. The system, place, time, and state parameters are
described by classifiers rather than individual descriptions.

When describing a situation, some of its parameters may be omitted if the situation does not need to be specific with
respect to that parameter. For example:

e  Fire in the engine compartment of the ship.
¢  Finger injury of the circular saw operator.

Different Situations can have generalization/specialization relationships between them. Generalization between two
situations expresses the subset/superset relationship between the sets of occurrences that these situations represent. For
example, “bone fracture” may be defined as a subtype of “Injury”.

Situations can have quantitative attributes, such as probability of occurrence. These are defined using the
DependabilityAttribute class. Quantitative attributes can be related to each other and to attributes of the system by
formulae using the AttributeRelation class. Formulae can be expressed in any language that the modeling tool can
compute, including OCL and other executable languages. For example:

FMEAItem.RiskPriorityNumber = Cause.Occurrence x FailureMode.Detectability x
Effect.Severity

Different Situations can be associated with each other using the Causality class, expressing semantic relationships
between situations such as simple causality, conditional causality, and probabilistic connections. These relations may
also have quantitative attributes, such as the probability of occurrence of the “to” situation if the “from” situation occurs.
For example, a car in frequent contact with salt, causing safety-critical parts to corrode, which causes leaks in the brake
line, causing the brakes to fail, causing a car accident, causing a passenger injury.
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A non-elementary situation (the “Composition” relationship in Figure 9.1) is a concept encompassing multiple
elementary situations: a single system or combination of several systems in a mutable layout, flowing in time through a
sequence of states. The choice of whether to use a composite situation with parts described by subsituations, or to use a
single situation, is at the discretion of the modeler. It depends on the modeler's needs, such as the depth of analysis
required.

Situations can violate requirements, constraints defined/prescribed for the system, or other specifications describing how
the system should operate. For example, a Situation where the system can-not detect glucose level violates the
requirement that “the insulin pump must work for 1 week without the need to replace batteries”.

The RelevantTo relationship is used to link situations to system model elements to provide context and relevance for the
Sitution. For example, in the aforementioned insulin pump, a Situation where the insulin pump cannot be charged would
be related to the main battery element in the system model.

Situations can be mitigated, detected, and prevented via the ControllingMeasure. The use of this relationship introduces
new safety requirements.

It was decided early on to reuse as many concepts from the SysML language as possible and only add concepts that are
missing in SysML to address safety and reliability aspects of systems. This avoids duplication between two languages
that will typically be used together. It also enables tool vendors to implement the new profile and library without
requiring new tool capabilities, assuming SysML is supported. This leads to a very small library and profile on top of
SysML/UML being sufficient to cover all core concepts. The core domain model is covered by SysML/UML concepts as
shown in Table 1. The CoreLibrary package is specified in section 9.1.1. The CoreProfile package is shown in 9.1.2. The
Core profile and library are used by all domain-specific methods in the specification.

Table 9.1 — Mapping of core concepts to the SysML/UML language

Core concept SysML/UML concept

Situation A specialization of a Block in SysML and a new stereotype «Situation »
Dependability Attribute SysML Value Property

AttributeRelation SysML Constraint Block

Generalization UML Generalization relationship

Composition UML Composition relationship

Violates A stereotyped UML dependency

RelevantTo A stereotyped UML dependency

Causality An association/connector combination

ControllingMeasure A stereotyped UML dependency

9.1.1 Core::Core Library

AnySituation

Package: Core Library
isAbstract: Yes
Applied Stereotype: «Situation»

Description

AnySituation is the universal root of all situations. All situations inherit from AnySituation. A situation describes a set of
situation occurrences of some type. The system, place, time, and state parameters are described by classifiers rather than
individual descriptions. A situation occurrence is a system being in a given place at given time and in a given state.

For example, “Boeing 747 with S/N 12305 is being refueled at Gate 7 of Amsterdam Schiphol at 11:45 on Monday, 30th
of July 2018.”
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wSituations
AnySituation to
0.t
from |0..*
Causality

Figure 9.2 — AnySituation

Attributes

from : AnySituation[0..*] (member end of A situation which precedes the one at the other end of the Causality
Causality association) relationship.

to : AnySituation[0..*] (member end of A situation which follows the one at the other end of the Causality
Causality association) relationship.

Causality

Package: Core Library

Description

Universal root relationship between situations. All situation relationships inherit from this relationship. Identifies cause
and effect relationship between two situations. Causality could be direct (non-conditional), conditional or probabilistic or
any other inter-situation relationship, defined by the user. Multiple situations can cause one situation and vice versa - one
situation can cause multiple other situations.

For example, a car in frequent contact with salt, causing safety-critical parts to corrode, which causes leaks in the brake
line, causing the brakes to fail, causing a car accident, causing a passenger injury.

wSituations
AnySituation to
0.t
from |0..*
Causality

Figure 9.3 — Causality

Association ends

to : AnySituation[0..*] (member end of A situation which follows the one at the other end of the Causality
Causality association) relationship.

from : AnySituation[0..*] (member end A situation which precedes the one at the other end of the Causality
of Causality association) relationship.
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9.1.2 Core::Core Profile

Situation

Package: Core Profile
isAbstract: No
Generalization: Block
Extension: Class

Description

A situation is a SysML v1.6 Block. The situation reuses the following functionality from the Block concept:
generalizations, parts, value properties, and Parametrics. The situation stereotype is only needed to distinguish situations
from other types of blocks. See AnySituation for the definition of a situation concept.

xMetaclazss wstereotypes
Class Block
[Class]
wstereotypes
Situation
[Class]

Figure 9.4 — Situation

RelevantTo

Package: Core Profile

isAbstract: No

Generalization: DirectedRelationshipPropertyPath
Extension: Dependency

Description

The RelevantTo relationship is used to link situations to system model elements to provide context and relevance for the
Situation. For example, in an insulin pump, a Situation where the insulin pump cannot be charged would be related to the
main battery element in the system model. The RelevantTo relationship reuses the following functionality from the
DirectedRelationshipPropertyPath concept: targetContext and targetPropertyPath.

xMetaclazss wstereotypes
Dependency DirectedRelationshipPropertyPath
[DirectedRelationship]

xstereotypes
RelevantTo
[Dependency]

Figure 9.5 — RelevantTo
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Constraints
[1] ClientIsSituation -- client of the RelevantTo must be a Situation
Situation.alllnstances().base_Class->includesAll(self.base_Dependency.client)

ControllingMeasure

Package: Core Profile

isAbstract: Yes

Generalization: DirectedRelationshipPropertyPath
Extension: Dependency

Description
A measure taken to address (mitigate severity, reduce probability of occurrence, increase probability of detection) a
potential or real adverse situation.

sMetaclasss sstersotypes
Dependency DirectedRelationshipProperiyPath
[DirectedRelaticnzhip]

xstereotypes
ControllingMeasure
[Dependency]

{— supplier of the ControlingMeasure must be a Situation
self supplier-=forallisls. oclsKind O fiSituation ) )}

npues

-affects : Property [0..%]

Figure 9.6 — ControllingMeasure

Attributes
affects : Property[0..*] Indicates that this controlling measure influences (typically improves) a
particular quantitative attribute of the situation.
Constraints
[1] SupplierIsSituation -- supplier of the ControllingMeasure must be a Situation
Situation.alllnstances().base_Class->includesAll(self.base_Dependency.supplier)
Violates

Package: Core Profile
isAbstract: No
Extension: Dependency

Description

The violates relationship indicates a situation where a system is violating a prescription (requirement, constraint, etc.). It
is used to connect situations to requirements, design constraints and any other elements of system models which
prescribe a characteristic of the system.

For example, a Situation where the insulin pump drains the battery in 3 days violates the requirement that “The system
must work for 1 week without the need to replace batteries”.
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sMetaclassa
Dependency

[

xstereotypen
Violates
[Dependency]

Figure 9.7 — Violates

Constraints

[1] ClientIsSituation -- client of the Violates must be a Situation
Situation.alllnstances().base_Class->includesAll(self.base_Dependency.client)

IDCarrier

Package: 1SO 26262 Profile
isAbstract: No
Extension: Element

Description
Additional stereotype for carrying human-readable identification data.

xMetaclasss
Element

T

wstereotypes
IDCarrier
[Element]

d - String [1]

Figure 9.8 — IDCarrier

Attributes
Id : String[1] Human readable identifier.

9.2 General

The specification includes a general safety and reliability package that extends the core package. It defines common
concepts that are used or extended in the method- and domain-specific reliability and safety packages. The package
provides a model library, specified in section 9.2.1, and a profile, specified in section 9.2.2.

The general concepts contained in this package can be used as-is to model the safety and reliability related aspects of a
system. However, the intended purposes of the package are as follows:

1. Provide a common base for the method- and domain-specific reliability and safety modeling packages. The
same concepts are used in a number of safety and reliability techniques (such as FMEA and FTA), so the role of
this package is to prevent duplication of common concepts in other packages. This also enables movement of
information between domains for cross-domain issues. This is particularly important as different domains may
use the same concepts with different vocabulary. A common foundation provides a way to translate between
these.
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2. Provide traceability links between safety and reliability artefacts across the system life cycle. For example, the
failure modes defined during Hazard Analysis and Risk Assessment (HARA, defined in the ISO 26262 package)
and in an FMEA could be traced and considered during an FTA.

3. Provide a foundation on which additional methods, techniques and domains with safety and reliability concerns
not currently included in the profile can be built by users. For example, a tool vendor could build an additional
package for the railway domain by building on the general safety and reliability foundation. This both reduces
effort to introduce an additional domain and allows additional domain packages to be compatible with the
existing specification content.

9.2.1 General::General Concepts Library

AbstractEvent

Package: General Concepts Library
isAbstract: Yes

Generalization: AnySituation
Applied Stereotype: «Situation»

Description

Anything that causes a change in a system under analysis or environment. Event has an identifiable starting point in time.

wsituations
AnySituation

P

i

w=ituations
AbstractEvent

likelinood [1]

Figure 9.9 — AbstractEvent

Attributes

likelihood : [1] A placeholder attribute for indicating likelihood of occurrence of an
event. It is intentionally left without a type. Method developers can
derive more specialized ways to characterize likelihood.

AbstractCause

Package: General Concepts Library
isAbstract: Yes

Generalization: AbstractEvent, Factor
Applied Stereotype: «Situation»

Description

An AbstractCause is a precursor event that activates other events. The AbstractCause is a root class for all kinds of
causes; method developers should derive from it more specific kinds of causes with specific types for occurrence
property. One case is demonstrated in the Cause element that redefines the occurrence property of the AbstractCause
with the type Real.

See the diagram GeneralConceptsLibrary.
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See also: fault association end of the Activation association.

aSituations
AbstractEvent

likelinood [1]

T

wSituation»
AbstractCausa

occurrence [1Kredefines likelihood]
premitigationOccurrences [0, *forderes

Figure 9.10 — AbstractCause

Attributes

occurrence : [1], redefines likelihood

premitigationOccurrences : [0..*]

Cause

Package: General Concepts Library
isAbstract: Yes

Generalization: AbstractCause
Applied Stereotype: «Situation»

Description

A placeholder attribute without a type declared, for indicating how often
this situation occurs. It is a redefinition of likelihood.

A placeholder attribute for indicating how often this situation occurred
prior to mitigation. This property can have more than one value.

A Cause is a specific implementation of AbstractCause that defines occurrence property with the type Real.

«Situations
AbstractCause

occurrence [1Hr

premrtlgatlunﬂccurrences [E .”-.; '.e'-'e:; nonunigue;

s Situations
Cause

occurrence ; Real [1redefines occ

premitigationOccurrences © Real [0..%}re

Figure 9.11 — Cause

Attributes

occurrence : Real[1], redefines occurrence  An attribute with the type Real, for indicating how often this situation

premitigationOccurrences : Real[0..*],
redefines premitigationOccurrences

occurs.

An attribute for indicating how often this situation occurred prior to
mitigation. This property can have more than one value.
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DysfunctionalEvent

Package: General Concepts Library
isAbstract: Yes

Generalization: AbstractEvent
Applied Stereotype: «Situation»

Description
An event whose occurrence can cause a dysfunctional behavior of a system or a part of the system.

The DysfunctionalEvent concept is a generalization of such concepts as failure, feared event, etc. that are considered in
the domain-specific safety standards. It might be extended for introducing new safety and reliability methods and
techniques.

ErrorPropagation ErrorRealization
wSituations
AbstractEvent
= =
—_— o o —_—
2 = = o
(] . ] ] (]
Fan Y] ] '] '] Y]
. = = E E E
e o g o . o z o
GOl B S| © Sl B 2| B
8lao = Elo = == Elao =
wSituation
Dy=functionalEvent

Figure 9.12 — DysfunctionalEvent

AbstractFailureMode

Package: General Concepts Library
isAbstract: Yes

Generalization: UndesiredState
Applied Stereotype: «FailureMode»

Description

The manner in which a system or part of a system (e.g., functions, components, hardware, software, hardware parts,
software units), can fail (ISO 26262-1:2018, definition 3.51, modified).

The AbstractFailureMode is a root class for all failure modes; method developers should derive more specific kinds of

failure modes with specific types for the detectability property. One case is demonstrated in the FailureMode element that
redefines the detectability property of the AbstractFailureMode with the type Real.

wituations

UndesiredState
i

5

sFailureModes
AbstractFailureMode

detectability [1]
premitigationDetectabilities [0..*}{ordered, nonunigue]

Figure 9.13 — AbstractFailureMode
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Attributes

detectability : [1] A placeholder attribute without a type declared, for indicating how easy
it is to detect this failure mode.

premitigationDetectabilities : [0..*] A placeholder attribute for indicating how easy it would have been to
detect the situation with the previous design iteration. This property can
have more than one value.

FailureMode

Package: General Concepts Library
isAbstract: Yes

Generalization: AbstractFailureMode
Applied Stereotype: «FailureMode»

Description

FailureMode is a specific implementation of AbstractFailureMode that defines the detectability property with the type
Real.

A failure is an instance of a FailureMode.

xFailureModes
AbstractFailureMode

detectability [1]
premitigationDetectabilities [0. *Hordered, nonunigue]

T

«FailureModexs
FailureMode
detectability : Real [1}redefines det '
premrtlgatlun[:-eteu:tat:-llrtles REEI [0.. 7 redefines premitigationDetectabilties, ordered, nonunigue}
Figure 9.14 — FailureMode
Attributes
detectability : Real[1], redefines An attribute with the type Real, for indicating how easy it is to detect the
detectability situation.
premitigationDetectabilities : Real[0..*], An attribute for indicating how easy it would have been to detect the
redefines premitigationDetectabilities situation with the previous design iteration. This property can have more
than one value.
AbstractEffect

Package: General Concepts Library
isAbstract: Yes

Generalization: DysfunctionalEvent
Applied Stereotype: «Situation»

Description

An AbstractEffect is a DysfunctionalEvent that is a result or a consequence of another Situation. The AbstractEffect is a
root class for all effects; method developers should derive more specific kinds of effects with specific types for the
severity property.

One case is demonstrated in the Effect element that redefines the severity property of the AbstractEffect with the type
Real.
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See the diagram GeneralConceptsLibrary.

See also: ErrorPropagation, ErrorRealization associations.

wSituations
DysfunctionalEvent

.{“l:

a=ituations
AbstractEffect

severity [1]

premitigationSeverities [0..*}{crdered nonunigu

Figure 9.15 — AbstractEffect

Attributes

severity : [1]

premitigationSeverities : [0..*]

Effect

Package: General Concepts Library
isAbstract: Yes

Generalization: AbstractEffect
Applied Stereotype: «Situation»

Description

A placeholder attribute without a type declared, for indicating the
estimate of the extent of harm.

A placeholder attribute for indicating the estimate of the extent of harm
that would have resulted from the previous design iterations. This
property can have more than one value.

An Effect is a specific implementation of AbstractEffect that defines the severity property with the type Real.

«Situations
AbstractEffect

severity [1]

premitigationSeverities [0..*}ordered, nonunigu

(1!
I

T

«Situations
Effect
severity . Real [1}redefines severity] o
premitigationSeverities | Real [0..*Hredefines premitigationSeverities ordered nonunigue

Figure 9.16 — Effect

Attributes
severity : Real[1], redefines severity

premitigationSeverities : Real[0..*],
redefines premitigationSeverities

30

An attribute with the type Real, for indicating the estimate of the extent
of harm.

An attribute for indicating the estimate of the extent of harm that would
have resulted from the previous design iterations. This property stores
more than one value.
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Activation

Package: General Concepts Library
Generalization: Causality

Description

A causal relationship describing the propagation of the initial AbstractCause situation to the DysfunctionalEvent situation
in the system.

Causality
from |0..*
«Situations to
AnySituation 0=
wSituations
AbstractEvent
aSituations fault Activation error «Situations
AbstractCause [0.° 0.* | DysfunctionalEvent
{redefines from} {redefines to}
Figure 9.17 — Activation
Association ends
error : DysfunctionalEvent[0..*] The dysfunctional situation (error) of the system.

(member end of Activation association,
redefines to)

fault : AbstractCause[0..*] (member The causal fault.
end of Activation association, redefines
from)

ErrorPropagation

Package: General Concepts Library
Generalization: Causality

Description

A causal relationship describing the propagation of errors (one error leading to another) throughout the system.
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ErrarPropagation

b
=]

{redefines to}

toErrar

wSituations
DysfunctionalEvent fromError

0.*
{redefines from}

Figure 9.18 — ErrorPropagation

Association ends

toError : DysfunctionalEvent[0..*] The successor error.
(member end of ErrorPropagation
association, redefines to)

fromError : DysfunctionalEvent[0..¥] ~ The predecessor error.
(member end of ErrorPropagation
association, redefines from)

ErrorRealization

Package: General Concepts Library
Generalization: Causality

Description

A causal relationship describing the propagation of an error to a failure.

ErrorRealization

5
=
[E]
E
. m
o, =
= N
[ ER e R
aSituations
DysfunctionalEvent
failure
0.*
{redefines to}
Figure 9.19 — ErrorRealization
Association ends
failure : DysfunctionalEvent[0..*] The resulting failure.

(member end of ErrorRealization
association, redefines to)

error : DysfunctionalEvent[0..*] The predecessor error.
(member end of ErrorRealization
association, redefines from)
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HarmPotential

Package: General Concepts Library
isAbstract: Yes

Generalization: AnySituation
Applied Stereotype: «Situation»

Description

A state where there is the potential of harm. This includes all types of harm arising from malicious or non-malicious
causes.

w=ituations

AnySituation
i

=
waituations

HarmPotential

Figure 9.20 — HarmPotential

Hazard

Package: General Concepts Library
isAbstract: Yes

Generalization: HarmPotential
Applied Stereotype: «Situation»

Description
A potential source of harm (IEC 61508-4, 3.1.2). Source of harm is non-malicious.

The term includes danger to persons arising within a short time scale (for example, fire and explosion) and also those that
have a long-term effect on a person’s health (for example, release of a toxic substance).

waituations

HarmPotential
i

&
waituations

Hazard

Figure 9.21 — Hazard

Scenario

Package: General Concepts Library
isAbstract: Yes

Generalization: AnySituation
Applied Stereotype: «Situation»

Description

A composite situation, consisting of multiple steps (that are themselves situations). Steps should have causal ordering,
indicated by Causality relationships or sub-types thereof.
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waituations
AnySituation

scenariostep |0.*

«Situations
Scenario

Figure 9.22 — Scenario

Attributes

scenarioStep : AnySituation[0..*] (member A situation which is a part of a bigger situation - scenario.
end of association)

AbstractRisk

Package: General Concepts Library
isAbstract: Yes

Generalization: Scenario

Applied Stereotype: «Situation»

Description

An AbstractRisk is a Scenario - combination of harm potential (Hazard or Vulnerability), triggering event
(AbstractEvent), and resulting harm (AbstractEffect).

The AbstractRisk is a placeholder to enable modelers to specify methodology-specific kinds of risks.

wSituations
Scenario
wSituations
AbstractRisk
score '.
{subsetz scenarioStep} {zubzets scenanoStep} {subzets scenarioStep}
harm |0..* trigger (0..* harmPotential (0..*
wSituations wSituationa wSituationa
AbstractEffect AbstractEvent HarmPotential
Figure 9.23 — AbstractRisk
Attributes
score : Combination of the probability of occurrence of abstract event resulting
from abstract harm and the severity of that harm (IEC 61508-4, 3.1.5,
modified).

An example could be risk priority number (RPN) in FMEA analysis.

trigger : AbstractEvent[0..*] (member end Triggering event (AbstractEvent) which causes harm to materialize.
of association, subsets scenarioStep)

harm : AbstractEffect[0..*] (member end of Resulting harm (AbstractEffect).
association, subsets scenarioStep)
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harmPotential : HarmPotential[0..*] Pre-existing risk (HarmPotential).
(member end of association, subsets

scenarioStep)

UndesiredState

Package: General Concepts Library
isAbstract: Yes

Generalization: DysfunctionalEvent
Applied Stereotype: «Situation»

Description

An element's condition as a specific time which represents an unintended situation.

wituations

DysfunctionalEvent
Fi

5

aSituations
UndesiredState

Figure 9.24 — UndesiredState

Limitation

Package: General Concepts Library
isAbstract: Yes

Generalization: Factor

Applied Stereotype: «Situation»

Description

A limiting condition; restrictive weakness; lack of capacity; inability or handicap.

Limitation is a restriction of Capability.

waituations

Factor
X

|

waituations
Limitation

Figure 9.25 — Limitation

Loss

Package: General Concepts Library
isAbstract: Yes

Generalization: AbstractEffect

Applied Stereotype: «Situation»
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Description

In STPA, is any effect that is unacceptable and should be prevented. Some factors such as environmental conditions may
contribute to a loss but are outside our control. Examples for losses are:

e Loss of human life or injury

®  Vehicle/property damage

e  Mission loss (inadequate transportation)
e  Loss of customer satisfaction

¢ Financial loss

e Loss of public image

e  Environmental pollution

«Situations
AbstractEffect

w=ituations
Loss

Figure 9.26 — Loss

Factor

Package: General Concepts Library
isAbstract: Yes

Generalization: AnySituation
Applied Stereotype: «Situation»
Description

A situation that contributes to a result or outcome

wituations

AnySituation
i

|

s3ituations
Factor

Figure 9.27 — Factor
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9.2.2 General::General Concepts Profile

FailureMode

Package: General Concepts Profile
isAbstract: No

Generalization: Situation
Extension: Class

Description
See FailureMode library class for the definition of a situation concept.

The FailureMode stereotype is only needed to distinguish FailureModes from other types of situations.

wsterentypes
zMetaclasss Situation
Class [Class]
T T
wstersotypes
FailureMode
[Clazs]

Figure 9.28 — FailureMode

Error

Package: General Concepts Profile
isAbstract: No

Generalization: Situation
Extension: Class

Description

The discrepancy between a computed, observed, or measured value or condition and the true, specified or theoretically
correct value or condition. [IEC 61508-4, 3.6.11].

The Error stereotype is needed to distinguish this type of situations.

«Metaclasss ustf}reut.ype::
Class Situation
[Class]
)

T

wstereotypes
Error
[Class]

Figure 9.29 — Error

Fault

Package: General Concepts Profile
isAbstract: No

Generalization: Situation
Extension: Class

Description
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Abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit to perform a required
function. [IEC 61508-4, 3.6.1].
Abnormal or undesired condition that can cause an element or a system to fail. [ISO 26262-1:2018, 3.54, modified]

The Fault stereotype is needed to distinguish this type of situations.

zMetaclasss
Class

wstereotypes
Situation

T

[Class]

i)

i

wstereotypes
Fault
[Clazs]

Figure 9.30 — Fault

Detection

Package: General Concepts Profile

isAbstract: No

Generalization: ControllingMeasure

Extension: Depende

Description

ncy

A kind of ControllingMeasure taken to increase probability of detecting the situation under analysis. In hardware these

measures may include built-in diagnostic tests, or physical inspection and manual tests.

xMetaclazss
Dependency

T

wstereotypes
ControllingMeasure
[Dependency]

_affects - Property [0,

)

|

ast

Detection
[Dependency]

erectypes

Figure 9.31 — Detection

Prevention

Package: General Concepts Profile

isAbstract: No

Generalization: ControllingMeasure

Extension: Dependency

Description

A kind of ControllingMeasure taken to reduce probability of occurrence of the situation under analysis.
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xstereotypes
ControllingMeasure
[Dependency]
«Metaclazss afinibules
Dependency -affects . Property [0..7]
Fi

|

sstersotypes
Prevention
[Dependency]

Figure 9.32 — Prevention

Mitigation

Package: General Concepts Profile
isAbstract: No

Generalization: ControllingMeasure
Extension: Dependency

Description
A kind of ControllingMeasure taken to reduce severity of the situation under analysis.

wsterentypes
ControllingMeasure
[Dependency]

xMetaclassy aliibules
Dependency -affects . Property [0..7]

i)

wstereotypes
Mitigation
[ependency]

Figure 9.33 — Mitigation

Recommendation

Package: General Concepts Profile
isAbstract: No

Generalization: ControllingMeasure
Extension: Dependency

Description

Recommendation is used to connect the situation to an action item.
An action item is normally a Requirement, but it can be a less "strong" type of advice - comment, rationale, etc.

The requirement is further managed by the requirements management system - it can have responsible persons, due date,
verification properties etc.
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xMetaclasss xstereotypes
Dependency ControllingMeasure
[Dependency]

_affects - Property [0.7]
)

T

sstereotypen
Recommendation
[Cependency]

Figure 9.34 — Recommendation

FailureState

Package: General Concepts Profile
isAbstract: No
Extension: State

Description
State, which the system or a part of the system enters after occurrence of FailureMode (failure).

The Failure state concept might be used in various formal safety and reliability analysis methods based on the state
machine notation. Failure states could be tied to FailureModes via the RelevantTo dependency.

xMetaclasss
State

I

xstereotypen
Failure State
[State]

Figure 9.35 - FailureState

Undeveloped

Package: General Concepts Profile
isAbstract: No
Extension: Element

Description
Undeveloped stereotype is meant to identify incomplete concepts.

This stereotype can be applied in combination with Goal or Strategy stereotype to express the fact that the goal or
strategy is not fully developed, and therefore may lack crucial details.

This stereotype can also be applied to basic event in fault trees to express the fact that it is not fully developed.

Hazard

Package: General Concepts Profile
isAbstract: No

Generalization: Situation

Extension: Class
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Description

A marker stereotype for hazards (see the Hazard library element for definition).

wstereotypes
Situation aMetaclassy
[Clazs] Class
i

=

wstereotypes
Hazard
[Clazs]

Figure 9.36 — Hazard

ltem

Package: General Concepts Profile
isAbstract: Yes

Extension: Element
Description

An item defines a notional boundary for a risk analysis.

«Metaclazss
Element

sstereotypes
ftem
[Element]

+/member : Element [E” o
+/boundaryMember : Element [0..*}{subsets member]

Figure 9.37 — ltem

Attributes

member : Element[0..*] Elements that are inside the boundary of an item.

boundaryMember : Element[0..*], subsets ~ Elements that are on the boundary of an item. They act as interaction
member points between inside and outside of the item.

Presentin

Package: General Concepts Profile
isAbstract: No

Generalization: RelevantTo
Extension: Dependency

Description
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Declares that a specific situation (e.g. weakness, vulnerability) is persistent when the part/block is included in the system.

astereotypes

RelevantTo

[Dependency]

{— client of the RelevantTe must be a Situation
Situatien.allnstances().base_Class-=includesAll(self base_Dependency.client)}

«Metaclasss
Dependency

Ll

«wstereotypes
Presentln
[Dependency]

Figure 9.38 — Presentin

SingleElementitem

Package: General Concepts Profile
isAbstract: No

Generalization: Item
Extension: Class
Description

An item that is defined by an individual block.

wstereotypes
fteim
[Element]

+/member : Element [B”
+/boundaryMember : Element [0..*}{zubsets member}

aMetaclazss
Class

«stereotypes
SingleElementltem
[Clazs]

+/member : Elemer]tu[c.. H fin
+referencedElement : Element [1

Figure 9.39 - SingleElementltem

Attributes

member : Element[0..*], redefines member This is a redefinition of Item::member. When the item is defined by an
individual block, this property collects features of this block.

referencedElement : Element[1] A reference to a block defining the item.

ElementGroupBasedltem

Package: General Concepts Profile
isAbstract: No

Generalization: ElementGroup, Item
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Extension: Comment
Description

An item that is defined by a set of elements using the SysML element goup mechanism.

wstereotypes
ElementGroup
[Comment]

+name : String

+/criterion : String

+/zize : Integer

+/member : Element [0..%]

+orderedMember : Element [0. *H{zub=setz member ordered]

iy
wstereotypes
ftem
[Element]
+/member : Element [E” o
+/boundaryMember : Element [0..*{subsets member]
i
«Metaclasss
Comment
wstereotypes
ElementGroupBaseditem
[Comment]

+/member : Element [E..”_:-'e-:.é I .'.:. member redefine

Figure 9.40 — ElementGroupBaseditem
Attributes

member : Element[0..*], redefines member, The members of the group are specified by SysML
member ElementGroup::member.

Figure 9.41 - Assumption
9.3 General Security

9.3.1 General Security::General Security Concepts Library

Threat

Package: General Security Concepts Library
isAbstract: Yes

Generalization: HarmPotential
Applied Stereotype: «Situation»
Description

A Threat is any circumstance or event (Situation in RAAML) with the potential to adversely impact Assets.
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A Threat is the potential cause of unacceptable asset loss and the undesirable consequences or impact of such a loss.

waituations

HarmPotential
i

i

s Situations
Threat

Figure 9.42 - Threat

Weakness

Package: General Security Concepts Library
isAbstract: Yes

Generalization: Limitation
Applied Stereotype: «Situation»
Description

A “weakness” is a condition under certain circumstances, could contribute to the introduction of Vulnerabilities.

wSituations
Limitation

i

wSituations
Weakness

Figure 9.43 - Weakness

Vulnerability

Package: General Security Concepts Library
isAbstract: Yes

Generalization: Limitation
Applied Stereotype: «Situation»
Description

A Weakness that can be exploited or triggered by a SecurityActor to produce an undesirable behavior
(DysfunctionalEvent).

Vulnerability can then be used as a (exploit)scenario step.
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wSituations
Limitation

i

woituations
Vulnerability

Figure 9.44 - Vulnerability

9.3.2 General Security::General Security Concepts Profile

Threat

Package: General Security Concepts Profile
isAbstract: No

Generalization: Situation
Extension: Class
Description

A marker stereotype for Threat.

estereotypes
Situation aMetaclasss

[Clazz] Class
Ly

=

wstereotypes
Threat
[Class]

Figure 9.45 - Threat

Impacts

Package: General Security Concepts Profile
isAbstract: No

Generalization: RelevantTo
Extension: Dependency
Description

How a particular Situation affects the properties of an Asset.
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sstersotypes
RelevaniTo
[Dependency]

{— client of the RelevantTo must be a Situation
Situation.allinstances().baze_Class-=includesAllizelf. base Dependency.client)}

£h
shetaclasss
Dependency
swstereotypes
Impacts
[Dependency]
_affects : Property [0..1]
-rating [0..1]
Figure 9.46 - Impacts
Attributes
affects : Property[0..1] Indicates which aspect of the asset (e.g. financial, or operational etc.) is
being impacted.
rating : [0..1] Rating of the Impact on the Asset
Asset

Package: General Security Concepts Profile
isAbstract: No

Extension: Class

Description

An Asset represents anything that has value to a person or organization.
Asset can be contextualized by the Item.

For that, the recommended way is to create Asset-typed property in the appropriate Item.

Note: this only works for the Item flavors that are based on UML Class. If there are methodologies that have custom
kinds of items, not based on UML Class, those methodologies need to specify their own mechanisms to contextualize the
Asset

xMetaclasss
Class

T

wstereotypes
Asset
[Clasz]

Figure 9.47 - Asset

Valuates

Package: General Security Concepts Profile
isAbstract: No
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Generalization: DirectedRelationshipPropertyPath
Extension: Dependency
Description

Relationship connecting Asset description with the underlying system model element.

wstereotypes
xzMetaclasss DirectedRelationshipPropertyPath
Dependency [DirectedRelationship]
‘P_‘ ’_%
wstereotypes
Valuates
[Dependency]

Figure 9.48 - Valuates

SecurityActor

Package: General Security Concepts Profile
isAbstract: No

Extension: Classifier
Description

A SecurityActor represents an entity that has the potential to affect a Risk - typically a threat actor.

xMetaclasss
Classifier

T

wstereotypes
SecurityActor
[Clagsifier]

Figure 9.49 - SecurityActor

PresentedBy

Package: General Security Concepts Profile
isAbstract: No

Generalization: RelevantTo
Extension: Dependency
Description

Presentation/Initiation of a Situation by a SecurityActor.

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta
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sstersotypes
RelevaniTo
[Dependency]

{— client of the RelevantTo must be a Situation

Situation.allinstances().base_Class-=includesAllself base Dependency.client)}
i}

aMetaclazss
Dependency

’_+

wstereotypes
PresentedBy
[Dependency]

Figure 9.50 - PresentedBy

9.4 Methods::FMEA

The Failure Mode and Effects Analysis (FMEA) is a method of inspecting a system to analyze potential failures.
Therefore, as many components, assemblies, and subsystems as possible are examined in order to identify these failure
modes in a system and their causes and effects.

9.4.1 Methods::FMEA::FMEALibrary

AbstractFMEAltem

Package: FMEALibrary
isAbstract: Yes

Generalization: AbstractRisk
Applied Stereotype: «<FMEAItem»

Description

An AbstractFMEAItem is a scenario (more specifically - AbstractRisk scenario) composed of a failure mode, (potentially
multiple) cause(s) and effect(s). It stores assessed and mitigated risk priority numbers.
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wSituation
AbstractRisk

ICore

i

«FMEAlems
AbstractFMEAltam
harmPutentiaI:HarmPctentiaI[E::-:-,.u:-:-.e-:-:-“-:-:fa-':S:e:: redefines harmPotentia
RPN [1Kredefines score] .
previousRPNValues [0..*Hordered nonunique
{subsets scenarioStep} {subsets scenarioStep} {redefines harm}
failureMode |1 cause [1.* finalEffect |1..*
wFailureModes wSituations wSituations
AbstractFailureMode AbstractCause AbstractEffect

Figure 9.51 — AbstractFMEAIltem

Attributes
RPN : [1], redefines score

specialization of AbstractRisk::score.

failureMode : AbstractFailureMode[1]
(member end of association, subsets
scenarioStep)

cause : AbstractCause[1..*] (member end
of association, subsets scenarioStep)

finalEffect : AbstractEffect[1..*] (member
end of association, redefines harm)

previousRPNValues : [0..*]

of a failure.

harmPotential : HarmPotential[0] (member
end of association, redefines
harmPotential, subsets scenarioStep)

FMEAIltem

Package: FMEALibrary
isAbstract: Yes

Generalization: AbstractFMEAlItem
Applied Stereotype: «<FMEAItem»

Description

A FMEAIltem is a specialization of AbstractFMEAItem with the Real implementation of quantitative attributes.

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta

The risk priority number ranks the risk of the FMEA item. Itis a

Represents the cause of the failure of a system element.

Represents the effect which occurs on the system border.

Represents the failure mode which is reached if a system element fails.

Represents the assessed risk priority number before mitigating the risk

Pre-existing risk. Not used in FMEA method, therefore redefined in this
library with multiplicity [0]
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«FMEAftems
AbstractFMEAltem

failureMode : AbstractFailureMode [

cause : AbstractCause [1..7H=
finalEffect : AbstractEffect [1..
harmPeotential - HarmPotential [0}

RPN [1}redefines score]
previousRPNValues [0..*Kord

wFMEARem»
FMEAtem

calculation : RPNCalculation

RPN : Real [1}redefines RPN}
previousRPNValues : Real [0..*}{redefines previous

{redefines failureMode} {redefines cause} {redefines finalE fiact}

failureMode: |1 cause [1.* finalEffect [1..*
wFailureModex wSituations wSituations
FailureMode Cause Effect

severity | Real [1
premitigationSeverities : Real [0..%]

detectabilty : Real [1 - oCcurrence : Rea-l-[-t”
premitigationDetectabilties : Real [0..%] premitigationOccurrences : Real [0..%]

Figure 9.52 — FMEAItem

Attributes

finalEffect : Effect[1..*] (member end of The specialization of AbstractFMEAIltem :: finalEffect with the

association, redefines finalEffect)

cause : Cause[1..*] (member end of
association, redefines cause)

implementation of Effect with Real severity.

The specialization of AbstractFMEAItem :: cause with the
implementation of Cause with Real occurrence.

RPN : Real[1], redefines RPN

failureMode : FailureMode[1] (member end
of association, redefines failureMode)

The specialization of AbstractFMEAItem :: RPN with the type Real.

The specialization of AbstractFMEAItem :: failureMode with the
implementation of FailureMode with Real detectability.

calculation : RPNCalculation

previousRPNValues : Real[0..*], redefines
previousRPNValues

Link to a formula for RPN calculation.

The specialization of AbstractFMEAItem :: previousRPNValues with
the type Real.

RPNCalculation

Package: FMEALibrary
isAbstract: No
Applied Stereotype: «ConstraintBlock»
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Description

A formula for RPN calculation. This implementation uses multiplication of Occurrence x Detectability x Severity to
calculate RPN.

Attributes

RPN : Risk priority number

SEV : Severity

OCC : Real Occurrence

DET : Detectability

Constraints

[1] Reduced priority number is calculated by simple multiplication of Severity,
Detectability and Occurrence.

LossOfFunction

Package: FMEALibrary
isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing loss of function e.g., the function is inoperable, or suddenly fails.

s«FailureModes

FailureMode
Fil

7

s«FailureModes
LossOfFunction

Figure 9.53 — LossOfFunction

DegradationOfFunction

Package: FMEALibrary
isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing a degradation of function or loss of function over time.

sFailureModes

FailureMode
X

5

«FailureModes
DegradationOfFunction

Figure 9.54 — DegradationOfFunction
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IntermittentFunction

Package: FMEALibrary

isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing an intermittent function or the random stops and starts of a function.

xFailureModes

FailureMode
X

7

xFailureModes
IntermittentFunction

Figure 9.55 — IntermittentFunction

PartialFunction

Package: FMEALibrary

isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing a partial function or loss of performance.

sFailureModes

FailureMode
i

z

sFailureModex
PartialFunction

Figure 9.56 — PartialFunction

UnintendedFunction

Package: FMEALibrary

isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing an unintended function, function operating at the wrong time, with unintended direction, or
unequal performance.

xFailureModes

FailureMode
Fil

7

«FailureModes
UnintendedFunction

Figure 9.57 — UnintendedFunction
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ExceedingFunction

Package: FMEALibrary
isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing a function exceeding the acceptable operational performance.

sFailureModes

FailureMode
i

5

sFailureModexs
ExceedingFunction

Figure 9.58 — ExceedingFunction

DelayedFunction

Package: FMEALibrary
isAbstract: Yes

Generalization: FailureMode
Applied Stereotype: «FailureMode»

Description
A failure mode representing a delayed function or function operating after an unintended time interval.

«FailureModes
FailureMode

)

5

xFailureModes
DelayedFunction

Figure 9.59 — DelayedFunction

9.4.2 Methods::FMEA::FMEAProfile

FMEAIltem

Package: FMEAProfile
isAbstract: No
Generalization: Block
Extension: Class

Description
See AbstractFMEAItem library class for the definition of a FMEA Item concept.
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xMetaclasss xstereotypes
Class Block
[Clazs]
i

sstersotypes
FMEAItem

[Class]

{— FMEAltem stereotype can only be applied on any class, specialized from AbstractFMEAlem from FMEA Library
self-=asSet(j-=closure{general).name-=includes"AbstractF MEARem'}}

Figure 9.60 — FMEAItem

Constraints

[1] -- FMEAItem stereotype can only be applied on any class, specialized from
FMEAItemIsAbstractFMEAItem AbstractFMEAItem from FMEA Library

self.base_Class->asSet()->closure(general).name->includes('AbstractFMEAltem")

9.5 Methods::FTA

Fault Tree Analysis (FTA) is a top-down failure analysis in which an undesired state of a system is analyzed using
Boolean logic to combine a series of lower-level (basic) events. This analysis method is used to understand how systems
can fail, to identify the best ways to reduce risk and to determine event rates of a safety accident or a functional failure.

The FTA package contains all required elements to implement this analysis. Support for Fault Tree Analysis (FTA)
modeling is based on the IEC 61025:2006 standard. Using this standard ensures that the specification offers a form of
FTA that is based on best practices and accepted by practitioners. It is also possible for a user to extend the capabilities of
the FTA package to enable, for example, dynamic fault tree analysis and component fault tree modeling while still
remaining compatible with other information modeled using the specification.

In order to combine FMEA and FTA analysis, a connection between a failure mode and a fault tree event needs to be
made. Therefore, the Cause of an FMEAItem can be interpreted as the event which leads to a failure of a system item. By
combining FMEAs and FTAs, both analyses can be used to verify the analysis results. This may lead to a better
understanding of the behavior of a system during erroneous behavior.

9.5.1 Methods::FTA::FTALibrary

FTAElement

Package: FTALibrary

isAbstract: Yes

Generalization: DysfunctionalEvent
Applied Stereotype: «Situation»

Description
Any of the Events and Gates needed for the evaluation of the TopEvent probability.
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wSituations

DysfunctionalEvent
s
wSiuations source Event source Gate wSituations
FTAElement input Gate

probability : Real = E:Ii:.-'.e.:;e"e-:- kelihood]

Figure 9.61 — FTAElement

Attributes
probability : Real, redefines likelihood

source Gate : Gate (member end of input
association)

FTATree

Package: FTALibrary

isAbstract: No

Generalization: FTAElement, Scenario
Applied Stereotype: «Tree»

Description

0.*

The probability that the event represented by the owning FTA element
occurs. Probability is a Real value between 0 and 1.

A collection of FTAElements and their interrelationships for the evaluation of the top event probability.

«Situations «Situations
FTAElement Scenario
)

probability : Real = 0.0
T

topEvent : Eent [1

aTrees
FTATree

Figure 9.62 — FTATree

Attributes

topEvent : Event[1] (member end of
association)

Methods::FTA::FTALibrary::Events

Package of events for building fault trees.

Event

Package: Events

isAbstract: Yes
Generalization: FTAElement
Applied Stereotype: «Situation»

Undesired event which lead to the failure of the system.
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Description
The Event is a base class for all types of fault tree events. It is a kind of DysfunctionalEvent.

«Cituatione |30Urce Event input

FTAElement (0.7

T source Gate

wSituations wSituations
Event Gate

target Event putput target Gate

priority - Integer [0..1]

Figure 9.63 — Event

Attributes

priority : Integer[0..1] The priority field is only used to indicate the order of this event when
multiple events are inputs of Priority AND (SEQ) gate.

target Gate : Gate (member end of output
association)

BasicEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «BasicEvent»

Description
A basic initiating failure requiring no further development.

«Situations
Event

{ll

O

xBasicEvents
BasicEvent

Figure 9.64 — BasicEvent

IntermediateEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «IntermediateEvent»

Description
An intermediate event is a failure which occurs because of one or more antecedent events acting through logic gates.
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probability : Reakredefines p

Figure 9.65 — IntermediateEvent

Attributes

probability : Real, redefines probability

TopEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «TopEvent»

Description

Probability iz
derived (computed)

Undesired event - failure or effect - at the top of the fault tree.

s ituations

Event
Fis

o

s«TopEvents
TopEvent

probability F’\Eﬂi:-"éé::%""é-} probability]

Figure 9.66 — TopEvent

Attributes

probability : Real, redefines probability

ConditionalEvent

Package: Events
isAbstract: No
Generalization: Event

Applied Stereotype: «ConditionalEvent»

Description

Probability of the intermediate event is derived. It is calculated by the
gate from the probabilities of the more basic events.

The (derived) probability of the top event is the result of the fault tree

calculation.

Specific conditions or restrictions that apply to any logic gate (used primarily with PRIORITY AND and INHIBIT

gates).
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aSituations
Event

{I'L

wConditicnalEvents <
ConditionalEvent

Figure 9.67 — ConditionalEvent

DormantEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «DormantEvent»

Description
The dormant event is similar to BasicEvent but indicates the latent failure which is discovered by periodical tests.

«Situation
Event

{ll

sDormantEvents <%
DormantEvent

Figure 9.68 — DormantEvent

UndevelopedEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «BasicEvent», «Undeveloped»

Description
An event which is not further developed either because it is of insufficient consequence or because information is
unavailable.

«Situation
Event

{l\_

«BazicEvents <
zlUndevelopeds

UndevelopedEvent

Figure 9.69 — UndevelopedEvent

HouseEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «HouseEvent»

Description
An event which can be set to occur or not occur.
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Event
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Figure 9.70 — HouseEvent

Attributes

probability : HouseEventProbability, Probability of the house event is 0 or 1. It is set before doing a fault tree
redefines probability evaluation.

ZeroEvent

Package: Events

isAbstract: No

Generalization: Event

Applied Stereotype: «ZeroEvent»

Description
An event which represents a condition or an event that will never occur.

w=ituations

Event
i

Z
«ZeroEvents ]
ZeroEvent

probability - Real = EE—J-U Onhy redefines probability]

Figure 9.71 — ZeroEvent

Attributes
probability : Real, redefines probability The probability of zero event is always 0.

Methods::FTA::FTALibrary::Gates

Package of logical conditions for building fault trees.

Gate

Package: Gates
isAbstract: Yes
Applied Stereotype: «Situation»

Description

An FTAElement that combines input Event probabilities in a prescribed manner to determine output Event probability.
The output event occurs if the combination of input events is satisfied. The gate subtypes specify the necessary
combination.
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input

gsource Event| «Situations

source Gate

wSituations

Gate
target Gate

p.= | FTAElement

i

«Situations
Event

output target Event

Figure 9.72 — Gate

Attributes
source Event : Event[0..*] (member end of
input association)

target Event : Event[1] (member end of
output association)

AND

Package: Gates

isAbstract: No

Generalization: Gate

Applied Stereotype: «Block», kxAND»

Description

1 |priority : Integer [0..1]

The output event occurs only if all input events occur.

wSituations
Gate

AND

Figure 9.73 — AND

OR

Package: Gates

isAbstract: No

Generalization: Gate

Applied Stereotype: «Block», <OR»

Description

The output event occurs if at least one of input event occurs.

60

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



aSituations

Gate
i

OR

Figure 9.74 - OR

NOT

Package: Gates

isAbstract: No

Generalization: Gate

Applied Stereotype: «Block», «<NOT»

Description
The output event occurs if the input event does not occur.

«Situations

Gate
i

=

NOT

Figure 9.75 — NOT

XOR

Package: Gates

isAbstract: No

Generalization: Gate

Applied Stereotype: «Block», «XOR»

Description
The output event occurs if exactly one of the input events occurs.
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Figure 9.76 — XOR

SEQ

aSituations
Gate

i

XOR

Package: Gates
isAbstract: No

Generalization: Gate
Applied Stereotype: «Block», «<SEQ»

Description
The output event occurs if all the input events occur in a specific sequence.

Figure 9.77 - SEQ

«Situations
Gate

i

SEQ

INHIBIT

Package: Gates
isAbstract: No

Generalization: Gate
Applied Stereotype: «<INHIBIT», «Block»

Description
The output event occurs if the (single) input event occurs in the presence of an enabling condition.
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«Situations aSituations
Gate target Gate target Event Event
eferences 1
source Event : FTAElement [0..%]
0.*
condition
INHIBIT gate condition
0.=

INHIBIT

Figure 9.78 — INHIBIT

Attributes

condition : Event[0..*] (member end of

condition association)

MAJORITY_VOTE

Package: Gates
isAbstract: No
Generalization: Gate

Applied Stereotype: «Block», <MAJORITY_ VOTE»

Description

The output event occurs if the majority of the input events occurs. It has a threshold parameter m.

«Situations

Gate
i

=

MAJORITY_VOTE
Figure 9.79 — MAJORITY_VOTE

Attributes

m : Integer

The m parameter defines the number of input events that form a
majority. It is not necessarily ceil(number_of_inputs / 2). It is possible
to stipulate that e.g., 5 (or 2) input events have to occur out of total of 7
events for majority gate to fire.

Methods::FTA::FTALibrary::Gates::ConstraintBlocks

Reference implementation for the FTA gates.

ANDConstraintBlock

Package: ConstraintBlocks
isAbstract: No

Applied Stereotype: «ConstraintBlock»
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Description

Reference implementation for the AND gate.

Attributes

output :

input : [0..%]

Constraints

[1] Probability of AND node is simply a multiplication of probabilities of incoming nodes.
Note - this simplistic calculation assumes that incoming node events are mutually
independent.

ORConstraintBlock

Package: ConstraintBlocks

isAbstract: No

Applied Stereotype: «ConstraintBlock»
Description

Reference implementation for the OR gate.

Attributes

output :

input : [0..%]

Constraints

[1] Probability of OR node is calculated as opposite probability of the event where neither of the
input events happen.
This follows De Morgan's theorem - OR(inputl, input2, input3...) is equal to NOT AND
(NOT inputl, NOT input2, NOT input3...).
Note - this simplistic calculation assumes that incoming node events are mutually
independent.

SEQConstraintBlock

Package: ConstraintBlocks
isAbstract: No
Applied Stereotype: «ConstraintBlock»

Description
Reference implementation for the SEQ gate.

Attributes
output :
input : Real[0..*]

Constraints

[1] Probability of SEQ node is calculated the same way as AND node - it is simply a
multiplication of probabilities of incoming nodes.
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This simplistinc calculation cannot capture time-dependency of the events; only more
complex simulations can estimate this probability.

XORConstraintBlock

Package: ConstraintBlocks
isAbstract: No
Applied Stereotype: «ConstraintBlock»

Description

Reference implementation for the XOR gate.

Attributes
output :
input : [0..%]

Constraints

[1] In case of two inputs, XOR probability is calculated by ORing of two event
combintation probabilities -

probability that first event happened and second did not ORed with probability that
second event happened while first did not.

Inputl XOR Input2 = Input] AND NOT Input2 OR Input2 AND NOT Inputl

Since combinations are mutually exclusive, simple (+) operation can be used for
ORing them. Therefore

Inputl XOR Input2 = Inputl AND NOT Input2 + Input2 AND NOT Inputl
Further expanding ANDs and NOTSs using their corresponding formulas, we get

Inputl XOR Input2 = Inputl*(1 - Input2) + Input2*(1 - Inputl) = Inputl + Input2
- 2 * Inputl * Input2

This formula can be iteratively applied for the case with number of inputs greater than
two.

Note - this simplistic calculation assumes that incoming node events are mutually
independent.

INHIBIT ConstraintBlock

Package: ConstraintBlocks
isAbstract: No
Applied Stereotype: «ConstraintBlock»

Description

Reference implementation for the INHIBIT gate.

Attributes
output :
input : [0..*]

condition : Real

Constraints

[1] Probability of INHIBIT node is calculated the same way as AND node - it is simply a
multiplication of probabilities of input nodes and condition nodes.
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Note - this simplistic calculation assumes that incoming node events and conditions are
mutually independent.

MAJORITY_VOTEConstraintBlock

Package: ConstraintBlocks
isAbstract: No
Applied Stereotype: «ConstraintBlock»

Description
Reference implementation for the MAJORITY VOTE gate.

Attributes

output :

input : [0..%]

m:

Constraints

[1] Majority Vote probability can be calculated by iteratively examining all the
combinations of input events, taking those combinations that satisfy the condition that
at least m input events happen, then calculating probability of each combination using
AND formula (multiplying all individual event probabilities in that combination) and
then calculating cumulative probability of all combinations by ORing them.
Note - this simplistic calculation assumes that incoming node events are mutually
independent.

NOTConstraintBlock

Package: ConstraintBlocks
isAbstract: No
Applied Stereotype: «ConstraintBlock»

Description

Reference implementation for the NOT gate.

Attributes
output :

input : [1]

Constraints

[1] Probability of NOT node is calculated as probability of the event opposite to the input
event.

Thereby it is unity minus probability of input event.

9.5.2 Methods::FTA::FTAProfile

Tree

Package: FTAProfile
isAbstract: No
Generalization: Situation
Extension: Class

66 Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



Description

A marker stereotype for fault trees. See FT ATree library class for definition.

xstereotypen
Situation

[Clasz]
Fil

L
xstereotypen
Tree
[Clasz]

Figure 9.80 — Tree

Constraints

[1] TreelsFTATree -- Tree stereotype can only be applied on any class specialized from FTATree from
FTA Library
self.base_Class->asSet()->closure(general).name->includes('FTATree")

Gate

Package: FTAProfile
isAbstract: Yes
Extension: Class, Property

Description

A marker stereotype for fault tree gates. See Gate library class for definition.

wztereotypes
Gate
[Claz=, Property]

Figure 9.81 — Gate

Event

Package: FTAProfile
isAbstract: Yes
Extension: Class, Property

Description
A marker stereotype for fault tree events. See Event library class for definition.

If the Event stereotype is applied to a class, then that class also must have the Situation stereotype (or its descendants)
applied.

wstereotypes
Event
[Class, Property]

Figure 9.82 — Event
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DormantEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description
A marker stereotype, carrying icon for dormant events. See DormantEvent library class for definition.

sstereotypes
Event
[Class, Property]

i)

&

<

xstereotypes
DormantEvent
[Class, Property]

Figure 9.83 — DormantEvent

Constraints
[1] if not self.base_Class->isEmpty() then

DormantEventIsDormantEvent --DormantEvent stereotype can only be applied on any class specialized from
DormantEvent from FTA Library

self.base_Class->asSet()->closure(general).name->includes('DormantEvent')
else

--DormantEvent stereotype can only be applied on any property whose type is
specialized from DormantEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name-
>includes('DormantEvent")

endif

BasicEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description
A marker stereotype, carrying icon for basic events. See BasicEvent library class for definition.
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Figure 9.84 — BasicEvent

Constraints

[1] BasicEventIsBasicEvent

(2]
UndevelopedEventIsUndevelopedEvent

ConditionalEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description

if not self.base_Class->isEmpty() then

--BasicEvent stereotype can only be applied on any class specialized from
BasicEvent from FTA Library

self.base_Class->asSet()->closure(general).name->includes('BasicEvent')
else

--BasicEvent stereotype can only be applied on any property whose type is
specialized from BasicEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name-
>includes('BasicEvent")

endif

--BasicEvent + Undeveloped stereotype combination can be applied on any
class specialized from UndevelopedEvent from FTA Library

Undeveloped.alllnstances().base_Element->includesAll(self.base_Class)
implies

self.base_Class->asSet()->closure(general).name-
>includes('UndevelopedEvent')

A marker stereotype, carrying icon for conditional events. See ConditionalEvent library class for definition.

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta 69



xstereotypes
Event
[Class, Property]

i

&

O

ustereotypes
ConditionalEvent
[Clazs, Property]

Figure 9.85 — ConditionalEvent

Constraints

[1]

ConditionalEventIsConditionalEvent

ZeroEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description

if not self.base_Class->isEmpty() then

--ConditionalEvent stereotype can only be applied on any class specialized
from ConditionalEvent from FTA Library

self.base_Class->asSet()->closure(general).name-
>includes('ConditionalEvent")

else

--ConditionalEvent stereotype can only be applied on any property whose type
is specialized from ConditionalEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name-
>includes('ConditionalEvent")

endif

A marker stereotype, carrying icon for zero events. See ZeroEvent library class for definition.

ustereotypes
Event
[Class, Property]

i)

&

«sterectypen
ZeroEvent
[Class, Property]

Figure 9.86 — ZeroEvent
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Constraints
[1] ZeroEventlsZeroEvent
if not self.base_Class->isEmpty() then

--ZeroEvent stereotype can only be applied on any class specialized from ZeroEvent
from FTA Library

self.base_Class->asSet()->closure(general).name->includes('ZeroEvent')
else

--ZeroEvent stereotype can only be applied on any property whose type is
specialized from ZeroEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes(ZeroEvent')
endif

HouseEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description
A marker stereotype, carrying icon for house events. See HouseEvent library class for definition.

sstereotypes
Event
[Class, Property]

i
T

xstereotypes
HouseEvent
[Clazs, Property]

Figure 9.87 — HouseEvent

Constraints
[1] HouseEventIsHouseEvent
if not self.base_Class->isEmpty() then

--HouseEvent stereotype can only be applied on any class specialized from
HouseEvent from FTA Library

self.base_Class->asSet()->closure(general).name->includes('HouseEvent')
else

--HouseEvent stereotype can only be applied on any property whose type is
specialized from HouseEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes('HouseEvent')
endif
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AND

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property

Description
A marker stereotype, carrying icon for AND gates. See AND library class for definition.

wstereotypes
Gate
[Class, Property]
i

wstereotypes
AND
[Clazs, Property]

Figure 9.88 — AND

Constraints
[1] ANDISAND
if not self.base_Class->isEmpty() then

--AND stereotype can only be applied on any class specialized from AND gate from
FTA Library

self.base_Class->asSet()->closure(general).name->includes('AND")
else

--AND stereotype can only be applied on any property whose type is specialized
from AND from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes('AND')
endif

OR

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property

Description
A marker stereotype, carrying icon for OR gates. See OR library class for definition.
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Figure 9.89 - OR

Constraints
[1] ORISOR if not self.base_Class->isEmpty() then

--OR stereotype can only be applied on any class specialized from OR gate from
FTA Library

self.base_Class->asSet()->closure(general).name->includes('OR")
else

--OR stereotype can only be applied on any property whose type is specialized from
OR from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes('OR")
endif

SEQ

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property

Description
A marker stereotype, carrying icon for SEQ gates. See SEQ library class for definition.

wstereotypes
Gate
[Class, Property]
i)

watersotypes
SEQ
[Clas=, Property]

Figure 9.90 - SEQ

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta 73



Constraints
[1] SEQISSEQ
if not self.base_Class->isEmpty() then

--SEQ stereotype can only be applied on any class specialized from SEQ gate from
FTA Library

self.base_Class->asSet()->closure(general).name->includes('SEQ")
else

--SEQ stereotype can only be applied on any property whose type is specialized
from SEQ from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes('SEQ")
endif

XOR

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property

Description

A marker stereotype, carrying icon for XOR gates. See XOR library class for definition.

watersotypes
Gate
[Class, Property]
i

wstereotypes
XOR
[Clazs, Property]

Figure 9.91 — XOR

Constraints
[1] XORIsXOR if not self.base_Class->isEmpty() then
--XOR stereotype can only be applied on any class specialized from XOR gate from
FTA Library

self.base_Class->asSet()->closure(general).name->includes("’XOR")
else

--XOR stereotype can only be applied on any property whose type is specialized
from XOR from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes("’XOR")
endif
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INHIBIT

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property

Description
A marker stereotype, carrying icon for INHIBIT gates. See INHIBIT library class for definition.

xstereotypex
Gate
[Clazs, Property]

Y

&

xstereotypes
INHIBIT
[Class, Property]

Figure 9.92 — INHIBIT

Constraints
[1] INHIBITISINHIBIT if not self.base_Class->isEmpty() then

--INHIBIT stereotype can only be applied on any class specialized from INHIBIT
gate from FTA Library

self.base_Class->asSet()->closure(general).name->includes(INHIBIT")
else

--INHIBIT stereotype can only be applied on any property whose type is specialized
from INHIBIT from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes('TNHIBIT")
endif

MAJORITY_VOTE

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property

Description
A marker stereotype, carrying icon for MAJORITY_VOTE gates. See MAJORITY VOTE library class for definition.
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Figure 9.93 — MAJORITY_VOTE

Constraints

[1]
MAJORITY_VOTEIsMAJORITY_VOTE

NOT

Package: FTAProfile
isAbstract: No
Generalization: Gate
Extension: Class, Property
Description

if not self.base_Class->isEmpty() then

--MAJORITY_VOTE stereotype can only be applied on any class
specialized from MAJORITY_VOTE gate from FTA Library

self.base_Class->asSet()->closure(general).name-
>includes(MAJORITY_VOTE")

else

--MAJORITY_VOTE stereotype can only be applied on any property
whose type is specialized from MAJORITY_VOTE from FTA Library

self.base_Property.type->asSet()->closure(general).name-
>includes(MAJORITY_VOTE)

endif

A marker stereotype, carrying icon for NOT gates. See NOT library class for definition.

cstereotypes
Gate

[Clags, Property]
A

&

X

xstereotypes
NOT
[Class, Property]

Figure 9.94 — NOT
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Constraints
[1] NOTIsNOT if not self.base_Class->isEmpty() then

--NOT stereotype can only be applied on any class specialized from NOT gate from
FTA Library

self.base_Class->asSet()->closure(general).name->includes('NOT")
else

--NOT stereotype can only be applied on any property whose type is specialized
from NOT from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes(NOT")
endif

IntermediateEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description

A marker stereotype, carrying icon for intermediate events. See IntermediateEvent library class for definition.

wstereotypes
Event
[Class, Property]

Fi)

T
wstereotypes
IntermediateEvent
[Class, Property]

Figure 9.95 — IntermediateEvent

Constraints
[1] if not self.base_Class->isEmpty() then
IntermediateEventlsIntermediateEvent  __[ntermediateEvent stereotype can only be applied on any class specialized

from IntermediateEvent from FTA Library

self.base_Class->asSet()->closure(general).name-
>includes('IntermediateEvent")

else

--IntermediateEvent stereotype can only be applied on any property whose
type is specialized from IntermediateEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name-
>includes('IntermediateEvent")

endif
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TopEvent

Package: FTAProfile
isAbstract: No
Generalization: Event
Extension: Class, Property

Description

A marker stereotype, carrying icon for top events. See TopEvent library class for definition.

wstereotypes
Event

[Class, Property]

i
T

wstereotypes
TopEvent
[Class, Property]

Figure 9.96 — TopEvent

Constraints
[1] TopEventIsTopEvent if not self.base_Class->isEmpty() then

--TopEvent stereotype can only be applied on any class specialized from TopEvent
from FTA Library

self.base_Class->asSet()->closure(general).name->includes('TopEvent')
else

--TopEvent stereotype can only be applied on any property whose type is specialized
from TopEvent from FTA Library

self.base_Property.type->asSet()->closure(general).name->includes('TopEvent')
endif

Transferln

Package: FTAProfile
isAbstract: No
Extension: Property

Description

The node of the current fault tree that indicates that the tree is developed further as a separate fault tree - TransferOut.

ustereotypes
Transferin

[Property]

Figure 9.97 — Transferin
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Constraints
[1] TypelsTransferOut -- type of TransferIn property must be TransferOut FTA Tree
TransferOut.alllnstances().base_Class->includesAll(self.base_Property.type)

TransferOut
Package: FTAProfile
isAbstract: No
Generalization: Tree
Extension: Class

Description

A marker stereotype for partial fault trees. It indicates that this tree is used as a part of another fault tree through
TransferIn. The computed probability of the top event of the TransferOut tree is used as a probability of the TransferIn
node.

xstereotypen
Tree

[Clasz]
Fil

xstereotypen
TransferQut
[Clasz]

Figure 9.98 — TransferOut

9.6 Methods::STPA

The System Theoretical Process Analysis (STPA) is a hazard analysis technique based on control and system theory. In
comparison, most existing hazard analysis techniques are based on reliability theory. In STPA, however, the easy goals

are pursued as in any hazard analysis, i.e., collecting information on how hazards may occur. For further information on
this approach the handbook' describes the method and show the application.

9.6.1 Methods::STPA::STPA Library

OutOfSequence

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»

Description
STPA Guideword, describing kind of control.

L https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf
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«UndezsiredControl&ctions
UndesiredControlAction

T

zUndesiredControl&ctions
OutOfSequence

Figure 9.99 — OutOfSequence

Late

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»

Description
STPA Guideword, describing kind of control.

zUndesiredControl&clions
UndesiredControlAction

1

elIndesiredControlaclions
Late

Figure 9.100 — Late

Early

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»

Description
STPA Guideword, describing kind of control.

xUndesiredControlactions
UndesiredControlAction

i

«UndesiredControl&ctions
Early

Figure 9.101 — Early

ToolLong

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»

Description
STPA Guideword, describing kind of control.
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«UndesiredControl&.ctions
UndesiredControlAction

i

zUndesiredControlactions
Toolong

Figure 9.102 — TooLong

TooShort

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»

Description
STPA Guideword, describing kind of control.

elIndesiredControlactions
UndesiredControlAction

1

szUndesiredControlactions
TooShort

Figure 9.103 — TooShort

Provided

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»

Description
STPA Guideword, describing a kind of control.

zUndesiredControlactions
UndesiradControlAction

1

axlUndesiredControlactions
Provided

Figure 9.104 — Provided

NotProvided

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredControl Action
Applied Stereotype: «UndesiredControlAction»
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Description
STPA Guideword, describing kind of control.

«UndesiredControlactions
UndesiredControlAction

i

sUndesgiredControlaction:
NotProvided

Figure 9.105 — NotProvided

LossScenario

Package: STPA Library

isAbstract: Yes

Generalization: Scenario

Applied Stereotype: «LossScenario

Description
A sequence of situations starting from causalFactors, that (through process deficiencies) leads to an
UndesiredControl Action (which further leads to risks and possibly losses).

wSituations
Scenario

il‘:.

wLossScenarios
LossScenario

c o r o
i=] D [ [
o in in in
! =] =] =]
[=] = = =
[ L] ] ]
El & 5 -
[ ¥] [ ] o [ ]
g bt = ] o 0
o W uif W b W
e L
= i 5 o ] o
4] @ = @ o 7]
L1 o o w o
Bl*. 3 E = 3 ol =
S)o & oo & oo &
zlIndesiredControl&ctions wSituations w3ituations
UndesiredControlAction ControlFlaw Factor

Figure 9.106 — LossScenario

Attributes

causalFactor : Factor[0..*] (member end of A causalFactor can be used to further refine process inadequacies -
specifying causes of deficiencies in the process and/or other contributing
factors.

Undesired control action related to the loss scenario.

association, subsets scenarioStep)
undesiredControlAction :

UndesiredControlAction[0..*] (member
end of association, subsets scenarioStep)
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controlFlaw : ControlFlaw[0..*] (member Control flaw related to the loss scenario.
end of association, subsets scenarioStep)

ControlFlaw

Package: STPA Library
isAbstract: Yes
Applied Stereotype: «Situation»

Description

A ControlFlaw describes a process / control loop model that may lead to an Undesired Control Action. The four high
level kinds of process model deficiencies can be used to specify the section of the control loop.

Process model deficiencies are often called (high level) Scenario in STPA theory.

aSituations «#UndesiredControlsctions
Factor UndesiredControlAction
-causalFactor (0..% undesiredContrel&ction |0..*
{redefines from} {redefines to}
ControlFlawFactor ContrelFlawConseguence
{redefines to} {redefines from}
-controlFlaw |0..* controlFlaw [0..*
aSituations
ControlFlaw
xSituations xSituations
InadequateControllerDecisions InadequateProcessBehavior
wSituations aSituations
InadequateControlExecution InadegquateFeedbackAndinputs

Figure 9.107 — ControlFlaw

Attributes
undesiredControlAction : Undesired control action related to control flaw.

UndesiredControlAction[0..*] (member end of
ControlFlawConsequence association, redefines to)

InadequateControllerDecisions

Package: STPA Library
isAbstract: Yes
Generalization: ControlFlaw
Applied Stereotype: «Situation»

Description
A kind of ControlFlaw.
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woituations
ControlFlaw

i

wSituations
nadeguateControllerDecisions

Figure 9.108 — InadequateControllerDecisions

InadequateControlExecution

Package: STPA Library
isAbstract: Yes
Generalization: ControlFlaw
Applied Stereotype: «Situation»

Description
A kind of ControlFlaw.

wSituations
ControlFlaw

T

wSituations
InadequateControlExecution

Figure 9.109 — InadequateControlExecution

InadequateProcessBehavior

Package: STPA Library
isAbstract: Yes
Generalization: ControlFlaw
Applied Stereotype: «Situation»

Description
A kind of ControlFlaw.

aSituations
ControlFlaw

i

aSituations
InadeguateProcessBehavior

Figure 9.110 — InadequateProcessBehavior
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InadequateFeedbackAndInputs

Package: STPA Library
isAbstract: Yes
Generalization: ControlFlaw
Applied Stereotype: «Situation»

Description
A kind of ControlFlaw.

wSituations
ControlFilaw

i

e3ituations
InadequateFeedbackAndinputs

Figure 9.111 — InadequateFeedbackAndInputs

UndesiredControlAction

Package: STPA Library

isAbstract: Yes

Generalization: UndesiredState

Applied Stereotype: «UndesiredControlAction»

Description

An Undesired Control Action (UCA), used in STPA, describes in what context providing / not providing a Control
Action might lead to an undesired result.

A UCA generally consist of four parts:

- Controller (Subject) that issues the Control Action - inferred from Control Action and model of the system (block/part
producing the control action).

- Guideword (provides, does not provide, etc.) - indicated using Generalization relationship
- Control Action - connected with RelevantTo relationship.

- Context in which Control Action leads to undesired outcome - sub situation of (part of) UCA situation.
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aSituations «Situations «0perationalSituations aSituations

ControlFilaw UndesiredState AbstractOperationalSituation HarmPotential
controlFlaw |0..* Context |1 harmPotential | 0..*
{redefines from} {redefines harmPotantial}

UndeziredControl&ctionHarmPotential
ControlFlawConseguence

{redefines to} {redefines undesired3tate}
undesiredControlaction |0..* -undesiredContralaction 0..*

«UndesiredCantrola.ctions
UndesiredControlAction

i
|

«UndesiredControldctions sUndesiredCentrolActions «UndesiredControlctions «UndesiredControlActions
QutOfSequence Eariy TooShort NotProvided

«UndesiredControléctions «UndesiredControlA.ctions «UndesiredCantrolé.ctions
Late Toolong Provided

Figure 9.112 — UndesiredControlAction

Attributes

Context : AbstractOperationalSituation[1] The context of the undesired control action.
(member end of association)

controlFlaw : ControlFlaw[0..*] (member Control flaw related to the undesired control action.
end of ControlFlawConsequence

association, redefines from)
harmPotential : HarmPotential[0..*] Harm potential related to the undesired control action.

(member end of
UndesiredControl ActionHarmPotential
association, redefines to)

HarmRealization

Package: STPA Library

isAbstract: No

Generalization: AbstractRisk, Causality
Applied Stereotype: «Block»

Description

Association between the Loss and Hazard (potential harm).
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«Situation»
AnySituation

from|0..* to |0.*

Causality
«Situation»
AbstractRisk
«block»
HarmRealization
«Situation» harmPotential |  HarmRealization harm [ ¢Situation»
HarmPotential |{redefnes harmPotential, redefines harmPotential} AbstractEffect

{redefines abstractE flect, redefines harm}
Figure 9.113 — HarmRealization

ControlFlawFactor

Package: STPA Library
Generalization: Causality

Description
Causal relationship between causal Factor and ControlFlaw

wSituations
AnySituation
from (0. to |(0.%
Causality
«Situations [-causalFactor -controlFlaw wSituations
Factor 0.* ControlFlawFactor 0.* ControlFlaw
{redefines from} {redefines to}

Figure 9.114 — ControlFlawFactor
Association ends
controlFlaw : ControlFlaw([0..*] Control flaw related to the control flaw factor.

(member end of ControlFlawFactor

association, redefines to)

causalFactor : Factor[0..*] (member end A causalFactor can be used to further refine process inadequacies -

of ControlFlawFactor association, specifying causes of deficiencies in the process and/or other contributing
factors.

redefines from)

ControlFlawConsequence

Package: STPA Library
Generalization: Causality

Description
Causal relationship between ControlFlaw and UndesiredControl Action
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wSituations

AnySituation
from|0.* to 0.7
Causality
Situations controlFlaw undesiredContrel&ction | gUndesiredControl&ctions
ControlFlaw 0. ControlFlawConsequence 0.* | UndesiredControlAction
{redefines from} {redefines to}

Figure 9.115 — ControlFlawConsequence

Association ends

undesiredControlAction : Undesired control action related to control flaw.

UndesiredControl Action[0..*] (member

end of ControlFlawConsequence

association, redefines to)

controlFlaw : ControlFlaw([0..*] Control flaw related to the undesired control action.

(member end of
ControlFlawConsequence association,
redefines from)

UndesiredControlActionHarmPotential

Package: STPA Library
Generalization: Causality

Description
Causal relationship between UndesiredControlAction and HarmPortential.

aSituations
AnySituation
from |0.* to |0.*
Causality
zlUndesiredControlactions |-undesiredControlaction T harmPetential
UndesiredControlAction |0.* UndesiredControl&.ctionHarmPotential 0.
{redefines from} {redefines to}
Figure 9.116 — UndesiredControlActionHarmPotential
Association ends
harmPotential : HarmPotential[0..*] Harm potential related to the undesired control action.

(member end of
UndesiredControl ActionHarmPotential
association, redefines to)

undesiredControlAction : |
UndesiredControlAction[0..*] (member action.
end of

wSituations
HarmPotential

Harm potential (or hazard, or threat) related to the undesired control

88 Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta




UndesiredControl ActionHarmPotential
association, redefines from)

9.6.2 Methods::STPA::STPA Profile

ControlAction

Package: STPA Profile
isAbstract: No
Extension: Signal, Class, DataType

Description

A Control Action (CA) is an output signal from a functional / logical Controller to a ControlledProcess (via the
Actuator), that determines the receiving process behaviour.

xMetaclazss zMetaclasss «Metaclazsx
DataType Signal Class
wstereotypes
ControlAction
[Class, DataType, Signall

Figure 9.117 — ControlAction

Feedback

Package: STPA Profile
isAbstract: No
Extension: Signal, Class, DataType

Description

A Feedback is an input signal to a functional / logical Controller from a ControlledProcess (via the Sensor), that
characterizes the current processes behavior (or the environment).

xMetaclasss zMetaclazss xMetaclazss
Signal DataType Class
xstereotypes
Feedback
[Clags, DataType, Signal]

Figure 9.118 — Feedback

UndesiredControlAction

Package: STPA Profile
isAbstract: No
Generalization: Situation
Extension: Class

Description
Stereotype used to demarcate all the UndesiredControl Actions.
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wstereotypes

Situation xMetaclasss
[Clazz] Class
i

T_l

’_ﬁ‘

wstereotypes
UndesiredControlAction
[Clas=s]

Figure 9.119 — UndesiredControlAction

UnsafeControlAction

Package: STPA Profile

isAbstract: No

Generalization: UndesiredControl Action

Extension: Class

Description

Stereotype used to demarcate all the UnsafeControl Actions.

watereotypes «Metaclazss
UndesiredControlAction Class
[Claz=s]
i
xstereotypes
UnsafeControlAction
[Class]

Figure 9.120 — UnsafeControlAction

ControlledProcess

Package: STPA Profile

isAbstract: No

Extension: Property, Class

Description

An abstract representation of the system and its behaviours that need to be supervised and governed.

Controller is controlling this process through the Control Action via the Actuator.

xMetaclasss
Property

f‘

sstereotypes
ControlledProcess
[Class, Property]

Figure 9.121 — ControlledProcess
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Actuator

Package: STPA Profile
isAbstract: No
Extension: Property, Class

Description
Actuator receives Control Actions from Controller and influences the ControlledProcess in some way.

xMetaclazss
Property
ustersotypes
Actuator
[Class, Property]

Figure 9.122 — Actuator

Sensor

Package: STPA Profile
isAbstract: No
Extension: Property, Class

Description
Sensor assesses the ControlledProcess (also environment or other controllers) and gives Feedback to the Controller.

xMetaclasss
Property
ustersotypes
sensor
[Class, Property]

Figure 9.123 — Sensor

Controller

Package: STPA Profile
isAbstract: No
Extension: Property, Class

Description
Controller sends the ControlActions and receives Feedback.

xMetaclazss
Property
ustersotypes
Controller
[Class, Property]

Figure 9.124 — Controller

ControlStructure
Package: STPA Profile
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isAbstract: No
Generalization: Block
Extension: Class

Description

ControlStructure is a system-of-systems composed of ControlledProcess, Controller and their functional relationships -
ControllActions, Feedbacks, describing feedback control loops.

xMetaclazss wsterentypes Q
Class Block

[Class]
T
L=

wstersotypes
ControlStructure
[Class]

Figure 9.125 — ControlStructure

LossScenario

Package: STPA Profile
isAbstract: No
Generalization: Situation
Extension: Class

Description
Stereotype used to demarcate all the LossScenarios.

wstereotypes
Situation «Metaclazss

[Class] Class
T
xstereotypes

LogsScenario
[Claz=s]

Figure 9.126 — LossScenario

9.7 GSN

The GSN profile is an implementation of the core notation described in the GSN version 2 standard. The GSN standard is
made available under creative commons licence version 4:

“To view a copy of this license, visit http://creativecommons.org/licenses/by/4.0/ or send a letter to Creative Commons,
PO Box 1866, Mountain View, CA 94042, USA.”.

The OMG acknowledges the work of the SCSC ACWG in the production of the GSN standard.

Whilst GSN is an extension of the OMG SACM standard, which has a defined meta-model based on the OMG MOF
standard, the objectives of RAAML to integrate with SysML 1.6 necessitate the use of a UML profile interpretation of
the GSN standard.
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9.7.1 GSN::GSN Profile

Notation

Most of the stereotypes in GSN profile have stereotype images specified. Displaying the stereotyped GSN elements in
UML Class diagram may follow the UML standard prescription (UML 2.5.1, Chapter 12.3.4.1 Icon presentation) for
displaying elements having stereotypes with icons, namely:

¢ Showing model element as an image with element name below

¢ Showing model element as a box with the iconic form image inside the box at the top left

«Clocks (b f;li\'

P
StopWatch StopWatch StopWatch

Figure 9.127 — Standard UML notation for stereotyped elements (from UML 2.5.1, Figure 12.25)

However, in addition to the notation described in UML standard, this standard allows additional notation. Namely —
using stereotype image as a (resizable) outline/shape of the box, with the same compartments that are prescribed by the
UML standard (including name/stereotype/tag values compartment) inside. This notation is recommended i.e., preferred
over the standard UML notation.

An example of the SCSC/GSN standard representation of the GSN extension is shown in Figure 9.128. See the
SCSC/GSN standard for the shapes and text placement to be used for various model element types.

S1
Strategy

Figure 9.128 - Strategy notation

Combined Stereotype Notation

The UML standard allows a combination of several stereotypes applied on the model element. Namely — the combination
of Goal+Undeveloped stereotypes and Strategy+Undeveloped stereotypes is being used. An example of this notation is
depicted in Figure 9.129. See the SCSC/GSN standard for the shapes and text placement to be used for various model
element types.

Undeveloped
Goal

<

Figure 9.129 - Combined notation

GSNNode

Package: GSN Profile
isAbstract: Yes
Extension: Element
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Description
Root type for all the different kinds of nodes in GSN.

Note: name versus human-readable ID

GSN domain elements frequently have both a short phrase, describing the element and human-readable identifier. For
example:

G1 Control System is acceptably safe to operate

In this example “Control System is acceptably safe to operate” is a short phrase, describing the goal, while G1 is a
human-readable identifier of the goal.

In this standard, the short phrase shall be captured as UML model element name — NamedElement::name field. Human-
readable identifier shall be stored in a separate tag, defined in the Core profile — IDCarrier::id..

xstersotypes
GS5NNode
[Element]

Figure 9.130 — GSNNode

Attributes
id : String[0..1]

GSNArgumentNode

Package: GSN Profile
isAbstract: Yes
Generalization: GSNNode
Extension: Element

Description
A Goal or a Strategy.

xstereotypes
G5NNode
[Element]

7

=

xstereotypes
GSNArgumeniNode
[Elemnent]

Figure 9.131 — GSNArgumentNode
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Solution

Package: GSN Profile
isAbstract: No
Generalization: GSNNode
Extension: Class

Description
A solution presents a reference to an evidence item or items.

astereotypes
GSNNode
[Element]

i)
Z
wstereotypes
Solution

[Clazz]

Figure 9.132 — Solution

Goal

Package: GSN Profile

isAbstract: No

Generalization: GSNArgumentNode
Extension: Class

Description
A goal presents a claim forming part of the argument.

wstereotypes
GSNArgumentNode

[Element]
i)

T
xstereotypes
Goal
[Class]

Figure 9.133 — Goal

Strategy

Package: GSN Profile

isAbstract: No

Generalization: GSNArgumentNode
Extension: Class

Description
A strategy describes the nature of the inference that exists between a goal and its supporting goal(s).
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xstereotypes
GSNArgumenitNode

[Element]
i)

-
xstereotypes
Strategy
[Class]

Figure 9.134 — Strategy

Contextuallnformation

Package: GSN Profile
isAbstract: Yes
Extension: Element

Description

A Context or an Assumption or a Justification.

sstersotypes
Contextuallinformation
[Element]

Figure 9.135 — Contextuallnformation

Attributes
id : String[0..1]

Context

Package: GSN Profile

isAbstract: No

Generalization: Contextuallnformation
Extension: Class

Description

A context presents a contextual artefact. This can be a reference to contextual information, or a statement.

xstereotypes
Contextualinformation
[Elermnent]

Y

i

xstereotypes
Context
[Clazz]
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Figure 9.136 — ContextStatement

Assumption

Package: GSN Profile

isAbstract: No

Generalization: SupportingInformation
Extension: Class

Description
An assumption presents an intentionally unsubstantiated statement.

sstersotypes
Contextuallnformation
[Element]

7y

i

astereotypes «
Assumption
[Class]

Figure 9.137 — Assumption

Justification

Package: GSN Profile

isAbstract: No

Generalization: Contextuallnformation
Extension: Class

Description
A justification presents a statement of rationale.

xstereotypes
Contextuallinformation
[Element]

)

i

astereotypes ¢
Justification
[Class]

Figure 9.138 — Justification

InContextOf

Package: GSN Profile
isAbstract: No
Extension: Dependency
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Description

InContextOf declares a contextual relationship.

Permitted connections are: goal-to-context, goal-to-assumption, goal-to-justification, strategy-to-context,
strategy-to-assumption and strategy-to-justification.

xstereotypes . Jp
InContextOf
[Dependency]

AN

Permitted InContextOf connections are: goakto-context, goalto-
assumption, goakto-justification, strategy-to-context, strategy-
to-assumption and strategy-to-justification.

{— clignt of InContextOf must be GSNArgumentNode
GSNArgumentMode. alinstances().base_Element-=includesAll
(self baze Dependency.client)}

{— supplier of InContextOf can be Contextualinformation or non-
GSN concept, but it can not be GSNNode
Contextualinformation.alinstances(}.base_Element-=includesall
(self baze_Dependency.supplier)

or

not GSHNode alinstances().base_Element-=includesAllzelf.

baze Dependency supplier)}

Figure 9.139 — InContextOf

Constraints

[1] ClientIsArgumentNode -- client of InContextOf must be GSNArgumentNode
GSNArgumentNode.allInstances().base_Element-
>includesAll(self.base_Dependency.client)

[2] SupplierIsNotGSNNode -- supplier of InContextOf can be Contextuallnformation or non-GSN concept,
but it can not be GSNNode
ContextualInformation.allInstances().base_Element-
>includesAll(self.base_Dependency.supplier)
or

not GSNNode.allInstances().base_Element-
>includesAll(self.base_Dependency.supplier)

SupportedBy

Package: GSN Profile
isAbstract: No
Extension: Dependency

Description

SupportedBy allows inferential or evidential relationships to be documented. Inferential relationships declare that there is
an inferencebetween goals in the argument. Evidential relationships declare the link between a goal and the evidence
used to substantiate it. Permitted supported by connections are: goal-to-goal, goal-to-strategy, goal-to-solution, strategy
to goal.
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wstereotypes .

SupportedBy
[Dependency]

AN

Permitted SupportedBy connections are: goakto-goal, goakto-strategy, goal-to-zolution,
strategy to goal.
No undeveloped goals nor strategies as sources

{— client of SupportedBy must be GSMNArgumentMode
GSNArgumentMode.alinstances().baze_Element-=includesAlizelf.baze Dependency.client)}
{— client can not be Undeveloped Strategy nor Goal

— if strategy or goal is client of SupportedBy - it is developed

not Undeveloped.alinstances().base_Element-=includesAl({self. base Dependency.client)}
{— if client iz Strategy then supplier must be Geal
Strategy.alinstances().base_Class-=includesAliself.base_Dependency.client)

implies

Goal.allnstances().base_Class-+includesAl{self.base_Dependency.supplier)}

{— supplier of SupportedBy can be GSNMNode or non-GSM concept, but it can not be
Contextualinformation

GSNNode.allinstances().base_Element-=includesAll(self base_Dependency supplier)

or

not Contextualinformation.alinstances().bage_Element-=includesAl(zelf. base Dependency.
supplier)}

Figure 9.140 — SupportedBy

Constraints

[1] ClientIsGSNArgumentNode -- client of SupportedBy must be GSNArgumentNode
GSNArgumentNode.allInstances().base_Element-
>includesAll(self.base_Dependency.client)

[2] StrategyToGoal -- if client is Strategy then supplier must be Goal
Strategy.alllnstances().base_Class->includesAll(self.base_Dependency.client)
implies
Goal.allInstances().base_Class->includesAll(self.base_Dependency.supplier)

[3] -- supplier of SupportedBy can be GSNNode or non-GSN concept, but it can not

SupplierlsNotContextuallnformation be Contextuallnformation
GSNNode.allInstances().base_Element-

>includesAll(self.base_Dependency.supplier)

or

not ContextualInformation.alllnstances().base_Element-
>includesAll(self.base_Dependency.supplier)

[4] ClientIsNotUndeveloped -- client can not be Undeveloped Strategy nor Goal
-- if strategy or goal is client of SupportedBy - it is developed

not Undeveloped.alllnstances().base_Element-

>includesAll(self.base_Dependency.client)
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9.8 Methods::ISO 26262

The ISO 26262 package contains elements supporting the analysis and requirement specification aspects of Functional
Safety, as specified by ISO 26262 standard for automotive applications. ISO 26262 is a risk-based standard derived from
IEC 61508. The ISO 26262 package redefines or extends concepts from the Core concepts package and the General
Concepts package.

The ISO 26262 package enables modeling a HAZOP, which is typically used to identify malfunctioning behaviors. The
failure modes concept is used from the General Concepts and specialized as a malfunctioning behavior. This allows the
malfunctioning behavior to be related to the system behaviors through the HAZOP guidewords for construction of the
HAZOP table. The risk analysis is performed by identifying Hazards that could result from the MalfunctioningBehavior,
which in combination with a particular OperationalSituation could result in an AccidentScenario. This information is
contained in the HazardousEvent which provides the risk level assessment for the event. Each of these concepts are
modeled using elements defined in the ISO 26262 package as extensions of the Core and General concepts. This means
that the same elements can be used in other analyses in the model, such as in an FMEA.

9.8.1 Methods::ISO 26262::1SO 26262 Library

TrafficAndPeople

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: OperationalCondition
Applied Stereotype: «OperationalSituation»

Description

TrafficAndPeople extends the <<situation>> class and is used to describe the presence and behaviour of any motorists or
non-motorists considered in a hazardous event.

«OperationalSituations «Operationalzituations
OperationalCondition TypicalAutomotiveSituation
i)
{subszetz conditions}
trafficAndPecple |0..*

«OperationalSituations
TrafficAndPeople

Figure 9.141 — TrafficAndPeople

VehicleUsage

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: OperationalCondition
Applied Stereotype: «OperationalSituation»

Description

VehicleUsage extends the <<situation>> class and is used to describe the usage of a vehicle during a hazardous event.

«OperationalSituations «Operationalituations
OperationalCondition TypicalAutomotiveSituation
i)
{subszetz conditions}
vehicleUsage |0..*

0 perationalSituations
VehiclelUsage
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Figure 9.142 — VehicleUsage

RoadCondition

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: OperationalCondition
Applied Stereotype: «OperationalSituation»

Description
RoadConditions extends the <<situation>> class, and is used to describe the conditions or state of the surface a vehicle is
driving on (Low-traction, Grade(Slope), etc.) during a hazardous event.

«OperationalSituations «OperaticnalSituations

OperationalCondition TypicalAutomotiveSituation
T

"' {subsets conditions}

readCondition | 0..*

«OperationalSituations
RoadCondition

Figure 9.143 — RoadCondition

Location

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: OperationalCondition
Applied Stereotype: «OperationalSituation»

Description

VehicleLocation extends the <<situation>> class and is used to describe the physical location (high speed road,
intersection, parking lot, etc.) of a vehicle during a hazardous event.

«OperationalSituations «OperationalSituations
OperationalCondition TypicalAutomotiveSituation
T {subsets conditions}
—‘V lpcation [0..%
«Operationalzituations
Location

Figure 9.144 — Location

EnvironmentalCondition

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: OperationalCondition
Applied Stereotype: «OperationalSituation»

Description
EnvironmentalConditions extends the <<situation>> class and is used to describe the environmental conditions at the
time of vehicle operation in a hazardous event.
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«OperationalSituations O perationalituations

OperationalCondition TypicalAutomotiveSituation
{subzetz conditions}
environmentalCondition 0..*

«Operationalituations
Envirommental Condition

Figure 9.145 — EnvironmentalCondition

OperationalCondition

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: AbstractEvent

Applied Stereotype: «OperationalSituation»

Description

Component/part of operational situation.

aSituations
AbstractEvent

T

«OperationalSituations
OperationalCondition

Figure 9.146 — OperationalCondition

AbstractOperationalSituation

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: OperationalCondition
Applied Stereotype: «OperationalSituation»

Description

Operational situation is a scenario that can occur in vehicle's life.
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eSituations
AbstractEvent

likelihood [1]

|

«OperationalSituations
OperationalCondition

L]

conditions

«OperationalSituations
AbstractOperationalSituation

Exposure : Exposure [1}{redefines likel

Figure 9.147 — AbstractOperationalSituation

Attributes

conditions : OperationalCondition[*]
(member end of association)

Exposure : Exposure[1] , redefines
likelihood

TypicalAutomotiveSituation

Package: 1SO 26262 Library
isAbstract: Yes

Likelihood of being in a particular operational situation.

Must have a Rationale attached.

Generalization: AbstractOperationalSituation

Applied Stereotype: «OperationalSituation»

Description

A grouping of operational conditions, including traffic and people, vehicle usage, road conditions, location, and

environmental conditions.

conditions : Dpé}a‘t‘iunal[ﬁundﬂiun g

Exposure : Expﬁéﬁf& [

«OperationalSituations

{subsets conditions}

TypicalAutomotiveSituation

{subsets conditions}

{subsets conditions}

{subsets conditions}

{subsets conditions}

Figure 9.148 — Typical AutomotiveSituation
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AbstractOperationalSituation TrafficAndPeople VehicleUsage RoadCondition L ti Envir f: dliti
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Attributes

trafficAndPeople : TrafficAndPeople[0..*]
(member end of association, subsets
conditions)

vehicleUsage : VehicleUsage[O0..*]
(member end of association, subsets
conditions)

roadCondition : RoadCondition[0..*]
(member end of association, subsets
conditions)

location : Location[0..*] (member end of
association, subsets conditions)

environmentalCondition :
EnvironmentalCondition[0..*] (member
end of association, subsets conditions)

Exposure

Package: 1SO 26262 Library
isAbstract: No
Applied Stereotype: «ValueType»

Description

Possible values of exposure.

svalueTypex
Exposure

ED
E1
EZ2
E3
E4

Figure 9.149 — Exposure

Severity

Package: 1SO 26262 Library
isAbstract: No
Applied Stereotype: «ValueType»

Description

Possible values for severity.

wvalueTypes
Severity

[ A ]
L) =

Figure 9.150 — Severity
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ASIL

Package: 1SO 26262 Library
isAbstract: No
Applied Stereotype: «ValueType»

Description
Possible ASIL values.

wvalueTypes
ASIL

no assignment
QM

A

B

C

D
AlB)
ALC)
AlDy
B(C}
B{D}
CiD}
ALY
B(B}
C(C}
DD}
QM)
QNiB})
QMC)
QN{D)

Figure 9.151 — ASIL

Controllability

Package: 1SO 26262 Library
isAbstract: No
Applied Stereotype: «ValueType»

Description

Possible values of controllability.

wvalueTypes
Controllability

co
C1
Cc2
c3

Figure 9.152 — Controllability

Less

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: AnyMalfunction

Applied Stereotype: «MalfunctioningBehavior»
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Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from providing less
output/behaviour than required.

«MalfunctioningBehaviors

AnyM alfunction
Fi)

5

«MalfunctioningBehaviors
Less

Figure 9.153 — Less

More
Package: 1SO 26262 Library
isAbstract: Yes

Generalization: AnyMalfunction
Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from providing more
output/behaviour than required.

«MalfunctioningBehaviors

AnyM alfunction
Fi

z

«MalfunctioningBehaviors
More

Figure 9.154 — More

No
Package: 1SO 26262 Library
isAbstract: Yes

Generalization: AnyMalfunction
Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from the behaviour not
being performed when required.

«MalfunctioningBehaviors

AnyM alfunction
Fi

z

«MalfunctioningBehaviors
No

Figure 9.155 - No
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Intermittent

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: AnyMalfunction

Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure from the behaviour being performed
intermittently.

«MalfunctioningBehaviors

AnyM alfunction
Fi)

«MalfunctioningBehaviors
Intermittent

Figure 9.156 — Intermittent

Unintended

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: AnyMalfunction

Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from the behaviour being
provided when not required.

«MalfunctioningBehaviors

AnyM alfunction
Fi

«MalfunctioningBehaviors
Unintended

Figure 9.157 — Unintended

Early
Package: 1SO 26262 Library
isAbstract: Yes

Generalization: AnyMalfunction
Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from the behaviour being
performed earlier than required.
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«MalfunctioningBehaviors
AnyM alfunction

i

z

«MalfunctioningBehaviors
Early

Figure 9.158 — Early

Late

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: AnyMalfunction
Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from the behaviour being

performed later than required.

AnyM alfunction

«MalfunctioningBehaviors

i

z

Late

«MalfunctioningBehaviors

Figure 9.159 — Late

Inverted

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: AnyMalfunction

Applied Stereotype: «MalfunctioningBehavior»

Description

A subclass of malfunctioning behaviour used for classification purposes. Must be connected to a behavioural element
(Use Case or Function). This kind of malfunctioning behaviour represents a failure resulting from the behaviour

providing an inverted output.

AnyM alfunction

«MalfunctioningBehaviors

i

5

Inverted

«MalfunctioningBehaviors

Figure 9.160 — Inverted

108

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



HazardousEvent

Package: 1SO 26262 Library
isAbstract: Yes
Generalization: AbstractRisk
Applied Stereotype: «Situation»

Description
Combination of hazard and operational situation to identify automotive safety integrity level.

wSituations
AbstractRisk

trigger : AbstractEvent [C...
harm : AbstractEffect [0..%]
harmPetential : HarmPotenti

score

T

wSituations
HazardousEvent

ASIL : ASIL [0. *redefine
'
{redefines harmP otential} {redefines trigger} {redefines harm}

systemLevelEffect [0.* hazard |0.* scenario |1 vehicleLevelEffect |0..*

wSituations wSituations wSituations aSituations
SystemlLevelEffect Hazard AccidentScenario VehiclelLevelEffact

Figure 9.161 — HazardousEvent

Attributes

scenario : AccidentScenario[1] (member

end of association, redefines trigger)

hazard : Hazard[0..*] (member end of

association, redefines harmPotential)

systemLevelEffect :

SystemLevelEffect[0..*] (member end of

association)

vehicleLevelEffect :

VehicleLevelEffect[0..*] (member end of

association, redefines harm)

ASIL : ASIL[O..*], redefines score Automotive Safety Integrity Level value - one of four levels to specify
necessary requirements for ISO-26262 and safety measures for avoiding
unreasonable risks.

AnyMalfunction

Package: 1SO 26262 Library

isAbstract: Yes

Generalization: UndesiredState

Applied Stereotype: «MalfunctioningBehavior»
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Description

Root of all malfunctioning behaviours.

aSituations s 3ituations
UndesiredState AccidentScenario
i}
{subszets scenarioStep}
malfuncticningBehavior |1

xMalfunctioningBehaviors
AnyMalfunction

Figure 9.162 — AnyMalfunction

AutomotiveEffect

Package: 1SO 26262 Library
isAbstract: Yes
Generalization: AbstractEffect
Applied Stereotype: «Situation»

Description
System- or vehicle-level effect which is or could result in harm.

«Situation
AbstractEffect

severity [1 :. -
premitigationSeverities [0..%]
_f|1
wSituations
AutomotiveEffect

Severity : Ee-k-erit;;-[i:.j:'e:e"ei severity]

i
-

wSituations wSituations
VehiclelLevelEffect SystemlevelEffect

Figure 9.163 — AutomotiveEffect

Attributes
Severity : Severity[1], redefines severity Estimate of the extent of harm.
Must have a Rationale attached.

1ISO26262SafetyRequirementTemplate

Package: 1SO 26262 Library
isAbstract: No
Applied Stereotype: «DependabilityRequirement»
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Description

A template for dependability requirements.

«DependabilityReguirements
15026262 SafetyRequirementTemplate

Figure 9.164 — 1SO026262SafetyRequirementTemplate

Attributes
ASIL : ASIL[1]
FTTI : time[1]

AccidentScenario

Package: 1SO 26262 Library
isAbstract: Yes

ASIL value of the requirement.

Fault Tolerant Time Interval.

Generalization: DysfunctionalEvent, Scenario

Applied Stereotype: «Situation»

Description

A combination of operational situation and malfunctioning behaviour.

s Situations

Scenario DysfunctionalEvent

s 3ituations

xSituations

AccidentScenario

Controllakility : Controllability [1]

{zubzets scenanoStep}

situation [1..* malfunctioningBehavior |1

{subszets scenarioStep}

O perationalituations
AbstractOperationalSituation

«MalfunctioningBehaviors
AnyMalfunction

Figure 9.165 — AccidentScenario

Attributes

situation :
AbstractOperationalSituation[1..*]
(member end of association, subsets
scenarioStep)

Controllability : Controllability[1]

Ability to avoid a specified harm or damage through timely reactions of
individuals involved in the scenario.

Must have a Rationale attached.
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malfunctioningBehavior :
AnyMalfunction[1] (member end of
association, subsets scenarioStep)

AnyTrafficAndPeople

Package: 1SO 26262 Library

isAbstract: No

Generalization: OperationalCondition, TrafficAndPeople
Applied Stereotype: «OperationalSituation»

Description

TrafficAndPeople extends the <<situation>> class and is used to describe the presence and behaviour of any motorists or
non-motorists considered in a hazardous event.

«Operationalituations
TrafficAndPeople
Fiy

O perationalzituations
OperationalCondition

—

i

’—T

0 perationalSituations
AnyTrafficAndPeople

Figure 9.166 — AnyTrafficAndPeople

AnyVehicleUse

Package: 1SO 26262 Library

isAbstract: No

Generalization: OperationalCondition, VehicleUsage

Applied Stereotype: «OperationalSituation»

Description

TrafficAndPeople extends the <<situation>> class and is used to describe the presence and behaviour of any motorists or

non-motorists considered in a hazardous event.

«OperationalSituations
OperationalCondition

O perationalzituations
VehiclelUsage
Fi

i

h—

’—T

O perationalituations
AnyVehiclelUse

Figure 9.167 — AnyVehicleUse

AnyRoadCondition

Package: 1SO 26262 Library

isAbstract: No

Generalization: OperationalCondition, RoadCondition
Applied Stereotype: «OperationalSituation»

Description

TrafficAndPeople extends the <<situation>> class and is used to describe the presence and behaviour of any motorists or
non-motorists considered in a hazardous event.
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«Operationalituations O perationalzituations
RoadCondition OperationalCondition

e

O perationalzituations
AnyRoadCondition

Figure 9.168 — AnyRoadCondition

AnyLocation

Package: 1SO 26262 Library

isAbstract: No

Generalization: Location, OperationalCondition
Applied Stereotype: «OperationalSituation»

Description

TrafficAndPeople extends the <<situation>> class and is used to describe the presence and behavior of any motorists or
non-motorists considered in a hazardous event.

«OperationalSituations «OperationalSituations
OperationalCondition Location

————

xOperationalZituations
AnyLocation

Figure 9.169 — AnyLocation

AnyEnvironmentalCondition

Package: 1SO 26262 Library

isAbstract: No

Generalization: EnvironmentalCondition, OperationalCondition
Applied Stereotype: «OperationalSituation»

Description

TrafficAndPeople extends the <<situation>> class and is used to describe the presence and behaviour of any motorists or
non-motorists considered in a hazardous event.

«OperationalSituations «Operationalzituations
OperationalCondition EnvirommentalCondition

i

xOperationalituations
AnyEnvironmentalCondition

Figure 9.170 — AnyEnvironmentalCondition

SystemLevelEffect

Package: 1SO 26262 Library
isAbstract: Yes

Generalization: AutomotiveEffect
Applied Stereotype: «Situation»
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Description
System- or vehicle-level effect which is or could result in harm.

«Situations
AuvtomotiveEffect
Sewverity : EE'..'EFi‘t}.‘-['i:.':'EL'E fines severity]
i «Situations
HazardousEvent
systemlLevelEffect |0..*
wSituations
SystemlevelEffect

Figure 9.171 — SystemLevelEffect

VehicleLevelEffect

Package: 1SO 26262 Library
isAbstract: Yes

Generalization: AutomotiveEffect
Applied Stereotype: «Situation»

Description
System- or vehicle-level effect which is or could result in harm.

«Situations
AuvtomotiveEffect
Sewverity : EE'..'Eri‘t}.‘-['i:.':'fi'f""E-} severity]
)
«Situations
HazardousEvent

{redefines harm}
vehicleLevelEffect (0..*

aSituations
VehiclelLevelEffect

Figure 9.172 — VehicleLevelEffect

Methods::ISO 26262::1SO 26262 Library::Diagrams by elements
9.8.2 Methods::ISO 26262::1SO 26262 Profile

OperationalSituation

Package: 1SO 26262 Profile
isAbstract: No
Generalization: Situation
Extension: Class
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Description
A situation describes the operational scenario or driving scenario which is considered in a hazardous event, as part of the
Hazard Analysis and Risk Assessment process.

wsterentypes
xMetaclazss Situation
Class [Class]

1‘_‘ I_ﬁ"
wstereotypes

Operational Situation
[Class]

Figure 9.173 — OperationalSituation

MalfunctioningBehavior

Package: 1SO 26262 Profile
isAbstract: No
Generalization: FailureMode
Extension: Class

Description
A malfunctioning behaviour describes a failure or unintended behaviour of an item with respect to its design intent. It is a
subtype of failure mode.

estereotypes

FailureMode xzMetaclasss
[Class]

— Class

5=

wstereotypes
MalfunctioningBehavior
[Class]

Figure 9.174 — MalfunctioningBehavior
Methods::ISO 26262::1SO 26262 Profile::RequirementManagement

IndependenceRequirement

Package: RequirementManagement
isAbstract: No

Generalization: DeriveReqt
Extension: Abstraction

Description

A relationship between requirement elements indicating that the child requirement specifies an independence criterion
that needs to be satisfied in order for an ASIL decomposition to be valid. The decomposition between the parent
requirement and 2 other children requirements.
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xMetaclasss xstereotypen ’-';

Abstraction DeriveReqt

T [Abstraction]

sstereotypen
IndependenceRequirement
[Abstraction]

Figure 9.175 — IndependenceRequirement

ASILDecompose

Package: RequirementManagement
isAbstract: No

Generalization: DeriveReqt
Extension: Abstraction

Description

An ASIL decompose relation is used to connect two safety requirements for the purposes of performing ASIL
decomposition. The target requirement (supplier) should be of a higher abstraction than the source (client). ASIL
decompose relations shall be applied in pairs (e.g., a requirement cannot be the supplier of a single ASIL decompose
relation).

srequirements

sstereotypes .2
zMetaclazss DeriveReqt Id="6.523"
Abstraction [Abstraction] Text = "Proposals shall

support the assignment of
the integrity levels to

astereotypen ) safety-related information,
ASILDecompose . — — — esatisfy Jincluding SysML elements.
[Abstraction] For example, the SIL

concept fromIEC 61508
[IECE1508]. Common
SysML specification
practice shall be obeyed."

Figure 9.176 — ASILDecompose

SafeState

Package: RequirementManagement
isAbstract: No
Extension: Dependency

Description

A state of function realized by one or more architectural components. May be composed of serval subfunctions or called
by other functions. Associated with safety specific behaviours, typically (but not necessarily) triggered by a failure
mode.
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sMetaclassa
Dependency

T

wstereotypes
SafeState
[Dependency]

Figure 9.177 — SafeState

UserInfoRequirement

Package: RequirementManagement
isAbstract: No

Generalization: Satisfy
Extension: Abstraction

Description

A UserInfoRequirement relationship is a dependency which links a State to a requirement. The arrow direction points
from a state (client) to a FSR or TSR (supplier). Linked requirements specify information that must be presented to
vehicle occupants when the vehicle enters a safe state.

xMetaclasss xstereotypen ’-';
Abstraction Satisfy
[Abstraction]

sstereotypes
UserinfoRequirement
[Abstraction]

Figure 9.178 — UserinfoRequirement

RecoveryRequirement

Package: RequirementManagement
isAbstract: No

Generalization: Satisfy
Extension: Abstraction

Description

A RecoveryRequirement relationship is a dependency between a safe state and requirement where the requirement
indicates the criteria to recover from the safe state to another operational mode.

xMetaclasss xstereotypen ’-';

Abstraction Satisfy
[Abstraction]

I

sstereotypen
RecoveryRequirement
[Abstraction]

Figure 9.179 — RecoveryRequirement
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OperatingMode

Package: RequirementManagement
isAbstract: No
Extension: Dependency

Description

A state of function realized by one or more architectural components. May be composed of serval subfunctions or called
by other functions. Associated with specific behaviours.

sMetaclassa
Dependency

T

ustereotypes
OperatingMode
[Dependency]

Figure 9.180 — OperatingMode

FunctionalSafetyRequirement

Package: RequirementManagement

isAbstract: No

Generalization: DependabilityRequirement, Requirement
Extension: Class

Description

A functional safety requirement specifies an implementation independent safety behaviour, or an implementation
independent safety measure, required for achievement of a safety goal from which it is derived.

xMetaclazss wstereotypes [R] wstereotypes
Class Requirement DependabilityRequirement
[Class] [Clazs]

I

wstereotypes
Functional 3afetyRequirement
[Class]

Figure 9.181 — FunctionalSafetyRequirement

SoftwareSafetyRequirement

Package: RequirementManagement

isAbstract: No

Generalization: DependabilityRequirement, Requirement
Extension: Class

Description

A software safety requirement provides implementation details for software. They can express behaviours or specific
software mechanisms which realize the technical safety requirements from which they are derived.
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xMetaclasss wstereotyper [R] xstereotypes
Class Requirement DependabilityReguirement
[Clazsz] [Clazs]

|

sstersotypes
Software SafetyRequirement
[Claz=]

Figure 9.182 — SoftwareSafetyRequirement

HardwareSafetyRequirement

Package: RequirementManagement

isAbstract: No

Generalization: DependabilityRequirement, Requirement
Extension: Class

Description

A hardware safety requirement specifies hardware behaviours or hardware specific details necessary for implementing
the safety concept. Hardware safety requirements are implementation specific and assigned to components or
subcomponents.

xMetaclazss wstereotypes [R] wsterentypes
Class Requirement DependabilityRequirement
[Clags] [Class]

|

xstereotypes
Hardware SafetyRequirement
[Class]

Figure 9.183 — HardwareSafetyRequirement

TechnicalSafetyRequirement

Package: RequirementManagement

isAbstract: No

Generalization: DependabilityRequirement, Requirement
Extension: Class

Description

A technical safety requirement specifies the implementation of the functional safety requirement(s) from which it is
derived. Technical safety requirements express the behaviours and details necessary to realize the safety aspects of the
item at the system level. Additional details that do not act at the system level can be specified in the hardware safety
requirements or software safety requirements.

xMetaclazss wstereotypes [ «stereotypes
Class Requirement DependabilityRequirement
[Clags] [Clags]

|

sstereotypes
Technical safetyRequirement
[Class]
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Figure 9.184 — TechnicalSafetyRequirement

SafetyGoal

Package: RequirementManagement

isAbstract: No

Generalization: DependabilityRequirement, Requirement
Extension: Class

Description
A safety goal extends the SysML <<Requirement>> stereotype. It represents a top-level safety requirement, defined as a
result of the Hazard Analysis and Risk Assessment process.

xMetaclazss wstereotypes [R] wsterentypes
Class Requirement DependabilityReguirement
[Class] [Class]

T

wstereotypes
SafetyGoal
[Class]

Figure 9.185 — SafetyGoal

DependabilityRequirement

Package: RequirementManagement
isAbstract: Yes

Generalization: AbstractRequirement, Block
Extension: Class

Description
Parent type of all subtypes of safety requirements

«Metaclasss wstereotypes Q wsterectypes
Class Block AbstractRegquirement
[Class] [NamedElement]

«stereotypes
DependabilityRequirement
[Clazs]

|

[ [ [ [ |
«sterectypes «stereotypes «stereotypes asterectypes «stereotypes
SafetyGoal Functional SafetyRequirement Technical SafetyRequirement Software SafetyRequirement Hardware SafetyRequirement
[Class] [Clazs] [Class] [Class] [Clazs]

Figure 9.186 — DependabilityRequirement

Verified

Package: 1SO 26262 Profile
isAbstract: No
Extension: Class

Description
Marker, indicating that hazardous event has been verified.

120 Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



zMetaclasss
Class

T

sstersotypes
Verified
[Clazs]

-resﬁﬁ : Etrlng [1]

Figure 9.187 — Verified

Attributes
result : String[1] Verification result

Confirmed

Package: 1SO 26262 Profile
isAbstract: No
Extension: Class

Description
Marker, indicating that hazardous event has been confirmed.

zMetaclasss
Class

T

setersotypes
Confirmed
[Clazs]

-resﬁ& : Strlng [1]

Figure 9.188 — Confirmed

Attributes
result : String[1] Confirmation result

HazardAndRiskAssessment

Package: 1SO 26262 Profile
isAbstract: No
Extension: Package

Description
Grouping package for storing hazardous events.
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xMetaclasss
Package

T

wstereotypes
HazardAndRiskAssessment
[Package]

Figure 9.189 — HazardAndRiskAssessment

LessonLearned

Package: 1SO 26262 Profile
isAbstract: No
Extension: Comment

Description
Comments about lessons learned from hazard and risk assessment.

xzMetaclasss
Comment

T

sstereotypes
LessonLearned
[Comment]

Figure 9.190 — LessonLearned

ASILAssignment

Package: 1SO 26262 Profile
isAbstract: No
Extension: Element

Description
Stereotype for assigning ASIL values on system design elements.

zMetaclazss
Element

T

wstereotypes
ASILAssignment
[Element]

JIASIL - ASIL [1]
_ASILOverride : ASIL [0..1]

Figure 9.191 — ASILAssignment

Attributes
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ASIL : ASIL[1] The associated ASIL value of the system design element.

ASILOverride : ASIL[0..1] An ASIL value which does not follow from the normal ASIL derivation
rules but is exceptional. This exceptional value needs to have an
associated rationale.

ASILOverrideRationale

Package: 1SO 26262 Profile
isAbstract: No
Generalization: Rationale
Extension: Comment

Description
A rationale specifically justifying ASIL Override value.

wstereotypes =
xMetaclazss Rationale
Comment [Comment]

| f
sstereotypen

ASILOverrideRationale
[Comment]

Figure 9.192 — ASILOverrideRationale

9.9 Methods::FHA

The Functional Hazard Assessment (FHA), as described in the ARP 4761A, is a systematic, comprehensive evaluation of
the functional decomposition of a system or platform, performed at early stages of the V development process. This
assessment identifies and classifies the failure conditions associated with each function. The goal in conducting an FHA
is to clearly identify each failure condition along with the rationale for its severity classification. The classification of
these failure conditions establishes the safety objectives to be met.

An FHA should also identify assumptions associated with the system/platform of interest and crew mitigations to limit
the severity classification, e.g., operating limits, crew information presentation, operating procedures. The FHAs are then
the starting point for the subsequent safety assessments and analyses.

The RAAML FHA package contains all required elements to implement this assessment at different levels (e.g.,
platform, system). Support for Functional Hazard Assessment (FHA) modeling is based on the ARP 4761A standard.
The FHA package redefines or extends concepts from the Core and General packages. It is also tightly related to ISO
26262 and FMEA library methods within the RAAML standard.

9.9.1 Methods::FHA::FHA Library

ExternalEvent

Package: FHA Library
isAbstract: Yes

Generalization: AbstractEvent
Applied Stereotype: «Situation»

Description
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An occurrence which has its origin distinct from the aircraft or the system being examined, such as atmospheric
conditions (e.g., wind gusts/shear, temperature variations, icing, lightning strikes), operating environment (e.g., runway
conditions, conditions of communication, navigation, and surveillance services), cabin and baggage fires, and bird-strike.
The term is not intended to cover sabotage. [Source: ARP 4761A]

FailureCondition

-envirenmentalConditions Eﬂ-'~:irE;I.'Ii'l.'lr.3ﬂtﬂ||:Cl'ldi‘liCI1 [0..%]
-operationalConditions ; OperatienalCondition [0..%]
-operationalEvents : OperaticnalEvent [0..%]

wSituation» -crewAwareness - Boolean
AbstractEvent -functionalFailure : FunctionalFailure [1Hredefines undesiredSiate]
0.*
externalEvents [0..*
wSituations
ExternalEvent

Figure 9.193 - ExternalEvent

Constraints
[1] FHA

DevelopmentAssurancelevel

Package: FHA Library
isAbstract: No

Applied Stereotype: «ValueType»

Description

All those planned and systematic actions used to substantiate, at an adequate level of confidence, that development errors
have been identified and corrected such that the system satisfies the applicable certification basis (derived from AC
25.1309 Draft ARSENAL revised and AMC 25.1309). [Source ARP 4761A]

«valueTypex»
DevelopmentAssurancelLevel

Moo

DAL O

+dal : DevelopmentAssurancelevel

Figure 9.194 - DevelopmentAssurancelLevel
Constraints

[1] FHA

OperationalCondition

Package: FHA Library
isAbstract: Yes
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Generalization: AbstractEvent
Applied Stereotype: «Situation»
Description

Specific state or circumstances under which the aircraft is operated within the approved aircraft operating envelope,
relevant when evaluating the effects of a failure condition. Example of operational conditions include aircraft weight,
center of gravity, speed...

FailureCondition

-environmentalConditions : EnvironmentalCondition [0..*]
-externalEvents : ExternalEvent [0..%]

-operationalEvents : OperationalEvent [0..%]
-crewAwareness : Boolean

-functionalFailure : FunctionalFailure [1Kredefines undes
-failureEffects : FailureEffectAssessment [1..*}{redefines

0.

operationalCondnionsIo__'

«Situation»
OperationalCondition

!

«Situation»
AbstractEvent

Figure 9.195 - OperationalCondition

Constraints
[1] FHA

DAL

Package: FHA Library
isAbstract: No

Description

All those planned and systematic actions used to substantiate, at an adequate level of confidence, that development errors
have been identified and corrected such that the system satisfies the applicable certification basis (derived from AC
25.1309 Draft ARSENAL revised and AMC 25.1309). [Source: ARP 4761A]

Attributes

dal : DevelopmentAssurancelLevel The level of rigor of development assurance tasks.
Constraints

[1] FHA

FunctionalFailure

Package: FHA Library
isAbstract: Yes

Generalization: UndesiredState

Applied Stereotype: «FunctionalFailure»

Description
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An occurrence which affects the operation of an aircraft, system, equipment, item, or piece-part such that it can no longer
function as intended (this includes both loss of function and malfunction). Failure conditions can be broadly categorized
as the loss of a function or as a malfunction. Note: Errors may cause Failures but are not considered to be Failures.
[Source: ARP 4761A]

Function: Intended behavior of an aircraft, system, equipment, or item regardless of implementation. [Source: ARP
4761A]

FailureCondition

-environmentalConditions : EnvironmentalCondition [0..%]
-operationalConditions : OperationalCondition [0..%]
-externalEvents : ExternalEvent [0..7]
-operationalEvents : OperationalEvent [0..7]
-crew Aw areness : Boolean

failureConditions | 1.* {redefines harmPotential}

functionalFailure | 1 {redefines undesiredState}

«FunctionalFailure»

FunctionalFailure
I lT
«FunctionalFailure» «FunctionalFailure» «FunctionalFailure»
Los s OfFunction PartialLos s OfFunction Malfunction

Figure 9.196 - FunctionalFailure
Attributes

failureConditions : FailureCondition[1..*] A condition having an effect on the aircraft and/or its occupants, either

(member end of association, redefines direct or consequential, which is caused or contributed to by one or

harmPotential) more failures or errors, considering flight phase and relevant adverse
operational or environmental conditions, or external events (AMC
25.1309). [Source: ARP 4761A]

Constraints
[1] FHA

EnvironmentalCondition

Package: FHA Library
isAbstract: Yes

Generalization: AbstractEvent
Applied Stereotype: «Situation»
Description

Atmospheric/physical factors within the approved aircraft operating envelope, relevant when evaluating the effects of a
failure condition. Example of environmental conditions include weather, HIRF, volcanic ash...
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FailureCondition

-operatienalConditions : Dp&r;t'ici'llél.tfcnditicn [0.%
-externalEvents : ExternalEvent [0..7]
-operatienalEvents : OperationalEvent [0..%]

wSituations -crewAwareness | Boolean
AbstractEvent -functionalFailure : FunctionalFailure [1}{redefines undesiredState]
0.*
environmentalConditions [0..*
«Situations

EnvironmentalCondition

Figure 9.197 - EnvironmentalCondition
Constraints

[1] FHA

FDAL

Package: FHA Library
isAbstract: No

Generalization: DAL
Description

The level of rigor of development assurance tasks performed to Functions. Note: The FDAL is used to identify the
ARPA4754B/ED-79B objectives that need to be satisfied for the aircraft/system functions. [Source: ARP 4761A]

paL O
T
FpAL O

Figure 9.198 - FDAL

Constraints
[1] FHA

FailureEffectAssessment

Package: FHA Library
isAbstract: No

Generalization: AbstractEffect
Description

The effects of a failure condition for any particular flight phase are all the expected effects during the flight when the
failure condition occurs in that flight phase. This includes immediate effects and effects that would occur during
subsequent flight phases due to the same failure condition. The effects are described by a narrative and characterized
with brief statements regarding the effect in aircraft, crew and occupant categories. [Source: ARP 4761A]
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FailureCondition

-environmentalConditions : EnvironmentalCondition [0..7]
-operationalConditions : OperationalCondition [0..*]
-externalEvents : ExternalEvent [0..%]
-operationalEvents : OperationalEvent [0..%]

«Situation»
AbstractEffect

-crewAwareness : Boolean
-functionalFailure : FunctionalFailure [1}

effectOnFlightCrew [0..*

effectOnAircraft|0..*

effectOnOccupants[0..*
failureCondition |1

{redefines harmPotential}
FailureRealization

{redefines abstractE flect}
failureEffects | 1.

0.* 0:*

FailureEffectAssessment

-/aggregatedSeverity : ARP 4761A FailureConditionClassification
-assumptions : Assumption [0..*]
-severity : ARP 4761A FailureConditionClassification [0..1]

0.7
fiightPhases [0.*

«Situation»
FlightPhase

Figure 9.199 - FailureEffectAssessment

Attributes

effectOnAircraft : AbstractEffect[0..*]
(member end of association)

effectOnFlightCrew : AbstractEffect[0..*]
(member end of association)

effectOnOccupants : AbstractEffect[0..*]
(member end of association)

aggregatedSeverity : ARP 4761A
FailureConditionClassification, redefines
severity

flightPhases : FlightPhase[0..*] (member
end of association)

assumptions : Assumption[0..*] (member
end of association)

severity : ARP 4761A
FailureConditionClassification[0..1]

128

Ability of the aircraft to perform its functions and to the aircraft’s
structural integrity. Aircraft effects are characterized by a statement
evaluating the reduction in aircraft capability and safety margin caused
by the failure condition. [Source: ARP 4761A]

Any direct physiological effect on flight deck crew members or any
increase in physical or mental activity required beyond the normal flight
crew activity levels to counteract the effects of the failure and complete
the flight safely. Typically, this includes the crew’s means of detecting
the failure condition (if any) and their expected actions. Effects on crew
are characterized by a statement evaluating the adverse physiological
effects on the crew (if any) and the increase in crew workload caused by
the failure condition (if any). [Source: ARP461A]

Cabin crew or passenger discomfort, injury or fatalities. These effects
may be the direct result of the failure condition, such as high G
maneuvering or abnormal environmental conditions, or an indirect
effect, such as loss of life due to loss of aircraft control resulting in an
uncontrolled crash. Occupant effects are characterized by a statement
evaluating the adverse physiological effects on the cabin crew or
passengers caused by the failure condition. [Source: ARP461A]

A discrete scale allowing categorization of the severity of the effects of
a failure condition. Classification levels are defined in the applicable
regulation and advisory material. For example, AC 25.1309 Draft
ARSENAL revised and AMC 25.1309 define the following
classifications; Catastrophic, Hazardous, Major, Minor, and No Safety
Effect. [Source: ARP 4761A]

Distinct time period within an average flight duration [Source:
ARP4761A]

Statements, principles and/or premises offered without proof. An
evaluation process which may include one or more types of analysis and
experience. [Source: ARP 4761A]

A discrete scale allowing categorization of the severity of the effects of
a failure condition. Classification levels are defined in the applicable
regulation and advisory material. For example, AC 25.1309 Draft
ARSENAL revised and AMC 25.1309 define the following
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classifications; Catastrophic, Hazardous, Major, Minor, and No Safety
Effect. [Source: ARP 4761A]

Constraints
[1] FHA

FlightPhase

Package: FHA Library
isAbstract: Yes

Generalization: AbstractEvent
Applied Stereotype: «Situation»
Description

Distinct time period within an average flight duration [Source: ARP4761A]

FailureEffectAssessment

-effectOnAircraft : AbstractEffect [0..%]

-effectOnFlightCrew : AbstractEffect [0..%]

-effectOnOccupants : AbstractEffect [0..”]

-/aggregatedSeverity : ARP 4761A FailureConditionClassification{redefines severity
-assumptions : Assumption [0..%]

-severity : ARP 4761A FailureConditionClassification [0 1]

-failureCondition : FailureCondition [1}{redefines harmPotential]
0.*
flightPhases (0..*
«Situation» «Situation»
FlightPhase | OperationalCondition

Figure 9.200 - FlightPhase

Constraints
[1] FHA

FailureCondition

Package: FHA Library
isAbstract: Yes

Generalization: AbstractRisk, Hazard

Description

A condition having an effect on the aircraft and/or its occupants, either direct or consequential, which is caused or
contributed to by one or more failures or errors, considering flight phase and relevant adverse operational or
environmental conditions, or external events (AMC 25.1309). [Source: ARP 4761A]

Hazard: A condition resulting from failures, external events, errors, or a combination thereof where safety is potentially
affected. [Source: ARP 4761A]
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«Situation»
Hazard
Z

FailureCondition

-crewAwareness : Boolean

0.7

{redefines harmP otential}

failureCondition

failureEffects FailureRealization

{redefines abstractE flect1.*

0.* 0.* 0.* failureConditions [1..*
{redefines harmPotential}

FailureEffectAssessment

-effectOnFlightCrew

-effectOnOccupants

-/aggregatedSeverity
Flig

nditions |0..*

-effectOnAircraft : AbstractEffect [0..%]

AbstractEffect [0..]
Abstractffect [0..7]
ARP

-flig!

A (0.7
-severity : ARP 4761A FailureConditionClassification [0..1]

61A FailureCondtionClassification{redefines s

{redefines undesiredState}
operationalEvents |0..* externalEvents |0..* operationalConditions |0..* functionalFailure 1
«Situation» | «Situation» |

«Situation»

«FunctionalFailure»

Op

Figure 9.201 - FailureCondition
Attributes

environmentalConditions :

EnvironmentalCondition[0..*] (member

end of association)

operationalConditions :

OperationalCondition[0..*] (member end

of association)

externalEvents : ExternalEvent[0..*]

(member end of association)

operationalEvents : OperationalEvent[0..*]

(member end of association)

crewAwareness : Boolean

functionalFailure : FunctionalFailure[1]
(member end of association, redefines

undesiredState)

Constraints

[1] FHA
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Atmospheric/physical factors within the approved aircraft operating

envelope, relevant when evaluating the effects of a failure condition.

Example of environmental conditions include weather, HIRF, volcanic
ash...

Specific state or circumstances under which the aircraft is operated

within the approved aircraft operating envelope, relevant when

evaluating the effects of a failure condition. Example of operational
conditions include aircraft weight, center of gravity, speed...

An occurrence which has its origin distinct from the aircraft or the

system being examined, such as atmospheric conditions (e.g., wind
gusts/shear, temperature variations, icing, lightning strikes), operating
environment (e.g., runway conditions, conditions of communication,
navigation, and surveillance services), cabin and baggage fires, and
bird-strike. The term is not intended to cover sabotage. [Source: ARP
4761A]

Distinct occurrences and flight operations performed in response to

specific occurrences or failures. These events may be considered
operational events if they meet certain criteria, such as occurring at a
distinct time, having a known statistical probability or rate of
occurrence, and being infrequent or unlikely for a particular aircraft
during its service life. Examples of operational events are: rejected take-

off,

or in-flight diversion. [Source: ARP4761A].

Understanding and perception that flight crew members have regarding
a failure condition.

An occurrence which affects the operation of an aircraft, system,
equipment, item, or piece-part such that it can no longer function as

intended (this includes both loss of function and malfunction). Failure
conditions can be broadly categorized as the loss of a function or as a
malfunction. Note: Errors may cause Failures but are not considered to
be Failures. [Source: ARP 4761A]

Function: Intended behavior of an aircraft, system, equipment, or item
regardless of implementation. [Source: ARP 4761A
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IDAL

Package: FHA Library
isAbstract: No

Generalization: DAL
Description

The level of rigor of development assurance tasks performed on Item(s); e.g., IDAL is the appropriate software level in
DO-178C/ED-12C, and design assurance level in DO-254/ED-80 objectives that need to be satisfied for an item. [Source:
ARP 4761A]

paL O

T
maL O

Figure 9.202 - IDAL

Constraints
[1] FHA

OperationalEvent

Package: FHA Library
isAbstract: Yes

Generalization: AbstractEvent
Applied Stereotype: «Situation»
Description

Distinct occurrences and flight operations performed in response to specific occurrences or failures. These events may be
considered operational events if they meet certain criteria, such as occurring at a distinct time, having a known statistical
probability or rate of occurrence, and being infrequent or unlikely for a particular aircraft during its service life.
Examples of operational events are: rejected take-off, or in-flight diversion. [Source: ARP4761A].

FailureCondition

-envirenmentalConditions : EI'I-'.:iI'E;I.'IiT.'IlEI'ItEmCI'IdﬂiCI'I [0.%]
-operationalConditions : OperationalCondition [0..%]
-externalEvents : ExternalEvent [0..%]

wSituations -crewAwareness : Boolean
AbstractEvent -functionalFailure : FunctionalFailure [1}{redefines undesired=iate}
0.*
operationalEvents | 0..%
aSituations
OperationalEvent

Figure 9.203 - OperationalEvent

Constraints
[1] FHA

PartialLossOfFunction
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Package: FHA Library
isAbstract: No

Generalization: FunctionalFailure

Applied Stereotype: «FunctionalFailure»
Description

Partial losses of function are conditions where the function can still be performed but only at reduced capability (e.g.,
reduced effectiveness or with increased difficulty). [Source: ARP 4761A]

Malfunction

Package: FHA Library
isAbstract: No

Generalization: FunctionalFailure

Applied Stereotype: «FunctionalFailure»

Description

A condition where the operation of a function is different than intended, excluding the loss of function [Source: ARP
4761A]

LossOfFunction

Package: FHA Library
isAbstract: No

Generalization: FunctionalFailure

Applied Stereotype: «FunctionalFailure»

Description

Loss of function may be total or partial. Total loss of function is a condition where the function cannot be performed by
any means. [Source: ARP 4761A]

ARP 4761A FailureConditionClassification

Package: FHA Library
isAbstract: No

Applied Stereotype: «ValueType»

Description

All those planned and systematic actions used to substantiate, at an adequate level of confidence, that development errors
have been identified and corrected such that the system satisfies the applicable certification basis (derived from AC

25.1309 Draft ARSENAL revised and AMC 25.1309). [Source ARP 4761A]

Constraints

[1] FHA
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9.9.2 Methods::FHA::FHA Profile

FunctionalFailure

Package: FHA Profile
isAbstract: No

Generalization: «Situation»
Extension: Class
Description

An occurrence which affects the operation of an aircraft, system, equipment, item, or piece-part such that it can no longer
function as intended (this includes both loss of function and malfunction). Failure conditions can be broadly categorized
as the loss of a function or as a malfunction. Note: Errors may cause Failures but are not considered to be Failures.
[Source: ARP 4761A]

Function: Intended behavior of an aircraft, system, equipment, or item regardless of implementation. [Source: ARP
4761A]

«stereotype»
Situation «Metaclass»
[Class] Class

S

«stereotype»
FunctionalFailure
[Class]

Figure 9.204 - FunctionalFailure

FunctionalFailure Customization

Package: FHA Profile
isAbstract: No

Applied Stereotype: «Customization»
Description

Attributes

Traceability :

Behavior : Element[0..*]

9.10 Methods::RBD

A Reliability Block Diagram (RBD) is a graphical representation used in reliability engineering to analyze the reliability
and availability of complex systems. It is a method for assessing the performance of systems composed of multiple
components, sub-systems, or processes. In an RBD, system elements (components or groups of components defined as
an assemblies, subsystems, or other system architectural elements) are depicted as blocks, and these blocks are connected
by lines to represent how they are interconnected or dependent on each other. The goal is to evaluate the overall
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reliability and availability of the entire system by considering the reliability characteristics of each component and their
interconnections.

The method is based on IEC 61078:2016 (“Reliability block diagrams”) includes the following concepts:

e  Probability distributions, cumulative distribution functions (CDFs), probability density functions (PDFs), and
hazard functions (the exponential, Weibull, and lognormal distributions are included in the library but the
framework allows for additional distributions)

e Component reliability, failure probability, restoration completion probability, failure rate, restoration rate, mean
time to failure, and mean time to restore

e Restorable and non-restorable systems

e System reliability and availability calculations for series, parallel, homogeneous k-out-n, and heterogeneous k-
out-of-n systems

Mathematical methods for calculation of cumulative distributions functions (CDFs), probability density functions
(PDFs), hazard functions, and mean values of distributions are based on U.S. National Institute of Standards Handbook
of Engineering Statistics (see references).

9.10.1 Methods::RBD::RBD Library

AbstractReliabilitySituation

Package: RBD Library
isAbstract: Yes

Generalization: AnySituation
Applied Stereotype: «Situation»
Description

The parent situation of the RBD library. Specialization of AnySituation from Core Library.

«Situation»
AnySituation

aSituations
AbstractReliabilitySituation

pcf: F‘ru:t:ﬂt:il'rﬂfli.c. n-'npl.e. mentFunction

reliabilty - Real
failureProbability : Real

Figure 9.205 - AbstractReliabilitySituation
Attributes

reliability : Real Value property for reliability in AbstractReliabilitySituation (used to
hold result of system or component reliability in non-restorable and
restorable systems)
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failureProbability : Real Value property that is the complement of reliability

pef : ProbabilityComplementFunction Constraint property for calculating the complement of a value between 0
and 1

Restorable

Package: RBD Library
isAbstract: Yes

Generalization: AbstractReliabilitySituation

Applied Stereotype: «Situation»
Description

Specialization of AbstractReliabilitySituation for restorable systems. Parent of RestorableSystemReliabilitySituation and
RestorableComponentReliabilitySituation. Also has composition relationship (owns)
RestorableSystemReliabilitySituation to enable recursion

aSituations
AbstractReliabilitySituation

pcf: F‘rct:ﬂt:il'ri;fli.c. I‘I-‘||Z:|.E; mentFunction

reliabilty : Real
failureProbability - Real

wSituations
Restorable

availabilty - Real

Figure 9.206 - Restorable
Attributes

availability : Real Availability value property of Restorable

ComponentReliabilitySituation

Package: RBD Library
isAbstract: Yes

Generalization: AbstractReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for Components in RBDs. Specialization of AbstractReliabilitySituation and parent of
RestorableComponentReliabilitySituation, NonrestorableComponentReliabilitySituations. Owns Reliability
ParameterGroup constraint and failurerate, shape, scale, and location distribution parameters that it provides its children
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wSituations
AbstractReliabilitySituation

pcf: F‘ru:t:at:il'r.t:.-fli.c. r-npl.e. mentFunction

reliabilty - Real
failureProbability - Real

aSituations
ComponentReliabilitySituation

failureRPD * ReliabiityParameterDistribution

failureRate : Real
shape : Real
scale : Real
location : Real= 0.0

Figure 9.207 - ComponentReliabilitySituation

Attributes

failureRPD : Constraint property for expression of the reliability probability

ReliabilityParameterDistribution distribution

failureRate : Real Value property for the failure rate

shape : Real Value property for the shape parameter of the reliability probability
distribution

scale : Real Value property for the scale parameter of the reliability probability
distribution

location : Real Value property for the location parameter of the reliability probability
distribution

RestorableComponentReliabilitySituation

Package: RBD Library
isAbstract: Yes

Generalization: ComponentReliabilitySituation, Restorable

Applied Stereotype: «Situation»
Description

Situation for restorable (repairable) component RBDs. Specialization of ComponentReliabilitySituation. Owns
restorationRPG (Reliability Parameter Group) and RatioOfPartTotal (for determining availability). Value properties
include MTBF, MTTR, restoration distribution parameters (shape, scale, and location),
restorationCompletionProbability (calculated from restoration CDF) and restorationrate (calculated from restoration
hazard function, i.e., ratio of PDF to CDF)
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waituations

pcf: F'FI:tElI:ili‘l‘}"EI:I'ﬂ[:lEI'ﬂEI'ItFLII'I;:'.tiC.I'.I o

AbstractReliabilitySituation

reliability - Real '
failureProbability : Real

wSituations
ComponentReliabilitySituation

aSituations
Restorable

failureRPD * ReliabiityParameterDistribution

availa t:-ill'rt-:.r..:' I.:’\EEll

failureRate : Real
shape : Real
scale : Real
location : Real= 0.0

iy

waituations

RestorableComponentReliabilitySituation

availabilityCalc ; RaticOfPartTeTotal

restorationRPD * ReliabiltyParameterDistribution

MTEBF : time

MTTR : time
restoreCompletionProbability ; Real
restoreMonCompletionProbability - Real
restorationRate : Real
restorationShape : Real
restorationScale ; Real
restorationLocation : Real= 0.0

Figure 9.208 - RestorableComponentReliabilitySituation

Attributes

MTBF : time

MTTR : time

restorationRPD :
ReliabilityParameterDistribution
restoreCompletionProbability : Real
restoreNonCompletionProbability : Real
restorationRate : Real

restorationShape : Real

restorationScale : Real

Value property for Mean Time Between Failures (MTBF is used for
restorable systems)

Value property for Mean Time to Restoration

Constraint property for restoration probability distribution

Value property for completion probability of restoration action (the
value of the CDF for restoration at a specified time)

Value property for the complement of the restoration completion
probability

Value property for the ratio of the restoration pdf to the restoration CDF
at a specified time

Value property shape parameter of the restoration probability
distribution

Value property for the scale parameter of the restoration distribution
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restorationLocation : Real Value property for the location parameter of the restoration distribution
(value of the location parameter must be less than the specified time)

availabilityCalc : RatioOfPartToTotal Constraint property for the calculation of availability

NonRestorableComponentReliabilitySituation

Package: RBD Library
isAbstract: Yes

Generalization: ComponentReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for non-restorable component RBDs. Specialization of ComponentReliabilitySituation. Owns MTTF value
property

wSituations
ComponentReliabilitySituation

failureRPD * ReliabiityParameterDistribution

failureRate : Real
shape : Real

scale : Real
location : Real= 0.0

w3ituations

NonRestorableComponentReliabilitySituation

MTTF : time

Figure 9.209 - NonRestorableComponentReliabilitySituation
Attributes

MTTF : time Value property for the Mean Time to Failure (MTTF is used for non-
restorable components or systems)

SystemReliabilitySituation

Package: RBD Library
isAbstract: Yes

Generalization: AbstractReliabilitySituation, Scenario

Applied Stereotype: «Situation»
Description

The parent situation for calculating a system reliability or availability. Specialization of AbstractReliabilitySituation.
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aStuations  |zcenarioStep

AnySituation b
0.1
wSituations wSituations
AbstractReliabilitySituation b Scenario
”.'.'".'.":'".'.' ) 0.*
pcf : ProbabiltyComplementFunction fredefines scenarioStep) iy
reliabilty : Real
failureProbability - Real
eSituations fredefines
SystemReliabilitySituation 0.1
Figure 9.210 - SystemReliabilitySituation
Attributes
b : AbstractReliabilitySituation[0..*] Part property of SystemReliabilitySituation of type Restorable (see
(member end of association, redefines Restorable situation)

scenarioStep)

RestorableSystemReliabilitySituation

Package: RBD Library
isAbstract: Yes

Generalization: Restorable, SystemReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for Restorable Systems. Specialization of SystemReliabilitySituation and part of Restorable Situation
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wituations

pcf: F‘rct:at:il'rt:.flicmplementFuncti.c.n -

AbstractReliabilitySituation redefines scenarioStep]

rb
0.*

reliability . Real
failureProbability - Real

aSituations

Restorable b

. ...:' LEE |:|__*
a'.fallazlrt:.r. Real rredefines )

wSituations ) i )
SystemReliabilitySituation | Bd8fnes}

0.1

{redefines }
0.1

x3ituations

RestorableSystemReliabilitySituation

Figure 9.211 - RestorableSystemReliabilitySituation

Attributes

rb : Restorable[0..*] (member end of
association, redefines rb)
InSeries

Package: RBD Library
isAbstract: Yes

Part property of RestorableSystemReliabilitySituation of type
Restorable (see Restorable situation)

Generalization: SystemReliabilitySituation

Applied Stereotype: «Situation»

Description

Situation for calculation of reliability or availability for series systems. Specialization of SystemReliabilitySituation.

Owns InSeries constraint block.
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wSituations
SystemReliabilitySituation

T

aSituations
InSeries

rc : InSeriesCalculation

Figure 9.212 - InSeries
Attributes

rc : InSeriesCalculation Constraint property for series reliability calculation

RestorablelnSeries

Package: RBD Library
isAbstract: Yes

Generalization: InSeries, RestorableSystemReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for calculation of availability for restorable series systems. Specialization of SystemReliabilitySituation and
the InSeries situation. Owns InSeries constraint block.

wSituations wSituations
RestorableSystemReliabilitySituation InSeries

rc . InSeriesCalculation

T

wSituations
RestorablelnSeries

ac : InSeriesCalculation

Figure 9.213 - RestorablelnSeries
Attributes

ac : InSeriesCalculation Constraint property for availability

InParallel

Package: RBD Library
isAbstract: Yes

Generalization: SystemReliabilitySituation

Applied Stereotype: «Situation»

Description
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Situation for calculation of reliability or availability for parallel systems. Specialization of SystemReliabilitySituation.
Owns InParallel constraint block.

«Situations
SystemReliabilitySituation

T

aSituations
inParaliel

rc:: InParallelCalculation

Figure 9.214 - InParallel
Attributes

rc : InParallelCalculation Constraint property for availability

RestorablelnParallel

Package: RBD Library
isAbstract: Yes

Generalization: InParallel, RestorableSystemReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for calculation of availability for restorable parallel systems. Specialization of
RestorableSystemReliabilitySituation and InParallel situation. Owns InParallel constraint block.

wSituations wSituations
RestorableSystemReliabilitySituation InParallel

rc : InParallelCalculation

T

w3ituations
RestorablefnParallel

ac : InParallelCalculation

Figure 9.215 - RestorablelnParallel
Attributes

ac : InParallelCalculation Constraint property for availability

HomogeneousKofN

Package: RBD Library
isAbstract: Yes

Generalization: SystemReliabilitySituation

142 Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



Applied Stereotype: «Situation»
Description

Situation for calculation of reliability or availablity for Homogenerous K out of N systems. Specialization of
SystemReliabilitySituation. Owns HomogenousKofN constraint block.

wSituations
SystemReliabilitySituation

T

sSituations
HomogeneousKofN

rc: Hcmcg&ﬁéc.ﬁs-t(ﬁ.fr-itﬂIculﬂticn

k: Integer .
n : Integer

Figure 9.216 - HomogeneousKofN

Attributes

rc : HomogeneousKofNCalculation Constraint propertyfor series reliability calculation

k : Integer Value property for number of items needed for operation

n : Integer Value property for Number of items installed or ready at start of

operation

RestorableHomogeneousKofN

Package: RBD Library
isAbstract: Yes

Generalization: HomogeneousKofN, RestorableSystemReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for calculation of availability for Homogeneous K out of N systems. Specialization of
RestorableSystemReliabilitySituation and the InSeries situation. Owns KofN constraint block.
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wSituations wSituations
RestorableSystemReliabilitySituation HomogeneousKoflN

rc: HcmcgEl"n'sc'l.is-}(é.fr-ll:alculaticn
k : Integer
n: Integer

]

wSituations
RestorableHomogeneousKofN

ac: HcmcgEnEu:uchfr-lI:aIculat'i;:n.. o

Figure 9.217 - RestorableHomogeneousKofN
Attributes

ac : HomogeneousKofNCalculation Constraint property for availability

HeterogenerousKofN

Package: RBD Library
isAbstract: Yes

Generalization: SystemReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for calculation of reliability or availability for Heterogenerous K out of N systems. Specialization of
SystemReliabilitySituation. Owns HeterogenousKofN constraint block.

aSituations
SystemReliabilitySituation

T

wSituations
HeterogenerousKofN

rc: Hete rcgeﬁ'ec'l'.lé}{;:'fr-llialcu lation

k: Integer

Figure 9.218 - HeterogenerousKofN

Attributes
rc : HeterogeneousKofNCalculation Constraint property for series reliability calculation
k : Integer Number of items needed for operation

RestorableHeterogeneousKofN

Package: RBD Library
isAbstract: Yes
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Generalization: HeterogenerousKofN, RestorableSystemReliabilitySituation

Applied Stereotype: «Situation»
Description

Situation for calculation of availability for Heterogeneous K out of N systems. Specialization of
RestorableSystemReliabilitySituation and the InSeries situation. Owns HeterogenousKofN constraint block.

aSituations aSituations
RestorableSystemReliabilitySituation HeterogenerousKofN

rc: Hete rI:gEi'I.EIL:I..IéK;:.fHEEICU lation
k : Integer

T

wSituation»
RestorableHeterogeneousKoflN

ac: Hetercgenecuchﬂ-lEaIc:uléficﬁ. o

Figure 9.219 - RestorableHeterogeneousKofN
Attributes

ac : HeterogeneousKofNCalculation Constraint property for availability

9.10.2 Methods::RBD::RBD Library::ConstraintBlocks
9.10.2.1 Methods::RBD::RBD Library::ConstraintBlocks::Probability

OneVariableFunction

Package: Probability
isAbstract: Yes

Applied Stereotype: «ConstraintBlock»
Description

This is an abstract constraint block which defines an input and an output for a constraint expression which has a single
input and output

wconstraints
OneVariableFunction

A REﬂI"
v : Real

Figure 9.220 — OneVariableFunction
Attributes

x : Real The input parameter
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y : Real The output parameter

ProbabilityComplementFunction

Package: Probability
isAbstract: No

Generalization: OneVariableFunction

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the complement (i.e., 1 - ) the input and is used for converting behind reliability and
failure probability or between restoration completion success probability and restoration completion failure probability

wconstraints
OneVariableFunction

F.ZREEH”
vy : Real

wconstraints
ProbabilityComplementFunction

fv="1.0-x}

Figure 9.221 — ProbabilityComplementFunction

Constraints
(1] y=1.0-x

ReciprocalFunction

Package: Probability
isAbstract: No

Generalization: OneVariableFunction

Applied Stereotype: «ConstraintBlock»
Description

Provides the reciprocal of the input

146 Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



wconstraints
OneVariableFunction

:{ZREEH”
v . Real

sconstraints
ReciprocalFunction

{Y=1D;}" SUNLS

Figure 9.222 — ReciprocalFunction
Constraints
(1] y=1.0/x

RatioOfPartToTotal

Package: Probability
isAbstract: No

Applied Stereotype: «ConstraintBlock»
Description

A constraint expression to calculate the proportion of one value to its sum (e.g., availability = MTBF/(MTBF+MTTR))

wconstraints
RatioOfPartToTotal

{ratio =x-'(x+',r;}

x: REEI- o
v . Real
ratio : Real

Figure 9.223 — RationOfPartToTotal

Attributes

x : Real The numerator
y : Real The other value
ratio : Real =x/(x+y)
Constraints

[1] ratio = X/(x+y)

ProbabilityDensityFunction

Package: Probability
isAbstract: Yes
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Applied Stereotype: «ConstraintBlock»
Description

This is an abstract constraint block which defines 3 inputs (shape, scale, and location) and one output for a probability
density function

wconstraints
ProbabilityDensityFunction

time : time{guantityKind = time]
shape : Real

scale : Real

location ; time{guantityKind = time]
probabilityDensity - Real

Figure 9.224 — ProbabilityDensityFunction

Attributes

time : time The specified operating (exposure) time

shape : Real the shape parameter of a probability distribution (see NIST/Sematech
Engineering Statistics Handbook, section 8.1.6)
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

scale : Real the scale parameter of a probability distribution (see NIST/Sematech
Engineering Statistics Handbook, section 8.1.6)
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

location : time the location parameter of a probability distribution (see NIST/Sematech
Engineering Statistics Handbook, section 8.1.6)
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

probabilityDensity : Real The output parameter providing the value of the probability density

function at the specified operating time

ExponentialProbabilityDensityFunction

Package: Probability
isAbstract: No

Generalization: ProbabilityDensityFunction

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the camulative distribution (CDF) for function for the exponential distribution.
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swconstraints

ProbabilityDensityFunction

time : time{guantityKind = time}

shape : Real
scale : Real

location : time{guantitykind = time]
probabilityDensity © Real

ExponentialProbabilityDensityFunction

swconstraints

sprobabilityDensity = scale*Math pow(Math E, -1.0%zcale*(time-location )}

Figure 9.225 — ExponentialProbabilityDensityFunction

Constraints

[1]

probabilityDensity = scale*Math.pow(Math.E, -1.0*scale*(time-location))

WeibullProbabilityDensityFunction

Package: Probability
isAbstract: No

Generalization: ProbabilityDensityFunction

Applied Stereotype: «ConstraintBlock»

Description

This constraint block calculates the probability density function (PDF) for function for the Weibull distribution.

swconstraints

shape : Real
scale : Real
location ; time{guantityk
probabilityDensity - Real

ProbabilityDensityFunction

time : time{guantityKind = time]

= o

wconstraints
WeibullProbabilityDensityFunction

fprobabilityDencity = Math.pow(Math.E, -1.0 * Math. pow((time-location fscale, shape)):

Figure 9.226 — Weibul

Constraints

IProbabilityDensityFunction
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[1] probabilityDencity = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale,
shape))

LognormalProbabilityDensityFunction

Package: Probability
isAbstract: No

Generalization: ProbabilityDensityFunction

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the probability density function (PDF) for function for the lognormal distribution.

wconstraints
ProbabilityDensityFunction

time : time{guantityKind = time]
shape : Real

scale : Real

Incation : time{guantitykind = time]
probabiltyDensity : Real

wconstraints
LognormalProbabilityDensityFunction

fprobabiltyDensity = Math.pow (Math.E, -1.0 * Math. pow((time-location s cale, shape))}

Figure 9.227 — LognormalProbabilityDensityFunction
Constraints

[1] probabilityDensity = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale,
shape))

CumulativeDistributionFunction

Package: Probability

isAbstract: Yes

Applied Stereotype: «ConstraintBlock»

Description

This abstract constraint block defines the parameters and is the parent of specific cumulative distribution constraint
blocks (exponential, Weibull, lognormal, etc.). The parameters include the shape, scale, and location parameters of the
distribution, the time at which the value is to be evaluated, and the resultant probability (an output result). This
probability is defined for the reliability distribution. Note that the cumulative is for the reliability distribution, which is
often the complement of the distribution used by other software tools (e.g., Excel or R)
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swconstraints
CumulativeDistributionFunction

time : time{guantityKind = time]
shape : Real

scale : Real

location : Real

probability - Real

Figure 9.228 — CumulativeDistributionFunction

Attributes

time : time The time at which the CDF is evaluated. If a location parameter is used,
then the value of time must be greater than the value of the location
parameter

shape : Real The shape parameter for the CDF

scale : Real The scale parameter for the CDF

location : Real The location parameter (in units of time) for the CDF

probability : Real The output probability calculated by the CDF

Exponential CumulativeDistributionFunction

Package: Probability
isAbstract: No

Generalization: CumulativeDistributionFunction

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the cumulative distribution (CDF) for function for the exponential distribution. See
Cumulative Distribution Function constraint block note explaining how the CDF is defined.

sconstraints
CumulativeDistributionFunction

time : time{gua
shape : Real
scale : Real
location : Real
probability - Real

wconstraints
ExponentialCumulativeDistributionFunction

fprobability = Math.pow (Math E, -1.0%scale®(time-location )}

Figure 9.229 — ExponentialCumulativeDistributionFunction

Constraints
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[1] probability = Math.pow(Math.E, -1.0*scale*(time-location))

WeibullCumulativeDistributionFunction

Package: Probability
isAbstract: No

Generalization: CumulativeDistributionFunction

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the cumulative distribution (CDF) for function for the Weibull distribution. See
Cumulative Distribution Function constraint block note explaining how the CDF is defined.

wconstraints
CumulativeDistributionFunction

time : time{guantitykind = time}
shape : Real

scale : Real

Incation : Real

probability ; Real

wconstraints
WeibullCumulativeDistributionFunction

fprobability = Math.pow (Math.E, -1.0 * Math. pow({(time-location Jscale, shape))}

Figure 9.230 — WeibullCumulativeDistributionFunction

Constraints
[1] probability = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale, shape))

LognormalCumulativeDistributionFunction

Package: Probability
isAbstract: No

Generalization: CumulativeDistributionFunction

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the cumulative distribution (CDF) for function for the lognormal distribution. See
Cumulative Distribution Function constraint block note explaining how the CDF is defined.
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«constraint»
CumulativeDistributionFunction

parameters
time : time{quantityKind = time}
shape : Real
scale : Real
location : Real
probability : Real

«constraint»
LognormalCumulative DistributionFunction

constraints

{probability = Math.pow (Math.E, -1.0 * Math.pow ((time-location)/scale, shape))}

Figure 9.231 — LognormalCumulativeDistributionFunction
Constraints
[1] probability = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale, shape))

MeanFunction

Package: Probability

isAbstract: Yes

Applied Stereotype: «ConstraintBlock»

Description

This abstract constraint blocks defines the input and output parameters for calculating the mean and is the parent of
specific cumulative distribution constraint blocks (exponential, Weibull, lognormal, etc.). The parameters include the
shape, scale, and location parameters of the distribution, the time at which the value is to be evaluated, and the resultant
probability (an output result). The mean is defined for the reliability distribution.

wconstraints
MeanFunction

time : time{guantitykind
shape : Real

scale : Real

location : Real
meanTimeToEvent : time{guantityKind = time]

Figure 9.232 — MeanFunction

Attributes

time : time The time at which the mean function is evaluated. If a location
parameter is used, then the value of time must be greater than the value
of the location parameter

shape : Real The shape parameter for the probability distribution for which the mean

is being calculated
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scale : Real The scale parameter of the probability distribution function for which
the mean is being calculated

location : Real The location parameter of the probability distribution function for which
the mean is being calculated

meanTimeToEvent : time The output of the mean function

ExponentialMeanFunction

Package: Probability
isAbstract: No

Generalization: MeanFunction
Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the mean of the exponential function (i.e., MTBF or MTTR). Note that for the
exponential function, the mean is equivalent to the reciprocal of the hazard function.

aconstraints
MeanFunction

time : time{guantityKind = time]

shape : Real

scale : Real

location : Real

meanTimeToEvent : time{guantityKind = time]

«constraints
ExponentialMeanFunction

{mea nTime‘i’ﬁ E".'fe-nt”= 1.04scale}

Figure 9.233 — ExponentialMeanFunction
Constraints

[1] meanTimeToEvent = 1.0/scale

WeibullMeanFunction

Package: Probability
isAbstract: No

Generalization: MeanFunction
Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates the mean of the Webiull distribution (i.e., MTBF or MTTR). Note that for the
exponential function, the mean is equivalent to the reciprocal of the hazard function.
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xwconstraints
MeanFunction

shape : Real
scale : Real
location ; Real

time : time{guant :;. Kind = ti

meanTimeToEvent : time{guantitvKind = time]

swconstraints
WeibullMeanFunction

{meanTimeToEvent = r.1ath.pm-.'|:r.'lath.E.' ;1 EI* r.'1'ath.puw((time—luu:atiun}a’su:al&. shape})}

Figure 9.234 — WeibullMeanFunction

Constraints

[1]

meanTimeToEvent = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale,

shape))

LognormalMeanFunction

Package: Probability
isAbstract: No

Generalization: MeanFunction

Applied Stereotype: «ConstraintBlock»

Description

This constraint block calculates the mean of the lognormal function (i.e., MTBF or MTTR). Note that for the
exponential function, the mean is equivalent to the reciprocal of the hazard function.

xwconstraints
MeanFunction

shape : Real
scale : Real
location ; Real

time : time{guantitykind

meanTimeToEvent : time{guantitvKind = time]

wconstraints
LognormalMeanFunction

{meanTimeToEvent = r.1ath.pm-.'|:r.'lath.E.' ;1 EI* r.'1'ath.puw((time—luu:atiun}a’su:al&. shape})}

Figure 9.235 - LognormalMeanFunction
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Constraints

[1] meanTimeToEvent = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale,
shape))

HazardFunction

Package: Probability
isAbstract: Yes

Applied Stereotype: «ConstraintBlock»
Description

This abstract constraint block defines the parameters used in the hazard function. The hazard function is the ratio of the
probability density function and the cumulative distribution function

sconstraints
HazardFunction

time : time{:
shape : Real
scale : Real
location ; Real
eventRate : Real

Figure 9.236 — HazardFunction

Attributes

time : time The time at which the hazard function is being evaluated

shape : Real The shape parameter for the hazard for which the hazard is being
calculated

scale : Real The scale parameter for the hazard function for which the sis being
calculated

location : Real The location parameter for the hazard function for which the sis being
calculated

eventRate : Real The output of the hazard distribution function

ExponentialHazardFunction

Package: Probability
isAbstract: No

Generalization: HazardFunction, MeanFunction

Applied Stereotype: «ConstraintBlock»
Description
This is the constraint block is a specialization of the hazard function constraint block and calculates the hazard function

(failure rate) for the exponential distribution. Note that for the exponential distribution, the hazard function is a constant
over time.
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swconstraints
HazardFunction

time : time{guantityKind = time]
shape : Real

scale : Real

location ; Real

eventRate : Real

wconstraints
ExponentialHazardFunction

{&'.fentF‘.ate' - é;:;alal}'

Figure 9.237 — ExponentialHazardFunction
Constraints

[1] eventRate = scale

WeibullHazardFunction

Package: Probability
isAbstract: No

Generalization: HazardFunction, MeanFunction

Applied Stereotype: «ConstraintBlock»
Description

This is the constraint block is a specialization of the hazard function constraint block and calculates the hazard function
(failure rate) for the Weibull distribution. .

swconstraints

HazardFunction
time timEj.::.:. /u = time;}
shape : Real
scale : Real
location ; Real

eventRate : Real

swconstraints
WeibullHazardFunction

{eventRate = Math.pow{Math.E, -1.I.ZI.’t 'r.;laith'.'puw((time—luu:atiun}a’su:al&. shape})}

Figure 9.238 — WeibullHazardFunction
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Constraints
[1] eventRate = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale, shape))

LognormalHazardFunction

Package: Probability
isAbstract: No

Generalization: HazardFunction, MeanFunction

Applied Stereotype: «ConstraintBlock»
Description

This is the constraint block is a specialization of the hazard function constraint block and calculates the hazard function
(failure rate) for the lognormal distribution. .

wconstraints
HazardFunction

time : time{guantityi
shape : Real

scale : Real
location : Real
eventRate . Real

wconstraints
LognormalHazardFunction

{eventRate = Math.pow{Math.E, -1.I.ZI-’t .r.;léth...puw((time—luc:atiun}a‘sc:ale. shape})};

Figure 9.239 - LognormalHazardFunction
Constraints
[1] eventRate = Math.pow(Math.E, -1.0 * Math.pow((time-location)/scale, shape))

ReliabilityParameterDistribution
Package: Probability

isAbstract: Yes

Applied Stereotype: «ConstraintBlock»

Description

This constraint block is the parent of probability distributions and parameters. It owns the pdf, cdf, mean, hazard
function, and complement constraint blocks. The parameters inherited by the children disributions include shape, scale,
location, the instantaneous probability density value, probability value, complement value (e.g., failure probability from
reliability), mean time to event (e.g., mean time between failures or mean time to failure), and event rate (e.g., failure
rate). It also includes a time parameter which is the argument for the other parameters
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wconstraints

ReliabilityParameterDistribution

pdf : ProbabilityDensityFunction
cdf : CumulativeDistributionFunction
mean . MeanFunction
hazardFunction ; HazardFunction

complement : ProbabilityComplementFunction

time : time{guantityi
shape : Real

scale : Real

location ; Real
probabilityDensity © Real
probability ; Real
probabilityComplement : Real

eventRate : Real

meanTimeToEvent ; time{guantityKind = time]

1=

Figure 9.240 - ReliabilityParameterDistribution

Attributes
time : time

shape : Real

scale : Real

location : Real

probabilityDensity : Real

probability : Real

pdf : ProbabilityDensityFunction

cdf : CumulativeDistributionFunction
mean : MeanFunction

hazardFunction : HazardFunction

complement :
ProbabilityComplementFunction

probabilityComplement : Real
meanTimeToEvent : time
eventRate : Real

ExponentialDistribution

Package: Probability
isAbstract: No

The time at which the probability function is to be evaluated. Time
must be greater than the location value

The shape parameter of the distribution

The scale parameter of the distribution

The location parameter of the distribution

The value of the probability density function at a specified time

The probability (i.e., value of the CDF) at a specified time

The constraint expression of the probability density function

The constraint expression for the cumulative density function

The constraint expression for the mean of the CDF

The constraint expression for the hazard function (ratio of PDF to CDF)

A general expression to take the complement (i.e., 1-value).

A general expression to take the complement of the probability (i.e., 1-
value). The value for which the complement is calculated must be less
than 1

The constraint expression to calculate the mean of the probability
distribution

The constraint expression for determining the event rate (e.g., failure
rate or repair rate) of the probability distribution

Generalization: ReliabilityParameterDistribution

Applied Stereotype: «ConstraintBlock»

Description
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This constraint block calculates owns 4 lower level constraint blocks for calculating the values of the cumulative,
density, and hazard functions, as well as the mean for the exponential distribution. Note that for the exponential
distribuhtion function, only scale and location parameters are defined

sconstraints
ReliabilityParameterDistribution

pdf : ProbabilityDensityFunction

cdf : CumulativeDistributionFunction

mean . MeanFunction

hazardFunction : HazardFunction
complement . ProbabilityComplementFunction

time ; time{guantityi
shape : Real
scale : Real
location : Real
probabilityDensity © Real

probability © Real

probability Complement : Real
meanTimeToEvent : time{guantitvkind = time]
eventRate : Real

«constraints
ExponentialDistribution

pdf : Ej-l[:EI'IEI'ItiElF'FEbﬂtilh’EEnE-i‘l:}’IELII-'IE{i-EI'I:"ES"""' 5 pdf]
cdf : ExponentialCurmulativeDistribution Functionr =
mean : ExponentialMeanFunction{redefines me

hazardFunction : ExponentialHazardFunction{redefines hazar

Figure 9.241 — ExponentialDistribution

Attributes

pdf :

ExponentialProbabilityDensityFunction,

redefines pdf
cdf :

Exponential CumulativeDistributionFunction,

redefines cdf

mean : ExponentialMeanFunction, redefines

mean

hazardFunction :

ExponentialHazardFunction, redefines

hazardFunction

WeibullDistribution

Package: Probability
isAbstract: No

160

The PDF for the exponential distribution defined in the
NIST/Sematech Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm
The CDF for the exponential distribution defined in the
NIST/Sematech Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm
The mean for the exponential distribution defined in the
NIST/Sematech Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm
The hazard function for the exponential distribution defined in the
NIST/Sematech Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



Generalization: ReliabilityParameterDistribution

Applied Stereotype: «ConstraintBlock»
Description

This constraint block calculates owns 4 lower level constraint blocks for calculating the values of the cumulative,
density, and hazard functions, as well as the mean for the Weibull distribution.

wconstraints
ReliabilityParameterDistribution

pdf : ProbabilityDensityFunction

cdf : CumulativeDistributionFunction

mean . MeanFunction

hazardFunction : HazardFunction
complement : ProbabilityComplementFunction

time ; time{guantityKind = time}

shape : Real

scale : Real

location : Real

probabilityDensity : Real

probability © Real

probability Complement : Real
meanTimeToEvent : time{guantityKind = time;
eventRate : Real

wconstraints
WeibullDistribution

pdf ; WeibullProbabilitvDensityFunction{redefines p
cdf : WeibullCumulativeDistributionFunction{redef

mean . WeibullMeanFunction{redefines me
hazardFunction : WeibullHazardFunction{redefines hazardFunct

(=]
=)

Figure 9.242 — WeibullDistribution

Attributes

pdf : WeibullProbabilityDensityFunction, The PDF for the Weibull distribution defined in the NIST/Sematech

redefines pdf Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

cdf : The PDF for the Weibull distribution defined in the NIST/Sematech

WeibullCumulativeDistributionFunction,  Engineering Statistics Handbook, section 8.1.6,

redefines cdf https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

mean : WeibullMeanFunction, redefines The mean for the Weibull distribution defined in the NIST/Sematech

mean Engineering Statistics Handbook, section 8.1.6,

https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

hazardFunction : WeibullHazardFunction, The hazard function for the Weibull distribution defined in the
redefines hazardFunction NIST/Sematech Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm
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LognormalDistribution

Package: Probability
isAbstract: No

Generalization: ReliabilityParameterDistribution

Applied Stereotype: «ConstraintBlock»

Description

This constraint block calculates owns 4 lower level constraint blocks for calculating the values of the cumulative,
density, and hazard functions, as well as the mean for the lognormal distribution.

sconstraints
ReliabilityParameterDistribution

pdf : ProbabilityDensityFunction

cdf : CumulativeDistributionFunction

mean . MeanFunction

hazardFunction : HazardFunction
complement . ProbabilityComplementFunction

time ; time{guantityKind = time]

shape : Real

scale : Real

location : Real

probabilityDensity © Real

probability © Real

probability Complement : Real
meanTimeToEvent : time{guantitvkind = time]
eventRate : Real

«constraints

LognormalDistribution

cdf : LognormalCumulativeDistributionFunction
mean : LegnormalMeanFunction{redefines me
hazardFunction : LegnormalHazardFunction{re

pdf : LEQI‘IEFITIEI|F'rl:|:ﬂt:ili‘l‘}‘[:&l‘l&i‘l;}.‘Fl:l.l'l-E'ti;:-n {redefine

Figure 9.243 — LognormalDistribution
Attributes

pdf :
LognormalProbabilityDensityFunction,
redefines pdf

cdf :
LognormalCumulativeDistributionFunction,
redefines cdf

mean : LognormalMeanFunction, redefines
mean
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The PDF for the lognroml distribution defined in the NIST/Sematech
Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

The CDF for the lognormal distribution defined in the NIST/Sematech
Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm

The mean for the lognormal distribution defined in the NIST/Sematech
Engineering Statistics Handbook, section 8.1.6,
https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm
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hazardFunction : The hazard function for the lognormal distribution defined in the

LognormalHazardFunction, redefines NIST/Sematech Engineering Statistics Handbook, section 8.1.6,
hazardFunction https://www.itl.nist.gov/div898/handbook/apr/section1/apr16.htm
9.10.2.2 Methods::RBD::RBD Library::ConstraintBlocks::SystemBlocks

InSeriesCalculation

Package: SystemBlocks
isAbstract: No

Applied Stereotype: «ConstraintBlock»
Description

Constraint block for calculation of series system reliability or availability

«constraints
InSeriesCalculation

{if (input &8 tinput.iSEmpty(}) {
:I output = 1.0; |: output

H

for (var i = input.iterator(); i.hasMext();) {

output = i.next} * output;
Hy

input [0..%]

input - Real [0.9]
output : Real

Figure 9.244 — InseriesCalculation

Attributes
input : Real[0..*] Probabilities (reliablity or availability) of input components
output : Real Series system reliability or availability
Constraints
[1] if (input && linput.isEmpty()) {
output = 1.0;
}

for (var i = input.iterator(); i.hasNext();) {
output = i.next() * output;

}

InParallelCalculation

Package: SystemBlocks
isAbstract: No

Applied Stereotype: «ConstraintBlock»
Description

Constraint block for calculation of parallel system reliability or availability
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swconstraints

InParallelCalculation

input [0..%] :I output = 1.0,
H

H
cutput = 1.0 - output}

{if (input && linput isEmpty(}) {

for (var i = input.iterator(); i.hasMext(};) {
output = (1.0 - i.next(}) * cutput;

output [1]
[]

input : Real [0.5]
output : Real [1]

Figure 9.245 — InparalllelCalculation

Attributes

input : Real[0..*]
output : Real[1]

Reliability or availability of components

Reliability or availability of system

Constraints

[1] if (input && linput.isEmpty()) {
output = 1.0;
1

for (var i = input.iterator(); i.hasNext();) {

output = (1.0 - i.next()) * output;

}

output = 1.0 - output;

HomogeneousKofNCalculation

Package: SystemBlocks
isAbstract: No

Applied Stereotype: «ConstraintBlock»

Description

Constraint block for calculation of k out of n system reliability or availability

164
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sconstraints
HomogeneousKofNCalculation
. function factorial (n}
input [1] :l{if (n <2) (A u output [1]
return 1;
return factorial{n-1)*n;
H
function C_k_of_n (k, n}{
k1] :|} return (factorial{n}/factorial(k) )y factorial{n-k};
var R = input;
var result = 0.0;
n 1] for (vari=k; i==n; ++i) {
:' result += C_k_of_n(i, n} * Math.pow (R, i} * Math.pow(1.0-R, n-i};

H

output = result}

input - Real [1] '

putput : Real [1]

k : Integer [1]

n : Integer [1]
Figure 9.246 - HomogeneousKofNCalculation
Attributes
input : Real[1] Reliability or availability of components (all components must have

equal reliability or availability)
output : Real[1] k out of n system reliability or availability
k : Integer[1] Number of components or channels needed for system to operate
n : Integer[1] Number of components installed in system
Constraints
[1] function factorial (n) {
if (n <2)
return 1;

return factorial(n-1)*n;

}

function C_k_of_n (k, n) {

return (factorial(n)/factorial(k))/factorial(n-k);

}

var R = input;

var result = 0.0;

for (vari=Xk; i <=n; ++i) {

result += C_k_of_n(i, n) * Math.pow(R, i) * Math.pow(1.0-R, n-i);
}

output = result;
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HeterogeneousKofNCalculation

Package: SystemBlocks
isAbstract: No

Applied Stereotype: «ConstraintBlock»
Description

Constraint block for calculation of k out of n system reliability or availability where components have different
reliabilities or availabilities

wconstraints
HeterogeneousKofNCalculation

function getCombinations{array, min}
input [0..%] { var res_g= [l; ‘ Y " EUUtpUt [1]
:I function iter(i, temp, count) {
if (i === array.length} {
if (count == min} {
res.push(temp);

:I ietu rn;
i

iter(i + 1, temp.concat{array[i]}, count + 1};
iter(i + 1, temp.concat(1.0 - array([i]}, count};

H

iter(0, [, 0%
return res;

k[1]

¥

function and{arrayQfProbabilities) {
var output = 1.0,
for {i=0; i< arrayOfProbabilties. length; i++) {
output = arrayOfProbabilties[i] * output;

return output;

¥

function sumiarrayOfProbabilities) {
var output = 0.0;
for {i=0; i = arrayOfProbabilities. length; i++) {
output = cutput + arrayQfProbabilties[i];

return output;

¥

var allCoembinations = getCombinations(input.teArray(), ki,
var andsAarray = [J;

for (j= 0; j = allCombinaticns. length; j++) {
andsArray. pushiand(alCombinations[]}};
H

output = sum(andsArray)}

input : Real [0..7]
output : Real [1]
k : Integer [1]

Figure 9.247 — HeterogeneousKofNCalculation
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Attributes
input : Real[0..*]
output : Real[1]

k : Integer[1]
Constraints

[1]

Reliability or availability of components (components do not necessarily
have equal reliability or availability)

Reliability or availability of system

Number of components or channels needed for system to operate

function getCombinations(array, min) {
var res = [];

function iter(i, temp, count) {

if (i === array.length) {

if (count >= min) {

res.push(temp);

}

return;

}

iter(i + 1, temp.concat(array[i]), count + 1);
iter(i + 1, temp.concat(1.0 - array[i]), count);

}

iter(0, [1, 0);
return res;

}

function and(arrayOfProbabilities) {

var output = 1.0;

for (i = 0; i < arrayOfProbabilities.length; i++) {
output = arrayOfProbabilities[i] * output;

}

return output;

}

function sum(arrayOfProbabilities) {

var output = 0.0;

for (i = 0; i < arrayOfProbabilities.length; i++) {
output = output + arrayOfProbabilities[i];

}

return output;

}

var allCombinations = getCombinations(input.toArray(), k);

var andsArray = [];
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for (j = 0; j < allCombinations.length; j++) {
andsArray.push(and(allCombinations[j]));

}

output = sum(andsArray);

9.10.3 Methods::RBD::RBD Profile

ReliabilitySituation

Package: RBD Profile
isAbstract: Yes

Generalization: Situation
Extension: Class

Description

A marker stereotype for all reliability situations. See AbstractReliabilitySituation library class for definition.

wstereotypes
Situation
[Class]

|

«stereotypes
ReliabilitySituation
[Class]

Figure 9.248 — ReliabilitySituation

Restorable

Package: RBD Profile
isAbstract: No

Extension: Class
Description

A mixin stereotype for all restorable reliability situations - both component and system. See Restorable library class for
definition.

xstersotypes
Restorable
[Clazs]

Figure 9.249 — Restorable

Constraints
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[1] RestorableIsRestorable  self.base_Class->asSet()->closure(general).name->includes('Restorable’)

ComponentReliability

Package: RBD Profile
isAbstract: No

Generalization: ReliabilitySituation

Extension: Class
Description

A marker stereotype for non-composite reliability situations. See ComponentReliabilitySituation library class for
definition.

«stersotypes
ReliabilitySituation
[Class]

T

wsterentypes
ComponentReliability
[Clasz]

Figure 9.250 —ReliabilitySituation
Constraints

[1] self.base_Class->asSet()->closure(general).name-
ComponentReliabilityIsComponentReliabilitySituation >includes('ComponentReliabilitySituation')

SystemReliability

Package: RBD Profile
isAbstract: Yes

Generalization: ReliabilitySituation

Extension: Class

Description

A marker stereotype for composite reliability situations. See SystemReliabilitySituation library class for definition.

wstereotypes
ReliabilitySituation
[Clazs]

|

«stereotypes
SystemReliability
[Class]

Figure 9.251 —-SystemReliability
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InSeries

Package: RBD Profile
isAbstract: No

Generalization: SystemReliability
Extension: Class

Description

A marker stereotype for in-series composite reliability situations. See InSeries library class for definition.

wstereotypes
SystemReliability
[Clazs]

|

sstersotypes
InSeries
[Clazz]

Figure 9.252 — InSeries
Constraints
[1] InSeriesIsInSeries self.base_Class->asSet()->closure(general).name->includes('InSeries")

InParallel

Package: RBD Profile
isAbstract: No

Generalization: SystemReliability
Extension: Class

Description

A marker stereotype for in-parallel composite reliability situations. See InParallel library class for definition.

wstereotypes
SystemReliability
[Clazs]

|

wstereotypes
InParallel
[Class]

Figure 9.253 — InParallel
Constraints

[1] InParallellsInParallel self.base_Class->asSet()->closure(general).name->includes('InParallel’)
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HomogeneousKofN

Package: RBD Profile
isAbstract: No

Generalization: SystemReliability
Extension: Class

Description

A marker stereotype for homogeneous k-of-n composite reliability situations. See HomogeneousKofN library class for definition.

wstereotypes
SystemReliability
[Clazs]

|

wstereotypes
HomogeneousKofN
[Class]

Figure 9.254 - HomogeneousKofN
Constraints

[1] self.base_Class->asSet()->closure(general).name-
HomogeneousKofNIsHomogeneousKofN >includes('HomogeneousKofN')

HeterogeneousKofN

Package: RBD Profile
isAbstract: No

Generalization: SystemReliability
Extension: Class
Description

A marker stereotype for heterogeneous k-of-n composite reliability situations. See HeterogenerousKofN library class for
definition.

wstereotypes
SystemReliability
[Clazs]

T

wstereotypes
HeterogeneouskKofN
[Class]

Figure 9.255 — HeterogeneousKofN

Constraints
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[1] self.base_Class->asSet()->closure(general).name-
HeterogeneousKofNIsHeterogeneousKofN >includes('HeterogeneousKofN')
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10. Views

10.1 Core

10.1.1 Core::Core Library
View Core::Core Library::Core Library

— to
wSituations
. . * .
AnySituation 0. Causzality
fram
0.
Figure 10.1 — Core Library
Elements
e  AnySituation
e Causality
10.1.2 Core::Core Profile
View Core::Core Profile::CoreProfile
sstereotypes
Block
[Clagg] -
wstereotypes From SyshL
Situation P -
[Class] -
-~
-~
-~
-
xstereotypes
DirectedRelationshipPropertyPath
[DirectedRelationship]
ustereotypes wstereotypes esterectypes estereotypes
RelevantTo ControllingMeasure Violates IDCarrier
[Dependency] [Dependency] [Dependency] [Element]

_affects - Property [0.7]

Figure 10.2 — CoreProfile

Elements
e  ControllingMeasure
e RelevantTo
e  Situation
e  Violates
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10.2 General

10.2.1 General::General Concepts Library
View General::General Concepts Library::General Concepts Library

«Situations |scenariostep
AnySituation for

from [0..* to [0.* T
Causalty

«Stuations
Factor
e (subsets soenarioStep)
[0 trigger Situatio
{redefnes fom) «Stuations N
«Stuatons <Stuatons hermPoteetinl Source of
Limitation AbstractEvent pag: o Herm
= harmPe | ént 0.1
T = _ armi uleﬂnm harmPoténtial
- § . 0.
5 5 H Stuation
T g 2 £ {redetnes to} x bsets scenarioStep} Shoory
g 5| ¢ H
i 8.3 i
g[- 5[-. 8 g 3 - Threat
Sl & gse s& §
«Stuatons g «Stuatons
Activation error. DysfunctionalEvent failure. E Hazard
€ ference
o 0.+ (redetnes to} § . e RS tab
z iR} H anyMalfunction : AnyMalfunction{redefines undesiredState
i T
g
S < defnes i
«Stuations «Stuations <Stuations <Stuations
ndesiredState :
AbstractCause UndesiredState : — AbstractEffect o AbstractRisk
= = harm
occurrence [1}iredefines ikeinood (redesges fom}  |severty 1) I
premitigationOccurrences [0..ordered, nonunique; 0.9 bset:

T

? |

«Faiurellodes comment !
AbstractFailureMode * >

i e ~— — ~|— — —|use connectors inside AbstractRisk to capture |

detectabiity [1] «Stuations <Stuations (possibly multiple)RiskRealizations
premitigationDetectabilties [0..1] Effect T

severty : Real[1]
«Situation» (Fuvwlurer.(nden premtg: Real 0.1
Cause FailureMode
occurrence : Real [1] detectabitty : Real [1] UndesiredStateHarmPotential
premitigationOccurrences : Real [0.7] Real[0.7]

Figure 10.3 - General Concepts Library

Elements

AbstractCause
AbstractEffect
AbstractEvent
AbstractFailureMode
AbstractRisk
Activation

AnySituation

Causality
Cause

DysfunctionalEvent
Effect
ErrorPropagation
ErrorRealization
FailureMode
HarmPotential
Hazard

Scenario
UndesiredState

10.2.2 General::General Concepts Profile

View General::General Concepts Profile::General Concepts Profile
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«stereotypes

«stereotyper ControllingMeasure
Situation [Dependency]
Jss) _affects : Property [0..1]
YPH YPH YPH Y yp «stereotypes |«stereotype» <>
FailureMode Error Fault Hazard { i i
[Class] [Class] [Class] [Class] D i o D State [Element]
«stereotypes &
ElementGroup '::(:Ler:ty::l
stereotypes [Comment] .8
Item [Constraint]

[Element] +name : String

e - +/criterion : String
+/size : Integer
+/member : Element [0.."]

+/member : Element [0 .
orderedMember : Element [0..“}subset

+/boundaryMember : Element [0..}subsets me

«stereotypes «stereotypes
SingleElementitem ElementGroupBaseditem

[Class) [Comment]

+/member : Element [0.."redefines
+referencedElement : Element [1]

+/member : Element [0. *}redefines member redefines membe

|
I
|
|

A
|
|
|
|
|
|
I
I
1

A specialized item stereotype can be defined to
establish methodologies with more specific definttions
of items.

The custom item stereotype needs to redefine the
member property and specify the rule how the members
of the item are to be collected.

The derivation rule should be specified as an
OpaqueExpression of defaultValue of the member
prope

In addition to that (optionally) the boundaryMember
property can be redefined to specify which elements
|constitute the attack surface

Figure 10.4 — General Concepts Profile

Elements

10.3

ControllingMeasure
Detection

Error

FailureMode
FailureState

Fault

Mitigation
Prevention
Recommendation
Situation
Undeveloped
Hazard

Item

Presentln
SingleElementltem
ElementGroupBasedltem

Assumption

General Security

10.3.1 General Security::General Security Concepts Library

View General Security::General Security Concepts Library::General Security

Concepts Library
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RelevantTo
[Dependency]

astereotypes
Presentin
[Dependency]
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‘ «Situations

AnySituation
from [0.* to |0.* scenarioStep | 0..*
0.1
Causality «Situations
Scenario

aSituations
= Source of
a-c r — = |Harm

--*-jaLbsete scenarioStep} 1 T
L‘m‘a“o" «Situationx
AbstractRisk
[ | e

trigger : AbstractEveni [.D

wSituations uS'rtuatiurln. wSituations wSituations harm : AbstractEffect [0, 7=L
Weakness Vuinerability Threat Hazard

«Situations

HarmEotential harmPotential

Figure 10.5 - General Security Concepts Library
Elements

e AbstractRisk

e  AnySituation

e Causality

e  Factor

e  HarmPotential
e Hazard

e Limitation

e Scenario

e Threat

e  Vulnerability
e  Weakness

10.3.2 General Security::General Security Concepts Profile

View General Security::General Security Concepts Profile::General Security
Concepts Profile
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asterectypes ;s-t;arentyﬁre:o «stereotypes
Situation De e“;" 3 DirectedRelationshipPropertyPath
[Class] EEpedency] [DirectedRelationshig]

i | [

astereotypes astereotypes wztereotypes wztereotypes astereotypes astereotypes
Threat Hazard PresentedBy Impacts Asset Valuates
[Class] [Class] [Dependency] [Dependency] [Class] [Dependency]
-affects : Property [0..1]
-rating [0..1]
«sterectypes
SecurityActor
[Classifier]

Figure 10.6 - General Security Concepts Profile

Elements
* Asset
* Hazard
«  Impacts

e PresentedBy

e RelevantTo

e  SecurityActor

e  Situation
e  Threat

e  Valuates

10.4 Methods::FMEA

10.4.1 Methods::FMEA::FMEA Library
View Methods::FMEA::FMEA Library::FMEA Library
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{subsets scenarioStep}
failureliode |1

«FailureModes
AbstractFailureMode

detectabiity [1]
premitigationDetectabilities [0..*}o

aSituations
AbstractRisk
score
«FMEAlem:
AbstractFMEAltem
harmPotential : HarmPotential [0}= tia g}
- -
-
harmP otential is
RPN 1K 0ore} not used in FMEA,
previousRPNWalues [0..%]) hence redefined
7 with muttiplicity [0]
From General Concepts
- - -
- - i
4 - - -
- - {subsets scenario3tep, reg-eﬁﬁes trigger, ordered} \ {redefines harm}
.- - cause [1.* o \  finaEffect|1..*
- = wSituations aSituations
AbstractCause AbstractEffect
occurrence [1}redefin sewverity [1] I
premitigationOccurrences [0..%] nonunique; premitigationSeverities [0..]
«FMEARems

FMEAltem

calculation : Rl

PNCalculation

RPN : Real [1} M
previcusRPNValues : Real [0..7}r
{redefines failureM ode} {redefines cause}
failufeMode | 1 cause |[1.*
«FailureModex

FailureMode

detectabity © Real [1]
premitigationDetectabilities : Real [0..%]

Cause

OCCUTENCE © Rea\-[1] !
premitigationOccurrences : Real [0..%]

+
|
|
|
| «Situations
|
|
|

T
|

|
|

|
|

|
|

MNote: there is no need for an
intermediate effect(s) to be captured
in the library, since we are not
calculating anything from those
effects

{redefines finalE flect}
finalEffect |1..*
«Situations
Effect

=severity : Real [1]
premitigationSeverities : Real [0..%]

T
|
|
__ |
|
|

But when medeling some specific
FMEAlem, user will most definitely
want te add some intermediate
. . effects, particular to his situation
Redefinition, ordering, and
————————— unigueness modifiers are hidden - - —— = = = = = = = = = = = = = =
for these attributes for diagram
compactness reasons
«FailureModex «FailureModex «FailureModex «FailureModes «FailureModes «FailureModes «FailureModex
LossOfFunction DegradationOfFunction IntermittentFunction PartialFunction UnintendedFuncti Ex dingFuncti DelayedFunction

Figure 10.7 — FMEA Library

Elements
AbstractCause
AbstractEffect

AbstractFailureMode

AbstractFMEAItem
AbstractRisk

Cause
DegradationOfFunc

tion

DelayedFunction
Effect

ExceedingFunction
FailureMode
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FMEAItem
IntermittentFunction
LossOfFunction
PartialFunction
UnintendedFunction

10.4.2 Methods::FMEA::FMEA Profile
View Methods::FMEA::FMEA Profile::FMEA Profile

wstereotypes
Block
[Class]

|

wstereotypes
FMEAltem
[Class]

Figure 10.8 — FMEA Profile

Elements

o FMEAItem
10.5 Methods::FTA

10.5.1 Methods::FTA::FTALibrary

Methods::FTA::FTALibrary::Events
View Methods::FTA::FTALibrary::Events::Events

wSituation»
Event
| «TopEvents «ConditionalEvents < «BasicEvents < «ZeroEvents
TopEvent ConditionalEvent wUndevelopeds ZeroEvent
wBasicEvents UndevelopedEvent values
BasicEvent probabilty : Realre s probab :;.f probability : Real = 0.0{readOnly,redefines probability}
entermediateEvants / «DormantEvents <& «HouseEvents O
IntermediateEvent ! DormantEvent HouseEvent
= | |Probabiity is probability : HuusaE-eentP‘rbEéi:il'rty redefines probability}
/probability : Reakredefines probabilitye derived (computed)

avalueTypes
Real
i

wvalugTypes
HouseEventProbability Specification
OCCURS = =7 |10

NOT_OCCUR S

-
-
Specification
0.0

Figure 10.9 — Events
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Elements

e BasicEvent
ConditionalEvent
DormantEvent
Event
HouseEvent
IntermediateEvent
TopEvent
UndevelopedEvent
ZeroEvent

View Methods::FTA::FTALibrary::FTA Library

1o

AnySituation 0.” Causalty
from

0.

«Situation»
AbstractEvent

«Situation»
Scenario

a
«Situations
DysfunctionalEvent
a

aSituations source Event input
FTAEiement 0.+

probability : Real = 0. D "

source Gale

wTrees «Situation» target Event output target Gate «Situations
FTATree Event 1 Gate

apvent [P Integer [0.1]
T

o
conditien T

INHIBIT gate
0.7]

MAJORITY_VOTE NOT
AND OR XOR SEQ INHIBIT

conditien

Figure 10.10 — FTA Library

Elements
AbstractEvent
AND

AnySituation

Causality
DysfunctionalEvent

Event
FTAElement
FTATree
Gate
INHIBIT
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MAJORITY VOTE

NOT
OR
Scenario

SEQ
XOR

10.5.2 Methods::FTA::FTAProfile

Methods::FTA::FTAProfile::Diagrams by elements
View Methods::FTA::FTAProfile::FTA Profile

[Pro plerty]

&

«stereotypes
Undeveloped
[Element]

|

«CoOmments

Undeveloped Event is modeled
by a combination of BasicEvent
stereotype with Undeveloped
stereotype from GSN

astereotypes
[Class]
For marking
situations that astereotypes
represent entire FTA Event
~ tree [Class, Property]
astereotypes
Tree
[Class]
«stereotypes xstereotypes
IntermediateEvent TopEvent O @
«stereotypes [Class, Property] [Class, Property]

_ _4 TransferOut «stereotypen «stereotypes  astereotypes  astercotypes
| [Class] ConditionalEvent DormantEvent HouseEvent ZeroEvent
| [Class, Property] [Class, Property] [Class, Property] [Class, Property]
|
| astereotypes
| BasicEvent

[Class, Property]
|
| astereotypes astereotypes
Transferin _ Gate
| FTA Combinators [Class, Property]
|
|

other FTA tree(s).

Transferin and TransferOut are covered by
the ordinary SysMLU/UML system-of-systems.
method to combine/construct FTA tree from

We only need a stereotype to hold the

Figure 10.11 — FTA Profile

Elements
e AND
BasicEvent

Event

Gate
HouseEvent
INHIBIT

ConditionalEvent
DormantEvent

IntermediateEvent

MAJORITY VOTE

NOT
OR
SEQ

triangle icon.

wstereotypes
Trasnferin would correspond to a a part wstereotypes «stereotypes NOT estereotypes
typed by a Tree. TransferOut would AND OR [Class, Property] XOR
correspond to context tree is in (Block). [Class, Property] [Class, Property] [Class, Property]
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wstereotypes «stereotypes
SEQ INHIBIT
[Class, Property] [Class, Property]

astereotypes
MAJORITY_VOTE
[Class, Property]
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Situation

TopEvent
Transferln

TransferOut
Tree

Undeveloped
XOR
ZeroEvent

10.6 Methods::STPA

10.6.1 Methods::STPA::STPA Library
View Methods::STPA::STPA Library::STPA Library
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wSituations

AbstractRisk

trigger - AbstractEvent [0.7]

M

HarmRealization

abstraciEffect wblocks '
i - . HarmRealization +harmPotential harmPatential
{subsets soenanostet | Fredesnes to) . {subsets scznarioStep}
A ..Sit 7 [ {redefines from} 0.*
R harm HarmRealization harmPotential = Potential
AbstractEffect — — i ~harmPotentip) V"9SSt IS alettar [ «Situation»
fredefines abstractE fiact fredefines harmPotential HarmPotential 0 2
redefines harm} redE cntial, & & UndesiredState
= =3 redefines harmPotential} fredefines to} {redefines from}
harmFotontia +undesiredState
armPotential
0.
- {redefings harmPotential}
aStuations
«Situations tractEvent -
=]
— T aSituations wSituations 5
Threat Hazard E
«OperationalStuations E
OperationalCondition 2
= 5
g
«OperationalSituations B
AbstractOperationalSituation E
Context |1 ]
z
i
«UndesiredControlAction» . y ;c’
UndesiredControlAction -undesiredControlction
)
undesiredControlaction {redefines undesiredState}
)
{redefnes to} 5
undesiredControlAction
)
T {subsets scenarioStep}
«UndesiredControlActions «lndesiredControlActions «UndesiredControlActions «lndesiredControlActions
OutOfSequence Early TooShort NotProvided
eUndesiredControlactions «UndesiredControlactions eUndesiredControlactions
Late ToolLong Provided

aSituations
Anys

ControlFlawConsequence

wSituations
AnySituation
7
wSituations
Scenario
a

«LossScenarios
LossScenario

wSituations

{subsets scenarioSiep}
controlFlaw 0.7

{subsets scenarioStep}
causalFactor |0.*

wSituations 5
ControlFlaw uations
controlFlaw -controlFlaw -causalFacter oy
0.x 0. CentrolFlawFactor 0.%
{redefines from} {redefines to} {redefines from}
=
[
«Situations «Situations
Herl essBehavior
«Situations «Situations

InadequateControlExecution

InadequateFeedbackAndinputs

Figure 10.12 — STPA Library

Elements

AbstractCause
AbstractEffect
AbstractEvent

AbstractOperationalSituation

AbstractRisk

‘A.h!fractﬁauss | Weakness |

Vulnerability
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AnySituation
Causality

Early
Factor

HarmPotential

Hazard

Inadequate Control Execution
Inadequate Controller Decisions
Inadequate Feedback and Inputs
Inadequate Process Behavior
Late

Limitation

Loss

LossScenario

NotProvided
OperationalCondition
OutOfSequence

ControlFlaw
ControlFlawConsequence
ControlFlawFactor

Provided

RiskRealization

Scenario

Threat

ToolLong

TooShort

UndesiredState
UndesiredControl Action
UndesiredControl ActionHarmPotential

Vulnerability
Weakness

10.6.2 Methods::STPA::STPA Profile
View Methods::STPA::STPA Profile::STPA Profile
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wstereotypes
Situation
[Clazs]

II':

zstereotypes
UndesiredControlAction
[Clazs]

xstereotypes
LossScenario
[Clazs]

|

zstereotypes
UnsafeControlAction
[Clazs]

For system safety analysis:

For system annotation:

wstereotypes
ControlAction
[Class, DataType, Signal]

wstereotypes
Block
[Class]

+igEncapsulated : Boolean [0..1]

i

wstersotypes
Feedback
[Class, DataType, Signal]

ustereotypes ustereotypes
ControlStructure Controller
[Clazs] [Class, Property]

wstereotypes
Actuator
[Class, Property]

wstereotypen
Sensor
[Class, Property]

Figure 10.13 — STPA Profile

Elements

e  Actuator
ControlAction
ControlledProcess
Controller
ControlStructure
FailureMode
Feedback
Sensor
UndesiredControlAction
UnsafeControl Action

10.7 GSN

10.7.1 GSN::GSN Profile
View GSN::GSN Profile::GSN Profile
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ustereotypes

ControlledProcess

[Class, Property]
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wstereotypes
IDCarrier
[Element]

ng [1}

wstereotypes
GSNNode
[Element]

-l : Stri
wstereotvpes ustereotypes O
GSNArgumentNode Solution
[Element] [Class]
xstereotypes wstereotypes
Goal Strategy
[Clazs] - [Class]
i ~—
- “
= Y

wstereotypes <
Undeveloped L

[Element]

Context can also be some
artifact of the system

Undeveloped stereotype can be applied in

— —{combination with Goal or Strategy stereotype to

express the fact that the goal or strategy is not
fully developed, and therefore may have crucial
details left unspecified.

xstereotvpes

Contextualinformation

[Element]

i

—Evidence can be linked

using the =<trace==
relationship

astereotypes .7k

SupportedBy
[Dependency]
I

Permitted SuppertedBy connections
are. goakte-goal, goakto-strategy,
goakto-solution, strategy to goal.
No undeveloped goals nor
strategies as sources

wstereotyvpes wstereotypes }
IDCarrier InContextOf
[Element] [Dependency]
arnbuies I
-id : String [1]

wstereotypes
Context
[Claz=]

wstereotypes <
Assumption
[Clazs]

wstereotypen

Justification
[Class]

Figure 10.14 — GSN Profile

Elements

Assumption
Context
Goal
GSNArgumentNode
GSNNode
InContextOf
Justification
Solution
Strategy
SupportedBy

Contextuallnformation

Undeveloped

186

Permitted InContextOf connections
are: goakto-context, goakto-
assumption, goalkto-justification,
strategy-to-context, strategy-to-
assumption and strategy-to-
justification.

Risk Analysis and Assessment Modeling Language (RAAML), v1.2 Beta



10.8 Methods::ISO 26262

10.8.1 Methods::ISO 26262::1SO 26262 Library

View Methods::ISO 26262::1SO 26262 Library::1SO26262 Library

to

etotn> [, “Siuatons
A I R
0. -
L trigger [0
harm : AbstractEffect [0
I harmPotantial  HarmPotani
|Abstractevent
theliood [1 i
condtions OperationalSt
. OperationaiCondition «Stuations «Siuations
Scenario HarmPotential
«OperationalSiuations [0 [« i [«Operati [0 ‘ 0 ‘ «Stuations «Situations
AbstractOperationalSituation | P | | | Location | | i Hazard
= i ple 0.+ 0.* dCondil Tocationo..* environmentalCondtion 0. * hazard 0. *
Exposure : Exposure [1] 1009} | fsubsets conditions;] {subsets conditions;} {subsets conditions} {subsets conditions} {subsets conditions] {redefines harmPotential}
sttuation [1.*
{subsets scpnanoStep}
«<OperationalSiuations
TypicalAutomotiveSituation
«Siuations
AccidentScenario <Stuations
valves scenario
Controllabiity : Controllabity [1 i
eStuations (redetnestriggery /AL ASLID.
UndesiredState
S
AnyMatfunction [}
{subsets scenarioStep}
[ [ I i o] [ i [ o | [ on [
| More | Less | No | mtermitzent | Early | Late | inverted
<Stuations
Rationale can also be atiached
to a saety parameter - such avalueTypes EtatactiTect
as ASL (ust a different ASIL pShos «Stuations
tatedElement) sever
nnotalectemen) no assignment premitigationSeverties (0. SystemLevelEffect sterlevekffect
, N Qi .
' T
v 3 s B Siuation
o « »
Controtlability Exposure severity N AutomotiveEtiect
co £0 0 48) -
Cc1 £l 51 aic) verity
£2 sz AED‘: Severty : Severity [1]} «Stuations
c3 E3 £ BIC) T VehicleLevelEffect vehicieLevelE ffect
E4 BD) 0.
o) redenes harm
«DependabiltyRequirements ‘é‘([é‘,’ ¢ T
15026262 SafetyRequirementTemplate Rationale MUST be atiached to cic) | _ _ |Toovemide property-based
[ — — "|SafetyRequirements using DD} ASIL, Use UHLSYSHL
normal SyshiL means Qli(A) redefinition mechanisms
Qui(B)
Qu(Cc)
Q1)

Figure 10.15 —1SO 26262 Library

Elements

AbstractEffect
AbstractEvent
AbstractOperationalSituation
AbstractRisk
AccidentScenario

AnyMalfunction

AnySituation
ASIL

AutomotiveEffect

Causality
Controllability
DysfunctionalEvent

Early
EnvironmentalCondition

Exposure
HarmPotential
Hazard
HazardousEvent
Intermittent
Inverted
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1SO26262SafetyRequirementTemplate
Late

Less

Location

More

No

OperationalCondition
RoadCondition

Scenario

Severity

SystemLevelEffect
TrafficAndPeople

Typical AutomotiveSituation
UndesiredState

Unintended
VehicleLevelEffect

VehicleUsage

View Methods::ISO 26262::1SO 26262 Library:: All-Encompassing Operational Situations

«OperationalSituations
TrafficAndPeople
i

«OperationalSituations
VehiclelUsage
Falh

xOperatienalSituation:
RoadCondition
P

«OperationalSituations
EnvironmentalCondition

I

«0perationalSituations
Location
ik

xOperatienalSituations
AnyTrafficAndPeople

«0perationalSituations
AnyVehiclelse

«OperationalSituations
AnyRoadCondition

«OperationalSituations
AnyLocation

0 perationalSituations
AnyEnvironmentalCondition

Figure 10.16 — All-Encompassing Operational Situations

Elements

AnyEnvironmentalCondition
AnyLocation
AnyRoadCondition
AnyTrafficAndPeople
AnyVehicleUse
EnvironmentalCondition
Location

RoadCondition
TrafficAndPeople

VehicleUsage

10.8.2 Methods::ISO 26262::1SO 26262 Profile

Methods::ISO 26262::1SO 26262 Profile::RequirementManagement
View Methods::ISO 26262::1SO 26262 Profile::RequirementManagement::RequirementManagement
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wstereotypes ,f; wstereotypes ,,';
DeriveReqt Satisfy
[Abstraction] [Abstraction]
«stereotypen ustereotypes wstereotypes wstereotypen wstereotypes wstereotypes
ASILDecompose IndependenceRequirement SafeState OperatingMode RecoveryRequirement UserinfoRequirement
[Abstraction] [&bstraction] [Dependencyl [Dependency] LAbstraction] [4bstraction]
N\ / \ /
A" s N /s
ry 5 ra
From Reguirement to State From State to
FunctionalTechnical Safety
Reguirement
wstereotypen sstersotypes (.|
AbstractRequirement Block
[NamedElement] [Class]
+isEncapsuI:§ted : B-oolean [0..1]
wsterectypex
DependabilityRequirement
[Clazs]
Fay
wstereotypen wstereotypes wstereotypen ustereotypes wstereotypes
SafetyGoal Functional SafetyRequirement Technical SafetyRequirement Software SafetyRequirement Hardware SafetyRequirement
[Clazs] [Clazs] [Class] [Clazs] [Clazs]
Figure 10.17 — RequirementManagement
Elements
e  ASILDecompose
e  DependabilityRequirement
e  FunctionalSafetyRequirement
e HardwareSafetyRequirement
e IndependenceRequirement
e  QOperatingMode
e RecoveryRequirement
e  SafeState
e  SafetyGoal
e  SoftwareSafetyRequirement
e TechnicalSafetyRequirement
e  UserInfoRequirement
View Methods::ISO 26262::1SO 26262 Profile::1S026262 Profile
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«stereotypes astereotypes

ControllingMeasure Situation
[Dependency] [Class]
xstereotypes | |
Mitigation xstereotypes astereotypes
[Dependency] Operational Situation FailureMode
[Clazs] [Class]
estereotypes
MalfunctioningBehavior
Semantic [Class]
Orgamzatlonal wstereotypes wstereotypes wstereotypes wstereotypes
Verified Confirmed HazardAndRiskAssessment ASILAssignment
[Class] [Class] [Package] [Element]
For Aut ti It SysML - arnbures arrnbures armnbures
e block part Iﬁ _resut : String [1] _result - String [1] JASIL - ASIL [1]
— ! -ASILOverride : ASIL [0..1]
zstereotypes S
Rationale
[Comment]
wstereotypes wstereotypes wstereotypes
IDCarrier LessonLearned ASILOverrideRationale
[Element] [Comment] [Comment]
1 - String [1]

Figure 10.18 — SO 26262 Profile

Elements

e  ASILAssignment
ASILOverrideRationale
Confirmed
ControllingMeasure
FailureMode
HazardAndRisk Assessment
IDCarrier
Lessonlearned
MalfunctioningBehavior
Mitigation
OperationalSituation
Situation
Verified

10.9 Methods::FHA

10.9.1 Methods::FHA::FHA Library
View Methods::FHA::FHA Library::FHA Library
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“Stuations
Scenario

«Stuation» L

{subsets scenarioSten) [
| AbstractRisk |

trigged0.”

“<Stuations
|Abstractevent
“Stuations
Dystunctionalvent|

'subsets scenarioStes)
harmPotential 0.

eStuatons | hamPotent rmRealzation
— harmPotental HarmRealzato
Jo.r
{redefnes from} {redefines to}
«valueTypes =] <Stuaton» | | fredetnesto) {subsets scenarioStep)
! Jo.” «Situations +abstractEffect |0.*  harm[0.*
R {redetnes fom) ‘Hazard <Stuations
a 7 AbstractEflect
c
D
c
<. 3[-. 2]
{redefnes harmPotential) 8ls &ls §°
. o) = talureCondit i 3 i
_ = : gl & ¢
y -crewawareness - Boolean g
T N | b g 2
o o+ o+ 0.0 | 3%
I {reseines absiact et o o o
1 faiureEffects |1.*
ﬁ‘ru"mﬁmm, -tunctonaFaure RikRestzsons and FaiureEtiectAssessment
FunctionalFailure [T assumptions - expressed as.
Yodetnes Constraints with Assumption = ARP 47614 FaiureCondtionClassificatio
stereotype applied _severty : ARP 4761A FailureConditionClassification [0..1]
i
0" 0" 0" valueTypes
Stuatons | [Cstion | [ stuston | o . ARP 47614 FailureConditionClassification
LossOffunction Maltunction | ] | | operati | Swaors |, honases 8 E
OperationalCondition Stuations Catastrophic
Hazar
<FunctionaFalures FlightPhase o rdous

PartialL ossOfFunction

inor
No Safety Effect

[ o
| AbstractEvent

Figure 10.19 - FHA Library
Elements

e ARP 4761A FailureConditionClassification

e DAL

o DevelopmentAssurancelevel

¢ EnvironmentalCondition

e ExternalEvent

e  FailureCondition
e  FailureEffect

e FDAL

e FlightPhase

e  FunctionalFailure
e IDAL

e  LossOfFunction
e  Malfunction

e  QOperationalCondition

e  QOperationalEvent
e  PartialLossOfFunction

10.9.2 Methods::FHA::FHA Profile
View Methods::FHA::FHA Profile::FHA Profile
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sstersotypes
Situation
[Class]

xstereotypen
FunctionalFailure
[Class]

Figure 10.20 - FHA Profile
Elements

¢ FunctionalFailure

10.10 Methods::RBD

10.10.1 Methods::RBD::RBD Library
View Methods::RBD::RBD Library::RBD Library

@scena rioStep
x

0.1
«Stuations «Stuations
AbstractReliabilitySituation Scenario
pef: ProbabiityComplementFunction ,  (redeines scenarioStep)
i
reliabiity * Real - o
failureProbability - Real

«Situations
GomponentReliabilitySituation

fallureRPD  ReliabiltyParameterDistribution

failureRate : Real
pe : Rea

scale  Real

Incation : Real = 0.0

{redpfnes.
0.1
«Situation»
SystemReliabilitySituation

«Stuations

e «Situations
WTTF - time Restorabre ® T
alies 0
availabilty  Real (dstnes )
fredefngs } «Situations Situations «Stuations
0.1 Inseries HeterogenerousKoiN.

Stuati Siuat cnchanie consira cnsieinis

it D e InSeriesCalculation e cult e lculati

JabityPar i «Situation Koeger K Integer
restorationRPD ; ReliabiltyParameterDistrioution InParallel g 9
avallabiltyCalc - RatioOfParToTotal InParalle n:integer
\TBF - tme B rc : InParalelCalculation
WTTR : time
restoreCompletionProbabilty : Real
restoralonCompletionProbabilty : Real
restorationRate - Real
restorationShape : Feeal
restorationSeale | Real
restorationLocation : Real = 0.0

eStuations wStuations «Situations aStuations
ac: nSeriesCalculation ac: nParalelCalculat ac S lculat ac iculat

Figure 10.21 - RBD Library

Elements

e AbstractReliabilitySituation

e  AnySituation
e  ComponentReliabilitySituation
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HeterogenerousKofN
HomogeneousKofN

InParallel

InSeries
NonRestorableComponentReliabilitySituation
Restorable
RestorableComponentReliabilitySituation
RestorableHeterogeneousKofN
RestorableHomogeneousKofN
RestorableInParallel

RestorableInSeries
RestorableSystemReliabilitySituation
Scenario

SystemReliabilitySituation

View Methods::RBD::RBD
Library::AbstractReliabilitySituation::AbstractReliabilitySituation

wconstraints

reliability : Real % pef: ProbabiliWComplementF{un;:’tglon} "y failureProbability : Real
y=1.0-x

Figure 10.22 - AbstractReliabilitySituation

View Methods::RBD::RBD
Library::ComponentReliabilitySituation::ComponentReliabilitySituation

consirainix
failureRPD : ReliabilityParameterDistribution
time i probabiityDensiy
M O wconstraints
probabilty “rellability : Real N s | *pef: ProbabilityComplementFunction
h 1 =10
shape : Real shape j
[ [provetinscompenen:
— . ry
= e 5
[ resrmeTogvent
location

Figure 10.23 - ComponentReliabilitySituation

View Methods::RBD::RBD
Library::NonRestorableComponentReliabilitySituation::NonRestorableComponentRe
liabilitySituation

*rb : AbstractReliability Situation [0..] «constraints
e ’{";‘;:;Lf:?;::::‘::;‘“w(n Pl [rrre—— - i «constraints
Ij input [0..7] ﬁutpul 2 1“0 :| *pcf: Pr yComplementFunction
) ] ) 3 {y=1.0-x}
for (var i = input.iterator(), i.hasNext();) { A ay
i)

Figure 10.24 - InSeries

View Methods::RBD::RBD Library::RestorablelnSeries::RestorableInSeries
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par [Situation] ies | B Restor i 1)

“rb : Restorable [0.] cconstraints «constraints
“rc: InSeriesCalculation #pef : ProbabilityComplementFunction

{if (input 88 finput isEmpty()) { —{output = ; - i y=1.0x}
[.ra\labmry:Rea\ input (0.7 5 sumut= 100 L] - M
H
for (var i = input terator(); LhasMext();) { y
Real i} B

«constraints

input[0..] ac : InseriesCalculation
] {if (input 58 finput isEmptyi output —
cutput =

for (var i = input.terator(); Lhashext();) {
output = inext() * output;
n

Figure 10.25 - RestorablelnSeries

View Methods::RBD::RBD Library::InParallel::InParallel
par [Situation] InParallel[ [Z§| InParalel ]

“rb : AbstractReliability Situation [0."] wconstraints wconstraints
rc : InParallelCalculation “pcf : ProbabilityComplementFunction

reliability : Real input (0.4 {if (input && finput.isEmpty()) { [ | “reliability : Real M =109
’ output=1.0;
H
for (var i = input fterator(); L hasNext();) { r — a ay
i oy A failureProbability : Real M
H

output = 1.0 - output}

Figure 10.26 - InParallel

View Methods::RBD::RBD Library::RestorablelnParallel::RestorablelnParallel

par [Situation] RestorableinParallel[ B RestorableinParalle! ]J

*rb : Restorable [0.."] aconstraints wconstraints
“rc : InParallelCalculation #pcf : ProbabilityComplementFunction

a y
- : input [0.7] {if (input && finput isE mptyi)) { output [1] ~ *reliability : Real fy=1.000
reliability : Real a| ey I
i B -
:Real

[

for (var i = input.iterator(); i hasNext();} { - T ¥
output = (10~ T hext()) * auipit failureProbability : Real
1

output = 1.0 - output}

«constraints
ac : InParallelCalculation

input [0.] ) o "
£if (input && finput iSEmpty ()} {
- output= 1.0, [ output [1] *availability : Real
3

for (var i = input.iterator(); i hasNext();} {
output = (1.0 - .nexti)} * output,
i

output = 1.0 - output}

Figure 10.27 - RestorablelnParallel

View Methods::RBD::RBD Library::HomogeneousKofN::HomogeneousKofN

*rb : AbstractReliability Situation [0.7] «constraints
re : HomogeneousKofNCalculation

input [1 | . » . -
reliability : Real P ”j {Vunctmn!actnlr'\a(\"(rlfzgl:ulDut[ﬂ * 1 pcl.Probablh(yComp\ememF{::;:lE\:g

n 1,
return factorial(n-1)n;

aconstraints

functien C_k_of_n (k n) { *failureProbability : Real Ll ]
return (factorial(n)/factorial(k) Nfactorial(n-k);
T

var R = input,
var result = 0.0;
ari=k i<=n; +=i){

"k :Integer M for (v
L f result += €_k_of_n(i, n) * Math.powr(R, ) * Math. pow(1.0-%,

- - = b
H

n:integer nt
[rmeer] i S—
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Figure10.28 - HomogeneousKofN

View Methods::RBD::RBD
Library::RestorableHomogeneousKofN::RestorableHomogeneousKofN

Arb : Restorable [0.]

“reliability : Real

availability : Real

input [1]
J

k1)

Fkﬁm?ga? L

*nInteger

4
nm:‘

<constraints
“rc : HomogeneousKofNCalculation
ffuncton facterial n) ¢
(n<2)
102 | utputr]

" *reliability : Real
S

«constraints
[ “per: ProbabilityComplementrunction

return
return foctoriako1n. |
H

unction C_k_of_n (k n){

i
return (factorial(n)ifactorial(k) ¥factorial(n-kJ;
H

var R = input
var resutt = 0.0:

for (vari=k; i <=n; ++i) {

result += C_k_of_n(i, n) * Math.pow(R, i) * Math.pow(1.0-R, n-i);
i

output = resul}

AailureProbability : Real

aconstraints

input[1] ac ; HomogeneousKofNCalculation

] {function factorial (n) {

<2)

return 1

return factorial(n-1y7n; [_|
30! :
| function C_k_of_n (k n){
return (factorial(n)/tactoriai(kiifactorialin-k)
i N i

var R = input;
var resutt = 0.0;

for (var i =k i<=n; ==i) {

result += C_k_of_n{i, n} * Math.pow (R, i} * Math.pows(1.0-R, n-i)
b

output = result}

output [1]

*availability : Real

Figure 10.29 - RestorableHomogeneousKofN

»ay

{y=1.0-x}

-

View Methods::RBD::RBD Library::HeterogenerousKofN::HeterogeneousKofN

“rb : AbstractReliability Situation [0.7]

input [0..4]

reliability : Real

Tk :Integer

k1]

«constraints
rc : HeterogeneousKofNCalculation
{function getCombinations(array, min) {
varres =]

function iter(i, temp, count) { = utput [1]

if (i === array.length} {
if (count >= min) {
res.push(temp)

return
iter(i = 1, temp.concat(array[]), count = 1)
iter(i + 1, temp.concat(1.0 - array[]), count]
H

iter(0, [, 0)
return res,

function and(arrayfProbabilties) {
var output = 1.0

for (i = 0; i < array0 fProbabilties length; i++) {
output = arrayOfProbabilties[] * output

return outpu
1

function sum(arrayOProbabilties) {
var output = 0.0

for (i = 0; i < arrayQ fProbabilties length; i++) {
output = output + arrayO fProbabilties]]

return outpu
H

var allc ions = getC

Array(), ki
var andsarray = |

for (j= 0; | < alCombinations. length; j++) {
andsArray.push(and(alCombinations{D))
h

output = sumiandsAray)}

Figure 10.30 - HeterogeneousKofN

View Methods::RBD::RBD
Library::RestorableHeterogeneousKofN::RestorableHeterogeneousKofN

~failureProbability : Real t |
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reliability : Real - * N

«wconstraints
#pef : ProbabilityComplementFunction
fy=1.0%}
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“rb : Restorable [0.”]

input [0..4]

“reliability : Real

: Real

k0l

Fkﬁm?geﬁ

«constraints
“rc: HeterogeneousKofNCalculation
{function getCombinations(array, min) {
arres=[;
er(i, temp, count) {
array length) {
if (count >= min} {
res. pushitemp);

functio
if

return;

iter(i + 1, temp.concatfarray[]), count + 13,
iter(i + 1, temp.concat(1.0 - array[l), count);
1

iter(0, [, 0);
return res;

function and(array0Probabilties) {
var output = 1.0;

for (i=0; i < arrayO fProbabilties. length; i++) {
output = array0 fProbabiities[] * output;

return output;
H

function sum(arrayOfProbabilties) {
0;

for (i = 0; i < arrayOfProbabilties.length; i++) {
output = output + arrayOfProbabilties[];

2

return output;
H

var allC = getC

to&rray(),
var andsAra;

for (j= 0; j < alCombinations.length; j++) {
andsArray.push(and(alCombinations[]});
1

output = sum(andsArray).}

input [0..7]

«constraints
x

rtput [1 Apef:
output [1] “reliability : Real :‘ pef: Probabl\ltycomp\emen(Fu{nc:lzn}
_ - y=1.0%

i y : Real

7

k1]

Figure 10.31 - RestorableHeterogeneousKofN

10.10.2

10.10.2.1

constraints
ac : HeterogeneousKofNCalculation
{function getCombinations(array, min) {
res =
function iter(i, temp, count) {
if (i === array.length} {
if (count »= min) {
res.pushtemp);

return;
iter(i = 1, temp.concatiarray[l), count + 1);

iter(i + 1, temp.concat(1.0 - array[l), count);

iter(0, 0, 0);
return res;
H

function and(array0Probabilties) {
output = 1.0;

for (i=0; i < arrayO fProbabilties. length; i++) {
output = array0 fProbabilties[] = output;

return output;
H

function sum(arrayOfProbabilties) {
var output = 0.0;

for (i=0; i < arrayOfProbabilties. length; i++) {
output = output + arrayDProbabilties]];

return output;
H

var allc ions = getC

toArray(), k);
var andsArray = [J

for (= 0; j < alCombinations. length; j++) {
andsArray.push(and(alCombinations(]));
h

output = sum(andsArray);}

E output [1] *availability : Real

Methods::RBD::RBD Library::ConstraintBlocks

Methods::RBD::RBD Library::ConstraintBlocks::Probability

View Methods::RBD::RBD Library::ConstraintBlocks::Probability::Distributions
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acenstraints
ReliabilityParameterDistribution

pdf : ProbabilityDensityFunction

cdf : CumulativeDistributionFunction

mean : MeanFunction

hazardFunction : HazardFunction
complement : ProbabilityCemplementFunction

time : time{guantit

shape : Real

scale : Real

location : Real

probabilityDensity : Real

probability | Real

probabilityComplement : Real
meanTimeToEvent : time{guantityKind = time}
eventRate : Real

acoenstraints aconstraints
WeibullDistribution ExponentialDistribution

WeibulProbabiityDensityFun pdf : ExponentialProbabilityDensityFunction{re

pdf: |

cdf ; WeibullCumulativeDistributionFuncti cdf ; ExpenentialCumulativeDistributionFuncti
mean : WeibullMeanFunction{redefines mean : ExponentialMeanFunction{redefines
hazardFunction : WeibulHazardFunctio hazardFunction} hazardFunction : ExponentialHazardFunction{r

aconstraints
LognormalDistribution

pdf : LognormalProbabilityDensityFunction{rede
cdf ; LognormalCumulativeDistributionFunction{
mean : LognormaleanFunction{redefines

hazardFunction : LognormalHazardFunction]

Figure 10.32 - Distributions

Elements
e  ExponentialDistribution
e LognormalDistribution
e ReliabilityParameterDistribution
e  WeibullDistribution

View Methods::RBD::RBD
Library::ConstraintBlocks::Probability::ReliabilityParameterDistribution::ReliabilityP
arameterDistribution
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par ReliabiltyParameterDistribution

«cconstraints
time time pdf: i i probabiltyDensity
I | O ]
shape :‘
shape
1 scale
| probabilty
1]
location =
[ scale
LT time wconstraints
anape 1] cat: cumutativeDistributionfunction probabilty
] wconstraints
scale H #x | complement : ProbabilityComplementFunction —{ v propabiltyComplement
=1.0;
location = =10
| iocation
LT

time.

«constraints

anope % mean : MeanFunction meanTimeToEvent meanTmeToEvent .
scale =
location =
time. «constraints
ahape {1 hazaraFunction : HazaraFunction eventRate eventaate |
scale H
location H

Figure 10.33 - ReliabilityParameterDistribution
10.10.3 Methods::RBD::RBD Profile
View Methods::RBD::RBD Profile::RBD Profile

xstereotypes wstereotypes
Situation Restorable
[Class] [Class]
ustereotypes
ReliabilitySituation
[Claz=]

T

wstereotypes wstereotypes
ComponentReliability SystemReliability
[Clazs] [Clazs]
ustereotypes wstereotypes ustereotypes wstereotypes
InSeries InParallel HomogeneousKofN HeterogeneousKofN
[Class] [Class] [Clasg] [Class]

Figure 10.34 - RBD Profile

Elements

e  ComponentReliability
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HeterogeneousKofN
HomogeneousKofN
InParallel

InSeries
ReliabilitySituation
Restorable

Situation

SystemReliability

par [Stuation] iabiityStuation | 5 et ]

» scale
“*scale : Real
*location : Real location

«consiraints obabityDensty «consiraints
fime failureRPD : ReliabilityParameterDistribution [p pof : ProbabilityComplementFunction
H . o =105
Ol protasilty i “reliability : Real M
“shape : Real " shape |
[ty Complement [*ailureProbabiity s Real | Cov
|

meanTimeToEvent
eventRate a :Real

[1

[1

Figure 10.35 - NonRestorableComponentReliabilitySituation

View Methods::RBD::RBD
Library::RestorableComponentReliabilitySituation::RestorableComponentReliabilityS
ituation

par [Stuation] 155 1J

zconstraints
“failureRPD :

time :‘ L wconstraints
*pcf : ProbabilityComplementFunction
. robabi . . . .
] = . 3
. I " 1 - Y
= A (e -
peaton et I:MTBF-uma

0 eventRate ° “failureRate : Real

«constrainty
availabilityCalc : RatioOfPariToTotal

“availability : Real fat | {ratio = pcy))

¥
cconstraints i J
time = 4
0 probabity oreC: v :Real
[Festoratonsnape s Fou sheze )
i babiityComplement restoreNonCompletionProbability : Real
scale
*Real
- O meanTimeToEvent [WTTR: time |
ocation : Real location ]
eventRate
1 +Real

Figure 10.36 - RestorableComponentReliabilitySituation
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