Date: October 2009

Shared Operational Picture Exchange
Services (SOPES) Information Exchange
Data Model (IEDM)

Version 1.0 - Beta 1

OMG Document Number: dtc/2009-11-01

Standard document URL:  http://www.omg.org/spec/SOPES/1.0

Associated Schema Files*: http://www.omg.org/spec/SOPES/20090801
http://www.omg.org/spec/SOPES/20090802

* original file(s): c4i/2009-08-12 (PSMs and XSDs), c4i/2009-08-14 (EAP)

This OMG document replaces the submission document (c4i/2009-08-03, Alpha). It is an OMG Adopted
Beta Specification and is currently in the finalization phase. Comments on the content of this document
are welcome, and should be directed to issues@omg.org by February 22, 2010.

You may view the pending issues for this specification from the OMG revision issues web page
http://lwww.omg.org/issues/.

The FTF Recommendation and Report for this specification will be published on September 24, 2010. If
you are reading this after that date, please download the available specification from the OMG
Specifications Catalog.



Copyright © 2009, Advanced Systems Management Group Ltd. (ASMG), Canada
Copyright © 2009, Object Management Group, Inc.

USE OF SPECIFICATION - TERMS, CONDITIONS & NOTICES

The material in this document details an Object Management Group specification in accordance with the terms, conditions and
notices set forth below. This document does not represent a commitment to implement any portion of this specification in any
company's products. The information contained in this document is subject to change without notice.

LICENSES

The companies listed above have granted to the Object Management Group, Inc. (OMG) a nonexclusive, royalty-free, paid up,
worldwide license to copy and distribute this document and to modify this document and distribute copies of the modified version.
Each of the copyright holders listed above has agreed that no person shall be deemed to have infringed the copyright in the
included material of any such copyright holder by reason of having used the specification set forth herein or having conformed any
computer software to the specification.

Subject to all of the terms and conditions below, the owners of the copyright in this specification hereby grant you a fully-paid up,
non-exclusive, nontransferable, perpetual , worldwide license (without the right to sublicense), to use this specification to create and
distribute software and special purpose specifications that are based upon this specification, and to use, copy, and distribute this
specification as provided under the Copyright Act; provided that: (1) both the copyright notice identified above and this permission
notice appear on any copies of this specification; (2) the use of the specificationsis for informational purposes and will not be
copied or posted on any network computer or broadcast in any media and will not be otherwise resold or transferred for
commercia purposes; and (3) no modifications are made to this specification. This limited permission automatically terminates
without notice if you breach any of these terms or conditions. Upon termination, you will destroy immediately any copies of the
specifications in your possession or control.

PATENTS

The attention of adoptersis directed to the possibility that compliance with or adoption of OMG specifications may require use of
an invention covered by patent rights. OMG shall not be responsible for identifying patents for which alicense may be required by
any OMG specification, or for conducting legal inquiriesinto the legal validity or scope of those patents that are brought to its
attention. OMG specifications are prospective and advisory only. Prospective users are responsible for protecting themselves
against liability for infringement of patents.

GENERAL USE RESTRICTIONS

Any unauthorized use of this specification may violate copyright laws, trademark laws, and communi cations regulations and
statutes. This document contains information which is protected by copyright. All Rights Reserved. No part of this work covered
by copyright herein may be reproduced or used in any form or by any means--graphic, electronic, or mechanical, including
photocopying, recording, taping, or information storage and retrieval systems--without permission of the copyright owner.



DISCLAIMER OF WARRANTY

WHILE THISPUBLICATION ISBELIEVED TO BE ACCURATE, IT ISPROVIDED "AS1S' AND MAY CONTAIN
ERRORS OR MISPRINTS. THE OBJECT MANAGEMENT GROUP AND THE COMPANIES LISTED ABOVE MAKE
NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO THIS PUBLICATION, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY OF TITLE OR OWNERSHIP, IMPLIED WARRANTY OF
MERCHANTABILITY OR WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE OR USE.

IN NO EVENT SHALL THE OBJECT MANAGEMENT GROUP OR ANY OF THE COMPANIES LISTED ABOVE BE
LIABLE FOR ERRORS CONTAINED HEREIN OR FOR DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
CONSEQUENTIAL, RELIANCE OR COVER DAMAGES, INCLUDING LOSS OF PROFITS, REVENUE, DATA OR
USE, INCURRED BY ANY USER OR ANY THIRD PARTY IN CONNECTION WITH THE FURNISHING,
PERFORMANCE, OR USE OF THISMATERIAL, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

The entirerisk asto the quality and performance of software developed using this specification is borne by you. This
disclaimer of warranty constitutes an essential part of the license granted to you to use this specification.

RESTRICTED RIGHTS LEGEND

Use, duplication or disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c) (1) (ii) of The
Rightsin Technical Data and Computer Software Clause at DFARS 252.227-7013 or in subparagraph (c)(1) and (2) of the
Commercial Computer Software - Restricted Rights clauses at 48 C.F.R. 52.227-19 or as specified in 48 C.F.R. 227-7202-2 of
the DoD F.A.R. Supplement and its successors, or as specified in 48 C.FR. 12.212 of the Federal Acquisition Regulations and
its successors, as applicable. The specification copyright owners are as indicated above and may be contacted through the
Object Management Group, 140 Kendrick Street, Needham, MA 02494, U.S.A.

TRADEMARKS

MDA®, Model Driven Architecture®, UML®, UML Cube logo®, OMG Logo®, CORBA® and XMI® are registered
trademarks of the Object Management Group, Inc., and Object Management Group™, OMG™ , Unified Modeling
Language™, Model Driven Architecture Logo™, Model Driven Architecture Diagram™, CORBA logos™, XMI Logo™,
CWM™ CWM Logo™, IIOP™ [ IMM™ MOF™ | OMG Interface Definition Language (IDL)™ , and OMG SysML™ are
trademarks of the Object Management Group. All other products or company names mentioned are used for identification
purposes only, and may be trademarks of their respective owners.

COMPLIANCE

The copyright holders listed above acknowledge that the Object Management Group (acting itself or through its designees) is
and shall at all times be the sole entity that may authorize developers, suppliers and sellers of computer software to use
certification marks, trademarks or other special designations to indicate compliance with these materials.

Software devel oped under the terms of thislicense may claim compliance or conformance with this specification if and only if
the software complianceis of a nature fully matching the applicable compliance points as stated in the specification. Software
developed only partially matching the applicable compliance points may claim only that the software was based on this
specification, but may not claim compliance or conformance with this specification. In the event that testing suites are
implemented or approved by Object Management Group, Inc., software developed using this specification may claim
compliance or conformance with the specification only if the software satisfactorily completes the testing suites.






OMG’sIssue Reporting Procedure

All OMG specifications are subject to continuous review and improvement. As part of this pro-
cess we encourage readers to report any ambiguities, inconsistencies, or inaccuracies they may

find by completing the Issue Reporting Form listed on the main web page http://mmww.omg.org,

under Documents, Report a Bug/l ssue (http: //mww.omg.org/technol ogy/agreement.htm).






Table of Contents

PrEIACE ..o IX
About the Object Management GIOUP .......cceeeiiiriiiiiiiiiieee e iX
L0 1/ PSSP ix
OMG SPECITICALIONS ..ceeiiieiiiiiet ettt ettt e e e e e s e e st e e e e e e e ae e e e nanes ix
a1 C=TaTo [=To IANE (o [=1 o o7 TR USSR X
TypographiCal CONVENTIONS. .........uuiiiiiiiiiiee ettt e et e e e e e e e s e e st eeeeaaaaaeaeas Xi
LRSS E S PP UUPPPPPTS Xi
ADOUL thisS SPECITICALION .......uuiiiiiiiiiiiiiiiiiie et e e e e e e e aaaa e Xi
L@ YT T PR Xi
RelatioNShiP 10 MIP ... .. e e e e e e e e s e e e e e e e e e aeeennnenenes Xi
SPECIfICALION FOCUS ...ciiiii ittt ittt e et e e e e e e s e e e e e e ee e e e s s snsnnreeaneeeeaeeeaanaanns Xi
WHY the JCBIEDM.......euieieeeeeeeeeeeeeeeee ettt ee ettt e et e s s e Xii
ECM COMMUNILY SEMANTICS ..vvvvveiieiieeiisiiiietieireeeee et e e sssssteeeeereeeaeesssssnnsansreeeeeeeeeesesannnnnes Xiii
SOPES IEDM....coeeiiiiiiiieii s sr s ettt e e e e e e e e e e e et et et e e e e taeeae e tnsaba s anan e e e e e a e e e e e e e e aaaaaaeees Xiii
Reusable INformation PatternS...........coiiiiciiiiiiii et e e e e e s er e e ee e e e e e e ennnnes Xiv
BENEFIL 1O IMIIP et e e s e e e e e e e e e s e s r e e e e eeeeaneannrnne Xiv
Benefit to Other COMMUNITIES ......ciiiiiiiie i e e e e e e e s e e enneenes XV
LAYz 2R {0 411 o S XVi
L S OO P i 1
2 ConformancCe CrtEIA .......coeuiiiiiiiiii e e eaa e 2
2.1 Required COMPLIANCE ......ccoieeeeee e 2
2.2 Optional Compliance POINES .......ooooiiiii s 2
3 Normative REefErENCES ......couuiiiiiie e 2
3.1 MIP JC3IEDM REfEreNCES .......ooviiiiiiiiiiiiii i 2
3.2 Reference MaterialS ..........coooiiiiiiii i 3
3.3 Additional Material ...........coouuiiiiiiii e e a e earane 3
4 Additional INformation ..........c.eeiiiiiii i 4
4.1 SUDMITEIS oo 4
S U] o] o Jo] 4 (=] £ TR URPPPPRRPPIN 4
4.3 ACKNOWIEAQEMENLS ....uii i e e e e e e e e e e e e e e e e ee et e e eeeeeeeens 4
4.4 Relation to other Specifications, Standards, and Initiatives ..................ccceeeeene 5
5 SOPES 7
5.1 Benefits of the SOPES IEDM ......uiiiiiiiiiec e e e eeneees 7
5.2 SOPES IEDM SCOPE ..uuiiiiiiiiiiiiiiii ettt ss s e e et e et s e s e e e e e ee et an e s e e aaeeenenes 8
5.3 JC3IEDM INtrodUCLION ....cccoiiiiiiicie e 9
5.3.1 ThE ChAlIENQE ...eeiiiiiieieie ettt e e e e aeeeaaeaa s 9
B5.3.2 JCBIEDM .ottt 10
5.3.3 Army Tactical Command and Control Information System ............ccoociiiiiienennn. 10

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 i



5.3.4 Multilateral Interoperability Programme ..........cccvveeiieeie oo 11

5.3.5 The remaining ChalleNgES ..........uuviiiiiieeiieiiic e 11

5.4 ONEOIOQY ceiiieiiiiiiii ittt 12
5.5 Coverage of the JCIIEDM .......ccooviiiiiiiiii e, 12
5.6 Platform Specific MOEIS .........oovviiiiiiii 12
5.6.1 MIP Transactional Middleware and Community SEmMantics .........ccccccceervriiunurennen. 12
5.6.2 WED SEIVICES ....eiiieiiiiiiie ettt e ettt e e e e e e e e e enb e e e e eas 13
5.6.3 SEMANLIC WED ...t 13
5.6.4 Database APPIICALIONS ... 14

5.7 OMG’s Information Exchange Framework ............ccccooviiiiiiiiiiiiiviiicie e, 14
5.8 Design Rational and PrinCiples ... 15
5.8.1 Rationale for the JC3IEDM as a Normative Data Model ...........cccccveviiiieeeniinnnnn. 15
R S I © ¥ 1o 1o T =d € [orT o] 1= 15
5.8.3 General Design PriNCIPIES .......uiiiiiiiieiee ettt s e e e 16
RS O 1 VI T =T T o 1= o | S 16

5.9 Underlying MethodOology .......cccovvviviiiiiiiii e, 18
5.10 TranSACHONAUS .....coiiuuiiiiiiiieiei ittt r e e e be e 19
5.11 Alignment to other Standards Efforts .........cccccccoiii 20
5.11.1 AlIgNMENT E0 MIP ..ot e e e e eeeeas 20
5.11.2 Alignment to DODAF, MODAF, NAF and DNDAF ..ot 20
5.12 UPDM .ttt e et e e et e aaaeeanae 21
5.13 Statement of Proof of CONCEPL .....cooeiiiiiiiiie s 22
5.13.1 Operational ProtOtyPe ......ccoccviiiiiiieiee e e it e e e e e e s s e e e e e e e e sn e snanrreeee e 22
LN I S @ ] = S I = 1] Vo PR 24

6 Shared Operational Picture Exchange Services ........cccccoovveevvivnnnnnnn. 27
0 R @ o] [T o 11 V7= SR 27
6.2 RALIONAIE ...oeiiiiiii e 27
6.3 Problem Space for Shared Operational Picture ............ccoooiiiiiiiiiiiiiiiees 27
6.4 SOPES INnformation DOMAIN .........uveiiiiiiiiiiiiiiiie et 28
6.4.1 COMIMON COIE ...ttt e e e e e e e e e e e e e e e e et et e e e e e eeeeesbnbebesbnnes e aas 28
6.4.2 Enabling Community of Interest EXChanges ... 29

6.5 Information Exchange Framework .............cccooiiiiiii e 30
6.5.1 BACKGIOUNG .....oeiiiiiiiiiiiii ettt e e et e e e e e e e et aaeeeeaaaaeas 30
B.5.2 ODJECHVES ...ttt e e e e bbb e e e e e e e e e 31
LSRR Y o] o (o 1= Y] o [N PP TP UPRP 32

6.6 The Future: SOPES IEDM .....cciiiiiiiiiiiiiie et 33
7 Design RaAtioNAle .......ooooiiiiiiiiei e 35
7.1 DESIGN OVEIVIEW ..coviiiiiiiieieiee ettt 35
7.2 Web Ontology Language (OWL).SOPES DeSign .........cceeeeiiieiieieviiiiiiin e, 35
72 N Y[ Te (=] 1T g o J @] o Tox =T o | AP U TR ORP 35

7.3 SOPES IEDM and MOF MOdel ........coovviiiiiiiiii, 35
7.3.1 An Overview Of the MOF ........ooiuiiiiiii e 35
7.3.2 Meta Object Facility MOEL...........uuveiiieieeee e 35
7.3.3 The Relationship between SOPES IEDM and MOF .........ccccoviiiveeieei i 36

7.4 SOPES IEDM and UML ..coooiiiiiiiiiiiee e, 36
7.4.1 AN OVEIVIEW OF UML ..oiiiiiiiiiiiiiiiiii sttt 36

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0



7.4.2 The Relationship between SOPES IEDM and UML ........cccccccevieeein i, 37

7.5 The SOPES IEDM and XMI ....cccooiiiiiiiiii e 38
7.5.1 AN OVEIVIEW OF XM e ee e 38
7.5.2 The Relationship between SOPES IEDM and XMI .......ccccveviiiiiiiiiiiiiiiiiiieeeeeeeen 38

7.6 Additional Design Considerations ...........cooooeiiieiiiiiiiie s 38
7.6.1 REUSE Of UML CONCEPLS ..eeeeiiiiiaieiiiii ittt et e ettt e e e e e e e e s snnbeeaneeeaeaae e e s 38
A I Y/ (o 1o [N = T | TP PP 39
7.6.3 GENEIIC MOUEL ..ottt eee e e e as 39

7.7 EXIENSIDIILY ..ooceeieeeeece e e e 39
7.7.1 COMMUNILY SEMANTICS ...uuiiiiiiiiiiiieee ettt e e e e e e e st r e e e e e e e e e s aababbeeeeeeaaaaaeas 39

8 USAQE SCENAIIOS ....ouuiiiiiiiiiiiiie e e e et eeaa e 41

8.1 OVEIVIBW ..eiiiiiieei ettt ettt e e e e ettt e e e e e e e i b e e e e e e e e aeb e eeeeas 41

8.2 USErS Of JCIEDM ..ouiiiiiiii et e e e et s e e e e e e e ra e as 41

8.3 USAQE SCENAIIOS ..vvvuuiiiiieiiiiiiiiiiiii s e e e e et ettt e e e e e e e eeeeaeat e e e eeeeeaeaettaaaaeseaaeeennes 45
G T A W I T L= T @ o1 7= 1 SRR 45
ESTRCIZAN Y o] o] [Tor= 11 To] g W €= g T=T -\ 1o ] o 1R 46
8.3.3 ONtOlOgY LIFECYCIE ..cceeieiee e 46

S N o] ][ (=T o (U SRS a7

8.5 Exchange of Complex Data Sets ..........ccoooeeiiiiiiiiiiiinnve e 47

8.6 Engineering ApPliCatiONS ........ccoooiiiiiii i 48
8.6.1 Information Systems DevelopmeNt ............uuuiiiiiiiiiaiiiee e 48
8.6.2 ONtOlOgY ENGINEEIING ...ttt ettt e e e e e eeaeaae e e as 48

O SOPES I[EDM ..eeoi e e 51

.1 OVEIVIBW ..etieiiiieee ettt ettt e e ekttt e e e e e e bbbttt e e e e e e e s bbb e e e e e e e e e nabbeeeeeas 51

0.2 SOPES PIM i 52

9.3 Organization of the SOPES IEDM PIM ..., 52

9.4 Modeling CONVENTIONS .....ccooiiiiiiiii i e e e e e e e e e s e e e e e e e ee et aneeeeeeeeanns 53
S A 11 1] o 10 (= PP PPUPPOTPPPT 54
9.4.2 Identifiers and WatChPOINIS ..........cooiiiiiiiiiiiiiiie et 55
LS IR G B (=T (=70 1Y/ 0 1= PP 55
R 1 SRR 56
.45 ClASS .teiiiiii ittt a bt e e et b e e e e e e baee e e e abareeee e 56
9.4.6 JCIIEDM DOMAIN MOUEI ...t e 57

9.5 FOUNALION ..ooeiieeiieeeee e e 57
9.5.1 Organization of FOUNAAtION ..........cooiiiiiiiiiie e 57
9.5.2 Creating the “Wrapper ClaSSES” ........cccociiiiieiiiee e secssciteer e e e ssarraereeee e 58

10 TranSaCtioNAlS ..........iiiiiiiiiiiii e e et e e eeaaaa 59

0 o 1T PP 59
0 0 o 1 o T O 1= O EERUER 60
10.1.2 ACtiON_CONLEXE_STALUS ..vvviiiiiiieeeeis ittt e e e e e s s e e e e e e e e s e e e e e e eeeeeeas 60
0 3o 1 o T = 1 = R 61
0 0 o 1 o T = 1 (=2 =Y 0 USSR 62
O SR 1 o = 1 (=Tt A 1Y o L= SRR 63
10.1.6 ACIONEVENT_ CBRIN ....iiiiiiiiiiieiis ittt e e e e e e e s s s st r e e e e e e s e e s st rneeeeeaeeeeaeannns 64
10.1.7 ActionEvent_ChemicalBiologiCal .............uuviiiiiieeiiiiicece e 65

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 iii



10.1.8 ACtIONEVENT_ COMPOSITE ...vvviiiiiiiieeieeiiiiitiiireeeeee e e s sssnren e e e e e e e e es s snnnnnreeeeeeeeeeeeas 66

10.1.9 ACtiONEVENT_DELall ..cccceeiiiieee et 67
10.1.20 ACtIONEVENT NUCIEAI .....evviiiiieiiie ettt e e ree e e e e e 68
10.1.11 ActionEvent_ NUCIEArWEAPON ........ccovieiiiieeiieee e e s e e ee e e e 69
10.1.12 ActionEVeNnt RAAIOACHIVE ......ccvveeiieiieiiiiieiieee e e e e s e st e e e e e e e e e s reneeee e 70
10.1.13 ActionEvent_RadiologiCal ..........cccoiicieiiiiiiiiiie e 71
10.1.14 ACHONEVENT StAtUS.....ccuvviiiiiiiiieeeee s eccieiee e e ee e e e s s s brer e e e e e e e e e e s s snnnrneeeaeeeeees 72
10.1.15 AcCtion_FUNCHONGI _ASSOC ... .uiiiiiieeeeeiiiiitiieeee e e e e e e s e e s ssieeaeer e e e e e e e e e s e nnnnnnreereeeeeeaees 73
0 0 0 30X 1 o o T I Yo o T R 74
0 0 0 o 1 o T @ o] [=ox 11/~ PSR 75
10.1.18 Action_Objective_Item_Marking ......ccccccvuiriiiieiee i er e 76
10.1.19 Action_Objective_Item_Target_Personnel_Protection ............ccccooiuiiiiiieenennnnn. 77
10.1.20 Action_ODbjJECtIVE_TASK ....uuiiiiiiiiiiii it 78
10.1.21 ActioN_ODJECHVE _TYPE ...ettiiiiiiiiiaee ettt et e e e e e e e as 79
10.1.22 Action_REferenCe _ASSOC........cccviiiiieiieiiiiiiiiessssse s s et e e e e e e e e e aeaaaeeeeeeeeeereeerararana 80
10.1.23 Action_Required_Capability...........cooiiiiiiiiiiie e 81
10.1.24 ACHION_RESOUICE ....cceeeiiieiieieeee et e s e s e s e e e e e e e e e e e e e e e e e e e e aaeaeaesrareranaaaaaans 82
10.1.25 Action_Resource_EmPIOYMENT .....cooiiiiiiiiiiiieiee e 83
10.1.26 Action_Resource_Employment_Aircraft ...........ccoooiiiiiiiieeee e 84
10.1.27 Action_Resource_Employment_Electronic_Warfare ...........cccccociiiiiiiiiiinnnnnn. 85
10.1.28 Action_Resource_Employment_Maritime .........cccooiiiiiiiiiiiiiieane e 86
10.1.29 Action_Resource_Employment_RecoNNaiSSanCe ..........ccccccveeeeeeiiiiniiiieineeeenn 87
10.1.30 ACtiON_RESOUICE ItEIM ......cccii i s e e e e e e e e e e e e e e e e eeeaaeaeeens 88
10.1.31 ACtION_RESOUICE _TYPE ..evtiiiiiiieaiii ittt ettt e e e e e e e e sbbeb e eeaeaaa e e as 89
10.1.32 ActioNTasSK_COMPOSITE .....eeiiiiiiiiiiiiiiiie ettt e e e e eeaaa e as 90
10.1.33 ACHIONTASK_StAtUS .....ccceeiiiiiiii e e e e e e e e e e e e e e e e e e an s 91
10.1.34 ACtiONTASK_ROE .......ccciiiiiiiiie et e e e e e e e e e e e s 92
10.1.35 ACtON_TEMPOIAl_ASSOC ....eeeeeiiiaaeeaiaitiieeeee e e e e e e e et e e e e e e e e e e s s ananbsbeeaeeaaeeas 93
10.1.36 Associated_Target Detail ..o 93
10.1.37 Candidate_Target Detall ..........coouuiiiiiiiiiiiieee e 94
10.1.38 Candidate_Target_Detail_ASSOC ......cuuueiiiiiiiieaeiiiiiiiiiie it eee e 95
10.1.39 Candidate_Target_Detail_AUthOrSAtioN ...........cooiiiiiiiiiiiiiei e 96
10.1.40 Candidate_Target_Detail_Item .........c..uuiiiiiiiiiiiie e 97
10.1.41 Candidate_Target_Detail_TYPE ...ocoicuuiiiiieiiiaee et 98
10.1.42 Candidate_Target LISt ........coeiieeaiiiiiiiiiee ettt e e e e 99
10.1.43 Candidate_Target LISt ASSOC ......ccccuutiiiiiiiiaaeeee ettt e ee e 100
10.1.44 Candidate_Target_List_ AUthOFSAtioN ...........ccccoiiiiiiiiiiiiiiie e 100
10.1.45 REQUEST_ANSWET ...ttt e e e e e e e e e e e e e e e eeeeeeeeeeeeabsbenanananes 101
10.2 Capability ..ocooveeeiieeee e —— 102
10.2.1 Capability COMPOSITE ......eeeiiiiiiiiieee et e e 102
10.2.2 Capability ReferenCe _ASSOC .......ocouiiiiiiiiiiiiiiie e 104
10.2.3 EngineeringCapability TYPE ....oeeeiiiiiiiiiie e 104
10.2.4 FireCapability TYPe ..ooiiiiiieiiiii ettt 105
10.2.5 StorageCapability TYPE .......eiiiiiiiiaaie i 106
10.2.6 TransmissionCapability TYPE .....oooiiiiiiiiii e 107
ORI 0] ¢ 1 1) AT SOOI 108
10.3.1 CONtEXt _ASSESSIMENT ..iviuuiiiiiiiiiiiii et e e e e et e e e e e e e e e e e eat e e e aeeanen 108
10.3.2 Context_ConteXt_ASSOC_STAtUS .......cccuiiiiiiiiiiiinieie e eea e eeaees 109
10.3.3 Context_ EIBMENL ... e ———— 110
10.3.4 Context_Element_Reporting_Data_Item .........ccccccoiiiiiiiiiiiiiiieee e, 111
10.3.5 Context_Element_StatUS ...........uuuiuiiiiiiiiiiiiiiiie e 112

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0



O IR T SR 0] 1 (=1 =] o PP 113

10.3.7 Context_Object_Item_ASSOC_StAtUS .......cceveveeeieiiiiiiiiririiireeeeee s s s sssennrnereeeeeeees 114
10.3.8 Context_Reporting_ Data_ASSOC ......cccuvrriiiieiieeeeeeiesteieeereee e e e s s e s ssnnnnnaneeeeeeeeees 115
10.3.9 Context_SPEeCIfiCAtION .......ieviiiiieiiiccce e 116
10.3.10 Operational_Information_Group_Organisation_ASSOC .........c.ccceecvvvvvvereereennnn 117
10.3.11 Operational_Information_Group_Organisation_Assoc_Status ............ccccee.... 118
10.3.12 Operational_Information_Group_Plan_Order_Content ............cccccvvvvevveereennnn. 119
10.3.13 REFEIENCE_ASSOC ...vvviiiieieeeeieiieeiiitiieeeeteee s e e s s st e areeeeeeesssssssnstrnaereeaaeeseesannnes 120
10.4 CONLIOIFEALUIE .....ueiiiiiee ettt e e e ee e s 121
10.4.1 ApproachDireCtioN_EM ......coiiiii i a e 121
10.4.2 ControlFEatUre _ITEM .....cciiii i e e e e e e e e e e e e e e e e e eeaaaaaees 122
10.4.3 ControlFeature IteM_TYPE ...ooiiieeiiiiiee ettt e e e e e e e e 123
10.4.4 ControlFeature _POSITION .........cooiiiiiiii s e e e e e e aeaens 124
10.4.5 ControlFeatUre_STatUS ........cccoeieieiii i e e e e e e e e e e 125
10.4.6 CONIOIFEALUIE _TYPE ..etiiiiiiiiieii ettt ettt ettt et e e e e e reaaaaae e e s 126
ORI = o 11/ PP 127
10.5.1 FACIlItY TEEIM oottt e e e e e ee e e e e e e e as 127
10.5.2 FACIlity _HEM_TYPE ..ottt e e e e e ee e e e e e e e e e e eanes 129
10.5.3 FACIlity _POSILION ..ottt a e e e e 129
10.5.4 FACIlItY _STALUS ..cooii ittt et e e e e e e st re e e e e e aae e as 130
10.5.5 FACHIEY Ty P ittt ettt e et e e e e e e e e e e e e bbb e e e eeeaaaaaeeaas 131
10.5.6 MFSI_CASUAILY GIOUP ...eeeieiieeiiaiiiiiiiiieieeet e e ae e et et e e e e e e e s iabe e aeeeaaaaeeaans 132
10.5.7 MFSI_CASUAILY _TYPE .eeeeiiiiiieaiie ettt ettt e e e e ae e e e e e e e 133
10.5.8 MFSI_EVACUBLION ....uuuuiiiiiiii i i e e et s e s e s e s e e e e e e e e e e e aeseeeeeaeneanns 134
10.5.9 MFS_Casualty Bed_OCCUPANCY ......uuuvriiiiiiiaaaiaaiiiiiiiiieeeaaa e e e e sieaeaeeaaaaae e 135
10.5.10 MFS_Pending_Casualty EVACUALION ..........ccceiiiiiiiiiiiiiiiiiaa e 136
10.5.11 MFS_PendiNg_SUFIGEIY ...ceeiiiiiaeiiiiiieite ettt e e e e be e aeeeaaaa e 137
10.5.12 Medical_Facility _Status_ COMPOSILE .......cceeiieiiiiiiiiiiiiiieiie e e 137
10.5.13 Military _OBDSIACIE ......eueeiiiieiiieei et a e e 139
10.5.14 Minefield_Maritime_Casualty EStmate ...........ccooocuuiiiiiiiiiiiieiiiieiieeee e 140
10.5.15 Minefield_Maritime_Sustained_Threat Measure_Of Effectiveness .............. 141
10.5.16 Network_Facility CapaCity .......ccuureeeeiiiiiaieiiiiiieeiee et e e e e 142
10.5.17 Network_Facility FreQUENCY ......cc.uuuuiiiiiiiaaieaeie it 143
10.5.18 Network _Facility [teM ......oooiiiiiieiee e 144
10.5.19 Network _FacCility SEIVICE ........coiiiuiiiiiiiiiiee e 145
10.5.20 Network_Facility ServiCe_STatusS...........ccieuieaiiiiiiiiiiiiiieiee e 146
10.5.21 Runway_Approach_Dir€CtiON_ASSOC ......ccciieiiiiiiiiiiiiiieeiiaa e e e e eaeiieeeeeeaaaaa e 147
10.5.22 RUNWAY _TTEIM ittt e e e e e e e e e e 148
10.6 GeographiCFEAtUIE .......ccccciiiiiei e eeeee e e e eeeeeeeeeeeeees 149
10.6.1 GeographiCFeature ItEM ..........coiiiiiiiiiiiiir e r e e r e e e e e e 149
10.6.2 GeographicFeature IteM_TYPE ....uuviiiiiiieeeeeeiiiiiieiee e e e e e e e e s st e e e e e e e e e e e e nnnes 150
10.6.3 GeographicFeature _POSITION ..........ccccviiiiiieiiee e e e 151
10.6.4 GeographiCFeature _StatUS ..........cccccverriiiieeee i ee e e e s s ssennrrereer e e e e e e e 152
10.6.5 GeographiCFeature _TYPE ...cciccieiiiii it ee e e s r e e e s e e s e e err e e e e e e e 153
0 B o) [ 11 o TP 154
0 R T o o 1o 1SRRI 154
O R o o 1o TR I = 1 1) (= PSR 155
O JRC T 0Tt i [o ] PRSPPI 156
10.8.1 ADSOIULE POINT .....eeiieiiiiiiiee e e e e e e e e e e e e e s s s s s r e e e e eeeeeeeanne 156
10.8.2 CarteSian_PoOINt .......cccviiiiiiiieie e e e s e a e e 157

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 \Y



10.8.3 CONE_VOIUME ..ooiiiiieeiii ettt r e e e e e s e s e r e e e e e e e e s e s nrnnnneeeees 158

10.8.4 CorridOrArea_SUIMACE .....cccueiiiiiieiieeee e e e e e e s e e rarne e 159
10.8.5 EIlPSE_SUIMACE ..eiviiieeiiiiiiiiie ettt ettt e e e e e e e e e e e e e e e e e e s e nnnenarneees 160
10.8.6 FANAIEA _SUIMACE ...ccoiiieceiieiiiee ettt e e e e e e e e eeees 161
10.8.7 Ge0graphiC_POINt .......coiiiiiiiiiie e r e e e e e e e 162
10.8.8 Geometric_VOoIUME _HEM ......uiiiiiiieeie i e e e e e 163
10.8.9 LINEPOINT_ITEBM oiiieie i e e e e e e e e e aneeee s 164
O S 300 0 B I o T | (= o o SRR 165
O 2R S 300 5 Y o To= L1 T o @0 11 ] o0 £ (= SO 166
10.8.12 OrbitArea_SUIACE .......cccciiiieeiii et e e e e e e 167
OIS 300 e 3 = o 1 o A 1 (= o SO 168
10.8.14 POINt_RETEIENCE ..o et e e 169
10.8.15 POIyarCArea_SUIMACE ........uuiiiiiiiiiaiee et 170
10.8.16 POIYgONAIEa_SUIMACE ......uiiiiiiiiiiiiaii e 171
10.8.17 Relative_Coordinate_SYSIEM .......ccooiiiiiiiiiiiiiii e 172
10.8.18 RelAtiVE_POINt ..o e et e e —————— 173
10.8.19 SPNEre_VOIUME ...cooiiiiiiieeee it e e e e e e e e ae e 174
OIS T 0 IS TU [ = Vo Y | (=1 o o 175
10.8.21 SUIfaCe_VOIUME ... e e e e 176
10.8.22 TraCKAIrea SUIMACE .......ccciiiiiiiiiieee e e 177
L0.9 MALETIEI ..t e e s 178
10.9.1 Consumable _Materiel_TYPE ...coeeii it 178
10.9.2 EQUIPMENT_TYPE oiiiiiiii ittt ettt et e et e e e e e e e e e e e nb e e e eeeeas 179
MO IR (Y - (=1 =T N ] o O 180
10.9.4 Materiel_ItemM _TYPE oottt a e e e 181
10.9.5 Materiel_POSITION .......ccoiiiiiiiie e 182
10.9.6 Materiel_StatUS .......cccoiiiiiiiiiiii e e e e e e e e e e e e e e e ————— 183
10.9.7 Materiel_TYPE . ooeiiiieiei ittt a e e e e 184
10.9.8 Principal_EqUIPMENT_TYPE ..eeiiiiiiiiieiiiiii ettt e e e 185
10.9.9 VeSSl TYPO oeiiiiiiiii ettt a e e a e s 186
10.10 MeteorologicalFeature ..........ccooeieiiiii i 187
10.10.1 MeteorologicalFeature Item ...ttt 187
10.10.2 MeteorologicalFeature _POSITION ..........coociiiiiiiiiiiee e 188
0 00t R @ ] o 1= T o 11 1= o 189
10.11.1 Object HeM_AdArESS ......ouuiiiiiiiiee e ice e e r e e e e e e s e raeee e 189
10.11.2 Object_Item_AFfillatioN .........oeeeeiieeieiiii e 190
00 e @ o= 1 =1 0 T =TT oSS 191
10.11.4 Object_Item_ASSOC_STALUS ...evvvieeeeeiiiiiiiiiiieir e e e e e se s ssirree e e e e e e e e e s e snrenrneee e 192
10.11.5 Object_Item_Capability .......cccceeeierieeiiiiiiiie e 193
10.11.6 Object_Item_Group_ACCOUNL ....ccceeeeiieeiiiiriiiiireeee e e e e s ssssrnrr e reeeeee s e e s snnnnnneeeees 194
10.11.7 Object_Item_Group_Account_Detail .........ccceeveereeiiniiiiiiiireece e 195
10.11.8 Object_Item_HOostility StatuS .......cccooiiiiiiiiiiiiie e 196
10.11.9 Object_Item_ReferenNCe_ASSOC ......ccceicviiiiiiiieeie e e e e e e e e e s aeee e 197
0 O KO @ o T =T A L (=1 0T I3 = SO 198
0 O I @ o =Y A = (= (=1 o= SO 199
10.12 OB ECITYPE oieeeieeeeee e 200
10.12.1 Object_Item_Object_Type_ Establishment ..............oociiii e, 200
O 2 @ o 1T =Y ox A 1Y/ o 1SS 201
10.12.3 Object_Type_Affiliation .........coeviieeiiiiiiic e 202
10.12.4 Object_Type_Capability NOIMM .....ccooiiiiiiiiiieeeee e 203

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0



10.12.5 Object_Type_Establishment ..o 204

10.12.6 Object_Type_Establishment_Detail .........cccccceviiiiiiiiiiiiiiee e, 205
10.12.7 Object_Type_REfErENCE_ASSOC ....uvvrriiiieeeeiiiiiiiiiieieeeeeeeeessissestrrereeeaeeaeeeannanes 206
O B @ T - 1 a1 7= L1 T PP 207
10.13.1 Executive_Military_Organisation_TYPe ......ccouiiiiiiiiiiiieeee et 207
10.13.2 Government_OrganiSation_TYPE .........eeeiiiiiiaiiiiiiiiiiiie e e e e e e 208
10.13.3 Military_OrganiSation_TYPE .....cccuuuiiiiiiiiiee ettt e e e e e e e e 209
10.13.4 MiIlitary _POSE_TYPE ...eeetiiiiieiiaai ettt e e e e s e et aae e e e e e e e as 210
10.13.5 Organisation_ActionTask _ROE ...........uoiiiiiiiiiiiiieee e 211
10.13.6 Organisation_ACLON_ASSOC .....ccouiiiuriiiiiieeieaa e e ettt eeea e e s e e s s aabeeeereaaaaaeaens 212
10.13.7 OrganiSatioN_ITEIM .........oiiiiiiiiii ittt e e e e e e e e e e 213
10.13.8 Organisation_ItemM_TYPE ...coiiiiiiiiiiiitee ettt e e e e e e 214
10.13.9 Organisation_Materiel_TYPE ASSOC ......ueeieiiieiiiiiiiiiiiieiiiaaaeaeeaaaaiireieeeeaaaaaans 215
10.13.10 Organisation_Plan_Order_ASSOC .......ccuuaaiaiiiiiiiiieiieeaaaaa e e eiriereeeeeaaaaeeeaaaaes 216
10.13.11 Organisation_Plan_Order_ASSOC_StatUS .........cccuviiiieiiieiianiiiiiieeeeeaeee e 217
10.13.12 OrganisSation_POSItION .......ccociiiiiiiiiiiiiiee e reee e e e e e 218
10.13.13 Organisation_ReferenNCe_ASSOC .......uueiiiiiiiaiiiiiiiiiiieeie e e a e 219
10.13.14 OrganiSAtioN_STALUS .....cceeiiiiiiiiiiiiieiie it e et e e e e e e e eeeeaaeaeeaaaas 220
10.13.15 OrganiSation_STIUCLUIE .......coooiiiiiiiiiie e ee et e e e eeeaaaa e 221
10.13.16 Organisation_Structure_Detail ............eeeeiiiiiiiiiiiiiieei e 222
10.13.17 OrganiSAtiON_TY P ...uuueeeteeieeaeaeiaiiteetee et e e e e e e s e e aaebe e e e e eeaaa e e e e s s aannbereaeeaaaaaeaaans 223
10.13.18 Task _FOrmMation_TYPE ...cceeiiiiiiiiiiiie ettt e e e e e e 224
10.13.19 UNIE_TYPE 1ooiitiieieeiitiie e e s ctete e e e sttt e e e s sttt e e e e sstaaeeessssbaeeeeessbaeeeessssbaeaeessnbaeeaesanes 225
FO.14 PEISON ettt ettt e ettt e et et et e e 226
10.14.1 Person_Identification_ DOCUMENL ...........oevviiiiiiiiiiiiiiiiiii e i e e e e eeeeeeee e e e e eeeenenens 226

O T e Y =Yoo [ (] o P 227
10.14.3 PerSON_IEM Ty POttt e e e e e e e e e e e e eeeeeas 228
10.14.4 Person_Language SKill ... 229
10.14.5 PErson_POSIHION .....uuiiiiiii e e 230
10.14.6 PEIrSON_STALUS .ievvvuiiiiiiiiiiiie e e e ettt e e sttt e e et et s e e e e e eab s e e s e eataaeseaeeasrannaaaaaes 231
L0.14.7 PEISON_TYPE eetettuuiuiuaaa e e e e e e e e e e e e e et et e ettt ettt asaeeeabebe b e s e s e s e e e e e e e e e aeaeaeaaaaeeeeeeaees 232
10.15 PIANS & OFUEIS ....iiiiiii ittt ee e eee e e ee e eeeeeeeeeeees 233
10.15.1 Order_SEAtUS ...eciiiiiiiiiiiir et e e e s e e s esertee e e e e e e e s s e asn b e e e e e e e s e e s s nnnrnrnaeeeeeaeeeaeas 233
10.15.2 Plan_OF0EI _ASSOC ...uvuvuiiiieieeeieiiiiiiiesteeeteeteesssssssssesssserereeeesessassssrsreanreaeaeesans 234
10.15.3 Plan_Order_COMPONENT ......ccceeiiiiiiiiiieiie e e e e e e e s ss e e e e e e e e s s e s snnnrnrnereeaeeeeeas 235
10.15.4 Plan_Order_Component_CONtENE ..........uuviiiieeieiiiiiiieiirr e e e e e eeseseereereeeeeee s 236
10.15.5 Plan_Order_Component_Content_Reference .........ccccccceeeveiiiviccciieieneeeeeennnn, 237
10.15.6 Plan_Order_Component_Header Content ..........ccccuveeeeeeeeiiiicniiiieeeeeeee e e e 238
10.15.7 Plan_Order_Component_StrUCTUIE........ciieeeeiiiiiiiieiieeeeeee e e ss s seiienieee e eee e e e e 239
10.15.8 Plan_Order_DiStriBULION ........cceiiiiiiiiiiiiee e e e e e e 240
10.15.9 Plan_Order_Distribution_Acknowledgemen ...........cccccvveeeeiiiiiiiniieeeeee e 241
10.15.10 Plan_Order_Header CONENL ........uuueiiiieeeeieiiiriieeierr e e e e e e s s serrrree e e e e e e e e e e e 242
030 I o - T @ o L= 1= o PSSR 243
10.15.12 Plan_SEAtUS ...ccoieiieiiiiiiii it e e e s e s ss st ee e e e e e e s s e st e e er e e e e s e s snnnnnan e aenaaeaeeaaaas 244
O IR I == oo ] ¢ S TSP 245
10.16.1 Absolute_ Reporting_ Data ........ccccuvrrieiiieeeeeeiisiiiee e e e e e e e s s s sseerreer e e e e e e e e e ennnes 245
10.16.2 Relative_RepOrting Data .........ccccevciriiiiiieeieeeis s iiieieier e e e e e s e s sssnnrerneereeeae e e 246

11 Exemplar SEMANTICS ......ccovvviiiiiieeiiee e e 249
11.1 CoNntrolFEAUIE _SA ....ooeii e e e e e e e e r 249

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 vii



viii

11.2 FACIHY SA eoeeeeeeeeeeeeee et s et ee e st 250

11.3 GeographiCFeature_SA ... 251
11.4 MAtErEl_SA .. e e 252
11.5 Organisation_SA ..o 253
I G T ST 0 [ Y 254
Annex A - Modeling Profile DescCription ...........cccoevveevviiiiiiiieeeeiiiee e, 255
Annex B - Wrapper Class DesCriptions .........ccuueviieiiiiiiiiiieeieeiiiineeeee 285
Annex C - Transactionals and OCL ............uciiiiiiiiiiiiiiieeeeiii e 489
Annex D - XML Schema Definitions ..........cccooevviiiiiiiiii e 783
Annex E - Java Code - Platform Specific Model (PSM).........cccccce..... 785
ANNEX F - GIOSSAIY ...ttt 787

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0



Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open membership, not-for-profit computer industry
standards consortium that produces and maintains computer industry specifications for interoperable, portable, and
reusable enterprise applications in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencies, and academia.

OMG member companies write, adopt, and maintain its specifications following a mature, open process. OMG'’s
specifications implement the Model Driven Architecture® (MDA®), maximizing ROI through afull-lifecycle approach to
enterprise integration that covers multiple operating systems, programming languages, middleware and networking
infrastructures, and software development environments. OMG'’s specifications include: UML® (Unified Modeling
Language™); CORBA® (Common Object Request Broker Architecture); CWM™ (Common Warehouse Metamodel);
and industry-specific standards for dozens of vertical markets.

More information on the OMG is available at http://www.omg.org/.

OMG Specifications

As noted, OMG specifications address middleware, modeling and vertical domain frameworks. A Specifications Catalog
is available from the OMG website at:

http: //mww.omg.org/technol ogy/documents/spec _catalog.htm

Specifications within the Catalog are organized by the following categories:

OMG Modeling Specifications
« UML
+ MOF
« XMI
« CWM
* Profile specifications.

OMG Middleware Specifications
* CORBA/IIOP
* IDL/Language Mappings
* Specialized CORBA specifications
« CORBA Component Model (CCM).
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Platform Specific Model and Interface Specifications

* CORBAservices

* CORBAfacilities

¢ OMG Domain specifications

* OMG Embedded Intelligence specifications
* OMG Security specifications.

All of OMG's formal specifications may be downloaded without charge from our website. (Products implementing OMG
specifications are available from individual suppliers.) Copies of specifications, available in PostScript and PDF format,
may be obtained from the Specifications Catalog cited above or by contacting the Object Management Group, Inc. at:

OMG Headquarters
140 Kendrick Street
Building A, Suite 300
Needham, MA 02494
USA

Tel: +1-781-444-0404
Fax: +1-781-444-0320
Email: pubs@omg.org

Certain OMG specifications are also available as SO standards. Please consult http://www.iso.org

Intended Audience

This specification will be of interest to stakeholders, developers and members of communities with shared requirements
to coordinate, collaborate, execute combined, coalition or multi-agency operations, and in doing so, share information
related to situational awareness and collaborative planning, and operational command and control. Their interest will be
in the extensive vocabulary provided by the SOPES IEDM and the JC3IEDM's ability to integrate and store that
information.

The primary audience for the specification is product developers for emergency and crisis management (ECM) systems,
which include situational awareness, collaborative planning, and operational command and control. Thisisan
acknowledgement that development capacity for many ECM organizations is extremely limited and they require
commercia-off-the-shelf (COTS), including open-source solutions, in order to expand or enhance communications and
interoperability. Thisis different from the traditional approach prevalent in many military communities that tend to focus
on custom integration for their solutions; but this too is changing rapidly, and can benefit from open standards.

After the product developers, the next audience is the integrators. Within this community, the specification targets the
analysts, engineers and developers responsible for delivering interoperable joint, coalition and multi-agency consultation,
command and control (C3) systems and services; or for gateways between the military and other participating
organizations and agencies. In these domains, integration around a single product or technology is not practical, as many
of the periphery organizations have established investments that they are not willing to alter.
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Typographical Conventions

The type styles shown below are used in this document to distinguish programming statements from ordinary English.
However, these conventions are not used in tables or section headings where no distinction is necessary.

Times/Times New Roman - 10 pt.: Standard body text
Helvetica/Arial - 10 pt. Bold: OMG Interface Definition Language (OMG IDL) and syntax elements.
Courier - 10 pt. Bold: Programming language elements.

Helvetica/Arial - 10 pt: Exceptions

Note — Terms that appear in italics are defined in the glossary. Italic text al so represents the name of adocument, specification,
or other publication.

Issues

The reader is encouraged to report any technical or editing issues/problems with this specification to http://www.omg.org/
technol ogy/agreement.htm.

About this Specification

Overview

This Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model specification isin
response to OMG's request for a standard Data Model, Business Rules and Semantics for consultation, command, and
control (C3) for crisis response operations. The SOPES IEDM is intended to enhance information sharing and operational
effectiveness of collaboration, command and control systems operating in military and crisis response coalition and multi-
agency operations.

Relationship to MIP

At the issuance of this specification, there is no formal relationship between the C4l DTF and the MIP. The JC3IEDM
was submitted to the DTF, after coordination with the MIP community, under a task funded by the United States (US)
Department of Defence (DOD). It was accepted by the team as a normative element of this specification. The objective
of the specification effort was a publicly accepted specification that yields multiple commercial off the shelf (COTS)
ECM systems and applications integrating JC3IEDM semantics as part of their Application Program Interfaces (APIs).

Specification Focus

The SOPES IEDM specification formalizes a platform independent set of data patterns for the construction, parsing and
processing of JC3IEDM semantics for situational awareness and collaborative planning. The data patterns apply directly
to a set of transactions for the MIP Joint Consultation, Command and Control Information Exchange Data Model
(JC3IEDM: version 3.1c ratified December 2007). The specification provides this set of data patterns as building blocks
for the exchange of information that is applicable to a wide range of operational communities, including:
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« First Responders (e.g., Palice, Fire Department and Emergency Medical Personnel);
« Government Agencies (Federal, Provincial/State, and Municipal);

« Non-Governmental Organizations (NGOs);

* Other Government Department (OGD);

* Private Volunteer Organizations (PVOs);

* Para-military and security agencies; and

« Military (Joint, land, maritime, air, space and coalition).

These communities have comparable requirements for shared situational awareness, and collaborative planning. Their
operations are increasingly crossing organizational, agency and national boundaries. The participating organizations are
required to collaborate on asymmetric realtime operations such as: Crisis Response, Disaster Recovery, Humanitarian
Aid, Sustainment and Support Operations, Public Health and Safety, Stability Operations and Homeland Security. The
scope, complexity and frequency of these operations are presenting significant communication challenges. The SOPES
specification provides a core set of information patterns that have the potential to bridge evolving community semantics
and ontologies.

Why the JC3IEDM

Over a near twenty year history, the Multilateral Interoperability Programme (now 27 nations) has evolved the JC3IEDM
from army centric data replication capability, under the Army Tactical Command and Control System Study (ATCCIS), to
a generalized set of information semantics that has the potential to support a wide range of operational domains in the
areas of emergency and crisis management (ECM). The JC3IEDM provides arich set vocabulary for consultation,
command and control that establishes a foundation upon which cross-domain information sharing can be evolved. Itis
this rich set of semantics that the OMG seeks to leverage as part of its SOPES initiative. The OMG is taking the
JC3IEDM back to its origin, that of a Generic Hub (GH) for operational and tactical situational awareness and
collaborative planning across heterogeneous organizations and agencies. The history of JC3IEDM is provided on the MIP
web-site (http://www.mip-site.com).

JC3IEDM does not present a 100% solution to the information sharing needs of the ECM community, but it does provide
a substantial underpinning to the integration of data comprising a core set of semantics for the ECM community. The
JC3IEDM continues to evolve as it moves into MIP Block 4 Design, and the SOPES IEDM will continue to be uplifted
to reflect increased capabilities for the underlying model.

Informal discussions with the MIP member nations exposed a natural desire to share MIP technology and lessons-learned
from its it rich history of accomplishment. It isfelt that the JC3IEDM could enable and support the requirements of a
broader community such as the emergency and crisis management. Even if not internalized by ECM systems, the
JC3IEDM provides a standard multinational command and control (C2) interface specification that the ECM community
see during ECM operations. In return, MIP enabled organizations could interoperate with a broader community without
major changes to its internal processes and structures. The OMG C4l DTF represents an opportunity for the MIP and
ECM communities to leverage each others' activities in a neutral forum.

For broad-based interoperability to evolve in the near and medium term, it is crucial that communities leverage practices,
products and technologies that have proven to be effective and have community acceptance. The JC3IEDM represents
one of these specifications.

Xii Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0



ECM Community Semantics

Based on the large number of community efforts to develop semantic exchange models, the scope and urgency of the need
is clear. The OMG redlizes that message semantics are the purview of the individual communities. However, the OMG
does see arole in the specification of the more technical aspects of information sharing and those areas not being actively
addressed by the community. This model of collaboration is working well with the healthcare community, in specific
with HL7.

These ECM community efforts have demonstrated some interoperability; but these efforts are not realizing the
expectations of the communities and stakeholders. Issues such as information assurance, information protection, security
and privacy are hindering progress in many areas. It is these areas of information interoperability that the OMG is
seeking to address.

The foundation of information interoperability is the capacity of each partner to: interpret, process, store and report
received information; and to assure that the correct meaning is inferred and maintained by its information systems. The
producer of the information must understand how to assemble, structure and format the information (e.g., the message) in
a manner that effectively conveys meaning and enables automated processing; while protecting sensitive, private and
classified information. There needs to be the capability to specify the policies and rules for constructing and marshaling
the datasets comprising an exchange message (in this document referred to as a"semantic"). This specification describes
a generic UML representation for expressing these policies (Annex A).

SOPES IEDM

The SOPES IEDM specifies a set of data patterns describing the policies for constructing and processing the data
comprising a community semantic - in terms of a common set of JC3IEDM transactions. The SOPES IEDM builds on the
ATCCIS and MIP efforts to address the limitations of traditional formatted messaging approaches that did not support
data integrations and the growing needs of decision makers for quality information in a form that could be process by
information and decision support systems. These formatted messages included:

» ADatP-3 - Allied Data Publication No 3 - Message Text Formatting System;

» OTHGold - Over-The-Horizon-Gold message format to the common operational picture (COP);
* USMTF - Uniform Services Message Text Format;

* VMF - Variable Message Format;

* CMF - Common Message Format; and

* Others.

The principle challenges associated with properly using these formatted messages lay in: 1) inconsistent implementation
of rules for preparing the data to be exchanged; 2) inconsistent implementation of rules for processing the data when it is
received, and 3) widely varying community message styles. Consistent implementation of message exchange and
processing rules may have as much to do with conveyance of meaning as the semantics and structure and syntax of the

messages.

To address these challenges in the early 1990s the ATCCIS and then MIP efforts undertook the development of a data
exchange mechanism (DEM); initially called the ATTCIS Replication Mechanism (ARM). The mechanism controlled the
data replication process between JC3IEDM enabled systems or nodes (similar to other data replication architectures, e.g.,
"COP Sync" used in the US Global Command and Control System). It isthrough the Data Exchange Mechanism (DEM)
specification that the MIP community governs the semantics of information exchange. Multiple information exchange
options now exist that did not exist when the ARM and DEM were first conceived. A number of communities are
interested in exploiting the JC3IEDM with the capabilities provided by the latest open standards for Service Oriented
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Architecture (SOA), Web Services, Web Portal and/or Data-Distribution Service for Real-Time Systems (DDS). For these
communities to leverage JC3IEDM using multiple/alternative platform specific dissemination platforms requires the
separation of the business rules from the DEM in a platform independent manner; which is the target of this specification.

Reusable Information Patterns

The SOPES IEDM differs from the JC3IEDM because it focuses on the use and exchange of information rather than the
storage schema. It provides a generic set of reusable information patterns that support both situational awareness and
collaborative planning for a broad cross section of the ECM community. The set of 180+ patterns are divided into sixteen
packages, including:

* Actions;

« Capabilities;

 Context;

* Control Features,

* Facilities;

» Geographical Features,

« Holdings;

* Locations;

* Materiel;

» Meteorological Features;

* Object Item;

 Object Type;

« Organization;

* Personnel;

 Plansand Orders; and

 Reporting.
The patterns are derived from the JC3IEDM and allow individual communities to select and use a subset of patterns to
address their specific operational needs. The pattern based approach also simplifies their applications by focusing on only

those parts of the a rich model that provides value to them. The patterns allow communities to implement object based
solutions independent of the relational nature of the JC3IEDM, while maintaining the inherent semantics of that model.

Benefit to MIP
The MIP community is expected to benefit from the generalization, abstraction and formalization of JC3IEDM semantics
as part of an open commercia specification through:

 The use of the JC3IEDM semantics within the information systems organizations engaged in targeted operational areas
(eg., OGDs, NGOs, and PV);

* The use of the JC3IEDM in the national domains during homeland security, public safety and aid-to-civil-power
operations;

» The expression of areusable set of information patterns (building blocks) aligned to most architectural frameworks
(e.g., Public Safety Architectural Framework and Zachman);
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» The alignment to model drive architecture (MDA) practices;

* The development of multiple cost-effective commercial off the shelf (COTS) implementations available to military and
non-military agencies; and

 The alignment with evolving information distribution technol ogies such web services, SOA and DDS.

The current MIP implementation relies on continual community interpretation of the shared physical schema to design
and develop the information exchange patterns for the construction of messages and to the consistent marshalling of
messages to a JC3IEDM instance. This MIP approach has demonstrated a sophisticated information sharing capability,
but also shows several procedural limitations, including:

» The need for high levels of collaboration and testing between community participants.

» Theimpracticality of growing the MIP community to included alarge number of OGDs, NGOs, PV Os, First Responder,
etc. organizations;

* Thetight alignment of the JC3IEDM with MIP's Data Exchange Mechanism (DEM) as the only supported mechanism
that integrates the business rules challenges the JC3IEDM 's integration into national information sharing infrastructures;
and

 The high life-cycle costs and complexity make it prohibitive for smaller organizations and agencies.

The SOPES, Information Exchange Framework (IEF) and Emergency, Crisis and Mgjor Event Management (ECMEM)
initiatives can provide assistance to a broader community. Open commercial specifications, such as SOPES, will provide
insight into domain independent approaches and provide the potential for implementation of open-source, shareware and
COTS implementations, thereby facilitating the adoption of JC3IEDM semantics and reducing dependencies of the
approach on the DEM. Thiswill facilitate the use of JC3IEDM semantics in the broader community, and further mitigate
the procedural limitations inherent in current MIP approaches.

Benefit to other Communities

The MIP community has similar legislative and regulatory requirements to share information as do the ECM
organizations targeted by the SOPES initiative. Over two decades of design, implementation, testing and demonstration
the JC3IEDM has evolved arich vocabulary covering a broad spectrum of situation awareness and collaborative planning
domains. This testing and demonstration program has proven the capacity of open standards and information modeling to
address a wide range of operations reguirements - many reaching far beyond the military requirement. This proven track
record and acceptance of such a large community are achievements that most interoperability initiatives cannot claim.
The JC3IEDM semantics represent a foundation upon which information sharing solutions can be evolved.

The twenty-seven (27) nations, forming the MIP community, have expended significant operational, management and
development resources to the development of the JC3IEDM. This level of expenditureis far beyond the capacity of most
organizations being targeted by this specification. The knowledge and lessons learned by the MIP community are
available to be exploited by the broader ECM community. Through this specification the OMG is offering a vehicle to
exploit this significant knowledge base.

The reality of the new millennium is that, increasingly, military and non-military organizations are jointly involved in
operations such as peacekeeping, humanitarian aid, reconstruction operations, security, public safety and aid-to-civil
power operations. Stakeholders in these operations are seeking interoperable information systems as a resource multiplier
in an environment of scarce resources. Domain specific specifications will not address this broad requirement; nor
address the current requirement to integrate all partner communities into one proprietary solution.
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Way forward

The OMG C4l DTF seeks to expand it's work with other taskforce and standards bodies to align a set of open standards
and publicly accepted specifications that yield multiple commercial and open-source implementations. The platform
independent model (PIM), presented in UML, expresses the transactional semantics of the underlying JC3IEDM schema
in a manner that promotes the development of multiple platform specific model (PSM) transformations useful for
implementers including Java, C++, and the consistent expression of policy/rulesin a variety of formal languages (e.g.,
SWRL), XSD/XML, and Web Ontology Language (OWL). Using the construction and processing patterns expressed in
the UML model, the communities can develop semantics and implementations tailored to their operational needs; assured
that exchanged information meets the core semantics of a common data model (JC3IEDM).

Through subsequent revisions the SOPES IEDM will continue to leverage the MIP effort and advance interoperability
both within and among heterogeneous operational domains.

The C4l DTF is currently working on Middleware and Related Service (MARS) Platform Taskforce (PTF) under the
Information Exchange Framework (1EF) working group (WG) to develop specifications for other interoperability
requirements. The IEF WG is seeking to align or develop a set of specifications for cross-domain secure policy based
information exchange (/sharing) environments. Additional information can be found at the MARS WIKI: http://
www.omgwiki.org/mars/doku.php?id=ief.
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1 Scope

Following 9/11, the Object Management Group’s (OMG) Consultation, Command, Control, Communications, and
Intelligence (C4l) Domain Taskforce (DTF) initiated the Shared Operational Picture Exchange Services (SOPES), to
publish a series of publicly accepted specifications that would enable emergency and crisis management (ECM)
organizations to develop or acquire interoperability solutions. During the early stages of this undertaking, it became
apparent that there was a much broader community that could realize benefit from the SOPES specifications; these
communities included the Non-Governmental Organizations (NGOSs), Private Volunteer Organizations (PV Os), and Other
Government Departments (OGDs) and the military.

Through the SOPES effort, the DTF seeks to advance and promote specifications that will provide affordable information
interoperability solutions. These solutions would be integrated into commercially available products and not require the
current amounts of custom development and integration prevalent in the military systems, and in interoperability solutions
generally. The taskforce also realized that SOPES mirrors the efforts of several other community consortia, as well as
several other OMG domain and platform taskforces. The SOPES initiative intends to, where applicable, adopt and
integrate community accepted specifications and standards.

One such standards effort is the Multinational Interoperability Programme (MI1P), which for more than 20 years has been
developing, testing and demonstrating interoperability solutions within in a community that now numbers 27 nations. Its
efforts have pioneered significant advancements in the exchange and integration of situation and planning information.
The DTF sought to exploit the MIP capability to integrate information from multiple national systems into a shared
operating picture through the development and adoption of the Joint Consultation, Command and Control Information
Exchange Data Model (JC3IEDM).

Having reviewed the M1P community accepted specifications; the authors came to appreciate that the open, multinational,
standardized command and control semantics of the JC3IEDM could form a normative specification for operational
situational awareness reporting as well as response and collaborative planning suitable for a broad range of crisis,
emergency and major event management communities. It could integrate and store information from a wide range of
sources and enable the implementation of a shared operating picture. Using the JC3IEDM as a foundation, the team
undertook the development of a transactional model to standardize the business rules (interface) for the use of the
JC3IEDM and provide a set of information building blocks (architectural components) upon which ECM communities
could align their messaging semantics. The MIP community was engaged and has been supportive of the SOPES process,
objectives, standards definition, and leveraging of the JC3IEDM.

The Shared Operational Picture Exchange Services (SOPES) initiative reflects an increasing community focus on delivery
of flexible and adaptive information sharing capabilities to address a wide range of asymmetric real-world situations and
events. Communities are seeking advanced, effects-based operations, network enabled capability, and network-centric
operations. This is forcing organizations to investigate advancements in information systems that assure timely, quality,
accurate information to decision makers, while effectively protecting sensitive or classified information from malicious or
inadvertent release. Delivered communities of Interest (COI) systems need to provide seamless integration with multi-
agency operational networks; provide integrated strategic, operational and tactical pictures that capture knowledge and
enhance situational awareness (SA); and support collaborative planning and decision-making. Although much of this
capability will be transparent to the end-user, it will contribute significantly to the effective allocation and use of scarce
resources before, during and after ECM operations.

The objective combined SOPES + |EF capability will be the specification an architecture-driven, policy-enforced
Information environment that enables shared situational awareness and empowering decision support through an
interoperable operating environment. The resulting specifications will enable ECM alerting, response, consultation,
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collaboration, command, control and communications capability which are expected to evolve over time and adapt to
community information and knowledge sharing needs. The specifications will enable individual communities and/or
organizations to tailor solutions to their own legislated mandate, policies and practices.

2 Conformance Criteria

2.1 Required Compliance

A SOPES IEDM-compliant service is required to implement information transactional semantics as expressed in the XML
Schema Definitions (XSD) provided for in Annex E - for the following packages:

» Type 1- OO XSD: isan Object Oriented XSD which allowsfor the selective use of the watchpoint transactional's; and

« Type 2- Minimal XSD which requires the integration of the business logic specified in the transactional modelsinto the
end-node logic and the processing of leaf-node XMI documents.

Compliant environments will demonstrate the capacity: to aggregate data into SOPES IEDM compliant transactions (as
specified in either TYPE 1 or Type 2 XSDs); and on receipt of a transactional data set marshal the data into the data store
in accordance the SOPES specified Rules.

2.2 Optional Compliance Points

A SOPES IEDM-compliant implementation that supports processing of MIP specifies Protocol data units (PDU) and the
test cases provided for the MIP Test Reference System (MTRS) at https://trac.fkie.fgan.de/MTRS. Compliant
environment must demonstrate an equivalent capability as that illustrated in section 1.19.2.

MIP PDU Grammar can be found in MTIDP-AnnexA-MIP_DEM _Specification-DNK-SEAWG-3.8.pdf.

3 Normative References

The following MIP documents are foundational to the SOPES IEDM; the following are the normative MIP documents:;

» Multilateral Interoperability Programme's Joint Consultation, Command and Control Information Exchange Data
Model (JC3IEDM) V3.1c. (Note: at the time of submission MIP JC3IEDM version 3.1eis being published and
renumbered as version 3.0.2 (reflecting anew MIP numbering scheme). The differences between version 3.1c and 3.1e
are considered minor in the context of the SOPES IEDM specification. Looking forward, the MIP is currently assessing
atransition toaUML PIM asits normative reference. Future revisions of the SOPES specification will adopt the latest
version of JC3IEDM and will transition to a MIP provided PIM when officially published.

« Multilateral Interoperability Programme's Joint Consultation, M1P Information Resource Dictionary (MIRD).

3.1 MIP JC3IEDM References

The following references, which can be found at http://www.mip-site.org/, form the document set for the JC3IEDM
version - "UK-DMWG-Edition_3.1c":

« JC3IEDM-Overview
« JC3IEDM-Main
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» JC3IEDM-Annex A-Glossary

« JC3IEDM-Annex B-Entities

« JC3IEDM-Annex C-Attributes

» JC3IEDM-Annex D-Relationships
» JC3IEDM-Annex E-Domain values
» JC3IEDM-Annex F-Other domains
» JC3IEDM-Annex G1-BRs-Text-UK
« JC3IEDM-Annex G2-BRs-Coded

» JC3IEDM-Annex H-Class words

« JC3IEDM-Annex |-1Def1X-UK

« JC3IEDM-Annex J-References

» JC3IEDM-Annex K-Logical view

» JC3IEDM-Annex L-Physical view
« JC3IEDM-Annex O-XML

« JC3IEDM-Annex P-SQL Script

» JC3IEDM-Metamodel - Specification
« JC3IEDM-MIRD.mdb

The following references are developmental JC3IEDM artifacts derived from the "UK-DMWG-Edition_3.1c" version:

« PIM - Developed by Ingtitute for Defense Analyses, Enterprise Architect
« Army PSM SDK - Developed by Institute for Defense Analyses, Enterprise Architect

The normative reference for the JC3IEDM is the MIRD (JC3IEDM-MIRD.mdb) which captures the complete
specification and business rules for the JC3IEDM in metadata form. International Standards and Specifications

Elements of the following international standards are integral to this specification:

» ISO/IEC 19501:2005, Information Technology - Version 1.4.2- Open Distributed Processing -Unified Modeling
Language (UML).

+ ISO/IEC 19502:2005, Information technology - standard - Meta Object Facility (MOF), meta-modeling and metadata
repository.

+ ISO/IEC 19503:2005, Information Technology -- XML Metadata Interchange (XMI), a metadata interchange standard.

3.2 Reference Materials
The following materials are referenced by this specification:

» Not applicable

3.3 Additional Material

The Enterprise Architecture Project (EAP) file used to generate the model presented in this specification is also provided
on the OMG Web site: 20090213 SOPES IEDM_Revision_0-96.EAP.
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Information on the MIP Test Reference System can be found at: https://trac.fkie.fgan.de/MTRS.

Additional information on MIP and JC3IEDM development can be found at https://trac.fkie.fgan.de/JC3XML and http://
mda.cloudexp.com/.

4 Additional Information

4.1 Submitters

The following OMG member submitted this specification:
» Advanced Systems Management Group Ltd. (ASMG), Canada

This specification was developed under an open Information Assurance (I Assure) Defense Information Systems Agency
(DISA) contract vehicle. Sponsorship was provided by the United States Department of Defense’'s (DOD) Advanced
Systems and Concept (AS& C) and Networks and Information Integration (NII) offices. Technical oversight was provided
by the Naval Undersea Warfare Center, Newport.

4.2  Supporters

The following companies support this specification:
 Office of the Secretary of Defense (OSD) DDR& E AS& C;
 Office of the Secretary of Defense (OSD) Network and Information Integration (NI1) [ICCTS]
» US Joint Forces Command USIFCOM ;
» NATO Consultation Command and Control Agency (NC3A);
+ USArmy, CIO G3/5/7 and 6;
« Institutes for Defense Analyses (IDA);
» Naval Undersea Warfare Center, Division Newport (NUWC); and

 Canadian Department of National Defence Information Management Group (IM Group), Enterprise Information
Security Environment.

The Multilateral Interoperability Programme (MIP) recognizes the United States efforts, through this specification, to
broaden awareness and adoption of the JC3IEDM by industry and interfacing agencies and organizations.

4.3 Acknowledgements

The following individuals or organizations provided their expertise to parts of this specification and/or have assisted the
SOPES IEDM team in the development of the specification:

+ Advanced Systems Management Group Ltd.
» Naval Undersea Warfare Center (NUWC);
« Institute for Defense Analyses (IDA);
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4.4

Department of National Defence (DND), Enterprise Information Security Environment Project;
Multilateral Interoperability Programme (MIP); and

Computer Science Department of Carleton University (Ottawa).

Relation to other Specifications, Standards, and Initiatives

SOPES authors were directed to, wherever possible, adopt and integrate existing publicly accepted specifications and
standards. Specific to this specification, the author of the SOPES Information Exchange Data Model (IEDM) has adopted
the MIP JC3IEDM Version 3.1c as its normative information environment. (Note: at this time MIP JC3IEDM version 3.1e
isin the process of being published as version 3.0.2 (reflecting a new MIP numbering scheme and minor changes with
respect to version 3.1c). Future revisions of the SOPES specification will adopt the latest version of JC3IEDM.

In addition the specification incorporates elements of the following specifications and standards:

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0

UML Class diagrams are used to model the Semantic patterns for the JC3IEDM logical and physical schemas. A
description of the usage of UML is provided in Annex 2.

OCL isused to express model navigation constraints and construction plans for the specified data patterns.
XML Schema Definition (XSD) is used as a platform specific implementation of the data patterns.
JAVA is used as a platform specific implementation of the programming patterns derived from the UML.

UML Profile for DODAF and MODAF (UPDM) is used to provide an architectural basis for the SOPES |IEDM
modeling paradigm.

JC3IEDM isthe normative specification for the information and data patterns described by this specification.
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5 SOPES

The Shared Operational Picture Exchange Services (SOPES) is an initiative of government, academia, and industry,
through the Object Management Group (OMG) Consultation, Command, Control, Communications and Intelligence (C4l)
Domain Taskforce (DTF) to define a framework for a set of open standards that specify a secure and trusted policy-based
information exchange services to enable information interoperability in the emergency and crisis management (ECM)
domain. The SOPES objectives include:

» Improve shared situational awareness and collaborative planning capability in coalition and multi-agency operations;
« Increase interoperability within and between organizations, systems and applications;

« Facilitate the implementation and deployment of capability to meet the emerging requirements of stakeholders and
users,

+ Enable the exploitation of community information assets;

« Improve the quality of information sharing, focusing on the following characteristics:
 Accuracy: semantics to accurately convey the perceived situation.
» Relevance: information tailored to specific requirements of the mission, role, task or situation at hand.
« Timeliness: information flow required to support key processes, including decision making.
« Usahility: information presented in a common, easily understood format.
« Completeness: information that provides all necessary (or available) information needed to make decisions.
« Brevity: information tailored to the level-of-detail required to make decisions and reduces data overload.

* Trustworthiness: information quality and content can be trusted by stakeholders, decision makers and users.
« Control the spiraling life-cycle costs of information systems and technol ogy;
» Improve the management of private, confidential and sensitive information; and

« Increase flexibility, agility and adaptability in deployed information systems.

51 Benefits of the SOPES IEDM

As an open specification the SOPES IEDM provides several benefits, including:

» Theability to leverage the knowledge, skills and experience of both the OMG C4l DTF and the MIP community in the
areas of command and control and information interoperability.

» Anincreased ability to control overal life-cycle cost through industry demonstrated benefits of open standards,
including:

* Increased Interoperability;

« Vendor neutrality;

« Efficient use of existing resources;
* Greater use of automation;

* Greater use of model driven architectures;
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« Greater flexibility and agility;

« Greater number of COTS options, provide more opportunities to optimize;
 Lower and more manageable risk;

* Increased robustness and durability;

* Improved system and application quality; and

* |ncrease available resources and skills.

« Implementation of multiple commercial off the shelf solutions that provide community participants with options and a
means to control life-cycle costs.

» Implementation of open-source solutions.

« Improved ECM community interoperability.

5.2 SOPES IEDM Scope

The SOPES initiative will deliver a set of open specifications that deliver policy based Semantic I nteroper ability
between heterogeneous information systems. The capability will provide two or more communities to exchange
information between systems and have the meaning of that information preserved. The information will be automatically
parsed, interpreted, stored and reported by the receiving system in a manner that produces a desired result, as specified by
the community of interest.

Over the last decade the community has started to appreciate the value of formal languages (semantics) for expressing
concepts that enable coordination, collaboration, command and control. This SOPES IEDM specification has one
objective that of formalizing a set of reusable information patterns for the MIP JC3IEDM to deliver building blocks for
multiple community semantics. These patterns capture a formal set of policies (business rules) governing the production
and interpretation of semantically complete JC3IEDM messages. The patterns are agnostic to the exchange protocol and
can be equally applied to XML, Protocol Data Units, or other exchange syntax or protocol. They simply specify which
information (/data) elements are included in a semantically complete information exchange; as specified by the
community.

Figure 5.1 shows how SOPES IEDM provides reusable information templates (referred to as transactional s and wrappers)
that can be aggregated into community specified semantics, which represent “information objects,” “business objects,”
“message payloads,” or “documents.” Each community application/system may employ a transformation to map the COI
message payloads to and from the local application data representation. Exemplars for semantics can be found in Chapter
11.
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Figure 5.1 - Community Exchange Using SOPES IEDM Semantics

The transactional patterns expressed in the 16 subject areas outlined in Chapter 10 permit communities to adopt
meaningful subsets of the data model, rather than the model as a whole. This has been a started desire of many
communities seeking to adopt the JC3IEDM, which provides a rich C3 vocabulary and exchange capability.

53 JC3IEDM Introduction

The Joint Consultation, Command and Control Information Exchange data Model is a normative part of this specification.
It provides the persistent data structure and vocabulary underpinning the transactional patterns expressed in Chapter 10.

5.3.1 The Challenge

The diverse information needed to maintain situational awareness and mount an effective response to a natural or man-
made disaster has typically resulted in the creation of numerous peer-to-peer system or service interfaces. Such an adhoc
set of capabilities is typically expensive to build and maintain and places a significant burden on new partners and
established partners alike. Importantly, effective and efficient integration of automated processing of heterogeneous data
sources has not been achieved at any sustainable level; causing the communities to rely instead on manual collection,
analysis and coordination. Operation centers suffer from an abundance of data which is difficult to manage, access, use
and share; resulting in DATA OVERLOAD. Datais often redundant, inconsistent, inaccurate and latent — making it
virtually inaccessible to the decision makers. Data-warehousing, data-fusion and decision support applications provide
excellent approaches for transforming data into useful and reliable information for decision makers and to achieve
situational intelligence. Unfortunately, the proliferation of situational awareness, command and control (C2), planning
and decision support applications has resulted in almost as many information representations and treatments of situational
and planning information as there are applications.

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 9



This challenge has been at the heart of a wide range of technical efforts over the past few years; including the increasing
focus on communities of interest (Col). Typicaly, the first step in the journey involves the development of a common or
shared data schema (e.g., a community XML schema). These efforts seek to provide a structure for transforming
information to a single interface definition for a community, and thereby control the proliferation of peer-to-peer message
schema definitions and their associated resource costs. Individual systems (/applications) need only supply a single (bi-
directional) interface to the community; resulting in a dramatic decrease in the number of interfaces to be developed and
maintained.

In spite of their initial success, these solutions have often proven to be rigid and brittle; moving, but not eliminating the
stovepipes. The communities of interest require constant interaction at the business and technical levels to address even
the smallest change in information requirements or business rules. Without this interaction, applications tend towards a
differing application of business rules against a data model, deprecating the interoperability the underlying model was
indented to deliver. Additionally, the approaches often require steep learning curves on the part of new entrants to the
community in environments that typically have a scarcity of subject matter experts.

5.3.2 JCSIEDM

The Army Tactical Command and Control System (ATCCIS, 1991-2001) and the Multilateral Interoperability Programme
(MIP, 1998 - present) have steadily worked to develop operational and technical consensus on protocols and semantics for
coalition collaboration, coordination, command and control. The semantics are captured today in the Joint Consultation,
Command and Control Information Exchange Data Model (JC3IEDM), a single normalized logical data model supported
by many heterogeneous information systems fielded by coalition and industry partners. As the adoption of the JC3IEDM
specification expands to a broader community comprising more than 27 NATO, Partners for Peace and aligned nations,
approaches are being sought to facilitate the integration of the JC3IEDM into a greater cross-section of these command
systems. JC3IEDM provides an information exchange standard enabling coalition military and other partners are to work
effectively with each other during emergency/crisis response and humanitarian operations.

5.3.3 Army Tactical Command and Control Information System

NATO operations require deployed forces to form part of combined and joint coalition formations. Earlier operations
focused on general military (war) requirements. Increasingly NATO is being employed in large scales crisis response and
humanitarian operations. These operations require all participating national units to operate in cooperation with each
other, other government departments (OGDs), hon-government organizations (NGOs), private venture organizations
(PVOs), emergency medical personnel (EMP) and first responders. To operate effectively commanders and coordinators
require a common view of the operational area that is both timely and accurate. Supporting C3 systems need to pass
information within and across national, organizational and language boundaries. Moreover, C3 information must be
provided to the strategic levels of command including national organizations. Additionally, NATO forces must interact
with non-NATO nations, non-governmental bodies, and international and national aid organizations. The focus of this
interoperability effort was inter-unit, inter-agency and international sharing of:

- Situational awareness,
 Orders, plans, and intentions; and
» Capabilities and status of friendly and hostile forces.

The NATO Military Committee issued a statement of the military requirement (MC245) in 1976 for ‘interoperability
between automated data systems.” This visionary statement remains valid today. MC245 led to the Supreme
Headquarters Allied Powers Europe (SHAPE) initiated the Army Tactical Command and Control Information System
ATCCIS (ATCCIS) programme (circa 1980). The ATCCIS objective was (and still remains) a demonstrated level of C2
system interoperability based technical standards agreed by Nations and prescribed by NATO. The programme set out to
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identify the minimum set of specifications, when integrated into a C2 system that would deliver interoperability between
heterogeneous national C2 systems during coalition operations. In October 2001, the ATCCIS and MIP nations decided
to merge in order to prevent divergence, to save resources, and to foster interoperability in a broader arena.

5.3.4 Multilateral Interoperability Programme

A parallel programme, the Multilateral Interoperability Programme (MI1P), was established by the Project Managers of the
Army Command and Control Information Systems (C21S) of Canada, France, Germany, Italy, the United Kingdom and
the United States of Americain April 1998 in Calgary, Canada, to replace and enhance two previous programmes: BIP
(Battlefield Interoperability Programme) and QIP (Quadrilateral Interoperability Programme).

Follow-on the merger of the MIP and ATCCIS in 2002, MIP continued the evolution of the LC2IEDM. The focus of this
evolution was an expansion of its core capability to maritime, air and joint operations. This is being followed by the
integration of collaborative planning elements of joint and coalition operations. It is the latest rendition of this effort, the
JC3IEDM V3.1c (STANAG 5525) which forms the foundation of this specification.

Additional information on the ATCCIS and MIP programmes can be found at the MIP web site: www.mip-site.org.

5.3.5 The Remaining Challenges

After repeated demonstrations of data interoperability MIP systems are only just beginning deployment. Many of the
national implementations are proving to be rigid and brittle, as is the business process for the development and extension
of the underlying business rules. The business rules are frequently encoded in proprietary command and control (C2)
applications. These rules have been developed and agreed to by the core MIP implementers and require constant
interaction at the business and technical levels to address even the smallest change. Additionally, the approach has
demonstrated a steep learning curve for new entrants to the community (community of interest) and a scarcity of subject
matter experts. The MIP has recognized that it must re-factor its processes, products and deployed capability concepts
without losing the stable and foundational data standardization work it has done. This refactoring is intended to
generalize the MIP solution such that the exchange mechanism and the semantics are decoupled. The MIP desires to make
it easier for partners to implement alternative architecture to meet national (organizational) needs. The MIP has also
recognized the need to adopt open architectural framework standards and approaches to system of system engineering,
development and testing. These changes are expected to help address the challenges that are hindering the exploitation of
the JC3IEDM and the desire of the community to expand its use. Accordingly, there is a strategic collaboration implicit
in the OMG leveraging the MIP COI work and the MIP leveraging the OMG emerging open standards for information
sharing and management. The SOPES specification supports:

» New Adopters: Establishing process and technical elements, to assure that new adopters are successful in the
integration of the JC3IEDM into new and legacy C2 environments.

« Communities of Interest (Col): Providing the elements needed to position the JC3IEDM at the foundation of
community of interest semantics development in the C3 domain.

» Information Assurance: Providing the ability to extend the JC3IEDM to address underlying information security
challenges faced by the C3 Community.

» Expansion of the Community: Enabling the use of the JC3IEDM by organizations other than the military(e.g.,
OGDs, NGOs, PVOs, and First Responders) and using the JC3IEDM to form a bridge between military organizations
and the OGDs, NGOs, PV Os, and First Responders.

« Expansion of useto ECM Operations: Enable the use of the JC3IEDM in awide range operationsincluding: crisis
response operations, sustainment operations, humanitarian aid and reconstruction.
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The challenge now entails the integration of military, government and civilian information into a shared operational
picture while assuring the proper use and protection of that information. The balancing of national, organizational and
agency needs for information to most effectively fulfill their individual roles. will require the integration of information
from an expanding number of community ontologies and semantics. The SOPES IEDM s seeking to establish an
architecture based approach to accomplishing this integration in the domains of situational awareness and planning. Itis
hoped that the SOPES IEDM will also establish a foundation for greater levels of semantic interoperability in the future.

5.4 Ontology

Within the context of data, information and knowledge management, ontology is defined as an information model
describing a set of concepts within a domain of interest and the relationships between those concepts. This specification
describes a set of information exchange concepts for ECM situational awareness, coordinated response and collaborative
planning. The IEDM describes a set of data and/or information patterns based on JC3IEDM-compliant data store
transactions and information elements (i.e., data entities).

The Information patterns (Chapter 10 and 11) describe:
« Individual information elements.
» Classes: sets, collections, or types of objects.
- Attributes: properties, features, characteristics, or parameters.

» Relations: ways that objects can be related to one another, for data storage and in the construction of semantics
(meaningful data object: this specification).

» Events (watch points): changesto the data environment (e.g., attributes or relations) that trigger an exchange of
information.

The specification describes set of policies for constructing and interpreting information exchanges using reusable
architectural components (information building blocks) aligned directly to commonly used architecture frameworks.

5.5 Coverage of the JC3IEDM

As stated, the specification describes a set of information patterns. The patterns enclose all information elements (tables)
comprising the JC3IEDM; providing 100% coverage of the version 3.1c tables. This does not infer that the specification
describes all possible information patterns available from the JC3IEDM. The specification does provide a core set of
transactional patterns, upon which, Cols can quickly establish information sharing capability. It also stipulates that the
specification is extensible: existing patterns can be extended or combined to create patterns or specific to a Col’s
requirements.

5.6 Platform Specific Models

5.6.1 MIP Transactional Middleware and Community Semantics

The current MIP Common Interface (MCI) specification describes both the information exchange protocol and explicit
nation-to-nation data replication data units. MIP partner nations implement system-specific architectures with unique
internal services and build a national MCI point-of-presence for exchanges with other nations. MIP has defined some
relatively coarse exchange and update message semantics, specifically Operational Information Groups (OIG) (e.g., Blue
Situation, Red Situation). MIP has not defined a common internal middleware specification for system developers. This
has made JC3IEDM education, adoption, implementation and testing more difficult in general and especially so for
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organizations, agencies and projects not directly engaged with the MIP Col technical community or directly involved in
its internal testing program. Too often when communities are exposed to the JC3IEDM the large IDEF1X data model
diagram falsely creates the impression that the JC3IEDM is monolithic. MIP has an extensive documentation which is full
of operational examples that use only parts of the JC3IEDM, but they do not expose per se the logical semantic building
blocks that would support message formulation or interpretation.

The MIP has recognized the need to correct the “monolithic” JC3IEDM assumption that potential users, program
managers and implementers often initially express. A number of MIP efforts are underway to provide a broader and more
modular set of useful technical artifacts supporting education, reference, and implementation purposes. They include
recent efforts to incorporate model driven architecture concepts and methods and a UML PIM representation of the
JC3IEDM. Additionally, various generated platform specific implementations, e.g., XML Schema and OWL/RDF, have
been developed. A Software Development Kit (SDK) leveraging some of these products is being used to demonstrate JC3
SOA capabilities. The exemplar semantics presented in Section 8 are aligned with these efforts. In this context, SOPES
provides a modular design pattern, a useful model, exposing how to compose the information sharing semantics of a
shared operational picture exchange service.

The SOPES IEDM delivers a UML model describing the JC3IEDM-based semantic construction plans and a set of Java
objects (PSM) (Annex E) that can persist, marshal and un-marshal XML instance documents that validate against a
SOPES XSD (PSM) (Annex D) or the standard MIP Protocol Data Units (PDUs). These PSMs can be used to deliver a
JC3IEDM compliant Web Service.

5.6.2 Web Services

A Web service is defined by the World Wide Web Consortium (W3C) as "a software system designed to support
interoperable machine-to-machine interaction over a network." Web services are frequently just Web APIs that can be
accessed over a network, such as the Internet, and executed on a remote system hosting the requested services.

The W3C Web service definition encompasses many different systems, but in common usage the term refers to clients and
servers that communicate using XML messages. Common in both the field and the terminology is the assumption that
there is also a machine readable description of the data processing operations. The SOPES IEDM specifies a set of
reusable information building blocks that combine to define an XML document set for the ECM community.

5.6.3 Semantic Web

The Semantic Web is an evolving extension of the World Wide Web in which web content (in this case a JC3IEDM
compliant Data Store) can be expressed in a format that can be read and used by software agents, thus permitting them to
find, share and integrate information more easily. At its core, the semantic web is a set of design principles, collaborative
working groups, and a variety of enabling technologies. Some elements of the semantic web are expressed as prospective
future possibilities that have yet to be implemented or realized. Other elements of the semantic web are expressed in
formal specifications. Some of these include Resource Description Framework (RDF), a variety of data interchange
formats (e.g., RDF/XML), and notations such as RDF Schema (RDFS) and the Web Ontology Language (OWL), all of
which are intended to provide a formal description of concepts, terms, and relationships within a given knowledge
domain.

The SOPES IEDM isaUML notation that can be used to directly generate XML XSD, OWL or RDF. This specific PSM
was not generated for the specification but have been generated as part of the MIP model-driven architecture (MDA)
working party proof-of-principal demonstrations (not currently a MIP standard product). As these products are certified
and accredited by the MIP community, there is an opportunity to incorporate them into the SOPES and | EF initiatives
through the OMG Request for Comment (RFC) Process; further expanding interoperability options.

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 13



5.6.4 Database Applications

NATO STANAG 5525 provides the logical and physical Entity Relationship Diagrams (ERD) in IDEF 1x notation and the
Structured Query language (SQL) Data Definition language (DDL) for the implementation relational database application
for the JC3IEDM. Prior to SOPES initiative, there was no modeling convention for the expression of a UML
representation of the database and its component information elements. The SOPES IEDM Specification defines a
standard set of transactions for the JC3IEDM physical schema. The SOPES defined transactions are expected to be
useful, but do not represent all possible concepts supported by the JCIEDM. Communities are free to extend the
concepts to support community needs.

The SOPES IEDM is specified in a manner that effectively aligns with a Relational DBMS (RDBMS) implementation as
illustrated in Figure 5.1 or any other architecture approach used for persistence of data such as:

« A set of interrelated objects as part of an OO application;
» A set of associated object in amemory based object Oriented Database (OODB) application;
» A set of specifications for an XML database; or

+ Other PSM.

5.7 OMG’s Information Exchange Framework

The Information Exchange Framework (IEF) initiative evolved out of the Shared Operational Picture Exchange Services
(SOPES). While socializing the SOPES RFPs to the other OMG platform and domain task forces (PTFs and DTFs), it
was recognized that a number of these groups were addressing similar requirements and facing many of the challenges of
the ECM community; the need for flexible, agile and secure information sharing. The IEF is evolving as a platform
(horizontal integration) versus a domain (vertical / industry specific capability) capability, as represented by SOPES. In
the 1EF context, the SOPES IEDM is a set of UML models representing policies for the exchange of ECM situational
information. These models translate the constraints imposed by legislation, policies and memorandum of understanding
into an executable set of rules which are enforceable by software enabled services.

The IEF working group identified that current architecture frameworks and architecture domain meta-models did not
effectively address the specification of:

» Rules (policy) for the construction and processing of information or data aggregates,
« Rulesfor aligning community semantics with underlying information and data stores;
« Information transformation;

« Information guarding and filtering

- Information tagging and labeling to support policy based management; and

« Community information sharing agreements.

Annex A describes the SOPES IEDM modeling paradigm which supports key aspects of the objective policy-driven
information exchange management. It also provides a direct alignment to architecture frameworks. Because of the C4l
DTF's pedigree to the military domain, this specification focuses the alignment with frameworks such as:

» Department of Defence Architecture Framework (DODAF);
» Ministry of Defence Architecture Framework (MODAF);
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» NATO Architecture Framework (NAF); and
» Department of National Defence Architecture Framework (DNDAF).

Annex A outlines the alignment between these modeling paradigms and DODAF. It illustrates the full life-cycle of
information exchange policies, through to information services surrounding an operational data store.

In the context of DODAF a modeling view for information exchange policies has been developed in the course of the
SOPES work and is referred to as the operational view three-seven (OV-37) as it links the Information Exchange
Requirements (OV-3) and the Logical Data Model (OV-7). The objective of the new OV-37 is to address a gap in current
architecture frameworks by providing a specification for describing the build and processing plans for the aggregation of
community semantics from the underlying information and data stores. The OV 37 provides a meta-model for the SOPES
semantic specifications.

It is anticipated that concepts aligned with the OV-37 will be integrated into the UML Profile for DODAF and MODAF
(UPDM 2.0). The RFP for the UPDM 2.0 will be issued with the adoption of the UPDM 1.0 in June 2009. The
requirements, concepts and modeling profile underpinning the OV-37 and SOPES IEDM modeling profile have been
accepted for the UPDM 2.0 RFP.

5.8 Design Rational and Principles

5.8.1 Rationale for the JC3IEDM as a Normative Data Model

The rationale for the SOPES IEDM design followed these guiding principles:

» Multi-partner, multi-agency and coalition operations require an increased capacity to share situational awareness
information and support collaborative response and planning. This applies to awide number of operational domains,
including military coalition operations, homeland security, public safety, maritime security, boarder security, crisis
response, humanitarian aid, aid to civil power, support operations and reconstruction operations.

» The JC3IEDM provides arich vocabulary for crisis response operations enabling response coordination, command and
control, situational awareness and collaborative planning.

» JC3IEDM muiltinational military C2 information sharing interface provides a standard for exchanging ECM
information with military partners.

» Thefifteen-year development, testing and demonstration history provides lesson learned for the community.

» JC3IEDM represents the consensus of 27 nations, al involved in the ECM community. More than two dozen national
and commercia systems have been developed to the MIP standards.

» InMay 2007 JC3IEDM was ratified by NATO nations as STANAG 5525.

These facts suggested that the JC3IEDM could form a cornerstone for the SOPES initiative and the C4l contribution to
the |EF initiative. The submission of an earlier version of the JC3IEDM by NATO NC3A () and interest within the US
Department of Defense further strengthened the C4l DTF's decision to ratify this decision.

5.8.2 Guiding Principles

The modeling approach adopted for the team was developed using the following principles:

» ThePIM must provide a set of architectural components aligned to one or more enterprise architecture (EA)
frameworks such as DODAF or MODAF.
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» The PIM would support a model driven architecture (MDA) process.

» Theapproach and PIM would demonstrate extensibility, flexibility and agility.

» The approach would provide demonstrate traceability and audit-ability.

» The approach and PIM would accommaodate elements that enable information security.

» ThePIM would provide a set of reusable information building (patterns) that, when combined, can be used to build
community specified semantics.

» The approach would provide communities can use sel ected building blocks without being forced to adopt the entire
JC3IEDM.

» The PIM would specify a set of policies that protect the semantic, referential and data integrity of the JC3IEDM.

The modeling profile outlined in Annex A is supported by existing UML tools and demonstrates a flexible structure
readily adapted to future versions of the JC3IEDM. Importantly, it allows for the addition of Security and User driven
extensions.

5.8.3 General Design Principles

This SOPES IEDM specification uses the following design principles that support the domain needs and design rationale
described above.

UML. The specification presents the information modeling profile (Annex B) used to model the SOPES PIM;
representing a set or transactional semantics for the JC3IEDM. UML was adopted because it is easy to understand,
provides a nearly universally accepted graphical representation; wide modeling tool support; and directly aligns with
enterprise architecture frameworks through MOF, CWM and UPDM.

Model Driven Architecture. MDA provides a framework for translating the SOPES IEDM platform independent model
(PIM) into varying platform specific models (PSM), including: XML, C++ Classes, Java Classes, and executable policy
languages. The PIM is architected in a manner that facilities the application of MDA transformations.

Extensibility. The SOPES IEDM PIM is structured in a manner that facilitates the extension of the core semantics of a
community by limiting the specification to a set of transactional patterns; leaving the specification of the message
semantic to the community adopting this specification. The adoption of UML allows communities to add security (filters,
constraints, etc.) and transformations to enable communities to refine the specification while maintaining JC3IEDM

integrity.
5.8.4 PIM Development

The PIM has been developed using the following validation process:
« Draft design proposal
« Multiple releases of the Design Proposal to the Stakeholder Community

+ OMG Review team:
* Mitre
» Raytheon
* Boeing
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* Thales

* BAE

* Naval Undersea Warfare Center
 Others

Ongoing MIP Community Consultation (27 national teams are invited to comment on the specification)

Selected US DOD Stakeholders, including:
» US Joint Forces Command, J8
* OSD NIl
*ODSAC
« US Navy, Naval Undersea Warfare Center
«USArmy, CIO G6

Discuss the design or design change, come to quick agreement, make recommendation on changing existing model
baseline

Update the JC3IEDM Semantic Metamodel
Update the Constraints

Identify side effects that need to be updated
Create a simple model test to make sure it works

Generate RFP documentation from the models

Time to Market. Given the demand for information interoperability, and the expressed desire to adopt, implement and
deploy JC3IEDM based on an open standards specification, it is important to adopt version 1 of the SOPES Specification
quickly, to gain practical feedback on the standard and to promote commercial implementations.
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5.9 Underlying Methodology

Model Community
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Figure 5.2 -

The process by which the team extracted the core element of the JC3IEDM and devel oped the transactional and semantic
models is conceptually illustrated in Figure 5.2. The MIP Information Resource Dictionary (MIRD) (the JC3IEDM meta
model) was mined using several scripts and loaded into the modeling tool environment. These activities pre-loaded the
foundation classes upon which the transactional and semantic models could be devel oped.

The modeling of the transactions was comprised of two parts. The first was the capture of the referential links imposed
by the JC3IEDM Logical and Physical Schemas. These relationships form the first level of transactional and assure the
SOPES ontology maps directly to the underlying data structures. They also define the semantically complete transactions
to a data store; in this case the JC3IEDM. The second step in the modeling process was the development of the
Transactionals, which provide complete, shared and consistent meaning when exchanged in a COI semantic (e.g., between
two JC3IEDM compliant applications). Meaning, in the case of two applications with JC3IEDM internal DBs, a
transactional constructed from available data in one application and received by the other would result in the same
definitions loading data into the receiving data base in the same way as it was found in the originating database.
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Figure 5.3 illustrates conceptually the development of key elements of the Transactional models; that is the business rules
for the construction of atransactional model and the data domain rules that affect their construction. For the development
of this specification, the generation of OCL describing the constructions plans and domain rules was a manual process.

There also exists a detailed set of OCL for the wrapper classes that describes the domain business rules for the JC3IEDM
as specified by the MIP UML PIM representation for the JC3IEDM. This OCL does not form a normative part of this
specification, but has significant value to communities requiring interoperability with MIP enabled organizations.
Additional information in the JC3IEDM UML PIM and OCL can be found at (Annex B).

The process was used to develop a set of Transactionals for each of the subject areas (Chapter 10 - Transactionals)
defined in the SOPES IEDM. The specification also provides a set of exemplar semantics (Chapter 11), which binds the
transactional for the MIP Col. These semantic models bind a complete expression of information between members of
the MIP Col. These semantics assure that the construction of the inter-application messages is compliant to the structures
of the underlying datastore (JC3IEDM V3.1).

The Transactionals developed through this process fully capture:
« JC3IEDM Data Integrity,
» JC3IEDM Referentia Integrity, and

« JC3IEDM Business Rules:
» Construction Plans, and

* Domain Rules.

The semantics and business rules are based on the information requirements specified by the MIP Community
and coalition operations.
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5.10 Transactionals

The transactional patterns form the core of this specification. Database analysts and designers will be familiar with the
underlying concept which evolved from database transactions and transaction processing. A transactional divides the
information domain into individual indivisible operations that reflect the underlying constructs of a data store (e.g., entity
specification, domains and referential integrity).

The SOPES IEDM uses UML models to define mandatory and optional processes which need to occur during:

» Thegathering and construction of acomplete, meaningful dataset (semantic) as specified by a community of interest or
Operational need line (e.g., DODAF, MODAF or DNDAF Operational View 2).

» The parsing, marshalling, interpreting and processing of datasets received from another entities, objects, systems or
applications.

The SOPES information patterns define the production, processing and integration rules for a set of information
constructs in 16 key packages:

« Actions

» Capabilities

+ Context

 Control Features

» Facilities

» Geographical Features

« Holdings

» Locations

» Materiel

» Meteorological Features

» Object Item

» Object Type

» Organization

» Personnel

» Plansand Orders

» Reporting

5.11 Alignment to other Standards Efforts

5.11.1 Alignment to MIP

Modeling JC3IEDM transactions as UML models provides the community with the opportunity to express MIP
operational policy and rules as part of a system of systems (SOS) architecture. This effectively extracts the MIP
exchange policies and rules, from the current Data Exchange Mechanism (DEM), and places them in an implementation
independent representation opening the opportunity for architecture-centered implementations using other standards-
compliant mechanisms (e.g., SOA, Web Services and DDS).
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To achieve interoperability between its elements, MIP relies on a strong definition of the operational concepts. The MIP
Operational Working Group (OWG) gathers Subject Matter Experts (SMEs) from the core nations to define the
Information Exchange Requirements (IERS), or semantics, within and between operational elements.

The JC3IEDM data model, its business rules, constraints, and documentation describe an ontology commitment for the
MIP community. Recent work to formalize the JC3IEDM model and its rules and constraints in UML and Object
Constraint Language (OCL) provide new artifacts, tools and techniques for implementing services with assured semantic
and referential integrity. The SOPES specification leverages the MIP UML and OCL as exemplars for the broader
community, and formalizes patterns for more generalized sets of constructs.

These new artifacts will likely prove extremely useful within the core MIP community, but there remains a need for yet
additional products/standards to ease the transfer of knowledge to new adopters. SOPES makes this effort and builds on
the JC3IEDM specifying construction plans for each “transactional.” SOPES is expressed in a set of UML models, which
form the PIM illustrated in Chapter 11. These models are further expressed as XML and JAVA PSMs provided in Annex
D and Annex E respectively.

5.11.2 Alignment to DODAF, MODAF, NAF and DNDAF
The SOPES IEDM specification describes a set of architectural components that users, integrators and devel opers
can integrate into the enterprise, SOS and System architectures. Figure 5.4 illustrates how this applies to a

Department of Defence Architecture Framework (DODAF). Similar strategies could be used by other
architectural approaches such as MODAF, NAF and DNDAF.
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Figure 5.4 — Alignment to DODAF, MODAF, and UPDM

5.12 UPDM

The modeling approach used for the development of the PIM has been presented to the UPDM team and is under
consideration for inclusion in the UPDM 2.0. It was premature to consider SOPES modeling conventions for UPDM 1.0
as it was seeking to adhere strictly to the DODAF 1.5 and MODAF 1.2 specifications. Extensions such as that proposed
by the SOPES and |EF community will be addressed with the release of the UPDM 2.0 RFP.

The relationship between the SOPES Modeling Convention and the UPDM is described in some detail in Annex A to this

specification.
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5.13 Statement of Proof of Concept

5.13.1 Operational Prototype

The Department of National Defence (DND), Enterprise Information Security Environment (EISE) is currently
developing an operational prototype using the Draft SOPES IEDM Specification to:

1

Provide an architected set of data patterns for the aggregation of data maintained as part operational databases
instantiating the MIP JC3IEDM Schema;

Asabasisfor selectively aggregating data based on community approved semantics;

As afoundation for dynamically altering community semantics and exchange agreement in order to address changes
in the operational situation requiring the changes in information release policy; and

Asthe basis for determining and ng the sensitivity and risks associated with the release of additional
operational data.

The goal of the EISE project is to demonstrate:

The use of architecture as an enabler of an operational decision aid (threat risk assessment);
The use of architecture to manage operational communities of Interest (Col)
The use of architecture-driven, policy-based systems to deliver centrally managed interoperability.

The use of architecture-driven, policy-based solutions to provide enhanced information protection, including controlled
aggregation and release-ability of information.

The he use of architecture to devel op and mange information sharing and information protection policies.

The provision of objective evidence for C& A through Architecture.

Figure 5.5 illustrates the operational context for the demonstration. The JC3IEDM Schema forms the data environment
for each node, with the SOPES IEDM forming the transactional rules underpinning community information exchange
agreements.
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EISE Developed Demonstration Applications -

Open Source Applications providing Core Functionality
= World Wind 1.4 Open Source GIS developed by NASA
- Open Source Forms Application (likely an Eclipse integrated Tool) Open Source Forms Tool Open Source GIS

EISE Developed Demonstration Applications

Core Demonstration Capability based-er
- MIP JC3IEDM / MIP Informaticrf{esource Dictionary (MIRD)
- OMG SOPES IEDM
- Converted to Serialized Object representing SOPES |IEDM Semantic Policieg
- Demonstration Col, Contracts and Semantic Specifications
- Serialized Object representing Cols, Contracts and Semantics
- Common Object Interoperability Layer (ASMG Loan of Product)
- MS 30L SVR (Optional)

Common Object
Interoperability Layer

JCIIEDM
Version 3.1c

WorkStation

PrismTech Open Source DDS Application
- Open Source / Open Standards Publish and Subscribe App.

Open Source Data Distribution Services

Figure 5.5 - Initial Proof of Concept Overview

Figure 5.6 illustrates where the rules expressed by the SOPES models are enforced. For the EI SE demonstration SOPES
IEDM metadata will be transformed in to a meta-object model (MOM) that reflect the information exchange policies
(rules) to be enforced ate each of the operational nodes. The Common Object Interoperability Layer (COIL) ingests the
MOM and uses its underlying rules to aggregate JC3EDM information for use or dissemination; and marshal received
information for storage in an instantiated JC3IEDM data store. The MOM forms a runtime instantiation of the SOPES
IEDM define rules integrated into community contracts and semantics (see Chapter 11 and Annex A).

The demonstration will exchange information between nodes in accordance with the Optimized XSD (see Annex D2) and
MIP PDUs. Community contracts will be enforced using the publish and subscribe protocols specified for Data
Distribution Service for Real-time Systems (DDS).
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Technology in Use:
- MS SQL SVR
- Windows XP
- Common Warehouse Model (CWM) — EISE Developed
- Common Object Interoperability Layer (ASMG Loan of Product)
- CWM Semantics (EISE Developed)
- Hardware (ASMG Loan for Development) — deliverables (CD with Software Load)

Enterprise
Architect

Situational Risk
Assessment

Architecture
Repository

SRA:
4 - Assessment of the information sensitivity and risk carried
WorkStatlon by a SOPES Data Pattern
- Assessment of information sensitivity and risk imposed
by proposed change in operational data sharing rules.
- Comparison with system threat risk assessment.
- Other specifications employed (KDM, SBVR)

1. Architecture Model (DNDAF)
2. SOPES IEDM Model

Architectural
Matadata

Generate
Executable
Policies

Information Protection /
Release-ability
Prototype

Instance Data:
- SOPES Architecture (Semantic) Model
- Information Protection / Release-ability Prototype
Architecture Model
- Common Warehouse Model (CWM) — Architecture (Semantic) Model

Figure 5.6 - Policy Management Demonstration with SRA

In addition to using the SOPES IEDM to specify the a consistent set of transactional rules for an operational nodes’
information environment, the data patterns will be used: to underpin a Threat Risk Assessment (TRA) and Situational
Risk Assessment (SRA) for the community exchange agreements; and enable the controlled modification of exchange
policies (rules) for the scenario. The SRA will be used to provide the Command Team a decision aid to assess the risks
associated with changes to information exchange policy. Figure 5.6 illustrates the components of a policy management
being developed for the demonstration.

The demonstration of this Proof-of-Concepts is scheduled for December 2009.

5.13.2 SOPES Testing

The SOPES IEDM has already been implemented as a test system to validate the transaction integrity of the IEDM
against MIP Test Data. Figure 5.7 illustrates the SOPES IEDM test environment.
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Data Exchange Service

Figure 5.7 - MIP Test Environment
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6  Shared Operational Picture Exchange Services

6.1 Objectives

The Shared Operational Picture Exchange Services (SOPES) represents an OMG C4l DTF initiative to develop a set of
open standards for a generic architecture, interfaces and technologies for and information exchange framework for
coalition, partner, or multi-agency operations. These standards will define a set of services needed to establish an
information sharing environment that can be rapidly adapted to mission requirements; without the need for software
moadification. Much of this effort will be reflected in the MARS Information Exchange Framework, which subsumed
much for the original SOPES scope and objectives.

As with of domain initiative, SOPES will seek to reduce or eliminate duplication by integrating (through the OMG
Request for Comment [RFC] process) publicly or community accepted specifications and open standards issued by other
standards bodies (e.g., Open Group, W3C, OGC, etc.) defining related information semantics, object and data models,
services and interfaces.

6.2 Rationale

Within the sphere of information interoperability, the C4l DTF (Domain Task Force) focuses on the development of
specifications for systems, applications and services, which deliver interoperable capability for crisis response, disaster
relief, emergency or military operations. Information Interoperability in the areas of situational awareness and
collaborative planning crosses multiple domains and communities of interest. Many of the underlying attributes and
capabilities are identified by a large number of organizations, agencies and communities of interest. Typically, these
targeted interoperability groups are defined by the military as other government departments, non-government
organizations and private volunteer organizations. The DTF is also considers emergency management organizations, first
responders, and public health agencies in this grouping.

The C4l DTF is seeking to adopt a multi-use approach: develop a series of specifications that are adaptable to a wide
range of uses in the ECM domain. The DTF seeks out public or community accepted specifications that may have been
developed for a single purpose and adapt these specifications to the broader domain. In a number of cases, these
specifications can be applied directly or with minor enhancements; leading to immediate increased resolution, accuracy,
or performance in ECM capability.

The JC3IEDM represents a community specification whose generic form meets the criteria identified above. The
JC3IEDM offers more than fifteen years of dedicated development, testing and demonstrations; and currently has NATO
ratification (STANAG 5525) as well As the acceptance by more than twenty-five nations. The capabilities of the
JC3IEDM provide the opportunity for increased interoperability and information sharing between the NGOs, OGDs,

PV Os and the military during international and domestic operations.

6.3 Problem Space for Shared Operational Picture

Numerous events (e.g., 9-11 and Katrina) have reinforced the longstanding requirement to enhance the ability of a
coalition, government and civil respondents to quickly, efficiently, safely, and confidently exchange operational
information during emergency and crisis response operations. SOPES and |EF are OMG initiatives to facilitate
interoperability and the sharing of information through standardization in key architectural components:

 Shared language, or ontology, for structured information underlying a common Operational Picture;
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 Shared process for specifying the palicies, doctrine and rules governing the sharing of sensitive and time critical
information;

» Mechanism to enforce the policy governing the sharing information;

» Framework for the management, accreditation and dissemination of information sharing policies, doctrine and rules;
» Framework for increased flexibility and agility in the exchange of situational and planning information;

» Framework for enhancing information security; and

« Interfacesfor related specifications and standards.

Successful implementation of SOPES/IEF requires more than successful transformation/exchange of data between
heterogeneous organizations and systems. These exchanges must be conducted in a manner that delivers quality
information in a secure and trusted manner to all participants in the operation. Each participant needs to be provided with
information that provides a shared appreciation of the operational situation as well as those information elements requited
to perform his/ her specific role. Information quality is based on the following characteristics:

» Accurate: semantics to accurately convey the perceived situation.

» Relevant: information tailored to specific requirements of the mission, role, task or situation at hand.
» Timeliness: information flow required to support key processes, including decision making.

» Usable: information presented in a common, easily understood format.

» Complete: information that provides all necessary (or available) information.

« Brief: information tailored to the level-of-detail required.

» Secure: selectively share information in accordance with the credentials of the recipient.

« Trust: userstrust the quality and content of the information provided.

This means that from requirements through operations, each exchange of information between participants is fully
understood and auditable. It isthe challengesin the areas of Security, Information Assurance, and Quality of Service that
this submission is beginning to address. The SOPES IEDM will describe a common set of information building blocks
for the JC3IEDM that will facilitate the development of community semantics while maintaining the integrity of an
underlying JC3IEDM data structure. This standard usage model is not available through current MI1P JC3IEDM
specifications.

6.4 SOPES Information Domain

6.4.1 Common Core

The SOPES IEDM will support the development of vendor independent technologies for information exchange between
heterogeneous military and civil organizations and systems; allowing for the development of cost effective, commercial
off the shelf, and open source capability, and the expansion of interoperability during a wide array of operations. The
information transformation/mappings between systems will be exposed to organizations — promoting greater levels of
trust.

The targeted information coverage for the SOPES IEDM RFP represents a commonly required core set of concepts and
semantics enabling basic situation, decision and response information sharing.
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This includes information regarding:
» Land, maritime, air, and space data.
« Planning data.
« Intelligence data.
» Current, planned, and projected location and status of organizations, people, facilities, features, and material.
« Political, diplomatic, and social information, including information.
» Geospatial information in various formats.

« Environmental factors such as the effects of weather on terrain, climate data and severe wesather, traffic-ability and soil
conditions, coasts, river, urban land usage, urban transportation, urban utilities, Lines of Communication.

+ Actions, planned or events of interest.
6.4.2 Enabling Community of Interest Exchanges

Communities of interest (COIl) are generally considered a collaborating group of users that must exchange information in
pursuit of their shared domain goals, interests, missions, or business processes and who therefore must have shared
vocabulary for the information they exchange. SOPES IEDM will provide a shared vocabulary and supporting business
rules for ECM information exchange. Figure 6.1 shows conceptually (moving from the core outwards) how a JC3IEDM
provided common core is used to establish the SOPES IEDM foundation classes (Wrappers) which in turn are used to
define the re-usable information patterns (Transactional). Community semantics, the payload for community information
exchanges, are composed of Transactionals. Thus, each community (domain) can define appropriate exchanges building
on the SOPES IEDM (in Figure 6.1 there are notionally four messages defined — two “blue” and two “red” for application
domains 1 and 2 respectively). Note that, while the figure suggests that domain 1 and 2 generally are using different types
of information, there are Transactionals and Wrappers that are shared indicating that these are areas where the two
domains could be sharing information.
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6.5 Information Exchange Framework

6.5.1 Background

Since the initiation of the SOPES initiative in 2002, there has been an evolution in the OMG’s understanding of the target
environment for the SOPES information sharing capability. While the SOPES concept was being socialized to the OMG
platform and domain task forces (MARS, E-Government, Financial, Health, Finance, etc.) it was identified that many of
the Taskforces (TFs) have similar information sharing requirements: timely, accurate, relevant, secure, and adaptable.
Based on this realization it was agreed that the overall initiative was better suited to a Platform Taskforce and their focus
on horizontal integration standards. It was decided that several elements of the SOPES effort were transferred to the
Middleware and Related Services (MARS) Platform Task Force (PTF) as part of the Information Exchange Framework
(IEF). The primary component retained by the C4l DTF is the Information Exchange Data Model (IEDM). The SOPES
elements transferred to the | EF initiative include:

 Shared process for specifying the policies, doctrine and rules governing the sharing of sensitive and time critical
information.

» Mechanism to enforce doctrine and rules governing the sharing information.
» Framework for the management, accreditation and dissemination of information sharing policies, doctrine and rules.

« Interfacesfor related specifications and standards (e.g., CORBA/IIOP, DDS, .Net, J2EE/EJB, and Web Services (XML/
SOAP/WSDL/UDDI, etc.)).

Where applicable, the SOPES initiative will defer activities to the MARS IEF working group. This will reduce
duplication and broaden the use and adoption of the specification. The SOPES initiative will then focus on issues
requirements specific to the dynamic realtime environments of C4l.
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6.5.2 Objectives

The Object Management Group (OMG) Information Exchange Framework (1EF) is an initiative of government, academia,
and industry to define a series of open standards and publicly accepted specifications for realizing information exchange
services that are:

« visible and accessible;

« understandable and uniform (information represented so that users and applications can comprehend both its semantics
and structure enabling proper interpretation and use);

- adaptable and managed (through formal policy mechanisms); and
- trusted and secure.
Information exchange services with these characteristics will enable:
 improved interoperability within and between organizations, systems and applications;
« stakeholders and usersto better exploit available information resources;

« organizations to better design and manage these services and thus reduce information systems and technology life-
cycle costs;

« organizations to meet in a consistent manner legislated requirements to manage and protect private, confidential and
sensitive individual and aggregated information;

- increased flexibility, agility and adaptability in deployed information systems and service, and
« improved policy-driven information dissemination resulting in services that produce tailored and managed information.

The move to expose information services, on community and public networks, and the need to incorporate these services
in a growing web of managed business processes has created a broad corresponding community movement to modeling,
open specifications, open standards and open software. These practices are aimed at understanding business processes,
improving capability delivery, reducing development time and testing, controlling life-cycle costs and protecting
information assets in a hostile network environment. The OMG |EF initiative will meet these challenges by drawing on
industry, government and academic experience with demonstrated open methods for achieving:

« Increased Interoperability;

» Vendor neutrality;

- Efficient use of existing resources;

« Greater use of automation;

« Greater use of model driven architectures;

« Greater flexibility and agility;

» Greater number of COTS options, provide more opportunities to optimize;

» Lower and more manageable risk;
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« Increased robustness and durability;
» Improved system and application quality; and

» Increase available resources and skills.
6.5.3 Approach

The IEF working group has identified that current architecture frameworks and domain meta-models do not effectively
capture essential aspects of an IEF policy and exchange specification ontology. In response the |EF working group has
begun to define a policy-driven approach to information management and exchange services and to formalize the
relationship between information exchange requirements and the associated semantics (i.e., message). Thisin turn entails
a need to specify formal domain independent interoperability processes and enforcement mechanisms for:

» Rules (palicy) for the construction and processing of information or data aggregates.
« Rulesfor aligning community semantics with underlying information and data stores.
« Information transformation.

« Information guarding and filtering.

« Information tagging and labeling to support policy based management.

« Community information sharing agreements.

In the course of the SOPES IEDM specification work, the formal association of information exchange requirements and
exchange semantics was first addressed in an integrated manner with the development of a prototype DODAF operational
view three-seven (OV-37) that links the Information Exchange Requirements (OV-3) and the Logical Data Model (OV-7).
The objective of the OV-37 is to address a gap in current architecture frameworks by providing a specification for
describing the build and processing plans for the aggregation of community semantics from the underlying information
and data stores!. The OV37 provides a meta-model for the SOPES semantic specifications.

Figure 6.2 identifies several of the key processes and services underpinning an IEF policy-based information sharing
environment. In this |EF context, the SOPES IEDM is a set of UML models representing policies for the exchange of
ECM situational information. These models translate the constraints imposed by legislation, policies and memorandum of
understanding into an executable set of rules which are enforceable by software enabled services. These information
models (/ontologies) and exchange policies are considered domain specific and in the case of SOPES, address the ECM
Domain.

1. Iltis anticipated that concepts aligned with the OV-37 will be integrated into the UML Profile for DODAF and MODAF (UPDM 2.0).
The RFP for the UPDM 2.0 will be issued with the adoption of the UPDM 1.0 in June 2009. The requirements, concepts and
modeling profile underpinning the OV-37 and SOPES IEDM modeling profile have been accepted for the UPDM 2.0 RFP.
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Figure 6.2 - IEF-Policy based Information Management

Annex A describes the SOPES IEDM modeling paradigm which supports key aspects of the objective policy-driven
information exchange management. It also provides a direct alignment to architecture frameworks. Annex A outlines the
alignment between these modeling paradigms and DODAF. It illustrates the full life-cycle of information exchange
policies, through to information services surrounding an operational data store. Because of the C4l DTF's pedigree to the
military domain, this specification focuses the alignment with frameworks such as:

» Department of Defense Architecture Framework (DODAF)
» Ministry of Defence Architecture Framework (MODAF)
» NATO Architecture Framework (NAF)

» Department of National Defence Architecture Framework (DNDAF)

6.6 The Future: SOPES IEDM

Over the last decade or more, a growing number of communities (e.g., military, crisis management, healthcare, finance,
and government) have established task-forces to address the growing need for interoperability and the exponential growth
of peer-to-peer interfaces. Almost universally, the target of these efforts is the sharing and exploitation of the volumes of
information now generated during normal operations. The driver is the spiraling costs related to the interfaces and the
ongoing challenges sharing information with and across organizational boundaries.

SOPES IEDM represents a formal publication of the shared semantics and business rules developed in a long standing,
and successful, multinational command and control developer community - now standardized under NATO’s STANAG
5525. The Multilateral Interoperability Programme community efforts continue with a number of modernization efforts

that both leverage the general work of the OMG (e.g., UML, IEF) and can be a source for future updates to the SOPES
IEDM. These initiatives include:
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Realization of the JC3IEDM and its business rules as a UML/OCL PIM.
Refactoring of the JC3IEDM PIM for improved generality, modularity and implementation.

Generalization of the MIP Common Interface (MCI) to support awider range of architecture paradigms (e.g., resource
or service oriented architectures) and exchange mechanisms — an opportunity to adopt the |EF paradigm and emerging
standard.

Adoption of model driven architecture (MDA) tools and techniques for MIP internal processes (e.g., specification
development, in service support of the product baseline) and public products and tools.

Recasting MIP's aggregate information exchange requirements as a collection of operational capabilities realized
through defined modular exchange and processing services (including web services). The resulting collection of
functionally specific capabilities can be selectively implemented or deployed as required. Thisis expected to expose a
core set of commonly used multinational C3 services (e.g., task organization) that can be orchestrated to provide
mission specific (i.e., ECM, Humanitarian Assistance/Disaster Relief (HADR), joint Fires, etc.).

Development of formal MDA methods and tools to support business object/semantic specification and the generation
of appropriate PSMs with associated exchange, persistence, discovery and collaboration services.

Support for Community of Interest reuse of the JC3IEDM including generalization, extension and restriction of
JC3IEDM business objects/semantics and business rules as well as formal model transformations to support
application-level PSM tailoring for implementation.

Exploration of general approaches to semantic and syntactic mediation to aid COI implementation, techniques for
semantic search, policy-driven information management and dissemination, and shared services (e.g., Symbology, test
reference implementations, modeling and simulation).
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7  Design Rationale

7.1 Design Overview

This specification maintains the JC3IEDM as the foundation of the SOPES IEDM semantics. Each transactional model,
presented in Chapter 10, relates directly to data structures and business rules provided by the JC3IEDM; specified in the
MIP documents referenced in Chapter 3. The foundation of the SOPES IEDM PIM comprises the <<Entity>> definitions
derived from MIP Information Resource Dictionary (MIRD), the normative reference for metadata describing the
JC3IEDM, and the foundation for this specification.

A Meta Object Facility (MOF) compliant process, using an XML Metadata Interchange (XM1) of SOPES IEDM metadata
between UML modeling and architecture toolS/utilities, enabled an MDA processing chain that transformed the SOPES
IEDM PIM into selected SOPES PSM, specifically:

+ SOPES XML Schema
» SOPES IEDM OCL specifications
» SOPES seriadized JAVA Objects (used to test modeled constructs)
Additional SOPES PIM MDA transformation options include the following types of PSMs:
« NET Objects

» Java Object

7.2  Web Ontology Language (OWL).SOPES Design

7.2.1 Modeling Concept
The SOPES Modeling approach is described in Annex A to this specification, which describes the UML modeling profile

and it links the UML Profile for DOAF and MODAF. It is expected that this profile will be developed as a separate
Information Exchange Framework Specifications and integrated into later versions of the UPDM.

7.3  SOPES IEDM and MOF Model

7.3.1 An Overview of the MOF

The Meta Object Facility (MOF) is the OMG's adopted technology for defining metadata. M etadata is a general term
for data that in some sense describes information. The information so described may be information represented in a
computer system; for example, in the form of files, databases, running program instances, and so on. Alternatively, the

information may be embodied in some system, with the metadata being a description of some aspect of the system such
as a part of its design.

7.3.2 Meta Object Facility Model

The three main metadata modeling constructs provided by the MOF that are used in this specification are:
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1. Classesthat can have Attributes and Operations at both “object” and “class” level. Attributes have the obvious usage;
that is, representation of metadata. Operations are provided to support meta-model specific functions on the metadata.
Both Attributes and Operation Parameters may be defined as“ ordered,” or as having structural constraints on their
cardinality and uniqueness. Classes may have multiple inheritances from other Classes. Classes are used to specify
the information constructs comprising the JC3IEDM Transactional Ontology.

2. Associations support binary links between Class “instances.” Each Association has two AssociationEnds that may
specify “ordering” or “aggregation” semantics, and structural constraints on cardinality or uniqueness. When aClassis
the type of an AssociationEnd, the Class may contain a Reference that allows navigability of the Association’s links
from a Class “instance.”

3. Packages are collections of related Classes and Associations. Packages can be composed by importing other Pack-
ages or by inheriting from them. Packages can also be nested, though this provides aform of information hiding rather
than reuse. In this specification, packages are primarily used to group transactionals into the information domains
supported by the JC3IEDM.

Other significant MOF Model constructs are Data Types and Constraints. Data Types allow the use of non-object types for
Parameters or Attributes. In the OMG MOF specification, these are data types or interface types.

Constraints are used to associate semantic restrictions with other elements in a MOF meta-model. This defines the well
formed rules for the metadata described by a meta-model. Any language may be used to express Constraints, though there
are obvious advantages in using a formal language like OCL. For this specification, OCL is used to express constraints
in the models.

7.3.3 The Relationship between SOPES IEDM and MOF

The MOF has been adopted as OMG's standard for representing meta-models. The SOPES IEDM meta-model has been
designed to conform to this standard. This allows SOPES IEDM to use other OMG specifications that are dependent on
the MOF. In particular, it allows the use of XMI to interchange warehouse metadata that is represented using the SOPES
IEDM meta-model, and it allows the use of IDL (and other programming languages) for programmatic access to
warehouse metadata based on the SOPES IEDM meta-model.

7.4  SOPES IEDM and UML

7.4.1 An Overview of UML

The Unified Modeling Language (UML) is a graphical language for modeling discrete systems. Although the UML is not
necessarily tied to any particular application area or modeling process, its greatest applicability isin the area of object-
oriented software design.

UML is the synthesis, or unification, of three preceding modeling languages that had previously dominated the field of
object-oriented software development: The Booch (Grady Booch), OMT (James Rumbaugh), and OOSE (lvar Jacobson)
notational systems were combined together by their authors into the Unified Modeling Language, at Rational Software
Corporation, in the 1994-1995 timeframe.

The UML definition was subsequently submitted by Rational and a number of other OMG member companies, as a
proposal to the Object Management Group in September, 1997, in response to an OMG RFP (OA&DTF RFP-1),
requesting a standard approach to object-oriented modeling. A team consisting of both its original authors and
representatives from the various OMG submitters created the UML submission. The UML submission was subsequently
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ratified by the OMG in November 1997. Today, UML, along with the Meta Object Facility and XML Meta Data
Interchange specifications, serves as one of the cornerstones of the OMG metadata architecture (of which SOPES IEDM
is a domain-specific extension).

The various modeling elements of UML support the specification of both static and behavioral aspects of discrete, object-
oriented systems. UML static models include the definition of classes, their attributes, operations, and interfaces. Standard
relationships between classes, such as inheritance/generalization, association, dependency, and containment can be
specified under UML and are used in the construction of class diagrams. The behavioral semantics of the system being
modeled can be specified using UML conventions for expressing time-ordered inter-object message sequencing (sequence
diagrams) and spatially-oriented collaborations between instances (collaboration diagrams). Support for the specification
of state-machinesis also provided for detailed modeling of object internals. UML also supports object-oriented analysis
and the modeling of external system behavior through use case diagrams. Finally, UML provides notations for specifying
the packaging of alogical design into components and the deployment and allocation of those components to nodes in a
distributed computing architecture.

The UML language is formally defined by a meta-model (or semantic model) that is itself defined recursively, using
UML. This meta-circular definition enables the entire UML to be based on a small number of elementary terms.

7.4.2 The Relationship between SOPES IEDM and UML

A primary objective of the SOPES IEDM is to define a meta-model (or, equivalently, a “metadata model”) or a generic
semantic model for the JC3IEDM. Thus, the SOPES IEDM meta-model defines formal rules for modeling core
information (/transactional) semantics (i.e., content, structure and business rules) for a JC3IEDM information exchange.
However, there is also a requirement for the SOPES IEDM meta-model to be expressed in MOF (and thus enabled for
interchange via CORBA, XMI or other interfaces).

The SOPES IEDM meta-model includes an Object Model package, which is based on the UML meta-model. It consists of
aversion of the UML meta-model in which those aspects that are not relevant to JC3IEDM semantics have been removed.

The SOPES IEDM meta-model is effectively an extension of the UML-based Object Model. Any meta-class within
SOPES IEDM ultimately (if not directly) inherits from some meta-class of the Object Model. For example, consider the
SOPES IEDM Wrapper Package. The Wrapper meta-model defines a meta-class called “JC3-V3-1c_Entity” that
represents any relational database table in the JC3IEDM. This meta-class derives from the Object Model meta-class
“Class.” Similarly, the Relational meta-class “ Column” derives from the Object Model meta-class “Attribute.” This
formally establishes the semantic relationship between the relational concepts of Table and Column that it is well
understood intuitively; that is, that a Table is “something” that has properties (or attributes) and serves as a template for a
collection of “things;” that is, rows that all share that same set of properties but individually supply their own “values’ of
those properties. The semantic equivalent in UML is the notion of a Class and its Attributes, and this equivalence is
established by defining Table as a specialization of the notion of Class, and Column as a specialization of Attribute.

The UML specification is also used in the following ways:
« The UML notation is used in the diagrammatic representations of the SOPES IEDM meta-model.

» Additional constraints on the SOPES IEDM meta-model are represented in Object Constraint Language (OCL), as
defined in the UML specification.
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7.5 The SOPES IEDM and XMl

7.5.1 An Overview of XMI

The purpose of XMI is to allow the interchange of models in a serialized form. Since the MOF is the OMG's adopted
technology for representing metadata, it is natural that XM focuses on the interchange of MOF metadata; that is,
metadata conforming to a MOF meta-model. In fact, XMl isreally a pair of parallel mappings: one between MOF meta-
models and XML DTDs, and another between MOF metadata and XML documents.

XMI can be viewed as a common metadata interchange format that is independent of middleware technology. Any
metadata repository or tool that can encode and decode XMI streams can exchange metadata with other repositories or
tools with the same capability.

XMI provides a possible route for interchange of metadata with repositories whose meta-models are not MOF based. This
interchange can be realized by specific mappings between an XMI document and the repository’s native meta-model.

XMI is based on the W3C's Extensible Markup Language (XML), and has two major components:

The XML DTD Production Rules for producing XML Document Type Definitions (DTDs) for XMI encoded metadata.
XMI DTDs serve as syntax specifications for XMI documents, and allow generic XML tools to be used to compose and
validate XMI documents.

The XML Document Production Rules for encoding metadata into an XML compatible format. The production rules can
be applied in reverse to decode XMI documents and reconstruct the metadata.

XMI supports the interchange of any kind of metadata that can be expressed using the MOF specification. It supports the
encoding of metadata consisting of both complete models and model fragments, as well as tool-specific extension
metadata. XM has optional support for interchange of metadata in differential form, and for metadata interchange with
tools that have incomplete understanding of the metadata.

7.5.2 The Relationship between SOPES IEDM and XMl

SOPES |IEDM uses XMI as its interchange mechanism. This means that the full power and flexibility of XMI is available
for interchanging both warehouse metadata and the SOPES IEDM meta-model itself. SOPES IEDM does not require any
extensionsto XMI. A standard DTD for the SOPES IEDM meta-model is generated using XMI’s DTD Production Rules.

A standard XML document for the SOPES IEDM meta-model is also generated using XMI’s Document Production Rules,
based on the MOF DTD.

7.6  Additional Design Considerations

7.6.1 Reuse of UML Concepts

The SOPES IEDM meta-model, or PIM, is based on the UML meta-model. Those aspects that are not relevant to the
development of a semantic model have been removed. In essence, the entire SOPES IEDM Semantic model is based on
UML Class Diagrams.

Many of the core UML object types and associations are reflected in the SOPES IEDM Object Model. Wherever
appropriate, Object Model types are sub-typed to provide more specific object types in the SOPES IEDM meta-model,
normally with additional attributes or associations. All SOPES IEDM object types are direct or indirect subtypes of
appropriate Object Model types, and so inherit their attributes and associations.

38 Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0



This approach has many advantages. It allows the SOPES IEDM specification to capitalize on the substantial investment
in developing and refining the UML meta-model. The general awareness of UML concepts should aid understanding of
the SOPES IEDM specification and its base Object Model.

7.6.2 Modularity

The SOPES IEDM meta-model is split up into a set of packages. This aids comprehension of the meta-model by splitting
it up into smaller units, and alows users and implementers to ignore packages that are not relevant to their needs.

7.6.3 Generic Model

Much attention has been taken to ensure that the SOPES IEDM meta-model has been made as generic as possible, and
that only information that is shareable between different implementations has been included in transactional ontology.
The exemplar semantic models described in Section 9 are specific to a community of interest, e.g., MIP.

7.7  Extensibility

The MIP defines the process for extending the JC3IEDM within the MIP context. SOPES is expected to follow that
paradigm; which has proven successful over the years — migrating the multiple versions of Generic hub, to the LC2IEDM,
to the C2IEDM to the JC3IEDM. The Foundation and transaction elements of the SOPES specification are tied to the
JC3IEDM and would work in lock-step with this process.

MIP has also defined a process through which national entities could extend the capability of the model without affecting
core interoperability; allowing national entities to address unique information sharing requirements. The SOPES
foundation and transactional layers permit the same flexibility; provided the SOPES models and JC3IEDM extensions are
aligned.

In addition, the use of UML notation allows SOPES to exploit the class methods to add greater flexibility in the
specification regarding the business rules of information exchange. Annex A provides some examples of how methods
can be used to extend the specification; a capability not currently provided in the JC3IEDM specifications.

7.7.1 Community Semantics
The SOPES IEDM Specification provides the basic building blocks (data patterns) for the construction community
semantics that are consistent with the JC3IEDM logical and physical schema. This specification only provides examples

of semantics consistent with MIP data exchange. These semantics can be extended using transformation, filtering, and
safeguards as described in Annex A.
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8 Usage Scenarios

8.1 Overview

This section describes some of the interoperability challenges faced by operational users; System integrators, developers,
and vendors and outlines how the SOPES IEDM can address these challenges.

As stated, adesign goal of SOPES IEDM isto present a re-usable set of design patterns for sharing a broad range of ECM
information; while leveraging the ability of the JC3IEDM to integrate that information into a shared operational picture
for situational awareness, response and collaborative planning. The SOPES IEDM provides a baseline situation status,
response and planning information “ontology” that can be exploited by communities that must coordinate, collaborate,
and or command and control as a part of their normal operations and processes.

The usage scenarios contained in this section are provided to demonstrate that this design goal is met.

In addition these usage scenarios illustrate several of the problem domains in which SOPES IEDM is applicable.

8.2 Users of JC3IEDM
SOPES IEDM s targeted at the following categories of users:
» Users/ Operators,
+ IM Architects,
» System integrators,
» Developers,
 Security Personnel, and
+ Vendors.

The following table shows how SOPES IEDM benefits these various types of users.
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User Stage Problem Required SOPES IEDM
Category or Need Capability Delivers
User / Operator Operations The ability precisely | Common ontology and Common, standardized,
define information semantics that enable information patterns and
sharing agreements understanding of the policies for the JC3IEDM
that support information exchanged to Leverages the inherent ability
information support situational of the JC3IEDM to integrate C3
exchanges needed awareness and operational | information for shared
within a community planning situational awareness and
of interest Shared understanding of collaborative planning
theinformation processing | Extendstheuseif theJC3IEDM
business rules supporting to awider range of ECM
the JC3IEDM communities
M etadata management
tools to customize and
adapt the information
sharing agreements as
required by a community
of interest
Building blocks for the
development of domain
specific and Col semantics.
IM Architect Operational Analysis | Specifying the Col Community accepted Provides a generic PIM for the

Enterprise Architects
Operationa Analysts

information and data
requirements
Specifying Col
information and data
exchange
requirements
Specifying inter-Col
information and data
exchange
requirements

Make shared/visible
information
understandable to
external systems and
services.

Interface specification
Data construction policies
Business rules
formalization

Reuseable architectural
component aligned to
architectural frameworks
Reuseable building blocks
for the devel opment of
domain specific and Col
semantics.

Common transactional
ontology for situational
awareness and operational
planning

Replaceable C3
Information sharing
components

specification of community
collaboration and coordination
semantics

Provides aPIM for the
integration of data underlying
community semantics

Shared architectural
components that enforce C2
semantic | nteroperability
Globally usable set of
transactional semantics for
collaboration, command and
control
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System Integrators

Definition,

System Design,
System Integration
Integration Testing
Certification and
Accreditation

Make shared/visible
information
understandable to
externa systemsand
services.

Reduce Col
information sharing
cost and complexity
by reducing the
number of unique
[i.e., 2(N-1)] peer-to-
peer interfaces
Reduce the variation
in system
interpretation of
business rules
Improve the quality
of information shared
in the areas of
operational
situational awareness
and operational
planning.

Deliver enhanced
levels of
interoperability in
system of systems
environments
Deliver increased
information security
in system of systems
environments

Community accepted
interface specification; 1to
N (i.e., standards-based)
interface architecture
Data construction policies
Executable business rules
Re-useable architectural
component aligned to
architectural frameworks
Reuse-ablebuilding blocks
for the development of
domain specific and Col
semantics

Common transactional
ontology for situationa
awareness and operational
planning

Replaceable C3
Information sharing
components

Provides a generic PIM for the
specification of community
collab-orationand coordination
semantics

ProvidesaPIM for the
integration of data underlying
community semantics

Shared architectural
components to enforce C2
semantic Interoperability
Globally usable set of
transactional semantics for
collaboration, command and
control.

Flexible distribution of
information in a system-of-
systems environment through
the use of semantically
complete data

MDA support for multiple PSM
Reusable, editable, and
extensible SOPES IEDM
metadata

Community 1 to N interface
architecture

Information System
Developers

Implementation

Development of Col
ontology and
ontological
commitments.

Make shared/visible
information
understandable to
external systemsand
services.

Third party, open-source
and in-house applications
integration through
standard SOPES |[EDM
ontological models,
business rules and
metadata

MDA application of the
Ontological Models

Reusable, editable, and
extensible metadata
Reduction in the development
of peer-to-peer interfaces
Supports multiple PSMs
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Stakeholders

Life-cycle

Lack of
interoperability in
current systems
Need for pan-agency
information sharing

Shared semantics

Ability tointegrate datasets
underlying community
semantics

Ability to provide a shared

Multi-community approach the
sharing and integration of
information:

Situational awareness

Shared operational picture

andsharedsituational | operational picture Collaborative planning
awareness Commercial Commercial off the shelf
Spiraling life-cycle implementations and implementations and
costs integrations integrations
Rigid brittle systems | Leverageopenarchitecture | Reduceslife-cycle costs
unable to adapt to patterns/frameworks A path that leverages OMG
changing operational standards and technologies
requirements.
Security Personnel Certification and Need objective Complete set of Formal models as a foundation
Accreditation evidenceandanaysis | individually verifiable of data patterns and for the
that can support transactional ontology development of guards, filters
certification and components. and security (e.g., labeling)
accreditation of Required formal specific- rules
system or service ations and methods that Objective evidence that a
information characterize and scope specific set of design patterns
exchanges system or service behavior | wereimplemented for an
System behavior is information sharing agreement
hiddenin codeand is of Col.
not readily apparent Limit the use of the JC3IEDM
or understood —as a to a specified set of
result trust is limited transactions.
An MDA process for defining
executable systems and services
Vendors Interface Compliance | Need for aconsistent | Defined PIM for Shared architectural component to C2
and complete interoperability semantic | nteroperability
interface Defined business rules The SOPES |IEDM provides a globally usable
specification to Building blocks for the set of transactional semantics for
deliver information development of domain collaboration, command and control
interoperability and specific and Col semantics | The SOPES IEDM enables flexible
information usage Common transactional distribution of information in a system-of-
ontology for situationa systems environment through the use of
awareness and operational | transitionally complete data transactions.
planning The SOPES |[EDM enables MDA process for
forward engineering required PSM
implementations; e.g., .Net Object, Java
Objects, OWL/RDF, XML, Policy Driven,
Environments, etc.
Reusable, editable, and extensible SOPES
|IEDM metadata
Reduction in the development of peer-to-peer
interfaces
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8.3 Usage Scenarios

This section identifies three application and development scenarios where the utility of a formal logical domain model,
e.g., SOPES IEDM, expressed as an implicit, or preferably explicit, ontology creates a powerful design and runtime
interoperability baseline. These scenarios recognize the implicit information sharing ontology that exists as various
design references or is simply embedded in executable code. Further, the scenarios argue for the formalization of
architecture, business rules and semantics as parts of an explicit ontology that can be used to drive MDA tools, techniques
and processes. These formal processes will improve both the realization of software designs during system/service
implementation and also create methods by which systems and services can be more effectively managed. These
scenarios, and SOPES IEDM, are in keeping with the bold and emerging vision of the OMG and a new generation of
Information Exchange Frameworks. These scenarios include the following.

8.3.1 Run Time Operation

In the context of an operational environment, information interoperability is a measure of the ability of heterogeneous
systems and services to execute a shared ontology, and thus, understand and properly process exchanged information. The
focus of many communities is on data, rather than information (i.e., data in context), and middleware/PSMs, rather than
community standards (e.g., composition of vocabularies, messages, services, and processes). Additionally, applications
often are static and brittle because of the hardwired technical and semantic dependencies or assumptions - rather than the
desired dynamic and agile.

A useful community ontology:
» Must be sufficiently authoritative to support an investment in its implementation
 Isextensible by community members.
» Promotes the flexibility and agility required by modern information operations.

» May contain additional metadata that enables the filtering of data elements to support quality of service, privacy and/or
security concerns, while retaining aminimal semantic meaning for the consumer of the information.

« Isnot limited to design time changes, rather changes during operations may be permitted; and
» Addresses information assurance and information security concerns.

Runtime applications, middleware and services implementing the SOPES IEDM, may use ontologies to perform semantic
mediation, search, and analysis — in next generation web services and architectures supporting cross-organizational
operations. For example:

 Highly distributed intra- and inter-organizational environments with dynamic participation by avariety of communities
with potentially diverse and often conflicting organizational goals (as when multiple emergency services organizations
come together to address a specific crisis)

» Semantically enabled discovery and composition of information and computing resources (e.g., grid computing) for
business process integration

» Community information exchange applications, where partners send and receive messages as a means of collaborating
and building shared awareness and understanding. In this case the specified ontologies may enable intelligent (e.g.,
policy-based) agents and/or applications to interoperate at a high-level of automation and sophistication. Support for
query interoperation across multiple, heterogeneous data stores is considered an inherent part of this scenario.

While the requirements for ontologies to support these kinds of applications are extensive, key features include:

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 45



» Theability to represent situational concepts, such as player/actor — role — action — object — state.
» The necessity for multiple representations and/or views of the same concepts and relations.

» The separation of concerns, such as separating the vocabularies and semantics relevant to particular interfaces,
protocols, processes, and services from the semantics of the domain.

 Service checking that messages commit to the ontology at run time.
8.3.2 Application Generation

Traditionally, applications that support an organization or community might be internally focused. In recent years the need
to partner and work across organizational, national or community boundaries has become more essential. Enabling the
many diverse and unique application to work effectively together requires establishing a common view, universe of
discourse, an ability to understand information exchanged and how to interact with others. These concepts and knowledge
can be captured in an appropriate set of ontologies and in turn provide aformal context to enable and guide the interaction
of agents, services, and/or applications that must work together. Characteristics of these communities include:

« Authoritative environments, with tighter coupling between resources and applications and in other cases, less
authoritative and loosely coupled domains.

 Ontologies shared among organizations are highly controlled from a standards perspective, but may be specialized by
the individual organizations that use them within agreed parameters.

» Theknowledge bases are likely to be dynamically modified, augmented at run time by new policies and metadata,
gathered or inferred by communities and applications using them.

» Theontologies are likely to be deeper and narrower, with a high degree of formality in their definition, focused on the
specific domain of interest or concepts and perspectives related to those domains.

For example:

» Dynamic regulatory compliance and policy administration applications for security, logistics, supply, command and
control, collaborative planning, or other operation requirement.

» Applications that support sharing of information between militaries, other government departments, non-government
organizations and private venture organizations at the municipal, state (provincial) federal and international levels.

Requirements:

» Theontologies used by the applications may be fully specified where they interoperate with external organizations and
components.

» Conceptual knowledge representing priorities and precedence operations, time and temporal relevance, domains
knowledge.

8.3.3 Ontology Lifecycle

In this scenario we are concerned with domain conceptual knowledge analysis, capture, representation, and maintenance.
UML modeling environments and repositories can support the rich C2 information ontology of the JC3IEDM. When
combined with other domain knowledge, as one would typically capture in other DODAF/MODAF/NAF architectural
views, system developers will be able to forward engineer knowledge-based applications, intelligent agents, and semantic
web services for C2 operation. Thus, the ontologies and artifacts externalize critical shared domain intellectual property
that must be managed to be exploited in an efficient and cost effective manner. Examples include:
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» Maintenance, storage and archiving of ontologies for legal, administrative and historical purposes.
» Exchange of design datafor system / service devel opment.

» Change impact analysis.

» Test suite generation.

« Information assurance and accreditation analysis.

» Audits and controllability analysis.

Ontological information such as that provided in this specification should be included in a standard repository (e.g.,
ODM, CWM and MOF) and exchange format (e.g., XMI) for management, storage and archiving. This may be to satisfy
legal, security or operations requirements to maintain versions and histories.

These types of applications require that Knowledge Engineers interact with Subject Matter Experts to collect knowledge
to be captured. UML models provide a visual representation of ontologies facilitating interaction. The existence of meta-
data standards, such as XMI and ODM, will support the development of tools specifically for Quality Assurance
Engineers and Repository Librarians.

Requirements implications:

« Full life-cycle support will be needed to provide managed and controlled progression from analysis, through design,
implementation, test and deployment, continuing on through the supported systems maintenance period.

» Part of thelifecycle of ontologies must include collaboration with development teams and their tools, specifically in
this case configuration and requirements management tools. Ideally, any ontology management tool will also be
ontology aware.

- It will provide an inherent quality assurance capability by providing consistency checking and validation.

« It will also provide mappings and similarity analysis support to integrate multiple internal and external ontologies into
afederated web.

» The SOPES IEDM devel opment approach and specification is consistent with this ontology life cycle.

8.4 Architecture

As was made clear in the previous section, ontology engineering activities will play a critical role in enabling
organizations to document their information environments and migrate to enterprise architectural frameworks. As
illustrated in this specification, the SOPES development strategy aligns well with the DODAF, Zachman (see Annex 1),
and other families of Enterprise architecture frameworks and the tools being developed to support them.

8.5 Exchange of Complex Data Sets

Applications that may adopt the JC3IEDM are interested in the exchange of complex data set across the C2 information
spectrum to support shared situational awareness and collaborative planning. The SOPES IEDM supports the description
of data message structures, content and interpretation of the data, in a manner that transcends proprietary or domain
specific issues.

Requirements include:

» Representation of complex objects (aggregations of parts).
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» Represent the business rules and construction plans for information exchange.
« Multiple inheritances where each semantic dimension or facet can have complex structure.
» Toolsto assemble and disassemble complex sets of semantically complete information.

 Facilities for mapping ontol ogies to create cross-references between two or more communicating domains.

8.6 Engineering Applications

The requirements for ontology development environments need to consider both externally and internally focused
applications, as externally focused but authoritative environments may require collaborative ontology development.

8.6.1 Information Systems Development

The kinds of applications considered here are those that use ontologies and knowledge bases to support enterprise systems
design and interoperation. They may include:

» Methodology and tooling, where an application actually composes various components and/or creates software to
implement aworld that is described by one or more component ontologies.

» Semantic integration of heterogeneous data sources and applications (involving diverse types of data schemaformats
and structures, applicable in information integration, data warehousing and enterprise application integration).

» Application development for knowledge based systems, in general.
8.6.2 Ontology Engineering

Applications in this class are intended for use by an information systems development team, for utilization in the
development and exploitation of ontologies that make implicit design artifacts explicit, such as ontologies representing
process or service vocabularies relevant to some set of components. Examples include:

» Toolsfor ontology analysis, visualization, and interface generation.

» Reverse engineering and design recovery applications.

The ontologies are used throughout the enterprise system development life cycle process to augment and enhance
the target system as well as to support validation and maintenance. Such ontologies should be complementary to
and augment other UML modelling artifacts devel oped as part of the enterprise software development process.
Knowledge engineering requirements may include some ontology development for traditional domain, process, or
service ontologies, but may also include:

» Generation of standard ontology descriptions (e.g., OWL) from UML models.
» Generation of UML models from standard ontology descriptions (e.g., OWL).
» Generation of information exchange policies.

+ Generation of .Net and JAVA classes.

« Integration of standard ontology descriptions (e.g., OWL) with UML models.
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Key requirements for ontology development environments supporting such activities include:

Collaborative development.

Concurrent access and ontology sharing capabilities, including configuration management and version control of
ontologies in conjunction with other software models and artifacts at the atomic level within a given ontology,
including deprecated and deleted ontology elements.

Forward and reverse engineering of ontologies throughout all phases of the software development lifecycle.

Ease of use, with as much transparency with respect to the knowledge engineering details as possible from the user
perspective.

Interoperation with other tools in the software development environment; integrated development environments.
L ocalization support.

Cross-language support (ontology languages as opposed to natural or software languages, such as generation of
ontologies in the RDF(S)/OWL family of description logics languages, or in the Knowledge Interchange Format (KIF)
wherefirst or higher order logics are required).

Support for ontology analysis, including deductive closure; ontology comparison, merging, alignment and
transformation.

Support for import/reverse engineering of RDBM S schemas, XML schemas and other semi-structured resources as a
basis for ontology development.
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9 SOPES IEDM

9.1 Overview

The SOPES IEDM was spawned out of a larger initiative to develop a set of specifications to enhance situational
interoperability across a wide range of agencies responding to natural and man-made crises. The objective of the Shared
Operational Picture Exchange Services (SOPES) initiative is to enhance the ability of first responders, government,
military and civilian organizations to develop and sustain a complete, timely and accurate awareness of the operational
situation (Common Operational Picture). SOPES will enable users to selectively share information across and between
participating organizations; providing an improved visibility of the operational environment affecting decisions and
resource commitments. The intent is to provide the decision maker with relevant information in near real time and to
support the challenge of tactical communication links. SOPES will also protect sensitive, private, confidential or legally
significant information from general dissemination. SOPES will enable all participants within a coalition to have the same
understanding of the operational scenario and environment within their area of interest.

Recent events, such as ‘9/11," have reinforced a longstanding requirement for timely, efficient, accurate, and trusted
sharing of operational information amongst civil, military (including coalition) and private respondents to Crisis Response
Operations (CRO). To this end, the OMG C4l DTF is seeking to define a set of standards, under the Shared Operational
Picture Exchange Services (SOPES) initiative, for services and capabilities to facilitate the integration of current and
future management systems supporting civil and military operational management. The Information Exchange Data
Model (IEDM) sought under this RFP is one in a series of RFPS that include:

« Information Exchange Data Model (focus of this RFP)

 Trusted Information Exchange Mechanism (RFP C41-2004-06-13)
« Information Exchange Policy Management

» Logging and Auditing for Information Exchange Environments

« UML Profilesfor Trusted Information Exchange.

The shared information environment envisioned by the SOPES initiative is categorized by services and/or capabilities
supporting:
A broad cross-section of organizations, including:
« First Responders (e.g., Police, Fire Department and Emergency Medical Personnel)
« Government Agencies (Federal, Provincial/State and Municipal)
« Non-Government Organizations (NGOs)
* Private VVolunteer Organizations (PV Os)
* Para-military and security agencies
 Military (Land, maritime, air, and space)

A shared representative common operational picture across organizations, agencies and communities of interest (e.g.,
situational awareness, resource management, logistics, supply, transportation, finance and decision support).

« Multiple levels of trust within and between the collaborating organi zations and agencies.

« Multiple palitical, diplomatic, social and cultural requirements.
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Capabilities supporting the protection of territory, sovereignty, population, and infrastructure from potential man-made or
natural disasters, (e.g., natural disaster, medical crisis, terrorist attacks, military operations); where, protection includes:

» Preparation
- Detection
» Prevention
* Response
* Recovery

The C4l DTF isworking with other OMG Special Interest Groups (SIGs), Domain Task Forces (DTFs) and Platform Task
Forces (PTFs) to address many related requirements and technologies complementing the SOPES initiative; including
Security, Radio operation and control, Real-time Data Exchange and Quality of Service (QOS). Wherever possible the
C4l DTF directs respondents to integrate existing and evolving standards into their submissions for the SOPES initiative.

9.2 SOPES PIM

The SOPES PIM comprises four packages:

1. Diagrams. Encapsulating the UML Representations of the Semantic and Transactional Classes comprising the trans-
actional ontology (data patterns and business rules) for the JC3IEDM.

2. Foundation. Encapsulating the Entity and Wrapper classes derived from the MIP Information Resource Dictionary
(MIRD). The Foundation also provides a set of class models which map the Logical definition (Wrapper Classes) —
Annex B. The physical definition of the entities and attributes are provided in the UML model (provided), in the
JC3IEDM Specification and in the MIP Information Resource Dictionary (normative reference for the JC3IEDM).
The physical definitions were specifically excluded from this specification as they are central to the JC3IEDM.

3. Transactionals. The core of this specification, the transactional classes contain the construction plans for the
JC3IEDM Transactional Model - Chapter 10, with details provided in Annex 3.

4. Semantics. Will be provided in thefinal release and illustrate to Col developers and users the manner to which Trans-
actionals are linked to describe the |ERs for the community — Chapter 11.

9.3 Organization of the SOPES IEDM PIM

The SOPES IEDM Meta-model uses packages and a hierarchical package structure to control complexity, promote
understanding, and support reuse. The model elements are contained in the following packages.

Foundation: includes the “WRAPPER" classes, which provides the object wrappers for each of tables comprising the
JC3IEDM. These “Wrapper” classes form the foundation for the transactional ontology described in this specification.

Transactionals: includes the “TRANSACTIONAL"” models which describe the ontological rules for the database
transactions specified for the JC3IEDM. The models are grouped into packages that align to the logical information areas
described in the JC3IEDM Specification:

- Action
» Capability

» Context
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- Control Feature

» Facility

» Geographical Feature
» Holdings

» Location

- Materie

» Meteorological Feature
» Object Item

» Object Type

« Organization

» Person

» Plansand Orders

* Report

The Transactiona Artifact constrains the construction of allowable database transactions based on the JC3IEDM
referential integrity rule and the business rules specified in the JC3IEDM Specification.

Semantics: include the “SEMANTIC” Models which constrain the construction of a semantically complete information
or business object as defined by the MIP community of interest (Col). Note that these semantic models form a subset of
the semantic constructs, which can be constructed using the JC3IEDM Transactional Artifacts.

9.4 Modeling Conventions

In this section we present some of the modeling conventions used in this specification, including the naming conventions
and the use of the Identifier and Watch-Point Tags.

Naming Convention

The naming convention used in this specification are based, as practical, on those used in the JC3IEDM specification
(see MIP document JC3IEDM - Annex H - Class words-DMWG-Edition_3.1c).

Wrappers

The names for the Wrappers are derived through a simple modification of the logical names of the Entities in the
JC3IEDM. The logical names of the Entities in the JC3IEDM are written in upper-case letters and distinct words in the
name are separated by hyphens. The Wrapper name is derived by first converting the logical nhame to Upper Camel Form
(in which the first letter of each word is capitalized), and secondly removing all hyphens and allowing no spaces. For
example, the name of the Wrapper derived from the Entity with the logical name ABSOLUTE-POINT would be
AbsolutePoint.
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Transactionals

The Transactionals are named for their focus. Thisis normally the Wrapper that is designated as the Identifier of the
Transactional (see below). The Transactional name is derived through a simple modification of this Wrapper's name. The
Transactional name retains the Upper Camel Form of the Identifying Wrapper and all distinct words in the name are
separated by underscores (in a sense replacing the hyphens found in the logical names of the Entities). Finaly, any
occurrence of the word 'Association’ is shortened to ‘Assoc.' For example, if the Wrapper AbsolutePoint was the focus (or
Identifier) of a Transactional (and it is) the name of the Transactional would be Absolute Point. In the case of the
Wrapper ActionFunctional Association, which is also the focus of a Transactional, the name of the Transactional would be
Action_Functional _Assoc.

When the Transactional links an object-item to the independent location area of the JC3IEDM data-model, the word
Position is appended to the name of the Transactional (e.g., Facility_Position).

In those instances where the logical name of an Entity is comprised of a single word (e.g., PERSON), the derived name
of the Wrapper will also consist of a single word (i.e., Person). The algorithm by which the Transactional names are
derived would result, as well, in the same single-word name for the Transactional. To avoid the confusion that may
result, single-word Transactionals have the word Item appended to their names (Person_ltem).

In the case of the three sub-types of Features (Control, Geographic and Meteorological), it was felt that the focus should
be on the Feature itself, so the names were used without underscores or spaces (e.g., ControlFeature_Status,
GeographicFeature_Position, or Meteorological Feature Item)

Semantics

The Semantics are named for their topic or subject area formed by the grouping of Transactionals. These tend to be the
aspects of the ontology that are of primary importance to the users. Inthe JC3IEDM, there are Semantic Artifacts defined
for each of the five sub-types of Object_Item and Plans and Orders among others. The name is formed by appending an
underscore and SA to the topic area (e.g., Organisation_SA or Control Feature _SA).

9.4.1 Attributes

Attributes in Wrappers

The names of the attributes used in the Wrappers are derived from the logical names of the attributes in the corresponding
Entities in the JC3IEDM. The logical names of the attributes in the Entities are written in lower-case letters, and distinct
words in the name are separated by hyphens. The Wrapper's attribute name is derived by first converting the logical name
to Lower Camel Form (in which the first letter of each word is capitalized, except for the first word), and secondly
removing all hyphens and alowing no spaces. When logical names of the attributes in the Entities begin with the Entity
name, that portion is omitted from the corresponding attribute name that will appear in the Wrapper. For example, the
logical name of the first attribute in the Entity ABSOLUTE-POINT is "absolute-point-id,’ so the first attribute in the
Wrapper AbsolutePoint would be 'id.'

It is our intention to change the naming convention for the names of the attributes in the Wrappers (in the future we will
simply use the logical field names that appear in the JC3IEDM). This change will be reflected in all future releases of the
SOPES standard, but for the current release we continued to use the names produced by the above naming algorithm.

Attributes in Transactionals

In the current release we have not included attributes in Transactionals.
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An attribute in a Transactional would contain data promoted from an attribute in a Wrapper, or data resulting from an
operation performed on one or more attributes in one or more Wrappers. The name of the attribute would be derived in
a manner to indicate what the attribute held and how it was related to the source data.

Attributes in Semantics

In the current release we have not included attributes in Semantics. It is assumed that all attributes contained in the
subtended Transactionals are included in the Semantic.

9.4.2 Identifiers and WatchPoints

All Transactional Artifacts have afocus. This focus is a Wrapper and the reason the artifact exists. Often the focusis a
Wrapper with a name that is similar to that of the Transactional_Artifact. For example the Transactional Artifact
Material_Status has as its focus the Wrapper Material Status. The Wrapper that is the focus of a Transactional Artifact is
known as the Identifier.

Some Transactional Artifacts are designed around a Watch-Point Wrapper. These artifacts comprise far less than half of
the total number of Transactional Artifacts that have been defined in this specification. A Watch-Point Wrapper isonein
which a change to its corresponding Entity (e.g., the insertion of anew record) is of high importance in the Command and
Control environment. Watch-Point Entities are those that are monitored (watched) for changes. Transactional Artifacts
that are designed around a Watch-Point Wrapper also have an Identifier Wrapper.

The change in any status of an environmental object is one of these changes of interest. Consequently, we might
anticipate that the Material_Status Transactional Artifact introduced above has a Watch-Point Wrapper. In fact it does, the
Watch-Point Wrapper is ObjectltemStatus, which has the corresponding Entity OBJECT-ITEM-STATUS. Any changes to
the Entity OBJECT-ITEM-STATUS are of interest in the Command and Control environment. If the Object_Item whao's
status changed was a Material_Item, then the Material_Status Transactional Artifact would carry that information.

In a Command and Control environment the interest is on changes to Plans and Orders, or to the type, position, or status
of Object-Itemsin the operational environment. The information typically exchanged in the operational environment is of
this dynamic nature. Since information of this nature is encapsulated in Watch-Point Transactional Artifacts, it is the
Watch-Point Transactionals that constitute the primary message traffic.

While the message traffic consists of both Watch-Point and Identifier Transactional Artifacts, it is the presence of the
Watch-Point Entities in the messages that trigger the shared operational picture behaviour.

9.4.3 Stereotypes

This Specification uses the following stereotypes as part of the modeling profile. These are explained at the beginning of
Chapter 9 and Annex A:

+ Semantic

« Transactional

» Wrapper

« JC3 v3-1 entity
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944 OCL

Object constraint language is used to constrain navigation (Chapter 10) on a containment arc to assure the correct
aggregation of subtended element in an information construct and to describe the navigation/construction plan (Annex C)
derived from the UML. An exemplar for the use of navigation constraints is illustrated in Figure 9.3.
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aTransactionals 22
ActionEvent_Compaosite 1

«Wrappers
}<‘ {ActicnEvent_Enforced_Action} Action

1 ldentifer

act_jd
cat_code
name_fxt [0..1]
creator_id
update_segnr

A"
[l 1

+ o+ + o+ o+

aWrappers
ActionEvent

{ActionEvent_Disciminator_ActionEvent_ZERN} act_svent_id
cai_code
creator_id
update_seqnr

P

0.1

«Transactionals
ActionEvent_CBRN

Figure 9.3 - OCL Example

Table 9.1 provides an example of the OCL used to constrain navigations:

Table 9.1
Constrain Details
ActionEvent_Discriminator_ActionEvent_CBRN inv: self.ActionEvent.action-event-category-code="CBRN'
ActionEvent_Enforced_Action inv: self.Action.action-category-code="ACTEV'

Additional details on the formal use of OCL in the model is provided in Annex A.

9.45 Class

Conforming to standard UML notation, classes are represented in diagrams as rectangular boxes with three horizontal
sections containing the class name, attributes, and operations, respectively, from top to bottom. Classes defined in the
current SOPES IEDM are shown with all their attributes and operations visible. The Semantic Artifacts, Transactional
Artifacts, Wrappers and JC3_v3-1 entities are all Classes, differentiated by Stereotypes. The modeling profile used the
following elements of the UML Class Model Profile:

» Attributes: The Attributes of a Class describe the data contained in an object of the class. These appear in the second
or middle compartment of the classicon.

» Operations: The operations of a Class define the ways in which objects of the Class may interact. These appear in the
bottom or third compartment of the Classicon.
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» Associations: The associations on a express the relationships between the Classes. It isrepresented as a solid line
between the two Classicons. Occasionally the association has alabel to express the intent or nature of the association
and improve the readability of the Class Diagram.

» Navigability of the Association: Navigability is shown by the use of arrows on the Associations. When an association
is navigable in both directions, no arrows are shown.

« Multiplicity of the Association: In UML, multiplicities are specified by numerically annotating the ends of the
association with alower bound that is greater or equal to zero and an upper bound that is greater or equal to the lower
bound. The upper bound may be unbounded, which isindicated by an asterisk. The lower and upper bounds are
normally separated by two periods.

- Composition and Aggregation Associations: These associations are used to indicate that an object of one classis part
of an object of another class. Composition isa special kind of aggregation in which the whole strongly owns the parts.

» Qualified Associations: These are association to which a constraint has been applied.
9.4.6 JC3IEDM Domain Model

Document how the JC3IEDM domains and Business rules are modeled in this specification, Annex A.

9.5 Foundation

The foundation is a collection of meta-model packages that contain model elements representing concepts and structures
that are shared by other SOPES packages. The foundation packages provide the link between the higher-level semantic
and transactional models and the underlying information model comprising the JC3IEDM.

9.5.1 Organization of Foundation

The SOPES IEDM uses packages to control complexity and create subject area groupings for interrelated classes. The
foundation is a collection of packages that are described together because they provide and common foundation for all
other packages and establish the linkage to the underlying JC3IEDM.

Organizing the foundation in this manner allows other model packages to be understood and used independently of each
other without sacrificing their common purpose.

The foundation Packages include;

» Entities. This package includes the meta-classes derived from the JC3IEDM version 3.1 (January 2007). Each carries
the stereotype “JC3-V3-1b_entity” identify that it was derived from the JC3IEDM version 3.1c. This designation will
aid in the management of future configuration of the SOPES models and the identification of changes between
versions. The Entities represent the naming convention of the MIP JC3IEDM Physical Model.

» Wrappers. The package includes the wrapper classes, which inherit the meta-definitions of its corresponding “ JC3-V 3-
1 entity” meta-class. The wrapper classes describe the structure of an object single instance (or row entry in the
JC3IEDM) in a SOPES compliant runtime environment. The “Wrappers’ represent a one to one mapping to the
“entities” utilizing the naming convention of the MIP JC3IEDM Logical Model. Once this mapping is complete, the
remainder of the mapping utilizes the MIP JC3IEDM Logical Names.

- Initial_Mappings. The package contains a set of diagrams that map the associations between the JC3IEDM entity
classes and the Wrapper Classes that form the foundation of the SOPES Transactional Ontology. These diagrams are
derived from the MIP Information Resource Dictionary.

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 57



NOTE: Theinitia set of foundation classes are provided as a separate word file (20070621 foundation_classes.doc) for
thisinitial submission. There is some thought of presenting them in an attachment as they represent several hundred

pages.
9.5.2 Creating the “Wrapper Classes”
The Enterprise Architect Model was bulk loaded from the MIP Information Resource Dictionary (MIRD) using the

following rules:

- If the attribute name is preceded by the entity table name then the entity table name part of the attribute name is
stripped off. (Ex: entityName: AIRFIELD-TY PE full attribute name: airfield-type-use-category-code stripped
attribute name: use-category-code; If only part of the entity name is present no change is performed).

« Short forms within the attribute name are resolved using name_txt column value for the corresponding attribute in the
ENT table. (Ex: attr name: surf_dep_qty name_txt column value: surface-deposition-quantity All short forms are
expanded likewise).

All hyphenation is removed and the name is rendered in lower camel case (standard java. variable naming convention).
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10 Transactionals

The SOPES Model has been divided into packages to aid in the readability and usability of the specification. This section
defines a community independent set of reusable data patterns, based on the JC3IEDM, supporting situational awareness,
response coordination and collaborative planning. These patterns cover the following 16 subject areas:

- Actions

» Capabilities

« Context

« Control Features

» Facilities

» Geographical Features
» Holdings

- Locations

« Materiel

» Meteorological Features
» Object Item

» Object Type

» Organization
 Personnel

+ Plans & Orders

» Reporting

The MIP JC3IEDM Main document referred to in Chapter 3 provides many examples of how to use the JC3IEDM in
subject areas.

The Class Attributes in the section diagrams are defined in Annex B. Each Wrapper contains a creator_id and
update_segnr (update sequence number) both are transactional metadata required by the MIP DEM and may have no
bearing on the semantics of the associated transactional or community semantic.

10.1 Action

This package focuses on information exchange policy related to defining and specifying an action in terms of JC3IEDM
information elements.

10.1.1 Action_Context

The Action_Context Transactional Artifact captures information that associates an individual action with a defined
context. Frequently the context will specify the conditions that must precede the action or those that should follow as a
result of it.
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Figure 10.1 - Action_Context
10.1.2 Action_Context_Status
The Action_Context_Status Transactional Artifact captures information regarding the status of the association between an

individual action and a defined context as perceived by the establishing organization. The status is used to indicate the
beginning and termination times of the association.
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Figure 10.2 - Action_Context_Status

10.1.3 Action_Effect

The Action_Effect Transactional Artifact captures information that specifies the perceived effects of an individual action
(planned or realized) against a specified battle-space object or its class (i.e., Object_Items and Object_Types). The domain
values include terms such as. captured, destroyed, neutralized, etc. The transactional encloses the Action_Effect_Item
and Action_Effect_Type Transactional Artifacts that further refine the effects of the action in terms of objects and types
against which the action had an effet (not necessarily the objectives of the action).
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Figure 10.3 - Action_Effect

10.1.4 Action_Effect_Item

The Action_Effect_Item Transactional Artifact captures information that specifies the perceived effects of an individual
action (planned or realized) against a specified battle-space object. The domain values include terms such as: captured,

destroyed, neutralized, etc. The effects of the action may relate to objects that were not necessarily the objectives of the
action.
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Figure 10.4 - Action_Effect_Item

10.1.5 Action_Effect_Type

ot o+ o+

action-id
action-effect-index
action-effect-item-ratio
object-item-id
creator-id
update-seqnr

The Action_Effect_Type Transactional Artifact captures information that specifies the perceived effects of an individual

action (planned or realized) against a specified type of battle-space object. The domain values include terms such as:
captured, destroyed, neutralized, etc. The effects of the action may relate to objects that were not necessarily the

objectives of the action.
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Figure 10.5 - Action_Effect_Type
10.1.6 ActionEvent_CBRN

The ActionEvent_ CBRN Transactional Artifact captures information regarding action events that involve chemical,
biological, radiological, or nuclear materiel individually or in combination.
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Figure 10.6 - ActionEvent_CBRN

10.1.7 ActionEvent_ChemicalBiological

The ActionEvent_ChemicalBiological Transactional Artifact captures information regarding action events that involve

chemical or biological materiel.
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Figure 10.7 - ActionEvent_ChemicalBiological

10.1.8 ActionEvent_Composite

The ActionEvent_Composite Transactional Artifact captures information regarding events (a subtype of action) that
simply occur (often unforeseen) and need to be captured because they are of military significance. The event may be
political, economic, environmental, or a disaster of some type, but the events of primary military interest are those that
involve the use of chemical, biological, radiological, or nuclear materiel individually or in combination.
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Figure 10.8 - ActionEvent_Composite

10.1.9 ActionEvent_Detail

The ActionEvent_Detail Transactional Artifact captures supplemental information about an action event. The

transactional encloses both the ActionEvent_Composite Transactional Artifact to relate the details of the action event to

the event itself, and the Absolute Reporting_Data Transactional Artifact in which information about the details is

captured.
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Figure 10.9 - ActionEvent_Detail

10.1.10 ActionEvent_Nuclear

The ActionEvent_Radioactive Transactional Artifact captures information regarding CBRN action events that involve
radioactive nuclear materiel or nuclear detonation.
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Figure 10.10 - ActionEvent_Nuclear

10.1.11 ActionEvent_NuclearWeapon

The ActionEvent_NuclearWeapon Transactional Artifact captures information regarding nuclear action events that
involve the detonation of a nuclear device.
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Figure 10.11 - ActionEvent_NuclearWeapon
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10.1.12 ActionEvent_Radioactive

The ActionEvent_Radioactive Transactional Artifact captures information regarding CBRN action events that involve

radioactive materiels.\
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10.1.13 ActionEvent_Radiological

The ActionEvent_Radiological Transactional Artifact captures information regarding radioactive action events that
involve radioactive materiels but do not involve nuclear materiel or nuclear detonation.
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Figure 10.13 - ActionEvent_Radiological

10.1.14 ActionEvent_Status

The ActionEvent_Status Transactional Artifact captures the perceived appraisal of the actual progress of a specific action
event as determined by the reporting organization. The transactional encloses both the ActionEvent_ Composite
Transactional Artifact to relate the status of the action event to the event itself, and the Absolute Reporting_Data
Transactional Artifact in which information about the estimate is captured.
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Figure 10.14 - ActionEvent_Status

10.1.15 Action_Functional_Assoc

The Action_Functional_Association Transactional Artifact captures information regarding the functional association
(dependency) between a pair of individual actions. These provide a means to create more complex sets or hierarchies of
activities, such as those represented by an operational plan or order. Examples of functional associations include: is a pre-
requisite for, is an alternative to, is the cause of, etc.
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Figure 10.15 - Action_Functional_Assoc

10.1.16 Action_Location

The Action_L ocation Transactional Artifact captures information that associates an individual action with a location,
enabling the geographic position of the action to be specified, independently of the positions of the resources or
objectives (both Object_Items) involved in the action. The Action_Location Transactional Artifact encloses the
Absolute_Reporting_Data Transactional Artifact in which information about the association is captured.
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Figure 10.16 - Action_Location

10.1.17 Action_Objective

The Action_Objective Transactional Artifact captures information that specifies the focus of an individual action (planned

or realized) in terms of the involved Object_ltems, Object_Types, or Action_Tasks. Each of these subtypes of
ActionObjective is enclosed and defined in a separate Transactional Artifact. Aswell, the Action_Objective

Transactional Artifact encloses the Organisational _Item Transactional Artifact that captures information pertaining to the
organization that authorized the execution of the action.
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Figure 10.17 - Action_Objective_ltem
10.1.18 Action_Objective_lItem_Marking

The Action_Objective_Item_Marking Transactional Artifact is a support transactional for Action_Objective and captures
information about a specific Target - a subtype of battle-space object (an Object_Item) that is the focus of an individual
action (planned or realized). The information captured also includes the method by which the target was/is to be located
(e.g., Flare, Laser, Radio Beacon, etc.) at a given time for the benefit of the using organization. Conseguently, this
Transactional Artifact encloses the Organisational _Item Transactional Artifact in order to capture the information
pertaining to the using organization.
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Figure 10.18 - Action_Objective_ltem_Marking

10.1.19 Action_Objective_Item_Target_Personnel_Protection

The Action_Objective_Item_Target Personnel_Protection Transactional Artifact is a support transactional for

Action_Objective and captures information about the general protective posture with regard to the first and second volleys
for a specific target and any changes in the state of this posture between these volleys. The protective posture refers to

the states such as standing, prone, dug-in, and under cover.
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Figure 10.19 - Action_Objective_ltem_Target_Personnel_Protection

10.1.20 Action_Objective_Task

The Action_Objective_Task Transactional Artifact is a support transactional for Action_Objective and captures
information about the operation of a specific ActionTask that accomplishes the objective of the specific action.
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Figure 10.20 - Action_Objective_Task

10.1.21 Action_Objective_Type

The Action_Objective_Type Transactional Artifact is a support transactional for Action_Objective and captures

information about the primary type of item that is the focus of an individual action (planned or realized). In the case of
atarget (e.g., armored fighting vehicles) the transactional also captures details of the imagery products (e.g., scale) that

were/will be obtained from the reconnaissance operations involving these targets.
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Figure 10.21 - Action_Objective_Type

10.1.22 Action_Reference_Assoc

The Action_Reference_Assoc Transactional Artifact captures information regarding the nature of the relationship between
a specific action and a specific reference. For example, the action may be changed, defined, directed, etc. by different

references. Because the reference information may have a security classification, this information is also included in this
transactional.
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Figure 10.22 - Action_Reference_Assoc

10.1.23 Action_Required_Capability

The Action_Required Capability Transactional Artifact captures information regarding the capability required of a
resource for a specific action. The set of possible capahilities is specified in the support Transactional Artifact
Capability Composite, which is consequently, enclosed in this transactional Artifact.
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Figure 10.23 - Action_Required_Capability

10.1.24 Action_Resource

The Action_Resource Transactional Artifact captures information regarding the resources (Object_Items or Object_Types)
that have been specified as things executing, things being used in or allocated to, or things whose use is qualified in some
way in carrying out a specific action. This transactional encloses the Organisation_Item Transactional Artifact in order to
capture the information pertaining to the organization that authorized the use of the resource in the action.
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Figure 10.24 - Action_Resource

10.1.25 Action_Resource_Employment

The Action_Resource Employment Transactional Artifact captures information regarding the procedure for using a

specific resource (Object_Items or Object_Types) for a specific action, with or without dependence on a specific action-
objective. The transactional encloses both the Action_Resource Transactional Artifact to capture details of the resource,

and the Action_Objective Transactional Artifact to capture the details of the target.
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Figure 10.25 - Action_Resource_Employment

10.1.26 Action_Resource_Employment_Aircraft

The Action_Resource Employment_Aircraft Transactional Artifact captures information regarding the procedure that
guides the use of an action-resource that is capable of atmospheric flight.
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Figure 10.26 - Action_Resource_Employment_Aircraft

10.1.27 Action_Resource_Employment_Electronic_Warfare

The Action_Resource_ Employment_Electronic_Warfare Transactional Artifact captures information regarding the
technique used by an action-resource for Electronic Warfare by electronic or mechanical means.
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Figure 10.27 - Action_Resource_Employment_Electronic_Warfare

10.1.28 Action_Resource_Employment_Maritime

Transactional Artifact captures information regarding the procedure that guides the use of an action-resource in a
maritime environment.
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Figure 10.28 - Action_Resource_Employment_Maritime

10.1.29 Action_Resource_Employment_Reconnaissance

The Action_Resource_Employment_Reconnaissance Transactional Artifact captures information regarding the parameters
that guide the use of an action-resource that is employed in a reconnaissance role.
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Figure 10.29 - Action_Resource_Employment_Reconnaissance

10.1.30 Action_Resource_ltem
The Action_Resource_ltem Transactional Artifact captures information regarding the resources (Object_Items) that have

been specified as things executing, things being used in or allocated to, or things whose use is qualified in some way in
the conduct of a specific action.
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Figure 10.30 - Action_Resource_ltem

10.1.31 Action_Resource_Type

The Action_Resource Type Transactional Artifact captures information regarding the resources (Object_Types) that have
been specified as things executing, things being used in or allocated to, or things whose use is qualified in some way in

the conduct of a specific action.
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Figure 10.31 - Action_Resource_Type

10.1.32 ActionTask_Composite

The ActionTask_Composite Transactional Artifact captures the planning details of a specific action or activity (planned or
realized), such as those typically found in plans, orders and requests. A request is a type of ActionTask normally
soliciting information about an activity, situation, or entity. Requests for reconnaissance and surveillance information are
supported by this transactional, as is a CandidateTargetList that contains the objective of the activity. The transactional
encloses the Organisational_Structure Transactional Artifact to capture information about the structure of the organization
or task force established to conduct the specific action or activity.
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Figure 10.32 - ActionTask_Composite

10.1.33 ActionTask_Status

The ActionTask_Status Transactional Artifact captures the perceived appraisal of the planning and execution progress of
a specific action task as determined by the reporting organization. The transactional encloses both the
ActionTask_Composite Transactional Artifact to relate the status of the action task to the action itself, and the
Absolute_Reporting_Data Transactional Artifact in which information about the progress estimate is captured.
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Figure 10.33 - ActionTask_Status

10.1.34 ActionTask_ROE

The ActionTask_ROE Transactional Artifact captures the engagement rules (mandatory guidance specified) that apply to
the execution of a specific action or activity. The rules are authorized by an authorizing organization, which is also
included in the transactional .
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Figure 10.34 - ActionTask_ROE

10.1.35 Action_Temporal_Assoc

The Action_Temporal _Association Transactional Artifact captures information regarding the temporal association

(dependency) between a pair of individual actions. These provide a means to create more complex sets or sequences of

activities, such as those represented by an operational plan or order. Examples of temporal associations include: starts

after end of, starts after start of, ends after start of, etc.

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0

93



«Transactional»
Action_Temporal__Assoc

1 1
2
«Wrapper»
Identifier Ac(’?gn
WatchPoint
+ action-id
+ action-category-code
+ action-nam e-text
+ creator-id
+ update-seqnr
1 1
Sublject Object
1 1 1

«Wrapper»
ActionTemporalAssociation

action-temporal-association-subject-action-id
action-temporal-association-object-action-id
action-temporal-association-index
action-temporal-association-category-code
action-temporal-association-reference-duration
creator-id

update-seqnr

FhEE b+

Figure 10.35 - Action_Temporal_Assoc

10.1.36 Associated_Target_Detail

The Associated_Target_Detail Transactional Artifact captures the minimum acceptable information to allow two instances
of TargetDetail to be assigned as linked elements in a specialized relationship.

Associated Target Detail is a support transactional of Transactional Artifact Candidate Target Detail Assoc.
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Figure 10.36 - Associated_Target_Detail

10.1.37 Candidate_Target_Detail

The Candidate Target Detail Transactional Artifact captures information about an individual element on a
CandidateTargetList (i.e., a Target). The information captured about the Target includes its specification as a unique
Object_Item or Object_Type, the general class of actions intended by the nominating organization to be conducted against
it, and the priority for doing so. This transactional encloses the Candidate Target Detail Authorisation Transactional
Artifact in order to capture the information pertaining to the organization(s) that designated the objective (target) as
approved in planning battle-space activities.
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Figure 10.37 - Candidate_Target_Detail

10.1.38 Candidate_Target_Detail _Assoc
The Candidate Target Detail Assoc Transactional Artifact captures information about the relationship between a pair of

elements of a CandidateTargetList (i.e., a pair of Targets). The information captured specifies the nature of the
relationship; for example the two targets might be co-located.
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Figure 10.38 - Candidate_Target_Detail_Assoc

10.1.39 Candidate_Target_Detail_Authorisation

The Candidate Target Detail Authorisation Transactional Artifact captures information about the designation by a

competent authority of an instance of a Candidate Target Detail (i.e., a Target) as an approved objective in battle-space

planning activities. Multiple instances of authorization may be recorded where there are different views of the desired

outcome. This transactional encloses the Absolute Reporting_Data Transactional Artifact in which information about the

authorisation is captured.
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Figure 10.39 - Candidate_Target_Detail_Authorisation

10.1.40 Candidate_Target_Detail_Item

The Candidate_Target_Detail _Item Transactional Artifact captures information about an instance of a
Candidate Target Detail (i.e., a Target) that is an object-item, enabling the specific instance to be identified as such.
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Figure 10.40 - Candidate_Target_Detail_Item

10.1.41 Candidate_Target_Detail _Type

The Candidate Target_Detail_Type Transactional Artifact captures information about an instance of a
Candidate Target Detail (i.e., a Target) that is an object-type, enabling the specific instance to be identified as such.
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Figure 10.41 - Candidate_Target_Detail_Type

10.1.42 Candidate_Target_List

The Candidate Target List Transactional Artifact captures information about the set of battle-space objects or types that
have potential value for destruction or exploitation (i.e., potential targets) nominated by competent authority for
consideration in battle-space planning activities. The transactional enclosed three supporting Transactional Artifacts. The
first is Candidate Target Detail (normally there are multiple instances of this), each of which captures information about
an individual element (i.e., the potential target) on the list. The second is Absolute Reporting_Data in which information
about the list creation is captured, and the third is Candidate Target List Authorisation, which captures information
about the approval(s) of the list as a source of objectives in battle-space planning activities.
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Figure 10.42 - Candidate_Target_List

10.1.43 Candidate_Target_List_Assoc

The Candidate Target List_Assoc Transactional Artifact captures information about the relationship between a pair of
CandidateTargetList. The information captured specifies the nature of the relationship; for example one of the lists might

incorporate parts of or replace the other.
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Figure 10.43 - Candidate_Target_List_Assoc

10.1.44 Candidate_Target_List Authorisation

The Candidate Target List Authorisation Transactional Artifact captures information about the designation by a
competent authority of a CandidateTargetList as an approved source of objectives in battle-space planning activities.
Multiple instances of authorization may be recorded where there are different views of the functional needs among the
authorizers. This transactional encloses the Absolute Reporting Data Transactional Artifact in which information about
the authorisation is captured.
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Figure 10.44 - Candidate_Target_List_Authorisation

10.1.45 Request_Answer

The Request_ Answer Transactional Artifact captures information about the nature of a response to a specific Request.
Because the answer to a Request may consist of a number of items of dynamic data each of which is linked to a Reporting
Data instance, an associative entity is included to identify the items that constitute a response. This transactional also
encloses two instances of the Absolute_Reporting_Data Transactional Artifact in which information about both the
Request_Answer report and the cited dynamic data reports are captured.

Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model (IEDM), v1.0 103



«Transactional»

1 <
Request_Answer
< 1
<>

1
{ActionTask_Composite_Enforced_Request} ?

1

«Wrapper»
Request

request-id Identifier
request-category-code WatdhPoint
request-immediate-interest-indicator-code
request-latest-answer-datetime

creator-id

update-seqnr

+ o+ o+ o+ o+

1 1
1 1 1
«Transactional» «Wrapper»
1 |ActionTask_Composite RequestAnswer
+ request-id
+ request-answer-index
+ request-answer-category-code
+ reporting-data-id
+ creator-id
+ update-seqnr
1 1
1 1 2
«Wrapper» «Transactional»
RequestAnswerElement 1 Absolute_Reporting_Data
+ request-id 1
+ request-answer-index
+ comprising-reporting-data-id
+ creator-id
+ update-seqnr 1

Figure 10.45 - Request_Answer

10.2 Capability

This package focuses on information exchange policy related to defining and specifying a capability in terms of
JC3IEDM information elements.

10.2.1 Capability_Composite

The Capability _Composite Transactional Artifact captures information about generic capabilities (the potential ability to
do work, perform a function or mission, achieve an objective or provide a service) that can be ascribed to the types of
objects in the battle-space. The transactional encloses four support transactionals (EngineeringCapability_Type,
FireCapability _Type, StorageCapability Type, and TransmissonCapability Type) that provide further information about
these specific capabilities when they are ascribed to the types of objects in the battle-space.
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10.2.2 Capability_Reference_Assoc

The Capability_Reference_Assoc Transactional Artifact captures information about the nature of the association between
a specific capability and a specific reference. The domain values are: is amplified by, is defined in, and is described by.
Because the reference information may have a security classification, this information is also included in this
transactional .
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Figure 10.47 - Capability_Reference_Assoc

10.2.3 EngineeringCapability_Type
The EngineeringCapability Type Transactional Artifact captures information about engineering capabilities that can be

ascribed to the types of objects in the operational space. EngineeringCapability Type is a support transactional to
CapabilityComposite.
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Figure 10.48 - EngineeringCapability_Type

10.2.4 FireCapability_Type
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The FireCapability Type Transactional Artifact captures information about fire capabilities that can be ascribed to the
types of objects in the operational space. FireCapability Type is a support transactional to CapabilityComposite.
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Figure 10.49 - FireCapability_Type

10.2.5 StorageCapability_Type

The StorageCapability Type Transactional Artifact captures information about storage capabilities that can be ascribed to
the types of objects in the operational space. StorageCapability Type is a support transactional to CapabilityComposite.
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Figure 10.50 - StorageCapability_Type
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10.2.6 TransmissionCapability_Type

The TransmissionCapability Type Transactional Artifact captures information about storage capabilities that can be
ascribed to the types of objects in the operational space. TransmissionCapability Type is a support transactional to

CapabilityComposite.
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Figure 10.51 - TransmissionCapability_Type

10.3 Context

The Context package presents data patterns that define and specify the context of an item in terms of JC3IEDM
information elements.
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10.3.1 Context_Assessment

The Context_Assessment Transactional Artifact captures information about the appraisal by a specific organization
regarding the information that is referenced by a specific context. This transactional encloses the
Absolute Reporting_Data Transactional Artifact in which information about the assessment is captured.
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Figure 10.52 - Context_Assessment

10.3.2 Context_Context_Assoc_Status

The Context_Context_Assoc_Status Transactional Artifact captures information about the perceived state of a context

association as determined by the establishing organization. The domain values for a relationship between a pair of
contexts are: is next after, is part of, is sub-context of, supersedes, and supplements.
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Figure 10.53 - Context_Context_Assoc_Status

10.3.3 Context_Element

The Context_Element Transactional Artifact captures information about data that are to be associated with an instance of
a context. A context is built primarily through indirect reference to information via Reporting Data; in fact, an instance
of context is essentially a collection or Reporting Data instances. This transactional encloses two support transactionals;
Context_Element_Reporting_Data Item and Context_Element_Status that together define the context element.
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Figure 10.54 - Context_Element

10.3.4 Context_Element_Reporting_Data_ltem

The Context_Element_Reporting_Data Item is a support transactional used in the Context_Element Transactional

Artifact. It captures information about the instances of Reporting Data that together comprise a specific context. This

information includes the reporting organization and any references associated with the Reporting Data.
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Figure 10.55 - Context_Element_Reporting_Data_Item

10.3.5 Context_Element_Status

The Context_Element_Status Transactional Artifact is a support transactional used in the Context_Element Transactional
Artifact. It captures information about the status of instances of Reporting Data (together these comprise a specific

context), so that those that apply can be determined. This transactional encloses the Organisation_Item Transactional
Artifact in order to capture the information pertaining to the organization that established the status.
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Figure 10.56 - Context_Element_Status

10.3.6 Context_ltem

The Context_ltem Transactional Artifact captures information to be associated with an instance of a context and with its
optional SecurityClassification.

Context_Item is a support transactional in the Transactional Artifacts Context Assessment,
Context_Context_Assoc_Status, Context_Element, Context_Object Item_Assoc Status and
Operational_Information_Group_Organisation_Assoc.
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Figure 10.57 - Context_Item

10.3.7 Context_Object_Item_Assoc_Status

The Context_Object_Item_Assoc_Status Transactiona Artifact captures information about the nature of the association
between a specific context and an Object_Item. The domain values are: includes, and is relevant to. This transactional

encloses the Organisation_Item Transactional Artifact in order to capture the information pertaining to the organization
that established the status.
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Figure 10.58 - Context_Object_Item_Assoc_Status

10.3.8 Context_Reporting_Data_Assoc

The Context_Reporting_Data_Assoc Transactional Artifact captures information about the type of relationship between a

specific context and a specific Reporting Data. It is primarily used in data fusion activities. The domain values are:
implies, is confirmed by, is a correction of, is defined to be, is negated by, and is superseded by. This transactional

encloses the Context_Specification Transactional Artifact in order to capture the specific context of focus. This
transactional encloses the Absolute_Reporting_Data Transactional Artifact in order to capture the specific
Absolute Reporting_Data that is the focus of the association.
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Figure 10.59 - Context_Reporting_Data_Assoc
10.3.9 Context_Specification
The Context_Specification Transactional Artifact captures information that specifies a specific context. It encloses two

supporting Transactional Artifacts that may have multiple instances. The first is Context_Assessment, and the second is
Context_Element.
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Figure 10.60 - Context_Specification

10.3.10 Operational_Information_Group_Organisation_Assoc

The Operational_Information_Group_Organisation_Assoc Transactional Artifact captures information about the nature of

the relationship between a specific operational-information-group and an organization by specifying the role of the
organization (e.g., operationally responsible for) with respect to the operational-information-group.
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Figure 10.61 - Operational_Information_Group_Organisation_Assoc
10.3.11 Operational_Information_Group_Organisation_Assoc_Status
The Operational _Information_Group_Organisation_Assoc_Status Transactional Artifact captures information about the

perceived state of the specific operational-informati on-group-organi sation-assoc-status as determined by the establishing
organization. This transactional encloses the Operational_Information_Group_Organisation_Assoc Transactional Artifact.
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Figure 10.62 - Operational_Information_Group_Organisation_Assoc_Status

10.3.12 Operational_Information_Group_Plan_Order_Content
The Operational_Information_Group Plan_Order_Content Transactional Artifact captures information about the

association of a specific Operational Information Group to a specific plan-order. This transactional encloses the
Plan_Item Transactional Artifact.
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Figure 10.63 - Operational_Information_Group_Plan_Order_Content

10.3.13 Reference_Assoc

The Reference_Assoc Transactional Artifact captures information about the nature of the association between specific
pairs of Reference, such as is superseded by.
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Figure 10.64 - Reference_Assoc

10.4 ControlFeature

The Control Feature package presents data patterns that define and specify non-tangible features of interest in terms of
JC3IEDM information elements.

10.4.1 ApproachDirection_Item

The ApproachDirection_Item Transactional Artifact captures information about the approach direction pertaining to
aircraft takeoff and landing operations. An approach direction is a non-tangible feature of interest that is administratively
specified, may be represented by a geometric figure, and is associated with the conduct of operations.
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Figure 10.65 - ApproachDirection_Item
10.4.2 ControlFeature_Item
The Control Feature_Item Transactional Artifact captures information about an individually identified instance of a non-

tangible feature of (ECM or military) interest that is administratively specified, may be represented by a geometric figure,
and is associated with the conduct of operations.
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Figure 10.66 - ControlFeature_ltem

10.4.3 ControlFeature_ltem_Type

The ControlFeature_Item_Type Transactional Artifact captures information about the perceived classification of a specific

AirRouteSegment
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control-feature-item as a specific control-feature-type. This transactional encloses the Absolute Reporting_Data
Transactional Artifact in which information about the type classification is captured.
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Figure 10.67 - ControlFeature_ltem_Type

10.4.4 ControlFeature Position

The Control Feature_Position Transactional Artifact captures information about the association of a control-feature to a
location so that the geographic position of the control-feature can be specified. This transactional encloses the
Location_Composite Transactional Artifact to support the specification of the location in geometrical terms. This
transactional also encloses the Absolute Reporting_Data Transactional Artifact in which information about the location
association is captured.
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Figure 10.68 - ControlFeature_Position

10.4.5 ControlFeature_Status

The Control Feature_Status Transactional Artifact captures information about the condition or status of a specific Control
Feature. The status information captured pertains to the site encompassed by the Control Feature, in terms of whether or
not the site: has been investigated, and with what results; presents any CBRN threat, and if so at what level; is guarded.
This transactional also encloses the Absolute Reporting_Data Transactional Artifact in which information about the
location association is captured.
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Figure 10.69 - ControlFeature_Status

10.4.6 ControlFeature_Type
The Control Feature_Type Transactional Artifact captures information about a non-tangible Feature Type of military

interest that may be represented by a geometric figure, and is associated with the conduct of military operations. The
Control Feature type includes the subtype Route Type.
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Figure 10.70 - ControlFeature_Type

10.5 Facility

The Facility package presents data patterns that describe constructs built, installed or established to serve some particular

propose to which operational significance is attached, in terms of JC3IEDM information elements.

10.5.1 Facility Item

The Facility_Item Transactional Artifact captures information about an individually identified instance of a Facility, to
which military or civilian significance is attached. A facility is built, installed or established to serve some particular

propose, and is identified by the service it provides rather than by its content. There are many subtypes of facility

including Airfield, Anchorage, Bridge, etc.
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Figure 10.71 - Facility_Item

10.5.2 Facility_Item_Type

The Facility_Item_Type Transactional Artifact captures information about the perceived classification of a specific
facility-item as a specific facility-type. This transactional encloses the Absolute Reporting_Data Transactional Artifact
in which information about the type classification is captured.
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