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true false null

@context 



"@context": "https://spdx.org/rdf/3.0.1/spdx-context.jsonld" 
 

spdxId @id 
type @type 



https://spdx.org/rdf/3.0.1/terms/Core 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/Agent 
 

 



contentType statement 

https://spdx.org/rdf/3.0.1/terms/Core/Annotation 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/Artifact 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/Bom 

 

SPDX3-72

SPDX3-72



https://spdx.org/rdf/3.0.1/terms/Core/Bundle 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/CreationInfo 
 



 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/DictionaryEntry 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/Element 
 

 

 



https://spdx.org/rdf/3.0.1/terms/Core/ElementCollection 

 

https://spdx.org/rdf/3.0.1/terms/Core/ExternalIdentifier 



 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/ExternalMap 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/ExternalRef 
 

 

 

https://spdx.org/rdf/3.0.1/terms/Core/Hash 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/IntegrityMethod 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/LifecycleScopedRelationship 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/NamespaceMap 
 

 

 

https://spdx.org/rdf/3.0.1/terms/Core/Organization 
 



 

contentIdentifier 
Artifact 

templist = "" 
 
for all files in the package { 

if file is a packageVerificationCodeExcludedFile 
skip it /* exclude SPDX analysis file */ 

else 
append "algorithm(file)/n" to templist 

} 
 
sort templist in ascending order by value 

 
/* remove separators from ordered sequence */ 
valueslist = remove "/n"s from templist 

 
if valueslist is empty 

hashValue = 0 



 
else 

hashValue = algorithm(valueslist) 
 

algorithm(string) 

https://spdx.org/rdf/3.0.1/terms/Core/PackageVerificationCode 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/Person 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/PositiveIntegerRange 

 

 

to 

to 



to 

https://spdx.org/rdf/3.0.1/terms/Core/Relationship 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/SoftwareAgent 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/SpdxDocument 

 



https://spdx.org/rdf/3.0.1/terms/Core/Tool 
 

 

SPDX3-72

SPDX3-72

SPDX3-72

SPDX3-74

SPDX3-74



https://spdx.org/rdf/3.0.1/terms/Core/algorithm 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/annotationType 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/beginIntegerRange 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/builtTime 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/comment 
 



 

https://spdx.org/rdf/3.0.1/terms/Core/completeness 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/contentType 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/context 

 

https://spdx.org/rdf/3.0.1/terms/Core/created 

 



https://spdx.org/rdf/3.0.1/terms/Core/createdBy 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/createdUsing 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/creationInfo 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/dataLicense 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/definingArtifact 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/description 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/element 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/endIntegerRange 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/endTime 
 

 

extension 

https://spdx.org/rdf/3.0.1/terms/Core/extension 
 



 

https://spdx.org/rdf/3.0.1/terms/Core/externalIdentifier 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/externalIdentifierType 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/externalRef 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/externalRefType 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/externalSpdxId 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/from 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/hashValue 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/identifier 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/identifierLocator 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/import 
 

 

imports

SPDX3-74
SPDX3-74
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https://spdx.org/rdf/3.0.1/terms/Core/issuingAuthority 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/key 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/locationHint 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/locator 

 

https://spdx.org/rdf/3.0.1/terms/Core/name 

 

https://spdx.org/rdf/3.0.1/terms/Core/namespace 



 

https://spdx.org/rdf/3.0.1/terms/Core/namespaceMap 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/originatedBy 
 

 



PackageVerificationCode
./

https://spdx.org/rdf/3.0.1/terms/Core/packageVerificationCodeExcludedFile 

 

https://spdx.org/rdf/3.0.1/terms/Core/prefix 

 



https://spdx.org/rdf/3.0.1/terms/Core/profileConformance 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/relationshipType 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/releaseTime 
 

 

SPDX3-74



https://spdx.org/rdf/3.0.1/terms/Core/rootElement 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/scope 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/spdxId 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/specVersion 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/standardName 
 



 

https://spdx.org/rdf/3.0.1/terms/Core/startTime 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/statement 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/subject 

 

https://spdx.org/rdf/3.0.1/terms/Core/summary 

 

https://spdx.org/rdf/3.0.1/terms/Core/suppliedBy 

 



https://spdx.org/rdf/3.0.1/terms/Core/supportLevel 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/to 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/validUntilTime 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/value 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/verifiedUsing 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/AnnotationType 
 

 

https://spdx.org/rdf/3.0.1/terms/Core/ExternalIdentifierType 
 

 



swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2

https://spdx.org/rdf/3.0.1/terms/Core/ExternalRefType 
 

 



package#version

groupId:artifactId[:version]

package@version

package/version





https://spdx.org/rdf/3.0.1/terms/Core/HashAlgorithm 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/LifecycleScopeType 

 

https://spdx.org/rdf/3.0.1/terms/Core/PresenceType 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/ProfileIdentifierType 
 

 



https://spdx.org/rdf/3.0.1/terms/Core/RelationshipCompleteness 
 

 

from RELATIONSHIP to 
 

https://spdx.org/rdf/3.0.1/terms/Core/RelationshipType 
 

 

from to affects 
VexAffectedVulnAssessmentRelationship 

from to 
from to 

from to 
from to 

from to 

from to 

from to 
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from to 
to 

from
from to 
from to 

from to 

from to doesNotAffect 
VexNotAffectedVulnAssessmentRelationship 

from to 
from to 

from to 

from to fixedIn 
VexFixedVulnAssessmentRelationship 

from to 
from to 

to from from to
from to 

VulnAssessmentRelationship 
from to 

from 
to 

from to 
from 

trainedOn testedOn hasTest configures hasInput
hasOutput

from to 

to from from to
from to 

from to 

from to 
from to 

to from from to
to from from to

hasInputs
hasOutputs
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SPDX3-74
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from to 

from to 
to from from to

to from from 
to

from to 

from to 

from to 
from to 

from to 

to from from to

from to 
to from from to

to from from to
to from from to

from to 

from to 
to from 

to from from to
to from from to

from to 
from 

to 
from 

to 
from to 

from to 
from to 
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from to 
underInvestigationFor VexUnderInvestigationVulnAssessmentRelationship 

from to 

https://spdx.org/rdf/3.0.1/terms/Core/SupportType 
 

 



relationshipType from to

https://spdx.org/rdf/3.0.1/terms/Core/NoAssertionElement 
 

 

relationshipType from to

https://spdx.org/rdf/3.0.1/terms/Core/NoneElement 

 

https://spdx.org/rdf/3.0.1/terms/Core/DateTime 

 

^\d\d\d\d-\d\d-\d\dT\d\d:\d\d:\d\dZ$ 

https://spdx.org/rdf/3.0.1/terms/Core/NoAssertionElement 

 



 

application/java-archive 
application/vcard+json 
application/vnd.oasis.opendocument.text 
image/avif 
text/csv;charset=UTF-8 
text/javascript 
text/spdx 

 

https://spdx.org/rdf/3.0.1/terms/Core/MediaType 

 

^[^\/]+\/[^\/]+$ 
 

https://spdx.org/rdf/3.0.1/terms/Core/SemVer 

 

^(0|[1-9]\d*)\.(0|[1-9]\d*)\.(0|[1-9]\d*)(?:-((?:0|[1-9]\d*|\d*[a-zA-Z-][0-9a-zA-Z-]*)(?:\.(?:0| 
 
 



https://spdx.org/rdf/3.0.1/terms/Software 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/ContentIdentifier 

 



directory 

https://spdx.org/rdf/3.0.1/terms/Software/File 

 



https://spdx.org/rdf/3.0.1/terms/Software/Package 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/Sbom 

 



https://spdx.org/rdf/3.0.1/terms/Software/Snippet 

 



https://spdx.org/rdf/3.0.1/terms/Software/SoftwareArtifact 
 

 
 



https://spdx.org/rdf/3.0.1/terms/Software/additionalPurpose 
 



 

https://spdx.org/rdf/3.0.1/terms/Software/attributionText 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/byteRange 
 



 

https://spdx.org/rdf/3.0.1/terms/Software/contentIdentifier 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/contentIdentifierType 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/contentIdentifierValue 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/copyrightText 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/downloadLocation 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/fileKind 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/homePage 

 

https://spdx.org/rdf/3.0.1/terms/Software/lineRange 

 

scheme:type/namespace/name@version?qualifiers#subpath 
 



https://spdx.org/rdf/3.0.1/terms/Software/packageUrl 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/packageVersion 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/primaryPurpose 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/sbomType 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/snippetFromFile 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/sourceInfo 

 

https://spdx.org/rdf/3.0.1/terms/Software/ContentIdentifierType 
 

 



swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2

https://spdx.org/rdf/3.0.1/terms/Software/FileKindType 
 

 

https://spdx.org/rdf/3.0.1/terms/Software/SbomType 
 

 



https://spdx.org/rdf/3.0.1/terms/Software/SoftwarePurpose 
 

 



https://spdx.org/rdf/3.0.1/terms/Security 
 

 



hasAssessmentFor

{ 
"type": "CvssV2VulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:cvssv2-cve-2020-28498", 
"relationshipType": "hasAssessmentFor", 
"security_score": "4.3", 
"security_vectorString": "(AV:N/AC:M/Au:N/C:P/I:N/A:N)", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.2", 
"externalRef": [ 

{ 
"type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://nvd.nist.gov/vuln/detail/CVE-2020-28498" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://snyk.io/vuln/SNYK-JS-ELLIPTIC-1064899" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityFix", 
"locator": "https://github.com/indutny/elliptic/commit/441b742" 

} 
], 
"suppliedBy": ["urn:spdx.dev:agent-my-security-vendor"], 
"publishedTime": "2023-05-06T10:06:13Z" 

}, 
{ 
"type": "Relationship", 
"spdxId": "urn:spdx.dev:vulnAgentRel-1", 
"relationshipType": "publishedBy", 
"from": "urn:spdx.dev:cvssv2-cve-2020-28498", 
"to": ["urn:spdx.dev:agent-snyk"], 
"startTime": "2021-03-08T16:06:50Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/CvssV2VulnAssessmentRelationship 
 

 
 





hasAssessmentFor

{ 
"type": "CvssV3VulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:cvssv3-cve-2020-28498", 
"relationshipType": "hasAssessmentFor", 
"security_score": "6.8", 
"security_severity": "medium", 
"security_vectorString": "CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.2", 
"externalRef": [ 

{ 
"type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://nvd.nist.gov/vuln/detail/CVE-2020-28498" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://snyk.io/vuln/SNYK-JS-ELLIPTIC-1064899" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityFix", 
"locator": "https://github.com/indutny/elliptic/commit/441b742" 

} 
], 
"suppliedBy": ["urn:spdx.dev:agent-my-security-vendor"], 
"publishedTime": "2023-05-06T10:06:13Z" 

}, 
{ 
"type": "Relationship", 
"spdxId": "urn:spdx.dev:vulnAgentRel-1", 
"relationshipType": "publishedBy", 
"from": "urn:spdx.dev:cvssv3-cve-2020-28498", 
"to": ["urn:spdx.dev:agent-snyk"], 
"startTime": "2021-03-08T16:06:50Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/CvssV3VulnAssessmentRelationship 
 

 





{ 
"type": "CvssV4VulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:cvssv4-cve-2021-44228", 
"relationshipType": "hasAssessmentFor", 
"security_severity": "medium", 
"security_score": "10.0", 
"security_vectorString": "CVSS:4.0/AV:N/AC:L/AT:N/AR:N/UI:N/VCH/VI:H/VA:H/SC:H/SI:H/SA:H/E:A", 
"from": "urn:spdx.dev:vuln-cve-2021-44228", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:apache-log4j-2.14.1", 
"externalRef": [ 

{ 
"@type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228" 

}, 
{ 
"@type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://logging.apache.org/log4j/2.x/security.html" 

}, 
{ 
"@type": "ExternalRef", 
"externalRefType": "securityOther", 
"locator": "https://www.first.org/cvss/v4.0/examples#Apache-log4j-Vulnerability-CVE-2021-44228" 

}, 
], 
"suppliedBy": ["urn:spdx.dev:agent-my-security-vendor"], 
"publishedTime": "2023-10-05T23:09:13Z" 

}, 
{ 
"type": "Relationship", 
"spdxId": "urn:spdx.dev:vulnAgentRel-1", 
"relationshipType": "publishedBy", 
"from": "urn:spdx.dev:cvssv4-cve-2021-44228", 
"to": ["urn:spdx.dev:agent-apache.org"], 
"startTime": "2021-12-11T18:39:00Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/CvssV4VulnAssessmentRelationship 

 



{ 
"type": "EpssVulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:epss-CVE-2020-28498", 
"relationshipType": "hasAssessmentFor", 
"security_probability": "0.00105", 
"security_percentile": "0.42356", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 



"to": ["urn:product-acme-application-1.3"], 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2023-10-05T00:00:30Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/EpssVulnAssessmentRelationship 
 

 



{ 
"type": "ExploitCatalogVulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:exploit-catalog-1", 
"relationshipType": "hasAssessmentFor", 
"security_catalogType": "kev", 
"locator": "https://www.cisa.gov/known-exploited-vulnerabilities-catalog", 
"security_exploited": "true", 
"from": "urn:spdx.dev:vuln-cve-2023-2136", 
"to": ["urn:product-google-chrome-112.0.5615.136"], 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2021-03-09T11:04:53Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/ExploitCatalogVulnAssessmentRelationship 

 



{ 
"@type": "SsvcVulnAssessmentRelationship", 
"@id": "urn:spdx.dev:ssvc-1", 
"relationshipType": "hasAssessmentFor", 
"security_decisionType": "act", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.2", 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2021-03-09T11:04:53Z" 

} 



https://spdx.org/rdf/3.0.1/terms/Security/SsvcVulnAssessmentRelationship 
 

 



{ 
"type": "VexAffectedVulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:vex-affected-1", 
"relationshipType": "affects", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.2", 
"security_actionStatement": "Upgrade to version 1.4 of ACME application.", 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2021-03-09T11:04:53Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/VexAffectedVulnAssessmentRelationship 

 



{ 
"type": "VexFixedVulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:vex-fixed-in-1", 
"relationshipType": "fixedIn", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.4", 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2021-03-09T11:04:53Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/VexFixedVulnAssessmentRelationship 
 



 



{ 
"type": "VexNotAffectedVulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:vex-not-affected-1", 
"relationshipType": "doesNotAffect", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.2", 
"security_justificationType": "componentNotPresent", 
"security_impactStatement": "Not using this vulnerable part of this library.", 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2021-03-09T11:04:53Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/VexNotAffectedVulnAssessmentRelationship 
 

 



{ 
"type": "VexUnderInvestigationVulnAssessmentRelationship", 
"spdxId": "urn:spdx.dev:vex-underInvestigation-1", 
"relationshipType": "underInvestigationFor", 
"from": "urn:spdx.dev:vuln-cve-2020-28498", 
"to": ["urn:product-acme-application-1.3"], 
"security_assessedElement": "urn:npm-elliptic-6.5.2", 
"suppliedBy": ["urn:spdx.dev:agent-jane-doe"], 
"publishedTime": "2021-03-09T11:04:53Z" 

} 
 

https://spdx.org/rdf/3.0.1/terms/Security/VexUnderInvestigationVulnAssessmentRelationship 

 



https://spdx.org/rdf/3.0.1/terms/Security/VexVulnAssessmentRelationship 



 
 

  



https://spdx.org/rdf/3.0.1/terms/Security/VulnAssessmentRelationship 

 



{ 
"type": "Vulnerability", 
"spdxId": "urn:spdx.dev:vuln-1", 
"summary": "Use of a Broken or Risky Cryptographic Algorithm", 
"description": "The package ̀ elliptic` before version 6.5.4 are vulnerable to ..." 
"modifiedTime": "2021-03-08T16:06:43Z", 
"publishedTime": "2021-03-08T16:02:50Z", 
"externalIdentifier": [ 

{ 
"type": "ExternalIdentifier", 
"externalIdentifierType": "cve", 
"identifier": "CVE-2020-2849", 
"identifierLocator": [ 

"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-28498", 
"https://www.cve.org/CVERecord?id=CVE-2020-28498" 

], 
"issuingAuthority": "urn:spdx.dev:agent-cve.org" 

}, 
{ 
"type": "ExternalIdentifier", 
"externalIdentifierType": "securityOther", 
"identifier": "GHSA-r9p9-mrjm-926w", 
"identifierLocator": "https://github.com/advisories/GHSA-r9p9-mrjm-926w" 

}, 
{ 
"type": "ExternalIdentifier", 
"externalIdentifierType": "securityOther", 
"identifier": "SNYK-JS-ELLIPTIC-1064899", 
"identifierLocator": "https://security.snyk.io/vuln/SNYK-JS-ELLIPTIC-1064899" 

} 
], 
"externalRef": [ 

{ 
"type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://nvd.nist.gov/vuln/detail/CVE-2020-28498" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityAdvisory", 
"locator": "https://ubuntu.com/security/CVE-2020-28498" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityOther", 
"locator": "https://github.com/indutny/elliptic/pull/244/commits" 

}, 
{ 
"type": "ExternalRef", 
"externalRefType": "securityOther", 
"locator": "https://github.com/christianlundkvist/blog/2020_05_26_secp256k1_twist_attacks.md" 

} 
] 

}, 
{ 
"type": "Relationship", 
"spdxId": "urn:spdx.dev:vulnRelationship-1", 
"relationshipType": "hasAssociatedVulnerability", 
"from": "urn:npm-elliptic-6.5.2", 
"to": ["urn:spdx.dev:vuln-1"], 
"startTime": "2021-03-08T16:06:50Z" 



 
 

}, 
{ 
"type": "Relationship", 
"spdxId": "urn:spdx.dev:vulnAgentRel-1", 
"relationshipType": "publishedBy", 
"from": "urn:spdx.dev:vuln-1", 
"to": ["urn:spdx.dev:agent-snyk"], 
"startTime": "2021-03-08T16:06:50Z" 

} 
 
 

https://spdx.org/rdf/3.0.1/terms/Security/Vulnerability 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/actionStatement 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/actionStatementTime 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/assessedElement 
 

 

ExploitCatalogType.md 

https://spdx.org/rdf/3.0.1/terms/Security/catalogType 
 

 

SsvcDecisionType.md 

https://spdx.org/rdf/3.0.1/terms/Security/decisionType 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/exploited 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/impactStatement 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/impactStatementTime 

 

https://spdx.org/rdf/3.0.1/terms/Security/justificationType 

 

https://spdx.org/rdf/3.0.1/terms/Security/locator 

 



https://spdx.org/rdf/3.0.1/terms/Security/modifiedTime 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/percentile 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/probability 

 

https://spdx.org/rdf/3.0.1/terms/Security/publishedTime 

 

https://spdx.org/rdf/3.0.1/terms/Security/score 

 



https://spdx.org/rdf/3.0.1/terms/Security/severity 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/statusNotes 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/vectorString 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/vexVersion 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/withdrawnTime 
 



https://spdx.org/rdf/3.0.1/terms/Security/CvssSeverityType 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/ExploitCatalogType 
 

 

https://spdx.org/rdf/3.0.1/terms/Security/SsvcDecisionType 
 

 



https://spdx.org/rdf/3.0.1/terms/Security/VexJustificationType 
 

 

Relationship hasConcludedLicense
SimpleLicensingProfile 

ExpandedLicensingProfile 

hasDeclaredLicense hasConcludedLicense
hasConcludedLicense hasDeclaredLicense

hasConcludedLicense comment 
NoAssertionLicense comment 





https://spdx.org/rdf/3.0.1/terms/Licensing 
 

 

/Software/SoftwareArtifact /Core/Relationship 
hasConcludedLicense from /SimpleLicensing/AnyLicenseInfo 

to 

https://spdx.org/rdf/3.0.1/terms/SimpleLicensing 
 

 



https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/AnyLicenseInfo 

 

https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/LicenseExpression 



https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/SimpleLicensingText 
 

 



https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/customIdToUri 

 



https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/licenseExpression 
 

 

https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/licenseListVersion 
 

 



https://spdx.org/rdf/3.0.1/terms/SimpleLicensing/licenseText 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing 
 

 

AND 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/ConjunctiveLicenseSet 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/CustomLicense 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/CustomLicenseAddition 
 

 



OR 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/DisjunctiveLicenseSet 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/ExtendableLicense 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/IndividualLicensingInfo 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/License 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/LicenseAddition 
 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/ListedLicense 
 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/ListedLicenseException 



+ 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/OrLaterOperator 



 
 

 
 

WITH 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/WithAdditionOperator 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/additionText 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/deprecatedVersion 
 

 

deprecatedVersion 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/isDeprecatedAdditionId 
 

 



deprecatedVersion 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/isDeprecatedLicenseId 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/isFsfLibre 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/isOsiApproved 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/licenseXml 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/listVersionAdded 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/member 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/obsoletedBy 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/seeAlso 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/standardAdditionTemplate 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/standardLicenseHeader 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/standardLicenseTemplate 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/subjectAddition 
 

 



https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/subjectExtendableLicense 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/subjectLicense 
 

 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/NoAssertionLicense 
 

https://spdx.org/rdf/3.0.1/terms/Licensing/NoAssertion 



 

https://spdx.org/rdf/3.0.1/terms/ExpandedLicensing/NoneLicense 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset 
 

 

/Dataset/DatasetPackage /Core/Relationship 
hasConcludedLicense from /SimpleLicensing/AnyLicenseInfo 

to 
/Dataset/DatasetPackage /Core/Relationship 

hasDeclaredLicense from /SimpleLicensing/AnyLicenseInfo 
to 

 



https://spdx.org/rdf/3.0.1/terms/Dataset/DatasetPackage 

 



https://spdx.org/rdf/3.0.1/terms/Dataset/anonymizationMethodUsed 
 



 

https://spdx.org/rdf/3.0.1/terms/Dataset/confidentialityLevel 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/dataCollectionProcess 
 

 



https://spdx.org/rdf/3.0.1/terms/Dataset/dataPreprocessing 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/datasetAvailability 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/datasetNoise 
 



 

https://spdx.org/rdf/3.0.1/terms/Dataset/datasetSize 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/datasetType 
 

 



https://spdx.org/rdf/3.0.1/terms/Dataset/datasetUpdateMechanism 
 

 

useSensitivePersonalInformation /AI/AIPackage 
 

https://spdx.org/rdf/3.0.1/terms/Dataset/hasSensitivePersonalInformation 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/intendedUse 
 



 

https://spdx.org/rdf/3.0.1/terms/Dataset/knownBias 
 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/sensor 
 

 



https://spdx.org/rdf/3.0.1/terms/Dataset/ConfidentialityLevelType 

 

https://spdx.org/rdf/3.0.1/terms/Dataset/DatasetAvailabilityType 

 



https://spdx.org/rdf/3.0.1/terms/Dataset/DatasetType 
 

 

https://spdx.org/rdf/3.0.1/terms/AI 
 



 

/AI/AIPackage /Core/Relationship hasConcludedLicense 
from /SimpleLicensing/AnyLicenseInfo to 

/AI/AIPackage /Core/Relationship hasDeclaredLicense 
from /SimpleLicensing/AnyLicenseInfo to 

https://spdx.org/rdf/3.0.1/terms/AI/AIPackage 
 

 





{ 
"type": "ai_EnergyConsumption", 
"ai_trainingEnergyConsumption": [ 

{ 
"type": "ai_EnergyConsumptionDescription", 
"ai_energyQuantity": "36.5", 
"ai_energyUnit": "kilowattHour" 

} 
], 
"ai_inferenceEnergyConsumption": [ 

{ 
"type": "ai_EnergyConsumptionDescription", 
"ai_energyQuantity": "0.042", 
"ai_energyUnit": "kilowattHour" 

} 
] 

} 
 

https://spdx.org/rdf/3.0.1/terms/AI/EnergyConsumption 
 

 

 



energyQuantity energyUnit 

0.042 energyQuantity
"kilowattHour" energyUnit

{ 
"type": "ai_EnergyConsumptionDescription", 
"ai_energyQuantity": "0.042", 
"ai_energyUnit": "kilowattHour" 

} 
 

https://spdx.org/rdf/3.0.1/terms/AI/EnergyConsumptionDescription 

 

https://spdx.org/rdf/3.0.1/terms/AI/autonomyType 
 



 

https://spdx.org/rdf/3.0.1/terms/AI/domain 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/energyConsumption 
 

 



https://spdx.org/rdf/3.0.1/terms/AI/energyQuantity 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/energyUnit 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/finetuningEnergyConsumption 
 

 



https://spdx.org/rdf/3.0.1/terms/AI/hyperparameter 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/inferenceEnergyConsumption 
 

 



https://spdx.org/rdf/3.0.1/terms/AI/informationAboutApplication 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/informationAboutTraining 
 



 

https://spdx.org/rdf/3.0.1/terms/AI/limitation 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/metric 
 

 



https://spdx.org/rdf/3.0.1/terms/AI/metricDecisionThreshold 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/modelDataPreprocessing 
 

 



https://spdx.org/rdf/3.0.1/terms/AI/modelExplainability 

 

https://spdx.org/rdf/3.0.1/terms/AI/safetyRiskAssessment 

 

https://spdx.org/rdf/3.0.1/terms/AI/standardCompliance 
 



https://spdx.org/rdf/3.0.1/terms/AI/trainingEnergyConsumption 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/typeOfModel 
 

 



hasSensitivePersonalInformation /Dataset/DatasetPackage 

https://spdx.org/rdf/3.0.1/terms/AI/useSensitivePersonalInformation 
 

 

https://spdx.org/rdf/3.0.1/terms/AI/EnergyUnitType 
 

 



https://spdx.org/rdf/3.0.1/terms/AI/SafetyRiskAssessmentType 
 

 

hasInput 

https://spdx.org/rdf/3.0.1/terms/Build 
 

SPDX3-74



 

https://spdx.org/rdf/3.0.1/terms/Build/Build 

 



https://spdx.org/rdf/3.0.1/terms/Build/buildEndTime 
 

 

https://spdx.org/rdf/3.0.1/terms/Build/buildId 
 



 

https://spdx.org/rdf/3.0.1/terms/Build/buildStartTime 
 

 

https://github.com/actions
file://username@host/path/to/build

https://spdx.org/rdf/3.0.1/terms/Build/buildType 
 

 



https://spdx.org/rdf/3.0.1/terms/Build/configSourceDigest 
 

 

script.sh

publish

name: Publish packages to PyPI 

on: 
create: 
tags: "*" 

 
jobs: 
publish: 
runs-on: ubuntu-latest 
if: startsWith(github.ref, 'refs/tags/') 
steps: 

 
... 

 

https://spdx.org/rdf/3.0.1/terms/Build/configSourceEntrypoint 
 

 



https://spdx.org/rdf/3.0.1/terms/Build/configSourceUri 
 

 

https://spdx.org/rdf/3.0.1/terms/Build/environment 
 

 



https://spdx.org/rdf/3.0.1/terms/Build/parameter 
 

 

https://spdx.org/rdf/3.0.1/terms/Lite 
 

 

/Software/Package 

copyrightText 
packageVersion 
suppliedBy 

downloadLocation packageUrl 

/Software/Package /Core/Relationship hasConcludedLicense 
from /SimpleLicensing/AnyLicenseInfo to 



/Software/Package /Core/Relationship hasDeclaredLicense 
from /SimpleLicensing/AnyLicenseInfo to 

/Core/SpdxDocument 
element rootElement 

/Software/Sbom element 
rootElement 

/Core/Agent 

name 

https://spdx.org/rdf/3.0.1/terms/Extension 
 

 

properties

https://spdx.org/rdf/3.0.1/terms/Extension/CdxPropertiesExtension 
 

 



https://spdx.org/rdf/3.0.1/terms/Extension/CdxPropertyEntry 
 

 



https://spdx.org/rdf/3.0.1/terms/Extension/Extension 

 

https://spdx.org/rdf/3.0.1/terms/Extension/cdxPropName 
 

 



https://spdx.org/rdf/3.0.1/terms/Extension/cdxPropValue 
 

 

https://spdx.org/rdf/3.0.1/terms/Extension/cdxProperty 
 

 

















[idString]
AND OR WITH +

idstring = 1*(ALPHA / DIGIT / "-" / "." ) 
 
license-id = <short form license identifier from SPDX License List> 

 
license-exception-id = <short form license exception identifier from SPDX License List> 

license-ref = [%s"DocumentRef-"(idstring)":"]%s"LicenseRef-"(idstring) 

addition-ref = [%s"DocumentRef-"(idstring)":"]%s"AdditionRef-"(idstring) 

simple-expression = license-id / license-id"+" / license-ref 

addition-expression = license-exception-id / addition-ref 

compound-expression = (simple-expression / 

simple-expression ( %s"WITH" / %s"with" ) addition-expression / 

compound-expression ( %s"AND" / %s"and" ) compound-expression / 

compound-expression ( %s"OR" / %s"or" ) compound-expression / 

"(" compound-expression ")" ) 



license-expression = (simple-expression / compound-expression) 
 

<license-expression> 

<license-expression> 

+

AND OR
tag:value 

AND and OR or WITH with

MIT Mit mIt 

LicenseRef-
LicenseRef-Name LicenseRef-name 

licenseref-name 
AdditionRef- 

<license-expression> 

LicenseRef-23 

LicenseRef-MIT-Style-1 

DocumentRef-spdx-tool-1.2:LicenseRef-MIT-Style-2 



tag:value 

LGPL-2.1-only OR MIT 
 

MIT OR LGPL-2.1-only 
 

LGPL-2.1-only OR MIT OR BSD-3-Clause 
 

or

LGPL-2.1-only AND MIT 
 

MIT AND LGPL-2.1-only 
 

LGPL-2.1-only AND MIT AND BSD-2-Clause 
 

and



<license-expression> <simple-expression> 
<addition-expression> 

<addition-expression> <license-exception-id> 

GPL-2.0-or-later WITH Bison-exception-2.2 
 

with

<license-expression> 

+ 
WITH 
AND 
OR 

 

LGPL-2.1-only OR BSD-3-Clause AND MIT 
 

<license-expression> 

MIT AND (LGPL-2.1-or-later OR BSD-3-Clause) 
 

<spdx:ConjunctiveLicenseSet> 



<spdx:ConjunctiveLicenseSet> 
<spdx:member rdf:resource="http://spdx.org/licenses/GPL-2.0-only"/> 
<spdx:ExtractedLicensingInfo rdf:about 
="http://example.org#LicenseRef-EternalSurrender"> 
<spdx:extractedText> 

In exchange for using this software, you agree to give 
its author all your worldly possessions. You will not 
hold the author liable for all the damage this software 
will inevitably cause not only to your person and 
property, but to the entire fabric of the cosmos. 

</spdx:extractedText> 
<spdx:licenseId>LicenseRef-EternalSurrender</spdx:licenseId> 

</spdx:ExtractedLicensingInfo> 
</spdx:ConjunctiveLicenseSet> 

 
<spdx:DisjunctiveLicenseSet> 

<spdx:DisjunctiveLicenseSet> 
<spdx:member rdf:resource="http://spdx.org/licenses/GPL-2.0-only"/> 
<spdx:member> 

<spdx:ExtractedLicensingInfo rdf:about 
="http://example.org#LicenseRef-EternalSurrender"> 
<spdx:extractedText> 

In exchange for using this software, you agree to 
give its author all your worldly possessions. You 
will not hold the author liable for all the damage 
this software will inevitably cause not only to 
your person and property, but to the entire fabric 
of the cosmos. 

</spdx:extractedText> 
<spdx:licenseId>LicenseRef-EternalSurrender</spdx:licenseId> 

</spdx:ExtractedLicensingInfo> 
</spdx:member> 

</spdx:DisjunctiveLicenseSet> 
 

<spdx:LicenseException> 

comment rdfs:comment 
seeAlso rdfs:seeAlso 

example 
name 
licenseExceptionId 

licenseExceptionText 

<rdf:Description rdf:about 
="http://example.org#SPDXRef-ButIdDontWantToException"> 
<rdfs:comment>This exception may be invalid in some 
jurisdictions.</rdfs:comment> 

<rdfs:seeAlso>http://dilbert.com/strip/1997-01-15</rdfs:seeAlso> 
<spdx:example>So this one time, I had a license exception 
…</spdx:example> 

<spdx:licenseExceptionText> 
A user of this software may decline to follow any subset of 
the terms of this license upon finding any or all such terms 



 
 

unfavorable. 
</spdx:licenseExceptionText> 
<spdx:name>&quot;But I Don&apos;t Want To&quot; Exception</spdx:name> 
<spdx:licenseExceptionId>SPDXRef-ButIdDontWantToException</spdx:licenseExceptionId> 
<rdf:type rdf:resource 
="http://spdx.org/rdf/terms#LicenseException"/> 

</rdf:Description>



 

<standardLicenseHeader> 
 

SPDX3-74

SPDX3-74



<alt> 

match 
name 

<alt match="(?i:copyright.{0,200})." name="copyright1">Copyright The Linux 
Foundation</alt> 

<optional> 
<optional>Apache License Version 2.0, January 2004 http://www.apache.org/licenses/</optional 



--- === ***



<bullet> 
<bullet>1.0</bullet> 

 



<copyrightText> 
<copyrightText>Copyright 2022 The Linux Foundation</copyrightText> 

 

<titleText> 
<titleText>Attribution Assurance License</titleText> 

 

<optional> 

http:// https:// 

SPDX3-74

SPDX3-74

SPDX3-74



<<>> 
;

=

<<var; . . . >> 
<<beginOptional; . . .>> <<endOptional>> 

<<var; . . . >> 

<<var; . . . >> 
 

\; 

<<var;name=organizationClause3;original=the copyright holder;match=.+>> 
 
 
 
 
 

SPDX3-74





concludedLicense from 
to 

declaredLicense from 
to 







scheme:type/namespace/name@version?qualifiers#subpath 
 

pkg
pkg



namespace 

pkg 

# ? @ : 

: 

/ 

@ %40 
? %3F 
= 
# %23 

pkg
pkg:// 

pkg:

pkg:gem/ruby-advisory-db-check@0.12.4 pkg://gem/ruby-advisory-db-che



. + - 

/
/ 

/ 
repository_url 

/ 
/ 

@ 
@ 

? 
? 

&
= 

& 

. - \_ 

= 

# 
# 

/



/ 

/ .. .

alpm apk bitbucket
bitnami cargo cocoapods composer conan conda cpan cran deb docker gem generic github golang
hackage hex huggingface luarocks maven mlflow npm nuget oci pub pypi qpkg rpm swid swift

PURL-TYPES.rst 

repository_url 

download_url 
vcs_url 
file_name 
checksum 

sha1:ad9503c3e994a4f611a4892f2e67ac82df727086

purl 

purl 

pkg:

/ 

/ 
/ 

/ 



/ 

/ 

@ 

? 

checksum , 

= 

& 

. .. 

# 
/ 

/ 
. .. 

/ 

purl 

#

/
/ 
. .. 



/

?

& 
= 

checksum , 

:
pkg:

/
/

@

/

/ 

/



pkg:bitbucket/birkenfeld/pygments-main@244fd47e07d1014f0aed9c 
pkg:deb/debian/curl@7.50.3-1?arch=i386&distro=jessie 
pkg:gem/ruby-advisory-db-check@0.12.4 
pkg:github/package-url/purl-spec@244fd47e07d1004f0aed9c 
pkg:golang/google.golang.org/genproto#googleapis/api/annotations 
pkg:maven/org.apache.xmlgraphics/batik-anim@1.9.1?packaging=sources 
pkg:npm/foobar@12.3.1 
pkg:nuget/EnterpriseLibrary.Common@6.0.1304 
pkg:pypi/django@1.11.1 
pkg:rpm/fedora/curl@7.50.3-1.fc25?arch=i386&distro=fedora-25 

 




























