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Topics Covered

♣Introduction to Governance – Why do we care

♣What does Software Assurance have to do with
Governance

♣Model driven tools integration across the life cycle
Enabling traceability and management of artifacts

♣Model Driven Security – An example
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If only we could link Business, Development & Operations
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Initiatives Underway at IBM

♣ Outside In Design (OID) – Scenario Driven

♣ Componentization – exploit open source or binary components as
needed
Drive componentization and SOA standards

♣ End-end life cycle integration

♣ Move to SOA across and within products

♣ Model Driven Development, Deployment, Security, Management…

♣ Standards (UML, SysML, UML Testing Profile, MOF, XMI, RAS,
SAML, XACML, WS_Security…)

♣ Patterns, Transformations and Recipes
Modeling Tools : Abstract modeling level
Development Tools : Code & Artifact level
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The world of many of our customers

Project Manager
(Bangalore)

Provisioning
(Boulder)

Testing
(Toronto)

Developer
(Warsaw)

Executive
(Somers)

Customer
(Topeka)

Governing a geographically distributed, service-oriented, open computing
environment while ensuring regulatory compliance
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TRADITIONAL CURRENT REALITY

Co-located teams
Technology first
Vendor lock-in
Application silos
Project driven

Geographically distributed
Compliance
Open computing
Modular systems (SOA)
Value driven

Right-sourcing

Standards

Solution delivery

Transforming software and systems development

Business Driven Development
Enabling organizations to govern the business
process of software and systems development
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Governance is the exercise of authority,
responsibility and the communication of information

Governance defined

♣ Establishing chain of authority,
accountability and responsibility

♣ Measurements and controls to enable people
to carry out their authority and responsibility
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Governance consists of

Establishing chains of responsibility,
authority and communication to
empower people

Executing measurement and control
mechanisms to enable people to carry
out their roles and responsibilities

Manage value
• Align business and software
• At organizational and project levels
   - Balance risk and return
   - Provide clarity and accountability

Develop flexibly
• Leverage resources anywhere
• Enable agile sourcing choices
• Use iterative processes to reduce risk

Control risk and change
• Continuously measure to reduce risk
• Enable lifecycle change management
• Meet internal and external compliance

needs

Governance Governing Development,
Deployment & Management
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Business Analyst

 Models
business
processes

Deployment
Manager

 Deploys the
solutions

IT Operations

 Maintains the Data
Center

 CSR

 Handles
customer
incident
reports
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 Handles claims
that can be
settled by phone
or email

Field Adjuster

 Handles
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require on-site
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 Reduces
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VP of Development
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competitive products.
Formulates actions to address
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and ensures company
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Developer

 Assembles and
implements
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CIO

 Responsible for
Technology
Infrastructure

Innovation Insurance Team

Risk Analyst

 Analyze, define,
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policies

CFO

 Responsible for
accounting and
financial

 Manages new
development
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Project ManagerPortfolio Manager

 Ensures development
projects are aligned with
business strategy
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Governance across life cycle :  Project Flow

IMPLEMENTATION FLOW

Analyze
policyPolicy

Change

Identify
require-
ments

Identify
remediation

plan (w/LOB)

Prioritize
projects

Estimate
project costs

Initiate
Project

Request

Generate
Audit

Package

START

END

Decompose
projects into

tasks

PROJECT APPROVAL FLOW

sign-off

Develop, Test
Service

Deploy, Manage
Service

sign-off

Approve
Project

sign-off

Validate 
plan &

requirements

Manage
Services

Operations

Development
Governance

sign-off

Data, Security,
Strategic, Business
Governance

SOA (Service)
Governance

Securing
Servces IT Governance

Feedback
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Governance and processes are the keys to a
successful transition to SOA

♣Financial transparency
♣Business/IT alignment
♣Process control
♣SOA Governance

Processes

♣Gather
requirements

♣Model &
simulate

♣Design

♣Discover
♣Construct & test
♣Compose

♣Integrate people
♣Integrate processes
♣Manage and

integrate information
♣Protect information

♣Manage applications
& services

♣Manage identity
& compliance

♣Monitor business metrics
♣Secure Apps & Services
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Transforming to an SOA environment  : How do we
integrate Custom & COTS software

Service
Justification

Service
Ownership
& Funding

Service
Modeling

Service
Lifecycle

Management

Service
Operations

Management

1.0 Identify Services

2.0 Identify Service
Owners

3.0 Fund Services

4.0 Specify Services

5.0 Realize Services

10.0 Manage
Services

Performance

11.0 Manage
Service Level

6.0 Develop
& Test Services

7.0 Deploy Services

8.0 Manage
Services

9.0 Maintain
Services

Continuous Process Measurement and Management

DecomposeDecompose
business processbusiness process

and identifyand identify
services requiredservices required

EstablishEstablish
funding, projectfunding, project

plans andplans and
resourcesresources

CodifyCodify
businessbusiness

process andprocess and
enforceenforce

standardsstandards

DevelopDevelop
iteratively, testiteratively, test

to improveto improve
predictability,predictability,

manage changemanage change
to ensureto ensure

traceability andtraceability and
auditabilityauditability

MonitorMonitor
compositecomposite
applicationapplication

performanceperformance
and adjustand adjust

Measure progress, manage change andMeasure progress, manage change and
adjustadjust
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Model Driven Development & Deployment

Business
Modeling

(BPD,UML)

IT Modeling
(UML, SQL, XSD) 

J2EE/Web Services
Development

Wrapping
Orchestration

(J2EE))

Deployment
J2EE App Svr
Web Services

Management

Component
Mgmt 

App Mgmt

Design/Build Run/Manage

WSDL SCA
XML

SPEM

BPEL

SQL
J2EE

EMF SQL

UML2
BPEL

Java

CIMUML2
BPM

Biz
Rules

C++

J2EE

Traceability
Links and

Transformations
(profiles, metamodels,
Code Gen Templates)

Specific metadata
Models 

Serve up models, 
Components, processes

On Demand

UML2
J2EE

DCM
SAM
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Application Life Cycle Integration Platform
A call to action  to the Eclipse Community

End to End Application Lifecycle Tooling (End to End Application Lifecycle Tooling (Eclipse.orgEclipse.org member value add tools) member value add tools)

Language ToolingLanguage Tooling
(J2EE, Web Services,(J2EE, Web Services,

Deployment)Deployment)

Data ToolsData Tools
(RDBMS, XML(RDBMS, XML……))

DomainDomain
SpecificSpecific

Tools/AppsTools/Apps……

MDD ToolsMDD Tools
(Object, Data Modeling,(Object, Data Modeling,

Code generatorsCode generators……))

Code/Artifact Repositories, Management Tools  (Code/Artifact Repositories, Management Tools  (Eclipse.orgEclipse.org member value add tools) member value add tools)

Eclipse Tools Integration platform (Models, APIs, XML formats…)

Eclipse CoreEclipse Core

GEFGEF JDT/CDTJDT/CDT

TestingTesting
TPTPTPTP

EMFEMF RCPRCP ETC.ETC.

MDD/MDAMDD/MDA
(UML2,U2TP(UML2,U2TP……))

J2EEJ2EE
(EJB, JSP(EJB, JSP……))

Web ToolsWeb Tools
(WTP(WTP……))

SAM*.SAM*.
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Model Driven Security – Life Cycle
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Security Roles in an Organization

Security Administrator, System/Application
Administrator,  Operator

Operations and
Administration

Business analyst, Application programmer,
Identity/Security developer

Development

Chief Security Officer, Security Policy Officer,
Security Architect, Security Auditor

Business Strategy
and decision making

RolesOrganization
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Security Definitions at the Business Process Level
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Security Constraints captured in UML

Figure 5 Applying constraints to UML sequence diagram 
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Sample XACML generated from Annotated Model
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Software Assurance : Some Relevant OMG Standards

♣ UML 2.0 : Architecture, Design & Requirements Capture

♣ UML Testing Profile : Test automation

♣ KDM : Metadata about existing systems

♣ MOF & XMI : Metadata Infrastructure

♣ SysML : System design, Requirements
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Governance consists of

Establishing chains of responsibility,
authority and communication to
empower people

Executing measurement and control
mechanisms to enable people to carry
out their roles and responsibilities

Manage value
• Align business and software
• At organizational and project levels
   - Balance risk and return
   - Provide clarity and accountability

Develop flexibly
• Leverage resources anywhere
• Enable agile sourcing choices
• Use iterative processes to reduce risk

Control risk and change
• Continuously measure to reduce risk
• Enable lifecycle change management
• Meet internal and external compliance

needs

Governance Governing Development,
Deployment & Management


